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The general theme of this thesis is inverse reinforcement learning (IRL) for cognitive
systems. By observing the end decisions generated from a cognitive system in multiple
environments, the central idea revolves around how to identify if a system strategy is
optimal and if so, estimate the system’s utility function. Both traditional IRL in machine
learning and revealed preference in microeconomics tackle the same question: given
expert behavior, how to perform inverse optimization and reconstruct the expert’s utility?
This thesis advances and amalgamates the state-of-the-art in both machine learning and
microeconomics theory in both a theoretical and applied sense.

First, we consider Bayesian stopping time problems and formulate necessary and
sufficient conditions for an agent’s behavior to be consistent with optimal stopping. The
results advance the state-of-the-art in IRL in that an analyst can estimate system utility
without requiring the agent’s private observation likelihood. For practical applications,
we also develop concentration inequalities for identifying strategy optimality when the
analyst has empirical datasets. This class of IRL results may be used, for example, to
formulate effective teaching strategies that cater to a particular student’s attention span
without intrusive probing.

Second, we exploit revealed preference-based IRL for adversarial identification and
mitigation schemes for cognitive radars. The IRL techniques developed herein can be
viewed as electronic countermeasures (ECM) for cognitive radars and facilitate non-
parametric system identification of adversarial entities. For instance, by observing the

emissions of an adversarial target, a cognitive radar can estimate the target’s system



utility and can tune its sensing strategy to minimize the asymptotic covariance of the
estimate of the target’s coordinates.

Third, we unify two areas in microeconomics, namely, revealed preference and costly
information acquisition. Tests for costly information acquisition identify if a decision
maker expends attention optimally as a cognitive ‘cost’, where attention abstracts the
decision maker’s private subjective signals. Our result shows that the test for costly
information acquisition is identical to a Bayesian (Blackwell order) analog of the test
for quasi-linear utility maximization under an appropriate parameter map. The unifi-
cation has several consequences: (i) we exploit the well-known equivalence between
GARP and Afriat inequalities to reduce the computational complexity for testing costly
information acquisition (combinatorial to quadratic); (ii) we can formulate robustness
tests for costly information acquisition (translated from revealed preference) under noisy
datasets. Finally, as an illustration, we perform a revealed preference-style analysis of
user engagement metadata from a real-world YouTube dataset comprising 190k videos
and show YouTube user engagement is consistent with costly information acquisition.

Finally, we take a step beyond the general philosophy of IRL and propose inverse-
inverse reinforcement learning (I-IRL). The key idea is to presume the presence of an
adversary performing IRL. If a cognitive system is aware of such an adversary, how can
the system tweak its strategy to mask its utility from adversarial IRL? We specify how a
cognitive system can deliberately choose ‘optimal’ sub-optimal responses that trade-off
between maximizing the system utility and minimizing the probability of accurate utility
reconstruction. From a cognitive radar’s perspective, I-IRL can be viewed as an ECCM
mechanism that minimizes strategy leakage subject to a bound on the radar’s deviation
from optimal sensing strategy. From a privacy-preserving perspective, I-IRL specifies
the minimum magnitude of ‘noise’ required to be added to an offline dataset to minimize

the recoverability of private attributes from the dataset.
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CHAPTER 1
INTRODUCTION

The thesis is organized into the following chapters:

1. IRL for Bayesian Stopping Time Problems. This chapter presents an inverse rein-
forcement learning (IRL) framework for Bayesian stopping time problems. By
observing the actions of a Bayesian decision maker, we provide a necessary and
sufficient condition to identify if these actions are consistent with optimizing a cost
function. In a Bayesian (partially observed) setting, the inverse learner can at best
identify optimality wrt the observed strategies. Our IRL algorithm identifies opti-
mality and then constructs set-valued estimates of the cost function. To achieve this
IRL objective, we use novel ideas from Bayesian revealed preferences stemming
from microeconomics. We illustrate the proposed IRL scheme using two important
examples of stopping time problems, namely, sequential hypothesis testing and
Bayesian search. Finally, for finite datasets, we propose an IRL detection algorithm

and give finite sample bounds on its error probabilities.

2. IRL for Identification and Mitigation of Adversary Sensing Systems. This chapter
considers three inter-related adversarial inference problems involving cognitive
radars. We first discuss inverse tracking of the radar to estimate the adversary’s
estimate of us based on the radar’s actions and calibrate the radar’s sensing accuracy.
Second, using revealed preference from microeconomics, we formulate a non-
parametric test to identify if the cognitive radar is a constrained utility maximizer
with signal processing constraints. We consider two radar functionalities, namely,
beam allocation and waveform design, with respect to which the cognitive radar is
assumed to maximize its utility and construct a set-valued estimator for the radar’s

utility function. Finally, we discuss how to engineer interference at the physical



layer level to confuse the radar which forces it to change its transmit waveform.
The levels of abstraction range from smart interference design based on Wiener
filters (at the pulse/waveform level), inverse Kalman filters at the tracking level

and revealed preferences for identifying utility maximization at the systems level.

. Unification of Economics-based IRL for Bayesian and non-Bayesian agents. This
chapter unifies two key results from economic theory, namely, revealed rational
inattention [2] and classical revealed preference [3,4]. Revealed rational inattention
tests for rationality of information acquisition for Bayesian decision makers. On the
other hand, classical revealed preference tests for utility maximization under known
budget constraints. Our first result is an equivalence result - we unify revealed
rational inattention [2]] and revealed preference [31-5]] through an equivalence map
over decision parameters and partial order for payoff monotonicity over the decision
space in both setups. Second, we exploit the unification result computationally to
extend robustness measures for goodness-of-fit of revealed preference tests in the
literature to revealed rational inattention. This extension facilitates quantifying

how well a Bayesian decision maker’s actions satisfy rational inattention.

. Rationalizing User Engagement Dynamics in Online Multimedia using IRL tech-
niques. Although not presented a separate chapter, all our theoretical results are
illustrated on a real-world YouTube dataset comprising thumbnail, title and user
engagement metadata from approximately 140,000 videos. All our numerical
experiments are completely reproducible.

(i) We compute the Bayesian analog of robustness measures from revealed prefer-
ence literature on YouTube metadata features extracted from a deep auto-encoder,
i.e., a deep neural network that learns low-dimensional features of the metadata.
The computed robustness values show that YouTube user engagement fits the

rational inattention model remarkably well.



(i1) We illustrate our IRL results for optimal Bayesian stopping on the YouTube

dataset by predicting YouTube user engagement with high accuracy.

. IRL as a Principled Approach for Interpreting Deep Neural Networks. Can deep
convolutional neural networks (CNNs) for image classification be interpreted as
utility maximizers with information costs? By performing set-valued system iden-
tification for Bayesian decision systems, this chapter demonstrate that deep CNNs
behave equivalently (in terms of necessary and sufficient conditions) to rationally
inattentive Bayesian utility maximizers, a generative model used extensively in
economics for human decision-making. Our claim is based on approximately
500 numerical experiments on 5 widely used neural network architectures. The
parameters of the resulting interpretable model are computed efficiently via convex
feasibility algorithms. As a practical application, we also illustrate how the the
reconstructed interpretable model can predict the classification performance of
deep CNNs with high accuracy. The theoretical foundation of our approach lies in
Bayesian revealed preference studied in micro-economics. All our results are on

GitHub and completely reproducible.

. Inverse-Inverse Reinforcement Learning. Spoofing an Inverse Reinforcement
Learner. A cognitive radar is a constrained utility maximizer that adapts its sensing
mode in response to a changing target environment. If an adversary can estimate
the utility function of a cognitive radar, it can determine the radar’s sensing strategy
and mitigate the radar performance via electronic countermeasures (ECM). This
chapter discusses how a cognitive radar can hide its strategy from an adversary
that detects cognition. The radar does so by transmitting purposefully designed
sub-optimal responses to spoof the adversary’s Neyman-Pearson detector. We
provide theoretical guarantees by ensuring the Type-I error probability of the

adversary’s detector exceeds a predefined level for a specified tolerance on the



radar’s performance loss. We illustrate our cognition masking scheme via nu-
merical examples involving waveform adaptation and beam allocation. We show
that small purposeful deviations from the optimal strategy of the radar confuse
the adversary by significant amounts, thereby masking the radar’s cognition. Our
approach uses ideas from revealed preference in microeconomics and adversarial
inverse reinforcement learning. Our proposed algorithms provide a principled
approach for system-level electronic counter-countermeasures (ECCM) to mask
the radar’s cognition, i.e., hide the radar’s strategy from an adversary. We also
provide performance bounds for our cognition masking scheme when the adversary

has misspecified measurements of the radar’s response.



CHAPTER 2
IRL FOR BAYESIAN STOPPING TIME PROBLEMS

2.1 Introduction

In a stopping time problem, a decision maker obtains noisy observations of a random
variable (state of nature) x sequentially over time. Based on the observation history
(sigma-algebra generated by the observations), the decision maker decides at each time
whether to continue or stop. If the decision maker chooses the continue action, it pays
a continuing cost and obtains the next observation. If the decision maker chooses the
stop action at a specific time, then the problem terminates, and the decision maker pays a
stopping cost. In a Bayesian stopping time problem, the decision maker knows the prior
distribution of state of nature x and the observation likelihood (conditional distribution
of the observations) p(y|x) given the state z, and uses this information to update its
belief and choose its continue and stop actions. Finally, in an optimal Bayesian stopping
time problem, the decision maker chooses its continue and stop actions to minimize an

expected cumulative cost function.

Traditional inverse reinforcement learning (IRL) aims to estimate the costs/rewards of
a decision maker by observing its actions and was first studied by [6] and [[7]. This chapter
considers IRL for Bayesian stopping time problems. Suppose an inverse learner observes
the actions of a decision maker performing Bayesian sequential stopping in multiple
environments. The decision maker has a fixed observation likelihood and observation
cost, and incurs a different stopping cost in each environmenlﬂ The inverse learner does

not know the realizations of the observation sequence nor the observation likelithood

"'We refer the reader to [8, Ch. 3.5] and [9] for motivating the need to for multiple environments for
identifiability of Markov decision processes (MDPs).



of the decision maker; the inverse learner only knows the true state x and observes the

stopping action a of the decision maker. The two main questions we address are:

1. How can the inverse learner check if the actions of a Bayesian decision maker are
consistent with optimal stopping?
2. If the decision maker’s actions are consistent with optimal stopping, how can the

inverse learner estimate the stopping costs of the multiple environments?

2.1.1 Main results and context

The key results in this chapter are summarized as follows:

1. Inverse RL for Bayesian sequential stopping: Theorem 3|in Sec.[2.2]is our first key
IRL result. Theorem [3]specifies a set of convex inequalities that are simultaneously neces-
sary and sufficient for the actions of a Bayesian decision maker in multiple environments
to be consistent with optimal stopping. If so, then Theorem [3| provides an algorithm for
the inverse learner to generate set-valued estimates of the decision maker’s costs in the
multiple environments. Theorem (3|is especially useful in scenarios where the inverse
learner has no knowledge of the decision maker’s observation likelihood or observation
sample paths, and yet can construct a set-valued estimate of the costs incurred by the

decision maker.

2. Inverse RL for SHT and Search: Sec.[2.3|and Sec.[2.4] construct IRL algorithms
for two specific examples of Bayesian stopping time problems, namely, Sequential Hy-
pothesis Testing (SHT) and Search. The main results, Theorem [6] and Theorem [9] specify
necessary and sufficient conditions for the decision maker’s actions to be consistent
with optimal SHT and optimal search, respectively. If the conditions hold, Theorems [6]

and [9) provide algorithms to estimate the incurred misclassification costs (for SHT) and



search costs (for Bayesian search). In Sec.[2.3] for inverse SHT, we also propose an IRL
algorithm to compute a point-estimate of the decision maker’s costs. The point-estimate
is computed by maximizing the regularized margin of the convex feasibility test for
inverse SHT proposed in Theorem [6] and estimates the misclassification costs with high
accuracy. Also, in Sec.[2.3.6] we compare numerically the performance of the IRL algo-
rithm in Theorem [3| with two existing IRL algorithms [1]] in the literature. This numerical
comparison highlights how the IRL approach in this chapter complements the results
of [I]. Theorem [6|achieves IRL when the inverse learner has partial information about

the decision maker’s costs.

3. Illustration of Inverse RL for Bayesian stopping on Real-World Dataset: One
important use case of IRL is to extract preferences from expert human agents [10,11]. In
Sec.[2.5] we illustrate how our IRL algorithms extend to predicting human-level online
multimedia user engagement using a massive YouTube dataset comprising video metadata
from approximately 190000 Videos From the set of costs that pass the convex feasibility
test in Theorem 3] for optimal Bayesian stopping, we chose two point-valued IRL costs for
IRL prediction, namely, max-margin IRL and entropy-regularized IRL. The main finding
is that both point estimates accurately predict YouTube commenting behavior. Also, we
observe that the max-margin estimate yields a more accurate prediction compared to the

entropy-regularized estimate (in terms of the chi-square and total variation distance).

4. Sample Complexity for IRL: In Sec.[2.6] we propose IRL detection tests for optimal
stopping, optimal SHT and optimal search under finite sample constraints. Theorems
and in Sec.[2.6] comprise our sample complexity results that characterize the
robustness of the detection tests by specifying Type-I and Type-II error bounds for the

IRL detection tests. To the best of our knowledge, our finite sample complexity results

2 Although understanding YouTube commenting behavior was the main focus of our previous work [12],
the inference methodology and numerical experiments in this chapter are new; see Sec.[2.14]and https
//github.com/KunalP117/YouTube-Commenting-Analysis|for details.
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for the IRL detector, namely, the sample size required to achieve a Type-I or Type-II error

probability below a specified value for IRL, are novel.

The proofs of all theorems are provided in the Appendix. For a practitioner’s perspective,
our key IRL algorithms are Theorems [3] [6|and [9] and finite sample complexity results for

IRL error bounds are Theorems 1T} [T3]and [T5]

2.1.2 IRL for decisions made in multiple environments

An important aspect of our IRL framework is that the inverse learner observes the
decision maker in multiple environmentsE] The purpose of this section is to motivate this

framework.

We consider a decision maker operating over M environments. In each environment,
the decision maker solves a stopping time problem with a distinct stopping cost. The
decision maker has a fixed observation likelihood (sensor accuracy) and sensing cost
(operating cost), where both variables are invariant across multiple environments. There-
fore, there are up to M distinct strategies exhibited by the decision maker, one for each
environment. Let J(u,,, S,,) denote the expected cost incurred by the decision maker

when it chooses stopping strategy /i, in environment m with stopping cost s,,.

Consider now the inverse learner that observes the decision maker. Assume that
the inverse learner does not know the stopping costs s,,, but only observe{f] the set of

strategies { i, m = 1,2, ..., M}. To achieve IRL, the inverse learner must first establish

3The inverse learner in this chapter can be viewed as a passive analyst that does not control the
environment variables, that is, the agent’s stopping costs. An interesting extension of this chapter (for
future work) is to consider an active inverse learner that purposefully adapts the environment variables to
minimize IRL detection errors.

“We are deliberately simplifying the IRL framework here for explanatory reasons. Our main result
assumes the inverse learner only observes the actions of the decision maker, and not the strategy.



if the decision maker’s strategy in each environment is consistent with minimizing an
expected cost. Equivalently, the inverse learner must check if the expected cost incurred
by the decision maker in environment m by choosing strategy i, is less than that incurred
by all other (infinitely many) stopping strategies. However, the inverse learner does not
observe infinitely many strategies, but only M strategies. Given the decision maker’s
strategies in M, each with a distinct stopping cost, the inverse learner’s procedure to
identify if the decision maker is optimal or not is defined below:

IRL identifiability of optimal stopping agent. Consider a Bayesian stopping agent that
chooses strategy [i,, in environment m, over multiple environments m = 1,2,..., M.
Then, identifying an optimal Bayesian stopping time agent is equivalent to checking if

the following inequalities have a feasible solution:
There exists s1, Sa, ..., Sy such that: J (i, Sm) < J(fn, Sm), ¥V m,n. (2.1)

Here, J(fim, Sn) is the decision maker’s cumulative expected cost when the decision
maker chooses strategy |i,, and incurs a stopping cost S,

The solution of the feasibility problem in (2.1) is the set-valued IRL estimate of the
stopping costs incurred by the decision maker. The comparison in between the
performance of the decision maker’s strategy in each environment to the strategies chosen
in all other (finitely many) environments is formalized in Lemma 2] and is achieved by
the inverse learner via the IRL procedure in Theorem 3| We also refer the reader to the
seminal work of [|8, Ch. 3.5] and [13]] on identifiability of MDPs for further justification
of multiple environments. The above framework of a Bayesian stopping time agent
operating in multiple environments arises in several applications; see Sec.[2.8.2] for

details.



2.1.3 Context. Bayesian revealed preference for IRL

The formalism used in this chapter to achieve IRL is Bayesian revealed preferences
studied in microeconomics by [14,[15] and [2]; see Sec.[2.8.3] for more details. This
Bayesian revealed preference-based approach complements existing IRL results for
partially observed Markov decision processes (POMDP) including [[1]. This chapter
considers a subset of POMDPs, namely, Bayesian stopping time problems. Due to the
problem structure, we show that our IRL algorithms do not require knowledge of the

observation likelihood of the decision maker and also do not require solving a POMDP.

We now briefly discuss how the Bayesian revealed preference based IRL approach

differs from classical IRL.

1. The classical IRL frameworks [6, /] assume the observed agent is a reward maxi-
mizer (or equivalently, cost minimizer) and then seeks to estimate its cost function.
The approach in this chapter is more fundamental. We first identify if the decisions
of a single decision maker in multiple environments are consistent with optimality
and if so, we then generate set-valued estimates of the costs that are consistent with
the observed decisions.

2. Classical IRL assumes complete knowledge of the decision maker’s observation
likelihood. We assume the inverse learner only knows the state of nature and the
action chosen when the decision maker stops, and does not know its observation
likelihoods or the sequence of observation realizations. Two important scenarios
where this situation arises are:

(i) Multimedia Datasets. In online multimedia datasets such as the YouTube dataset
analyzed in Sec.[2.5| it is impossible to know the attention span (observation
likelihood) of the online user. All that is available are the online user’s actions

(interactions such as comments and comment ratings) and the underlying state of
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nature (video metadata such as viewcount, thumbnail and video description); see
also [12].
(i1) Adversarial Signal Processing. In adversarial signal processing and sensing
applications, it is not realistic for the inverse learner to know the model dynamics
of the agent. An important example is IRL for radars [16], where the radar is
the adversary and so it is impossible to know its sensing modes (observation
likelihood); however, the inverse learner records the electromagnetic waveforms
(response) emitted by the radar.
Additional applications where only the agent decisions are available for IRL (and
not the observation likelihood) include consumer insights and advertisement design
research, interpretable ML in smart healthcare and electronic warfare. These are
discussed in Sec.2.8.11

3. Algorithmic Issues: In classical IRL [7], the inverse learner solves the Bayesian
stopping time problem iteratively for various choices of the cost. This can be
computationally prohibitive since it involves stochastic dynamic programming over
a belief space which is PSPACE hard [[17]]. The IRL procedure in this chapter does
not require solving a POMDP and only requires testing for the feasibility of a set

of convex inequalities.

For brevity, we discuss related IRL literature and applications of IRL for Bayesian

stopping problems in Sec.[2.8.1]
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2.2 Identifying optimal Bayesian stopping and reconstructing agent

costs

Our IRL framework comprises a decision maker’s actions in a stopping time problem
over M environments and an inverse learner that observes these actions. This section
defines the IRL problem that the inverse learner faces and then presents two results

regarding the inverse learner:

1. Identifying Optimal Stopping. Theorem[3|below provides a necessary and sufficient
condition for the inverse learner to identify if the Bayesian decision maker chooses
its actions as the solution of an optimal stopping problem.

2. IRL for Reconstructing Costs. Theorem [3|is also constructive. It shows that the
continue and stopping costs of the Bayesian decision maker can be reconstructed

by solving a convex feasibility problem.

This section provides a complete IRL framework for Bayesian stopping time problems
and sets the stage for subsequent sections where we formulate generalizations and

examples.

2.2.1 Bayesian stopping agent

A Bayesian stopping time agent is parametrized by the tuple
E:(X77T07yaAvBa,u) (22)
where

e X ={1,2,... X} is a finite set of states.
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* At time 0, the true state z° € X is sampled from prior distribution my. x° is
unknown to the agent.

* YV C R is the observation space. Given state x°, the observations y € ) have
conditional probability density B(y, x°) = p(y|z°).

e A={1,2,... A} is the finite set of stopping actions.

* Finally, © denotes the agent’s stopping strategy. The stopping strategy operates

sequentially on a sequence of observations 1, 9s, . . . as discussed below in Proto-

col[ll

Protocol 1 Sequential Decision-making protocol: Assume the agent knows =.

1. Generate x° ~ mg, at time t = 0. Here x° is not known to the agent.
2. Attime t > 0, agent records observation y; ~ B(-, x°).

3. Belief Update: Let F, denote the sigma-algebra generated by observations
{y1, Y2, ... yt}. The agent updates its belief (posterior) m;(x) = P(z° = x| F),x €

X using Bayes formula as

_ B(y)m—1
1B(ys)m—1’

where B(y) = diag({B(y,z),z € X}). The belief m; is an X-dimensional

s (2.3)
probability vector in the X — 1 dimensional unit simplex

def.

AX) = {meRY ' =1} (2.4)

4. Choose action a; = p(m, t) from the set AU {continue}. If a; € A, then stop, else

if a; = continue, sett =t + 1 and go to Step 2.

The stopping strategy p is a (possibly randomized) time-dependent mapping from the

agent’s belief at time ¢t € Z* to the set A U {continue} and belongs to p, the set of
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admissible stopping strategies:
p={p: A(X)xZ" — AU {continue}}. (2.5)

We define the random variable 7 as the time when the agent stops and takes a stop action
from A.
7 = inf{t > 0| u(m,t) # {continue}}. (2.6)

Clearly, the set {7 = t} is measurable wrt F;, the sigma-algebra generated by observa-
tions {1, o, ... v }. Hence, the random variable 7 is adapted to the filtration {F; };>o.
In the following sub-section, we will introduce costs for the agent’s stop and continue

actions. We will use 7 for expressing the expected cumulative cost of the agent.

To summarize, a Bayesian stopping agent is parameterized by = and operates accord-
ing to Protocol [I] Several decision problems such as SHT and sequential search fit this

formulation.

2.2.2 Optimal Bayesian stopping agent in multiple environments

So far we have defined a Bayesian stopping agent. Our main IRL result is to identify if a
Bayesian stopping agent’s behavior in a set of environments M is optimal. The purpose
of this section is to define optimal Bayesian stopping [18]] in multiple environments. For
identifiability reasons (see assumption [(A2)|below) we require at least two environments

(M > 2).
An optimal Bayesian stopping agent in multiple environments is defined by the tuple
Eopt = (2, M,C,s,u"). 2.7)
In (2.77),
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* M is the set of M environments.

* The parameters X', ), A, 7o, p in = (2.2)) and continue cost C (defined below) are
the same for all environments in M.

* C = {ct}+>0, ct(x) € RT is the continue cost incurred in any environment m € M
at time ¢ given state z° = .

e s={sp(zr,a),xr € X,a e A,m e M}, s,,(x,a) < oo is the cost for taking stop
action a when the state ° = x in the m™ environment.

o p* = {u:,,m € M} is the set of optimal stopping strategies of the Bayesian
stopping agent over the set of environments M, where the optimality is defined in
Definition [T] below. In environment m, the Bayesian stopping agent employs its

stopping strategy /.., m € M and operates according to Protocol I}

Definition 1 (Optimal Stopping Strategy) For each environment m € M, strategy i},

is optimal for stopping cost s,,(x, a) iff the following conditions hold:

wr,(m, 7) = argmin 7’5, 4, (2.8)
acA
Ity Sm) = inf J(p, Sm), (2.9)
pep

Recall p (2.3) denotes the set of all stopping strategies. Also J(u, Sy, is the expected

cumulative cost defined as:

J(ps sm) = G, $m) + C(n), where
T—1

G(,ua Sm) = Eu {7T’/7"§m,/14(ﬂ'7—,7')} ) C(M) = Eu{ Z Wgct}a ne p. (210)
t=0

[E,, denotes expectation parametrized by . wrt the probability measure induced by v ...
Also, 5,, ¢; are the stopping and continu cost vectors, respectively, vectorized over

states x € X.

3Since the continue cost is a positive real, the stopping time 7 (2.6) is finite a.s.
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Definition [1|is standard for the optimal strategy in a sequential stopping problem [19].
The optimal strategy naturally decomposes into two steps: choosing whether to continue
or stop according to (2.9); and if the decision is to stop, then choose a specific stopping
action from A according to (2.8). The optimal stopping strategies /i,,,, m € M that satisfy
the conditions (2.8), (2.9) can be obtained by solving a stochastic dynamic programming
problem [19]]. It is a well-known result [20] that the set of beliefs for which it is optimal

to stop is convex.

Relation to Bayesian contextual bandits

For readers familiar with the multi-armed bandit problem, optimal Bayesian stopping
can be viewed as an instance of the partially-observed regularized contextual Bayesian
bandit problem; contextual [21]] since the agent faces multiple ground truths x (context),
partially observed [22] since the agent observes a sequence of noisy measurements of the
underlying context x, Bayesian [23] since the agent minimizes its expected cumulative
cost per context averaged over all contexts sampled from a prior distribution 7, and
regularized [24] since the agent minimizes the sum of expected stopping cost and a
regularization term, namely, the expected continue cost. Loosely speaking, this chapter
addresses the problem of IRL for partially-observed regularized contextual bandits.
Although our IRL results are introduced in subsequent sections, we remark here that there
is ample scope to extend the results in this chapter to typical RL decision frameworks
that allow underlying state transitions. At a high level, this can be made possible by
constructing feasibility tests in terms of the state-occupancy measure induced by the

decision maker’s policy in multiple environments.

16



2.2.3 IRL for inverse optimal stopping. Main result

We now discuss an inverse learner-centric view of the Bayesian stopping time problem

and the main IRL result. Suppose the inverse learner observes the actions of a Bayesian

stopping agent in M environments, where each environment is characterized by the

stopping costs incurred by the agent. Suppose the agent performs several independent

trials of Protocol[I]in all M environments. We make the following assumptions about

the inverse learner performing IRL.

(AL)

(A2)

The inverse learner knows the dataset

Dy = (70, p), where p = {p,,(alz),z € X,a € A,m € M}. (2.11)

In @2.11), pu(alx) is the Bayesian stopping agent’s conditional probability of
choosing stop action a at the stopping time given state ° = x in the m™ environ-
ment. We call p,,(a|x) as the agent’s action selection policy.

Note that:

(1) The inverse learner does not know the stopping times; it only has access to the
conditional density of which stop action a was chosen given the true state z°.

(i1) We assume the decision maker visits all states in the support of the prior pmf
o infinitely often. In Sec.[2.6, we address the case where the decision maker
visits the states finitely often and provide IRL performance guarantees via finite

sample complexity.

Dataset D), is generated by a Bayesian agent acting in at least M/ > 2 environ-

ments, where each environment has distinct stopping costs.

Both assumptions are discussed below after the main theorem, but let us make some

preliminary remarks at this stage. [(Al){implies the inverse learner observes the stopping
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actions chosen by a Bayesian stopping agent in a finite number (M) of environments,
where the agent performs an infinite number of independent trials of Protocol [I]in each
environment; see discussion in Sec.[2.2.5|for asymptotic interpretation. In Sec.[2.6| we
will consider finite sample effects where the inverse learner observes the agent performing
a finite number of independent trials of Protocol [I] Assumption [(A2)|is necessary for the

inverse optimal stopping problem to be well-posed.

Let p,, denote the policy chosen by the agent in the m™ environment, and p,, =
{tm, m € M} denote the set of chosen strategies ] The finite assumption on | M| in[(A1)
imposes a restriction on our IRL task of identifying optimality of a Bayesian stopping

agent formalized below:

Lemma 2 (IRL identifiability of optimal Bayesian stopping agent.) Given the dataset
Dy @.11)), the inverse learner can identify an optimal Bayesian stopping agent (2.7)

acting in M environments if and only if (2.8) and the following relaxation of ([2.9) holds:
Gmm +Cn <G +Cyp, Ym, n € M, m # n. (2.12)

In 212), G = G(pin, Sm) is the expected stopping cost and C,,, = C(puy,) is the

expected cumulative continue cost for the policy i, chosen in environment m, m € M.

The proof of Lemma2)is in Sec.[2.9] Lemma[2|formalizes the IRL identification procedure
of the inverse learner in (2.1)). Since the inverse learner only observes the agent’s actions
from M strategies chosen by the stopping agent, the best the inverse learner can do is
check if p, is optimal for environment m out of the finite strategies in 4. Indeed, the

expected stopping cost Gy, ,,, is a function of the policy ,,. However, in Sec.[2.10, we

®Recall that y is a generic variable of a stopping policy, p is the space of admissible policies, j., is the
optimal policy in environment m and i, is a realization of the agent’s policy.
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C € C convex in | C € C non-convex in
C unknown
plalr) plalz)
Identifiability | Absolute Optimality | Absolute Optimality | Relative Optimality
.\ . . (2.8)), (2.12) in
Conditions (2.8]), (2.9) in Def. (2.8), (2.9) in Def. Lemma |7|
Inverse Optimal Stop-
IiL Exam-| __ ping with Entropic | Inverse SHT (Sec.
p Running Cost
. . Reconstructed cost for
. | Convex reconstruction | Convex reconstruction .
Reconstruction a finite set of strate-
294 299 gies/

Table 2.1: IRL Identifiability of Optimal Bayesian stopping.

show how the expected stopping cost can be expressed only in terms of the observed
variables in D, namely, the action selection policies {p,,(a|z)}M_, of the agent induced
by the stopping strategies { ., }2/_,. This is precisely what Theorembelow achieves

when the inverse learner has access to the agent’s action selection policies.

Remarks:

(1) If the analyst does not know a priori the structure of the expected continue cost in
(2.10), then the IRL identifiability can be generalized from testing for relative optimal-
ity (2.8), (2.12) to testing for absolute optimality (2.8), (2.9) in Definition[I] Specifically,
we show a certain reconstruction of the expected continue cost (see in Sec.[2.10)
ensures if relative optimality (2.12)) holds, then absolute optimality (2.9) holds.

(2) In contrast to remark (1) above, if the analyst does know a functional form of the
expected continue cost, IRL identifiability cannot be improved from testing for relative
optimality. One example is IRL for inverse SHT discussed in Sec.[2.3|below where the
expected continue cost is known to be the expected stopping time of the agent. On a
deeper and more subtle level, knowledge of the structure of the expected continue cost

imposes an implicit constraint on the reconstructed cost. Ensuring the reconstructed
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expected continue cost (2.94) in Sec. satisfies this implicit constraint is non-trivial

and beyond the scope of this chapter.

We now present our first main IRL result. The result specifies a set of inequalities
that, given the inverse learner’s specifications in assumptions and are simulta-
neously necessary and sufficient for the inverse learner to identify a Bayesian stopping
agent’s actions to be optimal in the sense of Lemmal[2] For readability, we provide the

exact expressions for the feasibility inequalities introduced below after the main theorem.

Theorem 3 (IRL for inverse Bayesian optimal stopping [2]) Consider the inverse
learner with dataset D)y, (2.11) obtained from a Bayesian stopping agent’s actions
over M environments. Assume and hold. Then:

1. Identifiability: The inverse learner can identify if the dataset D), is generated by an
optimal Bayesian stopping agent, i.e., and 2.9); see Lemma

2. Existence: There exists an optimal stopping agent parameterized by tuple =, ,
if and only if there exists a feasible solution to the following convex (in stopping costs)

inequalities:

Find sp,(z,a) € Ry Ym € M s.t.
NIAS(Das, {sm(z,a),x € X,a € A,m e M}) <0, (2.13)

NIAC(Dys, {sm(z,a),x € X,a € A,m € M}) <0. (2.14)

The NIAS (No Improving Action Switches) and NIAC (No Improving Action Cycles)
inequalities are defined in (2.16), ([2.17) below, and are convex in the stopping cost
Sm(z,a),m € M.

3. Reconstruction of costs:

(a) If the inverse learner knows the agent’s expected continue cost C,, for all environments

m, the set-valued IRL estimate of the agent’s stopping costs is the set of all feasible
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costs {spm(x,a),m € M} that satisfy the NIAS (2.13), NIAC (2.14) and SUMCOST

inequalities below:
SUMCOST(Dyy, {$m(z,a),Cpp,m € M}) <0, (2.15)

where SUMCOST is defined in (2.18), and C,, is the expected cost of the Bayesian
stopping agent in environment m.

(b) Suppose the inverse learner knows the agent’s stopping costs, and the NIAS
and NIAC (2.14) inequalities are feasible. Then, the set-valued IRL estimate of the
agent’s expected continue cost is given by the set of all feasible costs C,, that satisfy
the SUMCOST inequality (2.15)). Also, if the inverse learner knows the agent’s expected
continue cost is convex, then the SUMCOST inequality structure permits a convex

reconstruction of the cost outlined in Definition [ |

Theorem [3] is proved in Sec.[2.10] It says that identifying if a set M comprising
stopping actions of a Bayesian stopping agent in multiple environments is optimal and
then reconstructing the costs incurred in the environments is equivalent to solving a
convex feasibility problem. Theorem [3| provides a constructive procedure for the inverse
learner to generate set valued estimates of the stopping cost s,,(z,a) and expected
cumulative continue cost (), for all environments m € M. Algorithms for convex

feasibility such as interior points methods [25] can be used to check feasibility of (2.13)

and (2.14)) (defined in (2.16) and (2.17) below) and construct a feasible solution.

The inequalities NIAS, NIAC and SUMCOST denoted abstractly in Theorem [3] are
defined below:

Definition 4 (NIAS, NIAC and SUMCOST inequalities) Given dataset D), stopping

CcoSts
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{sm(x,a),m € M} and expected continue costs {C,,,m € M}:

NIAS ) pu(]a)(sm(z, a) — sm(z,b)) < 0,Ya,m. (2.16)
TEX

NIAC : Z\anzz 70(2)pm (-|z) {gleiﬂ]Eprm(.a){Sm(I, CL) — Sm+1(x7 a’)}} <0,
meM

for any subset of indices M C M, where mp +1 =myy1 if k < land m;+ 1 =my.

2.17)
SUMCOST . Exwﬂ07a’\‘pm(~‘x){3m(x7 CL)} + Cm S ]Eaan(a){Ir’lei,I}l ]Eprn('la){Sm('T’ a/)}} —+ Cn,

Vm,n e M. (2.18)

Reconstruction of expected cumulative continue cost. If NIAS, NIAC and SUMCOST
inequalities defined above have a feasible solution, the following convex reconstruc-

tion of the agent’s expected continue cost is consistent with optimal Bayesian stop-

ping 28), 2.9), a stronger condition compared to relative optimality 2.8), 2.12):

a(u) = max {C’m + Gom — é(,u, sm)} , where (2.19)

m=1,2,...,

G(pt, Sm) = Z (Z pu(a|x)7ro(a:)> Igé{ngpu(x|a)sm(w, b), and (2.20)

acA \zeX TeX

Gmm = Z 70(2)pm(alx)sm(z, a) (2.21)

rEX,acA
The above reconstruction assumes the agent’s mapping from the sequence of observations
Y1:r(u) 10 the space of actions is one-to-one, and is valid if and only if the agent’s expected

cumulative continue cost is convex.

Let us now provide an intuitive explanation for the abstract inequalities of Theorem 3]
NIAS (2.13): NIAS applies to each of the M environments in M. NIAS checks if, for
every environment, the agent chooses the optimal stop action given its stopping belief

and stopping strategy.
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NIAC (2.14): NIAC checks for optimality of the agent’s stopping strategies in M en-
vironments. Since the stopping agent chooses its strategies in a finite number (M)
environments, NIAC checks if the agent’s strategy in the m™ environment performs
at least as well as the strategies of the agent in all other environments given the envi-
ronment’s stopping cost s,,(z, a), for all m € M. If so, it constructs a feasible set of
stopping costs in the M environments so that the chosen strategies are consistent with an
optimal stopping agent.

SUMCOST (2.13): If the Bayesian agent is an optimal stopping agent (NIAS and NIAC

have a feasible solution), SUMCOST constructs a set of feasible expected continue costs
incurred by the Bayesian agent in the multiple environments. The feasibility of NIAS
and NIAC ensures that the SUMCOST inequalities have a feasible solution. In (2.18),
the RHS term is the expected cumulative cost of the agent in environment n given the
stopping costs in environment m. The feasibility inequality (2.18)) checks for feasible
expected cumulative continue costs so that the agent’s stopping strategies in M are iden-
tified as optimal by the inverse learner, i.e., is satisfied. The reconstructed cost 6’
(2.19) is a convex interpolation of expected stopping costs and feasible scalars C,,, (2.18)
such that conditions and for optimal Bayesian stopping hold; see Sec.[2.10]for
a detailed discussion. We remark that the reconstruction in (2.19) is only valid when (a)
the inverse learner has no information about the agent’s observation likelihood, and (b)
the inverse learner does not know the agent’s expected continue cost. In Table we
highlight the subtle issues underpinning IRL identifiability for optimal Bayesian stopping
in more detail. In Sec.[2.3|below, we discuss IRL for optimal Bayesian stopping when
the inverse learner knows the agent’s expected continue cost; hence, the reconstruction

(2.19) is no more required for achieving IRL.
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2.2.4 Discussion of Theorem

We now discuss the implications of Theorem [3|and contextualize the NIAS and NIAC

feasibility inequalities (2.13)), (2.14) of Theorem 3]

(i) Necessity and Sufficiency.

The NIAS and NIAC conditions , are necessary and sufficient for the inverse
learner to identify an optimal stopping agent. This makes Theorem [3]a remarkable result.
If no feasible solution exists, then the dataset D), cannot be rationalized by an optimal
Bayesian stopping agent. Also, if there exists a feasible solution, then the dataset D),

must be generated by an optimal stopping agent in multiple environments (Lemma [2).

(ii) Set valued estimate vs point estimate.

An important consequence of Theorem [3]is that the reconstructed utilities are set-valued
estimates rather than point valued estimates even though the dataset Dj; has K — oo
samples. Estimating the costs from the solution of a cost minimization problem is an
ill-posed problem. Put differently, all points in the feasible set of rationalizing costs

explain the dataset Dj; equally well.

(iii) Consistency of Set-Valued Estimate.

The NIAS and NIAC inequalities are both necessary and sufficient for optimal Bayesian
stopping. The necessity implies that the true stopping costs and expected continue costs
incurred by the agent are feasible wrt the convex NIAS and NIAC inequalities. Hence, the
IRL procedure is consistent in that the set-valued estimator contains the true generating

model.

(iv) Context: NIAS and NIAC.
The inequalities (2.8)), (2.12)) for the inverse learner to identify an optimal stopping agent

can be written in abstract notation as (2.22)), (2.23), respectively, in terms of the variables
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{3m7 Cm}%:l:

NIAS({{p(v1:r(um)|2), * € X}, 5, m € M}, 79) <0, (2.22)

NIAC* ({{p(W1:r(um)|2), ® € X}, S, Crpym € M}, ) < 0. (2.23)

The inverse learner in our setup does not know the agent’s observation sequences
{y1.-,m € M}, observation likelihood B or the continue cost C. Hence, as shown in
Sec.[2.10] the best the inverse learner can do is check for the feasibility of the NIAC
that does not depend on C,,. Otherwise, the IRL task is equivalent to using optimality
equations (2.8)), (2.12)) expressed abstractly as NIAS and NIAC* above to reconstruct
the costs. Eq.[2.13] and in Theorem [3] specialize to (2.22) and (2.23) by replac-

ing the action selection policy p,,(a|z) with the unknown likelihood p(y1.7(,,,)|x). Put

differently, (2.13)) and (2.14) defined in (2.16), (2.17) can be viewed as surrogates of
the feasibility conditions (2.22) and (2.23)), respectively. However, as discussed in the

proof in Sec.[2.10] the action selection policy p,,(a|z) suffices for both necessity and
sufficiency of Bayes optimality (2.22)), in spite of being a Blackwell noisy measure-
ment of p(¥1:-(u,)|%). Also, observe the NIAC inequality is independent of C,,
and expressed only in terms of stopping costs s,,,. However, as shown in Sec.[2.10] the

feasibility of both inequalities (2.23)) and (2.17) are equivalent. Finally, in some examples

of stopping time problems such as SHT discussed in Sec.[2.3] the inverse learner knows
the agent’s expected cumulative continue cost and hence, can use the NIAC* inequality

as is to identify optimality and achieve IRL.

NIAS and NIAC with e-feasibility. One trivial solution that satisfies both NIAS and NIAC
inequalities in Theorem [3]is the degenerate cost of all zeros. Such degeneracy is common
in IRL literature due to the fundamental ill-posedness of the inverse optimization problem.

In practice, one can ensure only non-trivial solutions pass the NIAS and NIAC feasibility
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inequalities by introducing a margin constraint:
NIAS(-) < —e, NIAC(:) < —¢, € > 0. (2.24)

Margin constraints for ensuring non-degenerate solutions to feasibility tests are common
practices in IRL [26]. In complete analogy, using the e restriction of (2.24), we can
ensure only non-trivial informative costs pass the NIAS and NIAC feasibility test of

Theorem [3|

(v) Private and Public Beliefs.

The stopping belief 7, in (2.9) can be interpreted as the private belief evaluated by the
agent after measuring y;. in the sense of Bayesian social learning [19,27]. Since 7, is
unavailable to the inverse learner, it uses the public belief p(x|a) as a result of the agent’s

stop action to estimate its incurred costs.

(vi) IRL for stopping agent whose observation likelihood changes with the envi-
ronment. For notational convenience, we assume the Bayesian agent’s observation
likelihood is fixed across different environments. However, in Sec.[2.10], we discuss under
what conditions the inverse learner can achieve IRL when the Bayesian agent’s obser-
vation likelihoods change with the environment. We provide a specific example of the
agent continue cost, namely, the entropic continue cost that facilitates the inverse learner
to achieve IRL for different agent observation likelihoods in different environments. The
agent’s stopping cost in this case is a logistic function in terms of its action selection
policy; the logistic function also arises in Max-Entropy IRL [28]]. This resemblance is
not surprising; the agent in [28] maximizes its cumulative expected reward subject to a
bound on the mutual information between the prior and the distribution of beliefs induced
by its policy. The objective function in (2.9) where C'is the mutual information between
the prior and the stopping belief is simply the Lagrangian form of the objective the agent

aims to optimize in [28]]. The IRL problem for agents that Maximize their expected
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terminal rewards with a mutual information penalty has also been studied in the Bayesian

revealed preference literature by [29].

(vii) IRL for boundedly-rational forward learner.
For general POMDPs, it is difﬁculﬂ for a Bayesian sequential decision maker to compute
the optimal policy p* in (2.8)), (2.9). We say that a strategy /1 is e-optimal if the following

condition holds:
e-optimal Bayesian stopping: J (1) — J(u*) < €, for some € > 0. (2.25)

Eq.[2.25] arises when the forward learner uses sub-optimal procedures for solving the
POMDP such as approximate value iteration, open loop feedback and finite state con-
trollers. When both the stopping cost and the expected continue cost are free variables
like in Theorem 3] detecting e-optimality is non-identifiable and a difficult task. However,
if either the stopping cost or the expected continue cost, (such as in the case of SHT
discussed in Sec.[2.3) is known to the inverse learner, one can identify e-optimality based
on the feasibility of the IRL inequalities. We briefly discuss identification of e-optimality
after Theorem [0} a general framework is beyond the scope of this chapter and the subject
of future work. Indeed, more precise knowledge of the agent’s sub-optimality allows the
inverse learner to achieve IRL; see [30] for a discussion on how to achieve IRL when
the inverse learner has access to a ranked set of forward learner’s decision trajectories,

ranked according to the extent of sub-optimality in each trajectory.

(viii) No knowledge of observation likelihood by the inverse learner. This chapter
assumes the inverse learner has no knowledge of the agent’s observation likelihood. The
sufficiency proof of Theorem [3|exploits this zero-knowledge assumption and posits that

the inverse learner can thus assume a one-to-one mapping from the space of observation

7 [17]) show that solving partially observed Markov decision processes are in general PSPACE hard.
The SHT and Search problems discussed in this chapter are special cases where the optimal stopping
strategy is stationary due to the problem structure and characterized as a threshold policy in the belief
space.
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sequences yi.-(,) to the space of stopping actions. Indeed, one can show that if the in-
stantaneous continue cost has an entropic form, for example, the Shannon-Gibbs entropy,
Rényi entropy or Tsallis entropy, the optimal mapping from observation sequences to
stopping actions is one-to-one due to the strongly concave nature of these costs; see [29]

for a discussion of IRL for entropic costs.

(ix) Partial knowledge of agent costs. If the Bayesian agent’s instantaneous con-
tinue cost is zero, then it is optimal to never stop sensing, i.e., the agent observe in-
finitely many samples and the posterior belief approaches the Dirac delta function
centered at the state Hence, the optimal p,, (a|x) has non-zero weights if and only
if a € argming . 4 S (z,a’). Then checking for optimal Bayesian stopping with zero
running cost is equivalent to identifying feasible stopping costs that satisfy the following
condition:

pm(alzr) #0 <= a € argmin s,,(z,d’). (2.26)
a’eA

Sec.[2.3| considers the case where the instantaneous continue cost is a constant, hence
the cumulative expected continue cost is proportional to the expected stopping time
of the agent. If the inverse learner knows the expected continue cost, IRL is achieved
by checking for the existence of feasible stopping costs that satisfy the NIAS
and SUMCOST (2.18) inequalities with C,,, set to the agent’s expected continue cost in

environment m.

(x) IRL with e-feasibility. If neither the stopping costs nor the expected continue costs
are known to the inverse learner, the NIAS, NIAC and SUMCOST inequalities are
trivially feasible by choosing the degenerate solution of constant costs. In this case it

makes sense to construct the inverse learner’s non-trivial IRL cost estimate as the set

81t follows from Bernstein-von Mises theorem [31] that, under mild smoothness conditions, the agent’s
posterior belief converges asymptotically to a normal distribution centered around the maximum likelihood
estimate with covariance lim; . (t I(z)) ™!, where I denotes the Fisher information matrix.
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of feasible costs {s,,(z,a),Cp,, m € M} that are e-feasible wrt the NIAC, NIAC and
SUMCOST inequalities:

e Choose feasibility margins exjas, €nrac, €sumcosr > 0, not all zero.
e Construct the set-valued IRL estimate as the set of all tuples {s,,(z, a), C,,, m € M} that satisfy

NIAS() < ENTAS, NIAC() < eénr1AC and SUMCOST() < €sumcosT- (227)

2.2.5 Discussion of [(Al) and |(A2)|

[(AT)} To motivate [(AT)] suppose for each environment m € M, the inverse learner
records the Bayesian stopping agent’s true state 7 ,,,, stopping action ay,,,, and stopping
time 74y, ) over k = 1,2, ..., K independent trials. Then the pmf p,,(a|x) in (2.11)) is

the limit pmf of the empirical pmf p,,(a|z) as the number of trials X' — oo defined as:

K
Iz} =x,a5., =a
pm(alz) = 2kt I{< k,m . b } (2.28)
Zk:1 ﬂ{xk,m =z}

Specifically, since for each m € M the sequence {xzvm, Qpm} is 1.i.d for k =
1,2,... K, by Kolmogorov’s strong law of large numbers, as the number of trials
K — o0, pm(alx) converges with probability 1 to the pmf p,,(a|z). In the remain-
der of the chapter (apart from Sec.[2.6)), we will work with the asymptotic dataset D, for
IRL. In Sec.[2.6] we analyze the effect of finite sample size K on the inverse learner using

concentration inequalities.

[(A2)} [(A2)]is necessary for the identification of an optimal stopping agent (Lemma 2)) to
be well-posed. Suppose [(A2) does not hold. Then, for A/ = 2 and true stopping costs

$1 = S9, we have p;(a|r) = pa(alz) in Dy,. This implies the set of feasible solutions
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(C4, Cy) for the feasibility inequality (2.18)) is the set {(C1, Cy) : C1 = Cy,C1,Cy € Ry }

and is hence, unidentifiable. E]

2.2.6 Outline of proof of Theorem

The proof of Theorem [3]in Sec.[2.10|involves two main ideas. The first key idea is to
specify a fictitious likelihood P, (7.|z) parametrized by the stopping strategy so that
given strategy u, observation likelihood B and prior 7y, the observation trajectory ., of

the stopping time problem yields an identical stopping belief 7, i.e.,

P(ﬂﬁl%ﬂ) =P ({yl:T} Ty = 7T|l‘) .

A more precise statement is given in (2.75). In other words, a one-step Bayesian update
using the likelihood (7, |x, i) is equivalent to the multi-step Bayesian update of
the state till the stopping time. This idea is shown in Fig.[2.2] Recall that the cumulative
expected cost of the agent comprises two components, the stopping cost and cumulative
continue cost. A useful property of this fictitious likelihood is that it is a sufficient statistic

for the expected stopping cost G(-).

The second main idea is to formulate the agent’s expected cumulative cost using the
observed action selection policy p(a|x) of the agent instead of the unobserved fictitious
likelihood p(y1:7(u,,)|%) that determines the expected stopping cost. py,(alz) (2.11)
is a stochastically garbled (noisy) version of p(yi.r(.,.)|z). We use this concept to
formulate the NIAS and NIAC inequalities whose feasibility given D), is necessary and
sufficient for identifying an optimal stopping by a Bayesian stopping agent in multiple

environments.

9The condition M = 1 (or equivalently, M = 2 with equal stopping costs) is analogous to probing an
agent with the same probe vector in classical revealed preferences [3}/32]]. The obtained dataset of probes
and responses can be rationalized by any concave, locally non-satiated, monotone utility function thus
leading to loss of identifiability of the agent’s utilities.
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Non-optimal
trategies

topping strategies
identified as optimal
by the inverse learner

Stopping
strategies
identified as
optimal with
€-noise

Absolutely optimal
stopping strategies

Figure 2.1: Given tuple (Z,C, {s,,(z,a),m € M]}), the set of stopping strategies
(2.12)) of a stopping agent identified as an optimal stopping agent by the inverse learner
(Lemma [2)) contains the stopping strategies of an absolutely optimal agent defined by
(2-8), (2.9). Such strategies can be obtained by small perturbations of the absolute
optimal strategies such that the Bayesian stopping agent’s strategy in each environment
still performs better than that chosen by the agent in any other environment in M. Like
Sec.[2.2] Sec.[2.3]and [2.4] deal with identifying such optimal strategies for the SHT and
search problems. In Sec.[2.6] we will detect if the agent’s strategies corrupted by noise
(due to finite sample constraints) belong to the set of strategies identified as optimal
strategies by the inverse learner.

Showing that feasibility of the NIAS and NIAC inequalities (2.13), is a
necessary condition for the stopping strategies chosen by the Bayesian stopping agent to
be optimal, (2.8)), is straightforward. The key idea in the sufficiency proof is to note
that the elements of the garbling matrix that maps the fictitious observation likelihood to
the action selection policy is unknown to the inverse learner. Hence, the inverse learner
can arbitrarily assume p,,(a|x) to be an accurate measurement of p(y1.-(,.,.)|*). We then
show that for a feasible set of viable stopping costs {s,,(x, a), Cp,, m € M} that satisfy
the NIAS and NIAC inequalities, there exist a set of positive reals {C,,,, m € M} that
satisfy (2.8), (2.9) with the expected cumulative continue cost incurred by the agent in

the m™ environment set to C,,,.

The NIAS and NIAC inequalities are convex in the stopping costs s,,, m € M. The
inverse learner can solve for these convex feasibility constraints to obtain a feasible

solution. Thus, we have a constructive IRL procedure for reconstructing the stopping
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and expected cumulative continue costs for the inverse optimal stopping time problem.

Set of all possible observation
sequence trajectories i1, Y2, ...

m(1)

Figure 2.2: Schematic illustration of first main idea of proof of Theorem 3|for the case
when X = 2. The key idea is to construct a fictitious observation likelihood P, (¢ |x)
for compact representation of the agent’s expected stopping cost. The probability of
generating the fictitious observation ¥, is equal to the probability of a sequence of
observations yielding a stopping belief 7 for a given stopping time .

2.2.,7 Summary

This section has laid the groundwork for IRL of a Bayesian stopping time agent. Specif-
ically, we discussed the dynamics of the Bayesian stopping time agent in a single
environment and multiple environments (2.7). We then described the IRL problem
that the inverse learner aims to solve. Theorem [3|gave a necessary and sufficient condition
for a Bayesian stopping time agent to be identified as an optimal stopping agent when its
decisions in multiple environments are observed by the inverse learner. The agent’s stop-
ping cost in each environment can be estimated by solving a convex feasibility problem.
Theorem |3| forms the basis of the IRL framework in this chapter. Next, we develop IRL
results for 2 examples of stopping time problems, namely, sequential hypothesis testing

and Bayesian search.
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2.3 Example 1. IRL for sequential hypothesis testing (SHT)

We now discuss our first example of IRL for an optimal Bayesian stopping time problem,
namely, inverse Sequential Hypothesis Testing (SHT). Our main result below (Theorem|6)
specifies a necessary and sufficient condition for IRL in SHT. The SHT problem is a
special case of the optimal Bayesian stopping problem discussed in Sec.[2.2.2]since the
continue cost ¢; (2.2) is a constant for all time ¢ in the SHT problem. For our IRL task,

the continue cost can be chosen as 1 WLOG.

2.3.1 Sequential hypothesis testing (SHT) Problem

Let y1, 49, . .. be a sequence of i.i.d observations. Suppose the Bayesian agent knows that
the pdf of y; is either p(y|z = 1) or p(y|z = 2). The aim of classical SHT is to decide
sequentially on whether z = 1 or z = 2 by minimizing a combination of the continue
(measurement) cost and misclassification cost. In analogy to Sec.[2.2.2] we now define a

set of SHT environments in which a Bayesian stopping agent operates.

Definition 5 (Optimal SHT in multiple environments) The set M of optimal SHT in

multiple environments is a special case of optimal stopping in multiple environments

Eopt " with:

e X={1,2}, YVCR, A=AX.

* C={ci}is0, ci(x) = c € RT, Vo € X is the constant continue cost.

* {tm, m € M} are the SHT stopping strategies chosen by the Bayesian agent over
M SHT environments defined below.

* sm(w,a) is the stopping cost incurred by the agent in the m™ SHT environment
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parametrized by misclassification costs (Ly, 1, Ly, 2).

¢

Lm,17 lfl' = 170’ = 27

SWL(I?CL) = I_/mg, lfl’ = 2,@ = 1,

0, ifr=ac{l,2}.

\

The SHT stopping strategies in the above definition satisfy the optimality conditions in
Definition (1| and can be computed using stochastic dynamic programming [19]. The
solution for i, for the m™ SHT environment is well-known [20] to be a stationary policy

with the following threshold rule parameterized by scalars «,,, 5,, € (0,1):

(
choose action 2, if 0 <7w(zx=2)<f,

ftm(T) = ¢ continue, if B, <7m(x=2) <ap, (2.29)

choose action 1, if o, < 7(z =2) < 1.

\
Remark: Since the SHT dynamics can be parameterized by ¢, L1, Lo, we can set ¢ = 1
without loss of generality since the optimal policy is unaffected. Also, the expected

cumulative continue cost of the agent is simply the expected stopping time of the agent.

2.3.2 IRL for inverse SHT. Main assumptions

Suppose the inverse learner observes the actions of a Bayesian stopping agent in M
SHT environments. In addition to assumptions |(A2), we assume the following about the

inverse learner performing IRL for identifying an SHT agent:

(A3) The inverse learner has the dataset
D]V[(SHT) = (DM,{C'm,m € M}), (230)
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where D), is defined in (2.11), C,, = E, {7} is the expected continue cost

incurred by the Bayesian agent in the m™ environment.

(A4) The stopping strategies {/i,,, m € M} are stationary strategies characterized by

the threshold structure in (2.29)).

(A5) There exist reals 01, &, € (0, 1) such that the following conditions are satisfied:
(1) B < 61 < 02 < g, Ym € M, (i) 61/(1—81) < Lyna/Lms < 02/ (1 — ),

where a,,, 3,, are the threshold values of the stationary strategy s, chosen by the

Bayesian agent in environment m.

Remarks: (i) Assumption[(A3)|specifies additional information the inverse learner has
for performing IRL for SHT by recording the agent decisions over X' — oo independent
trials. Since the continue cost is 1, the expected cumulative continue cost is simply the ex-
pected stopping time of the agent. The inverse learner obtains an a.s. consistent estimate
of the expected stopping time by computing the sample average of the K stopping times.
Since the expected continue cost is simply the expected stopping time of the agent and
known to the inverse learner, it is no more a feasible variable in the feasibility equations
(2.17). This yields a smaller feasibility set for the stopping costs.

(i) Assumption comprises partial information the inverse learner has about the
stopping strategies chosen by the agent and its observation likelihood. Since the optimal
stopping strategy is well-known to have a threshold structure [20], the inverse learner
only needs to compare the expected cost incurred from threshold policies to check for
optimality and achieving IRL.

(iii) Assumption[(A5)|ensures the expected stopping cost of the SHT agent G(fi,y,, s) (29)
that depends on the unobserved strategy i, can be expressed in terms of the in-

duced action selection policy p,,(a|x) for any stopping cost s, i.e., G(tm,Sn) =

Ep,. (@) {Eznpm (o) {s(z,a)} }.
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2.3.3 IRL for inverse SHT. Main result

Our main result below specifies a set of linear inequalities that are necessary and sufficient
for the Bayesian agent’s actions observed by the inverse learner to be identified as that
of an optimal SHT agent (Lemma [2)). Any feasible solution constitutes a viable SHT

misclassification cost for the A/ SHT environments in which the Bayesian agent operates.

Theorem 6 (IRL for inverse SHT) Consider the inverse learner with dataset Dy, (SHT)
2.30) obtained from a Bayesian agent taking actions in M SHT environments. Assume

[(A2)| holds. Then:

1. Identifiability: The inverse learner can identify if the dataset Dy, (SHT) is generated
by an optimal SHT agent (Lemma 2).

2. Existence: There exists an optimal SHT agent parameterized by tuple =, 2.7), if
and only if there exists a feasible solution to the following convex (in stopping costs)

inequalities:

Find sp,(x,a) > 0, s, (z, ) =0, Vz,a € X, m € M s.t.

NIAS :me(x|a)(sm(ac, a) — sm(z, b)) <0,Va,b,m.

reX
* ] <
NIAC™ : (; 7o(2)pm(alx)sm(z, a) + Cp, ) (an ml}n;pn(m\a)sm(m,b) +C’n> <0
Vm,n € M, m # n. (2.31)

(Recall that C,, = E,, {7} is known to the inverse learner, and hence is not a free
variable).

3. Reconstruction: The set-valued IRL estimates of the SHT misclassification costs

{L,,,m € M} are defined below where L., = (L1 1, Lo.n):

Z—/Lm = Sm(1,2)7 Z27m = Sm(27 1) Ym c M’

where {s,,(x,a), m € M} is any feasible solution to the NIAS and NIAC* inequalities.ll
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Theorem [0]is a special instance of Theorem [3|for identifying an optimal stopping agent
operating in multiple environments. The NIAC* resembles SUMCOST (2.18) with
the only difference that (), is the expected stopping time of the agent in environment
m instead of being a feasible variable like in (2.18]). We note that since the expected
stopping time is non-convex in the agent’s action selection policy p,,(a|z), the inverse
learner cannot use the convex reconstruction procedure of to estimate the expected
stopping time for any other policy.

Remarks:

1. Inverse SHT is an IRL task with partially specified costs: out of the continue and
stopping costs, the continue cost incurred by the Bayesian agent is already known to
the inverse learner. As a consequence, the feasibility test for identifying an optimal
SHT agent imposes tighter restrictions (fewer feasible variables) compared to identifying
optimal stopping in Theorem [3] and avoids degenerate feasible solutions that trivially
satisfy the inequalities of Theorem [6]

2. IRL for Multi-state SHT. Theorem [0] is independent of the number of states X.
When X > 2, IRL for inverse SHT comprises estimating the misclassification costs
{Lyza, ©# a,r,a € X}, and is achieved by solving the feasibility inequalities
and (2.37)) of Theorem

3. Inverse SHT for boundedly-rational forward learner. In Sec.[2.2.4, we discussed
the concept of e-optimality for a forward learner. Below, we briefly discuss how the
NIAS and NIAC* feasibility inequalities of Theorem [6|can identify if an agent performs
e-optimal SHT when the inverse learner knows the agent’s expected continue cost.

If NIAS and NIAC* are feasible, then one cannot say if the dataset D),
is generated from an absolutely optimal Bayesian agent (Definition[I)) or an e-optimal

Bayesian agent (2.23). However, if D), fails the feasibility test (2.31)) of Theorem [6]

10GSince the state and environment index suffice to denote the misclassification cost when X = 2, the
subscript ‘a’ is dropped from the misclassification cost notation in Lemma@ for notational clarity.
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then it is clear D), results from an e-optimal Bayesian agent, where a bound on € can be

obtained by finding the minimum relaxation needed for passing the feasibility test (2.31)):

Errerlleg €relax, such that NTAS(Dyy, {sim(z,a)}) < €retax, NIAS(Days, {sm(x,a)}) < €relax-
(2.32)

The e-relaxation in (2.32) arises frequently in microeconomic theory in robustness tests

to measure how far an economic agent is from satisfying economics-based rationality.

Some examples of widely used robustness measures in economics literature include the

Houtman index (HM-Index) [|33]], Afriat measure [34]] and Varian measure [35]).

2.3.4 Numerical example illustrating IRL for inverse SHT

We now present a toy numerical example for inverse SHT with 3 SHT environments and
3 states. The aim of this example is to illustrate the consistency property of Theorem [6]
That is, that the true misclassification costs lie in the set of feasible costs computed by

the inverse learner by solving the convex feasibility test of Theorem [6]
SHT environments. We consider M = 3 SHT environments with:

* Prior myp = [0.5 0.5]".

* Observation likelihood: p(y|lz = 1) = N(1,2), p(y|lz = 2) = N(—1,2), where
N (11, 0?) denotes the normal distribution with mean p and variance o2.

* Misclassification costs:
Environment 1: (L; 3, Li2) = (2,2.5), Environment 2: (Lo, Lao) = (4,3),

Environment 3: (L3 1, L32) = (6,6).

Inverse Learner specification. Next we consider the inverse learner. We generate

K = 10° samples for the 3 SHT environments using the above parameters. Recall from
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Figure 2.3: Inverse SHT numerical example with parameters specified in Sec.m The
key observation is that the true misclassification costs (yellow points) lie in the feasible
set (blue region) of costs computed via Theorem [6] This follows from the necessity
proof of Theorem [6| which says if the Bayesian agent is an optimal SHT agent, then the
true costs lie in the feasible set of costs that satisfy the NIAS and NIAC* inequalities.
Highlighting the advantage of the set-valued estimate of our IRL algorithm, we note that
all points in the blue feasible region rationalize the observed stop actions of the Bayesian
agent equally well. Indeed, the feasible region shrinks with the number of environments
M.

Theorem [] that the inverse learner uses the dataset Dy, (SHT) to perform IRL for inverse

SHT, where D, (SHT) is defined as:

K
Dy (SHT) = (mo, (m(alz), > 7o)/ K),m € {1,2,3}), (2.33)
k=1

where K = 10°, the second and third terms are the empirically calculated action selection
policy and expected stopping time for SHT environments m from the 105 generated
samples. We denote the action selection policy in (2.33) as p,,(a|z) and not p,,(a|x)

since the numerical example uses an empirical estimate.

IRL Result. The inverse learner performs IRL by using the dataset D), (SHT) (2.33))
to solve the linear feasibility problem in Theorem [0l The result of the feasibility test
is shown in Fig.[2.3] The blue region is the set of feasible misclassification costs for
each SHT environment. The feasible set of costs is {(Ly,.1, Lm2),m € {1,2,3}} C RS.

Fig.[2.3] displays the feasible misclassification costs for a single environment keeping
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the costs for the other two environments fixed at their true values. The need to fix
costs for the other two environments for plotting the set of feasible costs is only for
visualization purposes. It is not possible to plot a 6 dimensional point (vector of estimated

misclassification costs for 3 SHT environments) on the 2-d plane.

The true misclassification costs for each SHT environment are highlighted by a yellow
point. The key observation is that these true costs belong to the set of feasible costs (blue
region) computed via Theorem|[6] Thus, Theorem [6] successfully performs IRL for the
SHT problem and the set of feasible misclassification costs can be reconstructed as the
solution to a linear feasibility problem. Also, all points in the set of misclassification

costs explain the SHT dataset equally well.

2.3.5 Numerical example. Regularized max-margin IRL for inverse

SHT.

We now present a numerical example for inverse SHT involving M = 100 environments
where we compute a point-valued IRL estimate of the SHT misclassification costs. This
inference task is in contrast to the set-valued IRL flavor considered thus far in the chapter.
Given dataset D), (SHT) (2.33), we compute a point estimate L* of misclassification
costs that maximizes the Lo-regularized margin of the NIAC* feasibility inequalities
of Theorem @ The point estimate L* is inspired by max-margin IRL methods in the

literature [|7,26]] and defined as:
M

L* = argmin Z Marging, i) (m, 7, L) — \||IL|3, (2.34)

L m,n=1,m#n

Marging,, i) (m,n, L) = (G(pn,im) + C) _ (G(pm,im) n Cm> o @235)
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Figure 2.4: Inverse SHT numerical example for 100 SHT environments, with parameters
specified in Sec.[2.3.5] The main takeaway is that regularized max-margin IRL for inverse
SHT (2.34) can estimate the misclassification costs incurred by the stopping agent in the
100 SHT environments with up to 95% accuracy by varying the regularization parameter

A in (2.34).

where G(p, L,,) is the expected misclassification cost for SHT with action selection pol-
icy p and misclassification costs L,,, and C,, = "1 74 () /K) is the agent’s expected
continue cost in environment m computed empirically from K independent trials. In
simple terms, is the difference in expected cumulative cost between action policies
Pm and p,, for a fixed misclassification cost L,,. The objective function in (2.34) is the
Lo-norm regularized margin with which the candidate SHT misclassification costs pass
the NIAC* convex feasibility test of (2.31)). In (2.34), A > 0 is a tunable regularization
parameter and G(+) is the expected misclassification cost defined in (2.12). Setting A to 0
yields the max-margin IRL estimate of the stopping agent’s misclassification costs and
lies within the feasible set of costs generated by Theorem [ The other extreme is setting

\ to oo which results in L* = 0.

The following numerical example illustrates regularized IRL (2.34) for inverse SHT.

SHT environments. We consider M = 100 SHT environments with:

* Priormy =[1/4 1/4 1/4 1/4) (The state space is now X = {1, 2, 3,4}).
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* Observation likelihood: p(y|lx = 1) = N'(—2,8), p(y|z = 2) = N(0,8),
,p(yle =3) = N(2,8) and p(ylz = 4) = N(4,8).
* Misclassification costs: The misclassification costs L = {L,, ..} in the M envi-

ronments is uniformly sampled from the interval [4, 10)M*X*(X=1),

Inverse Learner Specification: The inverse learner aggregates the dataset D), (SHT)
according to the procedure described in (2.33)) by generating K = 107 independent trials
for the SHT agent in all M = 100 environments. Then, the inverse learner computes the

regularized max-margin IRL estimate L* by solving the optimization problem (2.34).

IRL Results: The inverse learner performs IRL by using the dataset D,,;(SHT) to solve
the optimization problem (2.34). Recall the dataset D), (SHT) is generated by observing
the actions of an SHT agent in multiple environments with misclassification costs L.
Figure 4 shows the estimation error ||L* — Ll||2/||L|||> of the inverse learner’s IRL
estimate L* (2.34) computed by the inverse learner as the regularization parameter \ in
(2.34) is varied. The error is normalized wrt the £5-norm of the true misclassification
costs in multiple environments incurred by the Bayesian agent whose actions comprise

Dy (SHT).

The least estimation error obtained by varying A over the interval [0, 100] was ob-
served to be 0.042. In other words, the point IRL estimate obtained by solving the
optimization problem (2.34) can estimate the true misclassification costs of the SHT
environments with up to 95% accuracy. Indeed, the estimation accuracy increases with
the number of environments at the cost of greater computation resources. Second, we
observed that the error starts increasing sharply from \ ~ 75. This is expected since the

regularization term in (2.34) dominates the margin term at large values of \.
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2.3.6 Performance Comparison. IRL for Inverse SHT and existing

IRL methods for POMDPs

In this section, we compare the IRL performance of Theorem [6|for inverse SHT against
two well-known algorithms for IRL of POMDPs, namely, Max-Margin between Values
(MMV) [1, Alg. 4] and Max-Margin between Feature Expectations (MMFE) [1, Alg.
5]. We compare the performance of MMV and MMEFE algorithms against max-margin

inverse SHT (2.34)) with regularization parameter \ set to 0.

Recall from (2.30)) that our inverse SHT result of Theorem [6|requires state-terminal
action pairs of the SHT agent over several independent trials and the expected stopping
time of the SHT agent. In comparison, MMV and MMFE do not require the expected
stopping time, but instead require complete knowledge of: (a) the observation likelihood
of the Bayesian agent, and (b) the beliefs of the SHT agent at every time step. Moreover,

MMYV and MMEFE require a POMDP solver for IRL.

To compare the performance of our IRL scheme (2.34) against MMV and MMEFE,
we perform two sets of numerical experiments with different specifications of the agent’s
observation likelihood:

Case 1: Perfect Knowledge of SHT Model Dynamics. MMV and MMFE have perfect
knowledge of the SHT agent’s observation likelihood.

Case 2: Misspecified SHT Model Dynamics. MMV and MMFE have misspecified
knowledge of the SHT agent’s observation likelihood. For environment m the observation

likelihood p,,, (y|x) is misspecified to be the agent’s action policy p,, (a|z).
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Experimental Setup

For our numerical experiments, we consider M/ = 4 SHT environments with:

* Prior mg = [1/2 1/2]’ (The state space is X = {1,2}).

* Observation likelihood: p(y|x = 1) = N(+2,4), p(y|lz = 2) = N(-2,4),

e Misclassification costs: The misclassification costs L = {L,,,m € M} in the
M environments are uniformly sampled from the interval [5, 25| for all states and

actions in X'. Recall that we assume the continue cost is set to 1 WLOG.

For every environment m = 1,2, 3,4, we computed Ly, \ivrvs Lo aiviee and Ly, Marging
the point-valued IRL estimate of the agent’s misclassification cost from MMV, MMFE and
max-margin inverse SHT (defined in (2.34)) with regularization parameter A = 0), respec-
tively. For estimated misclassification cost Em,est € {EWMMV, EWMMFE, Zm,Margin}
with true cost L,, and chosen stopping strategy u,, (Lemma , the normalized IRL

estimation error is defined as:

J ms Lm - J my Lm es
IRL Estimation Error = I ) EM : t)l, (2.36)

J (o, Lin)

where J(+) is the expected cumulative cost defined in (2.9).

Our experimental results are displayed in Fig.[2.5] Our results show that our pro-
posed IRL algorithm yields a lower IRL estimation error (2.36) than MMV and MMFE
algorithms when model dynamics are misspecified. We observe that, on average, our
max-margin IRL algorithm yields 60% lower estimation error compared to MMV and
MMEFE algorithms with misspecified model dynamics, and yields 27% higher estimation

error compared to MMV and MMEFE algorithms with accurate model dynamics.
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Key Findings

Our key findings from the numerical experimentsE] can be summarized as:

* For the case of perfect knowledge of model dynamics (case 1), we observed
that the MMV and MMFE algorithms of [1]] perform better than max-margin
IRL (2.34), and yield approximately 27% lower IRL estimation error compared
to max-margin IRL. This is expected since both MMV and MMFE have access
to private information the forward learner uses for decision-making and hence
generates a more accurate IRL estimate.

* When the model dynamics are misspecified (case 2), our max-margin IRL algorithm
outperforms both MMV and MMFE algorithms and yields approximately 60%

lower IRL estimation error compared to MMV and MMFE.

Indeed, when no assumptions are placed on the underlying POMDP structure like in [[1],
achieving IRL requires perfect knowledge of the model dynamics. Hence, MMV and

MMEE fail when model dynamics are misspecified.

Perspective

Cases 1 and 2 highlight the fact that our approach is complementary to that of [[1]. [1]
achieve IRL where the model dynamics are perfectly specified (case 1). In comparison,
our IRL methods yield necessary and sufficient methods for optimal Bayesian stopping

when no knowledge of model dynamics is provided to the inverse learner.

"TAll our numerical results are completely reproducible and can be accessed from the GitHub repository
https://github.com/KunalP117/YouTube-Commenting-Analysis
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Figure 2.5: Inverse SHT Performance Comparison. Max-Margin NIAS-NIAC Test of
Theorem |§| versus MMV and MMFE

2.3.7 Summary

Theorem [6] specified necessary and sufficient conditions for identifying an optimal SHT
agent acting in multiple environments. These conditions constitute a linear feasibility
program that the inverse learner can solve to estimate SHT misclassification costs of
the environments. The IRL task of solving the inverse SHT problem is more structured
than the inverse optimal stopping problem in Sec.[2.2] since the agent’s costs are partially
known (expected continue cost is known) to the inverse learner. Hence, the feasible
set of costs generated using Theorem [6] is smaller than that generated by Theorem [3]
for the inverse SHT problem. We also proposed an IRL algorithm for point-valued
estimation of the environments’ misclassification costs and illustrated its performance
in Sec.[2.3.5] Our key finding is that this point-valued IRL algorithm reconstructs the
misclassification costs with up to 95% accuracy. Recall from Sec. that an online
user in multimedia platforms can be viewed as a Bayesian agent performing SHT. In the
context of online multimedia platforms, the continue and stopping cost of the SHT agent
can be viewed as the online user’s sensing cost (attention to visual cues) and preference

for viewing the online content, respectively. Hence, the numerical example in Sec.[2.3.3]
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can be viewed as an IRL methodology to reconstruct an online user’s preferences for
advertisements/movie thumbnails by observing his/her actions in multiple environments
(webpages). We illustrate this claim in Sec.[2.5| with an IRL analysis on a real-world
dataset. Finally, in Sec.[2.3.6|we compared our inverse SHT algorithm to two existing
algorithms in the literature for IRL for POMDPs, namely, MMV and MMFE [1]]. Our
key observation was that our inverse SHT algorithm outperforms MMV and MMFE in
scenarios where the inverse learner has limited information about the forward learner,

i.e., the learner’s model dynamics are misspecified.

2.4 Example 2. IRL for inverse search

In this section, we present a second example of IRL for an optimal Bayesian stopping
time problem, namely, inverse Bayesian Search. In the search problem, a Bayesian agent
sequentially searches over a set of target locations until a static (non-moving) target is
found. The optimal search problem is a special case of a Bayesian multi-armed bandit
problem, and also of the optimal Bayesian stopping problem discussed in Sec.[2.2.2]since
the continue cost is the cost of searching a location and the stopping cost is 0 in
the Bayesian search problem. Our IRL task in this section will be to estimate the search

costs.

The optimal search problem is a modification of the sequential stopping problem in

Sec.[2.2] with the following changes:

* There is only 1 stop action but multiple continue actions, namely, which of the X
locations to search at each time. We will call the continue actions as search actions,
or simply, actions.

* The observation likelihood B depends both on the true state 2° and the continue
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action a.

Suppose an inverse learner observes the decisions of a Bayesian search agent over M
search environments. The aim of the inverse search problem is to identify if the search
actions of the agent are optimal and if so, estimate their search costs. Our IRL result
for Bayesian search (Theorem [0 below) gives a necessary and sufficient condition for
identifying an optimal search agent (formalized in Lemma [§|below) as equivalent to the

existence of a feasible solution to a set of linear inequalities.

2.4.1 Optimal Bayesian search agent in multiple search environ-

ments

Suppose an agent searches for a target location z € X'. When the agent chooses action
a € X to search location a, it obtains an observation y. Assume the agent knows the set
of conditional pmfs of y, namely, {p(y|z° = z),z € {1,2,... X}}. The aim of optimal
search is to decide sequentially which location to search at each time to minimize the

cumulative search cost until the target is found.
We define an optimal Bayesian search agent in M search environments as
Eopt = (X, 70, Vo A, a, {ln, i, m € M}) (2.37)
where

« X ={1,2,... X} is a finite set of states (target locations).
* At time 0, the true state 2° € X is sampled from prior pmf 7. This location z is
not known to the agent but is known to the inverse learner (performing IRL).

* Y ={0,1}, where y = 1 (found) and y = 0 (not found) after searching a location.
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* The set of actions A = X, a € A is the location searched by the agent.

* The Bayesian agent in search environments m incurs instantaneous cost /,,(a) > 0
for searching location a.

* a = {a(a),a € A}, a(a) is the reveal probability for location a, i.e., the proba-
bility that the target is found when the agent searches the target location (z = a)
in search environment m € M. « characterizes the action dependent observation

likelihood B(y, x, a).

a(a)7 Yy = 1,1’:@
B(y,z,a) = p(y|lv,a) = < 1 - ala), y=0,x=a (2.38)
1a yZO,x#a.

\

For IRL identifiability, we assume that the reveal probabilities are the same for all
search environments in M.

* {ftm,m € M} are the optimal search strategies of the Bayesian agent over all envi-
ronments in M, when the agent operates sequentially on a sequence of observations

Y1, Ya, - - . as discussed below in Protocol 2]

Protocol 2 Sequential Decision-making protocol for Search:

1. Generate x° ~ my at time t = 0.
2. At time t > 1, agent records observation y, ~ B(-, a;_1,x°).

3. Ify; = 1, then stop. Otherwise, if y, = 0:
(i) Update belief 7,1 — 7 (described below).
(ii) For search policy 11, agent takes action a; = p(m;). (Note the first action is
taken at time t = 0, while the first observationis att = 1).

(iii) Sett =t + 1 and go to Step 2.
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Belief Update: Let F; denote the sigma-algebra generated by the action and observation
sequence {ai,y1,...as, Yy }. The agent updates its belief m; = P(z° = z|F,), © € X

using Bayes formula as
By, ar-1)m1

= , 2.39
1’B(yt, 6%—1)%-1 ( )

T

where B(y,a) = diag({B(y,z,a),x € X}). The belief m, is an X —dimensional

probability vector belonging to the (X — 1) dimensional unit simplex .
Remark: The search agent’s stopping region is simply the set of distinct vertices of the
X — 1 dimensional unit simplex.
We define the random variable 7 as the time when the agent stops (target is found).
7=inf {t >0|y, =1} (2.40)
Clearly, the set {7 = t} is measurable wrt F;, hence, the random variable 7 is adapted to

the filtration {F;}:>o. Below, we define the optimal search strategies {ji,,,, m € M}.

Definition 7 (Search strategy optimality) The optimal search strategy |i,, of the
Bayesian agent operating according to Protocol|2|in environment m € M that minimizes

the agent’s cumulative expected search cost is well known [19] to be a stationary policy

as defined below:
T—1
I (s b)) = muin J(p, 1) =E, { lm(,u(ﬂt))} : (2.41)
=0
o (T0) = argg\ax (7:&?) ) (2.42)

Here, E,{-} denotes expectation parametrized by |1 induced by the probability mea-
sure {a;, yiy1}i=t, J(-) denotes the expected search cost and i belongs to the class of

stationary search strategies.
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Remarks. (1) Note that the minimization in is over stationary search strategies. It
is well known that the optimal search strategy has a threshold structure [[19]]. Since the
set of all threshold strategies forms a compact set, we can replace the ‘inf’ in for
generic optimal stopping problems by ‘min’ in (2.41])).

(2) Since the expected cumulative cost of an agent depends only on the search costs (for

constant reveal probabilities), we can set [,,(1) = 1, Ym € M WLOG.

2.4.2 IRL for inverse search. Main result

In this subsection, we provide an inverse learner-centric view of the Bayesian stopping
time problem and the main IRL result for inverse search. Suppose the inverse learner
observes a search agent taking actions over M search environments where the agent
performs several independent trials of Protocol 2 for Bayesian sequential search in each
environment. We make the following assumptions about the inverse learner performing

IRL to identify if M comprises an optimal search agent.

(A6) The inverse learner knows the dataset
Dy (Search) = (mg, {gm(a, x),m € M}). (2.43)

Here, g,,(a, =) is the average number of times the agent searches location a when

the target is in x in environment m:

gm(a, x) = Ey,, {Z 1t (02) = a}!x} : (2.44)

t=1

We call g,,,(a, x) as the agent’s search action policy in search environment m.

(A7) In dataset D), (Search), there are at least A/ > 2 environments with distinct search

COsts.

51



Assumption [(A6)|is discussed after the main result. In complete analogy to [(A2)
assumption |(A’7)|is needed for identifiability of the search costs. We emphasize that
the inverse learner only has the average number of times the agent searches a particular
location in any environment. The inverse learner does not know the stopping time or
the order in which the agent search the locations. In completely analogy to Lemma [2]

Lemma 8| below specifies the inverse learner’s identifiability of an optimal search agent

under assumptions and|(A7);

Lemma 8 (IRL identifiability of optimal Bayesian search agent) The inverse learner

identifies the tuple =,,; (2.37) as an optimal Bayesian search agent iff ([2.45)) holds.
I (s I (@) < J (g, b (@), Y m,n € M, m # n. (2.45)

In complete analogy with in Lemma 2| for identifying an optimal stopping time

agent, J(-) in the above equation is the expected cumulative search cost of the agent.

We omit the proof of Lemma [§] since it is identical to that of Lemma 2] Eq.[2.45]in
Lemma [§] is analogous to (2.12) in Lemma [2] The inverse learner simply checks if
the expected cumulative search cost for environment m is the smallest possible given
the finite strategies {.,,, m € M}. We are now ready to present our main IRL result
for the inverse search problem. The result specifies a set of linear inequalities that
are simultaneously necessary and sufficient for a search agent’s actions in multiple

environments M to be identified as that of an optimal search agent (2.45)).

Theorem 9 (IRL for inverse Bayesian search) Consider the inverse learner with
dataset D) (Search) obtained from a search agent acting in multiple environ-
ments M. Assume holds. Then:

1. Identifiability: The inverse learner can identify if the dataset D, (Search) is generated
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by an optimal search agent (Definition §).
2. Existence: There exists an optimal search agent parameterized by tuple =, (2.37)
if and only if there exists a feasible solution to the following linear (in search costs)

inequalities:

Find l,,(a) € Ry, 1,,(1) =1 st NIACT(Dy(Search)) < 0, where

NIACT : Zﬂo(x)(gm(a, x) — gn(a,z)) ly(a) <OVm,n e M, m#n. (2.46)

reX

3. Reconstruction: The set-valued IRL estimate of the agent’s search costs in environ-

ments M is the set of all feasible solutions to the NIAC' inequalities. B

The proof of Theorem[9)is in Sec. Theorem[9|provides a set of linear inequalities
whose feasibility is equivalent to identifying the optimality of a Bayesian search agent in
multiple environments with different search costs. Note that Theorem 9 uses the search
action policies {p,,(a|z), m € M} to construct the expected cumulative search costs of
the agent in multiple environments and verify if the inequality for identifying optimality
for Bayesian search holds. The key idea for the IRL result is to express the
expected cost of the search agent in environment m in terms of its chosen search action
policy g, (a, z) 2.43). Algorithms for linear feasibility such as the simplex method [25]]
can be used to check feasibility of in Theorem [9) and construct a feasible set of

search costs for the optimal search agent.

Discussion of assumption To motivate [(A6), suppose for each environment m €
M, the inverse learner records the state xy, ,, and agent actions {al:%m,k,m} over k =
1,2,... K independent trials. Then, the variable g,,(a, x) in Dy (Search) (2.43) is the

limit pmf of the empirical pmf g,,(a, z) as the number of trials X' — oo.

_ Zi{:l thT ﬂ{mk,m =T, 0t km = a}

Zi{:l ]l{xk,m =}

Gm(a, x) (2.47)
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In complete analogy to Sec.[2.2.5] almost sure convergence holds by Kolmogorov’s strong
law of large numbers. g, (a, ) is the average number of times the agent searches location
a when the target is in location z in environment m. More formally, for a fixed state x,
gm(a, z) is the number of times the posterior belief of the agent visits the region in the
unit simplex of pmfs where it is optimal to choose action a. In Sec.[2.T1] we discuss how
the search action policy g,,(a, z) can be used to express the agent’s cumulative expected

search cost (2.41)) in the m™ environment.

Remark: Analogous to the action selection policy (2.28]) for stopping problems with
multiple stopping actions, the inverse learner uses the search action policy to identify
Bayes optimality in stopping problems with multiple continue actions (and single stop

action).

2.4.3 Numerical example illustrating IRL for inverse search

We now present a numerical example for inverse search with 3 search environments and
3 search locations. The aim of this example is to illustrate the consistency property of
Theorem 9] That is, that the true search costs lie in the set of feasible costs computed by

the inverse learner by solving the feasibility test of Theorem [9]

Search environments. We consider M = 3 search environments with:

Priormy = [1/31/31/3]".

Search locations: X = A = 3.

Reveal probability: «(1) = 0.7, a(2) = 0.68, «(3) = 0.6.

Search costs:

Environment 1: [;(1) =1, [;(2) = 3, [1(3) =4,

54



Environment 2: [5(1) =1, [5(2) =1, 15(3) = 2,

Environment 3: [3(1) = 1, [3(2) = 0.5, 13(3) = 3.
(Recall that WLOG the search cost /,,,(1) can be set to 1 for all m € {1, 2, 3}.)

Inverse Learner specification. Next we consider the inverse learner. We generate
K = 10° samples for the search agent in all 3 environments using the above parameters.
Recall from Theorem [9] that the inverse learner uses the dataset Dy, (Search) to perform

IRL for search. Here

Dy (Search) = (mo, (Gm(a, x),m € {1,2,3}), (2.48)

where K = 106, the second term in the dataset is the empirically calculated search action

policy (2.47) of the agent in environment m from the 10° generated samples.

IRL Result. The inverse learner performs IRL by using the dataset D, (Search) (2.48))
to solve the linear feasibility problem in Theorem [0} The result of the feasibility test is
shown in Fig.[2.6] The blue region is the set of feasible search costs for each environment.
The feasible set of costs is {(I,n(2),ln(3),m € {1,2,3}} C RS. For visualization
purposes, Fig.[2.6]displays the feasible search costs for each environment in a different
sub-figure. In complete analogy to Fig.[2.3] the feasible search costs for each environment
are shown in each sub-figure by keeping the search costs of the other 2 environments
fixed at their true values. The true search cost for every environment is highlighted by a
yellow point. The key observation is that these true costs belong to the set of feasible
costs (blue region) computed via Theorem 0] Thus, Theorem [9] successfully performs
IRL for the search problem and the set of feasible search costs can be reconstructed as

the solution to a linear feasibility problem.
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Figure 2.6: Numerical example for inverse search with parameters specified in Sec.[2.4.3|
The key observation is that the true search costs (yellow points) lie in the feasible
set (blue region) of costs computed via Theorem [9] This follows from the necessity proof
of Theorem [9 which says if the agent is an optimal search agent, then the true costs lie in
the feasible set of costs that satisfy the NIACT inequalities.

2.5 Inverse Optimal Stopping for Predicting YouTube Commenting

Behavior

In this section, we illustrate our IRL results for Bayesian stopping time problems on a
real-world YouTube dataset. Although we use the same dataset in previous work [12]],
our IRL methodology and experimental results are new. For brevity, we discuss the key
differences compared to and justify our choice of Bayesian stopping for modeling

user engagement on YouTube in Sec.[2.14]

We consider a YouTube dataset comprising approximately 140000 videos across
25,000 channels spanning 18 video categories and over 9 millions users from April 2007
to May 2015. The diversity of videos in YouTube is immense; it is intuitive to exploit this
diversity for understanding how groups of YouTube users exposed to different classes of
video content engage differently with YouTube. Hence, by analyzing groups of YouTube
users indexed by video category, our aim is to:

(1) Identify if YouTube user engagement is consistent with Bayesian optimal stopping,
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and if so,
(2) Reconstruct the stopping costs of user engagement using the IRL results in this
chapter, and

(3) Use the reconstructed costs to predict user engagement in videos.

Our YouTube dataset does not contain any information (visual cues) about what
the human user perceives from the video webpage before choosing to engage on the
YouTube platform. Recall from Theorem 3] that our IRL approach does not depend on the
unobserved model dynamics that generate the IRL dataset (2.11]). This makes our IRL
methodology well-suited to scenarios where the parameters of the underlying decision
making process are not available in the IRL dataset. Our main conclusions from our IRL

analysis of the YouTube dataset can be summarized as:

* YouTube user engagement is consistent with optimal Bayesian stopping. Based
on our IRL analysis on groups of YouTube users, where each group consists of
approximately 3500 viewers, the YouTube dataset (described below in (2.49))
satisfies the NIAS and NIAC feasibility inequalities of Theorem [3] for optimal
Bayesian stopping with a high margin.

* By choosing two representative points from the feasible set of costs generated by
IRL (2.16), (2.17), namely, max-margin estimate and entropy-regularized estimate
defined below, we show our reconstructed IRL costs predict user engagement
with high accuracy. Figure [2.§]illustrates the predictive performance of our IRL

methodology.
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2.5.1 YouTube Dataset and Model Parameters

Categories in YouTube (e.g. News, Gaming, Music etc.) are numbered from 1 — 18 (See
Fig. for the full listing). The video categories have mean numbers of users ranging
from 149 to 4596 for high viewcount (greater than 10000) videos and 8 to 1801 for low
viewcount videos (less than 10000). Figure [2.7|lists each video category along with the
total number of views. Note that the video categories “Unavailable” or “Removed” are

videos flagged by YouTube as being suspected of violating YouTube’s video policies.

109 4
108
107 4
106
10° 4
104 4
103 4
102
10!

Viewcount

100 .

1:Gaming
2:Entertainment
3:Music

4:People & Blogs
5:Comedy

6:How-to & Style

7:Film & Animation
8:Education

9:Science & Technology
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Figure 2.7: YouTube Dataset Overview. Viewcount summed over all videos (vertical
axis) of M = 18 video categories. The 18 categories are listed on the horizontal axis.

The YouTube dataset contains the view counts, comment counts, likes, dislikes,
thumbnail, title, and category of each video. To relate to our main IRL result of Theo-
rem 3| we define the following:

1. Agent: Group of users interacting with videos in each video segment. User engage-
ment in different video categories can be interpreted as the agent acting in multiple
environments. In the rest of the section, we will use the terms ‘user engagement’ and

‘commenting behavior’ interchangeably.
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2. State (x): In the YouTube dataset, the state x of each video is the viewcount 1 day
after the video was published. Specifically, state x = 1 is high viewcount (more than
10, 000 views) and x = 2 otherwise. In YouTube, video viewcount is the independent
quantity which governs the commenting behavior since videos need to be viewed first
before users can comment or rate the video.

3. Terminal Action (a): In the YouTube dataset, the terminal action a is related to the
overall commenting behaVio of the users, which is computed using the comment
counts, like count, and dislike count 2 days after the video is published. The possible
actions are: a = 1 denotes low comment count with negative sentiment, a = 2 denotes
low comment count with neutral sentiment, ¢« = 3 denotes low comment count with
positive sentiment, a = 4 denotes high comment count with negative sentiment, a = 5
denotes high comment count with neutral sentiment, and @ = 6 denotes high comment
count with positive sentiment. Here negative sentiment occurs if the difference between
the like count and dislike count is less than —25, neutral sentiment occurs if the difference
lies between —25, 25, and positive sentiment occurs if the difference is greater than 25.
A low comment count is said to occur if there are less than 100 comments, otherwise the
comment count is defined to be high.

4. Observation (y): The observation y for a YouTube user abstracts the visual cues a
user perceives that depends on video metadata such as thumbnail, title, category etc. The
observation likelihood is indicative of the attention expended by the user on a video. We
note that although neither the observations y nor the observation likelihood p(y|x) are
contained in the YouTube dataset, our IRL algorithm abstracts away these unobserved
model parameters, and still yields necessary and sufficient conditions for Bayes optimal-
ity.

4. Environment (m): Environment m corresponds to each of the M = 18 video cate-

2By overall commenting behavior in YouTube, we mean both the comment count and the video ratings
(likes and dislikes). Another term used in the literature [36] is “user engagement”.
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gories in our YouTube dataset. Fig. lists each video category with the total number of
views. Note that the video categories “Unavailable” or “Removed” are videos flagged by

YouTube as being suspected of violating YouTube’s video policies{ﬂ

Recall from Sec.[2.2.3] that the inverse learner requires knowledge of the dataset
Dy = (mo, p) @-I1) for identifying optimal Bayesian stopping via Theorem 3] In the
YouTube context, the variables 7, p = {pn(a|z), m € M} dataset D), can be con-

structed as:

S 1{z; = ,a; = a, category, = m}

S 1{x; = z, category; = m}

Y

mo(z) = %Z Hax; =z}, pm(alz) =

(2.49)
where 1{-} is the indicator function, variable ¢ indexes the YouTube videos, / = 140000
is the total number of YouTube videos in the dataset, and environment m € {1,2,...,18}
indexes the video categories. Also, x;, a;, category, denote the state, action and category
of the YouTube video indexed by 7, where the state and action interpretations for the

YouTube videos are discussed above.

2.5.2 YouTube Data Analysis Results

We now discuss our experimental findings from our IRL analysis on the YouTube
datasetm Our main task is to predict YouTube’s commenting behavior, that is, the action
selection policy p,,(a|x) in video category m using the IRL algorithms in this chapter.
Our first observation is that the dataset D), (2.49) comprising YouTube commenting

behavior over M = 18 categories passes the convex feasibility test (2.16) and (2.17)

I3Refer to https://www.youtube.com/yt/about/policies/
#community-guidelines|for details

2 All our numerical results are completely reproducible and can be accessed from the GitHub repository
https://github.com/KunalP117/YouTube-Commenting—-Analysisl

60


https://www.youtube.com/yt/about/policies/#community-guidelines
https://www.youtube.com/yt/about/policies/#community-guidelines
https://github.com/KunalP117/YouTube-Commenting-Analysis

of Theorem [3| with a high margin of 1.85 x 1073, where the margin is normalized by
the maximum feasible cost max,, ;o S (2, a). This shows that there exists a Bayesian

stopping model that rationalizes YouTube commenting behavior.

We now illustrate how well the reconstructed costs from the feasibility test of The-
orem [3| predict the commenting behavior of YouTube videos in different categories.
For our prediction task, first, we randomly divided the YouTube dataset into two parts
- training data (80%) and testing data (20%). Also, we consider only a subset of the
18 video categories for which the number of videos exceeds 200. This extra condition
results in 9 out of 18 video categories considered for our IRL prediction analysis. For
predicting commenting behavior via IRL, we first consider the training data and compute
two point-valued estimates of the agent stopping costs that satisfy the NIAS and NIAC

inequalities of Theorem [3| namely, max-margin IRL and entropy-regularized IRL defined

below:
Max-Margin IRL :
{SMM.IRL, €'} = aigor;l%(e, such that NIAS(D,,, S) < —e, NIAC(Dyy, S) < —¢,
o (2.50)
Entropy-Regularized IRL :
Senrr = Any feasible cost S = {s,,(2,a),7 € X,a € A}Y_,, that satisfies
(2.51)

(@) sm(x,a1) =1, Vo € X (Normalization), and

(b) NIAS(Dy;, 8) <0, NIAC(Dyy, S) <0, SUMCOST(Day, S, {MI(o; pm(alz))}_,) <0.
m=1

In (2.50) and (2.51) above, S = {s,(x,a),m € M,z € X,a € A} denotes the set of

stopping costs over all environments M, states X and actions .A; the NIAS, NIAC and

SUMCOST feasibility inequalities are defined in (2.16)), (2.17) and (2.18), respectively.

In (2.51), M I(m; pm(alz)) denotes the mutual information between the agent’s prior 7
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and action selection policy p,,(a|z) defined as:

Pm(alz) )

MI(mo; pm(alx)) Z?TO x) pm(alz) log (Zx 7o) pa(alD)
The intuition behind (2.50) is clear: choose the stopping costs that pass the feasibility
inequalities of Theorem [3| with the largest margin. In (2.51]), we impose the additional
constraint that the expected continue cost is the mutual information between the prior
and the action selection policy. The inspiration for this information-theoretic cost stems
from the seminal work of [[37] who modeled human attention as a limited-capacity
communication channel, and from Max-Entropy IRL [28]] in IRL literature. Eq.[2.5T]
yields a softmax structure for the feasible stopping costs (see Sec.[2.10.3 for a more

detailed explanation); the key idea is that entropy-regularized IRL for Bayesian stopping

yields a set of constant stopping costs, constant up to an affine monotone transformation.

For predicted cost {s,,(z,a),z € X, a € A,m € M} and action selection policies
{pm(alz),m € M} from the training dataset, the predicted action selection policy

Pm(a|x) for the test dataset is straightforwardly computed as:

Am - 1 = Am ! m 7b m ' ) h 2.52
pufale) = 3 Ha = argmas 37 pn(olo) s (1:0)) pu(ala), where @52

a/

Wo,teat(x) Pm(a‘x)

> 2 To,est(®) Pm(alx)
given action @’ for the test dataset. Observe that all terms in the RHS of (2.52)) pertain to

the probability p,,(z|a") = is the predicted posterior belief of the state
the training dataset except for the prior 7 (. that is empirically computed from the test
dataset. Intuitively, (2.52)) assumes the observation likelihood for the YouTube user in
the test dataset is simply the action selection policy p,,(a|x) from the training dataset.
In words, the predicted action selection policy p,, (a|x) in (2.52) is obtained by simply
summing the likelihoods of all actions a’ € A for which action a is optimal given

posterior belief p(z|a’).
Using (2.52)), we obtained two sets of predicted action selection policies, namely,
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Panvire, = {Pm(alz),m € Mhnwre and peyyry, = {Pm(alz), m € M}parr for
the test dataset, corresponding to stopping costs Syvirr (2.50) and Sgyeirr (2.51),
respectively. To comment on the prediction accuracy, we computed the chi-squared
distance and total variation distance between the true and predicted action selection
policies for each video category m. E] Figure shows the IRL prediction results.
We observed that for 7 out of the 9 video categories considered for IRL prediction
analysis, the chi-squared and total variation distance for both sets of estimated action
selection policies lie under 0.3. Hence, for 7 out of 9 video categories, our IRL algorithm
successfully predicts the action selection policies in the test dataset with high accuracy.
Another observation from Fig.[2.§]is that the max-margin IRL estimate is a more accurate
predictor compared to the entropy-regularized IRL estimate and outperforms the entropy-

regularized IRL in 2 out of 9 video categories.

Summary: ~ We illustrated the predictive performance of our IRL algo-
rithms (2.30), on a real-world YouTube dataset. We chose two point-valued
IRL estimates of stopping costs from the set of feasible costs that pass the NIAS (2.13)
and NTIAC inequalities of Theorem [3, namely, max-margin IRL and entropy-
regularized IRL (2.31). We observed that both these cost estimates accurately predict
YouTube commenting behavior (in terms of chi-squared and total variation distance as
displayed in Fig.[2.8). Moreover, the max-margin IRL estimate yields a more accurate

prediction compared to the entropy-regularized estimate.

I5Both chi-squared and total variation distance are normalized by definition since they take values in the
interval [0, 1].
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Figure 2.8: IRL Prediction Error for YouTube Dataset. The main takeaway is that
point-valued IRL estimates that satisfy the feasibility test of Theorem 3| predict YouTube
commenting behavior with high accuracy (low statistical distance between true and
predicted distributions). For reconstructing the stopping costs, we choose two distinct
point-valued stopping costs, namely, entropy-regularized IRL (2.5T)) and max-margin
IRL (2.50) and performed our numerical experiments on 9 out of 18 video categories
for which the video count exceeded 250. For both sets of estimated stopping costs, we
observed that for 7 out of 9 YouTube video categories considered for analysis, both the
chi-squared distance and total variation distance between the true and predicted action
policy is less than 0.3.

2.6 Finite sample performance analysis of IRL decision test

Thus far, our IRL framework assumes @L namely, that the inverse learner has access
to infinite trials of the stopping agent in M environments in order to solve the convex
feasibility problem in Theorem [3] Suppose the inverse learner records only a finite
number of trials and constructs its IRL dataset comprising the agent’s prior and
empirically computed action selection policies in M environments. In this section, we
address the following question: How robust is the IRL decision test in Theorem [3)to
finite sample datasets? We now view Theorem [3] as a detector that takes in as input a
noisy (empirical) dataset and outputs whether or not the observed agent is identified as

an optimal stopping agent. Our aim is to provide bounds on the IRL detector’s error
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probability in terms of the number of trials recorded by the inverse learner. We then

obtain finite sample IRL results for the examples of inverse SHT and inverse search.

2.6.1 Finite sample statistical test for IRL

Suppose the inverse learner observes the actions of a Bayesian stopping agent in M
environments. In addition to assumption[(AZ), we assume the following about the inverse

learner for our finite sample result stated in Theorem |1 1| below.

(F1) The inverse learner knows the finite dataset
Dy (K) = {mo, {Pm(alz),m € M}}, where K = {K,.,m € M,z € X}.
(2.53)

In 253), K = {K;m,m € M,x € X}, K, p, is the number of trials recorded by
the inverse learner for environment m and state x. p,,(a|z) is the empirical action

selection policy of the agent in environment m computed for K, ,, trials via (2.28).

(F2) The finite dataset D v (K) satisfies the following inequality.

T,m

e1(Du(K)), e2(Dar(K)) > (Z 5 z? ) (m(QKW/A) ~ min 1n(2Kx,m/A))

z,m

(2.54)

In @34), K,y = 3, Kypn» K = K/72, and K = K, Eq.imposes a
lower bound on the number of samples needed for our sample complexity result
of inverse optimal stopping. Eq.[2.54]is a sufficient condition for obtaining the
constants of the sample complexity bound as the solution of a convex optimization
problem; see (2.106) in the Appendix for more details. Variables £1(-), e2(-) are

the minimum perturbations needed for the finite dataset D 1 (KC) to satisfy and not
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satisfy, respectively, the NIAS and NIAC inequalities in Theorem 3] and defined
formally in (2.57)), (2.58)) for readability.

For the reader’s convenience, we discuss the assumptions [(F1){and [(F2)|after the finite
sample complexity result, Theorem[I1] The feasibility test of Theorem [3] given a finite
number of trials C can be equivalently formulated as a statistical hypothesis detection

test that takes as input the finite dataset ZSM(IC) and accepts one of the two hypotheses,

Hyor Hy.

* Hy: Null hypothesis that the observed stopping agent is identified as an optimal
agent, i.e., the true dataset D), is feasible wrt the NIAS and NIAC inequalities

(2.13), (2.14) in Theorem[3]

* H;: Alternative hypothesis that the observed stopping agent is not optimal.

Definition 10 (IRL detector for inverse optimal stopping) Consider the inverse learner
with dataset ﬁM(lC). Assume|(A2) and|(F1) hold. The IRL decision test Testiry,(-) for

inverse optimal stopping is given by:

~ Ho, if TRL(Dy(K)) # 0
TestIRL (DM (IC)) = (255)

Hy, if IRL(Dy(K)) = 0.

Here, IRL(D) is the set of feasible solutions to the convex NIAS and NIAC inequalities

213), (2.1T4) given dataset D.

The statistical test defined above is a detector that accepts the null hypothesis Hj if
the finite dataset passes the feasibility test of Theorem [3| and accepts the alternative
hypothesis H; it otherwise. Our main result stated below characterizes the performance
of the feasibility test in identifying optimality given finite sample constraints, namely,

provide bounds on the detector’s Type-I/II error probabilities.
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2.6.2 Main result. Finite sample analysis for IRL

Our main result below (Theorem characterizes the following error probabilities of

the statistical test in Definition

Type-1 error prob. : P(Ho| IRL(Dy;(K) = 0), Type-II error prob. : P(H: | IRL(Dy(K) # 0)

(2.56)
In (2.36), Dy (K)) = ) means that the finite dataset fails the convex feasibility test for
NIAC and NIAS inequalities (2.13)), and so the agent is identified as not an optimal
agent. Our finite sample result in Theorem [T 1| below uses the dataset statistics variables
£1(+), £2(+), g(-) from the finite dataset D,;(K) and are defined below. The quantities
e1(+) and £5(-) are the minimum perturbations needed for the finite dataset to satisfy and
not satisfy, respectively, the NIAS and NIAC inequalities in Theorem [3] and variable g is

the constant for the error probability bounds.

Notation

Theorem [T T|below uses the following variables:

~

e1(Dar(K)) = min > 7 [ — 13 sueh that IRL ({0, {#, (al2)}}) # 0.

(2.57)
e2(Du(K)) = {%Tfrlrjgmz 152 — P73 such that IRL({mo, {7, (alz)}}) = 0.
(2.58)
__Kem
g(Du(K)) = (AZI?W,L) H (ﬂjm) Fm e , where K, = K., (259

Having defined our notation for error probability bounds, let us now state our first sample

complexity result for the IRL detector (2.55).
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Theorem 11 (Sample complexity for IRL detector) Consider an inverse learner with
finite dataset D v (K) (2.53). The inverse learner aims to detect optimality of the stopping

agent’s actions using the statistical test in Definition[I0] Assume|(A2)| [(FT) and|(F2) hold.

Then, the Type-I and Type-II error probabilities of the IRL detector (Definition

are bounded as:
Type-I error probability < g(Dy(K)) exp <—ICH . al(ﬁM(lC))) , (2.60)
Type-11 error probability < g(D,;(K)) exp <—ICH . 82(13M(’C)>) : (2.61)

-1
In 259), Ky = (me K;#L) , and variables ¢,(-),e2(-) and g are defined in
(2.57), 2.38) and (2.59), respectively.

The proof of Theorem [I3]is in Sec.2.12] Below, we provide a sketch of the proof.
Theorem [I1] characterizes the robustness of the IRL detector in Definition [I0l to finite
sample constraints. It provides an upper bound on the detector’s error probabilities in
terms of the number of trials recorded by the inverse learner. Observe that since Ky is
simply the unnormalized harmonic mean of I (2.68)), the error rate is exponential in the

harmonic mean of the number of trials recorded over M environments and X states.

The proof of Theorem 11| uses the two-sided Dvoretzky-Kiefer-Wolfowitz (DKW)
concentration inequality [38},39] as the fundamental result to show that these error
probabilities can be tightly bound in terms of the sample size K of the finite dataset
D v (K). The DKW inequality provides a probabilistic bound on the deviation of the
empirical cdf from the true cdf for i.i.d random variables. The i.i.d assumption holds
for our detector in Definition [I0] since the observed actions of the agent for a fixed state
are independent and identically distributed over trials for all environments M. To obtain
our Type-I/II error bounds, we use the Dvoretzky-Kiefer-Wolfowitz (DKW) inequality to

probabilistically bound ||p(a|z) — p(a|z)||s, the Ly-error between the empirical and true
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action selection policy for each environment m € M and state x € X, followed by the
union bound to bound the sum of Ls-errors due to finite sample size over all states and

environments.

Discussion of Assumptions.

: Given the finite dataset D v (K) in , says that the inverse learner checks
if the convex feasibility test of Theorem (3| has a feasible solution to detect an optimal
stopping agent.

Abstractly, says that the inverse learner observes sufficiently many trials of the

agent over all environments M such that the condition (2.54)) is met.

First, for a given dataset D, note that only one out of £1(D), 2(D) is non-zero and positive.
Hence, involves only the non-zero variable out of &(Dy;(K)), £2(Dys(K)). Some
words about the RHS of (2.54). ¢(K) — j(K) is a measure of how far is Ky, =
min, ,,, K ,,, from the remaining elements in /C\ K;,. Since the RHS terms are of the
form In(z)/z, it is easy to check that ¢(XC) — j(KC) decreases as the elements of K increase
uniformly. As the number of samples go to infinity, the RHS in (2.54) tends to 0, hence
the condition is almost surely satisfied for infinite samples. For finite /C, checking if
(2.54) holds requires the inverse learner to solve an optimization problem (for the LHS)
and perform M X multiplication operations and M X addition operations to compute the
RHS of . As a practical estimate, for the inverse SHT task in Sec. for 100
SHT environments, we observed that the inequality in (2.54) is satisfied if the samples

exceeded ~ 10° for each environment.
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2.6.3 Example 1. Finite sample effects for IRL in inverse SHT

We next turn to a finite sample analysis of IRL for inverse sequential hypothesis testing
(SHT). Recall from Theorem [ that identifying optimality of SHT is equivalent to
feasibility of the linear inequalities NIAS and NIAC*. The inverse learner’s SHT dataset
comprises both the agent action selection policies and the expected stopping times to
perform IRL compared to only the action selection policies for inverse optimal stopping.
Hence, in addition to the DKW inequality, our main result, Theorem [13|also uses the
Hoeffding’s inequality [40] to account for the finite sample effec on the computation

of the expected stopping time.

Assumptions and Detection Test. Suppose the inverse learner observes the actions of
the Bayesian stopping agent over M/ SHT environments. We assume the following about

the inverse learner for our finite sample result stated below for the inverse SHT problem.

(F3) The inverse learner uses the finite SHT dataset
D (K) = {mo, {bm(alz), Croom € M}} (2.62)

to detect if the stopping agent is an optimal SHT agent or not. The variable X
defined in 1} is the number of trials recorded by the inverse learner, C,, is the
sample average of the agent’s stopping time in the m™ environment. p,,(a|z) is

the agent’s empirical action selection policy computed for K, ,, trials via (2.28)) in

the m™ environment.

(F4) The inverse learner knows 7y, = inf {t > 0 |P(r < ¢) = 1,Ym € M}, an
upper bound on the stopping time of the SHT strategies chosen by the agent in all

environments M.

!®Hoeffding’s inequality applies to bounded r.v.s, and is true for SHT since the stopping time 7 is finite
almost surely.
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(F5) The finite dataset D 1 (KC) satisfies the following inequality.
e1(Du(K)), £2(Dui(K)) > (K) — j(K), where

In(2K,.,,/A In(2K,,
o) = S )y )

x,m

. (2K, K.
](K):mnin (m;nln( " >,1n <%)> <A;

m

K, K,
23 )
(2.63)

In @63), Ky = 3, Ky» K = K/72,, and K = K~'. Analogous to (Z54) in
assumption [(F2)|for finite sample complexity of IRL for optimal stopping, imposes
a lower bound on the number of samples needed for our sample complexity result of
inverse SHT. Eq.[2.63]is a sufficient condition for obtaining the constants of the sample
complexity bound as the solution of a convex optimization problem. £;(-), e2(+) are the
minimum perturbations needed for the finite dataset to satisfy and not satisfy, respectively,
the linear NIAS and NIAC* inequalities in Theorem [6] and defined formally in [2.65]).
The quantities ¢(-), j(-) are decreasing functions of the sample size K. For the reader’s
convenience, we discuss the assumptions (ES)| after the finite sample complexity
result, Theorem Analogous to Definition the statistical detection test for the
inverse SHT problem is defined below. It takes in as input a finite (noisy) dataset and
outputs one of the two hypotheses- H (agent is an optimal SHT agent) or H; (agent is

not an optimal SHT agent).

Definition 12 (IRL decision test for inverse SHT) Consider the inverse learner with

dataset Dy (K) . Assume [(A2)|(A4), (A5)| and (F3) hold. The IRL detector
Testiry(+) for the inverse SHT problem is given by:

R Ho, if IRLsyr(Da(K)) # 0
TeSt[RL (DM(IC)) = (264)

~

Hl, lf IRLSHT(DM(IC)) — @

LN
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Here, IRLsut(D) is the set of feasible solutions to the linear NIAS and NIAC* inequalities

(2.16), (2.31) in Theorem|[6] given dataset D.

Main Result. Finite Sample analysis for inverse SHT
We now present our finite sample result for IRL of the inverse SHT problem. It provides
bounds for the Type-I/II error probabilities of the IRL detector (2.64) in terms of the
sample size of Dy, (K) (2.62).

Notation. Theorem [I3]below uses the following variables:

~

e1(Du(K)) 1{@1013 ZHpm Prall + (G = €)%, TRLsur({mo, {),,. C1}}) # 0

-~

£2(Du(K)) - { mlcn Z pm — Prull5 + (Con = C7)%, IRLgur ({0, {},,, Cr, }}) = 0
P Crnt

i(Dy(K)) = Ky (SHT) - h(Dy (K)), where Ky (SHT) = A Z KoL+ 720 Z

WD) =[] <(2Km)1‘<m1 I (2}‘(27,”) K) " (sm)‘
(2.65)

In @63), Ky = 3., Kons K = K/72,, and K = K~'. Analogous to the finite
sample result for inverse optimal stopping, €1(-), ¢2(+) defined above are the minimum
perturbations needed for the finite SHT dataset to satisfy and not satisfy, respectively, the
NIAS and NIAC* inequalities in Theorem [6] Compared to the minimum perturbations
defined in and for inverse optimal stopping, the key distinction is that 4 (-)
and €5(+) in (2.63)) also involve perturbations in the expected continue cost of the agent.
The variable ¢ in is the error constant for the finite sample error bounds for inverse

SHT; variable Kz (SHT') can be interpreted as a weighted harmonic mean of the recorded

trials KC (2.62).

Theorem 13 (Sample complexity for inverse SHT) Consider an inverse learner with
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dataset ﬁM (K) detecting if the agent acting in multiple environments M is an
optimal SHT agent using the statistical test in Definition [I2] Assume (F5)| hold.
Then, the Type-1 and Type-II error probabilities of the IRL detector (Definition are

bounded as:

Type-1 error probability < z(ﬁM(IC)) exp <—2 Kg(SHT) - el(ﬁM(lC))> . (2.66)

Type-11 error probability < z(ﬁM(IC)) exp (—2 Kg(SHT) - 52(§M(IC))> . (2.67)

The proof of Theorem [13]is in Sec.[2.12] Theorem [I3|characterizes the robustness of the
linear feasibility test in Theorem [6]to finite sample constraints. Compared to Theorem
the finite sample result of Theorem [I5]|requires accounting for the empirical estimate of
the agent’s expected continue cost. Hence, in addition to the DKW inequality, the proof
of Theorem |1 3|uses Hoeffding’s inequality to bound the empirical estimation error for

the expected continue cost.

Discussion of Assumptions.

specifies the inverse learner’s dataset for the inverse SHT problem computed
from a finite number of trials.

says the inverse learner knows the upper bound of the agent’s stopping times over
all environments. This assumption is crucial for our main result since the Hoeffding’s
inequality (for bounding the finite sample effect of the expected stopping time) requires
this knowledge.

The condition (2.63) in is analogous to assumption for the finite sample
result for IRL of optimal stopping. admits a close form expression for the error
bounds in Theorem[I3] Abstractly, says that the number of samples recorded by the

inverse learner is sufficiently large so that the condition (2.63)) is satisfied.
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2.6.4 Example 2. Finite sample effects for IRL in inverse search

We now analyze the finite sample effect of IRL for inverse search. Recall from Theorem 9]
that optimal search is equivalent to feasibility of the linear NIAC' inequalities. Our main
result below, namely, Theorem [I3] characterizes the robustness of the feasibility test (wrt
the NIAC' inequality) for detecting optimal search under finite sample constraints. It
turns out that Theorem [15]is a special case of Theorem[I1] our finite sample complexity

result for IRL of inverse optimal stopping.

Main assumptions and detection test. Suppose the inverse learner observes the actions

of a Bayesian stopping agent. We assume the following about the inverse learner:

(F6) Instead of ((A6)| the inverse learner uses the finite dataset
ﬁM(’C) = {70, {gm(a,z),m € M}} (2.68)

to detect if the agent performs optimal search or not. §,,(a, ) is the empirical
search action policy of the agent defined in (2.47) and K = {K, ,,z € X', m €
M} denotes the number of trials recorded by the inverse learner in state x, where

m indexes the search environment.

(F7) The prior belief of the targets 7 is a uniform prior, i.e., mo(z) = 1/X. Also, the
reveal probability «(a) is the same for all actions a € A, i.e., a(a) = a. Although
the variable « is unknown to the inverse learner, it satisfies the following inequality.

Mminge4 Iy (a)

> max {a*, 1—
maXgeA lm(a)

, Vm € /\/l} (2.69)

For the reader’s convenience, we discuss the assumptions and|(E7)|after the finite
sample complexity result, Theorem[I5] We now define the statistical detection test for

the inverse search problem. It takes in as input the finite (noisy) dataset D v (K) (2.68)
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and detects one of the two hypotheses- H (agent performs optimal search) or /; (agent

does not perform optimal search).

Definition 14 (IRL decision test for inverse search) Consider the inverse learner with
dataset Dy (K) . Assume (A7), |(F6) holds. The IRL detector Testigry,(-) for the
inverse search problem is given by:

R Ho, if IRLsearen(Dar(K)) # 0
TestIRL(DM(IC)) = (270)

Hy, if IRLsearcn(Dar(K)) = 0.

RN

Here, IR Lgearen (D) is the set of feasible solutions to the linear NIACT inequalities

in Theorem |9 given dataset D.

Main Result. Finite Sample Result for Inverse Search.
We now present Theorem [I5] our finite sample result for IRL of the inverse search
problem. Theorem |15| provides bounds for the Type-I/II and posterior Type-1/1I error
probabilities of the IRL detector in Definition [I4]in terms of the sample size of the finite

search dataset and uses the following variables.

e1(Dy(K)) = mlgM}ZHgm 3113, TRLsearen ({70, 41, (a, ©),m € M}) # 0.
22Dy (K) = GM}Z 19— 13 TRLscarcn ({0, Gl (a, ), m € M}) = 0.
gm

The variables ¢;(-), €2(-) are the minimum perturbations needed for the finite search
dataset to satisfy and not satisfy, respectively, the linear NIAC' inequalities (2.46) in
Theorem Ol

Theorem 15 (Sample complexity for inverse search) Consider an inverse learner
with dataset D v (K) detecting if a Bayesian stopping agent is performing optimal
search by using the statistical test in Definition|l4}, Assume and|(F7) hold. Then, the
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Type-1 and Type-1I error probabilities for the IRL detector (Definition are bounded

as:
(1-a)4 2
-«
Type-I error probability < — Kz_}nﬂ , (2.71)
e1(Pu (K))(r)? ; ’
2
- (1-a")A —-1/2
Type-II error probability < — K, . (2.72)
e2(Du(K))(ar)? ;

The proof of Theorem [I5]is in Appendix 2.11] Theorem [I5|characterizes the robustness
of the linear feasibility test in Theorem [J]to finite sample constraints. It upper bounds the
probability of incorrectly detecting the Bayesian agent as an optimal search agent or not

an optimal search agent, in terms of the number of trials recorded by the inverse learner.

Discussion of assumptions.

[(F6)f Assumption specifies the inverse learner’s dataset for the inverse search
problem computed from a finite number of trials.

[(F7): says that the agent has the same reveal probability for all locations for all
environments and the inverse learner knows this reveal probability is greater than a certain
value. This assumption can be viewed as an analogy of having the same instantaneous
continue cost for the agent solving the SHT problem. The condition (2.69) results in
the optimal search strategy of the agent to be periodic for all environments - the agent
searches each location exactly once in a particular order (depends on the agent’s search
costs) and repeats this cycle till the target is located. This allows the search action policy
gm(a, z) to be written in terms of the conditional pdf of the stopping time P, (7|z) (see
Sec.[2.13). By analyzing the finite sample effects of the stopping time due to the added
structure, Theorem |15|results. Note that Theorem [15{does not require the inverse learner
to have information about the true stopping time of the agent, but only the empirical

search action policy.
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Summary

For finite sample observations, this section presented an IRL detector for optimality of
a Bayesian stopping agent (Definition [10) and provided error bounds of the detector
(Theorems [TT)). We also presented finite sample IRL detectors for optimality in SHT
and Bayesian search (Definitions and obtained error bounds of the detector in
terms of the sample size (Theorem[I3] [T5]). The key idea behind the sample complexity
results is the construction of a probabilistic bound on the minimum perturbation needed
to satisfy and not satisfy, respectively, the feasibility inequalities for optimality to bound

the Type-I and Type-II error probabilities of the IRL detector, respectively.

2.7 Discussion and extensions

This chapter has proposed Bayesian revealed preference methods for inverse reinforce-
ment learning (IRL) in partially observed environments. Specifically, we considered
IRL for a Bayesian agent performing multi-horizon sequential stopping. The results in
this chapter achieve IRL under the following restrictions on the inverse learner: (1) The
inverse learner does not know if the decision maker is an optimal Bayesian stopping
agent (2) The inverse learner does not know the agent’s observation likelihood and (3)
IRL for noisy datasets. Our IRL algorithms first identify if the agent is behaving in
an optimal manner, and if so, estimate their stopping costs. The inverse learner can
at best identify optimality of an agent’s strategy wrt to its strategies chosen in other
environments, a notion intuitively explained in the introduction and defined formally in
Lemma 2] To illustrate our IRL approach, we considered two examples of sequential
stopping problems, namely, sequential hypothesis testing (SHT) and Bayesian search and

provided algorithms to estimate their misclassification/search costs.
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Our main results were:

1. Specifying necessary and sufficient conditions for the decisions taken by a Bayesian
agent in multiple environments to be identified as optimal sequential stopping and
generating set-valued estimates of their stop costs (Theorem [3). To the best of our
knowledge, our IRL results for Bayesian stopping time problems when the inverse
learner has no knowledge of the agent’s dynamics is novel.

2. Constructing convex feasibility based IRL algorithms for set-valued estimation
of misclassification for an SHT agent (Theorem [6]) and search costs for a search
agent (Theorem [9) when decisions from infinite trials of the agent are available
in multiple SHT and search environments, respectively. These results are special
cases of Theorem |3| due to additional structure of the SHT and search problem
compared to generic sequential stopping problems.

3. Proposing IRL detection tests for detecting optimality of sequential stopping, SHT
and search when only a finite number of agent decisions are observed.

4. Providing sample complexity bounds on the Type-I/II and posterior Type-I/II

error probabilities of the above detection tests under finite sample constraints

(Theorems and [T5)).

Extensions

This chapter identifies optimal stopping behavior in a Bayesian agent by observing their
actions without external interference. A natural extension is to consider the controlled
IRL setting where the inverse learner is an active entity that can influence/control the
actions of the agent. This leads to the question: How fo influence the agent’s actions so as

to better identify optimal stopping behavior and estimate the agent costs more efficiently?
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Another question is: How to formulate conditions under which the set-valued cost
estimates for an agent in finitely many environments tends to a point-valued estimate
as the number of environments tend to infinity? In classical revealed preference theory,
the chapters [41,/42] characterize properties of utility functions that rationalize infinite

datasets. It is worthwhile generalizing these results to a Bayesian IRL setting.

Recent advances in deep IRL [43,44] use deep neural networks as function approxi-
mators for the underlying feature space. Our current research aims to extend the results
in this chapter to deep-IRL for inverse optimal stopping where the inverse learner does
not know the underlying state space and relies on neural networks for feature space

approximation.

The IRL methodology of the chapter assumes the analyst has no knowledge of the
agent’s observation likelihood. If the inverse learner knows a priori that the agent must
choose its observation likelihood from a finite set, the inverse learner cannot rely on
NIAS and NIAC in Theorem [3] for checking optimal Bayesian stopping. Instead, one
must adapt adaptive search techniques for identifying the optimal observation likelihood
that is (a) consistent with the inverse learner’s dataset and (b) optimizes the agent’s
objective. If the agent’s observation likelihood is known to be multi-variate Gaussian,
then one can use the tree search approach that has seen success in applications such as
adversarial tracking [45]] and motion planning [46]. Extending the IRL results in this

chapter to tree-based adaptive search techniques is a subject of current research.

Finally, it is worthwhile exploring IRL for stopping time problems using the iterative

update approach of [7] and the MCMC based sampling approach of [28]].
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2.8 Appendix

2.8.1 Context and Perspective. IRL for Bayesian stopping problems

2.8.2 Literature and Applications. IRL in Bayesian stopping prob-

lems

IRL methods have been successfully applied to areas like robotics [47], user engagement
in multimedia social networks such as YouTube [|12]], autonomous navigation by [7,28]]
and [48] and inverse cognitive radar [16,49]. Below we discuss several real-world
examples where an analyst aggregates data from a Bayesian stopping time agent, and has

no knowledge of the agent’s observation likelihood for solving the IRL problem.

* Consumer Insights and Ad Design Research: Online multimedia are sequential
Bayesian decision makers [50,51]]; they accumulate evidence sequentially from
audio-visual cues on the screen and then take an action (for example, playing a
video, clicking on an ad etc. ). In advertisement design, an analyst observes how
an online user (stopping time agent) reacts to a pop-up advertisement in multiple
environments, where the environment is characterized by the current web-page,
content and position of the ad etc. In consumer research for online movie platforms,
the analyst observes whether an online user clicks on a movie thumbnail or not in
multiple scenarios, where the scenario depends on factors like user’s past history
of movies watched and neighboring movie thumbnails. The decision process of
the online user (forward learner) in both these examples can be embedded into an
SHT framework, where the sensing cost is the cost of attention to visual cues and

the stopping (terminal) cost measures the online user’s preferences for viewing
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the advertisement/movie. By characterizing the content reactivity of online users
in different multimedia platforms, IRL for stopping time problems is useful for
targeted ad-design and content recommendation.

Electronic counter-countermeasures in electronic Warfare: Sequential Bayesian
jamming models are extensively used in Electronic Counter Measures (ECM) for
mitigating radar systems; see [52,|53]] and [54]] for details. The proposed IRL
algorithms can be used for Electronic Counter Counter Measures (ECCM) by
the radar system to reverse engineer the adversarial ECM algorithms and avoid
performance mitigation, hence extending the chapter [49] to the Bayesian case. For
instance, suppose an adversarial radar uses Bayesian search to identify valuable
targets like in [55]. Using IRL for inverse search, a radar analyst can use the
estimated search costs of the adversarial radar for effectively designing the targets
to avoid being easily detected. [56,57] develop inverse optimal control (IOC) based
IRL algorithms for reconstructing adversary intent for tracking control. Our work
complements [57] since it allows one to still achieve IRL without knowledge of
model dynamics, as is common to assume in the literature.

Interpretable ML for Smart Healthcare: Recently, sequential Bayesian models
for assisting medical diagnoses have been aggressively used in smart healthcare
like in [58-61]] and [[62]. These trained models are usually only accessible in
an abstracted black-box format in an executable software application. Our IRL
algorithm provides an interpretable Bayesian decision model for these assistive
algorithms. Interpretability in Al-enabled healthcare [63] facilitates informed

decisions for the debugging and improvement of assistive diagnoses.
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2.8.3 Related works in IRL

We now summarize the key IRL works in the literature and compare them to our chapter.

(a) IRL in fully observed environments: Traditional IRL [6,/7] aims to estimate an
unknown deterministic reward function of an agent by observing the optimal actions
of the agent in a Markov decision process (MDP) setting. The key assumption is the
existence of an optimal policy. Our convex feasibility approach for IRL in stopping time
problems can be viewed as a generalization of the feasibility inequalities in [|6, Theorem
3]. [6, Theorem 3] compute a feasible set of rewards that ensure the agent’s policy
outperforms all other policies. Since the set of policies for an MDP is finite, [6, Theorem
3] comprises a finite set of linear inequalities. In comparison, the set of policies for a
partially observed MDP (POMDP) is infinite. From the feasible set of rewards, [6,26]
choose the max-margin reward, i.e., the reward that maximizes the regularized sum
of differences between the performance of the observed policy and all other policies.
In Sec.[2.3.4] we compute a regularized max-margin estimate of costs for inverse SHT
and plot the reconstruction error. [7]] achieve IRL by devising iterative algorithms for
estimating the agent’s reward function. Abstractly, the key idea is to terminate the

iterative process once the value function of the rewards converges to an € interval.

[28] use the principle of maximum entropy for achieving IRL of an optimal agent,
wherein the agent’s policy is subject to a Shannon mutual information regularization.
This regularization facilitates expressing the optimal policy in closed form; the optimal
policy turns out to be softmax in terms of the Q-function of the MDP. [64]] extend [28]]
to a more general regularization setup that also admits a closed form solution to the
optimal policy in terms of strongly convex functions for regularization, for examples, the
Tsallis entropy [65] that generalizes Shannon entropy. Solving the IRL task with zero

dynamics knowledge has also been explored in the literature. [66] append the IRL task
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with simultaneous learning of model dynamics, specifically, the agent’s transition kernel.
The key idea in the approach is to maximize the log-likelihood of sampled trajectories wrt
the appended parameter space that parametrizes the agent’s rewards and transition kernel.
Our problem setting differs from [66] in that we operate in the non-parametric partially
observed setting regime where the observation likelihood of the agent is unknown and not
necessarily parametrizable. Indeed, our results can be specialized to parameter families

of observation likelihood known to the analyst, and is a subject of current research.

[67] generalize IRL to continuous space processes and circumvent the problem of
finding the optimal policy for candidate reward functions. Recently [48,,68,69] and [70]
used deep neural networks for IRL to estimate agent rewards parametrized by complicated
non-linear functions. [[71] achieve IRL when the agent’s rewards are sampled from a prior
distribution and the demonstrator’s trajectories update the posterior belief of the reward.
Building on the seminal work of [8], [13,/72] study identifiability of parameters for
structure MDPs in IRL. In analogy, in this chapter, we provide identifiability conditions

for a subset of POMDPs, namely, Bayesian stopping problems.

(b) IRL in partially observed environments: The influential works of [1,,73]] and [[74]]
are the first works on IRL in a POMDP setting. They extend traditional IRL [6}/7] to
an infinite state space (space of posterior beliefs of the agent). [74] extend Bayesian
IRL [[71] for MDPs to the POMDP setting. In analogy to Bayesian IRL, the aim is
to compute the posterior distribution of reward functions given an observation dataset.
The assumption of a softmax action policy suffices to compute the likelihood of the
observation dataset given a reward function, and hence, bypasses the need to compare

the agent’s performance with respect to other candidate policies.

Since our work is closely related to [1}/73]], we briefly review their approach. In []1,73]],

the inverse learner first checks if the agent chooses the optimal action given a particular
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posterior belief, for finitely many beliefs aggregated from the observed trajectories of
belief-action pairs. This is analogous to our NIAS condition (2.16) in Theorem [6]
where we check if the agent’s terminal action is optimal given its terminal belief. Next,
the inverse learner check if the agent’s policy is optimal with respect to a finite set of
policies that deviate from the observed policy by a single step. This resembles our NIAC
condition in Theorem |3| where we check for optimality of the Bayesian decision

maker’s actions in multiple environments.

As [1.[73]] mention, this approach to checking for optimality only gives rise to a necessary
condition, and not a necessary and sufficient condition like in [6.7], where the number
of policies are finite. In other words, without prior information about the nature of the
Q-function given a policy, it is impossible to check for global optimality, that is, find a

reward function that outperforms all other policies (infinitely many policies).

Our Bayesian revealed preference based approach is complementary to [|1]. While [[1]
develop IRL methods for POMDPs with no assumption on problem structure, we consider
a subset of POMDPs, namely, Bayesian stopping time problems. Due to the structure of
stopping time problems, we show that our IRL algorithms do not require knowledge of
the observation likelihood of the decision maker, nor require solving a POMDP. Indeed,
IRL for generic POMDPs is non-identifiable if the inverse learner does not know the
model dynamics, nor can solve a POMDP. To test for optimality, our IRL algorithms rely
on the decision maker’s strategies from multiple environments, where every environment
differs in the terminal cost. Decision strategy in multiple environments can be viewed as
a surrogate for performance wrt different policies. To summarize, our work builds on the
seminal work of [1] with the key discerning features of our IRL methodology being: (1)
Unobservability of agent dynamics, (2) No assumptions on decision optimality, and (3)
IRL generalization for empirical (noisy) datasets with performance guarantees via finite

sample complexity.
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(c) Inverse Rational Control (IRC). IRC [75] is a closely related field to IRL in
partially observed environments. IRC models sub-optimality in decision makers as a
misspecified reward function and aims to estimate this reward. The IRC task comprises
two sub-tasks:

First, the inverse learner constructs a map from a continuous space of reward functions
parameterized by 6 to the reward’s optimal policy.
Second, based on a finite observation dataset D, the underlying hyperparameter 6 is

estimated as the maximum likelihood estimate argmax, P(D|6).

In comparison, our approach bypasses the first sub-task in IRC by checking the feasibility
of a finite set of convex inequalities. Given the information available to the inverse
learner, these inequalities are both necessary and sufficient conditions for identifying
optimality of a decision maker’s decisions in multiple environments. Indeed, increasing
the number of environments in which the decision maker’s actions are observed decreases
the size of the feasible set of rationalizing rewards, and hence increases the precision of

our set-valued IRL cost estimate[”]

(d) Revealed Preference. The key formalism used in this chapter to achieve IRL
is Bayesian revealed preferences studied in microeconomics by [2,|14,15,29]. Non-
parametric estimation of cost functions given a finite length time series of decisions and
budget constraints is the central theme in the area of classical (non-Bayesian) revealed
preferences in microeconomics, starting with [3,/76]] where necessary and sufficient
conditions for constrained utility maximization are given; see also [32,/77,/78|] and more

recently in machine learning [79].

(e) Examples of Bayesian stopping time problems. After constructing an IRL frame-

17Revealed preference micro-economics [414,42] have studied the consistency of the set-valued approach
to eliciting agent rewards. [42] specifies conditions under which the feasible set of utility functions
reconstructed from a dataset of agent actions converges to a point for infinite datasets. [41] constructs a
quasi-concave utility function that rationalizes an infinite dataset.
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work for general stopping time problems, this chapter discusses two important examples,
namely, inverse sequential hypothesis testing and inverse Bayesian search. Below we
briefly motivate these examples.

Example 1. Inverse Sequential Hypothesis Testing (SHT). Sequential hypothesis test-
ing (SHT) [80L81]] is widely studied in detection theory. The inverse SHT problem of
estimating misclassification costs by observing the decisions of an SHT agent has not
been addressed. Estimating SHT misclassification costs is useful in adversarial inference
problems. For example, by observing the actions of an adversary, an inverse learner can

estimate the adversary’s utility and predict its future decisions.

Example 2. Inverse Bayesian Search. In Bayesian search, each agent sequentially
searches locations until a stationary (non-moving) target is found. Bayesian search [81] is
used in vehicular tracking [82]], image processing [83] and cognitive radars [84]]. IRL for
Bayesian search requires the inverse learner to estimate the search costs by observing the
search actions taken by a Bayesian search agent in multiple environments with different

search costs.

Bayesian search is a special case of the Bayesian multi-armed bandit problem [85,86].
A promising extension of our IRL approach would be to solve inverse Bayesian bandit
problems, namely, estimate the Gittins indices of the bandit arms. Regarding the literature
in inverse bandits, [87] propose a real-time assistive procedure for a human performing a
bandit task based on the history of actions taken by the human. [88]] solve the inverse
bandit problem by assuming the inverse learner knows the variance of the stochastic

reward; in comparison out setup assumes no knowledge of the rewards.
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2.9 Proof of Lemma 2

Proof. Suppose D), 1s generated by a Bayesian agent performing optimal stopping (Defi-
nition E[) in M environments. By definition, the following conditions hold:

pm (7, 7) = argmin 'Sy, 0, J (i, Sm) = Inf J (@, $pm), (2.73)
acA Hepr

where J(-) (2.10) is the expected cumulative cost comprising the expected stopping
cost G(+) and expected cumulative continue cost C'(-) Since the set of chosen strategies
U C p, the set of all admissible policies, the feasibility of implies the following
conditions hold:

pm (70, T) = argmin 'S, 4,
acA

I (fmy Sm) = min J(p, Sp)- (2.74)

HEM A

Since p , is finite, the ‘inf” in (2.73) can be replaced with ‘min’ in (2.74). The second
condition in is simply a reformulation of (2.12). Hence, the ‘if” statement of

Lemma2]is proved.

We now prove the ‘only if” direction. Suppose the inverse learner has access to Dy,
aggregated from a Bayesian agent’s actions in M environments. Specifically, the inverse
learner only knows the agent’s incurred expected costs finitely many policies (i, € 4.
Alternatively, the sole knowledge of D), implies that the inverse learner does not know
the agent’s expected stopping cost, nor the expected cumulative continue cost if the agent
chooses any policy . € p\p ,,. Condition (2.8) is independent of the agent’s policy,
and only depends on the agent’s stopping belief. However, (2.10) requires the inverse
learner to compare the expected cost of the agent’s strategy (i, in environment m against
infinitely many strategies ;¢ € . Due to inverse learner’s limited knowledge, the best the

inverse learner can do to check if (2.10) holds is to check the feasibility of (2.74). M
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2.10 Proof of Theorem

We first introduce an observation likelihood «,,, over a fictitious observation space Y,
with generic element ¢, for stopping strategy fi,,, m € M:

() = D (H By, ) (2.75)

gimr=m

Here ¢ denotes a sequence of observations v, 9, . .. and 7 is the random stopping time
for strategy i, defined in (2.6). v, (7, |z) is the likelihood of all observation sequences
y such that given true state z° = x and stopping strategy i,,, the agent’s belief state at
the stopping time 7 is 7. Equivalently, o, (.|z) is the conditional probability density

of the agent’s stopping belief for strategy j,,,. By definition, the mapping from ¢, to

| = [AX)];

stopping belief 7 is one-to-one. Hence, (X) denotes the X — 1

dimensional unit simplex of pmfs.

Next, we re-formulate the expected stopping cost G (pim, sm) defined in (2.10) for

stopping cost s,,, in terms of the fictitious observation likelihood defined in (2.75]).

_ ! < _ . 7 — ~
G(:u’rrwsm) - ]Eltm {Wrsm,aT - /7T (Z am y7r|x 7T0 )> Hél,{llﬂ— Sm,a dyﬂ' (276)

zeX

Marginal distribution of jx
In the above equation, the summation within the parentheses is the unconditional prob-
ability density of the stopping belief 7 given stopping strategy i,,. Also, as described
above, ., (7-|7) is the likelihood of all observation sequences ¢ such that given true
state ° = x and stopping strategy i,,, the agent’s belief state at the stopping time 7 is
7. We are now ready to prove necessity and sufficiency of the NIAS, NIAC inequalities

(2.13), (2.14) in Theorem 3| for identifying an optimal stopping agent (Lemma [2)).
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2.10.1 Necessity of NIAS, NIAC inequalities

Recall from Theorem (3| that the analyst knows the agent’s action selection policy in
multiple environments. The action selection policy p,,(a|z) in D), is a stochastically
garbled version of «,, (,|x) defined in (2.75) and p,,(x|a) is a stochastic garbling of the
agent’s stopping belief 7 when the stop action is a. The action selection policy can be
rewritten as follows

p(alz) = / pon(ali) o (G |) i 277

™

— pufola) = [ PRI gy [ o) 7o) die, 278)

where 7 is the agent’s stopping belief and p,,(,|a) is the probability density of the

fictitious observations ¥, conditioned on the stop action a.

NIAS

Let action a be the optimal stop action (2.8) for stopping belief 7 of the m™ agent in A.

Then,
2w<x><sm(x7 a) = s (,b)) <0, Ya,b € A (2.79)
= ), ZGZXW(I)(Sm(% a) = $m(7,0)) pm(§|a)djr <0 (2.80)
= ;6;{ (/ﬁpm(?}rla) () dgﬂ) (Sm(x,a) — 5m(z, b)) <0 2.81)
— ;Pm(ﬂa)(sm(% a) = sm(z,b)) < 0. (2.82)

Eq. says that the expected stop cost given belief 7 is minimum for stop action a.
Here, the expectation is taken over the finite state set X. The LHS of (2.80) is the

expected value of the LHS of (2.79) taken over the space of fictitious observations Y,
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wrt the probability density p,,(J-|a). Since |s,,(z, a) — s,(x, a)| is bounded, the integral
on the LHS of @) is finite. Hence, by Fubini’s theorem, we can change the order of
summation to get (2.81)). The first term in the integral of is equal to p,,(z|a) from
which results in the final NIAS inequality (2.82).

NIAC

Define C?mﬂ as expected stopping cost when the fictitious observation likelihood is
pm(a|z) and stopping cost is s, (z, a). Then:

Z <an alz)mo(x ) rbrélfrllme x|a)Sy(z,b). (2.83)

a€A \zeX zeX

It follows from Blackwell dominance |89 that:

Gnm > G(pin, sm) for all m, n, (2.84)

since the kernel p, (y1.7(,,)|¢) Blackwell dominates the action selection policy p,,(a|x).
A key observation is that, in (2.84)), equality holds for m = n and is straightforward to

show using Jensen’s inequality. To summarize, we have the following inequality:

Gm,m = Gm,m; Gn,m < Gn,m (285)

For any set of environment indices {my, ma,...m;} C M, (my.1 = my), we have the
following inequality from (2.12)) in Lemma 2}

1

I
Z G('umiﬂv Sm;) — G (Hmgs Sm;) Z (ftm;) — Mmiﬂ) =0

i=1

Combining the inequalities (2.84) with the above inequality, we get the NIAC inequality:

I
> Crprmi = Gongam, > 0 (2.86)
=1
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2.10.2 Sufficiency of NIAS, NIAC inequalities for Bayes optimal

stopping

The inverse learner only has access to the agent’s prior 7y over the state space X and
action selection policy p,,(a|z) induced by the agent’s policy in environment m. For
a finite set of fictitious observations, the sufficiency proof assumes that there exists a
one-to-one correspondence between the fictitious observation ¥, to the terminal action
a. If the observation space ) is continuous-valued, the sufficiency proof assumes there
exist disjoint subsets V;(a) C Y, and pdfs f, with support ) (a) such that the fictitious

observation likelihood o, (7, |x) can be expressed as:

O (Tx|2) = falUr) Pmlalz), Vo € X, € Vr(a), a € A. (2.87)

It follows straightforwardly from the fictitious observation likelihood expression in (2.87))
that, for all g, € YV, (a), the belief is simply p(+|a):

_ fa(Gr) pmlalz)mo(x) — _  pmlalz)mo(z)
(trom @ZD) D s fa () Prmlale)mo(2') 2. pmlale’)mo(2')

= pm(z[a)
(2.88)

Pm (7| Yx)

The important but subtle consequence of this assumption is that the expected stopping

cost (2.12) G, ,, is equal to the surrogate cost émn 2.83) for all m,n € {1,2,..., M}.

NIAS

Suppose NIAS inequality holds, that is, for all m € M,

a = argmin me(x|a)sm(x, b), Va € A. (2.89)
be A cx

Since the set {p,(z]a),a € A} constitutes the set of all stopping beliefs when

O (Ur|2) = pi(a]z), the following condition holds from (2.89).

P (70, T) = argriin 7' Sm.a- (2.90)
ac
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Eq. is precisely (2.8)), which says the agent chooses the stop action that minimizes
its stopping cost given its stopping belief. Hence, it only remains to show that (2.12)) in

Lemma [2] holds to complete our sufficiency proof.

NIAC

Assuming the NIAS condition (2.82) holds, we use the concept of KKT multipliers
from duality theory [25] Sec.5.5] to show that NIAC (2.86) is sufficient for (2.12) in
Lemma 2 for optimal Bayesian stopping to hold. To do so, we use Lemma 16|below for
linear assignment problems to show the existence of scalars C,, that satisfy (2.12); the
feasibility inequality of interest is stated in below. We now state Lemma [16] which

can be viewed as a variational form of the NIAC inequality:

Lemma 16 Suppose NIAC (2.86) holds. Then:
(a) The solution of the following linear assignment problem is the identity map, that is,
the optimal assignment map x,, ,, is given by x;, , = 1 if m = n, and 0 otherwise:

M
minimize,,,, Y . mn G, subject to: (2.91)

m,n=1

> T =1 Y Tpn 2L Ty 20 Vmon € {1,2,..., M},

(b) The KKT multipliers corresponding to the solution of the above assignment problem

solve the feasibility condition of [2.12)) in Lemma 2]

Proof.
(a) Let w7, , denote the optimal solution to the optimization problem (2.91). Indeed,
since (291)isan LP, z;, € {0, 1}. We can prove by contradiction that if NIAC (2.86))

holds, then the optimal assignment variables z7, ,, is Kronecker delta, that is, z7, , = 1 if
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m =n and 0:

Choose any arbitrary feasible z,,,, € {0,1}. Consider the sequence of indices / =
{1,h,(1), hyohy(1), ..., (hyo)™~2h(1)}, where h,(m) = m’ is the unique (due to
assignment constraints in (2.91)) index m’ € M for which x,,,» = 1 and ‘o’ denotes
the function composition operator. From invoking NIAC (2.86)) on the index sequence /,
we observe that Zi\f’n:l TG < 3o G = Zn]\inﬂ 'I;knnémn’ where z7,, = 1
if m = n and 0 otherwise. Hence, the identity map solves the assignment problem (2.91).
(b) We now write down the Karush-Kuhn-Tucker (KKT) conditions [25, pg. 121] for

the assignment problem (2.91)) at the optimal solution {7, ,})! _, that are first-order

necessary conditions for optimality:

There exist scalars Ay ,,,, A2m, Agmn >0, m,n € {1,2,... M}, such that:

(i) Forn =m : Gmm = AMm + Ao, (i) Forn # m : énm = M + Xan + A3 nm-
(2.92)

The scalars Ay, and Ay, in correspond to KKT multipliers associated with

the inequality constraints (— ) Z,,) < —land (=) = z,,) < —1in 2.9]),

M

n b m.n—1» the solution

respectively. We note that both sets of inequalities are active at {x},

of (2.91). The scalar \,,, ,, is the KKT multiplier associated with the inequality constraint

*
m,n’

(—%mn) < 0, where the inequality is active only for x m # n. For any pair of

environments m,n € {1,2,..., M}, the following inequalities result due to the KKT

conditions in (2.92):
Gm,m - )\2,m = Gn,m - >\2,n - )\S,n,m S Gn,m - )\Z,n (since >\3,n,m 2 0)
= ém,m + (ma/X )\Q,m/ - )\Q,m) S én,m + (Hla;X >\2,m/ - )\Q,n)

m m

& G+ Co < G + C (2.93)

(by replacing (ma/x A2.m/ — Aam) With the variable C,, for all m € M)

We now reconstruct an estimate of the agent’s expected continue cost C' below and
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show (2.12) holds for Bayes optimal stopping. With p, = pu(alz) denoting the action
selection policy induced by a stopping strategy u, consider the following reconstructed

estimate of the agent’s expected continue cost a(u) in terms of the feasible variables
{C, 3 M_ @293):

a(u) = max {Cm + G — Gy, sm)} , where

m=1,2,...,
G, 5m) = Z (Z pu(a]a:)wo(x)> IglilepM(x]a)sm(x, b) (2.94)
acA \zeX © zeX

In 294), G (11, 5, ) denotes the expected stopping cost of the Bayesian agent with strategy
 and stopping costs s,,(x, a) assuming a one-to-one map between the set of observations
Y1.7(u) fO action a The variable p,(x|a) is the posterior belief of the state computed

using Bayes rule as:
mo(#)pu(alz)
 T0(2)pu(alz’)

Indeed, if the mapping from the fictitious observation set )/, to the action set A is

pu(zla) = D

assumed to be one-to-one, the expected stopping cost can be expressed in terms of
the action selection policy p, induced by the stopping strategy u. From (2.93), it is
straightforward to show that C(,,) = C,,. Hence, replacing C,,, in (2.93) with C/(ju,,,)

yields the following inequalities:
G + Cptm) < Grn + C(p1)
< A cumulative running cost can be reconstructed (2.94) such that condition (2.12) in Lemma 2]

holds with expected stopping costs én,m, m,n € {1,2,...,M}. 1
(2.95)

In words, for a feasible set of stopping costs {s,, }*_, such that NIAS and NIAC hold,

the Bayesian agent’s (unobserved) strategies satisfy optimal Bayesian stopping (2.12)).

3While it may seem counter-intuitive to assume a one-to-one mapping from the fictitious observation
space to action space, one can show for convex costs like entropic costs (Shannon-Gibbs, Rényi and Tsallis)
that the optimal mapping is one-to-one. The key idea is to show that having a many-to-one map with the
same expected stopping cost is sub-optimal in that the agent incurs a strictly larger expected continue cost;
see [90, Lemma 1] for a more detailed explanation.
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Moreover, for every feasible set of costs {s,, }2_,, the term (max,,s Aa ;' — A2 ) denotes
the expected continue cost incurred by the Bayesian agent due to choosing strategy (i,
and ém,n denotes the agent’s incurred expected stopping cost in environment n if it

chooses strategy fi,.

2.10.3 Remarks

1. IRL for inverse SHT. For the inverse SHT problem discussed in Sec.[2.3] the inverse
learner knows C,,, the expected cumulative continue cost for the agent in environment
m. Hence, the inverse learner can identify optimal SHT simply by checking if the NIAS

inequality (2.82) and the following inequality is feasible:
ém,m - én,m <C,— Cm, vm, n e M, (2.96)

where G (+) is the expected stop cost defined in (2.83) and C,, is the expected continue
cost of the agent in environment m now known to the inverse learner. Due to [(A5)]
Gm,. = G,,.. Hence, (2.96) is equivalent to (2.12)) in Lemma We term the inequality
in (2.96) as NIACx and use it in Theorem [6| for IRL for inverse SHT.

2. Different observation likelihoods for different environments. Theorem [3|is a purely
data-centric approach for IRL that makes no assumptions on the agent’s observation
likelihood. If the NIAS and NIAC inequalities have a feasible solution, then the inverse
learner’s dataset D), can be rationalized by a Bayesian agent that acts optimally (in the
sense of Lemma[2) and has a fixed observation likelihood over all M environments. It
may very well be the case that the Bayesian agent has a different observation likelihood

in different environments, but Theorem [3|is opaque to this condition.

If the inverse learner knows a priori that the Bayesian agent uses a different observa-

tion likelihood for different environments, we need stronger conditions to achieve IRL. A
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sufficient condition for identifying optimal Bayesian stopping with distinct observation
likelihoods in different environments is to assume the expected cumulative continue cost
of the agent is independent of the observation likelihood. One example that satisfies this

assumption is the entropic continue cost:
Ct — A (H(ﬂ't) — ]E{H(’/Tt+1)|7rt}), t Z 0, A>0 (297)

where H(p) = — ). p;log(p;) is the entropy of pmf p. The above choice of continue
cost has two advantages:

(i) The expected cumulative continue cost for agent m is simply H(my) —
E.{H (pm(a|z))}, and is independent of the observation likelihood; see [90, Lemma 1]
for a discussion on how conditioned on state z, the optimal mapping from the space
of fictitious observations ¥, to the space of actions A is one-to-one due to the
convexity of the entropic cost.

(ii) The inverse learner can test for ‘absolute optimality” (2.8]), of the Bayesian
agent’s decisions and does not require observing the agent’s behavior in multiple envi-
ronments. Using the method of Lagrange multipliers, it is straightforward to show that
for environment m, the following relation holds between the agent’s stopping costs and

its observed decisions for optimal Bayesian stopping:

pulale) = L ORIy, (2.98)

 YeaPm(b) exp(=sm(x,0)/A)

where A > 0 is a feasible variable that parametrizes the continue cost (2.97), and p,,(a) is

the marginal distribution of the action a in environment m. IRL is achieved by checking
for the feasibility condition of [29, Eq. 3, Proposition 1] and solving the above set of
equations (2.98) for s,,(z, a); observe that there is no assumption of a fixed observation
likelihood for the Bayesian agent across environments and the IRL estimate returns an

ordinal estimate of the agent’s stopping costs.
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2.11 Proof of Theorem

We will show is equivalent to the condition for identifying search optimality
(2.45)) in two steps. For a fixed stationary search strategy ;¢ : ™7 — a and search cost
{l(a),a € A}, we first express the expected cumulative search cost in terms of the search
action policy g(x, a) (2.43) and the prior 7.

J(,1) = By {Z l(u(%))} =B, {Zl(a) (Z () = a}> }

acA t=1

:Zua)Zm(x)E#{Zﬂ{u(m)=a}|x}: S mol)gle ala)

acA reX t=1 reX ,acA

Now, consider the set of search strategies { j,,, m € M}.

2.45) =, € argmin J (i, ln) <= J(tim, b)) — I (pin, b)) < 0, myn € M.
{Un,TLGM}

= Z 7T0<l')(gm(a,$) - gn<aax)) lm(a) <0

r€X,acA

2.46|).

2.12 Proof of Theorem

We divide the proof of Theorem[I1]into 4 steps:

Step 1. Using Dvoretzky-Kiefer-Wolfowitz (DKW) inequality [39] to bound the deviation
of the empirically computed action selection policy p,,(a|z) from p,,(a|x).

The DKW inequality [38]] provides a finite sample characterization of the asymptotic
result of Glivenko-Cantelli theorem by quantifying the convergence rate of the empirical
cdf to the true cdf. Let F,,(a|z) and F,,(a|z) denote the cdfs of p,,(a|z) and p.(a|z),

respectively. From the two-sided DKW inequality, the following inequalities result:

1—2exp (—2K, %) <P <r;1€zﬁ< |E(alz) — Fo(alz)| < 5) <P (rgleajc |F(a]x) — Fp(alz)| < 5>
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< P (Ipm(alz) — pm(alz)| <&, Va) <P <Z [P (alz) — pm(alz)|* < A62> :
acA

For a fixed state x and environment m, let ¢, ,,, bound the error |p,, (a|x) —p,, (a|z)|, Va €

A. With &2

max

=AY, . €2 ,,). we have the following probabilistic bound on the Lo-
error between the true and empirical action selection policies, summed over all states,

actions and environments:

P (Z [pm(alz) — P (alz)]* < gfnax> > [[1-2exp (—2Komel,,) L (2.99)

a,r,m

Step 2. Using Hoeffding’s Inequality [40] to bound the deviation of the sample average
of the SHT stopping times Chn from the true value C,,.

The inverse learner knows the agent’s stopping time 7 € [1, Ty,.y] for all M environments.
Analogous to (2.99), for a fixed environment m, let ,, bound the error |C,,, — C.,|. With
Niax = O T2 We have the following probabilistic bound on the Ly-error between the
true and empirical expected stopping times of the agent, summed over all M environments

via the two-sided Hoeffding’s inequality:

]P)(’ém — Cm’ < nm) >1- 2exp (_2Km7731/7_§1ax)

— P(Z |ém — Cl* < M) > P(’ém = Cn| < 1, VM € M)

z,m

e [P (G — Cul? < 1) > [ 1~ 2630 (—

2Km77?n)

72

max

, where K, = Z Kym

(2.100)

Step 3. Using the union bound on error bounds from steps 1 and 2 to bound the
cumulative deviation of empirically computed action selection policies and expected

stopping times.
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Our aim is to construct a tight bound on the probability of the event £, ;(dmax ), Where

E\ert(Omax) s defined as:

Epert(Omax) = { {bm(alz), Cn} }Z [pm(alz) = p(ale) P+ [Cr = Conl® < 61},

' (2.101)
We note that P(E,;+(dmax)) bounds the Type-I and Type-II IRL error probabilities for
suitable choices of 0yax. The Type-I error probability is bounded by 1 — P(E,.,,) when
52 is set to 51(ﬁ v (K)). Also, the Type-II error probability is bounded by

max

1 — P(E,ep¢) when 62, in (2.101) is set to £5(Dy;(K)). Recall from @.357), (Z.58) that

51(13]\4 (K)) and &9 (DM (K)) correspond to the minimum Lo-perturbation needed for
the finite IRL dataset Dy, (K) (Z.33) to pass and fail, respectively, the NIAS and NIAC

conditions of Theorem [3|for inverse optimal Bayesian stopping.

For a fixed error tuple {&, ,,,, 7 }, consider the surrogate event £ ({c, ,,, 7, }) defined

as:

E({gammanm}) { {pm(a’|$ m} } pm a|:v) pm(a|l')| S 5x,ma |ém - CYm| S nma V a7$7m}-

(2.102)

Clearly, E({zm,m}) S Epert(Omax) if 05y in @I0T)) is equal to A" eZ  +
> o.m- Combining the error bounds in (2.99) and (2.100) via a union bound to bound

P(E({€s.m,nm})) yields the following inequality:

P(Epert(émax)) Z P(E({gﬂc,ma nm}»

H 1—2exp (2K, me ) H 1—2exp (—2Knn2, /Toax) (2.103)

v

v

1= 2exp (—2Kamel,,) — > 2exp (—2Kmunl, /7o) (2.104)

= |P(Epert(Omax)) > 1 — Z 2 exp (—QKx,mai’m) — Z 2 eXp —2K,.n2/ max) ,

z,m

(2.105)
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where 67, = AY €2+ > n. The inequality in (2.103) is simply a union
bound on the error bounds in (2.99) and (2.100). The inequality in (2.104)) holds due
to Assumption that says the analyst observes the agent’s stopping action over

sufficiently many trials. If the expected stopping time is known accurately, that is,

Cin = C,, forallm € M, Assumption |(F5)[specializes to Assumption |(F2)

Step 4. Obtaining a tight bound on the error probability computer in step 3.

Eq.[2.105] provides a probabilistic bound on the perturbation of the empirical dataset
ZSM(IC) from the asymptotic dataset D), in terms of the sample size K = { K, ,,, x €
X,m € M}, for a fixed error sequence {€, ,,m}. Our final step is to maximize
the RHS in (2.103) subject to the constraint A(Y", €2 )+ > 17, = 0%, to obtain

the tightest bound on P(Epe¢(0max)) (2.105). Equivalently, our aim is to minimize the

following objective function:

min Z 2exp (—2Kymel ) + Z 2exp (—2K 1/ Toax) » St A Z €2 m+ Z n2,

{e2 mmi}>0
x,m

=52

(2.106)

We observe that the terms exp (—2K, ,¢2,,) and exp (—2K,,12, /T2,,) are convex in
e2,, and 12, respectively. Also, Assumption |(F4)ensures the values of the terms €2 ., 7,
are bounded away from 0 at the local optimum of (2.106) computed via the method of
Lagrange multipliers. Assumptionensures the 5§7m, n?, in (2.107) satisfy the Slater’s
condition for regularity. Since the equality constraint is linear, and the objective function
is convex in the feasible variables €2 and 77, constitutes a convex optimization
problem whose solution can be computed using the method of Lagrange multipliers

(since Assumption ensures inactive inequality constraints at the optimal solution).

Finally, the solution of the optimization problem (2.106) can be expressed as:
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eim = (A[?xm/Q) (In(A) + In(2K,.m/A)) , nﬁm = ([z(m/Q)(ln()\) + ln(2[_(m)) , where

max |*




51%’1&)( —A Zx,m In <(2Kx,m/A)Ak$’m/2> - Zm In (2[?7];(”1/2)
() = P = : (2.107)
(A Ko + et Km)/2

In the above equations, K o =K./ K=K Subtracting the objective function

max?

of (2.106) evaluated at the optimal values of 7, and 7, from 1, and setting 62,

to e1(Dy(K)) and e5(D; (K)), respectively, yield lower bounds for Type-I and Type-II

error probabilities of the IRL detector, respectively. [

Remark. The proof of Theorem (11| for finite sample complexity of Theorem [3|is
identical to the above proof structure (except that there is no step 2) and hence, omitted

for brevity.

2.13 Proof of Theorem 13

To prove Theorem 15| we first state and prove an auxiliary result, namely, Proposition (17}

below. Theorem [I5]is a special case of Proposition[I7]as discussed below.

Proposition 17 Given dataset D v (KC) and|(F7), the deviation of the finite sample search
action policy G, (a, ) and the true search action policy g,,(a,x) can be bounded in
terms of the number of samples K = { K, ,,} as follows.
. w(Dy (K
P (Z |gm (@, 7) = Gm(a, 7)|* < e) > 1 —Z%, (2.108)
ENzm

a,r,m z,m

where u(Dy (K)) = (z;g;)X > em Ko u? and Gm(a,x) is the sample average of the

number of times the agent searches location a given state x in environment m.

Proof. Assumption |(F7) implies that for any environment m € M, given prior 7,

the agent’s optimal search sequence ag, a1, as, . . . is periodic, i.e., a; = a;y 4. In other
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words, in any interval of A time steps, the agent searches each location exactly once in a

particular (unknown to the inverse learner) order.

Consider the agent’s search policy ¢,,(a, z) defined in (2.43)). Below we express

gm(a, z) in terms of the pdf of the stopping time of the search process.

T

gm(a,2) = E,,, {Z (1) = a}a” = } =3 B, (r = tla* = 2) ([t/X] + r(x,0)).

= SR (7= tla” = 2) + 72, @) = By, {[7/X] |2} +nl,0) = = + il 0)

Here, « denotes the reveal probability of the agent and | -] denotes the floor function.
r(x,a) = 1 if agent searches location a prior to location x in one search cycle from time
t =0 — X — 1 in environment m, and 0 otherwise. The final equality follows from
the fact that conditioned on the true state ° = z, the random variable |7/X | follows a

geometric distribution with parameter o (unknown) due to|(F7)

Consider now the quantity |g,(a,z) — gm(a,z)|. Define E, {r/X} =

K.
Zkzzim LTm,m,k/XJ
K:E,m

from Dy;(K). Then,

, the sample average of the normalized stopping time |7/X | computed

|G (@, 2) = gm(a, @) = By, {[7/X] |2} + (2, 0) = By, {|7/X] [0} = rn(z,a)]
= é—Eum{LT/XJ |z}| (equal for all a for a fixed x).

I@lu{ |7/X ]|} is an unbiased estimator of E, {|7/X ||x} with variance (1 — «)/ K o
Using Chebyshev’s inequality for random variables with finite variance to bound

|Gm(a, ) — gm(a, x)| for fixed a, z, m, the following inequality results

(1-a)

(10 (@0) = gl )| <€) 21—

(2.109)

For any set of positive reals {¢, ,,, 2 € X, m € M} s.t. |gn(a,2) — gm(a,z)| < epm

and (A" < g2, wehave

T, m Im)

P> 1Gm(a,2) = gm(a. o) <) > [[1- (1=a)

em(Q€zm)?

max?
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(1—a) (1—a")
== ; Ky (g m)? =1 ; Kym(ateym)? (110

(1—a) 5 18 decreasing in €, ,,, the tightest lower bound is achieved for the

Since y o ee—

2

above inequality when > e;m = €5 . and is the solution to the following constrained
optimization problem.
(1-a7)
min stAY el =el. 2.111
{e2,m,LEX ,mEM} ; Kx,m(a*&“x,mp ; T,m max ( )

Moreover, since the objective function in (2.111)) is convex in 2 ,, and constraint is affine

2

ine; ., the method of Lagrange multipliers [25]] yields necessary and sufficient conditions

for an optimal solution to the above optimization problem if the solution obtained is

—1/2
positive for all z € X, m € M. The optimal value of eim = % > ( and
thus minimizes the objective function in (2.111]). Plugging this value in (2.110) and

setting €2 = ¢ yields the bound in the RHS of (2.108) and completes the proof for

max

Proposition

To obtain the error bounds 1! note that setting € = 51(13M(IC)) in (2.108) and

subtracting the objective function from 1 bounds from below the Type-I error probability
(see Sec. for a detailed explanation). Similarly, setting ¢ = 52(13M(IC)) in (2.108)
and subtracting the objective function from 1 bounds from below the Type-II error

probability of the IRL detector which completes the proof. [

2.14 Context. IRL For Predicting YouTube Commenting Behavior

Our previous work [12] analyzes YouTube user engagement from a behavioral economics
viewpoint. Although we use the same dataset for our numerical experiments in this
chapter, we emphasize that the IRL approach in this chapter is new and differs from [|12]]

as:
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(1) In [12]], we check if YouTube engagement is consistent with rationally inattentive
utility maximization behavior [15], a static decision model studied widely in behavioral
and information economics. In comparison, our aim here is to test if the YouTube dataset
satisfies Bayes optimal stopping, a dynamic decision model.

(2) The inference algorithms in [[12]] considers pairs of video categories to reconstruct
the underlying utility function of the YouTube user. In this chapter, our IRL approach
considers all 18 YouTube video categories (described in Sec. below) simultaneously
in the feasibility test for reconstructing the underlying stopping costs of the YouTube
user, and hence, fully exploits the diversity in engagement behavior.

(3) In [[12]], we perform a naive prediction analysis of YouTube user engagement using
a maximum a posteriori (MAP) approach. In this chapter, we predict the distribution
of user engagement behavior via two representative point estimates of the recovered
stopping costs and show the statistical similarity of the predicted distribution to the true

engagement distribution.

YouTube user engagement and Bayesian stopping.
YouTube is a social multimedia platform where human users interact with video content
on YouTube channels by posting comments and rating videos. Empirical studies ( [36,
91-93]]) show that the comments and ratings from users are influenced by the thumbnail,
title, category, and perceived popularity of each video. Models for human decision
making in the context of online multimedia platforms have been studied extensively
in the literature. Two widely-used classes of models that motivate us to understand
YouTube user engagement from the lens of Bayesian stopping are ‘parallel constraint
satisfaction models’ and ‘evidence accumulation models’. Parallel constraint satisfaction
models ( [94,195]]) assume that information is screened sequentially to highlight salient
alternatives and final choice is made when the decision maker reaches sufficient internal

coherence. Evidence accumulation models ( [50,51]) model consumers’ attention by
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drift-diffusion models that accumulate evidence based on whether they are fixating their
gaze on either the product or its price. The decision is taken when any of the alternatives’

evidence threshold level is achieved.

Both classes of models described above have one aspect in common - the decision
maker makes a final choice after sequentially accumulating information, and naturally fits
our Bayesian stopping time framework. In terms of YouTube webpage parameters, we
hypothesize the YouTube user is a Bayesian agent that sequentially consumes webpage
cues such as thumbnail, title and perceived popularity and incurs a cost of attention,
followed by engaging on the YouTube platform and incurring a terminal cost. Our IRL
aim in this section is to identify using the YouTube dataset, if YouTube users engage

‘optimally’ in a Bayesian stopping sense.
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CHAPTER 3
IRL FOR IDENTIFICATION AND MITIGATION OF ADVERSARY SENSING
SYSTEMS

3.1 Introduction

Cognitive sensors are reconfigurable sensors that optimize their sensing mechanism and
transmit functionalities. The concept of cognitive radar [96-99] has evolved over the
last two decades and a common aspect is the sense-learn-adapt (SLA) paradigm. A
cognitive fully adaptive radar enables joint optimization of the adaptive transmit and
receive functions by sensing (estimating) the radar channel that includes clutter and other

interfering signals [[1004/101].

Objectives

This chapter addresses the next step and achieves the following objectives schematically
shown in Figure 3.1 The framework in this chapter involves an adversarial signal
processing problem comprising “us” and an “adversary”. “Us” refers to an asset such
as a drone/UAV or electromagnetic signal that probes an “adversary” cognitive radar.
Figure [3.2] shows the schematic setup. A cognitive sensor observes our kinematic state
x), in noise as the observation yy. It then uses a Bayesian tracker to update its posterior
distribution 7, of our state z; and chooses an action wu; based on this posterior. We
observe the sensor’s action in noise as a;. Given knowledge of “our” state sequence {zy }
and the observed actions {ay } taken by the adversary’s sensor, we focus on the following

inter-related aspects:
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1. Inverse tracking and estimating the Adversary’s Sensor Gain. Suppose the
adversary radar observes our state in noise; updates its posterior distribution 7; of
our state x; using a Bayesian tracker, and then chooses an action u; based on this
posterior. Given knowledge of “our” state and sequence of noisy measurements {ay}
of the adversary’s actions {uy}, how can the adversary radar’s posterior distribution
(random measure) be estimated? We will develop an inverse Bayesian filter for tracking
the radar’s posterior belief of our state and present an example involving the Kalman

filter where the inverse filtering problem admits a finite dimensional characterization.

A related question is: How to remotely estimate the adversary radar sensor’s con-
ditional pdf of observation given the state when it is estimating us? This is important
because it tells us how accurate the adversary’s sensor is; in the context of Figure|3.2]it
tells us, how accurately the adversary tracks our drone. The data we have access to is our
state (probe signal) sequence {z} and measurements of the adversary’s radar actions
{ay}. Estimating the adversary’s sensor accuracy is non-trivial with several challenges.
First, even though we know our state and state dynamics model (transition law), the
adversary does not. The adversary needs to estimate our state and state transition law
based on our trajectory; and we need to estimate the adversary’s estimate of our state
transition law. Second, computing the MLE of the adversary’s sensor gain also requires

inverse filtering.

2. Revealed Preferences and Identifying Cognitive Radars. Suppose the cognitive
radar is a constrained utility maximizer that optimizes its actions uy, subject to physical
level (Bayesian filter) constraints. How can we detect this utility maximization behavior?
The actions wu, can be viewed as resources the radar adaptively allocates to maximize its

utility. We consider two such resource allocation problems, namely,

* Beam Allocation: The radar adaptively switches its beam while tracking multiple
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Figure 3.1: Schematic illustrating the main ideas in the chapter. The three components
on the right are inter-related and constitute the sense-learn-adapt paradigm of the ob-
server (“‘us”) reacting to a reactive system such as the cognitive radar (on the left). This
chapter considers the above schematic and proposes counter-adversarial schemes against
cognitive radars for different levels of abstraction, i.e., interference design based on
Wiener filters at the pulse/waveform level, inverse Kalman filters at the Bayesian tracking
level, and revealed preference techniques for estimating adversary’s utility function at
the systems level.

targets.
* Waveform Design: The radar adaptively designs its waveform while ensuring the

signal-to-interference-plus-noise ratio (SINR) exceeds a pre-defined threshold.

Nonparametric detection of utility maximization behavior is the central theme of revealed
preference in microeconomics. A remarkable result is Afriat’s theorem: it provides a
necessary and sufficient condition for a finite dataset to have originated from a utility
maximizer. We will develop constrained set-valued utility estimation methods that ac-
count for signal processing constraints introduced by the Bayesian tracker for performing

adaptive beam allocation and waveform design respectively.

3. Smart Signal Dependent Interference. We next consider the adversary radar
choosing its transmit waveform for target tracking by implementing a Wiener filter
to maximize its signal-to-clutter-plus-noise ratio (SCNRED. By observing the optimal

waveform chosen by the radar, our aim is to develop a strategy to estimate the adversary

!The terms SCNR and SINR are used interchangeably in the chapter.
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cognitive radar channels and then construct signal dependent interference generation to

confuse the adversary radar.

Perspective

The adversarial dynamics considered in this chapter fit naturally within the so called
Dynamic Data and Information Processing (DDIP) paradigm. The adversary’s radar
senses, adapts and learns from us. In turn we adapt, sense and learn from the adversary.
So in simple terms we are modeling and analyzing the interaction of two DDIP systems.
In this context, this chapter has three major themes schematically shown in Figure [3.1}
inverse filtering which is a Bayesian framework for interacting DDIP systems, inverse
cognitive sensing which is a non-parametric approach for utility estimation for interacting

DDIP systems, and interference design to confuse the adversarial DDIP system.

This work is also motivated by the design of counter-autonomous systems: given mea-
surements of the actions of an autonomous adversary, how can our counter-autonomous
system estimate the underlying belief of the adversary, identify if the adversary is cogni-
tive (constrained utility maximizer) and design appropriate probing signals to confuse
the adversary. This chapter generalizes and contextualizes recent works in adversarial
signal processing [102,103]] which only deal with specific radar functionalities. Instead,
this chapter views the cognitive radar as a holistic system operating at three stages of
sophistication unifies the three inter-related aspects of adversarial signal processing,
namely, inverse tracking, identifying cognition and designing interference. The three
components complement one another and constitute this chapter’s adversarial signal

processing sense-learn-adapt (SLA) paradigm of Figure
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Organization

We conclude this section with a brief outline of the key results of the following sec-

tions, and their relevant to the sense, learn and adapt elements of the SLA paradigm of

Figure[3.1]

Sense: In Sec.[3.2] we discuss inverse tracking techniques to estimate the sensor
accuracy of an adversary radar. We focus mainly on the inverse Kalman filter and illustrate
in carefully chosen examples how the adversary sensor’s accuracy can be estimated. This

constitutes the ‘sensing’ aspect of the SLA paradigm.

Learn: In Sec.[3.3] we abstractly view the adversarial radar as a cognitive deci-
sion maker that maximizes a utility function subject to physical resource constraints.
Specifically, we show that if the cognitive radar optimizes its waveform to maintain its
SINR above a threshold, then we can identify (and hence, ‘learn’) the utility function of
the radar. The utility function provides deeper knowledge of the radar’s behavior and

constitutes the ‘learn’ element of the SLA paradigm.

Adapt: In Sec.[3.4] we consider a slightly modified setup where the radar chooses its
waveform to maximize its SCNR. We show that by intelligently probing the radar with
interference signals and observing the changes in the radar’s waveform, we can confuse
the adversary’s radar by decreasing its SCNR. This adaptive signal processing algorithm
is justified only if the ‘sense’ and ‘learn’ aspect of the SLA paradigm function properly,
that is, the counter-adversarial system knows how the radar will react to changes in its

environment.

Finally, we emphasize that the three main aspects of inverse tracking (sensing the
estimate of the adversary), identifying utility maximization (learning the adversary’s

utility function) and adaptive interference (adapting our response) are instances of the
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Figure 3.2: Schematic of Adversarial Inference Problem. Our side is a drone/UAV or
electromagnetic signal that probes the adversary’s cognitive radar system. Based on the
action ay of the adversary, our side computes the estimate of the adversary’s estimate of
our state xj using the inverse Kalman filter outlined in Sec.m

general paradigm of sense-learn-adapt in counter-adversarial systems. As mentioned

above, our formulation deals with the interaction of two such sense-learn-adapt systems.

3.2 Inverse Tracking and Estimating Adversary’s Sensor

This section discusses inverse tracking in an adversarial system schematically illustrated
in Figure Our main ideas involve estimating the adversary’s estimate of us and

estimating the adversary’s sensor conditional pdf of observation given the state.

3.2.1 Background and Preliminary Work
We start by formulating the problem which involves two entities; “us” and “adversary”.
With £ = 1,2, ... denoting discrete time, the model has the following dynamics:

T ~ ka,l,x = p(l“xk—l); Tog ~ To, Yk ~ Bxk,y - p(y|xk)
T = T(Tp—1,yr) = P(@r|yr1), ar ~ Grya = plalmy) (3.1

Let us explain the notation in (3.1)):
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* 1, € X is our Markovian state with transition kernel P, , ., prior 7y and state
space X.

* 4 1s the adversary’s noisy observation of our state x; with conditional pdf of
observation given the state B, ,.

* 7 is the adversary’s belief (posterior) of our state x; where y;., denotes the
observation sequence ¥y, . . ., yx. The operator 7" in (3.1)) is the classical Bayesian
optimal filter that computes the posterior belief of the state given observation y and

current belief 7.

Boy [y Peam(©)dC X> 3.2)

T ) = vee (fX Buy [y Pea(C) dlda
Let II denote the space of all such beliefs. When the state space X is finite, then
IT is the unit X — 1 dimensional simplex of X-dimensional probability mass
functions.

* a;, denotes our measurement of the adversary’s action based on its current belief 7.
The adversary chooses an action u;, as a (possibly) stochastic function of 73, and we
obtain a noisy measurement of vy, as a,. We encode this as G, ,, , the conditional
probability of observing action a; given the adversary’s belief 7. Although not
explicitly shown, GG abstracts two stochastic maps: 1) the map from the adversary’s

belief 7 to its action uy, and 2) the map from the adversary’s action uy to our

noisy measurement a;, of this action.

Figure[3.2]displays a schematic and graphical representation of the model (3.1). The
schematic model shows “us” and the adversary’s variables.
Aim: Referring to model (3.1)) and Figure we address the following questions in this

section:

1. How to estimate the adversary’s belief given measurements of its actions (which

are based on its filtered estimate of our state)? In other words, assuming probability
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distributions P, B, GG are knowrﬂ, we aim to estimate the adversary’s belief 7 at
each time &, by computing posterior p(7y | 7o, Zo:k, @1:x)-
2. How to estimate the adversary’s observation kernel B, i.e its sensor gain? This

tells us how accurate the adversary’s sensor is.

From a practical point of view, estimating the adversary’s belief and sensor parameters
allows us to calibrate its accuracy and predict (in a Bayesian sense) future actions of the
adversary.

Related Works. In recent works [[104-106], the mapping from belief 7 to adversary’s
action v was assumed deterministic. In comparison, our proposed research here assumes
a probabilistic map between 7 and a and we develop Bayesian filtering algorithms for es-
timating the posterior along with MLE (Maximum Likelihood Estimation) algorithms for
estimating the underlying model. Estimating/reconstructing the posterior given decisions
based on the posterior is studied in microeconomics under the area of social learning [[107]]
and game-theoretic generalizations [108|]. There are strong parallels between inverse
filtering and Bayesian social learning [[107], [109-111]; the key difference is that social
learning aims to estimate the underlying state given noisy posteriors, whereas our aim is
to estimate the posterior given noisy measurements of the posterior and the underlying
state. Recently, [112] used cascaded Kalman filters for LQG control over communication
channels. This work motivates the design of the function ¢ in below that maps
the adversary’s belief to its action; see also footnote 5. Finally, in [113]], the authors
investigate the inverse problem of trajectory identification based on target measurements,

where the target is assumed to follow a constant velocity model.

2As mentioned in footnote 6, this assumption simplifies the setup; otherwise we need to estimate the
adversary’s estimate of us, which makes our task substantially complex.
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3.2.2 Inverse Tracking Algorithms

How to estimate the adversary’s posterior distribution of us?

Here we discuss inverse tracking for the model (3.1). Define the posterior distribution
pe(mr) = p(mk|ark, Tox) of the adversary’s posterior distribution given our state se-
quence . and actions ay.;. Note that the posterior py(+) is a random measure since it is
a posterior distribution of the adversary’s posterior distribution (belief) 7. By using a
discrete time version of Girsanov’s theorem and appropriate change of measureﬂ [115]
(or a careful application of Bayes rule) we can derive the following functional recursion

for py (see [102])

_ Grapia fn szﬂ,ywk,w pr(Ty)dTy,
fl‘[ GT":“IH—l fl‘[ sz+11yﬂk,7r Pk (ﬂ-kZ)dﬂ-k dm

Pr41(T) (3.3)

Here y,, » is the observation such that 7 = T'(7,y) where T is the adversary’s filter
(3.2). We call (3.3) the optimal inverse filter since it yields the Bayesian posterior of the

adversary’s belief given our state and noisy measurements of the adversary’s actions.

Example: Inverse Kalman Filter

We consider a special case of (3.3) where the inverse filtering problem admits a finite
dimensional characterization in terms of the Kalman filter. Consider a linear Gaussian

state space model

Tpy1 = Axp +wi, xo ~ T

Y = Cx, + vy (3.4)

3This chapter deals with discrete time. Although we will not pursue it here, the recent chapter [|114]
uses a similar continuous time formulation. This yields interesting results involving Malliavin derivatives
and stochastic calculus.
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where 15, € X = R¥ is “our” state with initial density o ~ N (2o, o), yx € Y = RY
denotes the adversary’s observations, wy ~ N (0, Qx), vx ~ N (0, Ry) and {wy}, {vy}
are mutually independent i.i.d. processes. Here, N (11, C') denotes the normal distribution

with mean p and covariance matrix C'.

Based on observations ¥ ., the adversary computes the belief 7, = N(Zy,, X;) where
Iy, 1s the conditional mean state estimate and Y, is the covariance; these are computed

via the classical Kalman filter equations ]

St = AXRA + Qiy Sir1 = OXpawC' + Ry,
Try1 = Ay + e pC' Spty (yksr — C Ay
Y1 = Sie — Srr1pC St 1 CBkrapn (3.7)

The adversary then chooses its action as a, = ¢(3,) 2, for some pre-specified functimﬂ

¢. We measure the adversary’s action as

ar = (X)) T + €, € ~ iid N(0,0?) (3.8)

The Kalman covariance > is deterministic and fully determined by the model

parameters. Hence, we only need to estimate z, at each time k& given a;., xq.; to estimate

the belief 7, = N (&, X). Substituting (3.4) for yx. 1 in (3.7), we see that (3.7), (3.8)

4For localization problems, we will use the information filter form:

St = Zhap TORTC, Y1 =S C'RTY 3.5

Similarly, the inverse Kalman filter in information form reads

il;il = il;—&l-l\k + é,g+1R_1ék+17 ¢k+1 = ikJrlC_';HlR_l. (3.6)

3In general the action ay, is a function of the state estimate and covariance matrix. Choosing the action
ai as a linear function of the state estimate is for convenience and motivates the inverse Kalman filter
discussed below. Moreover it mimics linear quadratic Gaussian (LQG) control where the feedback is
a linear function of the state estimate. In LQG control, the feedback gain is obtained from backward
Riccati equation. Here we weigh by a nonlinear function of the Kalman covariance matrix (forward Riccati
equation) to allow for incorporating uncertainty of the estimate into the choice of the action ay.
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constitute a linear Gaussian system with unobserved state ', observations a, and known
exogenous input xy:
Tpy1 = (I — Yep1C) AZp + Yrqp1Vpg1 + Y1 CTpn
ar, = ¢(Sk) &k + &, & ~ iid N(0,072),
where 11 = Zp 11055 - (3.9)

Y41 1s called the Kalman gain and [ is the identity matrix.

To summarize, our filtered estimate of the adversary’s filtered estimate ; given
measurements a.., Zo.; 1 achieved by running “our” Kalman filter on the linear Gaussian
state space model (3.9), where Ty, ¥y, 2, in (3.9) are generated by the adversary’s Kalman
filter. Therefore, our Kalman filter uses the parameters

Ap = (I = Yp1O)A, Fp = Yp1C, Ci = ¢(5y),

Qk = Vi1 Vpyrs B =07 (3.10)
The equations of our inverse Kalman filter for estimating the adversary’s estimate of our

state are:
St = ASe AL + Qr, Ski1 = Cor1 Siy1kChpy + R
i’kﬂ = A i’k + ik+1|ké;/€+1§;§j1 X [akJrl — Clp1 (Akék + Fk$k+1) } + By

_ _ _ ) Al A4 e
Vi1 = Zpsik — Zh41kCrg 1501 Crr1 Xkt 1)k

(3.11)

Note fck and ¥, denote our conditional mean estimate and covariance of the adversary’s
conditional mean Z;. The computational cost of the inverse Kalman filter is identical to

the classical Kalman filter, namely O(X?) computations at each time step.
Remarks:

1. As discussed in [[102], inverse Hidden Markov model (HMM) filters and inverse

particle filters can also be derived to solve the inverse tracking problem. For
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example, the inverse HMM filter deals with the case when 7, is computed via an
HMM filter and the estimates of the HMM filter are observed in noise. In this case
the inverse filter has a computational cost that grows exponentially with the size of
the observation alphabet.

. A general approximate solution for (3.3)) involves sequential Markov chain Monte-
Carlo (particle filtering). In particle filtering, cases where it is possible to sample
from the so called optimal importance function are of significant interest [116,117].
In inverse filtering, [[102] shows that the optimal importance function can be deter-
mined explicitly due to the structure of the inverse filtering problem. Specifically,
in our case, the “optimal” importance density is 7 = p(7x, Yr|Tk—1, Yr—_1, Tk, ax)-

Note that in our case

*

7 = p(me|mi—1, y) p(yk|zr, ar) = 6(me — T(mp—1, yr)) pylzr)  (3.12)

is straightforward to sample from. There has been a substantial amount of recent
research in finite sample concentration bounds for the particle filter [118,/119].
In future work such results can be used to evaluate the sample complexity of the

inverse particle filter.

3.2.3 Estimating the Adversary’s Sensor Gain

In this section, we discuss how to estimate the adversary’s sensor observation kernel

B in (3.1)) which quantifies the accuracy of the adversary’s sensors. We assume that B

is parameterized by an M -dimensional vector § € © where O is a compact subset of

RM . Denote the parameterized observation kernel as B?. Assume that both us and the

adversary know ﬁ) P (state transition kernel and GG (probabilistic map from adversary’s

®Otherwise the adversary estimates P as P and we need to estimate the adversary’s estimate of us,

namely P. This makes the estimation task substantially more complex. In future work we will examine
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belief to its action). As mentioned earlier, the stochastic kernel GG in (3.1]) is a composition
of two stochastic kernels: 1) the map from the adversary’s belief 7, to its action uy, and

2) the map from the adversary’s action wuy to our measurement ay, of this action.

Then, given our state sequence .y and adversary’s action sequence .y, our aim is
to compute the maximum likelihood estimate (MLE) of . That is, with Ly (¢) denoting

the log-likelihood, the aim is to compute

0" = argmax Ly(6), Ly (0) = logp(zo.n, a1.n]0). (3.13)
0co

The likelihood can be evaluated from the un-normalized inverse filtering recursion (3.3))

L(6) = 1og | dh(mdn.
0
qurl(ﬂ-) = Gﬂvakﬂ / sz-!—layfrk x qz (Wk)dﬂ-k’ G.14)
- :
initialized by setting gf (o) = mo. Here y? _is the observation such that 7 = T'(m, y)
where 7T is the adversary’s filter (3.2)) with variable B parametrized by 6. Given (3.14),

a local stationary point of the likelihood can be computed using a general purpose

numerical optimization algorithm.

3.2.4 Example. Estimating Adversary’s Gain in Linear Gaussian

case

The aim of this section is to provide insight into the nature of estimating the adversary’s
sensor gain via numerical examples. Consider the setup in Sec where our dynamics
are linear Gaussian and the adversary observes our state linearly in Gaussian noise (3.4).

The adversary estimates our state using a Kalman filter, and we estimate the adversary’s

conditions under which the MLE in this setup is identifiable and consistent.
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estimate using the inverse Kalman filter (3.9). Using (3.9), (3.10), the log-likelihood for

the adversary’s observation gain matrix § = C' based on our measurements i{]

N N
1 | .
Ly(0) = const — - > log|S5p| - 5 > ()
k=1 k=1
_ ~0 460 A nl
L = A — Ck: Ak;_lxkfl — F].;;_lmkfl (315)

where ¢ are the innovations of the inverse Kalman filter (3.11). In (3.135)), our state x;_
is known to us and therefore is a known exogenous input. Also note from (3.10) that
Ay, F), are explicit functions of C, while Cy, and Qy depend on C' via the adversary’s

Kalman filter.

The log-likelihood for the adversary’s observation gain matrix # = C' can be evaluated
using (3.15)). To provide insight, Figure [3.3|displays the log-likelihood versus adversary’s
gain matrix C' in the scalar case for 1000 equally spaced data points over the interval C' =

(0, 10]. The four sub-figures correspond to true values C° = 2.5, 3.5 of C, respectively.

Each sub-figure in Figure [3.3] has two plots. The plot in red is the log-likelihood of
Ce (0, 10] evaluated based on the adversary’s observations using the standard Kalman
filter. (This is the classical log-likelihood of the observation gain of a Gaussian state
space model.) The plot in blue is the log-likelihood of C' € (0, 10] computed using
our measurements of the adversary’s action using the inverse Kalman filter (where the

adversary first estimates our state using a Kalman filter) - we call this the inverse case.

Figure shows that the log-likelihood in the inverse case (blue plots) has a less
pronounced maximum compared to the standard case (red plots). Therefore, numerical
algorithms for computing the MLE of the adversary’s gain C° using our observations of
the adversary’s actions (via the inverse Kalman filter) will converge much more slowly

than the classical MLE (based on the adversary’s observations). This is intuitive since

"The variable 6 is introduced only for notational clarity.
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Log-likelihood

Log-likelihood

Figure 3.3: Log-Likelihood as a function of adversary’s gain C' € (0, 10] when true value
is C°. The red curves denote the log-likelihood of C' given the adversary’s measurements
of our state. The blue curves denote the log-likelihood of C' using the inverse Kalman
filter given our observations of the adversary’s action uy. The plots show that it is more
difficult to compute the MLE (3.13)) for the inverse filtering problem due to the almost
flat likelihood (blue curves) compared to red curves.

our estimate of the adversary’s parameter is based on the adversary’s estimate of our state

and so has more noise.

Sensitivity of MLE. It is important to evaluate the sensitivity of the MLE of C' wrt
covariance matrices ), Ry in the state space model (3.4)). For example, the sensitivity
wrt @, reveals how sensitive the MLE is wrt our maneuver covariance since from (3.4),
()i determines our maneuvers. Our sensitivity analysis evaluates the variation of the
second derivative of the log-likelihood of C' computed at the true gain C to small changes
in @, and Ry,. Table[3.1]displays our sensitivity results wrt the scalar setup of Figure[3.3]

Table [3.1| comprises two sensitivity values,

9 <a2LN(9))
=50, \ T ag2

0 [0PLy(0)
" =oR, \ T 062

evaluated for both the inverse case (that uses the inverse Kalman filter (3.15])) and the

and
9=Co

) (3.16)
§=Co
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C° | Classic Inverse
25 | —43.45 | —6.46
Q35| 2516 | —2.77
25| —189.39 | —50.04
R 35| 26527 | —30.55

Table 3.1: Comparison of sensitivity values (3.16) for log-likelihood of C' wrt noise
covariances Qy, Ry (3.4) - classical model vs inverse Kalman filter model.

classic case where the adversary’s observations are known. 7., measures the change in
the sharpness of the log-likelihood plot around the true sensor gain wrt change in the
noise covariance. Note that the experimental setup of Figure [3.3]assumes the covariances

Qr, Ry are constant over time index &, hence we drop the subscript in the LHS of (3.16).

Table shows that the second derivative of the log-likelihood is more sensitive (in
magnitude) to the adversary’s observation covariance 7, than the maneuver covariance
Q- Also, it is observed that the sensitivity of the log-likelihood is higher for lower sensor
gain C°. This observation is consistent with intuition since a larger gain C' implies a
larger SNR (signal-to-noise ratio) of the observation y; which intuitively suggests the
estimate of C' is more robust to changes in maneuver covariance and observation noise

covariance.

Cramér-Rao (CR) bounds. It is instructive to compare the CR bounds for MLE
of C for the classic model versus that of the inverse Kalman filter model. Table [3.2]
displays the CR bounds (reciprocal of expected Fisher information) for the four examples
considered above evaluated using via the algorithm in [120]. It shows that the covariance
lower bound for the inverse case is substantially higher than that for the classic case.
This is consistent with the intuition that estimating the adversary’s parameter based on its
actions (which is based on its estimate of us) is more difficult than directly estimating C
in a classical state space model based on the adversary’s observations of our state that

determines its actions.
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ce Classic Inverse

0.5]024x1073| 53x 107
15 1.2x1073 | 37 x 1073
2 | 21x107% | 70 x 1073
3 | 46x1073 | 336 x 1073

Table 3.2: Comparison of Cramér-Rao bounds for C' - classical model vs inverse Kalman
filter model.

Consistency of MLE. The above example (Figure shows that the likelihood surface
of Ly(0) = log p(x.n, a1.5]0) is flat and hence computing the MLE numerically can be
difficult. Even in the case when we observe the adversary’s actions perfectly, [[104] shows

that non-trivial observability conditions need to be imposed on the system parameters.

For the linear Gaussian case where we observe the adversary’s Kalman filter in noise,
strong consistency of the MLE for the adversary’s gain matrix C' can be established
fairly straightforwardly. Specifically, if we assume that state matrix A is stable, and the
state space model is an identifiable minimal realization, then the adversary’s Kalman
filter variables converge to steady state values geometrically fast in & [[121] implying that
asymptotically the inverse Kalman filter system is stable linear time invariant. Then, the

MLE 6~ for the adversary’s observation matrix C'is unique and strongly consistent [[122].

3.3 Identifying Utility Maximization in a Cognitive Radar

The previous section was concerned with estimating the adversary’s posterior belief
and sensor accuracy. This section discusses detecting utility maximization behavior and
estimating the adversary’s utility function in the context of cognitive radars. As described
in the introduction, inverse tracking, identifying utility maximization and designing

interference to confuse the radar constitute our adversarial setting.
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Cognitive radars [123]] use the perception-action cycle of cognition to sense the envi-
ronment and learn from it relevant information about the target and the environment. The
cognitive radars then tune the radar sensor to optimally satisfy their mission objectives.
Based on its tracked estimates, the cognitive radar adaptively optimizes its waveform,
aperture, dwell time and revisit rate. In other words, a cognitive radar is a constrained

utility maximizer.

This section is motivated by the next logical step, namely, identifying a cognitive
radar from the actions of the radar. The adversary cognitive radar observes our state
in noise; it uses a Bayesian estimator (target tracking algorithm) to update its posterior
distribution of our state and then chooses an action based on this posterior. From the
intercepted emissions of an adversary’s radar, we address the following question: Are the
adversary sensor’s actions consistent with optimizing a monotone utility function (i.e., is
the cognitive sensor behavior rational in an economics sense)? If so how can we estimate
a utility function of the adversary’s cognitive sensor that is consistent with its actions? The
main synthesis/analysis framework we will use is that of revealed preferences [32}/124,
125]] from microeconomics which aims to determine preferences by observing choices.
The results presented below are developed in detail in the recent work [103]]; however,
the SINR constraint formulation in Sec.[3.3.3|for detecting waveform optimization is new.
Related work that develops adversarial inference strategies at a higher level of abstraction
than tracking level (like the Bayesian filter level in Sec. II) includes [126]]. [126] places
counter unmanned autonomous systems at a level of abstraction above the physical

sensors/actuators/weapons and datalink layers; and below the human controller layer.
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Figure 3.4: Schematic of Adversarial Inference Problem. Our side is a drone/UAV or
electromagnetic signal that probes the adversary’s cognitive radar system. k denotes
a fast time scale and n denotes a slow time scale. Our state z;, parameterized by «,
(purposeful acceleration maneuvers), probes the adversary radar. Based on the noisy
observation y;, of our state, the adversary radar responds with action /3,,. Our aim (in
the Utility Maximization Detector block) is to detect if the adversary radar is economic
rational, i.e., is its response [3,, generated by constrained optimizing a utility function u,
and if so, estimate the utility function.

3.3.1 Background. Revealed Preferences and Afriat’s Theorem

Non-parametric detection of utility maximization behavior is studied in the area of

revealed preferences in microeconomics. A key result is the following:

Definition 18 ( [127,(128]) A system is a utility maximizer if for every probe o, € R"",

the response 3, € R™ satisfies

B € argmax U () (3.17)

o, B<1

where U () is a monotone utility function.

In economics, «, is the price vector and 3,, the consumption vector. Then o/, 5 < 1
is a natural budget constrainﬂ for a consumer with 1 dollar. Given a dataset of price
and consumption vectors, the aim is to determine if the consumer is a utility maximizer

(rational) in the sense of (3.17)).

The key result is the following theorem due to Afriat [[32,125,/127-129]

8The budget constraint o, 3 < 1 is without loss of generality, and can be replaced by o, 3 < c for any
positive constant c. A more general nonlinear budget incorporating spectral constraints will be discussed
below.
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Theorem 19 (Afriat’s Theorem [127]) Given a data set D = {(a,,0,),n €

{1,2,..., N}}, the following statements are equivalent:

1. The system is a utility maximizer and there exists a monotonically increasing,
continuous, and concave utility function that satisfies (3.17).
2. There exist positive reals u;, Ny > 0, t = 1,2,..., N, such that the following

inequalities hold.
s — up — My (Bs — B) <0V, s € {1,2,...,N}. (3.18)
The monotone, concave utility functiorﬂ given by

UB) =, min fuet Aal(5 - 5)) (3.19)

te{1,2,...,

constructed using u; and \; defined in (3.18)) rationalizes the dataset by satisfying
(3.17).

3. The data set D satisfies the Generalized Axiom of Revealed Preference (GARP)
also called cyclic consistency, namely for any t < N, o,y > a;fy1 Vit <

k—1 = a0 < ).

Afriat’s theorem tests for economics-based rationality; its remarkable property is that
it gives a necessary and sufficient condition for a system to be a utility maximizer based on
the system’s input-output response. Although GARP in statement 4 in Theorem [19|is not
critical to the developments in this chapter, it is of high significance in micro-economic
theory and is stated here for completeness. The feasibility of the set of inequalities
can be checked using a linear programming solver; alternatively GARP can be checked

using Warshall’s algorithm with O(N?) computations [130,/131].

9As pointed out in [[130], a remarkable feature of Afriat’s theorem is that if the dataset can be rationalized
by a monotone utility function, then it can be rationalized by a continuous, concave, monotonic utility
function. Put another way, continuity and concavity cannot be refuted with a finite datasaset.

125



The recovered utility using is not unique; indeed any positive monotone
increasing transformation of (3.19) also satisfies Afriat’s Theorem; that is, the utility
function constructed is ordinal. This is the reason why the budget constraint o/, 5 < 1 is
without generality; it can be scaled by an arbitrary positive constant and Theorem |19 still
holds. In signal processing terminology, Afriat’s Theorem can be viewed as set-valued
system identification of an argmax system; set-valued since yields a set of utility

functions that rationalize the finite dataset D.

3.3.2 Beam Allocation: Revealed Preference Test

This section constructs a test to identify a cognitive radar that switches its beam adaptively
between targets. This example is based on [103] and is presented here for completeness
The setup is schematically shown in Figure We view each component ¢ of the probe
signal o, (7) as the trace of the information matrix (inverse covariance) of target i. We
use the trace of the information matrix of each target in our probe signal — this allows us
to consider multiple targets. Since the adversarial radar is assumed to be stationary, the

target covariance used to define the probe for the radar is indeed the maneuver covariance.

The setup in Figure [3.4|differs significantly from the setup of Figure 3.2|considered in
the previous section. First, the adversary in the current setup is an economically rational
agent. In Figure [3.2] the adversary is only specified at a lower level of abstraction as
using a Bayesian filter to track our maneuvers. Second, this section abstracts adversary’s
actions at the fast time scale indexed by %k by an appropriately defined response at the
slow time scale indexed by n. The previous section’s analysis was confined to the actions
generated only at the fast time scale k. Lastly, Figure 3.4|assumes the abstracted response

By of the adversary is measured accurately by us as opposed to a noisy measurement ay,
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of the adversary’s action uy, in Figure 3.2

Suppose a radar adaptively switches its beam between m targets where these m targets
are controlled by us. As in (3.4)), on the fast time scale indexed by k, each target 7 has

linear Gaussian dynamics and the adversary radar obtains linear Gaussian measurements:

Th = Azl +wp, 3o~
ye =Cuat +ovp, i=12,....,m (3.20)

Here w ~ N(0,Q, (7)), vi ~ N (0, R,(7)). Recall from Figure [3.4| that n indexes the
epoch (slow time scale) and & indexes the fast time scale within the epoch. We assume

that both ),,(7) and R,,(7) are known to us and the adversary.

The adversary’s radar tracks our m targets using Kalman filter trackers. The fraction
of time the radar allocates to each target ¢ in epoch n is 3,,(i). The price the radar pays
for each target ¢ at the beginning of epoch n is the trace of the predicted accuracy of
target 7. Recall that this is the trace of the inverse of the predicted covariance at epoch n

using the Kalman predictor
an(i) = te(X, (@), i=1,...,m (3.21)

The predicted covariance ¥, (¢) is a deterministic function of the maneuver covariance
Q. (i) of target i. So the prob a, (i) is a signal that we can choose, since it is a
deterministic function of the maneuver covariance ), (i) of target i. We abstract the
target’s covariance by its trace denoted by «, (7). Note also that the observation noise
covariance R, (i) depends on the adversary’s radar response [3,(7), i.e., the fraction of
time allocated to target .. We assume that each target ¢ can estimate the fraction of time

B,(7) the adversary’s radar allocates to it using a radar detector.

1%In comparison to (3.4), the velocity and acceleration elements of x% in (3:20) must be multiplied by
normalization factors At and (At)? respectively, for (3:21)) to be dimensionally correct, where At is the
time duration between two discrete time instants on the fast time scale.
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Given the time series «,, 5,, n = 1,..., N, our aim is to detect if the adversary’s
radar is cognitive. We assume that a cognitive radar optimizes its beam allocation as the

following constrained optimization:
Bn, = argmax U(B), s.t. B'a, < p., (3.22)
B

where U () is the adversary radar’s utility function (unknown to us) and p, € R isa

pre-specified average accuracy of all m targets.

The economics-based rationale for the budget constraint is natural: For targets that
are cheaper (lower accuracy (7)), the radar has incentive to devote more time [3,,(7).
However, given its resource constraints, the radar can achieve at most an average accuracy

of p, over all targets.

The setup in (3.22)) is directly amenable to Afriat’s Theorem Thus can
be used to test if the radar satisfies utility maximization in its beam scheduling (3.22)
and also estimate the set of utility functions (3.19). Furthermore (as in Afriat’s theorem)
since the utility is ordinal, p, can be chosen as 1 without loss of generality (and therefore

does not need to be known by us).

3.3.3 Waveform adaptation: Revealed Preference Test for Non-

linear budgets

In the previous subsection, we tested for cognitivity of a radar by viewing it as an abstract
system that switches its beam adaptively between targets. Here, we discuss cognitivity
with respect to waveform design. Specifically, we construct a test to identify cognitive
behavior of an adversary radar that optimizes its waveform based on the SINR of the

target measurement. By using a generalization of Afriat’s theorem (Theorem to
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non-linear budgets, our main aim is to detect if a radar intelligently chooses its waveform
to maximize an underlying utility subject to signal processing constraints. Our setup
below differs from [[103]] since we introduce the SINR as a nonlinear budget constraint;

in comparison [103]] uses a spectral budget constraint.

We start by briefly outlining the generalized utility maximization setup.

Definition 20 ( [124]) A system is a generalized utility maximizer if for every probe

o, € R, the response (3, € R™ satisfies

B, € argmax U(/3) (3.23)

gn(B)<0

where U () is a monotone utility function and g, (-) is monotonically increasing in 5.

The above utility maximization model generalizes Definition |18|since the budget con-
straint g,,(3) < 0 can accommodate non-linear budgets and includes the linear budget
constraint of Definition [I8|as a special case. The result below provides an explicit test
for a system that maximizes utility in the sense of Definition [20|and constructs a set of

utility functions that rationalizes the decisions (3,, of the utility maximizer.

Theorem 21 (Test for rationality with nonlinear budget [124]) Let B, = {5 €
R gn(B) < 0} with g, : R™ — R an increasing, continuous function and g,(f,) = 0

forn =1,... N. Then the following conditions are equivalent:

1) There exists a monotone continuous utility function U that rationalizes the data set

{Bn,B,},n=1,...N. That is

ﬂn = argmaXU(6)7 gn(ﬂ) S 0

B
2) There exist positive reals u;, \y > 0, t = 1,2,..., N, such that the following inequal-
ities hold.
us —up — Mgi(Bs) <0 Vt,se€{1,2,... N} (3.24)
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The monotone, concave utility function given by

U(f) = min }{Ut +Agi(8)} (3.25)

te{l,..N
constructed using u; and \; defined in rationalizes the data set by satisfying

(3.23).
3) The data set {5, B,},n =1,..., N satisfies GARP:

9:(B;) < g(Br) = g;(Br) >0 (3.26)

Like Afriat’s theorem, the above result provides a necessary and sufficient condition
for a system to be a utility maximizer based on the system’s input-output response. In
spite of a non-linear budget constraint, it can be easily verified that the constructed utility
function U () is ordinal since any positive monotone increasing transformation

of (3.25) satisfies the GARP inequalities (3.20)).

We now justify the non-linear budget constraint in (3.23)) in the context of the cognitive
radar by formulating an optimization problem the radar solves equivalent to Definition
Suppose we observe the radar overn = 1,2, ..., N time epochs (slow varying time scale).
At the n'" epoch, we probe the radar with an interference vector o, € R™. The radar
responds with waveform f3,, € Rf . We assume the chosen waveform (3, maximizes the
radar’s underlying utility function while ensuring the radar’s SINR exceeds a particular
threshold ¢ > 0, where the SINR of the radar given probe « and response 3 is defined as
5'Qs

SINR(a, B) = W.

(3.27)

In (3.27), the radar’s signal power (numerator) and interference power (first term
in denominator) are assumed to be quadratic forms of ), P(«) respectively, where
Q, P(a) € RM*M gare positive definite matrices known to us. The term v > 0 is

the noise power. The SINR definition in (3.27) is a more general formulation of the
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SCNR (3.33) of a cognitive radar derived in Sec.[3.4]using clutter response models [132]].
The matrices (), P(«) are analogous to the covariance of the channel impulse response
matrices H,(-) and H,(-) corresponding to the target and clutter (external interference)

channels, respectively (see Sec. for a discussion).

Having defined the SINR above in (3.27)), we now formalize the radar’s response (3,
given probe «,,, n = 1,2, ... as the solution of the following constrained optimization
problem.

B € argmax U(f3), s.t. SINR(«a,, ) >0 (3.28)

B
Clearly, the above setup falls under the non-linear utility maximization setup in Defini-
tion 20]by defining the non-linear budget g,,(-) as g, () = d — STR(c,, 8) where STR(:)
is defined in (3.27). It only remains to show that this definition of g,,(3) is monotonically
increasing in 3. Theorem [22]stated below establishes two conditions that are sufficient

for g, (/) to be monotonically increasing in f3.

Theorem 22 Suppose that the adversary radar uses the SINR constraint (3.28]). Then
gn(B) = 6 — SIR(av,, B) is monotonically increasing in [ if the following two conditions

hold.

1. The matrix Q) is a diagonal matrix with off-diagonal elements equal to zero.
2. The matrix <C%;”)P(an) — Q) is component-wise less than 0 for all n €
{1,2,... N}, where cp(a,) > 0 and dg > 0 denote the smallest and largest

eigenvalues of P(«,) and Q) respectively.

The proof of Theorem [22] follows from elementary calculus and omitted for brevity.
Hence, assuming the two conditions hold in Theorem above, we can use the results

from Theorem [21] to test if the radar satisfies utility maximization in its waveform
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Figure 3.5: Schematic of transmit channel H,, clutter channel /. and interference signal
H, involving an adversarial cognitive radar and us. We observe the radar’s waveform
W in noise. The aim is to engineer the interference signal H,, to confuse the adversary
cognitive radar.

design (3.28) and also estimate the set of feasible utility functions U(-) (3.28) that

rationalizes the radar’s responses { /3, }.

3.4 Designing Smart Interference To Confuse Cognitive Radar

This section discusses how we can engineer (design) external interference (a probing
signal) at the physical layer level to confuse a cognitive radar. By abstracting the probing
signal to a channel in the frequency domain, our objective is to minimize the signal
power of the interference generated by us while ensuring the SCNR of the radar does not
exceed a pre-defined threshold. The setup is schematically shown in Figure Note
that the level of abstraction used in this section is at the Wiener filter pulse/waveform
level; whereas the previous two sections were at the systems level (which uses the utility
maximization framework) and tracker level (which uses the Kalman filter formalism),
respectively. This is consistent with the design theme of sense globally (high level of

abstraction) and act locally (lower level of abstraction).
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As can be seen in the SCNR expression (3.33)), the interference signal power manifests
as additional clutter perceived by the radar in the denominator thus forcing the SCNR
to go down. The radar then re-designs its waveform to maximize its SCNR given our
interference signal. We observe the adversarial radar’s chosen waveform in noise. Our
task can thus be re-formulated as choosing the interference signal with minimal power
while ensuring that with probability at least 1 — ¢, the optimized SCNR lies below a
threshold level A. Here , ¢ and A are user-defined parameters. This approach closely
follows the formulation in Sec.[3.3.3] where the cognitive radar chooses the optimal
waveform while ensuring the SINR exceeds a threshold value. Further, the SCNR of the
adversary’s radar defined in (3.34) below can be interpreted as a monotone function of
the radar’s utility function in the abstracted setup of Sec.[3.3.3] since in complete analogy
to the utility maximization model of Sec.[3.3.3] this section assumes the radar maximizes

its SCNR in the presence of smart interference signals (probes).

3.4.1 Interference Signal Model

We first characterize how a cognitive radar optimally chooses its waveform based on
its perceived interference. The radar’s objective is to choose the optimal waveform that

maximizes its signal-to-interference-plus-noise (SINR) ratio.

Suppose we observe the adversarial radar over [ = 1,2 ... L pulses, where each pulse
comprises n = 1,2, ... N discrete time steps. A single-input single-output (SISO) radar
system has two channel impulse responses, one for the target and the other for clutter. Let
w(n) denote the radar transmit waveform and h;(n), h.(n) denote the target and clutter

channel impulse responses, respectively. Then, the radar measurements corresponding to
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the [-th pulse can be expressed as
z(n,l) = h(n,l) ® w(n,l) + he(n,l) ® w(n,l) + e (n,1) (3.29)

where ® represents a convolution operator and e,.(n, [) is the radar measurement noise
modeled as an i.i.d random variable with zero mean and known variance 2. We model
the radar’s measurement using the stochastic Green’s function impulse response model
presented in [[132], where the radar’s electromagnetic channel is modeled using a physics

based impulse response.

Since convolution in the time domain can be expressed as multiplication in the
frequency domain (with notation in upper case), we can express the measurements in the

frequency domain as follows:
X (k1) = Hi(k, )W (k, 1) + Ho(k, )W (k, 1) + E.(k,1) (3.30)

where k € K = {1,..., K} is the frequency bin index. Eq. (3.30) can be extended to an

I x J MIMO radar and the received signal at the j-th receiver is given by
I
Xj(k:, ) = ZHtij(k:, DWi(k, 1) + Hcl.j(k:, DWi(k, 1) + Em(k, 0), (3.31)
i=1

Vk € {1,... K}. Using matrices and vectors obtained by stacking and concatenating
(331) for all i, j, and k, the MIMO radar measurement model at the /*" pulse in vector-

matrix form can be expressed as
X(I) = H, ()W (1) + H ()W (1) + E, (1) (3.32)

where X (1) € CU*%)*1 js the received signal vector, H, (1), H,(l) € C/XK)x(IxJxK)
are the effective transmit and clutter channel impulse response matrices respectively,
W (1) € CUxIxK)x1 g the radar’s effective waveform vector. E,. (1) € C/*5)*1 s the
effective additive noise vector modeled as a zero mean i.i.d random variable (independent
over pulses) with covariance matrix C, € R*N)x(UxK) ¢ = (52 /K)I = 62I. The

block diagram in Fig. [3.5|shows the entire procedure for this model.
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3.4.2 Smart Interference to confuse the adversary radar

The aim of this section is to design optimal interference signals (to confuse the adversary

cognitive radar) by solving a probabilistically constrained optimization problem.

At the beginning of the [*

pulse, the adversary radar transmits a pilot signal to
estimate the transmit and clutter channel impulse responses H,(l) and H . (l) respectively.
Assuming it has a perfect estimate of H,(l) and H.(l), the radar then chooses the optimal
waveform W*([) such that SCNR defined below in (3.33)) is maximized. The radar’s
waveform W* (1) is the solution to the following optimization problem

W*(l) = argmax SCNR(H(l),H.(l),W(l)), (3.33)

W(:[W (1) [|l2=1

where the SCNR is defined as

| =W,
SCNR(H,, H.,W) = ~. (3.34)
E{|HW + E.||}}
Denote the maximum SCNR achieved in (3.33) as
SCNRuwax (H(1), H (1), 02) = SCNR(H,(1), H.(1), W*(1)). (3.35)

Given H,(l), H.(I) and the radar’s measurement noise power o2, the radar generates an
optimal waveform at the ['" pulse using (3-33) as the solution to the following eigenvector

problem [[100]:

AW*(1) = \W*(1)

A= ((Hc(l)’Hc(l) + 521)*1Ht(l)’Ht(l)),

T

Here ()" denotes the Hermitian transpose operator.

As an external observer, we send a sequence of probe signals P = {H,(l),l €

{1,2,...L}} over L pulses to confuse the adversary radar and degrade its performance.
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The interference signal H,(I — 1) at the (I — 1)"" affects only radar’s clutter channel
impulse response H () at the /*" pulse which subsequently results in change of optimal
waveform chosen by the radar W*([). We measure the optimal waveform at the
I*" pulse in noise as Y (/). We assume constant transmit and clutter channel impulse
responses H,, H. in the absence of the probe signals P. The dynamics of our interaction

with the adversary radar due to probe P are as follows and schematically shown in

Fig.[3.6;

H,()=H,+H,(1-1) (3.36)
H(l) = H, (3.37)

((HH0) + 320) " H('H (1) )W (1)
= AW () (3.38)

Y () = W*(l) + Eo(I). (3.39)

In (3.39), E,(1) is our measurement noise modeled as a zero mean i.i.d random vari-
able (independent over pulses) sampled from a known pdf f, with zero mean and

covariance C, = (02/K)I = 521I.

/1
.’

[=1 1=2 [=3  seeee

Figure 3.6: Schematic of smart interference design to confuse the cognitive radar. The
interference signal at the [ pulse affects the waveform choice of the radar in the (I +1)%"
pulse. We record the noisy waveform measurement Y (/+ 1) and generate the interference
signal for the (I + 2)™ pulse.

Our objective is to optimally design the probe signals P* = {H(l),l € {1,... L}}

that minimizes the interference signal power such that for a pre-defined A > 0, there
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exists € € [0, 1) such that the probability the SCNR of the radar lies below A exceeds
(1 —¢),foralll=1,2,...L.
L
(1,020 . ) ; Hy IV ()

s.t. Py (SCNR(H, (1), H.(1),Y (1)) < A) > 1 — e,

Vie {1,2,3,...L}. (3.40)

Here, P/(-) denotes the probability wrt pdf f. The design parameter A is the SCNR
(performance) upper bound of the cognitive radar. To confuse the radar, our task is to
ensure the SCNR of the radar is less than A with probability at least 1 — €. Hence, ¢
is the maximum probability of failure to confuse the radar with our smart interference
signals. Although not explicitly shown, the SCNR,,,.x expression in depends on

our interference signal H,, as depicted in (3.36).

Solving the non-convex optimization problem (3.40) is challenging except for trivial
cases. It involves two inter-related components (i) Estimating the transmit and clutter
channel impulse responses H;, H. from observation Y (/) and (ii) Using the estimated
value of channel impulse responses to generate the interference signal H, (). Moreover,
solving for H . and H, from recursive equations (3.36) through (3.39) for{ = 1,..., L is

a challenging problem since it does not have an analytical closed form solution.

With the above formulation, we can now discuss construction of smart inference to
confuse the adversary radar. The cognitive radar maximizes its energy in the direction of
its target impulse response and transfer function. As soon as we have an accurate estimate
of the target channel transfer function from the L pulses, we can immediately generate
signal dependent interference that nulls the target returns. Even if the clutter channel
impulse response changes after we perform our estimation, since the target channel is

stationary for longer durations, the signal dependent interference will work successfully
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for several pulses after we compute the estimate. The main take away from this approach
is that we are exploiting the fact that the cognitive radar provides information about its

channel by optimizing the waveform with respect to its environment.

3.4.3 Numerical example illustrating design of smart interference

We conclude this section with a numerical example that illustrates the smart interference

framework developed above. The simulation setup is as follows:

L = 2 pulses (optimization horizon in (3.40)).

Impulse response matrices for transmit channel H, = [7 7], clutter channel H, =
[1 1], and adversary radar noise covariance 62 = 1 (3.32).

* Design parameters: SCNR upper bound A = {2.8, 3, 3.2}, minimum probability
of success

e = 0.2,0.3 (340).

* Probe signals for pulse index:

[=1, Hy(1) = [0.2r 0.5¢], [ = 2, H,(2) = [0.4r 0.47]. (3.41)

The smart interference parameter r > () parametrizes the magnitude of the probe
signals . The aim is to find the optimal probe signals H,(I), { = 1,2 parametrized
by r in that solves (3.40). The corresponding value of r is our optimal smart
interference parameter.

* Our measurement noise covariance is 5> = 0.1 (3.39).

Figure |3.7| displays the performance of the cognitive radar as our smart interference
parameter 7 is varied. It shows that increasing r leads to increased confusion (worse

SCNR performance) of the cognitive radar. Specifically, we plot the LHS of (3.40)),
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namely, P, (SCNR(H(l),H.(1),Y (l)) < A), for SCNR upper bound A € {2.8, 3,3.2}.
Recall that this is the probability with which the maximum SCNR of the radar (3.35)) lies
below A.

To glean insight from Figure let 7*(A, €) denote the optimal smart interference
parameter that solves (3.40) for design parameters A and e. Figure[3.7)shows that r* (A, €)
decreases with both design parameters A and €. This can be justified as follows. For a
fixed value of failure probability e, increasing the upper bound A implies the constraint
(3.40)) is satisfied for smaller r, hence the optimal interference parameter r*(A, ¢) de-
creases with A. Recall ¢ upper bounds the probability with which the maximum SCNR
of the radar exceeds A. Increasing € (or equivalently, relaxing the maximum probability
of failure) allows us to decrease the magnitude of the probe signals without violating the

constraint in (3.40) for a fixed A. Hence, 7*(A, €) decreases with both A and e.

3.5 Conclusion

This chapter considered three important inter-related aspects of adversarial inference
involving cognitive radars. First we discussed inverse tracking (estimating the adversary
tracker’s estimate based on the radar’s actions) and calibration of the adversary’s sen-
sor accuracy. Then we presented a revealed preferences methodology for identifying
cognitive radars; i.e., identifying a constrained utility maximizer. Finally, we discussed
designing interference to confuse the cognitive radar. The above three aspects are inter-
related as depicted in Figure The levels of abstraction range from smart interference
design based on Wiener filters (at the pulse/waveform level), inverse Kalman filters at
the tracking level and revealed preferences for identifying utility maximization at the

systems level.
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Figure 3.7: The figure illustrates the performance of the cognitive radar as our smart
interference parameter 7 in is varied. The plots display the LHS of (3.40)), namely,
probability that the radar’s maximum SCNR (which depends on 7 (3.41))) is smaller than
threshold A. The probability curves are plotted for A = 2.8, 3, 3.2 and signify the extent
of SCNR degradation as a function of the magnitude of the probe signal.

Extensions

The results in this chapter lead to several interesting future extensions. There is strong
motivation to determine analytic performance bounds for inverse tracking/filtering and
estimation of the adversary’s sensor gain. Another aspect (not considered here) is when
the adversary does not know the transition kernel of our dynamics; the adversary then
needs to estimate this transition kernel, and we need to estimate the estimate of this
transition kernel. In future work we will design the smart interference problem (3.40) as
a stochastic control problem; since dynamic programming is intractable we will explore

limited look-ahead policies and open-loop feedback control.
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Regarding identifying cognitive radars, it is worthwhile developing statistical tests
for utility maximization when the response of the utility maximizing adversarial radar
is observed in noise; see Varian’s work [[131] on noisy revealed preference. Ongoing
research in developing a dynamic revealed preference framework will be used to extend
the beam allocation problem of Sec.[3.3.2to a multi-horizon setup where we analyze
batches of adversary responses over multiple slow time scale epochs. Another natural
extension is to a Bayesian context, namely, identifying a radar that is a Bayesian utility
maximizer. We refer to [2] for seminal work in this area stemming from behavioral

economics.

Finally, in the design of controlled inference, it is worthwhile considering a game-
theoretic setting where the cognitive radar (adversary) and us interact dynamically. In
previous work [[133]] we studied simpler versions of the problem in the context of cross-
polarized jamming. Also, in future work, it is worthwhile to develop a stochastic gradient

algorithm for estimating the optimal probe signal.
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CHAPTER 4
UNIFICATION OF ECONOMICS-BASED IRL FOR BAYESIAN AND
NON-BAYESIAN DECISION SYSTEMS

4.1 Introduction

Afriat’s theorem [3,/76,(77,/134]] in revealed preference theory gives necessary and suf-
ficient conditions for a finite sequence of linear budget constraints and consumption
bundles to be rationalized by a monotone concave utility function. [4] generalized Afriat’s
theorem to general (non-linear) budget sets and provided feasibility conditions for utility
maximization under monotone budget constraints. More recently, in a Bayesian context
in information economics, authors in [2] address costly information acquisition and give
necessary and sufficient conditions for a finite sequence of utility functions and action
selection policies to be consistent with expected utility maximization with an information
acquisition cost. In this chapter, we refer to testing for costly information acquisition

in [2] as “revealed rational inattention”.

Revealed preference and revealed rational inattention, respectively, test for economics
based rationality (optimal decision making under resource constraints) in a non-Bayesian
and Bayesian sense, respectively. So it is intuitively plausible that there exists a one-
to-one correspondence between the two results. Our key finding is that the NIAC (No
Improving Attention Cycles) condition of [2, Theorem 1] in revealed rational inattention

is a special case of the General Axiom of Revealed Preference (GARP) [|77] used widely
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in revealed preference.ﬂ To the best of our knowledge, this result is newﬂ and stated
formally in Theorem To prove this result, we first develop a revealed preference
to test for cost minimization subject to utility constraints, and then extend the test to

probability vectors in the unit simplex equipped with the Blackwell partial order [138]].

Theorem [27| states that GARP for non-linear budgets is a generalization of the NIAC
condition [2]. Indeed, GARP is an acyclic condition due to unconstrained Lagrange
multipliers (marginal utility values) and is a less restrictive condition compared to the
the cyclical monotonicity structure of NIAC (@.21)). To complete the connection between
NIAC and GARP, we generalize the revealed rational inattention result of [2] to test for
expected utility maximization subject to a bound on the information acquisition cost (the
result Lagrange multipliers need not be a constant across decision problems unlike [2]).
The NIAC generalizes to a condition we term ‘GARRI’ (Generalized Axiom of Revealed
Rational Inattention), and show GARRI is equivalent to GARP under the variable map of

Theorem

Since we will unify revealed preference and revealed rational inattention, the reader
might wonder: how to abstract Bayes rule into the revealed preference formulation? It is
here that the usage of Blackwell partial order is critical. In the Bayesian framework, the
decision maker computes the posterior belief of the state of nature via Bayes rule using a
private measurement unknown to the analyst, and then takes an action observed by the

analyst. From the analyst’s perspective, the decision maker chooses analyst-observable

I'Specifically, the NIAC condition [2] is equivalent (under an appropriate variable map) to the feasibility
of Afriat inequalities [3]] for GARP with the additional constraint that the feasible Lagrange multipliers
are constant across all problem instances. On a related note, in Sec. we also discuss the equivalence
between the NIAC condition and the cyclical monotonicity condition for testing quasi-linear utility
maximization [[135]].

2 [2]] allude to the cyclical monotonicity condition of [[136] in the discussion of the NIAC condition.
This provided us with additional motivation to investigate the connection between revealed preference
and revealed rational inattention. Also, [[I37]] generalize the setup in [2] and consequently propose a
GARP-type condition for testing rational inattention. In Sec.[.4] we argue how our unification result
differs from that of [|137].
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probabilistic information structures that map the state to a distribution over actions. The
observed information structures are termed as action selection policies in this chapter,
that link the decision maker’s prior belief to its posterior belief given a chosen action. As
a result, the action selection policy also determines the decision maker’s expected utility.
We will show that the consumption bundle in the revealed preference test translates to
the action selection strategy (which is a probability distribution) in the revealed rational
inattention test. In revealed preference, an element-wise higher consumption good yields
a larger utility for the decision maker. Thus, the utility function is a monotonically
increasing function of the consumption bundle with respect to the natural (element-wise)
partial order on the Euclidean space (space of consumption bundles). In complete analogy,
for the Bayesian case, a more accurate action selection policy (in the Blackwell sense)
results in a higher expected utility of the Bayesian decision maker. Equivalently, the
expected utility in the Bayesian setup is monotone in the action selection policy with
respect to the Blackwell orderE] This analogy is crucial for the main unification result of
this chapter, Theorem [27]and is schematically shown in Fig.[4.1 We formally discuss
the Blackwell order and the monotonicity of expected utility wrt the Blackwell order
in Lemma To convey the key ideas early on in the chapter, we present below an

information version of our unification result, Theorem [27] below:

Theorem 23 (Unification Result (Informal)) (S1.) The NIAC condition [2] for re-
vealed rational inattention is a special case of GARP [4] under the Blackwell partial
order [|138] and an appropriate variable map.

(S2.) The minimum modification needed in the decision model of [2] so that a GARP-type
condition is necessary and sufficient for revealed rational inattention is the addition

of a multiplier that scales the decision maker’s expected utility. We term the ratio-

3For revealed rational inattention, it suffices to ensure weak monotonicity of the expected utility
with respect to attention strategies. One well-known partial order that satisfies this condition is the
Blackwell [|138]] order.
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nal inattention analog of the GARP condition as ‘GARRI’ (4.277)), defined formally in

Corollary

Several reasons motivate our chapter. Revealed preference and revealed rational
inattention are developed largely independently in the literature; an exception being
works like [[129]] that use revealed preference ideas to identify maximization of the mean
(not Bayesian) utility. However, unlike [2], the expected utility maximization problem
assumes the probability distribution over states of nature as an exogenous variable.
With our unification result, the results in these two areas can enrich each other. In
Sec.[.5] we extend the concept of robustness measures for goodness-of-fit in revealed
preference literature to revealed rational inattention. We also illustrate the rational
inattention analog of robustness measures to show rationally inattentive user engagement
behavior in a massive YouTube datasetﬂ Apart from applications in economics, revealed
preference methods have also been applied in areas like machine learning, specifically
for inverse reinforcement learning [6, 12,/141-143]], adversarial signal processing [[144]

and interpretable machine learning [[145].

Related Work

Extending the revealed preference test of [3]] to more general partially ordered sets
of consumption bundles dates back to [146], and more recently, to [[147] where the
consumption bundles are partially ordered via first-order stochastic dominance. [148,149]
generalize the revealed preference test to the partial order over probability distributions
(mixed strategies). Unlike the problem setting in this chapter, the decision maker in [[149]

does not update its belief via Bayes rule. The subtle distinction between [149] and our

“The term ‘user engagement’ is used widely in the literature [36}/139,140] to describe user interaction
on online multimedia platforms.

145



Revealed preference Revealed rational inattention

Afriat's test Test for Rational Inattention
- Known discrete-valued utility function
- Unknown information acquisition cost
- Constant utility multipliers

- Known budget constraint

- Unknown utility Forges an. d

Minelli, 2009
Afriat's test for non-linear budgets

- Known non-linear budget constraints Corollary 1
- Unknown utility
¢ Theorem 2
Equivalent via Test for Rational Inattention
Afriat's Test Theorem 5 - Known discrete-valued utility function

- Known attention strategy

- Unknown information acquisition cost

- Unknown non-constant utility multipliers
- Conditionally Optimal Bayesian Agent

- Known utility constraint
- Unknown cost

Figure 4.1: Schematic illustration of the main result in this chapter. In Theorem
we devise a revealed preference test for known utility constraints but unknown cost. In
Corollary [30] we propose necessary and sufficient conditions for a costly information
acquisition of a decision maker, where the decision maker follows a generalized decision
model compared to that [2]. Finally, in our main result, Theorem we construct a
one-to-one equivalence map between the revealed preference test of Theorems [25|and
the revealed rational inattention test of Corollary [30} and show that the NIAC condition
for revealed rational inattention is a special case of the GARP condition in revealed
preference.

work is that the decision maker’s choice in this chapter lies in the Cartesian product
of probability simplices and thus requires a different partial order. [150] consider a
generalized decision model (compared to [2]]) for the Bayesian agent, and give necessary
and sufficient conditions for Bayesian rationality, namely, NIAS and GACI (Generalized
Axiom of Costly Information) that generalize Theorem 1 in [2]. In this chapter, we
focus primarily on the result of [2]] and its connection to revealed preference. In spite
of a unification flavor in the result of [[150] where GACI and GARP are discussed in a
similar vein, the variable map in the unification result of this chapter is distinct from that
used by [[150] to formulate GACI. Finally, [[151] unify multiple approaches in revealed
preference theory under an algebraic axiom of revealed preference. Our result builds
on [[151]] in that we connect revealed preference to revealed rational inattention [2}/15]]

where the consumer’s response takes the form of attention strategies and action selection
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Figure 4.2: Schematic of the deep auto-encoder architecture (Image taken from Medium).
The auto-encoder takes in as input and outputs an RGB image (high-dimensional data).
The key feature of the auto-encoder is the ‘latent space representation’ or the ‘bottleneck’
in the above architecture, and is interpreted as a low-dimensional embedding of the input
image. Auto-encoders are widely used in image processing and machine learning to
generate compact representations of high-dimensional data [152H155]]. In this chapter,
we train a auto-encoder to convert YouTube videos’ thumbnails into 16 dimensional
features, that are further mapped to one of 6 feature bins. The video thumbnail’s feature
bin, appended with the video title’s sentiment (positive, negative,neutral) generated by
an NLP-based sentiment analyzer is the ‘state’ of the YouTube user in the rationally

inattentive utility maximization model {.16)), @.17).

policies, and the aim is to test for costly information acquisition. Also, we discuss relevant
works that bridge revealed preference and revealed rational inattention in Sec..4]in more

detail.

Terminology

We use the terms ‘costly information acquisition’, ‘rationally inattentive utility maxi-
mization’, ‘rational inattention’ and ‘Bayesian rationality’ interchangeably in the chapter.

We also use the terms ‘decision maker’ and ‘agent’ interchangeably.
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Outline of Results

e Revealed preference background:

In Sec.[4.2] we introduce the key results of revealed preference and revealed rational
inattention. We also propose: (i) the test RP,,,4, an extension of the classical revealed
preference test to identify the existence of a rationalizing cost subject to utility constraints
on the decision maker, and (ii) the test, RI,,.q, a modification of the revealed rational
inattention that introduces one extra degree of freedom in the objective function of the
Bayesian decision maker.

e Unification result - Relating GARP and NIAC:

Theorem [27]in Sec.[4.3|is our key unification result that says that RP,,.q is equivalent
to Rl,,0q when the Bayesian decision maker is assumed to be conditionally optimal - it
chooses the action that maximizes its expected utility conditioned on its posterior belief.
Our second result, Corollary |30}, introduced the minimal set of assumptions that facilitates
testing for rational inattention via a GARP-type inequality, we term this inequality as
GARRI (Generalized Axiom of Revealed Rational Inattention).

e Discussion of related works:

Sec.[d.4] discusses existing works in the literature that bridge the methodologies of re-
vealed preference and revealed rational inattention, and also highlights the differences
between existing unification results and the key results of Sec.[4.3]

e Extending robustness measures in revealed preference to revealed rational inattention:
Building on the unification results in Sec.[4.3] Sec.[.5|introduces robustness measures
for revealed rational inattention that measure how far a dataset is from being consistent
with rationally inattentive behavior. We introduce Bayesian analogs of well-studied
robustness measures in the literature, for example, the Afriat’s efficiency index [156]], the
Houtman-Maks index [157] and the minimal perturbation test [158]. To the best of our

knowledge, robustness measures for revealed rational inattention have not been explored
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in the literature.

® Robustness analysis of revealed rational inattention on a real-world YouTube dataset:
Finally, in Sec.[2.5] we perform a revealed rational inattention test on a real-world
YouTube dataset comprising meta-data from approximately 140, 000 videos. The meta-
data in the YouTube dataset comprises the video thumbnail, title, viewcount, number
of comments, and number of likes and dislikes on each video, recorded after 20 days
of posting the video. The numerical experiments on the YouTube dataset extend our
recent works [12,/143]] in the following aspects: (i) we present a novel deep auto-encoder
and natural language processing (NLP)-based feature extraction procedure for YouTube
metadata (video thumbnail and title), (ii) we use the equivalence results developed in the
chapter to conduct a systematic robustness analysis of YouTube metadata by computing
robustness measures adapted from revealed preference theory, and (iii) we test for a gen-
eralized rational inattention model compared to that proposed by [2]]. Testing YouTube
metadata for a generalized model of rational inattention is useful because YouTube user
engagement literature [[159-161]] shows that different groups of YouTube users have
different attention spans. In the rational inattention context, different attention spans
translates to different marginal costs of information acquisition. The forward optimiza-
tion model of [2] is restrictive in that the decision maker has the same marginal cost in
all decision problems (video categories in the YouTube context). The generalized model
proposed in Corollary [30| allows for non-constant attention spans in different decision
problems. In the context of the YouTube dataset for our numerical experiments, we use
the terms ‘user engagement’ and ‘commenting behavior’ interchangeably. Our numerical
results show that YouTube metadata features output pass the revealed rational inattention
test by a large margin, where the goodness-of-fit to the rational inattention model is
measured by computing the robustness metrics defined in Sec.4.5] All our numerical

results are completely reproducible and can be accessed from the GitHub repository
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4.2 Background

To set the stage for our unification result that relates revealed preference and revealed
rational inattention, we start with a review of the key results of [4] (revealed preference

for non-linear budgets) and [2] (revealed rational inattention).

4.2.1 Revealed preference (non-linear budget)

Theorem 24 ( [4]) Consider a decision maker that, at time k = 1,2, ..., K, chooses
a consumption bundle [, € R"" subject to a non-linear budget constraint g,(3) < 0.
Assume that gi(-) is continuous, monotone and known to the external analyst, the set
{Blgx(8) < 0} of feasible bundles is compact, and the budget constraint is active at [3y,

that is, gr(Bx) = 0. Then, the following statements are equivalent:

1. There exists a monotone, continuous utility function u : R'Y' — R that rationalizes the
data set { By, gr.(-) < O} -
Br € argmax u(f), s.t. gr(5) < 0. 4.1)
BeR™
2. The data set { B, gi(-) < 0}, satisfies GARP:

51@ ZHﬁ]ég](ﬁk)Zoa Vkaj€{172a"'7K}7k7éj> (42)

where the relation B, >y [; (‘revealed preferred to’) means there exists indices

il7i27 S 77;L such thatgk’(@h) S 07 gu(ﬁm) S 07 s 7giL(/8j) S 0.

150


https://github.com/KunalP117/YouTube-Commenting-Analysis

3. There exist positive scalars uy, A\, > 0, k = 1,2,..., K such that the following

inequalities hold:
us —up — Mge(Bs) <0 Vt, s €{1,2,... K} 4.3)

The reconstructed utility function G defined in (4.4)) below in terms of the feasible

variables in [@#.3) is monotone, continuous and rationalizes { By, gr.(-) < 0}, @I):

u(B) = kegﬂnK}{Ui@ + Aegi(6)} 4.4)

Theorem [24] says that a sequence of budget constraints and consumption bundles are
rationalized by a utility function if and only if a set of linear inequalities has a
feasible solution. The GARP condition (.2)) is equivalent (due to [77]]) to the cyclical
consistency condition proposed in [3]. For completeness, we remark that constraining A
in the feasibility test to be a constant for all &, and assuming a linear budget g (-)
in Theorem [24]is equivalent to testing for quasi-linear utility maximization [135], that
is, the cyclical monotonicity condition of [[135, Theorem 2.2] holds. Indeed, cyclical

monotonicity for quasi-linear utility maximization is a stronger condition than GARP.

Theorem [24]is a standard result in revealed preference literature. In Sec.d.2.2] below,
we extend Theorem [24] to the scenario when the the analyst knows the decision maker’s
utility, and tests for the existence of budget constraints that rationalize the decision

maker’s actions.

4.2.2 Modifying the revealed preference test: Observed utility, un-

observed budget constraint

Our key aim in this chapter is to establish a correspondence between revealed preference

and revealed rational inattention. However, both results differ in what the analyst knows
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about the decision maker’s decisions. Revealed rational inattention assumes the analyst
knows the decision maker’s utility function and tests for the existence of a rationalizing
information acquisition cost. Hence, to establish the correspondence, we need to modify
Theorem [24{to the case where the analyst knows the decision maker’s utility function
and tests for the existence of a rationalizing costE] We formalize this departure from the

problem setting in Theorem [24|in Assumption |1|{below.

Assumption 1 Consider the decision maker and analyst described in Theorem
(Al.1) The analyst’s aim is to test if the decision maker chooses its consumption bundles

optimally by solving the following optimization problem:

ﬁk S a“rgmin g(ﬁ)a uk(ﬁ) > UZ, Vk = 1727' . '7K' (45)

BER™T
In (&.5)), the decision maker minimizes the cost of choosing bundle (5 subject to a lower
bound on the utility.
(A1.2) The utility constraint in @.5)) is active, that is, u,(fy) = uj forallk = 1,2, ... K.

(A1.3) The analyst knows the dataset Dgrp defined as:

Drp = {up, uf, B e, (4.6)

(A1.4) The analyst’s aim is to identify if there exists a cost () that rationalizes the ana-
B . K .. .
lyst’s dataset Drp (@.6), that is, the observed responses { By }1-, solve the optimization

problem (4.5).

In @.5)), we refer to g(f) in (@.5)) as the ‘cost’ of purchasing consumption bundle /5,

in comparison to a budget constraint in classical revealed preference where the utility

3In classical revealed preference, the decision maker maximizes its utility (unknown to the analyst)
subject to an upper bound on their budget (known to the analyst). Assumption[T]modifies the classical setup
to the case where the decision maker minimizes a cost (unknown to the analyst) subject to a lower bound
on their utility (known to the analyst). Under mild conditions on the decision maker’s cost and utility, both
optimization problems are equivalent. However, for notational convenience, we pose the decision problem
in such a way that the revealed preference estimand is the decision maker’s objective function.
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function is unknown. The optimization problem in is a cost minimization problem
subject to a lower bound on the utility. A related model is studied in [162]] where the
decision maker at time k£ = 1,2, ..., K minimizes a cost function but is constrained to
choose its response from a specified compact set. In [162], analogous to WARP, the
Weak Axiom of Cost Minimization (WACM) is proposed as a necessary and sufficient
condition that rationalizes the dataset. In this chapter, we focus on relating GARP from
revealed preference theory to revealed rational inattention results. Hence, in Theorem [23]
below, our necessary and sufficient condition for rationalizability is expressed in terms
of the GARP condition (4.7) even though it is straightforward to express in the
style of [[162, Theorem 1]. We are now ready to state Theorem [25] In complete analogy
to Theorem [24] Theorem 25| below states necessary and sufficient conditions for utility

maximization when the analyst knows the decision maker’s utility constraints (4.5).

Theorem 25 (Revealed Preference (Unknown Cost, Known Utility Constraints)) Consider
a decision maker that, at time k = 1,2, ..., K, chooses a consumption bundle 3, € R
subject to a utility constraint ui(3) > uj. Suppose Assumption || holds and the set
{Blu(B) > u;} of feasible bundles is compact for all k. Then, the following statements

are equivalent:

1) There exists a monotone, continuous cost g : R" — R, that rationalizes the dataset

Drp, that is, (4.5) holds.
2) The data set { By, ur(Br) — ur ()}, satisfies GARP @2):

Bk >u B = uij(B;) < w;(Br), VE# 7, 4.7)

where the relation By, >y [3; implies there exists indices iy,1%9,...,11 such that

ug(Biy) = ur(Br), wiy (Biy) > wiy (Biy)s -5 win (B5) = i, (Biy)-

3) There exist positive scalars gy, \, > 0, k = 1,2,..., K such that the following
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inequalities hold:

Or equivalently, N\, ui(Br) — gr > M wi(B;) — g5, Vh,j € {1,2,..., K}, k#j
4.8)

We denote the inequalities (.8)) in abstract notation as RP({ug, B}). The recon-
structed cost § defined in d.9) below in terms of the feasible variables in (4.8)) is

monotone, continuous and rationalizes { By, up(-) > u} < | @3):

9(B) = ke{I}};fK}{gk + Ak (ue(B) — uk(Br)) - (4.9)
Theorem [25|above yields necessary and sufficient conditions for utility maximization
behavior when the decision maker’s utility function is observed by the analyst; its budget
(cost) is unobserved and must be reconstructed by the analyst by testing for feasibility of
a set of Afriat-type inequalities for rationalizability. The proof of Theorem 25]is in
the Appendix. At first sight, (4.5) in Theorem 25| appears to be a dual statement to the
optimization problem in Theorem [24] However, the proof does not use duality. Also,
in comparison to the reconstruction procedure (4.4) that yields a point-wise minimum of
piece-wise monotone functions, notice the reconstructed cost ¢ in (4.9) is a point-wise
maximum of piece-wise monotone functions. Indeed, if uy(+) is differentiable for all
decision maker’s actions. This result follows from [4, Proposition 2]. Notice how in
comparison to a piece-wise linear, concave utility reconstruction in Afriat’s theorem for
linear budget constraints, we now have a piece-wise linear convex cost that rationalizes

the decision maker’s actions if wu;, is differentiable.

Recall that our key objective is to establish a correspondence between revealed

preference and revealed rational inattention [2]. In revealed rational inattention, the
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analyst knows the agent’s utility and tests for the existence of a rationalizing information
acquisition cost. In Sec.[d.3] we will show that the setup in [2] is a Bayesian analog
of Theorem [25]and relate the reconstructed cost in (4.9) to the information acquisition
cost. The key takeaway of Theorem [25|is that we have a revealed preference test for
unobserved costs in terms of GARP. Authors in [137]] have generalized the forward
optimization problem in revealed rational inattention [2] so that the inverse learner uses
a Bayesian analog of GARP instead of NIAC to test for rational inattention. However,
as will be discussed in Theorem [27] the variable map for relating NIAC and GARP in
this chapter is distinct from [[137]]; we rely on the auxiliary revealed preference result of

Theorem [25]to establish the one-to-one correspondence.

4.2.3 Revealed Rational Inattention

Having introduced revealed preference results for non-linear budgets, we now turn
our attention to the Bayesian utility maximization setup of [2]. Since our aim is to
relate Theorem [25|to revealed rational inattention, we review the key revealed rational

inattention result of [2].

Before we state the key result, we describe the decision model of the Bayesian agent.
Suppose the decision maker acts in a sequence of decision problems £ = 1,2,..., K,
where the decision problem parametrizes the decision maker’s utility. The decision maker
in [2] is a Bayesian agent - it has a prior probability distribution 7, over a finite set of
states X'. In every decision problem k, the agent chooses an information structure o (-|x)
that maps every state x € X to a probability distribution over a finite set of subjective

signals ); the kernel o, is termed as the agent’s attention strategy in decision problem k:

Attention Strategy oy, : X — A()), (4.10)
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where A()) denotes the space of probability distributions over the set ). The agent then
observes a realized signal (random variable) ¥ € ) (and not the ground truth x) and
updates its belief (posterior) of the unobserved state x using Bayes rule:

mo(z) ek (y|)

4.11
e M@)o (g1 @D

Ty (T) =

After computing the belief 7, the agent then chooses an action a from a finite set of

actions A according the conditional action policy:
Conditional Action Policy ny : A(X) — A (4.12)

The agent’s attention strategy « and conditional action policy 7 induce the action
selection policy py(a|x) and is defined as the probability of choosing action « if the true

state 1S x:

pr(alz) = on(yl) milalm,), (4.13)

yey

where 7, is defined in @.T1) and conditional action selection policy ni(-|7) is the
probability the agent chooses action a given belief 7 in decision problem k. In the

revealed rational inattention problem, we assume the analyst knows the dataset:

Drrr = {mo, {pr(a|z), Ui}, (4.14)

In (4.14), 7, is the prior probability distribution over the state space X’ and py(a|z) is
the agent’s action selection policy defined in (@.13)). The variable U}, is the agent’s
discrete-valued utility in decision problem k£ that depends on the state x € X and action
ac A

U, ={Ui(z,a) eR, z € X,a € A}. (4.15)

The analyst’s aim in revealed rational inattention is to test if the Bayesian agent acts opti-
mally and maximizes its expected utility maximization less a non-negative information

cost L(x) that depends only the attention strategy . The forward optimization problem
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is termed as ‘rationally inattentive utility maximization’ in the literature:

Rationally Inattentive Utility Maximization:

(a) n(a|m,) € argmax Zﬂ'y WUk(z,a), Yy €Y (4.16)
PEA(A) reX
(b) oy, € argmax Jn,(a,Uy) — L(cx), where 4.17)
a:X—A(Y)
Jro(a,Uy) = Z iy (2{1&3\{2 my(x)Ug(x,a’) ) Zﬂ'o x)oy(y|x).
yey x
(4.18)

In (4.16), 7, denotes the agent’s belief computed using Bayes rule in after ob-
serving signal y € ). In @.17), A(S) denotes the space of probability distributions
over a set S. Eq.[d.16]ensures that the agent maximizes its conditional expected utility
given any posterior probability distribution 7 computed using (.11)). Assuming
is true, ensures that agent’s chosen attention strategy o, maximizes its objective
function, namely, expected utility minus an information acquisition cost. The
analyst’s aim 1is to test for the existence of an information cost L that rationalizes
the dataset Drr; (@.14), that is, the unobserved agent variables { oy, mx } 5, satisfy the
optimality conditions (4.16)), (4.17), which makes the revealed rational inattention result

of [2] stated below remarkable.

Theorem 26 (Revealed rational inattention [2]) Consider a Bayesian agent that faces
K decision problems, where decision problem k is parameterized by a finite set of states
X, signals Y, actions A and utility U, (4.13). Suppose an analyst knows the dataset
Drrr @T4) that comprises the agent’s action selection policies {py(a|z)}_, and its
utility functions {U}} | in the K decision problems. Then, the following statements
are equivalent:

1) There exists a monotone information acquisition cost L(c) that rationalizes the dataset

Drrr. That is, the agent’s unobserved attention strategy o, (4.10) and conditional action
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policy n, @.12)) solve the nested optimization problem (¢.16), @.17) for all decision
problems k= 1,2,... K.

2) The dataset Dy satisfies the ‘No-Improving-Action-Switches’ (NIAS) and the ‘No-

Improving-Action-Cycles’ (NIAC) conditions:

NIAS: > pi(xla) (Ug(z,a) = Up(z,b)) >0, Va#b abeA k=12 K

reX

(4.19)
NIAC: For any sequence of distinct indices iy, is, ..., iy € {1,2,..., K} (M < K),

(4.20)

the following inequality holds :

) ( S mole) pi (ale) Uimu,a)—G<pim+l<a\x>,vim>> >0,

m=1 zeX,acA
where iy =1y and : “4.21)
G(pj(alz), U ij mapr] rla) z,b) (4.22)

The variable G(-,-) in (4.22) is the Bayesian agent’s surrogate expected utility. In (4.21)),
the variable pi(a) = > mo(x)pk(alx) is the marginal distribution of the action a, the
variable py(x|a) = mo(x)pr(alx)/pr(a) is the posterior belief of the state when action a

is realized.

3) The dataset Dgg; satisfies the data-matching condition:

There exists ny, : Y — A(A) s.t. pp(alz) = an aly) oy (ylx), V k. (4.23)
y

Theorem [26]is well-known in the information economics literature [2]]; see [2} Sec. 10.2]

and [ 143, Sec. C.2.2] for the proof. The ‘No-Improving-Action-Switches” (NIAS) (4.19)
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and ‘No-Improving-Action-Cycles’ (NIAC) conditions in Theorem [26] are neces-
sary and sufficient for the existence of an information acquisition cost L that rationalizes
the dataset Dggy, that is, conditions (a) (4.16) and (b) hold. The first term in the
LHS in (4.21) is the expected utility of the agent in decision problem k. The second
term in the LHS is the agent’s surrogate expected utility G(p;,, ., (a|x),U;,, ), surrogate
since the expectation is in terms of the action selection policy of the agent, and not its
attention strategy. It is straightforward to show that the attention strategy Blackwell
dominates the action selection policy. We make the notion of Blackwell dominance
precise in Lemma 29 below. Due to Blackwell dominance and Lemma we further

have the following inequality:
G(pi'm+1 (a|w)7 inn) S G(aim+17 Uim) = J7TO <ai7n’ Ui"b) 4 187 (424)

where equality holds when i,,.1 = 7,,. A second observation that is crucial for the
unification result of Theorem 27| below is that G(p;,, (a|z),U;,) = Ju (e, U;,,) =
> wex.aca T0(2) pi,,(alz) Uy, (7, a) if and only if NIAS holds. Proving this relation
is straightforward and omitted for brevity. Intuitively, the term G(p;,,,,(alx),U;,,) is
a surrogate for the agent’s expected utility since the inverse learner does not know the
agent’s attention strategies. While necessity for optimality is straightforwardly deter-
mined, the sufficiency proof assumes 7 to be a one-to-one map; the surrogate expected

utility matches the true expected utility, that is, G(p;,.., (a|z),U;,,) = G(av,,.,, U;,,).

Abstractly, the NIAS condition is true if and only if condition (a) (4.16)) is true,
and the NIAC condition is true if and only if condition (b) (4.17) is true. Finally, the
data-matching condition (4.23) ensures that the dataset Dgg; is indeed generated from a

Bayesian decision maker that makes an action based on its realized posterior belief.
Discussion of Theorem[26]
1. Classical revealed rational inattention [2] assumes that there exists a single utility
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function U(z,a), x € X, a € A, and the Bayesian agent’s action choice in
decision problem £k is restricted to a subset .4, C A. This restriction can be
equivalently modeled as the decision maker having a utility function U, in decision
problem & without any restriction on the choice of actionsﬁ

2. Abstractly, Theorem 26]says that the analyst can test for rationally inattentive utility
maximization (4.16), even if the analyst only has access to a stochastically
garbled[]version of the attention strategy, namely, the action selection policy. We
discuss this concept of stochastic garbling in more detail later in the chapter in the

context of Blackwell [138] partial order on the space of probability distributions.

4.2.4 Revealed rational inattention and observability of Bayesian

agent’s decisions by the analyst

In revealed preference (Theorem 25]), the analyst observes the agent decisions accurately.
In revealed rational inattention (Theorem 26)), the analyst observes a noisy version of the
Bayesian agent’s decisions. A key yet unusual takeaway of revealed rational inattention
is that the analyst can test for rational inattention by treating the noisy measurement of

the agent decision as the true decision. We justify this claim below.

In the rational inattention model (.16), (@.17), the decision maker, in decision
problem k, chooses its attention strategy o and conditional action policy 7. The
quantities of interest to the Bayesian decision maker, namely, the information acquisition

cost L and expected utility ./ only depend on «;, and 7, in addition to the prior 7, that

®The problem setting in [2] is equivalent to setting U (x,a) = U(x, a) if a € Ay and —oo otherwise,
where U is the agent’s fixed utility over decision problems.

"Indeed, py(alz) = > ey nlalmy)a(yr). Hence, the matrix @ € [0, 121 with elements
Qa,y = n(a|m,) can be viewed as a noisy channel that takes as input the attention strategy o, and outputs
the action selection policy p(a|x).
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is assumed known to the analyst. Hence, it is intuitive to expect that test for optimal
Bayesian decision-making is possible only if the chosen attention strategies {ay, }1_,
and conditional action policies {n; }1, are known to the analyst performing revealed

rational inattention.

However, unlike revealed preference, the analyst only observes the action selection
policy px(alz) = 3,y m(y)au(y|r) that is a noisy (less informative) version of the
attention strategy ay,. Theorem [26]indicates that the knowledge of the action selection
policies suffices for testing Bayesian rationality. In the context of our equivalence
result stated in Theorem [27] below, testing if rational inattention (4.16), holds is
equivalent to testing if rational inattention (4.16)), holds when the attention strategy
ay, is replaced by the action selection policy pi(a|z). Hence, for the purpose of our
equivalence result, we can treat the effective Bayesian decision maker’s ‘response’ as
simply its action selection policy py(a|z) in decision problem k = 1,2,..., K. Let us

briefly elaborate on the above claims:

» If the agent is Bayes rational (@.16), (@.17), then the optimality condi-
tions (@.16), also hold when the attention strategy is replaced with the
action selection policy, a noisy version of the attention strategy. Indeed, the proof
of necessity of NIAS and NIAC for rational inattention shows that replacing the
attention strategy in (4.16)), with the action selection policy, and testing for
a weaker version of to ensure optimality over a finite number of strategies
yields the NIAS and NIAC inequalities. The key component in the necessity of
the NIAS and NIAC conditions for rational inattention is Blackwell dominance
discussed in Lemma@; at a deeper level, NIAS and NIAC is necessary for (4.16)
and to hold since the attention strategy ‘Blackwell dominates’ the action

selection policy.
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* The sufficiency proof of NIAS and NIAC for rational inattention assumes a one-
to-one map from the observation y to the action a. Since the attention strategy is
not observed, the analyst can assume that the observed action selection policy is
the same as the unobserved attention strategy without loss of generality. Afriat 3]
computes a set-valued utility function that rationalizes the finite dataset Drp (4.6).
In complete analogy, [2] exploit a result from quadratic assignment problems [[163]
to construct a set-valued rational inattention cost that is non-zero at the observed
finitely many action selection policies (or equivalently, the attention strategies) in
the K environments, and oo elsewhere. Since the reconstruction of the rational
inattention cost only occurs in the sufficiency part of the proof, it thus suffices to
replace the attention strategy with the action selection policy and simply check for
Bayesian rationality of the chosen action selection policies. For clarity, we also
express the reconstructed information acquisition cost as a function of the action
selection policy in the generalization of the revealed rational inattention test of [2]]
stated in Corollary [30| below and implicitly assume a one-to-one map from the

observations to the actions.

To summarize, in this section we justify how an analyst can test for Bayesian ratio-
nality (4.16), by assuming the observed action selection policy is the same as the
unobserved attention strategy. The key idea is that since the attention strategy is not
observed, the analyst can, without loss of generality, assume a one-to-one mapping from
the observation y to the action a. As a result, in the equivalence result below, we will show
that the Bayesian decision maker’s equivalent response is the action selection policy, and
not the unobserved attention strategy and conditional action policy. Also, in Corollary 30|
(a generalization of Theorem , the reconstructed information acquisition cost from the
revealed rational inattention test is expressed in terms of the action selection policy; it is

assumed that the action selection policy is the same as the unobserved attention strategy.
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4.3 Main Result. Unification of Revealed preference and Revealed

rational inattention

We present our first key result in this section that unifies revealed preference and revealed
rational inattention. Our unification result is Theorem 27| below. Informally, the key
takeaway of Theorem [27]is as follows:

The NIAC condition of [2|] is a special case of GARP if NIAS holds. If NIAC (@.21))
holds, then the GARP condition for utility maximization is true under an equivalent
variable map. If NIAS holds, and the Afriat-type feasibility inequalities (4.8)) are feasible
with the Lagrange multipliers A, set to 1 under the variable map, then the NIAC condition

is true.

Let us now formalize the above takeaways in Theorem [27) below.

Theorem 27 (Unification of revealed preference and revealed rational inattention)

Consider the revealed rational inattention result of Theorem|26|and the revealed prefer-
ence result of Theorem Recall that the analyst uses dataset Dy to test for
rational inattention (4.16)), in Theorem[26] and uses dataset Drp ({.0) to test for
utility maximization (4.5). Also, suppose the NIAS condition holds for the dataset

DRR[- Then:

1. The NIAC condition (4.21)) in Theorem[26]is a special case of GARP (@.7) under

the variable map below:

Revealed Preference Revealed Rational Inattention

o Time step k Decision problem k

e Response [y Action selection policy py(a|x)

O

e Utility Function uy((3) Expected Utility G(p(a|x),Uy) (@.22)
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e Utility Bound uj, & Expected Utility G(pi(a|z),Uy) @.22)

o Costg(p) < Information Acquisition Cost L (4.18))
e Element-wise partial order on the space & Blackwell partial order on the space
of consumption bundles (Euclidean space) of attention strategies (pmfs)

2. The following modification of rationally inattentive utility maximization (4.16)),
generalizes NIAC in the revealed rational inattention test of Theorem|26|to a GARP-
type condition:

Modified Rationally Inattentive Utility Maximization = (@.16) and the follow-

ing modification of (4.17) holds:

oy € argmax A\ Jo,(a,Uy) — L(a), or equivalently, (4.25)
a:X—A(Y)

oy € argmin L(a), subject to J,(a,Uy) > J;, (4.26)
a:X—A(Y)

where J.,(-) is defined in @.18), and A\, > 0 in @.25)) is a utility multiplier. We
formalize the GARP-type generalization of NIAC in Corollary |30, below. Also,
the setup in (4.25)) is the “minimum” modification needed wrt the forward deci-
sion model in [2|] specified by conditions (4.16)), that allows checking for

optimality of the chosen attention strategy via a GARP-type condition.

We prove Theorem [27]in Sec. and briefly discuss the intuition behind the proof
below. A key aspect of the unification result (statement (1)) in Theorem [27|is that the
equivalent variables in the Bayesian decision setup comprise only the variables observed
by the external analyst. For example, although the analyst knows the Bayesian decision
maker chooses the attention strategy a; and the action selection policy 7 (@.12), the
equivalent response under the variable map is only the observed action selection policy

pr(alz) that depends on oy, and 1. We justify this unusual claim in Sec.[4.2.4]
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The key idea behind relating NIAC and GARP is to first express the
NIAC condition for revealed rational inattention test in Theorem [26] as a feasibility
inequality (#.43) (see Sec.[4.7.2]for the proof), and then compare the feasibility inequality
to the Afriat-type inequality for the modified revealed preference test in Theorem[24]
Under the variable map outlined in statement (1) in Theorem [27|above, we observe in the
proof that the inequality is the same as with the Lagrange multipliers \; in
(4.8) set to 1. As a result, we show that NIAC is a special case of GARP, when NIAS is

true, under the variable map of Theorem

4.3.1 Discussion of Theorem 27

Theorem [27| presents three key results on the unification of revealed preference and

revealed rational inattention discussed in more detail below:

1. Assuming NIAS holds for the unification result. Recall from Theorem [26] that
the first term in the summation in the LHS of the NIAS feasibility condition
is the expected utility under the joint distribution 7y (z)p;,, (a|z). The variable
map in statement (1) of Theorem [27|requires that the surrogate expected utility
G(pi,,(alr), U, ) be equal to the expected utility >, , mo(2)p;,, (a|z)U,,, (2, a)
that holds only if NIAS is true. In words, the revealed rational inattention test
of Theorem [26] checks (a) if the decision maker chooses the optimal action given
its posterior belief from a realized observation, and (b) if the decision maker’s
expected utility from the chosen attention strategy less the information acquisition
cost exceeds that for any other attention strategy chosen in the remaining K — 1
decision problems. Assuming NIAS is true ensures the decision’s expected utility

> ea T0(T)pi, (a|)U;, (2, a) is the maximum possible utility for the decision
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maker, where the maximum is taken over all conditional action policies 7;,, . Put
differently, assuming NIAS to be true only requires the analyst to check NIAC
for testing rational inattention, and hence, enables a one-to-one comparison with
revealed preference.

. Treating the action selection policy as the effective response for the Bayesian
agent. The variable map in statement (1) in Theorem [27]states the the equivalent
response in the Bayesian setup is the action selection policy, a noisy version of the
unobserved attention strategy chosen by the agent. Although unusual, it suffices
for the analyst to treat the action selection policy to be the same as the attention
strategy for testing Bayesian rationality; we discuss this in more detail in Sec.[4.2.4]
. Relating NIAC and GARP via a variable map. Statement (1) in Theorem [27|es-
tablishes a one-to-one correspondence between revealed preference and revealed
rational inattention and relates both approaches via a variable map. The key take-
away is that NIAC is a special case of GARP, when NIAS is true. We see from
the variable map in Theorem [27/| that in the Bayesian decision framework, the
“effective” utility function from revealed preference is the surrogate expected utility
G that encodes both the prior pmf 7, and utility U, and depends on the
observed action selection policy. The cost g in revealed preference translates to the
information acquisition cost L in revealed rational inattention.

Statement (2) introduces a generalization of the forward optimization model con-
sidered in [2] for which the NIAC condition generalizes to a GARP-type condition.
We formalize the revealed rational inattention test for the generalized model in
Corollary [30] below. The generalization of NIAC, namely, GARRI defined in
in Corollary [30]is equivalent to a Bayesian analog of GARP, thus completely

unifying revealed rational inattention and revealed preference.
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4. Generalizing the rational inattention model of [2|]. The key distinction between the
generalized model (4.23) and the classical rational inattention model considered
in [2] specified by (4.16) and is the free variable )\;. Analogous to Theo-
rem [24| where the Lagrange multipliers can be interpreted as the marginal
utility of the decision maker, \;, in (4.23)) can be interpreted as the marginal cost in

the constrained cost minimization problem (4.26)). Eq.[d.17|is equivalent to (4.25])

with A\, set to a constant. As a result, the revealed rational inattention test of Theo-
rem 26 yields the cyclic NIAC condition for checking Bayesian rationality (.17).
However, the generalized model of has Ay as a free variable and must be
estimated by the external analyst in addition to testing for the existence of an infor-
mation acquisition cost. The revealed rational inattention test for the generalized
model yields the acyclic GARRI condition defined in (4.27) in Corollary [30| below,
and is equivalent to GARP under the above variable map.

5. Change of partial order from revealed preference to revealed rational inattention.
In the variable mapping of Theorem [27] the “response” c;; in the Bayesian setup
lies in the unit simplex of probability mass functions. More precisely, the response
belongs to the space A(Y)*!, where A()) is the unit simplex of pmfs over the
set of signals ). Clearly, with respect to the natural element-wise partial order
of Euclidean spaces, the expected utility J,,(ca, U) and information acquisition
cost L(a) are not monotonically increasing in . Hence, the unification result of
Theorem [27|involves equipping the space of attention strategies with a different
partial order, namely, the Blackwell partial order [[138] for probability measures

discussed in more detail below.
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4.3.2 Change of partial order from revealed preference to revealed

rational inattention

The change of partial order from the natural element-wise partial ordering of positive vec-
tors in the Euclidean space for revealed preference to the Blackwell [[138]] partial ordering
of attention strategies is a key component in establishing the one-to-one correspondence

in Theorem [27] above. Let us discuss the Blackwell order in detail.

Definition 28 (Blackwell order [138]) Consider two attention strategies o, €
A()¥, where X and Y denote the finite set of states and private signals, respec-
tively, in the rationally inattentive utility maximization framework of Theorem[26] Then,
a Blackwell dominates & (denoted as o >p &) if there exists a row-stochastic matrix QQ

such that o = a Q.

The Blackwell order introduces the notion of monotonicity in the space of attention strate-
gies (probability distributions). The Blackwell order is a partial order, since there exist
attention strategy pairs that cannot be ordered via the Blackwell relation (Definition [28]).
Intuitively, attention strategy o Blackwell dominates & if & is a noisy (garbled) version
of a.. In classical revealed preference results, the decision maker’s response belongs to
the Euclidean space. The standard assumption (and key to establishing revealed pref-
erences results) is to impose a monotonicity condition on the decision maker’s budget
constraint with respect to the element-wise partial ordering for the Euclidean space. The
Blackwell partial order can be viewed as a Bayesian analog of the element-wise ordering
for rational inattention. Recall from the equivalence result of Theorem [27|that a constraint
on the expected utility is the rational inattention analog of the decision maker’s budget

constraint in revealed preference. For the reader’s clarity, we show below the expected
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utility is monotone with respect to the Blackwell partial orderﬁ

Lemma 29 Consider the rationally inattentive utility maximization setup in Theorem
Suppose NIAS holds, that is, the decision maker chooses the optimal action given its
posterior belief. Also, suppose the space of attention strategies A(Y)*! (probability
simplices) are equipped with the Blackwell partial order B (Definition 28). Then, the
decision maker’s expected utility is monotonically increasing and convex in the

attention strategy.

The proof of Lemma[29]is in Sec. Lemma 29| facilitates the one-to-one correspon-
dence between the revealed preference results of Theorem 25| (element-wise partial order
over consumption vectors) and the revealed rational inattention result of Corollary

(Blackwell partial order over attention strategies).

Remark. Lemma 29| states the expected utility is monotone is the Bayesian decision
maker’s ‘response’, namely, the action selection policy under the Blackwell order. How-
ever, it is straightforward to show any convex functional is monotone wrt the Blackwell

order. Indeed, the expected utility (4.22) is convex in the action selection strategy.

To summarize, in revealed preference, the cost of consumption is monotone with
respect to the natural element-wise partial order on the Euclidean space. The recon-
structed utility function [3]] is a monotone function of the consumption cost, and hence,
is also monotone with respect to the natural element-wise partial order. In complete
analogy, in revealed rational inattention, the expected utility is monotone with respect

to the Blackwell order on the space of attention strategies. Corollary [30]below presents

8That a convex functional in monotone with respect to the Blackwell partial order is well-known in the
literature, and stated in the main text for completeness. In future work, we will investigate more general
partial orders such as interval dominance and integral precision dominance and how they affect revealed
rational inattention results.
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an Afriat-type reconstruction of a valid information acquisition cost. The reconstructed
information acquisition cost is a monotone function of the expected utility, and hence, is

also monotone with respect to the Blackwell order.

Finally, Lemma [29]is particularly useful in justifying why testing for rational inatten-
tion (Theorem [26)) is possible when only the action selection policies are known; hence,
the analyst can treat the action selection policy py(a|z) as the Bayesian decision maker’s

response in decision problem k.

4.3.3 Generalizing Revealed Rational Inattention to Variable Atten-

tion Spans

Having stated our equivalence result in Theorem [27|and Lemma [29| above, we now state
our second theoretical result, Corollary Recall from statement (1) in Theorem [27|that
NIAC is a special case of GARP. Corollary[30|generalizes the revealed rational inattention
result of [2, Th. 1] to a decision model with added degrees of freedom to accommodate
variable attention spans of the Bayesian decision maker in different decision problems, or
equivalent, different marginal costs of information acquisition in the rational inattention
setup of (4.17)). The key idea is to introduce minimum additional degrees of freedom in
the rationally inattentive utility maximization model of [2] so that the rationalizability
condition for the inverse task generalizes from NIAC to a GARP-type condition. We

term the rational inattention analog of GARP as GARRI, defined in (4.27) below.
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Motivation to generalize the rational inattention model of [2]

Generalizing the revealed rational inattention test of [2] is useful because empirical
studies [[159-H161]] on online user engagement data show that online multimedia users
have different attention spans in different decision problems. In the rational inattention
context, different attention spans translate to different marginal costs of information
acquisition. The forward optimization model of [2] is restrictive in that the decision
maker has the same marginal cost in all decision problems (video categories in the
YouTube context). In comparison, the generalized revealed rational inattention test
proposed in Corollary 30| below allows for non-constant attention spans of the decision
maker in different decision problems. Also, cognitive psychology literature [164-166]
suggests the human attention span (hence, the information acquisition cost) is task-
dependent (decision problem-dependent), in contrast to the rational inattention model
of [2] where the expected utility and information acquisition cost are weighed equally
for decision making. The above works serve as motivation to generalize the rational
inattention model of [2]] to test for non-constant values for the margin cost of information

acquisition in datasets aggregated from human decisions.

Corollary 30 Consider the Bayesian decision maker in Theorem Suppose the analyst
knows the dataset Dgr; and tests for generalized rationally inattentive utility max-
imization, namely, conditions (4.16)) and (4.25). In (4.29), the positive utility multiplier
A, is unknown to the analyst. Then, the following statements are equivalent:

1) There exists a monotone (wrt Blackwell order (Lemma[29)) information acquisition
cost L(ax) that rationalizes the dataset Dggr. That is, the dataset Dgg; satisfies the
data-matching condition (4.23), and the agent’s unobserved attention strategy oy,
and conditional action policy n, @.12)) solve the nested optimization problem (4.16) and
(4.25) for all decision problems k = 1,2, ... K.
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2) The dataset Dgpr; satisfies the data-matching condition (4.23), NIAS and
the Generalized Axiom of Revealed Rational Inattention (GARRI) defined below.
GARRI is equivalent to GARP under the variable map of statement (1)
in Theorem 271

GARRI: pi(alx) >p p;(alx) = G(pr(alz),U;) < G(p;(alz), U;), 4.27)

where the relation py(a|lr) >p pj(alx) means there exists indices iy, i, ..., 11 S.t.

G(ph (a|x), Uk) > G(pk(a|a:), Uk’)’ G<pi2 (a|x), Un) > G(p’h (CL|J}>, Ui1)’ s 7G(pj(a|$)> UZL) >

G(pi,(a|lx),U;, ). The surrogate expected utility G in @.27) is defined in (@.22)).

3) The dataset Dypry satisfies the data-matching condition (4.23)) and NIAS (4.19). Also,
there exist positive scalars M\, cp, k= 1,2,..., K such that the following inequalities

hold for all pairs of decision variables k., j, k # j:

be A

Ak Z pr(alz) mo(x) Ug(z,a) — ¢ > Ag Z p;(a) (max ij(x|a) Uy(z,b)

r€EX,acA acA zeX

(4.28)
where p(a) = Y v mo(x)pi(alz) is the marginal distribution of the agent’s action a
in decision problem k, py(z|a) = mo(x)pr(alx)/pr(a) is the posterior distribution of the

agent’s state in decision problem k.

4) If NIAS and GARRI hold, the following reconstructed information acquisition cost L

rationalizes the dataset Drg;:

L(p(alz)) = re (X {er + Mu(Gplalz), Ur) — G(pr(al), Ur))y  (4.29)

where the positive scalars ¢y, \i, are feasible solutions of (4.28), and G(-) is the decision
maker’s surrogate expected utility defined in (4.22)).
The Afriat-type [3|] reconstructed cost L in (4.29) is a point-wise maximum of monotone

convex functions, monotone with respect to the Blackwell order on the space of action
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selection policies. The reconstructed cost also satisfies the axiomatic properties of weak

monotonicity and mixture feasibility as postulated in [2, Theorem 2].

The proof of Corollary [30]is in Sec.[d.7.4]

Equivalence between GARRI and GARP. Corollary [30] assumes the same problem
setting as that of Theorem The only difference in the problem setting between
Theorem [26] and Corollary [30]is the additional scalar multiplier \; in (4.23). The key
takeaway is that the NIAC condition for checking optimality of attention strategies across
K decision problems is replaced by the generalized axiom of revealed rational inattention
(GARRI) (.27). Indeed, NIAC is a special case of GARRI since is a special
case of with A\, = 1 for all k. In fact, the addition of the non-constant multiplier
Ar 1S the minimum modification needed in the decision model of [2]] for checking the
optimality of the chosen attention strategies via the cyclical consistency of condition of

GARP, instead of the more restrictive cyclical monotonicity condition of NIAC.

Afriat-type reconstruction of information acquisition cost. Corollary 30| builds on [2]
and reconstructs an Afriat-type monotone convex cost of information acquisition (4.29)
that rationalizes the dataset Drg; (@.14). Afriat’s [3]] utility reconstruction involves
‘stitching’ a piece-wise linear, concave utility function that rationalizes the agent’s actions
and is expressed in terms of the utility value earned by the agent at every time step and
the budget constraints. In complete analogy, the piece-wise convex monotone cost (4.29)
rationalizes the dataset Drp; and is expressed in terms of the information acqui-
sition cost incurred by the agent in every decision problem and the surrogate expected
utility functional G. Recall from Sec.[d.2.4] that the analyst performing revealed rational
inattention can treat the observed action selection policy as the unobserved attention
strategy chosen by the Bayesian agent. Hence, the reconstructed cost of information

acquisition is a function of the observed variable, namely, the action selection policy.
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The reconstructed utility function in [3]] is locally non-satiated, monotone and concave,
and rationalizes the observed price and consumption bundles. In complete analogy,
the reconstructed cost (4.29) is weakly monotonic (in information (Blackwell partial
order [138]])), mixture feasible (convex) and normalized, and rationalizes the observed

utility functions and action selection strategies in Drgy (4.14).

Remark. The authors of [2] generalize their results to posterior separable costs of
information acquisition in [[167]]. Specifically, [167, Theorem 2] provides a constructive
procedure for recovering a posterior separable cost that satisfies the rationalizability
axioms for optimality in decision making under posterior cost constraints. Apart from
the Afriat-style of cost construction, the construction style in [[167, Theorem 2] differs
from that in Theorem [27|in one key aspect. Our reconstruction procedure assumes the
inverse learner only has access to a finite set of agent utility functions from finitely many

environments, that is, the completeness axiom in [167, Axiom A4] is not assumed.

4.4 Related Works

There are several works in the economics literature that generalize classical results
of revealed preference and revealed rational inattention. In this section, we compare
GARRI (@.27), the Bayesian analog of GARP, in Corollary [30| with related existing

works.

GARRI and GAPP. [168] test for the existence a preference relation over prices
set by the buyer, instead of a preference relation over consumption bundles. The key
testable axiom is Generalized Axiom of Price Preference (GAPP). Corollary [30] proposes
a GARP-type condition, GARRI that generalizes NIAC. In complete analogy, GARP is a

generalization of the GAPP condition of [[168]]. A key point is that GAPP generalizes
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(and is not equivalent to) the test for quasi-linear utility maximization, even though the
above relations might suggest drawing this conclusion. We discuss the relation between

GARI and revealed preference test for quasi-linear utility maximization below.

GARRI, NIAC and Strong law of demand. We now relate revealed rational inatten-
tion (Corollary [30) and revealed preference for quasi-linear utility maximization [[135]].
Theorem 2.2 in [[135]] proposes testable conditions for quasilinear utility maximization
and term this rationalization as strong law of demand. Test for quasilinear utility maxi-
mization checks for the existence of a utility function U such that the following condition
holds fork =1,2,..., K:

Br € argmaxu(f) — .8 — 1, 1.0, = 1. (4.30)

B, B<1

The objective function of (#.30) is a non-Bayesian analog of the decision framework
of [2]], with the response [, replaced with py(a|z), utility u(-) replaced with J;, (-, Uy),
and cost v/, (-) replaced with the information acquisition cost L(-). Under the variable map
of Theorem the cyclical monotonicity condition of [135} Definition 3], a special case
of GARP (4.7), is equivalent to NIAC (@.21)), a special case of GARRI (@.27)). Testing
for quasilinear utility maximization [|135, Theorem 2.2] is equivalent to checking for
the feasibility of Afriat’s inequalities with constant Lagrange multipliers. In complete
analogy, testing for the classical rational inattention setup of [2] is equivalent to checking

for the feasibility of (4.28) with the Lagrange multipliers set to a constant.

GARRI and GACI. [[137,169] generalize [2] to the case where the decision maker max-
imizes a non-separable objective function. The key axiom that generalizes NIAC to the
non-separable case is the Generalized Axiom of Costly Information (GACI) [137, Condi-
tion 1], that possesses the cyclical monotonicity structure of GARP. However, on careful
examination, we observed that the variable map from the Bayesian to non-Bayesian

decision framework in [[137] is distinct from the one proposed in Theorem [27]in spite
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of the GARP flavor in both GACI and our proposed generalization of NIAC, namely,
GARRI in Corollary [30| [137] relate the revealed attention strategy py(a|x) to
the price of a good, and the expected utility functional J, (-, U}) to the response of the
decision maker in revealed preference. However, in our equivalence result, the expected
utility functional is analogous to the utility constraint (4.3)), and attention strategy is
analogous to the decision maker’s response in the modified revealed preference setup in
Sec.@} The difference in the variable map between GARRI and [[137]] to GARP can
be attributed to Theorem [25]that yields a GARP-type condition for testing if the decision
maker minimizes an unobserved cost subject to a lower bound on its utility. We remark
that the decision model of [137] accommodates both models of [2] and Corollary [30]as
special cases. However, the addition of the scalar multiplier in (.23) is the minimum
modification required in the decision framework of [2]] for the dataset to be rationalized

by a GARP-type condition.

4.5 Extending Robustness Measures in Revealed Preference to Re-

vealed Rational Inattention

We now exploit the equivalence result of Theorem [27| and the generalized revealed
rational inattention result of Corollary [30] to construct robustness measures for the
revealed rational inattention test. The key idea is to compute the minimum perturbation
needed for a dataset to pass the revealed rational inattention test, namely, the feasibility
of NIAS and GARRI conditions in Corollary [30] There are several works in the revealed
preference literature that characterize how far a sequence of budget constraints and

consumption bundles is from satisfying GARP (4.2)). To the best of our knowledge, there
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is no formal approach in the literature to measure how well a dataset Dgr; (4.14) fits the

rational inattention model.

Abstractly, the key idea behind the robustness measures in revealed preference is to
minimally perturb the observed dataset so that GARP holds. A few notable robustness
measures include:

1. The ‘Afriat Efficiency Index (AEI)’ [[156] that yields the minimum relaxation (expen-
diture wastage) needed in the budget constraints to rationalize the data.

2. The chi-squared ‘Minimal Perturbation Test (MPT)’ [[158] where the analyst assumes
an additive measurement error in the observed response, and performs a chi-squared
test on the minimum L,-deviation from the observed responses such that the perturbed
responses rationalize the dataset.

3. The ‘Money Pump Index (MPI)’ [170] that yield the maximum profit a seller can
make from a dataset violating GARP.

4. The ‘Minimum Cost Index (MCI)’ [171] that yields the lowest normalized cost of
breaking all revealed preference cycles from a dataset.

5. The ‘Houtman-Maks Index (HMI)’ [[157]] that, for a specified rationalizability tolerance,

outputs the largest subset that satisfies GARP.

In this section, we exploit the equivalence result of Theorem [27] and extend the
robustness measures described above to revealed rational inattention. For brevity, we
only discuss the rational inattention analogs of robustness measures 1-3 above, namely,
the Afriat Efficiency Index (AEI), Minimal Perturbation test (MPT) and the Money Pump
Index (MPI). However, we emphasize that any robustness measure from the revealed
preference literature can be extended to the revealed rational inattention test via the

unification result of Theorem
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4.5.1 Afriat Efficiency Index for Rational Inattention (RI-AEI)

In the classical revealed preference setup with linear budget constraints, the Afriat
Efficiency Index (AEI) [156] is a uniform lower bound on the scalar multiplier e so that
GARP holds for a dataset {vy, 85}, The variables v, and /3 denote the price vector
and consumption bundle at time k£, the consumer’s budget constraint is given by v, 5, < 1.

AEI is defined as:

Afriat Efficiency Index (AEI) = argmin e, such that GARP(e) holds, 4.31)

ec>0

where GARP(e) is a generalization of GARP defined as:
Hev,Br > B} vile By — Br) <0, Vi k, j#k e>0 (4.32)

In @.32) above, 1{-} is the indicator function. In words, the constraint in (4.32)) says
that, for a relaxation level e, if j3; is e-affordable at time £, then it must be that
must not be e-affordable at time j. Clearly, setting e = 1 in (4.32)) yields the classical
GARP condition for linear budget constraints. The parameter e can be viewed as
a relaxation of the GARP condition. Hence, AEI measures the minimum relaxation in

budget constraints needed for the dataset to satisfy utility maximization behavior.

It is straightforward to show that, for a fixed value of e, checking if GARP(e) (4.32)
holds is equivalent to checking for the feasibility of the following set of linear inequalities:
Find non-negative scalars Ay, u; such that u; — uy — A\, v,(8; — e Bg) <

for all index pairs j, k, j # k.
(4.33)

Hence, AEI for the dataset {v, 8; } &, can be computed as:

AEI = argmin e, suchthatu; —uy — \g v, (8 — e Bi) < 0}, for all index pairs j, k, j # k.

e»{Almuk}é{:l >0

(4.34)
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If the dataset {vy, Bk},le satisfies Afriat’s inequalities for utility maximization behavior,
then AEI> 1 when computed via (#.34) | We now extend AEI to the revealed rational
inattention setup of Corollary 30| by invoking the equivalence result of Theorem 27} For
clarity, we term AEI for the revealed rational inattention case as Rationally Inattentive-

AEI (RI-AEI).

Definition 31 (Rationally Inattentive Afriat Efficiency Index (RI-AEI)) Consider an
external analyst with the stochastic choice dataset Drp; (¢.14). The rationally inat-
tentive Afriat efficiency index (RI-AEI) is the minimum relaxation in expected utility
constraints required for the dataset to be consistent with rationally inattentive

utility maximization behavior. RI-AEI is defined as:

RI-AEl = argmin e, such that NIAS (.28) and the following set of inequalities hold:

e>1,{ g cx 15, >0

cj —Cr — i (Z p;(a) (Iglea:i( ij(x]a) Uk(x,b)> — e Z pr(alx) mo(x) Uz, a)) >0,

acA zeX reX,acA
for all index pairs j, k € {1,2,... K}, j # k.
(4.35)

If e = 1 satisfies the feasibility inequality in (4.35]) above, then the dataset is consistent
with rationally inattentive utility maximization. If not, then the minimum value of ¢
for which (4.35)) has a feasible solution is bounded from below by 1, in contrast to
AEI (@.31]), where the minimum perturbation needed for a dataset to satisfy GARP is less
than unity. This difference arises due to the decision maker’s constraint in the rationally
inattentive case. Recall from that for the non-Bayesian decision model in revealed

preference, the decision maker faces an upper bound on its budget, whereas in the rational

’Indeed, GARP(e) is equivalent to the square matrix A(e) = [v},(8; — e k)] ;_, satisfying GARP.
Using the relation between the elements of the square GARP matrix to the Afriat inequalities [[172} Th. 2],
the constraint in (4.34) results as an equivalent formulation for GARP(e).

179



inattention setup of Corollary [30} the decision maker faces a lower bound on the expected

utility (4.26).

4.5.2 Minimum Perturbation Test for Rational Inattention (RI-

MPT)

The minimum perturbation test (MPT) introduced in [[158] assumes the decision maker’s
chosen consumption bundles are measured in noise, and computes the minimum pertur-
bation needed in the consumption bundles for the dataset to be consistent with utility

maximization behavior.

Suppose the analyst has a noisy dataset ZSRP = {vk, 2k} |, where 2, = [, +ny is a
noisy version of the true response [3; unobserved by the analyst, and the measurement
error ng ~ f, is an i.i.d. random variable with pdf f,,. Assume, WLOG, that the decision
maker’s budget constraint at time k is given by v, 5, < 1. Let us now introduce the null
and alternate hypotheses H, and H;:

Hy: The true (noiseless) dataset Drp = {vy, Oi Ho | satisfies GARP (@.2)), H;: The true
dataset Dgp does NOT satisfy GARP (4.2).
The analyst then performs MPT on the noisy dataset D rp, namely, computes a test statis-

tic defined below and performs a hypothesis test to reject or accept the null hypothesis
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MPT : ¢(Dgp) §g‘l’ ns, where the test statistic ¢(-) is defined as:

K
&(Dpp) = min > " lle 13, such that
k=1

e1,2,.... K ER™ {Apup HE >0
(1) B+ ek >0, v, (B +ex) =1, (i1) uj —up — M\p V(B + €5 — B — €
for all index pairs j, k, j # k,
(4.36)

where 7 is a parameter that bounds the detector’s Type-I error probability P(H;|H).
The rationale behind (.36)) is that if Hj holds, then (;S(ZSRP) is a lower bound on the
measurement error >+, ||« — zx|3. This observation further implies (see [36,(173]
for details) that the Type-I error probability of the hypothesis test is upper bounded by
F1(ny), where F,(-) is the cdf of the noise pdf f,,.

We now extend MPT (4.36)) to the rationally inattentive utility maximization setup
of [2] by exploiting the equivalence result of Theorem Suppose the analyst has a
noisy dataset Dpr; = {mo, {Pr(a|z), U} |}, where pi(a|z) is a noisy version of the
true action selection policy py(a|x)[] For clarity, we term MPT for the revealed rational

inattention case as Rationally Inattentive-MPT (RI-MPT).

Definition 32 (Rationally Inattentive Minimum Perturbation Test (RI-MPT)) Consider
an external analyst with the stochastic choice dataset Drgr; (4.14). The rationally inat-
tentive minimum perturbation test (RI-MPT) is the minimum perturbation in the observed

action selection policies required for the dataset to be consistent with rationally inatten-

19Noise in probability mass functions may arise due to multiple factors such as misspecification error, or
computing the action selection policy empirically from a finite number of samples; see [143] for a finite
sample analysis of the revealed preference test.
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tive utility maximization behavior. The RI-MPT is defined as:

RI-MPT : ¢(Drar) S0 ny, where the test statistic ¢(-) is defined below:

K
Dorr) — i 5 — D 5, such that
6(Brn) min 3 ST liwlale) — pu(alo) [ such tha

{ﬁm(a‘x)7Akﬁ7uk}k‘,:1— k=1 z€X.acA

(i) Y prlalz) =1V, 2,k (Valid pmf)

acA
(it) NTAS 0 > pr(x]a)(Uk(x, a) — Ur(x,b)) > 0V k,a,b,
reX
(19i) GARRI : ¢; — ¢, — )"f(Z p;(a) max Zﬁj(x|a) Up(x,b)—
acA TEX

Z pr(alx) mo(x) Uz, a)) > 0, for all index pairs j, k, j # k.

reX,acA
(4.37)
In @.37) above, pi(a) = >, .+ Pm(alz)mo(x) is the marginal action probability, and

Prlzla) = - P ’“(%f();r‘(;@o 7y 18 the posterior state distribution given action selection
z'ex

policy py.(a|v).

RI-MPT defined in above is a hypothesis test that considers the minimum pertur-
bation needed in the action selection policies for the feasibility of NIAS and GARRI
conditions as the sufficient statistic for the test. In complete analogy to (4.36), the variable
N in controls the Type-I error probability of detecting Bayesian rationality, that is,
NIAS and GARRI conditions hold for the noise-less dataset Drg; (4.14).

4.5.3 Money Pump Index for Rational Inattention (RI-MPI)

The money pump index (MPI) introduced in [170] quantifies the severity of violations of
GAREP. If the decision maker’s choices are observed in noise, the computed value of MPI

can be used to test if the decision maker is rational or not. In this section, we consider
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the case where the decision maker’s responses are measured accurately. MPI is defined
for a sequence of tuples of prices and consumption bundles that violate GARP. Consider
the classical revealed preference setup in Theorem [24] with linear budget constraints
v, B, < 1. Suppose the sequence {vy,, B, }'_, violates GARP (I < K). Then MPI for

the violating sequence is defined as:

MPI{V@ By Yes

NI}—\

l
Z Vs = k) (Brer — Bi) (kipr =k1)  (4.38)

If GARP fails for the sequence {vy,, [ }._;, it is straightforward to show that
MPI({v,, B, }i=y) > 0 in (#38). Intuitively, MPI measures the profit a malicious
arbitrager can make by buying the consumption bundles in the GARP-violating sequence
at a lower price, and selling the same bundles to the non-rational decision maker at a

higher price.

We now extend MPI (4.38)) to the rationally inattentive utility maximization setup
of [2]] by exploiting the unification result of Theorem We term MPI for the revealed

rational inattention case as Rationally Inattentive-MPI (RI-MPI).

Definition 33 (Rationally Inattentive Money Pump Index (RI-MPI)) Consider an ex-
ternal analyst with the stochastic choice dataset Dgr; (4.14). The rationally inattentive

money pump index RI-MPI is defined as:

l _
T e (pr(al2), pr
RI_MPI — ax Z’L:l 07k17k1+1 (pkz (a’|w) pk1+1 (a’x)) (439)

Wk Py ISKY Zizl J7T0 (pki<a’x)7 Ukz)
where ki1 = ki and Jry g, 5,1 (Pr; (@|2), pre, (a]z)) defined below is the net expected

utility a malicious arbitrager can gain by exploiting the fact that the Bayesian decision

maker’s choices fail the GARRI condition:
jﬂ'()7kiaki+1 (pki(a/|x)7pki+1 (a|:1:)) = JTFO (p/ﬂ-H ((l|ZL‘), Ukz) - ‘]7T0 (pkz(a|x)7 Ukl)
+ ‘]7T0 (pkL (CL|I‘), Uki+1) - ‘]7T0 (pki+1 (Q|ZL’), Uki+1) (440)

In @.40), J.,(-) is the expected utility functional defined in (.18).
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In [170], the money pump index is defined for a sequence of indices for which GARP fails.
In complete analogy, (#.39)) in Definition [33|computes the maximum ‘profit’ a malicious
arbitrager can make over all possible sequences of decision problems combinations,
normalized by the sum of expected utilities of the Bayesian decision maker in the
decision problems. The extent of irrationality of the Bayesian maker that facilitates
arbitrage is captured by the variable Jy, k. 1., (p1(a|z), p2(alz)) in @#39) and discussed

below in more detail.

Let us briefly discuss the intuition behind RI-MPI (4.39)). Without loss of generality,
suppose GARRI fails for indices 1, 2 (sequence of length 2), which implies the following
set of inequalities hold:

Jﬂ'o (p2(a"x>7 Ul) > Jﬂ’o (pl (a]:c), Ul) and JTFO (pl (a|a:), U2) > Jﬂ’o <p2(a|'r)7 U2>

= Jro(p2(alz),Uy) — Jro(pr(alx), Ur) + o (pr(alx), Uz) > Jry(pa(alz), Uz) >0

J/ . J

~~

>0 >0
= Jro12(p1(alz), p2(alr)) >0

(4.41)
The term J,, 1 2(p1(alr), p2(alx)) measures the excess expected utility a malicious ar-
bitrager can gain by ‘buying’ choices ps(a|z), pi(alz) when presented with utilities
U, U, in decision problems 1, 2, respectively, and selling choices ps(a|x), pi(a|x) to

the Bayesian decision maker in decision problems 2, 1, respectively.

Summary. In this section, we extended three robustness measures from revealed
preference to the revealed rational inattention result of Corollary Specifically, we
extended the Afriat Efficiency Index (AEI) [[156], Varian’s [158]] Minimum Perturbation
Test (MPT) and the Money Pump Index (MPI) [170] to the Bayesian case. We now
illustrate the Bayesian analogs of AEI, MPT and MPI on a real-world YouTube metadata
comprising user engagement from approximately 140,000 videos. We characterize, using

the robustness measures for rational inattention defined above, the goodness-of-fit to the
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YouTube dataset to the rationally inattentive utility maximization model.

4.6 Conclusion and Future Work

In this chapter, we established the connection between revealed preference and revealed
rational inattention. Our main finding is that the NIAC condition [2] in revealed rational
inattention is a special case of GARP [77] in revealed preference under a different
partial order and a different state space (probability simplex). We exploit this result to
construct a monotone convex information acquisition cost in revealed rational inattention.
The construction procedure resembles that of the utility function reconstructed from
consumer data in [3]. Due to the equivalence result, we adapt goodness-of-fit measures
from revealed preference to the revealed rational inattention case and characterize how
well a dataset fits the rational inattention model. Finally, we characterize the goodness-
of-fit of a massive dataset of YouTube metadata from 140,000 videos using the adapted
robustness measures. To the best of our knowledge, our numerical experiments are a
novel exercise on systematically analyzing the goodness-of-fit of decision data from

Bayesian decision makers to the rational inattention model.

In future work it is worthwhile exploiting this unification to study revealed preference
in Bayesian versions of potential games building on [174,/175]], market games building on
[4], inverse reinforcement learning building on [6, 143]], and dynamic revealed preference

building on [[176].
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4.7 Appendix

4.7.1 Proof of Theorem 23

Statement (1)=-(2).

Fix indices j, k and assume [, >y [3;. From the definition of the relation ‘>’ (4.7),
there exist indices 41,12, ...,7;, such that such that ug(5;,) > ux(Bx), uy(Bi,) >
wiy, (Biy), - ui (B5) > uiy, (Bi,,). Since g(-) rationalizes the decision maker’s dataset,

we must have g(5x) < g(8i,) < 9(Bi,) < ... < g(Bi,) < g(B;) which, in turn, implies
9(Bk) < g(B))-

Our aim is to show w;(8;) > u;(5x). We prove this by contradiction. Suppose
u;j(B;) < w;(Bk). Then, from the continuity of u,(-) and monotonicity of ¢(-), we could
find a 3 € R in the neighborhood of 3, such that the 3 satisfies the two conditions
below:

(@) u;(B;) < uj(B) < u;(Bx) (B satisfies utility constraint for time step j) and

(b) 9(B) < g(Br) < g(B;), or equivalently, g(5) < g(B;) (5 strictly costs lesser com-
pared to f3;).

Clearly, if both (a) and (b) hold, then 3; does not rationalize the decision maker’s action

at time 7, i.e., g does not rationalize the analyst’s dataset, hence our assumption is false.

Therefore, it must be the case that |u;(3;) > u;(5) |

Statement (2)=(3). Construct a matrix A € R¥*X with elements A;; = u(8;) —
uy(B;). Since GARP (4.7) holds, it is trivial to show the matrix A is cyclically consistent.
From [4, Lemma 2] and [172, Sections 2 and 3], there exist scalars g; and \; > 0 that

satisfy the following set of Afriat-type (4.3)) feasibility inequalities:

G; — gk — Me(ue(Br) —un(B;)) <0 Yk, j. (4.42)
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Although resembles the Afriat inequalities in Theorem 25 we cannot reconstruct
the decision maker’s cost that rationalizes its choices (4.5]) without modifying the feasible
variables g, A\x. However, if we were to reconstruct the cost g using g, in (4.42)), we
would obtain a decreasing function that violates the properties of the cost. To alleviate
this issue and have a monotone reconstruction of the cost, we perform the following
change of variables:

Without loss of generality, we restrict gy to be finite forall k = 1,2,..., K. Let M < oo
denote an arbitrary positive scalar that uniformly bounds {gx } & | from above. Note that
since gy, is bounded for all £, such an M exists and g; > 0. We now define the variable

gr. = M — gy, for all k and rewrite (#42) in terms of the new variables {g; }~_;:

G — G — Me(ur(Be) —ur(B;)) <0, VE,j
& —g; — (=) — Me(ur(B) —ue(Be)) >0, Vk,j
(M —g;) — (M — g) — Me(ue(B85) — ur(Be)) = 0, V&, j

195 = 9 — Mlun(8)) —u(Br)) 2 0, Yk, j = @I | (4.43)

Consider the reconstructed cost g(f) = maxg{gr + A\x(ugx(8) — ux(5k))}. Clearly, g is
monotone and continuous since it is a point-wise maximum of monotone continuous
functions. We now show that gccon(5) = maxp{gr + M\e(ur(5) — ug(Bi))} rationalizes
the dataset { By, ug(-) > uj He

Fix index k. Then, g ccon(5x) > gi by definition. Also, from (#.43]), we have that:

Gk = g + N (wi(Br) — u;(B8;)) Vi # k

Therefore, it is clear that gc.on(5r) = gr @.43). Now, let 5 denote any feasible con-

sumption bundle at time k, that is, ui(3) > u} = uy(Bx). Then:
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Grecon(8) = max{gi + A (ur(8) — ur(Be))}

2 gk + Ak(“k(ﬁ) - uk(ﬁk)) Z grecon(ﬁk)
<~ N o

:grecon(ﬂk) 2’0
= | Br = argmin grecon() s-t. uk(B) > uj, (4.44)
B

Since (4.44) holds forall k = 1,2, ..., K, the reconstructed cost g ccon () = maxy{gr +

Me(ug(B) — ug(By))} rationalizes the analyst’s dataset {Bg, u(-) > uf ;.

Statement (3)=-(1). Consider the reconstructed cost g,ccon () = maxg{gr + M\ (ur(5) —
uk(B))}. By construction, the cost g, econ, is monotone, continuous (since it is a point-
wise maximum of finitely many monotone continuous segments) and rationalizes the

decision maker’s actions (#.44). |

4.7.2 Proof of Theorem

The proof of our unification result, namely, Theorem 27, comprises two steps. First, we
show the NIAC condition can be expressed as an equivalent feasibility inequality. Second,
under the variable map of statement 1 of Theorem 1, we compare the equivalent inequality
with the Afriat-type inequality (.8)) in Theorem [25] for testing if non-Bayesian cost

minimization (4.5) holds. Finally, statement (2) in Theorem [27]is proved in Sec.}4.7.4]

Expressing the NIAC condition as an equivalent feasibility inequality

Suppose NIAC (4.21)) is true. Then, one can show using the concept of KKT conditions
from duality theory [25, Sec. 5.5] that there exist non-negative scalars {c; }~_, that satisfy

the following inequalities:

G(pe(alz),Uy) — ¢, > G(pj(alz),Uy) —¢j, Vj, k=1,2,..., K| (4.45)
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In (@.43)), the scalars {c;, }X_ are Lagrange multipliers corresponding to an equivalent
linear assignment problem [163]] that is solved by the identity map if the NIAC condition
is true. We refer the reader to [[143], Sec. C.2.2] and [2, Sec. 10.2] for a more elaborate

discussion on the existence of the scalars {c; } 2, that satisfy if NIAC is true.

To prove equivalence between (4.43) and NIAC, it suffices to show that if there exist
non-negative scalars {c; } =, that satisfy (#.43), then NIAC holds. Fix a sequence of
indices k1, ko, ..., km, m < K, where k; € {1,2,..., K}, Vi = 1,2,...,m. Since
there exists a feasible solution {c;, }X_| to the inequality (#.43)), the following inequalities

result:

G(plﬂ (CL|[E>, Uk?l) — Ciy > G(ka(CL|.T), Uk’l) = Chy,

G(pk2 (CL‘.’E), Uk?Q) — Cky > G(pks(a|x)’ Ukz) — Ckg;

G<pkm—l(a‘x>7 Ukm—l) - Ckm—l 2 G<pkm(a"x)7 Ukm—l) - Ckm’

G(pr,,(a|z),Uy,,) — ck,, = G(py, (alx),Uy,,) — cx,

= Z <G(pkz (CLlSE), Ukz) - G(pkprl (a’lx)7 Ukz)) Z 07 where karl = kl
=1

(ifNLAf?hOldS) ; (; Fo(.%’)pkl(a‘l’)UkZ (.’L‘, a) - G(pk¢+1 (a]x), Ukz)) > O, where km+1 = kl

= NIAC @.21)

Hence, | NIAC (@#21)) = there exists feasible non-negative scalars {c; }~_, that satisfy ([#@.45) |.
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Relating the feasibility inequalities for NIAC and GARP (4.8) under the

variable map of Theorem 27|

We now relate the feasibility inequality (#.43) to the Afriat-type revealed preference
inequality (4.8):

NIAC &
if NIAS holds

Given dataset Dpp; [@#.14), there exist {c, }1—, > 0 such that is feasible:
G(pk(a|x)7 Uk) — Ck 2 G(p](a|x), Uk’) — Gy, vjv k € {17 2a s 7K}7 k 7é .]
GARP & @.9) :

Given dataset Dpp (#.6)), there exist { \¢, gx }2; > 0 such that (&.8)) is feasible:

e i (By) — g > Mo us(B5) — g5, Vi k€ {1,2,...,K}, k# .
(4.46)
Clearly, from (4.46)), we observe that the feasibility of (4.45]) is equivalent to the feasibility
of with \;, = 1 for all £ under the variable map of statement (1) in Theorem
Hence, NIAC is a special case of GARP if NIAS holds, under the variable map of
statement (1) of Theorem This concludes the proof of Theorem |

4.7.3 Proof of Lemma

We first show the expected utility (4.40) is monotone wrt the Blackwell partial order.
Consider two attention strategies o, oo € A(y)|X |, where a; >3 ap without loss of
generalityT] From the definition of Blackwell dominance [25], there exists a matrix
Q € [0, 1]PM such that ay(y|z) = doyey Qpyou(y|r)and > o Q) = 1for

! Although implicitly assumed in the proof, showing monotonicity of the expected utility wrt Blackwell
dominance does not require both attention strategies o1, as to be defined on the same space of observations.

Adapting the proof to the case where a; € A(J)l)'X oy € A(JJQ)'X |, V1 # Vs is straightforward, and
hence, omitted.
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ally,y € Y, x € X. We now prove that the expected utility functional J,,(-,U) for
a utility function U is monotone with respect to the Blackwell partial order, that is,

J7r0 (ab U) Z J7r0 (a27 U)

o (02, U Z pa(y max7r max y) myo(x) Uz, a)
yey yeY zeX
:Zfileéﬁiz o (y|z) mo(z)U (z, masX Z Qy y (Z a; (y'|x) mo(2)U (x, ))
yeY reX yey y'ey
< / !
<> (Z Qyy max (Z o (y'[x) mo(2)U (, a)))
yeY \y'ey x
=> (Z Qy@y) max Y o (y'|z) m(2)U (v, a) = Jry (00, U)
y'eY \yey z
=1V y’ey

Therefore, |ty >5 s = Jy (a1, U) > J (a2, U) for any utility function U

(4.47)
Eq. shows that the expected utility functional J,, (-, U) is monotone in the Blackwell
partial order. We now prove the expected utility is convex in the attention strategy. Fix a

scalar 0 € [0, 1]. Define ap = 0 a3 + (1 — 6) ao. Then:

o (0, U Zpg maxwyeU ZmaXZpg Y7y e(2)U (x,a)

yey yey zeEX
= Zmaxz o (y|z)mo(x Zmaxz Oy (ylz) + (1 — 0)as(y|z)) mo(x)U (2, a)
yey reX yey reX
< —
<0 ) max) a(ylr) m(x) Ulr,a) + (1-0) Y max ) as(ylz) m(z) Uz, a)
yey reX yey zeX

— 0 J. (o, U) + (1 —0) Jp, (cs, U)
(4.48)

Therefore, | J.,(as, U) < 0 J (a1, U) + (1 — 0) J (a2, U) V0 € [0,1], a1, 2, U

Remark. Lemma[29)is crucial in the proof of the revealed rational inattention result of

Theorem [26] since the attention strategy c, in decision problem & Blackwell dominates
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the action selection policy py(a|x) observed by the analyst:

pe(alz) = prla,ylz) =Y pelaly, ) =Y me(aly)on (4.49)

yey yey yeY
Hence, G(p;(a|z),Uy)) = Jx(pjlalz),Uy) < Jr (o, Uy), where equality holds

when k£ = j, where the surrogate expected utility G(-) is defined in (4.22)).

4.7.4 Proof of Corollary [30)

The proof of Corollary [30]is identical to that of Theorem 25| (identical via the variable
map of statement (1) of Theorem [27)) and exploits the unification result of Theorem [27]
Since the external analyst does not observe the attention strategy «, we can assume
WLOG that the mapping from observation y to action a is one—to—one[ﬂ Hence, a;, can

be replaced with py(a|x).

Statement (1)=-(2): Fix indices j, k and assume py(a|r) >y p;(alz). From
the definition of the relation ‘>y’ (@.27), there exist indices i, is,...,7; such that
such that G(p;, (alz),Uy) > G(pr(alx),Uy), G(py,(a|z),U;) > G(p;,(a|x),U;,),
..., G(pi, (alx),U;,) > G(p;, (a]z),U;, ). Since there exists an information acquisition
cost L that rationalizes the decision maker’s dataset, we must have L(o;) < L(ay,) <

L(oy,) < ... < L(a;,) < L(exj) which, in turn, implies L(ay) < L(ey;).

Our aim is to show G(p;(a|z),U;) > G(pr(a|z),U;). We prove this by contra-
diction. Suppose G(p;(alx),U;) < G(pr(alx),U;). We note here that the surrogate
expected utility G 1s continuous 1n its first argument, namely, the action selection
policy. Hence, from the continuity of G(-, U ;) and monotonicity of the cost L, we could

find an action selection policy p(a|z) in the neighborhood of py(a|z) such that:

12This assumption is also used by [2]] to prove the sufficiency of NIAS and NIAC for rationally inattentive
utility maximization
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(@) G(pj(alx),U;) < Gplalz),U;) < G(pk(alz),U;) (p(a|z) satisfies utility con-
straint (4.26)) for decision problem j5) and

(b) L(p(alz)) < L(ay) < L(eyj), or equivalently, L(p(a|x)) < L(e;) (p(a|z) strictly
costs lesser compared to p;(a|z)).

Clearly, if both (a) and (b) hold, then p;(a|z) does not rationalize the Bayesian de-
cision maker’s response in decision problem j, i.e., L does not rationalize the an-

alyst’s dataset, hence our assumption is false. Therefore, it must be the case that

G(p;(alz),U;) > G(pr(alx),U;) | that is, GARRI holds.

Equivalence of GARRI and GARP

On closely examining GARRI and GARP together, we observe that they are
both equivalent under the variable map of statement (1) in Theorem [27} if NIAS holds.
We require the NIAS condition to be true for the equivalence between GARRI and GARP
since the ‘effective’ utility in the revealed rational inattention case via the variable map
is the surrogate expected utility G (4.22)) that, by definition, is the ‘maximum’ expected
utility generated from an action selection policy. The maximum is attained when the
Bayesian decision maker chooses the optimal action given the posterior belief, or in other

words, NIAS holds.

Statement (2)=-(3). Construct a matrix A € R5*K with elements A;; =
G(pi(alx),U) — G(pj(alz),Uy). Since GARRI holds, or equivalently,
GARP holds under the variable map of Theorem it is trivial to show the
matrix A is cyclically consistent. From [4, Lemma 2] and [172} Sections 2 and 3], there
exist scalars ¢; and A\, > 0 that satisfy the following set of Afriat-type feasibility

inequalities:

¢ — = M (Gpr(alz), Up) — Gpj(alz),Ux) ) <0 VEk,j. (4.50)
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In complete analogy to (4.42)) in Sec.4.7.1} we modify (4.50)) into a form that resembles
(4.8) whose feasibility is equivalent to GARP by performing the following change

of variables:

Without loss of generality, we restrict ¢ to be finite forall k = 1,2,..., K. Let M, < oo
denote an arbitrary positive scalar that uniformly bounds {¢; } &, from above. Note that
since ¢;, is bounded for all &, such an M, exists and ¢, > 0. We now define the variable

cx = M — ¢, for all k and rewrite (#50) in terms of the new variables {c;, }1*_;:

¢; — & — Me(G(pr(alx), Ug) — G(pj(alx),Uy)) <0, Vk,j
& — ¢ — (&) — M(G(pj(alz), Uy) — G(pr(alz),Uyr)) > 0, Yk, j
(M, = &) — (M. — &) — M(Glps(ala), Un) — Glpelale), Uy)) = 0, ¥ b j

¢ — o — M(Gp(alz), Ux) = G(prlalz),Uy)) 2 0, V k. j

¢; = = M(Glpy(ala), Up) = Y mo(a)pi(alr)U(z,a)) = 0, V&, j = @28) |

z,a

=
(if NIAS holds)

(4.51)

Statement (3) = (4). Consider the reconstructed information acquisition cost
Lycoon(plale)) = maxifer + M(G(plal2),Uy) — Glpelale), Uy))}. Clearly, Lyecon
is monotone and continuous since it is a point-wise maximum of monotone continu-
ous functions. We now show that L,ccon,(p(a|z)) = maxg{cy + M\ (G(p(alz),Uy) —
G(pk(a|z),Uy))} rationalizes the dataset Drp; (4.14):

Fix index k. Then, L;ccon(pr(alx)) > ¢ by definition. Also, from (4.51)), we have that:

cr = ¢;+ X(Gpelalr), Uj) = Gp;alz),U;)) Vi # k

Therefore, it is clear that L,c.o,(pr(a|z)) = cx (#.51)). Now, let p(a|x) denote any feasi-

ble response in decision problem k, that is, G(p(a|z),Uy) > G(pr(a|z), Uy). Then:
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Lyrecon(p(alr)) = max{c, + M(G(p(alz), Uy) — G(px(alz), Ux))}

2 Ck + ék(G(p(a‘x% Uk) - G(pk(a‘37>7 Uk)z 2 Lrecon<pk:(a‘x))
=Lyccon (pi(al)) >0

= >\k G(pk(ayw)a Uk) - LTecOTL(pk(alx)) > )\k G(p(a|x), Uk) - Lrecon(p<a’x))7 Vp(a|:c)

= |p(alz) = ar%lTlé)lX M. G(plalz),Ug) — Lyecon(p(alx))
p(alx

(4.52)
Since (@.52) holds for all £ = 1,2,..., K, the reconstructed cost Ly ccon(p(alz)) =
maxg{cr + M\ (G(p(alx),Uy) — G(pr(alx),Uy))} rationalizes the analyst’s dataset
Drrr @.14).
Statement (4)=-(1).The reconstructed information acquisition cost L ccon(p(alz)) =
max{c, + M (G(p(alz), Ur) — G(pe(alz), Uy))} is identical to L defined in @29). By
construction, the cost L., 1S monotone, continuous (since it is a point-wise maximum

of finitely many monotone continuous segments) and rationalizes the Bayesian decision

maker’s actions (4.52). L

Showing reconstructed information acquisition cost is weakly monotone, mixture

feasible and normalized

Consider the reconstructed information acquisition cost L @29). The cost L is ordinal,
1.e., any monotone transformation of L and A rationalizes the dataset Dgrp; (4.14)

equally well. Hence, without loss of generality, we normalize L (4.29) as:

Luorm(p(alz)) = max {cx + M\ (G(plalz), Uy) — G(pr(alz), Ug))} — L*, where

L = max {ck + M (G(po(alz),Uy) — G(pr(alx),Uy))}. (4.53)
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In (4.53), G is the surrogate expected utility defined in (4.22) and py(a|z) is the non-
informative (uniform conditional probability) action selection policy, i.e., po(alr) =
1/|A| for all a, z. Combining @28) and [@-33)) above gives Lnorm(pr(alz)) = cx — L*.
To show Enmm (4.53) rationalizes dataset Dgrp; in Corollary fix index k and
consider any action selection policy p(a|z) such that Loeym (p(a|2)) < Luorm (p(alz)).
By definition @33), 0 > Lo (p(a|z)) — Luorm(pr(alz)) > Me(Gp(alz), Uy) —
G(pk(alz),Uy)), which implies G(p(a|z),Uy) < G(pi(alz),Uy). This inequality

holds for all k. Hence, Enorm #@.53) rationalizes the Drr; (4.14).

We now use Lemma [29|to show that the reconstructed cost Zmrm (4.53) is: (i) weakly
monotone in information, mixture feasible and normalized as theorized in [2, Theorem

2].

K1. Weak monotonicity in information. The cost Zmrm is weakly monotonic in
information if for any two action selection policies p(a|z),p(a|z), we have
ZHOTm(ﬁ(a|x)) < Enorm(p(au)), when p(alz) >p p(a|z), where >g stands for
‘Blackwell dominates’.

Condition K1 can be viewed as a monotonicity condition with respect to the Black-
well order.

Proof. Since p(a|z) >p p(a|z), Lemma [29] ensures the following inequalities
hold:

Lo (0(al2)) = max {ei+ M (G(plal2), Ux) — Glpe(alz), Un))} - 1

< max {¢ + A (G(plalz), Ur) = G(pi(alz), Un)} = L* = Luorm(plalz))

= Enmm(ﬁ(am)) < Enon(p(a|x>)

1. Mixture feasibility. The cost Z,wrm is mixture feasible if for action selection policies
plalz), p'(alz), p” (a|z) related as p(a|x) = Op' (a|x)+(1—0)p" (a|z), 6 > 0, cost

Loorm Satisfies Lo (p(a|2)) < 0 Loorm (P (a|2)) + (1 = ) Lygrm (p”(al2)).
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Proof.

Luorm(p(al)) + L* =max {ci + M (G(p(al2), Uy) = Gpi(alz), U))}
=max {e + A (G(09(alz) + (1 = O)p"(alr). Up) — Glpi(ala), Ux))}
<max {e + A (0 G/ (al2). Up) + (1= O)G( (al). Us) — Glpi(al),
(since the surrogate expected utility G(-, U},) is convex in p(a|z))
<0 max {cx + A (G(p'(ale), Ur) — Glpr(alz), U))}
(1~ 6) max {e, + A (G (al2), Ux) = G(pi(al2). Ur)}
(since the max operation is convex)

= Loorm (p(a]2)) < 0(Lyorm (P (alz)) + L*) + (1 = 0)(Lorm(p" (alz)) + L*

= Loorm (p(a|2)) < 0 Loy (p'(alz)) + (1 = 0) Loy (9" (a] 7))

2. Normalization. The cost Znorm is normalized if anm(po(a]x)) = 0, where
po(alr) = 1/|.A| (uninformative action selection policy).

Proof. This holds true from the definition of anm in (4.53)).
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CHAPTER 5
IRL AS A PRINCIPLED APPROACH FOR INTERPRETING DEEP NEURAL
NETWORKS

5.1 Introduction

This chapter studies interpretable models for deep image classification. We propose
a set-valued system identification approach to explain deep image classification. We
show that image classification using deep Convolutional Neural Networks (CNNs) can
be interpreted as a Bayesian utility maximization where the observation likelihood is
optimized. Such rationally inattentive Bayesian utility maximization models have recently
been used to explain human decision-making in microeconomics. As discussed below,
our surprising finding based on extensive analysis of data, is that deep image classification
satisfies the necessary and sufficient conditions for Bayesian utility maximization by a

large robustness margin.

In micro- and behavioral economic a fundamental question relating to human
decision making is: How to model attention spans in humans (agents)? The area of
rational inattention [37,|177], pioneered by Nobel laureate Christopher Sims models
human attention in information-theoretic terms. The key hypothesis is that agents are
“boundedly rational”’- their perception of the environment is modeled as a Shannon capac-
ity limited channel. In simple terms, rational inattention assigns a mutual information

cost for human attention spans.

Building on the rational inattention model, the next key concept is that of a Bayesian

"Micro-economics models the interaction of individual agents pursuing their private interests. Behav-
ioral economics models human decision making in terms of subjective probabilities via prospect theory
and framing. In the rest of this chapter, we will use the term ‘agent’ to denote a Bayesian decision-maker.
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agent with rational inattention that maximizes its expected utility. Such models are
studied extensively in micro-economics [78,|178,|179]]. The intuition is this: more
attentive decisions yield a higher expected utility at the expense of a larger attention cost.
Hence, the Bayesian agent optimally trades off between minimizing its sensing cost and
maximizing its expected utility. An important question is: How to test for rationally
inattentive utility maximization given the decisions of a Bayesian agent? In the last
decade, necessary and sufficient conditions have been developed in the area of Bayesian
revealed preference [2,/15] to test if the decisions of a Bayesian agent are consistent
with rationally inattentive utility maximization. In this chapter we use the necessary and

sufficient conditions of [2,/15] to construct interpretable models for deep classification.

This non-parametric data-driven approach embeds the image classification task as a
Bayesian utility maximization problem constrained by an information acquisition cost.
We construct set-valued estimates of utility functions and information acquisition costs
that rationalize deep image classification. In a signal processing context, the information
cost often referred to as the rational inattention cost in the literature is analogous to the
sensing cost incurred by a radar in controlled sensing [[180, 181]. This approach to deep
image classification can be viewed as an inverse optimization problem. Recently, neural
networks have been used successfully to solve inverse problems in imaging [[182H185]].
However, to the best of our knowledge, an economics-based inverse optimization analysis

of deep neural networks has not been explored in the literature.

5.1.1 Summary of Results.

The question we address is: Can the decisions of deep CNNs in image classification be

explained by a rationally inattentive Bayesian utility maximizer?
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This chapter uses a data-driven micro-economics based system identification ap-
proach for interpretable deep classification. The key ideas stem from Bayesian revealed
preference (2|, 15]]. Bayesian revealed preference is a set-valued system identification
algorithm for argmax non-linearity (in signal processing terms) that describes a Bayesian
decision maker. Bayesian revealed preference is a post-hoc analysis of agent decisions.
It constructs a generativeE] explanatory model for the agent decisions, parameterized
by utility functions and an information acquisition cost. As a practical application, the
interpretable model can also be used to predict the classification accuracy of the neu-
ral network trained on arbitrary training parameters; we discuss this in more detail in
Sec.[5.3.2] Our approach draws important parallels between human decision making
and deep neural networks; namely that deep neural networks satisfy economics based

rationality.

Why set-valued estimates of utility?

The aim of interpretable deep image classification is to construct feasible utility functions
and information costs that rationalize neural network image label predictions over a finite
set of training parameters. Estimating a utility function is an ill-posed problem (in the
sense of Hadamard) since any non-negative increasing function of the utility is also a
valid utility. From a statistical signal processing perspective, a point-valued estimate
is not useful for rationalizing a Bayesian decision maker’s actions: (i) every point in
the reconstructed set of feasible utilities and costs explain the actions equally well;
hence the problem is ill-posed, and (ii) a least squares estimate of the decision maker’s
utility function and information cost does not rationalize its actions. Bayesian revealed

preference reconstructs a set of feasible utility functions and information acquisition costs

2A generative model is image-independent, and hence provides a global explanation for deep image
classification. In contrast, local approximation models for deep image classification are image-specific;
they approximate model decisions via tractable functionals in a §-neighborhood of every input.
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Figure 5.1: Schematic illustration of rationally inattentive Bayesian utility maximization
based interpretable image classification by deep CNNs. Theorem [35] establishes equiva-
lence between the image classification behavior of a deep CNN and the decisions of a
rationally inattentive maximizer. Hence, the deep CNN’s image classification behavior
can be parsimoniously represented by a utility function and an information acquisition
cost.

that rationalize a Bayesian decision maker’s actions in a finite number of environments.
Every element in the feasible set explains the deep CNN decisions equally well. In
Bayesian revealed preference, the utility functions are indexed by the environment;
the information cost is invariant across environments. The computed utility function
induces a preference ordering on the set of image classes. That is, how much a deep
CNN prioritizes accurate classification over an inaccurate classification. The information
acquisition cost abstracts the penalty incurred by the deep CNN to ‘learn’ an accurate
latent feature representation and can be interpreted as the training cost to achieve a

desired accuracy of image classification.
The key results in this chapter are:

1. We show that the image classification decisions of deep CNNs satisfy the necessary
and sufficient conditions for rationally inattentive utility maximization by a large
margin as displayed in Table Our findings are based on approximately 500

experiments on 5 widely used neural network architectures for image classification.
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This result establishes that the rationally inattentive utility maximization widely used
to explain human decisions explains deep image classification remarkably well. This
result is schematically shown in Fig.[5.1]

. To aid visualization of our interpretable model, we provide a sparsity-enhanced deci-
sion test that computes the sparsest utility function and information acquisition cost
which rationalizes deep CNN decisions. The sparsest solution yields a parsimonious
representation of hundreds of thousands of layer weights of the deep CNNs in terms
of a few hundred parameters. The utility function of the sparsest interpretable model
also induces a useful preference ordering amongst the set of hypotheses (image labels)
considered by the CNN; for example, how much additional priority is allocated to the
classification of a cat as a cat compared to a cat as a dog. In classical deep learning,
this preference ordering is not explicitly generated. The sparsity results for various
deep CNN architectures are displayed in Table [5.2]and Fig.[5.3]

. Our final result demonstrates the usefulness of our interpretable model. We show
that, via interpolation, the interpretable model computed from CNN decisions can
predict the classification accuracy of a CNN trained with arbitrary parameters with

high accuracy. The prediction results are displayed in Table

The above results are backed by approximately 500 experiments performed on several

deep CNN architectures on the CIFAR-10 [[186]] image dataset over 3 learning rates, 200

training epochs and 20 values of noise variance for corrupting the original images. The

first two results use deep CNN decisions aggregated over varying training epochs. The

third (prediction) result uses deep CNN decisions trained on noisy image datasets param-

eterized by the noise variance. Due to space constraints, we only consider the CIFAR-10

image dataset for our experimentsﬂ However, our algorithms for reconstructing inter-

pretable models for deep image classification are independent of the dataset and can be

3The neural network classification accuracy as learning rates and training epochs are varied can be

downloaded from zerenzhang2022.github.io
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straightforwardly extended to larger and more granular datasets like CIFAR-100 [186]

and ImageNet at the cost of greater computational resources.

5.1.2 Related Works

Since we study interpretable deep learning using behavioral and micro- economics, we

briefly discuss related works in these areas.

Bayesian revealed preference and Rational inattention. Estimating utility functions
given a finite sequence of decisions and budget constraints is the central theme of revealed
preference in micro-economics. The seminal work of [3,|187] (see also [77]) give
necessary and sufficient conditions for the existence of a utility function that rationalizes
a finite time series of consumption bundles of a decision-maker. Rationally inattentive
models for Bayesian decision making have been studied extensively in [[78}/178}|179]. In
the last decade, the area of Bayesian revealed preference [2,/15] develops necessary and

sufficient conditions to test for rationally inattentive Bayesian utility maximization.

Interpretable ML. Providing transparent models for de-obfuscating ‘black-box” ML
algorithms under the area of interpretable machine learning is a subject of extensive
research [188-190]. Interpretable machine learning is defined in [191] as “the use
of machine-learning models for the extraction of relevant knowledge about domain

relationships contained in data”.

Since the literature is enormous, we only discuss a subset of works pertaining to in-
terpretability of deep neural networks for image classification [192,193]]. One prominent
approach, namely, saliency maps, reconstructs the most preferred or typical image per-

taining to each image class the deep neural network has learned [194,/195]. Related work
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includes creating hierarchical models for determining the importance of image features
that determine its label [196]]. In this chapter, this feature importance is encoded into the
utility function that parametrizes our interpretable model. Another approach seeks to
provide local approximations to the trained model, local w.r.t the input image [[197,/198].
In contrast, our generative interpretable model provides a global black-box approximation
for deep image classification. A third approach approximates the decisions of the deep
neural networks by a linear function of simplified individual image features [5}/198-200].
In contrast, our interpretable model fits a stochastic non-linear map that relates the true
and predicted image labels. The parameters of the map are obtained by solving a convex
feasibility problem parameterized by the deep CNN decisions. Finally, deep neural
networks have also been modeled by Bayesian inference frameworks using probabilistic

graphical methods [201].

To the best of our knowledge, an economics based approach for the post-hoc analysis
of deep neural networks has not been explored in literature. However, we note that
behavioral economics based interpretable models have been applied to domains outside
interpretable machine learning, for example, in online finance platforms for efficient
advertising [202,203]], training neural networks [204] and more recently in YouTube
to rationalize user commenting behavior [205]]. Finally, due to our recent equivalence
result [[145]], our behavioral economics approach to interpretable deep image classification

can be related to classical revealed preference methods [3,/187] in microeconomics.

5.2 Bayesian Revealed preference with Rational Inattention

This section describes the key ideas behind Bayesian revealed preference. Despite the

abstract formulation below, the reader should keep in mind the deep learning context. In
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Sec. we will use Bayesian revealed preference theory to construct an interpretable
deep learning representation by showing that deep CNNs are equivalent to rationally

inattentive Bayesian utility maximizers.

5.2.1 Utility Maximization with Rational Inattention (UMRI)

Bayesian revealed preference aims to determine if the decisions of a Bayesian agent are
consistent with expected utility maximization subject to a rational inattention sensing
cost. We start by describing the utility maximization model with rational inattention

(henceforth called UMRI) for a collection of Bayesian decision makers/agents.
Abstractly, the UMRI model is parameterized by the tuple
G):(’Cv')(yyaA)ﬂ-O)L){akaukakGIC})' (51)

With respect to the abstract parametrization of the UMRI model for a collection of
Bayesian agents, the following elements constitute the tuple © defined in (5.1).

Agents: K ={1,2,..., K} (K > 2) indexes the finite set of Bayesian agents.

State: X is the finite set of ground truths with prior probability distribution 7y. With
respect to our image classification context, X = {1,2,...10} is the set of image classes
in the CIFAR-10 dataset and 7 is the empirical probability distribution of the image
classes in the test dataset of CIFAR-10.

Observation and attention strategy: Agent k € K chooses attention strategy oy, : X —

A()Y), a stochastic mapping from X to a finite set of observations ). Given state = and
attention strategy oy, the agent samples observation y with probability oy (y|z). The
agent then computes the posterior probability distribution p(x|y) via Bayes formula as

mo(z) ok (y|z)
wex To(@) o (yla’)

p(zly) = 5 (5.2)
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The observation and attention strategy are latent variables that abstractly represent the
learned feature representations in the deep image classification context. Bayesian revealed
preference theory tests their existence via the convex feasibility test in Theorem [35|below.
Action: Agent k € K chooses action a from a finite set of actions A after computing
the posterior probability distribution p(x|y). In the image classification context, a is the
image class predicted by the neural network, hence 4 = X.

Utility function: Agent k € K has a utility function ui(x,a) € RT, x € X, a € A and

aims to maximize its expected value, with the expectation taken wrt the random state
x and random observation y. A key feature in our approach is to show that the utility
function rationalizes the decisions of the deep CNNs (made precise in Definition [34)).

Information Acquisition Cost: The information acquisition cost L(a, m9) € RT depends

on attention strategy o and prior pmf 7. It is the sensing cost the agent incurs in order
to estimate the underlying state (5.2)). In the context of machine learning, L(-) abstractly
captures the ‘learning’ cost incurred during training of the deep neural networks. In
rational inattention theory from behavioral economics, a higher information acquisition
cost is incurred for more accurate attention strategies (equivalently, more accurate state
estimates given observation y). We refer the reader to the influential work of

[37.]177].

Each Bayesian agent k& € IC, aims to maximize its expected utility while minimizing
its cost of information acquisition. Hence, the action a given observation ¥, and attention

strategy o are chosen as follows:

Definition 34 (Rationally Inattentive Utility Maximization) Consider a collection of
Bayesian agents KC parameterized by © in (5.1)) under the UMRI model. Then,
(a) Expected Utility Maximization: Given posterior probability distribution p(z|y),

every agent k € K chooses action a that maximizes its expected utility. That is, with E
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denoting mathematical expectation, the action a satisfies

a€ argrri‘ax E.{ur(z,ad)|y} = Zp(x|y)uk(a:, a’) (5.3)
a’e

rzeX

(b) Attention Strategy Rationality: For agent k, the attention strategy oy, optimally
trades off between maximizing the expected utility and minimizing the information

acquisition cost.

ay € argmax E,{ ma%Ex{uk(x, a)ly}} — L(a, m) (5.4
o aec

Eq.[5.3|5.4]in Definition [34] constitute a nested optimization problem. The lower-level
optimization task is to choose the the ‘best’ action for any observation y based on the
computed posterior belief of the state. The upper-level optimization task is to sample the

observations optimally by choosing the ‘best’ attention strategy.

Remark. The multiple Bayesian agents in © have the same state space X, observation
space )/, action space A, prior 7y and cost of information acquisition L, but only differ
in their utility functions. Bayesian revealed preference theory relies on this crucial
constraint on the optimization variables in (5.3)), (5.4) for detecting optimal behavior in a

finite number of agents.

5.2.2 Bayesian Revealed Preference (BRP) Test for Rationally Inat-

tentive Utility Maximization

Having described the UMRI model (collection of rationally inattentive utility maximiz-
ers), we are now ready to state our key result. Theorem 35| below says that the decisions
of a collection of Bayesian agents is rationalized by a UMRI tuple © if and only if

a set of convex inequalities have a feasible solution. These inequalities comprise our
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Bayesian Revealed Preference (henceforth called BRP) test for rationally inattentive

utility maximization.

For notational convenience, the decisions of the Bayesian agents in the UMRI model

are compacted into the dataset D defined as:
D = {mg, pr(alz),z € X,a € Ak € K}. (5.5)

In (5.3), 7o € Al*I=! denotes the prior pmf over the set of states X in © (5.I). The
variable pj(a|z) is the conditional probability that agent k € K = {1,2,..., K} takes
action a given state x. I characterizes the input-output behavior of the collection of

Bayesian agents and serves as the input for BRP feasibility test described below.

Theorem 35 (BRP Test for Rationally Inattentive Utility Maximization [2]]) Given the
dataset D (5.5)) obtained from a collection of Bayesian agents K. Then,

1. Existence: There exists a UMRI tuple ©(D) (5.1)) that rationalizes dataset D if and

only if there exists a feasible solution that satisfies the set of convex inequalities
BRP(D, {uy, cx }E.,) <0, u € R ¢ > 0, (5.6)

In (5.6), BRP(-) corresponds to a set of convex (in the variables {uy,, cx }&_, ) inequalities,
stated in Algorithm

2. Reconstruction: Given a feasible solution {uy,, cy}5_, to BRP(D,-), uy, is the k™

Bayesian agent’s utility function in the feasible model tuple ©(D). The set of observations
Y = A, the set of actions in D. The feasible cost of information acquisition L in ©(D) is

defined in terms of ¢y, as:
Lic) =
() max cy + ZI}?SL{(Z]?(I, a)ug(z,b)

— Zpk(x, a)ug(z,a), a = {p(alzr)}. 5.7

z,a
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The proof of Theorem [33]is in Sec.[5.5.1] Before launching into a detailed discussion, we
stress the “iff”” in Theorem [35] Put simply: if the inequalities in (5.6) are not feasible,
then the Bayesian agents that generate the dataset D are not rationally inattentive utility
maximizers. If (5.6) has a feasible solution, then there exists a reconstructable family
of viable utility functions and information acquisition costs that rationalize ]Dﬂ A key
feature of Theorem [35]is that the estimated utilities (and information costs) are set-valued;
every utility and cost function in the feasible set explains ID equally well. The estimated
UMRI model parameters are set-valued due to the finite number of Bayesian agents
whose decisions constitute the dataset ). The estimated parameter set converges to a

point if and only if the inequality (5.6) holds as || — oo.

Computational Aspects of BRP Test. Suppose the dataset D) is obtained from K
Bayesian agents. Then, BRP(ID) comprises a feasibility test with K (|X||.A| 4 1) free
variables and K% + K (|A|? — |A| — 1) convex inequalities. Thus, the number of free
variables and inequalities in the BRP feasibility test scale linearly and quadratically,

respectively, with the number of observed Bayesian agents.

5.2.3 Relating UMRI and BRP test to Interpretable Deep Image

Classification

We now discuss how the above BRP test relates to interpretable image classification
using deep CNNs. The BRP convex feasibility test in Theorem [35| comprises two sets

of inequalities, namely, the NIAS (No-Improving-Action-Switches) and NIAC (No-

“In terms of interpretable deep learning, of all parameters in the UMRI tuple, we are only interested in
the utility functions of the agents and the cost of information acquisition, since the remaining parameters
are immediately deduced from the decision dataset ID.
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Algorithm 1 BRP Convex Feasibility Test of Theorem

Require: Dataset D = {m, pi(a|z),z,a € X,k € K} from a collection of Bayesian
agents K.

Find: Positive reals ¢, ux(z,a) € (0,1] forallz € X', a € A, k € K that satisfy the
following inequalities:

NIAS : )~ py(fa) (w(,b) — up(z,a)) <0, (5.8)

Va,be A, k€ K,

NIAC : Z (m?Xij(x, a)uk(m,b)) —¢j (5.9)
— Zpk(x,a)uk(:);,a) +¢, <0, V), ke,

z,a

where pi(,a) = mo(2)pr(a|z), pr(z]a) = Epk(a:,a)

2! Pk (50/7(1) ’
Return: Set of feasible utility functions u; and information acquisition costs cj, incurred
by agents k € .

Improving-Action-Cycles) (5.9) inequalities (Algorithm[T)). NIAS ensures that the agent
takes the best action given a posterior pmf. NIAC ensures that every agent chooses the
best attention strategy. BRP test checks if there exist K utility functions and K positive

reals that, together with 1D, satisfy the NIAS and NIAC inequalities.

Toy Example with 2 CNNs

The following discussion gives additional insight into our approach. Consider the simplest
case involving two trained deep CNNs N; and Ny; so K = {1, 2} in the above notation.
Assume N7 and N, have the same network architecture. Suppose an analyst observes that
N7 makes accurate decisions on a rich input image dataset while N, makes less accurate

decisions on the same dataset.

Our UMRI model first abstracts the accuracy of the feature representations of the input

image data learned by N; and NN, via attention strategies c; and i in (5.4). Second,
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the information acquisition cost function L(-) abstracts the computational resources
expended for learning the representations. The rationale is that learning an accurate latent

feature representation is costly, and this is abstracted by the information acquisition cost.

Let the training cost incurred by Ny and N, be L(a;) and L( ) respectively. If the
decisions of N; and N, can be explained by the UMRI model (and Theorem [35]below
will give necessary and sufficient conditions for this), then there exist utility functions u;

and uy for Ny and Ns, that satisfy:

The above inequality says that CNNs N; and NV, would be worse off (in an expected utility
sense) if they make decisions based on swapping each other’s learned representations.
That is, both N; and N, learn the ‘best’ feature representation of the input images given

their training parameters.

Discussion

(i) Parsimonious Interpretable Representation of deep CNNs. In the deep image classi-
fication context, due to the UMRI model’s parsimonious parametrization in (5.1]), the
decisions of /' CNNs can be rationalized by just K utility functions and an information
acquisition cost function, thus bypassing the need of several million parameters to de-
scribe the deep CNNs.

(i1) Identifiability. The BRP feasibility test requires the dataset D to be generated from
K > 2 Bayesian agents. If K = 1, then (5.6) holds trivially since any information acqui-
sition cost satisfies the convex inequalities of BRP. Another intuitive way of motivating a
collection of agents for the BRP is as follows. Reconstructing a feasible UMRI model

tuple O that rationalizes the decisions of the deep CNNss is analogous to fitting a line to
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a finite number of points. One can fit infinitely many lines through a single point. The
task becomes non-trivial if the number of points exceeds 2. In the Bayesian revealed
preference context, the points correspond to the decisions from each Bayesian agent. The
slope and intercept of the fitted line, in our case, corresponds to the utility function and
cost of information acquisition that rationalize the agent decisions.

(ii1) Relative Optimality implies Global Optimality. In the setting involving K > 2
deep CNNs (agents), the NIAS and NIAC inequalities of BRP test check for relative
optimality - given utility function uy, does deep CNN k performs at least as well as any
other observed deep CNN in K\{k}? Clearly, testing for relative optimality is weaker
than testing for global optimality (5.4)) which ideally requires access to decisions from
an infinite number of deep CNNs. Setting the cost of information acquisition as a free
variable bridges this gap. The proof of Theorem 35 shows that if the deep CNN decisions
satisfy relative optimality, then there exists a cost of information acquisition such that
the decisions are globally optimal. That is, Theorem 35| ensures relative optimality is
sufficient for global optimality.

(iii) Generalization of [2|]. Theorem 35]generalizes [2, Theorem 1] in two ways. (1) In [2],
the utilities u; in UMRI model tuple © are assumed known, and only the information
acquisition costs ¢, are estimated, whereas Theorem [35]estimates both parameters. (2)
The expression for the reconstructed model tuple ©(ID) is novel; the discussion in [2]] is
only confined to the existence of such a tuple.

(vi) Single Utility UMRI (S-UMRI ). In Sec.[5.5.2] we propose a sparse version of UMRI,
namely, the S-UMRI model in (5.21)). The key distinction of this model is that all agents
have the same utility function u and thus can be represented with substantially fewer
parameters. In complete analogy to Theorem 35] we outline a decision test in Theorem 39|
that states necessary and sufficient conditions for agent decisions to be consistent with

the S-UMRI model of rationally inattentive utility maximization. We discuss this sparse
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parametrization in the Appendix so as not to interrupt the flow of the main text.
(vii) Degenerate solution to BRP and S-BRP tests. The degenerate utility function of all
zeros and cost of information acquisition L = 0 trivially satisfy the BRP and S-BRP tests

and lie at the boundary of the feasible set of parameters.

Summary

This section formulated an economics-based decision-making model. Since this model
may not be familiar to a machine learning reader, we summarize the main ideas. We
introduced the rationally inattentive utility maximization model, namely, the UMRI
model for a collection of Bayesian agents (decision makers). Our main result Theorem [33]
outlines a decision test BRP for rationally inattentive utility maximization given decisions
from a collection of agents. This BRP test comprises a set of convex inequalities that
have a feasible solution if and only if the collection of agents are rationally inattentive
utility maximizers. Theorem [35|also provides an explicit reconstruction of the feasible
UMRI model parameters that rationalize input agent decisions. The set of feasible utility
functions and information acquisition costs thus parsimoniously explain the decisions
generated by the Bayesian agents. In Sec.[5.5.2] we propose a single utility version of the
UMRI model with fewer parameters. Due to fewer parameters, the decision test for this
sparse model, given in Theorem [39] is computationally less expensive yet more restrictive

than the BRP test for rationality in Theorem

The rest of the chapter focuses on computing interpretable UMRI models that ratio-
nalize deep CNN decisions. We will investigate through extensive experiments how well
the UMRI fits the deep CNN decisions via robustness tests. We will also investigate how

well the computed interpretable models, namely, UMRI and S-UMRI, predict the deep
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CNNSs’ decisions when the training parameters are varied.

5.3 Bayesian Revealed Preference explains CIFAR-10 Image Classi-

fication by Deep CNNs

The experimental results in this section are divided into two parts: First, we show that the
deep CNNs decisions pass the BRP and S-BRP tests formulated in Theorems [35]and [39]
by a large margin. This implies that the rationally inattentive utility maximization model

is a robust fit to the deep CNN decisions.

Our second result demonstrates an application of the reconstructed interpretable
model. Training datasets are often noisy. We show that in such a noisy setting, the
reconstructed interpretable model from Theorem 35can accurately predict (with accuracy
exceeding 94%) the image classification performance of the deep CNNs. This bypasses
the need to train the deep CNN for various noise variances that corrupt the training

dataset.

Experimental Setup: Deep CNN Architectures, Training Parameters

and Construction of Dataset
Image Dataset. For our numerical experiments, we trained and validated the deep CNN’s
using the CIFAR-10 benchmark image dataset [186]. This public dataset consists of

60000 32x32 colour images in 10 distinct classes (for example, airplane, automobile, ship,

cat, dog etc.), with 6000 images per class. There are 50000 training images and 10000
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test images. We will use the terms image classes and image labels interchangeablyE]

Network Architecture and Training Parameters. In this chapter, we use 5 well-known
deep CNN architectures for our experiments. 1. LeNet [206], 2. AlexNet [207] 3.
VGG16 [208] 4. ResNet-50 [[193]] 5. Network-in-Network (NiN) [209]] The deep CNN’s
are trained and validated on the CIFAR-10 image dataset, using 3 learning rate schedules,
namely, L.R. 1, L.R. 2 and L.R. 3. All 3 schedules use the RMSprop optimizer [210] with
the decay parameter and maximum training epochs (full passes of the training dataset)
set to 1075 and 200, respectively, and initial step size set to 0.01. The step size is halved

every 20, 30, 40 epochs, respectively, for L.R. 1, 2 and 3.

Relation to Bayesian revealed preference. We now relate the deep CNN setup to
the Bayesian revealed preference framework in Sec.[5.2] For each CNN architecture,
we use the decisions of ' = 20 CNNs, i.e., 20 Bayesian agents in the terminology of
Sec.[5.2] for our BRP and S-BRP decision tests. The CNN decisions from K CNNs
on the test image dataset of CIFAR-10 are aggregated into dataset D (5.3). The results
of the decision tests are discussed below. In the deep image classification context, the
parameter py,(a|x) in (5.3)) is the probability that the k™ deep CNN classifies an image
from category x into category a in the CIFAR-10 test image dataset. The prior 7y in
D (5.5)) is the empirical pmf over the set of image categories in the CIFAR-10 test dataset.

Constructing ID from raw CNN decisions is discussed in Sec.[5.5.3]
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Network Architecture EZ?;nlng R (x107%) (Esi%m;)
L.R. 1 30.34 4.72
LeNet L.R. 2 35.14 4.65
L.R. 3 37.97 5.11
L.R. 1 32.10 3.21
AlexNet L.R. 2 34.98 3.91
L.R. 3 40.60 4.62
L.R. 1 96.36 4.09
VGGl6 L.R. 2 107.4 4.02
L.R. 3 119.8 4.44
L.R. 1 126.2 2.82
ResNet-50 L.R. 2 129.2 3.45
L.R. 3 132.3 3.83
L.R. 1 108.3 3.59
Network-In-Network (NiN) L.R. 2 132.1 3.36
L.R. 3 149.1 5.57

Table 5.1: How does increasing the complexity of the network architecture improve
robustness of fit to the CNN decisions to the interpretable model? We see that R
is substantially higher (by an order of magnitude) than Rg ggrp for all CNN archi-
tectures. We conclude that the UMRI model fits CNN decisions substantially better than
the S-UMRI model, but with larger computing cost for evaluating the parameters of the
interpretable model. Thus, if there are no computational constraints, we recommend
using the UMRI model for interpreting CNN decisions.

5.3.1 BRP and S-BRP Tests for deep CNN datasets. Results and

Insights

A. Robustness Results on Deep CNN datasets

Our first key result is that image classifications of all 5 deep CNN architectures listed in
Sec.[5.3| pass the BRP and S-BRP tests by a large margin. The results are tabulated in
Table[5.1] The robustness values R and RRs.grp in Table [5.1] are defined in Definition [36]

below which formalizes the notion of margin for the decision tests.

>Our experiments are confined to the CIFAR-10 dataset for clarity of exposition. Our approach to
interpretable deep learning can be easily extended to richer benchmark image datasets like ImageNet and
CIFAR-100 (that comprise over a 100 image labels).
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Learning
Network . . .
Architecture Rate airplane | auto bird cat deer dog frog horse | ship truck
(L.R)
LR.1 17.61 3.55 20.06 | 1.88 17.19 | 21.42 | 42.00 | 27.79 | 1.91 9.55
LeNet LR.2 4.13 5.20 7.82 1.90 13.18 | 18.66 | 23.84 | 8.16 2.48 2.47
LR.3 10.79 8.27 18.62 | 22.67 | 19.91 | 25.01 | 47.71 | 73.52 | 2.65 1.01
LR. 1 210.78 | 41.84 | 49.77 | 59.71 | 51.24 | 68.31 | 83.94 | 211.61| 60.43 | 125.73]
AlexNet LR.2 85.51 47.89 | 17.38 | 1.00 25.34 | 202.78| 21.30 | 35.01 | 533.62| 248.57
LR.3 18.00 49.55 | 58.25 | 28.31 | 135.54| 29.24 | 224.91] 214.51| 8.29 264.20
LR. 1 164.48 | 154.77| 15.42 | 33.67 | 6.28 123.89] 62.83 | 26.21 | 1.43 170.69
VGG16 LR.2 88.73 154.10| 45.63 | 297.61| 131.08| 136.52| 57.34 | 229.80| 145.99| 11.90
LR.3 24.33 10.78 | 93.90 | 11.11 | 91.96 | 56.64 | 77.30 | 110.60] 20.28 | 17.09
LR.1 50.83 17.55 | 16.09 | 4.66 17.92 | 3.67 4.92 3.95 15.46 | 4.88
ResNet-50 LR.2 7.51 8.40 72.70 | 30.72 | 32.43 | 83.65 | 221.27| 74.59 | 99.04 | 20.51
LR.3 14.61 367.59| 31.61 | 9.20 16.35 | 11.58 | 41.44 | 243.95] 222.67| 483.91
LR.1 5.02 30.95 | 9.91 71.38 | 63.69 | 45.88 | 31.39 | 67.86 | 17.03 | 21.41
Network-in-Network | L.R.2 40.17 60.32 | 4.40 55.67 | 95.02 | 88.72 | 91.15 | 15.98 | 176.75| 10.27
LR.3 10.47 75.32 | 55.97 | 24.17 | 17.41 | 8.94 23.02 | 71.27 | 29.94 | 80.91

Figure 5.2: The utility function of the sparsest interpretable model is a diagonal matrix.
The diagonal elements yield a natural preference ordering amongst the set of image
classes (classification hypotheses). For example, consider the VGG16 architecture
trained using learning rate 1 (third row, first sub-row of table). The maximum utility is
for trucks (170.69, last column) and the minimum is for ships (1.43, second last column).
This shows the sparsest interpretable model induces the following preference ordering
for the VGG16 architecture: classifying trucks correctly is prioritized 100 times more
than classifying ships. Such a preference ordering is not explicitly generated by a CNN.

Definition 36 (Robustness (Goodness-of-fit) of BRP and S-BRP Tests.) Given dataset
D (5.3) aggregated from a collection of Bayesian agents, R(D) and Rs.prp(D) measure

the largest perturbation so that D passes the BRP and S-BRP decision tests:

e K
R(D) = max ————, BRP(D, {uy, cx} 1) < —e. (5.11)
>0 30y k3
£
Rs.zrp(D) = max TER S-BRP(D, u, {cx, M} y) < —e. (5.12)
& 2

In Definition robustness values R and Rg.grp measure, respectively, the smallest
perturbation needed for D to fail the BRP and S-BRP decisions tests. Both R and
Rs.srp are normalized wrt the row-wise £, norm of the feasible utility functions. Higher

robustness values imply a better fit of the UMRI, S-UMRI models to the decision dataset
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Discussion and Insights. Robustness Results of Table

(i) Deep CNN dataset: The deep CNN datasets used for the robustness tests (3.11]),
comprise decisions of K = 20 deep CNNs for every network architecture, where CNN k&
was trained for 10 k training epochs, k = 1,2,..., K.

(11) Comparison between R and Rs.prp values for deep CNN datasets: The average
value of R prp (5.12)) over all 3 learning rate schedules and 5 network architectures was
found to be 4.09 x 10~%. In contrast, the average value of R was found to be
87.45 x 10~%, almost 20 times the average value of Rg.grp. This result shows that the
UMBRI model fits deep CNN decisions substantially better than the S-UMRI model. This
result is expected since S-UMRI is parameterized using much fewer variables compared
to the UMRI and hence, S-BRP test is more restrictive than BRP .

(iii) Sensitivity of R, Rs.grp to Network Architecture: The average value of R is 122.29 x
10~* for the LeNet and AlexNet architectures, which is approximately 3.5 times the
the average value of R for the VGG16, ResNet-50 and NiN architectures which is
35.18 x 10~*. The variation of Rs_grp With network architecture is negligible compared
to Rs.grp. This shows the robustness test for UMRI model is more sensitive to network
architecture compared to that for the S-UMRI model.

(iv) Computational aspects of R and ‘R ggp. The computation time for R is almost 30
times that for Rggrp. This is expected since the UMRI model is parameterized by K

utility functions compared to a single utility function in S-UMRI.

The robustness value for the non-informative dataset of uniformly distributed pmfs is 0. Hence, the
robustness value measures the informativeness of the attention strategies in I relative to the uniform
probability distribution.
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B. Sparsity-enhanced Interpretable Model

Our next task is to determine the sparsest possible interpretable model that satisfies the

decision tests BRP and S-BRP. The motivation is three fold:

1. The sparsest interpretable model explains the deep CNN decisions using the fewest
number of parameters.

2. The sparsest interpretable model induces a useful preference ordering amongst the
set of hypotheses (image labels) considered by the CNN; for example, how much
additional priority is allocated to the classification of a cat as a cat compared to a
cat as a dog. In classical deep learning, this preference ordering is not explicitly
generated.

3. Third, the sparsest solution is a point valued estimate. Recall the BRP and S-BRP
decision tests yield a set-valued estimate of feasible utility functions and cost of
information acquisition that explain the deep CNN datasets. While every element in
the set explains the dataset equally well, it is useful to have a single representative

point.

Theorem [3”7|below computes the sparsest utility function out of all feasible utility

functions.

Theorem 37 (Sparsity Enhanced BRP and S-BRP Tests for Deep CNN datasets) Given
dataset D (5.3) from a collection of K Bayesian agents. The sparsest solutions to the BRP
and S-BRP tests minimize the sum of row-wise L1 norm of the feasible utility functions of
the K agents that generate DD.
K K
(ur.x)* = argrilinZHukHl,BRP(D, ) <0, > lul3 = K.
YLK p=1 k=1

u* = argmin||ul, S-BRP(D,-) < 0, ||ul|5 = 1. (5.13)
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where ||-||1 denotes the row-wise L1 norm.

Results and Discussion. Sparsity Test for deep CNN datasets

The sparsest utility function from the S-BRP test are tabulated in Table[5.2]for all 5 deep
CNN architectures. The corresponding information acquisition cost for all 5 architectures
averaged over learning rates 1,2, 3 are shown in Fig.[5.3] Together, the sparsest utility
and information cost constitute the sparsest S-UMRI interpretable mode for the deep
CNN decisions.

(i) Preference ordering induced from sparsest utility. The sparsest utility function for
the S-UMRI model induces a useful preference ordering among the predicted image
classes. That is, they measure how the deep CNN’s priority for accurate classification
varies across image classes. For instance, consider the VGG16 architecture trained using
learning rate schedule 1. Of all image categories, the maximum utility is observed for
trucks (170.69) and the minimum for ships (1.43). This shows the VGG16 architecture
prioritizes classifying trucks correctly about 100 times more than classifying ships.

(1) Penalty for learning image features accurately. The computed information acquisition
costs in Fig.[5.3| can be understood as the training cost the CNN incurs to learn latent
image features accurately. The interpretable model cannot explain the variation in CNN
classification accuracy versus variation in training parameters without an information
acquisition cost. From Fig.[5.3] we can conclude that learning accurate image features
is the most and least costly, respectively, for the AlexNet and ResNet architectures,

respectively.

"For brevity, we have only included the sparsity results for the S-UMRI model. The sparsest utility
functions of the UMRI model that explains deep CNN decisions are included in our public GitHub
repository that contains all test results and codes.
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Figure 5.3: The figure illustrates an important property of our approach to interpretable
deep learning: in addition to the utility function (Table [5.2), we also need a rational
inattention term (cost of learning latent image features) to explain CNN decisions.
Put differently, we cannot explain the variation in CNN classification accuracy versus
variation in training parameters without an information acquisition cost. The figure
displays the information acquisition cost L evaluated for the sparsest interpretable
model. We also observe that learning accurate image features is most expensive for
AlexNet, and least expensive for ResNet architectures.

5.3.2 Predicting deep CNN classification accuracy using our Inter-

pretable Models

Training datasets are often noisy; for example, [211]] considers noisy datasets for hand-
written character recognition. We now exploit the proposed interpretable model to
predict how the deep CNN will perform with a noisy training dataset without actually

implementing the deep CNN.

Our predictive procedure is as follows. We first train the CNNs on noisy datasets

that are generated by adding simulated Gaussian noise with noise variances chosen from
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Agleltilzgﬁre airplan¢ auto | bird | cat | deer | dog | frog | horse| ship | truck
LeNet 0.042 | 0.042 0.041] 0.027 0.046 0.025 0.049 0.034] 0.040 0.042
AlexNet 0.025 | 0.031 0.034 0.021] 0.046 0.032] 0.049 0.039 0.045 0.036
VGG16 0.033 | 0.035 0.043 0.041] 0.048 0.048 0.035 0.046 0.037 0.048

ResNet-50 0.030 | 0.031 0.027] 0.031] 0.020 0.027 0.040] 0.015 0.023 0.024

Network-in- 0.051 | 0.029 0.025 0.028 0.056 0.059 0.030] 0.058 0.045 0.036
Network

Figure 5.4: How well does our interpretable model predict CNN classification accuracy?
The table displays the prediction error 6, (z) defined in (5.14). Recall §, () is the error
between the true CNN performance and the predicted performance using the interpretable
model with Algorithm 2] The maximum error across all image classes and architectures
was found to be 5.9%. Hence, our interpretable model predicts CNN classification
performance with accuracy exceeding 94%.

a finite set. ﬂ Then given the CNN decisions, we compute our interpretable model
over this finite set of noise variances. Finally, to predict how the CNN will perform for
a noise variance not in the set, we interpolate the utility function of the interpretable
model at this noise variance. Then given the interpolated utility function and information
acquisition cost from our interpretable model, the predicted classification performance
is computed by solving convex optimization problem (5.4). The above procedure is
formalized in Algorithm 2] Hence, our interpretable model serves as a computationally
efficient method for predicting the performance of a CNN without implementing the
CNN. The interpretable model can be viewed as a low dimension projection of the

high-dimension CNN with predictive accuracy exceeding 94%.

Remark. An alternative procedure is to directly interpolate the performance over the
space of CNN weights (several hundreds of thousands). Due to the high dimensionality,
this is an intractable interpolation. In comparison, interpolation over the utility functions

in our interpretable model is over a few hundred variables.

8Injecting artificial noise in training datasets is also used in variational auto-encoders for robust feature
learning [212,213]).
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Prediction Results of Algorithm [2on Deep CNN Performance

Table displays the prediction errors (difference between the true and predicted
classification accuracy) for the deep CNNs for all 5 architectures and all image classes in
CIFAR-10. For a fixed CNN architecture and noise variance 1 > 0, the prediction error

d,(x) for image class z is defined as:
op(x) = |p(z|x) — penn(z]z)]. (5.14)

In (5.14)), p(-]-) is the predicted CNN performance generated from Algorithm 2 and
penn (|- s the true CNN performance obtained by implementing the CNN. Recall that

p(z|z) is the probability that the CNN correctly classifies an image belonging to class x.

Algorithm 2 Predicting Deep CNN Classification Accuracy via the S-UMRI model using

Theorem
Require: Dataset D from K deep CNNs from a fixed network architecture. The

k™ CNN is trained on a noisy dataset with added Gaussian noise with variance 7, =
1+0.1x(k—1).

Step 1: Constructing Interpretable Model. The most robust utility functions {u} } &,
and information acquisition cost L* are computed by solving the following convex
optimization problem.

K
{u}, i}, = argmax 8—, BRP(D, ) < —e.

w Yoy [luel3 -
L*(plalz)) = maxci + Y mo(@)(plalz) — pi(alz))u’(z, a).

z,a

Step 2: Predicting Classification Accuracy. For an arbitrary noise variance 1 € [y, nk|,
obtainindex g € Z,, g < K suchthatn € [y, 1441]. Then, the predicted classification
accuracy p(a|x) for noise variance 7 is computed as follows:

p(alz) —argmaXZmaXZWo p(alz)i(z,a) — L*(p),

p(alz)

=10 x {(ng1 — n)ug + (77 — g Uy i1} (5.15)

Return: Predicted performance p(a|x) for noise variance 7).
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Discussion and Insights

(1) Our interpretable model can predict CNN classification performance with high accu-
racy (see below).

(i1) The interpretable model (utility functions and information acquisition cost) for our
predictive procedure (Algorithm [2)) is evaluated on the set of noise variances G =
{140.1x (k—1),k=1,2,...,11}. The predictive procedure of Algorithm [2]is applied
on the the set of noise variances given by Go = {1.05+0.1 x (k— 1),k =1,2,...,10}.
Table |5.4|displays the prediction errors §,(x) averaged over all € Gb.

(ii1) From Table the prediction error 6, () averaged over all image classes x for the

5 CNN architectures are:

1. LeNet - 0.038 4. ResNet-50 - 0.027
2. AlexNet - 0.036 5. NiN- 0.035
3. VGGI16-0.041

So the least accuracy is 95.9%, and highest accuracy is 97.3%.

(iv) The prediction error averaged over the network architectures was observed to be
minimum for image class ‘cat’ (98.1%) and maximum for image class ‘deer’ (95.7%)
over all image classes.

(iv) Statistical Similarity between Deep CNNs and Interpretable Model. We computed
the Kullback-Leibler (KL) divergence between the true and predicted classification
performances pimp(a|z) and p(a|x). Recall p(a|z) is computed from the interpretable
model via Algorithm [2and pcnn(alx) is obtained from the CNN. The KL divergence

values for the 5 CNN architectures are:

1. LeNet - 0.015 3. VGG16-0.016

2. AlexNet - 0.012 4. Resnet-50 - 0.006
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5. NiN - 0.018.

Thus the decisions made by the deep CNNss are statistically similar to decisions generated

by our interpretable model.

Remark. Although our numerical experiments only consider the CIFAR-10 image
dataset, our results are straightforward to extend to larger and more granular datasets like

CIFAR-100 [186] and ImageNet at the cost of greater computational resources.

5.4 Conclusions and Extensions

This chapter proposed a data-driven micro-economics based system identification ap-
proach for interpretable deep classification. The key results stem from Bayesian revealed
preference. By embedding deep image classification in a constrained Bayesian utility
maximization framework, interpretable deep image classification is equivalent to set-
valued system identification of an argmax non-linearity (in signal processing terms).
Based on approximately 500 experiments on 5 popular CNN architectures, we showed
that deep CNNs can be explained remarkably well by Bayesian utility maximization

constrained by an information cost.

Our main results were the following:
1. Using the theory of Bayesian revealed preference, Theorem [35| gave a necessary and
sufficient condition for the actions of a collection of decision makers to be consistent
with rationally inattentive Bayesian utility maximization. We showed that deep CNNs
operating on the CIFAR-10 dataset satisfy these necessary and sufficient conditions.
2. Next we studied the robustness margin by which the deep CNNss satisfy Theorem [35];

we found that the margins were sufficiently large implying robustness of the results. Our
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robustness results are summarized in Table

3. In Theorem [37] we constructed the sparsest interpretable model from the feasible set
generated using Theorem [35] The sparsest interpretable model explains deep CNN deci-
sions using the least number of parameters. The sparsest interpretable model introduces
a useful preference ordering amongst the set of hypotheses (image labels) considered by
the deep neural network; for example, how much additional priority is allocated to the
classification of a cat as a cat compared to a cat as a dog. In classical deep learning, this
preference ordering is not explicitly generated

4. Finally, we showed that our interpretable model can predict CNN performance with
accuracy exceeding 94%, and the decisions generated by our interpretable model are
statistically similar to that of a deep CNN. At a more conceptual level, our results suggest
that deep CNN’s for image classification are equivalent to an economics-based constrained

Bayesian decision system (used in micro-economics to model human decision making).

Extensions. An immediate extension of this work is to use an auto-encoder to extract
features and replace the image class label with the image features as the state in the
constrained utility maximization model. This would result in a richer descriptive model

of the CNN due to more degrees of freedom in the utility function.

Our proposed interpretable model generates a concave utility function by design. This
is an important feature of the revealed preference framework; even though the actual deep
learner’s utility may not be convex. To quote Varian [77]]: ”If data can be rationalized
by any non-trivial utility function, then it can be rationalized by a nice utility function.
Violations of concavity cannot be detected with only a finite number of observations.”
A more speculative extension is to investigate the asymptotic behavior of the BRP and

S-BRP decision tests for rationally inattentive utility maximization-do the tests pass when

the number of deep CNNs tend to infinity? Recent results [214] show that an infinite
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dataset can at best be rationalized by a quasi-concave utility function.

Reproducibility: The computer programs and deep image classification datasets
needed to reproduce all the results in this chapter can be obtained from the public GitHub

repository https://github.com/KunalP117/DL_RI.

5.5 Appendix

5.5.1 Proof of Theorem 33

Proof of necessity of NIAS and NIAC:

1. NIAS (5.8)): For agent k € I, define the subset ), C ) so that for any observation
y € V., given posterior pmf py(z]y), the optimal choice of action is a (5.3). We
define the revealed posterior pmf given action a as pi(z|a). The revealed posterior

pmf is a stochastically garbled version of the actual posterior pmf py(z|y), that is,

'/'C b)
Zpk y Zpk (yla)pr(z|y) (5.16)
yey

Since the optimal action is a for all y € Y,, (5.3) implies:

> pelaly)(w(e, b) — up(w,a) <0

= > pelyla) Y p(aly) (u(z,b) — ug(x,a)) <0
yeya reX

= Y pe(yla) > pr(ely) (uilw,b) — uk(z, ) <0
yey zeX

(since pi(yla) = 0, Vy € Y\Vu)

= Z Zpk(y|a)29k(5€|y)(uk(:v,b) —ug(z,a)) <0

rzeX yey
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- Zpk(x|a)(uk(x,b) — ug(z,a)) <0 (from (5.16))

zeX

This is precisely the NIAS inequality (5.8).

. NIAC (5.9): Let ¢, = L(a) > 0, where L(-) denotes the information acquisition
cost of the collection of agents K. Also, let J(ay, uy) denote the expected utility
of the k™ agent given attention strategy cv;, (first term in RHS of (5.4)). Here, the
expectation is taken wrt both the state x and observation y. It can be verified that
J(-,uy) is convex in the first argument. Finally, for the k™ agent, we define the

revealed attention strategy o over the set of actions A as
a(alz) = pr(alz), Va € A,

where the variable py(a|x) is obtained from the dataset D. Clearly, the revealed
attention strategy is a stochastically garbled version of the true attention strategy

since

ay(alz) = py(alr) = Zpk(a|y)ak(y|$) (5.17)

yey

From Blackwell dominance [138] and the convexity of the expected utility func-

tional J (-, uy), it follows that:
J(og, u;) < J(ow, uy), (5.18)

when o, Blackwell dominates .. The above relationship holds with equality if
k = j (this is due to NIAS (5.8)). We now turn to condition (5.4) for optimality of

attention strategy. The following inequalities hold for any pair of agents j # k:

J(a;,uk) — Ck J(ak,uk) — CL
(o) G.I8)
> Joy,up) —¢; > J(ag,u) — ;. (5.19)

This is precisely the NIAC inequality (5.9).
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Proof for sufficiency of NIAS and NIAC: Let {uy, ¢y}, denote a feasible solution to
the NIAS and NIAC inequalities of Theorem [35] To prove sufficiency, we construct

an UMRI tuple as a function of dataset D and the feasible solution that satisfies the

optimality conditions (3.3)),(5.4) of Definition
Consider the following UMRI model tuple:
0=(K,X,Y=A A no, L,{pralx),u, k € K}), where
L(p(alz)) = max cy + J(p(alz),ur) — J(pr(alx), ug). (5.20)

In (5.20), C(-) is a convex cost since it is a point-wise maximum of monotone convex
functions. Further, since NIAC is satisfied, (5.20) implies L(c;) = ci. It only remains

to show that inequalities (5.3]) and (5.4) in Definition 34| are satisfied for all agents in /.

1. NIAS implies (5.3) holds. This is straightforward to show since the observation
and action sets are identical.
2. Information Acquisition Cost (5.20) implies (5.4) holds. Fix agent j € K. Then,

for any attention strategy p(a|z), the following inequalities hold.

L(pale)) = max ey -+ J(plale),us) — T (pelala), w)
—s J(ps(al)) — ¢ > J(plale)) ~ Cp(ale), ¥ plal)

= pi(alz) € ar%ITlE)LX J(p(a|z),ur) — L(p(alx)) = (5.4).

5.5.2 S-UMRI (Sparse UMRI) Model for Rationally Inattentive

Bayesian Utility Maximization

In Sec.[5.2.1] we outlined the UMRI model for rationally inattentive utility maximization

of K Bayesian agents parameterized by K utility functions and a cost of information
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acquisition. This section proposes a sparse version of the UMRI model, namely, the
S-UMRI model that is parameterized by a single utility function that rationalizes the

decisions of K Bayesian agents. Abstractly, the S-UMRI model is described by the tuple
0= (IC,X,y,.A,ﬂ'O,L,U, {Oék,)\k,]{? € ]C}) (5.21)

All parameters in are identical to that in (5.1]) except for the additional parameter
A: € Ry. )\ can be interpreted as the sensitivity to information acquisition of the k™
agent. We discuss the significance of \; in more detail below. In complete analogy to
Definition Definition (38| below specifies the optimal action and attention strategy

policy of the Bayesian agents in /.

Definition 38 (Rationally Inattentive Utility Maximization for S-UMRI) Consider a
collection of Bayesian agents K parameterized by © in (5.21)) under the S-UMRI model.
Then,
(a) Expected Utility Maximization: Given posterior pmf p(x|y), agent k € K chooses
action a that maximizes its expected utility.

a € argmax E {uy(x,d )|y} = Zp(x|y)u(x, a’) (5.22)

a’'ceA zeX

(b) Attention Strategy Rationality: Agent k chooses attention strategy o, that optimally

trades off between utility maximization and cost minimization.
oy, € argmax E, { max E.{u(z,a)|ly}} — ML(a', 7o) (5.23)
o ac

Remarks. 1. Role of \. In (5.23), ) is the differentiating parameter across agents. Even

though all agents have the same utility function, different values of \; result in different

optimal strategies o, (5.23)).
2. Sparsity of S-UMRI . The UMRI model tuple for K Bayesian agents is parameterized
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using K (|X||A| + 1) variables. In comparison, the S-UMRI tuple is parameterized via

|X||A| + K variables. The difference in variables for parametrization is linear in /.

Finally, in complete analogy to Theorem [35] we now state Theorem [39] that states
necessary and sufficient conditions for the decisions of a collection of Bayesian agents to

be rationalized by the S-UMRI model.

Theorem 39 (S-BRP Test for Rationally Inattentive Utility Maximization) Given the
dataset D (5.5)) obtained from a collection of Bayesian agents K. Then,
1. Existence: There exists a S-UMRI tuple ©(D) (5.1) that rationalizes dataset D if and

only if there exists a feasible solution that satisfies the set of inequalities
S-BRP(D) < 0. (5.24)

In (5.6), S-BRP(-) corresponds to a set of inequalities stated in Algorithm[3| below. The
set-valued estimate of © that rationalizes D is the set of all feasible solutions to (5.6)).

2. Reconstruction: Given a feasible solution {u, \,, cx}5_, to S — BRP(D, ), u is the

k™ Bayesian agent’s utility function, for all k = 1,2, ..., K. The set of observations
Y = A, the set of actions in D. The feasible cost of information acquisition L in ©(D) is
defined in terms of the feasible variables cy, A\, as:

L) = max i + Ak Z(p(:c, a) — pe(z, a))u(z, a),

z,a

(= {plalx),a € A,x € X'}) (5.25)

The proof of Theorem [39|closely follows the proof of Theorem [35|and hence, omitted.
In comparison to the BRP test of Theorem [35] the S-BRP test has the same number of
inequalities but fewer decision variables. Hence, the set of feasible parameters generated

from Algorithm [3|is smaller compared to Algorithm

231



Algorithm 3 S-BRP Convex Feasibility Test of Theorem 39|

Require: Dataset D = {m, pi(a|z),z,a € X,k € K} from a collection of Bayesian
agents K.

Find: Positive reals ¢, \g,u € (0,1] forall z € X, a € A, k € K that satisfy the
following inequalities:

1> pi(xla) (u(z,b) — u(z,a)) < 0,Ya,b, k,

2. Z(pj(m, a) — pi(z,a))u(z, a) + M\p(cr — ¢;) < 0,V5,k,

where pi(,a) = mo(2)pr(a|z), pr(z]a) = Z:pk(a:,a)

2! Pk (xlva) ’
Return: Set of feasible utility function u, scalars \; and information acquisition costs
cx incurred by agents k € K.

5.5.3 Construction of Deep CNN Dataset

We now explain how the decisions of the deep CNNs are incorporated into our main
theorems Theorems [35]and [39] Suppose K deep CNNs indexed by k£ = 1,..., K with
different training parameters are trained on the CIFAR-10 dataset. For every trained deep
CNN £, given test image 7 from CIFAR-10 test dataset with image class s;, let the vector
fix € A? denote the corresponding softmax output of the deep CNN. The vector f; x
is a 10-dimensional probability vector where f; x(j) is the probability that deep CNN k&

classifies test image ¢ into image class j.

The decisions of all K deep CNNs on the CIFAR-10 test dataset are aggregated into
dataset D for compatibility with Theorems [35]and [39]as follows:

D = {mo, pr(alx),z,a € X k € {1,2,...,K}}, where

Y1 s, = o} SN 1{s; = @} fir(a)
mo(r) =Y~ (alr) = ==L S
' Z N SV s =)
N =10000, X = A= {1,2,...10}. (5.26)

Here 7y () is the empirical probability that the image class of a test image in the CIFAR-
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10 test dataset is . Since the output of the CNN is a probability vector, we compute
pr(a|x) for the ™ CNN by averaging the a™ component of the output over all test images
in image class x. Finally, V is the number of test images in the CIFAR-10 test dataset, and
the set of true and predicted image classes are the same, i.e., X = A. Although implicit
in the above description, our Bayesian revealed preference approach to interpretable deep
image classification assumes the deep CNN'’s (agent’s) ground truth is the true image

label, and its decision a is the predicted image label.
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CHAPTER 6
INVERSE-INVERSE REINFORCEMENT LEARNING. SPOOFING AN
INVERSE REINFORCEMENT LEARNER

6.1 Introduction

In abstract terms, a cognitive radar is a constrained utility maximizer with multiple sets
of utility functions and constraints that allow the radar to deploy different strategies
depending on changing environments. Cognitive radars adapt their waveform scheduling
and beam allocation by optimizing their utility functions in different situations. If a smart
adversary can estimate the utility function or constraints of the cognitive radar, then it
can exploit this information to mitigate the radar’s performance (e.g., jam the radar with
purposefully designed interference). A natural question is: how can a cognitive radar
hide its cognition from an adversary? Put simply, how can a smart sensor hide its strategy
by acting dumb? We term this cognition-masking functionality as meta-cognitionﬂ A
meta-cognitive radar [215] switches between two modes of cognition; one mode to

achieve a high quality estimate of a target, the other mode to hide its utility function

(plan).

A meta-cognitive radar pays a penalty for stealth - it deliberately transmits sub-
optimal responses to keep its strategy hidden from the adversary resulting in performance
degradation. This chapter investigates how a cognitive radar hide its strategy when the
adversary observes the radar’s responses. Our meta-cognition results are inspired by
privacy-preserving mechanisms in differential privacy and adversarial obfuscation in

deep learning with related works discussed below. Although this chapter is radar-centric,

““Meta-cognition” [215] is used to describe a sensing platform that switches between multiple objectives
(constrained utility functions).
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we emphasize that the problem formulation and algorithms also apply to adversarial
inverse reinforcement learning in general machine learning applications, namely, how to

purposefully choose sub-optimal actions to hide a strategy.

Related Works

Cognitive radars are widely studied in the literature [216—248ﬂ; see [216-218,236]
for comprehensive discussions on the cognitive radar literature. More recently, our
chapters [[103,[249] deal with inverse reinforcement learning (IRL) algorithms for cog-
nitive radars, namely, how can an adversary estimate the utility function of a cognitive
radar by observing its decisions. Reconstructing a decision maker’s utility function
by observing its actions is the main focus of IRL [6}28,250] in machine learning and
revealed preference [2,/127] in micro-economics literature. In the radar literature, such
IRL based adversarial actions to mitigate the radar’s operations are called electronic
countermeasures (ECM) [[103}/126,251]]. This chapter builds on [[103}[249,252] and
develops electronic counter countermeasures (ECCM) [253-255] to mitigate ECM. This
chapter assumes that adversary’s ECM is unaware if the radar has ECCM capability,
which is consistent with state-of-the-art ECCM literature. The central theme of this
chapter is to apply results from revealed preference in micro-economics theory [32}/127]].
To the best of our knowledge, this approach for ECCM to hide cognition is not explored

in literature.

Several works in literature [256H258|] highlight how an adversary benefits from
learning the radar’s utility function. In [256], the adversary optimize its probes to

increase the power of its statistical hypothesis test for utility maximization. [257,258]]

2We discuss cognitive radars in more detail in Sec. and contextualize conventional models of radar
cognition to the abstract constrained utility maximization framework assumed throughout this chapter.
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show how revealed preference-based IRL techniques can be used to manipulate consumer

behavior.

In the radar context, [259] uses the Laplacian mechanism for meta-cognition; the
cognitive radar anonymizes its trajectories via additive Laplacian noise. Differential
privacy-based adversarial obfuscation has seen success in applications such as ML [260],
user data sharing [261] and recommendation systems [262]. In our cognition masking
approach, the radar mitigates adversarial IRL via purposeful perturbations from optimal

strategy, where the perturbations are computed via stochastic gradient algorithms (see

Algorithm [5in Sec.[6.4.2).

Outline and Organization of Results

(i) Background. Inverse reinforcement learning (IRL): In Sec.[6.2] we formulate the
interaction between a cognitive radar and an adversary target. We first discuss several
cognitive radar models studied in optimal waveform design and sensor management
in Sec.[6.2.2] We then review the main idea of revealed preference-based adversarial
IRL algorithms, namely, Theorems 1] and [50] in Sec.[6.2.3] that the adversary uses
to reconstruct the radar’s strategy from its actions. Then we outline two examples
of cognitive radar functionalities, namely, waveform adaptation and beam allocation.
Theorem [51]stated in Sec.[6.7.5]in the supplementary document extends adversarial IRL
to the case where the cognitive radar faces multiple constraints. Theorem [S1]is omitted

from the main text for readability.

(ii) Masking Radar’s Strategy from Adversarial IRL: Sec.[6.3| contains our main meta-
cognition results, namely, Theorems 44] for mitigating adversarial IRL by masking the

radar’s strategy. The key idea is for the radar to deliberately deviate from its optimal
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(naive) response to ensure:

(1) its true strategy almost fails to rationalize its perturbed responses (masked from
adversarial IRL), and

(2) its performance degradation due to sub-optimal responses does not exceed a particular
threshold. Theorem [53|in Sec.[6.7.5| extends Theorem 4] to the case where the cognitive
radar has multiple constraints. Theorem [54] provides performance bounds on the cogni-
tion masking scheme of Theorem [44] when the adversary has misspecified measurements

of the radar’s response.

(iii) Masking Radar’s Strategy from Adversarial IRL Detectors in noise. Sec.[6.4]extends
our IRL and cognition masking results to the case where the adversary has noisy mea-
surements of the radar’s response. First, we define IRL detectors (Definition that
detect radar’s cognition in noise. Then, we enhance our cognition masking scheme of
Theorem [44] to mitigate the IRL detectors. The radar’s cognition masking objective now
is to maximize the detectors’ conditional Type-I error probability, subject to a bound on

its deliberate performance degradation.

(iv) Numerical illustration of masking cognition by meta-cognitive radars. Sec.[6.5]illus-
trates our meta-cognition results on two target tracking functionalities, namely, waveform
adaptation and beam allocation. Our numerical experiments show that the meta-cognition
algorithms in this chapter can effectively mask both the radar’s utility function and
resource constraint when the cognitive radar is probed by the adversarial target. Our main
finding is that a small deliberate performance loss of the meta-cognitive radar suffices to

mask the radar’s strategy from the adversary to a large extent.

Running Example. Since the concept of ECCM via cognition masking is somewhat
abstract, for the reader’s convenience, we relate each assumption, definition and theorem
introduced in this chapter at an implementation level to a real-world cognitive radar

example. Specifically, we consider a cognitive radar [234] tracking an adversarial target.
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6.2 Background. IRL to Estimate Cognitive Radar

Since this chapter investigates how to construct a cognitive radar that hides its utility from
an adversarial IRL system, this section gives the background on how an adversarial system
can use IRL to estimate the radar’s utility. An important aspect of the IRL framework
below is that it is a necessary and sufficient condition for identifying cognition (utility
maximization behavior); hence it can be considered as an optimal IRL scheme. Sec.[6.7.7]

and discuss cognition masking when the adversary performs sub-optimal IRL.

6.2.1 Radar-Adversary Dynamics

Model 1 (Radar-Target Interaction) The cognitive radar-adversary interaction has

the following dynamics:

target probe: oy, € ]R‘j_
radar action: [3), € ]R‘i
target state: x, = {x;(t), t =1,2,...},
T (t + 1) ~ poy, (@|2zk(t)), T0 ~ 70
radar observation: yi, ~ pg, (y|x)
radar tracker: T, = T (Tk—1, Yx)

observed radar action: z, = B, + wy, wr ~ f. (6.1)

Remarks. We now give examples for the abstract model (6.1)).
1. A widely used example [263.]264] for the radar-adversary dynamics model is that

of linear Gaussian dynamics for target kinematics and linear Gaussian measurements:
{L‘k(t+1) :Axk(t)+wt(ak), C(,’k(()) ~ T :./\/’<JA,’0,E())
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yk(t) == O[Ek(t) + Ut(ﬁk), k= 1, 2, ce ,N (62)

Here 74(t) € X = R¥, yi(t) € Y = RY. Ais a block diagonal matrix [265] when
the target state represents its position and velocity in Euclidean space. The variables
wy ~ N(0,Q(cx)) and v, ~ N (0, R(5)) are mutually independent Gaussian noise
processes.

2. In this chapter, we are only concerned with the asymptotic statistics of the radar
tracker 7" (6.1)) for our cognition-masking algorithms. One example is that of a Bayesian
tracker (Kalman filter) where the asymptotic covariance of the state estimate is the unique
positive semi-definite solution of the algebraic Riccati equation (ARE). Other tracker

examples include the particle filter, interacting multiple model (IMM) filter etc.

We now proceed to define a cognitive radar which we assume in this chapter to be a

constrained utility maximizer.

Definition 40 (Cognitive Radar) Consider the radar-adversary interaction dynamics
of Model[l| The cognitive radar chooses its response J; at time k by maximizing a

utility function u(cy,, -) subject to constraint g(oy, -) < 0:

BZ € argmax U(Oék,ﬁ)’
g(ax, B) < 0. (6.3)

We assume that g(+) is an increasing function of 5.

From a radar practitioner’s perspective, let us briefly relate the parameters in Defini-
tion 40| to a cognitive radar-adversary interaction. Consider a cognitive radar as modeled
in [234} Sec. 4B] tracking an adversarial target. The response [ parametrizes the radar’s
transmitted waveform, the probe o, parametrizes the state noise covariance matrix due

to the adversary’s maneuvers. In the cognitive radar context of [234], the utility function
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u(+) is equivalent to the inverse of the transmitted signal power (radar minimizes its trans-
mission power); the constraints g(ay, -) < 0 can be interpreted as posterior Cramer-Rao

bound (PCRB) constraints on the radar’s estimate of the target’s statef]

Remarks.

1. In the main text of this chapter, we consider a single constraint. This is consistent with
most works in cognitive radar literature which also assume a single operating constraint.
For example, in [266]], the cognitive radar is constrained by a bound on the target dwell
time (monotone in the time the radar spends tracking each target). In [267], the radar’s
constraint is a bound on the receiver sensor processing cost (monotone in the radar’s
choice of sensor accuracy for target tracking). Hence, we only consider the operating
cost of the radar in the main text which is reflected in the radar’s scalar-valued constraint
g in (6.3).

2. Multiple resource constraints. Our IRL methodology discussed below can be extended
to multiple resource constraints (g is vector-valued). However, for readability, we only
consider a scalar-valued constraint g in the main text of this chapter. We consider multiple
resource constraints in Sec.[6.7.5] The notation for IRL and cognition masking results
is complicated for vector-valued cost g(-) and hence omitted from the main text and

discussed in the supplementary document.

6.2.2 Radar Cognition as Constrained Utility Maximization

Cognitive radars have been studied extensively in the literature [216-248]. In this section,
we discuss relevant works from the cognitive radar literature, and contextualize widely

used models of radar cognition to the abstract constrained utility maximization framework

31t is straightforward to show that PCRB is inversely proportional to the radar sensor’s signal-to-noise
ratio (SNR) that depend on the target’s maneuvers, hence g(«y) can be viewed as SNR constraints with
explicit dependence on the adversarial probe a.
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proposed in Definition

Cognitive Radars

The term “cognition” in cognitive radars is used to describe a number of functionalities
such as optimal waveform design, knowledge-aided radar detection and tracking for
minimizing response times, and sensor management. A cognitive radar [99,(123]268]]
uses the perception-action cycle of cognition to sense the environment and learn from it
relevant information about the target and the environment. Cognitive radars have also
been modeled as reinforcement learners in the literature that maximize their utility [103]

249269-271] and tune their sensing resources to optimally satisfy mission objectivesE]

Table [6.1]displays works in the cognitive radar literature related to the constrained
utility maximizer framework of Definition 40 For brevity, we limit our discussion of
cognitive radars to waveform design, sensor management and joint waveform-receiver

filter design.

e Radar cognition for optimal waveform design: The signal-to-interference-noise ratio
(SINR) is a widely used objective maximized by cognitive radars for waveform adapta-
tion [219-224]. In [219,[220], the radar is constrained by the maximum peak-to-average
ratio (PAR) of the transmission code that controls the variation of the code about its
mean value, and hence, controls the transmission bandwidth. In [221-223]], the radar
is constrained by the total contiguous bandwidth available for transmission, and the
resulting optimization problem results in the well-studied Sense-React-Notch paradigm.
The cognitive radar in [224]] faces multiple constraints, namely, bounds on the total

transmission power, Hamming/Manhattan distance with respect to a reference code,

“In the context of DFIG (Data Fusion Information Group) process model [272]], sensor adaptation by
the radar can be viewed as Level 4-Process Refinement in the DFIG model.
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and the interference power spilled over in undesirable frequency bands. We extend our
cognition masking result of Theorem [44]to vector-valued constraints in Theorem [53]in

the supplementary document.

The cognitive radar discussed in [225]] minimizes a convex combination of two met-
rics, namely, the Spectral Integrated Level Ratio (SILR), a variable that is inversely
proportional to the SINR, and the Integrated Cross-Correlation Level (ICCL) that mea-
sures the cross-correlation of the transmitted waveforms across multiple antennae. The
transmitted waveform is constrained to be either constant modulus, or discrete phase
(equivalent to M-ary Phase Shift Keying with a pre-specified alphabet size). In [226],
the radar minimizes the L£o-norm between the ambiguity function of the transmitted
waveform and that of a reference waveform constrained by the total transmission power.
The waveform design scheme in [230] resembles that of [226] in that the cognitive radar
minimizes a convex combination of the interference power and the side lobe correlation,
subject to a bound on the transmission power. In [227-229], the radar maximizes the
mutual information (based on differential entropy) between the received signal and the
impulse response of the target subject to a bound on the transmission power. In [235]], the
cognitive radar minimizes the posterior Cramer-Rao lower bound (CRLB) of the target
estimate subject to a bound on the transmission power. The Cramer-Rao lower bound
for the target estimate is also widely used in cognitive radars performing optimal sensor

management as discussed below.

e Radar cognition for optimal sensor management: Analogous to optimal waveform
design, SINR is also a widely used objective for optimal sensor management in cognitive
radars [231,232] where the radar is constrained by sensing constraints such as cost of
changing the tracked cell in Euclidean space [231]] and bound on downlink interference

power [233]]. The posterior and predicted Cramer-Rao lower bounds (CRLB) for the
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target estimate are also widely used optimization metrics for cognitive radar performing
optimal sensor deployment [235,236] where the radar faces constraints such as bounds
on the communication cost with the central processing unit [235]] and bounds on the
sensing and processing cost [236]. A similar model is proposed in [237] where the
radar optimizes its sensor deployment locations, and the number of active sensors. The
radar minimizes the mean squared tracking error subject to constraints on the number of
sensors deployed. [238H240] addresses optimal beamsteering for cognitive radars. To
choose the optimal cell for focusing its transmit beam, the radar maximizes the entropy
of the target’s location. For target tracking, the optimal sensor parameters minimize the
target’s tracking entropy (based on location and velocity of the target). Finally, [241},242]
design cognitive radars for adaptive target detection that maximize the likelihood of
target emission on a 2-dimensional grid, subject to block sparsity constraints on the target

location.

e Radar cognition for joint waveform-receiver filter optimization: Joint optimization of
waveform and receiver filter design is well explored in the cognitive radar literature; we
discuss a few notable works below. Note that the radar optimizes over two variables,
namely, the receiver filter and the transmitted waveform. In [243],244], the radar mini-
mizes the clutter/interference power at the receiver subject to the well-known Capon [273]]
constraint, namely, a normalization constraint on the received signal power. In addition,
the radar in [243]] is subject to an equality (normalization) constraint on the received
signal power, and a bound on the transmission power in [243]]. The radar in [244] faces
an addition waveform constraint (identical to [226]), namely, the transmission waveform
is constrained to be either constant modulus or discrete-phase. On a related note, ro-
bust constrained Capon beamforming is investigated in [274-276]. [245]] considers a
bi-static cognitive radar transmitting two waveforms. The joint waveform-receiver filter

optimization is done in two steps: first, the optimum receiver filters are computed that
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maximize the receiver SINR. Then, the optimal waveforms are computed that maximize
the signal power at the radar receiver subject to (i) orthogonality constraint on the two
waveforms, (ii) transmission power constraints and (iii) bounds on L,-deviation from a
set of reference waveforms. The authors of [245]] generalize their work to multi-static
radars in [246] and to cognitive radar networks in [247]]. Finally, [248]] maximize the
signal-to-clutter-noise-ratio (SCNR) at the receiver subject to a bound on the transmission
power. The key idea is that the introduction of a physics-based scattering model for
the clutter environment makes the maximization of SCNR tractable unlike traditional

approaches.

Meta-cognitive Radars

A meta-cognitive radar [216,277-279]transcends conventional notions of ‘cognition’
in radars. In this chapter, we view meta-cognition as the radar’s sensing ability to
identify an adversary in its environment, and strategic ability to spoof the adversary using
inverse-inverse reinforcement learning techniques to ‘mask’ its cognition. The working
assumption of the chapter is that an adversary can (a) identify the cognitive ability of a
radar, and (b) mitigate the radar’s operations based on this information. Recent works
address how to identify cognitive radars by analysing a finite time series of emission
exchanges with the radar [[103,249,252]; a summary of the strategy identification results

is presented in Sec.[6.2.3| below.

Radar functionalities that mitigate adversarial systems are termed as ECCM in radar
literature; see [280]] for a comprehensive discussion. Low-probability-of-intercept (LPI)
transmission design [281-283|] achieves stealth for cognitive radars and avoid cognition
detection. Waveform adaptation schemes to counter barrage jamming are studied in [253}

254]. Frequency diversity for stealth-based ECCM in multi-target and moving target
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Works Category Utility Constraint
[21911220] Waveform Minimum SINR of finitely many users Bound on Peak-to-Average Ratio (PAR)
[2214223) Waveform SINR (Sense-React-Notch Paradigm) Bound on contiguous transmission bandwidth
Bounds on interference power in restricted
frequency bands, total transmission power,
[224] ‘Waveform SINR e
and lower bound on similarity wrt a reference
code
. o . Baseband transmission codes are constrained
Negative of convex combination of SILR (in- R .
[225]] Waveform i to be either constant modulus or discrete
terference), ICCL (waveform correlation)
phase
Negative of L2-deviation from a desired am- L
[226] Waveform L. . Bound on transmission power
biguity function
Mutual information (M.1.) between measured L
227-229) Waveform . . Bound on transmission power
signal and target impulse response
Negative of convex combination of interfer-
[230] ‘Waveform ence power in restricted frequency bands and | Bound on transmission power
side-lobe correlation
Bounds on Euclidean distance between cur-
[231H233] Tracked cell SINR rent and next tracked cell (cost of shifting
target cell), downlink interference power
Negative of predicted posterior Cramer-Rao | Bounds on transmission power, communica-
[234}235]] Sensor, Waveform . K
lower bound (CRLB) for target estimate tion cost
Negative of predicted conditional CRLB of . .
[236] Sensor . Bounds on sensing cost, processing cost
target estimate
(i) For sensor deployment locations: uncon-
237] S Negative of root mean squared error (RMSE) | strained (global optimum achieved in finitely
ensor
between target state and estimate many steps), (ii) For number of sensors to be
deployed: Bound on deployed sensors
. Target position entropy (as a function of tar- .
[238H240] Beamsteering Bound on target tracking entropy
get cell)
Likelihood of emission on a 2-D grid under | Emission activity norm (block-sparsity con-
12411242 Sensor . .
Gaussian measurement model straint)
. . Normalization constraint on the received sig-
. . Negative of interference and clutter power at .
[243]] Joint waveform-receiver filter . nal power (Capon constraint), Bound on trans-
the receiver .
mission power
[244] Joint waveform-receiver filter | Negative of interference power at the receiver | Capon constraint, code constraint from [226]
Orthogonality constraint between waveforms,
[245H247) Joint waveform-receiver filter | SINR, signal power at the receiver bounds on transmission power, bounds on Lo-
distance from a set of reference waveforms
[248] Joint waveform-receiver filter | SCNR Bound on transmission power

Table 6.1: Cognitive radars as constrained utility maximizers. In the table above, we
contextualize several notable works in the cognitive radar literature according to the
abstract constrained utility maximization setup of Definition 40| For every cognitive radar
model discussed in Sec.[6.2.2] we list the optimization type or ‘category’, the equivalent
utility being maximized by the radar, and the resource constraint faced by the radar.
The meta-cognition algorithms in this chapter provide a principled approach to spoof an
adversary that can identify the radar’s plan and mitigate the radar’s operations.
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tracking applications is studied in [284-280].

While the works discussed above mitigate an adversary, the ECCM measures do not
necessarily mask the radar’s cognition. The meta-cognitive radar’s aim in this chapter
is to confuse the adversary’s detector and hide its cognition, i.e., ensure the adversary
incorrectly reconstructs the radar’s strategy with high probability, by deliberately trans-
mitting sub-optimal responses. Specifically, this chapter contributes to anti-stealth and
anti-ARM ECCM [287]] by ensuring that adversarial mitigation is ineffective with a large

probability.

6.2.3 Adversarial IRL for Identifying Strategy of Cognitive Radar

We now review the main results for adversarial IRL, namely, how an adversary can
identify and reconstruct the radar’s strategy by observing the radar’s responses. The
adversarial IRL system is schematically shown in Fig.[6.1] The key idea is to formulate
the adversary’s task of identifying the radar’s strategy as a linear feasibility problem in
terms of the radar’s responses. This chapter considers two distinct scenarios in terms
of the dependency of the adversary’s probe «y on the radar’s utility u and resource
constraint g in (6.3). The two scenarios are formalized in Assumptions [2]and [3] below in
our IRL results, Theorems 1] and [50] and justified in Sec.[6.2.4]in the tracking examples

of waveform adaptation and beam allocation.

IRL for Identifying Radar’s Utility Function

In works such as [225,230], the adversary can mitigate the cognitive radar if the adversary

knows the utility weights. Theorem below provides a set-valued reconstruction
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algorithm to estimate the radar’s utility function when the adversary controls the radar’s
resource constraint. Such scenarios where the adversary knows the radar’s resource

constraint is formalized below in Assumption [2}

Assumption 2 The radar’s resource constraint g(-) in is linear in the adversary’s

probe oy, and the radar’s utility u(-) is independent of a:

g(alwﬁ) = Oé;cﬂ - 17 11(0%,5) = 11(5) (64)

IRL objective. The adversary aims to reconstruct the radar’s utility u(-) using the dataset

D, where D, is defined as:
D, = {g(aw, ), Bi}ilas (6.5)

where g(ay, -) is defined in (6.4).

In spite of its linear structure, the constraint in (6.4) can model non-linear radar constraints
via a suitable definition of the radar’s response 3 and the adversary’s probe «. For
example, an upper bound on the asymptotic precision of the radar’s state estimate
(inverse of the solution of the algebraic Riccati equation (ARE)) can be expressed as
a linear constraint in terms of the eigenvalues of the state and noise covariance matrix;
see [103] Lemma 3] for a detailed exposition. Let us now state Theorem 1] for achieving

IRL when assumption [2| holds.

Theorem 41 (IRL for Identifying Radar’s Utility Function) Consider the cognitive
radar described in Model[l| Suppose assumption[2| holds. Then:
(a) The adversary checks for the existence of a feasible utility function that satisfies (6.3))
by checking the feasibility of a set of linear inequalities:

There exists a feasible 0 € R2 s.t. A(0,D,) <0,

s3I us.t By € argmaxu(f), a8 < 1VEk, (6.6)
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where dataset D, is defined in (6.5) and the set of inequalities A < 0 is defined in
Sec.l6.7.1]
(b) If A(-,D,) < 0 has a feasible solution, the set-valued IRL estimate of the radar’s

utility u is given by:

ure(8) = {urL(B;0) : A(0,D,) < 0},

urL(8;0) =  min }{9k + Ok (B — Br)} (6.7)

ke{l,2,...,N

Theorem @ 1{is well known in micro-economics as Afriat’s theorem [32,/127] and widely
used for set-valued estimation of consumer utilities from offline data. In complete
analogy, the adversary also performs IRL on a batch of probe-response exchanges with
the cognitive radar to reconstruct the radar’s utility ﬂ Abstractly, Theorem {41|says that
given a finite dataset, the adversary can at best construct a polytope of feasible strategies
that rationalize the adversary’s dataset. Theorem [41] achieves IRL when the radar faces a
single operating constraint. We discuss adversarial IRL for multiple resource constraints
in Theorem [51]in Sec.[6.7.5] Then the linear feasibility test of (6.6) generalizes to a
mixed-integer linear feasibility test, linear in the real-valued feasible variables in the

multi-constraint case.

The important aspects of Theorem f1]to a practitioner are the following: Unlike
typical reactive ECM systems, the adversarial target in this chapter is assumed to be
a cognitive entity [288]]. The cognitive ECM entity has the capability to: (1) estimate
the radar’s strategy encoded in its utility function u, and then (2) perform adversarial

maneuvers (a;.y)aqyv that minimize the radar’s utility:

N
(1.§)Adv € argmin Z max u(f), glak, Br) <0 (6.8)

a1:N k=1 1:N

3Afriat’s theorem with linear constraints (6.4) has been generalized to non-linear monotone constraints
in literature [[124]]. For the radar context in this chapter, it suffices to assume a linear constraint when the
adversary is trying to estimate the radar’s utility
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In the context of the cognitive radar modeled in [234], the utility function could be a
Quality-of-Service (QoS) metric [289] the radar maximizes to yield the optimal waveform
parameter (instead of simply minimizing the transmission power). The ECM objective in
this scenario would be to identify the radar’s QoS function for mitigating its operations.
Through the reconstructive procedure of in Theorem 1], the adversary can estimate
the radar’s utility, and then use to design optimal maneuvers that minimize the

radar’s QoS [

IRL for Identifying Radar’s Resource Constraints

In certain scenarios, the utility of the radar is well known (e.g., signal-to-noise ratio
(SNR)), but the operational constraints of the radar are not known, for example, bound
on the Peak-to-Average Ratio (PAR) [219}220]. We formalize such scenarios where the

adversary knows the radar’s utility function below as Assumption 3

Assumption 3 The radar’s utility function u(-) (6.3)) is controlled by the adversary’s
probe oy, the radar’s resource constraint g is independent of oy, and has the following

form:

glax, B) = g(8) — v, M >0, 6.9)

where 7y, g are independent of a.
IRL objective. The adversary aims to reconstruct g(-) using the dataset D,, where D,, is

defined as:

D, = {u(oy, ), Bt (6.10)

®A popular framework to study radar-adversary interactions of the form in (6.8) is the principal agent
problem (PAP). We refer the reader to [290.[291]] where the authors design ECCM strategies using a PAP
framework for adversarial mitigation.
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IRL for estimating the radar resource constraints has the same structure as that of
Theorem 1] and is discussed in the Appendix. IRL for Assumption [3]is formally stated
in Theorem [50/in Sec.[6.7.2] and summarized below:

girL(8) = {ge(5;0) : A(0,D,) > 0}, (6.11)
girL(B;0) = ke{?}f}fw}{g’“ + On (o, B) — ulag, Br))},

where grry, 1s the adversary’s set-valued estimate of the radar’s constraint g, dataset D,
is defined in (6.10) and 6 € R%" is a feasible vector wrt the feasibility test A(-, D,,) >
0. Note how the IRL feasibility inequalities in (6.11)) are identical to that of in

Theorem |41/ but with the inequality direction reversed.

Theorem [50] is useful when the adversary is interested in evaluating the radar’s
constraints. Consider the cognitive radar in [234]]. The adversary knows the radar’s utility,
for example, the signal-to-noise ratio (SNR). The adversary’s aim instead is to estimate
the radar’s constraints on the cost of communication [234), Eq.40] with the central
processing unit. Knowledge of the radar’s communication cost facilitates adversarial

maneuver selection as:

N
(@1:n)aay € argmin »  maxu(ay, fy), g(5k) < w, (6.12)

Q1N k=1 /BlzN
where the utility function is simply the radar sensor’s SNR that indeed depends on the
adversary’s maneuvers (parametrized by probe o), g(-) is the radar’s communication

cost, and 7, is the cost threshold at time step k.

6.2.4 Examples of IRL for Identifying Radar Cognition

Below, we discuss two examples of cognitive radar functionalities, namely, waveform

adaptation and beam allocation. Throughout this chapter, we will use the two examples

250



below for contextualizing our cognition masking resultsﬂ

Example 1. Waveform Adaptation for Cognitive Radar

Waveform adaptation [292-297] is a crucial functionality of a cognitive radar. Consider
a cognitive radar with linear Gaussian dynamics and measurements (6.2). The cognitive
radar’s aim is to choose the optimal sensor mode (observation noise covariance) based
on the target’s maneuvers. A more accurate sensor results in more precise observations,
but is also costlier to deploy. Sec.[3.3.3|formalizes the optimal waveform adaptation and
abstracts the problem as the constrained utility maximization problem of (6.3)). In simple
terms, the cognitive radar maximizes its observation noise covariance (least accurate
sensing mode) subject to a lower bound on the radar’s SNR. The key idea is to assume
that adversary’s probe «; and radar’s response [ are the eigenvalues of covariance
matrices (Q and R~!, respectively, and hence, parameterize the state and observation
noise covariance in the state space model of (6.2). We encourage the reader to refer to
Sec.[3.3.3] that shows the equivalence between an upper bound on the radar’s asymptotic
covariance (X*(ay, Bx)) " and the linear constraint o8 < 1. In summary, the cognitive

radar’s optimal waveform adaptation strategy can be abstracted as:
B, € argmax u(f), a8 <1, (6.13)

where w is the radar’s utility, and the linear constraint ;3 < 1 equivalently bounds the

asymptotic precision of the radar.

Let us briefly discuss the state-of-the-art in waveform design in the radar literature,

and show how optimal waveform design can be embedded in the abstract constrained

"In Appendices [6.7.3] we formally relate the variables in (6.14) to tracker-level parameters of the
cognitive radar. We encourage the reader to refer to Sec.[3.3.3] for a detailed discussion of waveform
optimization, and contextualization of the variables in (6.13).
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utility maximization setup of (6.13). In [292], the constraint in is a bound on
the waveform power; the utility function is either the conditional mutual information
between the target impulse response and the reflected waveforms given the knowledge of
transmitted waveform, or simply the negative of the mean squared error between the true
and estimated location of the target being tracked, with both choices of utility function
yielding the same optimal waveform choice. In [294], the authors study waveform design
in omni-directional radars where the radar’s utility function (6.13) is the negative of
the downlink multi-user interference and the resource constraint is simply a bound on
the transmitted power. In [296], the radar’s utility is the negative of the Cramer-Rao
bound on the variance of the radar’s state estimate; the radar’s resource constraint is
a bound on its transmission power. The authors in [295] design optimal waveforms
with an added ECCM functionality to mitigate ECM. The key idea is to first send a
pilot waveform to estimate the parameters of the adversary’s ECM, followed by intra-
pulse frequency coding with appropriate parameters to deceive the adversary’s ECM.
Our ECCM approach is similar to that of [295] with the only difference that instead
of increasing the bandwidth of our transmitted signal to combat smart noise jamming,
the cognitive radar transmits sub-optimal waveforms to avoid its strategy from being

reconstructed by the adversary.

IRL for optimal waveform adaptation. The adversary’s aim is to identify the radar’s
utility function u. Also, the setup of (6.13) falls under Assumption 2] Hence, the

adversary uses the IRL test of (6.6) in Theorem 41| for identifying w.
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Example 2. Beam allocation for Cognitive Radar

Sec. discusses optimal beam allocation [98,298-301]. ﬂ The cognitive radar’s
aim is to allocate its beam intensity optimally between multiple targets. Compared to a
target with less jerky maneuvers, a target with unpredictable maneuvers requires a more
focused beam for the SNR to lie above a certain threshold. Sec.[6.7.3] formalizes the
beam allocation problem and abstracts the problem as a constrained utility maximization
problem (6.3). The key idea is to relate the adversary’s probe «y to the asymptotic
predicted precision of the radar tracker. In summary, the cognitive radar’s optimal

waveform adaptation problem can be abstracted as:

m

Br € argmax u(ax, 5) = [[ 8@, 18]l < (6.14)

i=1
where the radar maximizes a Cobb-Douglas utility subject to a bound -y, on the total

transmit beam intensity (x-norm of intensity vector) for all k.

IRL for optimal beam allocation. Since the adversary knows the radar’s utility

(Assumption , its aim is to identify the radar’s constraint g(-) — vy < 0 using the IRL

test (6.50) in Theorem 50

Summary. This section discussed how an adversary can deploy IRL to estimate a
cognitive radar’s utility and constraint. While IRL with a single operational constraint is
discussed in [103]], the IRL algorithm for multiple constraints (in Sec.[6.7.5)) is new. This
section also related Theorem 4 1| for identifying radar cognition to the parameters of a

cognitive radar [234].

8 Although similar to the abstract setup in Sec. a key difference here is that the cognitive radar
knows the adversary’s utility, but does not know the resource constraint. Hence, the classical Afriat’s
theorem needs to be modified to estimate the adversary’s resource constraint instead of the utility.
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6.3 Inverse IRL. Masking Radar Utility and Constraints from Ad-

versarial IRL

Having discussed how an IRL system can detect a cognitive radar, we are now ready to
design a cognitive radar that is aware of the adversary’s IRL motives and hides its strategy
(utility function and resource constraints) from the IRL system. In radar terminology,
IRL for mitigating a radar system falls under the field of electronic counter measures
(ECM). Since meta-cognition deals with spoofing adversarial IRL, it can be viewed as a

form of electronic counter-counter measure (ECCM) against ECM.

Rationale. How to hide cognition? Recall that the feasibility of (6.6), is both
necessary and sufficient for identifying utility maximization behavior (6.3)); see [32[127]
for the proof. Hence, a cognitive radar’s true strategy lies within the polytope of feasible
strategies computed by the adversary (Fig.[6.1)). The cognition masking rationale in this
chapter is to transmit purposefully designed perturbed responses that ensure the radar’s
true strategy lies close to the edge of the polytope of feasible strategies. The distance
from the edge of the feasibility polytope is a measure of goodness-of-fit of the strategy to
the radar’s responses; see Definitions @, @ below. In other words, the radar deliberately
sacrifices performance to ensure its strategy poorly rationalizes its perturbed responses,

hence hiding its strategy from adversarial IRL.

Main Result. How a radar can mask its utility/constraints

Theorem 4] below is our main result for cognition masking. Theorem [d4]uses the concept
of feasibility margin - how far is a strategy from failing the IRL feasibility tests (6.6)

or (6.50). We define two margins - M,, and M, for the feasibility margins of feasible
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Figure 6.1: Schematic of adversarial IRL against cognitive radars. The adversary observes
a sequence of decisions of the cognitive radar in response to a sequence of adversarial
probes. Revealed preference-based adversarial IRL (Afriat’s Theorem) [32,/127]] is equiv-
alent to checking the existence of a feasibility polytope for a set of inequalities (Afriat’s
Theorem [32,/127]). Our aim in this chapter is to make adversarial IRL. cumbersome -
how to purposefully distort radar responses meta-cognition objective in this chapter is to
spoof adversarial IRL, namely, how to make checking linear feasibility difficult.

utilities v and constraints g, respectively.

Definition 42 (Feasibility Margin for Reconstructed Utility (6.6)) Consider the dataset
D, defined in (6.5)). The feasibility margin M,,(D,) defined below measures how far is
the utility u from failing the IRL feasibility test (6.06)).

M., (Dy) :Hl>i(I)l e, A(u,Dy) +¢1 >0, (6.15)
where 1 is the column vector of all ones.
Definition 43 (Feasibility Margin for Reconstructed Constraints (6.50)) Consider the

dataset D, defined in (6.10). The feasibility margin M,(D,,) defined below measures
how far the constraint g is from failing the IRL feasibility test (6.50):
M, (D,) =mine, A(g,D,) —1 <0, (6.16)

0

where 1 is the column vector of all ones.
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The margin (6.15)), is a measure of goodness-of-fit for the IRL feasibility
inequalities (6.6) and (6.50), respectively, for any feasible strategyl] If u is a feasible
utility that rationalizes D, (6.5]), we have A(u, D,) < 0 from (6.6). Hence, the margin
for u is the minimum non-negative perturbation so that the IRL test of (6.6)) fails, that
is, A(-,D,;) + €1 > 0. Similarly, if g is a feasible resource constraint that rationalizes
D, (6.10), we have A(u,D,) > 0 from (6.50). Hence, the margin for u is the minimum
non-positive perturbation so that the IRL test of (6.6) fails, that is, A(-, D,;) — €1 > 0.
Equivalently, the margin measures how far a strategy lies from the edge of the polytope of
feasible strategies. []E] The concept of margins arises in many prominent areas of machine
learning, for example, in support vector machines (SVM) [307] for classification tasks
and also max-margin IRL [26]. In the radar context, a strategy with a large feasible
margin is a high-confidence point estimate of the radar’s strategy and hence, at higher

risk of getting exposed.

We are now ready to state our first cognition masking result, Theorem Theo-
rem [44] ensures the radar’s true strategy has a low feasibility margin wrt the IRL tests of
Theorems [41] [50] by deliberately perturbing the radar’s naive responses (6.3). In a sense,
the radar optimally switches between maximizing its performance and maximizing the

privacy of its plan.

Theorem 44 (Masking Cognition from Adversarial IRL Feasibility Tests.) Consider
the cognitive radar (6.3)) in Definition Let {B;}1_, denote the naive response se-

quence that maximizes the cognitive radar’s utility. Then:

9Strictly speaking, the margin (6.13)) is the minimum perturbation so that A(u.4,D,,) is infeasible,
where u 4 is the finite-dimensional projection of u for the IRL feasibility test defined in in Sec.[6.7.1]
However, we abuse notation and express the feasibility test as A(u, D,,) for the sake of simplicity of
exposition. We abuse notation in a similar way for (6.16)

10There exist several robustness measures in literature [302-306] that check how well a dataset satisfies
economic based rationality. Our cognition masking aim is more subtle - our aim is to ensure a particular
strategy rationalizes a dataset poorly by minimizing its feasibility margin (6.15)) (6.16).
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(i) Masking Utility Function from IRL. Suppose Assumption [2| holds. The response se-

quence { Bi‘: ~ | defined below masks the radar’s utility u from the adversary by ensuring

u passes the IRL feasibility test (6.6) with a sufficiently low margin (6.13) parametrized

by n € [0, 1]:
N
{Brn} = argmin > u(B) —u(B), (6.17)
{Bk>0, o Br<1}
Mu(Dy) < (1—n) Mu(D}), (6.18)

where dataset D; = {c,(-) — 1, Bi }iL, is the adversary’s dataset when the radar trans-
mits naive responses { B; }1_,, and D, is defined in (6.5).

(ii) Masking Resource Constraint from IRL. Suppose Assumption |3\ holds. The response

sequence {51* ~ | defined below masks the radar’s resource constraint g from the ad-

versary by ensuring g passes the IRL feasibility test with a sufficiently low mar-

gin (6.16) parametrized by n € [0, 1]:

N

{Bin} = argmin Y u(fy) —u(B), (6.19)
{Bk=0, g(Br)<vk} 11

Mg (D) < (1 —n) Mg(Dy), (6.20)

where dataset D}, = {u(a, -), B }o_, is the adversary’s dataset when the radar trans-

mits naive responses {3; }&_,, and D, is defined in (6.10).

Theorem (44| is our first result for masking cognition; see Algorithm 4| for a step-
wise procedure for masking the radar’s utility (6.17)). This is schematically illustrated
in Fig.[6.3] Theorem [44] computes the optimal sub-optimal response of the radar that
sufficiently mitigates adversarial IRL. The radar minimizes its performance degrada-
tion (maximizes Quality-of-service (QoS)) due to sub-optimal responses, subject to a
bound (6.18)), on the feasibility margin of the radar’s strategy (maximizes adversar-
ial confusion). Theorem[44]can be viewed as an inverse IRL (I-IRL) scheme that mitigates

an IRL system and is a critical feature of a meta-cognitive radar that switches between
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A Response i : 7y Perturbed Response ¢
1 :
1 Probes o, I : 1 Probes ay, !

Figure 6.2: Schematic of the cognitive radar masking its strategy from adversarial IRL
(via Theorem [44).

Naive response scheme (Left): The adversary sends a sequence of probe signals to the
radar and records its responses to the adversary’s probes. The radar’s strategy passes
the IRL feasibility test of Theorem 41| with a large margin if the radar transmits naive
responses (6.3) and can be reconstructed by IRL.

Cognition masking scheme (Right): If the radar is aware of adversarial IRL, the radar
deliberately perturbs its responses according to Theorem 44| to hide its strategy from the
adversary at the cost of performance degradation. In Sec.[6.5] we illustrate via numerical
examples how small deliberate perturbations in the radar’s naive responses mask the
radar’s strategy from adversarial IRL to a large extent.

different plans. For completeness, Sec.[6.7.5]extends cognition masking to the case where
the cognitive radar faces multiple constraints. Theorem |53| generalizes the cognition
masking scheme of Theorem 4] to the multi-constraint case where the adversary uses
Theorem [51] for optimal IRL. Also, Sec.[6.7.6 discusses cognition masking when the
adversary has mis-specified measurements of the radar’s responses. Our key result is
Theorem [54] that provides a performance bound on the cognition masking scheme of

Theorem 44| in terms of the misspecification error magnitude.

Extent of cognition-masking 1) in Theorem A smaller value of 7 implies a larger
extent of cognition masking from adversarial IRL and also a greater degradation in
the radar’s performance. One extreme case is setting 7 = (. This results in maximal
masking of the radar’s strategy. That is, the IRL feasibility inequalities (6.6), (6.50)
are no more feasible and there exists no feasible strategy that rationalizes the radar’s
responses. Setting 7 = 0 also causes the radar to deviate maximally from its naive
responses (6.3)), and hence results in a large performance degradation. The other extreme

case is setting 17 = 1. In this case, the radar simply transmits its naive response and
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its strategy is not hidden from the adversary.

Algorithm 4 Masking Radar’s Utility via Theorem [44] from IRL Feasibility Test (6.6)
Step 1. Compute radar’s naive response sequence 31, 5 by solving the convex optimization

problem (6.3)):
B; = argminu(f), glay, 8) <0, § > 0Vk € {1,2,..., N},

where u is concave monotone in 3 and g(ay, ) is convex monotone in 3.

Step 2. Choose 7 € [0, 1] (extent of cognition masking from IRL feasibility test).

Step 3. Compute upper bound My, 0n desired margin (6.13) after cognition masking:
Mitresh = (1 — 1) Mu({ag, 8i ), where M, is defined in (6.13).

Step 4. Compute the cognition-making responses by solving the following optimization
problem:

N
{Br.x haasky = argmin > u(B;) — u(By),
k=1

Bk >0, aﬁcﬁk <1Vk € {1,2,...,N},
Mu({almﬂk’}]kvzl) < Mihresh - (6.21)
Due to the non-linear margin constraint in (6.21)), the optimization problem can be solved

using a general purpose non-linear programming solver, for example, fmincon in
MATLAB, to obtain a local minimum.

Let us briefly explain the essence of the cognition masking algorithm in Theorem [44]
through our running cognitive radar example from [234]. We first assume the naive
cognitive radar maximizes its QoS subject to constraints on its posterior Cramer-Rao
bound (PCRB). The adversary exploits the ECM scheme of Theorem 1] to estimate the
radar’s QoS function and generates malicious probes (6.8). As an ECCM measure, the
radar intentionally chooses a sub-optimal waveform that trades off between maximizing
the radar’s QoS and ensuring a poor reconstruction of the radar’s strategy by the
adversary (margin constraint (6.18))). Let us consider the second scenario where the
cognitive radar’s utility is the inverse of the posterior Cramer-Rao bound (PCRB), that is,
the radar minimizes its PCRB [234, Eq. 40] subject to a constraint on its communication
cost with the central processing unit. The adversary can use Theorem [S0|to estimate the

radar’s communication cost, and can then use (6.12)) to generate malicious probes. As
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an ECCM measure, the radar intentionally violates the communication cost constraint
that trades off between minimizing the radar’s transmission power (6.19) and ensur-

ing a poor reconstruction of the radar’s communication cost by the adversary (margin

constraint (6.20)).

Summary

In this section, we introduced our key cognition masking result, namely, Theorem [44] that
mitigates the ECM attempts of the adversary (Theorems @ 1]and[50) to estimate the radar’s
strategy (utility function/resource constraint). From a practitioner’s perspective, we also
related the cognition masking scheme to a formal model of a cognitive radar [234]] that
chooses its waveform by solving a constrained optimization problem. This section sets
the stage to address cognition masking from an adversary under noisy measurements.
In the remainder of the chapter, we motivate our cognition masking results using two
radar functionalities, namely, optimal waveform adaptation and optimal beam allocation,

instead of the cognitive radar model of [234].

6.4 How to Mask Cognition from Detector?

The framework considered in Theorem [44] was deterministic; we assumed that the
adversary had accurate measurements of the radar’s responses. In this section, we
generalize Theorem 4] to the case where the adversary has noisy measurements of
the radar’s decisions. That is, the noise term wy, in the radar’s response measurement

zi, in (6.1) of Model [I] is a non-zero random variable with pdf f,. If the adversary
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deploys a Neyman—PearsorEr] type detector, how can we design our cognition masking
strategy to spoof this detector so that the radar can hide its utility and constraints? Before
generalizing Theorem 4] to the noisy case, we first address the following question: How

do the adversary’s IRL algorithms, TheoremsWd1|and |50, adapt to noisy measurements?

6.4.1 Noisy Adversarial IRL Detectors against Cognitive Radars

Our key IRL results for noisy radar measurements are outlined in Definition 5] below.
Recall from Sec.[6.2]that the adversary’s IRL algorithm in Theorem 1] comprises a linear
feasibility test to identify a feasible strategy that rationalizes the radar’s responses. When
the adversary has noisy measurements of the radar’s response, the deterministic feasibility
test generalizes to a feasibility hypothesis test to detect the existence of feasible strategies

(utilities and constraints) so that the radar responses satisfy utility maximization (6.3)).

For our hypothesis tests below, let Hy and H; denote the null and alternate hypotheses
that the adversary’s noise-less datasets defined in (6.5)) and (6.10) pass, and not pass,
respectively, the IRL feasibility tests (6.6) and (6.30)), respectively.

Hy : Radar is a constrained utility maximizer (6.3))
H, : Radar is NOT a constrained utility maximizer (6.3) (6.22)

The two types of error that arise in hypothesis testing are Type-I and Type-II errors. In

the radar context, the Type-I and Type-II errors have the following interpretation:

Type-I: Classify a cognitive radar as non-cognitive

Type-II: Classify a non-cognitive radar as cognitive (6.23)

"By Neyman Pearson’s lemma [308], it is impossible to maximize the Type-I and Type-II error of a
detector simultaneously. In this chapter, we focus on mitigating the detector by maximizing its conditional
Type-I error probability.
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A Feasible set before
cognition masking
(Theorem 2) Radar's strategy
2 M, Feasible set after
cognition masking
(Theorem 2)
\ 4

Figure 6.3: Cognition Masking for mitigating adversarial IRL. The radar’s naive re-
sponses pass the IRL feasibility tests in Theorems 1] and [S0] with a large feasibility
margin M. Cognition masking distorts the feasibility polytope so that the radar’s true
strategy is almost infeasible (low margin M) wrt the IRL feasibility inequalities (close
to the edge of feasibility polytope). Hence, the true strategy is a low-confidence estimate
for IRL and successfully hidden from the adversary.

In analogy to Theorems @] and [SO] our IRL detectors defined below assume two
scenarios, namely, Assumptions[]and[5|that generalize Assumptions [2]and 3] respectively,

to the case where the adversary has noisy response measurements.

Assumption 4 Consider the radar-adversary interaction scenario of Assumption 2] The

adversary has access to the noisy dataset ﬁg defined as:
Dy = {g(ak. ), 26 }hir. 21 = B + Wi, wy ~ Lo (6.24)

where g(ay, -) is defined in (6.4), 5 is the radar’s response and wy, is the adversary
sensor’s measurement noise with pdf f,, known to the radar.
IRL objective. The adversary uses the IRL detector in Definition {3|to detect if

the noise-free dataset D, (6.5)) passes the IRL test (6.6) of Theorem

Assumption 5 Consider the radar-adversary interaction scenario of Assumption |3} The
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adversary has access to the noisy dataset ﬁu defined as:
DU = {u<a/€7 ')7 Zk}]]gvzla ZE = Bk + Wy, Wwg ~ fw (625)

where (3, is the radar’s response, wy, is the adversary sensor’s measurement noise (6.1))
with pdf f., known to the radar.

IRL objective. The adversary uses the IRL detector (6.277)) in Definition 45|to detect if
the noise-free dataset D,, (6.10) passes the IRL test of Theorem

Our IRL hypothesis tests for detecting radar’s cognition (feasible utilities and resource

constraints) for noisy radar response measurements are stated in Definition 45|below.

Definition 45 (IRL Detectors for Noisy Response Measurements) Consider the cog-
nitive radar (6.3)) from Definition 40 and the radar-adversary interaction from Model|l|

1. IRL for detecting feasible utilities. Suppose Assumption 4| holds. Then, the statistical

test below detects if the radar’s responses satisfy utility maximization behavior (6.3):

P(6%(D,) < L,) St ~| (6.26)

2. IRL for detecting feasible resource constraints. Suppose Assumption 3| holds. Then,

the statistical test below detects if the radar’s responses satisfy utility maximization

behavior (6.3)):

P(¢5(D,) < L) S | 6.27)

In the statistical tests (6.26) and (6.27):

o v € [0,1] is the ‘significance level’ of the test.

» L, and L, are random variables defined as:

L, = max g (wWp — wy) (6.28)

)
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L, = max (u(ag, z1) — u(ag, zs)) —
(u(ag, 2x — wi)) — ulag, 2, — ws)), (6.29)

where wy, ~ f, is the measurement noise in the adversary’s measurement of the
radar’s response (6.1)).
* The test statistics ¢ (-) and ¢;,(-) are the minimum perturbations required for the

noisy datasets ﬁg and ﬁu, respectively, to pass the IRL feasibility tests (6.6) and

(©.50)-

¢5(D,) = wmin c, A(0,D, +¢€) <0, (6.30)
€,0>

i S |

¢y (D) maxe, A0,D, —¢€) >0, (6.31)

Remarks. 1. The random variable L, (6.28)) bounds the perturbation needed for 239 to

pass the IRL test (6.6), if Hj holds:
Hy: 30 >0s.t. A(0,D,) <0 — A(0,D, + L,) <0,

where D, is the noise-free version of the noisy dataset 239. Similarly, the random variable

L, (6:29) bounds the perturbation needed for D, to pass the IRL test (6.30), if Hy holds:
Hy: 30 >0st. A(0,D,) >0 = A(0,D, + L) > 0,

where D,, is the noise-free version of the noisy dataset Zsu

2. The IRL detectors (6.26) and (6.27) classify the radar as a utility maximizer if the

perturbation needed for the feasibility of the IRL inequalities lies under a particular
threshold, and vice versa. Consider the statistical test of (6.26). Eq.[6.26|can be expressed

differently as:

0L(Dy) Siy Frl(1-7), (6.32)
where the RHS term in is the test threshold for test statistic ¢ (-). Intuitively,
the larger the perturbation needed for the feasibility of the IRL inequalities, the less

confidence the adversary has to classify the radar as a utility maximizer.
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Computational Complexity of IRL Detectors. The constrained optimization problems
(6.30) and (6.31) are non-convex since the RHS of the constraint is bilinear in the feasible
variable. However, since the objective function depends only on a scalar, a 1-dim. line
search algorithm can be used to solve for ¢%(-) in and ¢ (-) in (6.31). That is,
for any fixed value of ¢, the constraints in (6.30), (6.31) specialize to a set of linear

inequalities for which feasibility is straightforward to check.

We now discuss a key feature of the statistical tests (6.26) and in Theorem 46|
that bounds the Type-I error probability P(H;|Hj) of the IRL detectors. Recall that the
Type-I error probability is the probability of incorrectly classifying the radar as non-

cognitive, when the radar’s response is the solution of a constrained utility maximization

problem (6.3).

Theorem 46 (Performance of IRL Detectors (Definition[d5)) Consider the statistical
tests and (6.27) in Definition The Type-I error probability of the tests is

bounded by the significance level of the tests ~y:

P(H,|Hy) < 7 for both detectors (6.26) and (6.27). (6.33)

The proof of Theorem 46| is in Sec.[6.7.4l The key idea in the proof is to show that,
given that the null hypothesis H holds, the random variables L, and L,, dominate the
test statistics ¢;(23u) and ¢Z(ﬁg), respectively. Since the IRL detectors have a bounded
Type-I probability, our cognition masking rationale for the noisy case discussed below is

to maximize their conditional Type-I error probability.
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6.4.2 Masking Cognition from IRL Detectors

In the previous section, we generalize the IRL results of Theorem 1] and[50]in Sec.[6.2]to
the case where the adversary has noisy measurements of the radar’s responses. The key
idea is that the IRL feasibility tests (6.6) and (6.50) generalize to IRL detectors (6.26)
and in Definition 43} respectively, that detect utility maximization behavior. This
section addresses cognition masking when the adversary uses the IRL detectors of

Definition How to mitigate the statistical tests of (6.26)) and (6.27) and make utility

maximization detection difficult?

Intuition for hiding cognition from IRL Detectors. Suppose the radar follows the
cognition masking scheme of Theorem [#4]for the noisy case. Indeed, the radar’s strategy
is hidden from the IRL feasibility tests of Theorems {4 1]and [50| but does not affect the
performance of the IRL detectors of Definition 45| To do so, the radar maximizes the
conditional Type-I error probabili of the IRL detectors by deliberately deviates from
its naive responses (6.3). The conditional Type-I error probability can be viewed as the

noisy analog of the inverse of the feasibility margin in the noise-less case.

Definition 47 (Conditional Type-I error probability for IRL Detectors (Definition 45)))
Consider the datasets D, and D, defined in (6.5)) and (6.10), and their corresponding
noisy versions ﬁg and D, defined in (6.24) and (6.23)), respectively. Let ¢, (239, u) and

(bg(ﬁu, g) denote the minimum perturbations required for the tuples (ﬁg, u) and (ﬁu, g),

respectively, to pass the IRL feasibility tests (6.6), (6.50):
ngZ(ng,u) = m>i(1)15, A(u, ﬁg +¢)<0
e>

¢3(Durg) = mine, A(g, D, —¢) 20, (6.34)

12The radar can at best maximize the conditional Type-I error probability to mitigate the IRL detectors
as the Type-I error probability is bounded by the detectors’ significance level v due to Theorem
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where u and g are the radar’s utility and resource constraint, respectively. Then:
1. For IRL detector (6.26), the conditional Type-I error probability, conditioned on
139 (6.24) and radar’s utility u is given by P(H,|D,, u), and defined as:

P(Hy|Dy,u) = P( ¢,(Dy,u) > F ' (1-7)) (6.35)

2. For IRL detector (6.27), the conditional Type-I error probability conditioned on
D, (6:23) and radar’s constraint g is given by P(H, |13u, g), and defined as:

P(Hy|D,,g) = P(¢:(Du,g) > Fi(1—7)), (6.36)

In (6.35)), (6.36)), the alternate hypothesis event H; is expressed differently in the equiva-
lent representation form of (6.32)), and the random variables L.,, L, are defined in (6.28))

and (6.29).

Remarks.

1. The test statistics of the IRL detectors defined in and are com-
puted via an optimization over RiN *+1, whereas the optimization in (6.36)) is over R, .
Hence, gb;‘L(ﬁg, u) and ¢; (ﬁu, g) are cheaper to compute than the test statistics
gb;i(lsg) (6.33) and ¢;(73u) (6.36), respectively.

2. The IRL detector performance is already constrained due to Theorem 46| (bounded
Type-I error probability). Hence, to mitigate the IRL detector, the best the radar can do is

to maximize its conditional Type-I error probability using the statistics defined in (6.34).

We are now ready to state our cognition masking result, Theorem 48] that mitigates
IRL detectors (Definition[43)). In analogy to Theorem 4] for mitigating the IRL feasibility
tests of Theorems 41 and [50] the radar deliberately degrades it performance to maximize

the IRL detectors’ conditional Type-I error probability defined in and (6.36).
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Theorem 48 (Masking Cognition from Adversarial IRL Detectors) Consider the cog-
nitive radar (6.3) from Definition Let {8;}1, denote the naive response se-
quence (6.3) that maximizes the cognitive radar’s utility. Then:

1. Masking Utility Function from Detector. Suppose Assumption 4| holds. Then, the

response sequence defined below makes cognition detection difficult by ensuring the

detector has a sufficiently large conditional Type-I error probability:

N
{Bin} = argmin > u(B) —u(Bs) — AP(H|Dy,u) (6.37)

{Brk=0, o B<1}

2. Masking Resource Constraint from Detector. Suppose Assumption E| holds. Then, the

response sequence below makes cognition detection difficult by ensuring the detec-

tor has a sufficiently large conditional Type-I error probability:

N
{Bin} = argmin > u(B;) —u(B) — AP(H|Dy, g) (6.38)

{Bk=0, g(Be)<ve} 31—

In (6.37), (6.38)), the positive scalar A parametrizes the extent of mitigation of the IRL

detector.

Theorem [|48]is our second result for cognition masking; see Algorithm [5|for a step-wise
procedure for masking cognition in noise when the adversary knows the radar’s
constraints. Eq.[6.37] and [6.38] compute the optimal sub-optimal radar response that
sufficiently hides the radar’s cognition from being detected by the IRL hypothesis tests of
Definition[45] The parameter A in Theorem[48]is analogous to parameter 1) in Theorem [44]
A larger value of A results in a larger conditional Type-I error probability for the
IRL detector (larger adversarial confusion) while increasing the radar’s deviation from

its optimal response (greater performance degradation), and vice versa.

The optimization problems (6.37) and (6.38) can be solved by stochastic gradient

algorithms. Algorithm [5] outlines a constrained simultaneous perturbation stochastic

approximation (SPSA) [309,310] implementation for computing the cognition masking
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scheme of Theorem The objective function is non-convex in the radar’s responses,
hence SPSA converges to a local optimum. SPSA is a generalization of adaptive algo-
rithms where the gradient computation in (6.37) requires only two empirical estimates
of the objective function per iteration, i.e., the number of evaluations is independent of
the dimension of the radar’s response. For decreasing step size n = 1/i (6.42)), the SPSA
algorithm converges with probability one to a local stationary point. For constant step

size n, it converges weakly (in probability).

Summary: In this section, we generalized our cognition masking results of Theo-
rem 44 to the case where the adversary has noisy measurements of the radar’s responses.
We first generalized our adversarial IRL feasibility tests of Theorems @1] [50] to IRL
hypothesis tests and in Definition d5]to detect utility maximization behavior
given noisy radar response measurements. We then present Theorem {8]that masks the
radar’s cognition by making utility maximization detection erroneous by maximizing
the conditional Type-I error probability of the IRL detectors via purposeful sub-optimal
responses. Our cognition masking results can be extended WLOG to any sub-optimal

IRL algorithm as discussed in Sec.|6.7.7

6.5 Numerical Results for I-IRL

In this section, we illustrate how our cognition masking results of Theorems @4] and
successfully confuse adversarial IRL via the two radar tracking functionalities, namely,

waveform adaptation and beam allocation discussed in Sec.[6.2
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6.5.1 Cognition Masking via Theorem [44] for Noise-less Adversary

Measurements

Consider the scenario where the adversary has accurate measurements of the radar’s
responses. Recall from Sec.[6.2.4] that the adversary knows the radar’s constraints for
waveform adaptation and the radar’s utility function for beam allocation. For wave-
form adaptation, the probe signal parametrizes the state covariance matrix of the radar’s
Kalman filter due to the adversary’s maneuvers, and the response signal parametrizes the
sensory accuracy chosen by the radar. Recall that the probe signal «y, is the diagonal of
the state noise covariance matrix: Q = diag[ay (1), ax(2)]. For beam allocation, the i
component of the probe signal (1) is the asymptotic predicted precision of the radar
tracker for target ¢. The probe o, parametrizes the radar’s Cobb-Douglas utility for beam

allocation. Our simulation parameters for our numerical experiments are listed below in

Table

Parameters for Numerical Experiments

Table 6.2: Parameters for Numerical Experiments
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Masking Smart Waveform Adaptation

Time Horizon N =50

Probe/response dimension m=4

Probe (i) & Unif(0.2,2.5), i = 1,2,...,m
Utility function w(B) =3 VB, u(B) = 2, B(i)?
Resource constraint glag, B)=a,p—1

Masking Smart Beam Allocation

Time Horizon N =50

Probe/response dimension m =4

Probe ap(i) & Unif(0.1,0.7), i = 1,2,...,m
Utility function u(ag, 8) = i:1,§...,mﬂ(i)ak(i)

Resource constraint glag, B) = 18« — Y&

v A Unif (0.5, 2).

In Table Unif(a, b) denotes uniform pdf with support (a,b). The elements of
the probes oy, (6.3)), and intensity thresholds 7, (6.14)) are generated randomly and
independently over time £k = 1,2,..., N. For waveform adaptation, we conduct our
numerical experiments for two distinct utility functions u; and u,. Given the probe
sequence {ay }4_,, the cognitive radar chooses its smart response sequence via (6.17)
for masking optimal waveform adaptation, and via for masking optimal beam
allocation. Recall from Sec.[6.2] that response [, is the diagonal of the inverse of radar’s
observation noise covariance matrix for waveform adaptation. For beam allocation, (i)
is the beam intensity directed towards target ¢ at time k.

Figures [6.4] and [6.5] show the performance loss (minimum perturbation from optimal
response computed via (6.17)), in Theorem [44)) of the cognitive radar as a function
of n (extent of cognition masking) when the cognitive radar performs waveform adap-

tation and beam allocation, respectively. We see that for both functionalities, both the
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Figure 6.4: Masking Waveform Adaptation Strategy from Adversarial IRL. Small delib-
erate performance loss (vertical axis) of the cognitive radar results in large performance
mitigation of the adversary (horizontal axis). The figure illustrates a cognitive radar
operating with two distinct utility functions.

(i) n = 1 corresponds to maximum cognition masking and hence results in maximum
performance loss. (ii) For a fixed value of 7, the quadratic utility (sub-figure (b)) requires
smaller perturbation (= 10 times) from the optimal response compared to the sub-linear
utility of sub-figure (a).

radar’s performance loss and adversarial IRL mitigation increase with 7). This is expected
since larger 7 implies a larger shift of the set of feasible strategies computed via IRL to
ensure the radar’s strategy is sufficiently close to the edge of the feasible set, at the cost

of greater deviation from the radar’s optimal strategy.
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Figure 6.5: Masking Beam Allocation Strategy from Adversarial IRL: Small deliberate
utility loss of the radar (vertical axis) results in large performance loss (extent of strategy
masking 7) of the adversarial IRL algorithm (horizontal axis). n = 0 corresponds to zero
strategy masking, and 77 = 1 corresponds to complete strategy masking by the decision
maker. As expected, the deliberate utility loss of the radar increases with 7.

6.5.2 Cognition Masking via Theorem 48| for Noisy Adversary Mea-

surements

We now consider the scenario where the adversary has noisy measurements of the
radar’s response. Consider the simulation parameters of Table [6.2] For our second set
of numerical experiments for both waveform adaptation and beam allocation, we set
the noise pdf f,, to N(0,0.37), where N (i, Y) denotes the multivariate normal
distribution with mean p and covariance ., and I denotes the identity matrix. In
Theorem (48]

For the noisy case, we consider only a single utility function for waveform adaption,
namely, u(3) = -7, \/B(i). We performed our numerical experiments for three values
of 7 = {0.05,0.1, 0.2} for both waveform adaptation and beam allocation. Recall from
Sec.[6.4]that  is the significance level of the adversary’s IRL detectors (6.26)) and
in Definition

Given the probe sequence {ay}2_,, we generated the cognition masking response se-
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quence via for waveform adaption and for beam allocation by varying the
parameter A over the interval [10°, 10°]. Recall from Theorem [48|that the radar
minimizes the detectors’ conditional Type-I error probability (6.35]), (6.36) to mitigate
adversarial IRL while deliberately compromising on its performance (utility).

Our SPSA algorithm [309,[310] (Algorithm [5) for stochastic gradient descent was ex-
ecuted over 10 iterations for all pairs of (\,v), A € {10°,10%,10%,10%,10%,10°} and
v € {0.05,0.1,0.2}. Figure shows the conditional Type-I error probability (adversar-
ial IRL mitigation) of the detector and performance loss of the radar as the parameter A
is varied for three different values of the significance level « of the adversary’s detector.
Recall from Theorem [48]that the parameter A controls the extent of cognition masking for
noisy inverse IRL. From Fig.[6.6] we see that both the conditional Type-I error probability
of the IRL detectors and radar’s performance loss increase with A as well as 7.

If A = 0, the radar simply transmits its naive response that maximizes its utility (no
performance loss) and also results in zero adversarial mitigation. For the limiting case of
A — 00, the radar’s cognition masking response computed via Theorem [48| degenerates
to a constant for all time £, hence maximizing the conditional Type-I error probability of
the detector at the cost of maximal performance loss for the radar.

Let us briefly discuss the variation of the radar performance and adversarial mitigation as
the parameter ~ is varied. v (6.26) can be viewed as the risk-aversion tendency of the
adversary’s IRL system since it bounds the detector’s Type-I error probability. Recall
from (6.22)) that the Type-I error is the probability of detecting a cognitive radar as
non-cognitive. Higher + implies the detector is risk-seeking and a lower ~ implies the
detector is risk-averse. Naturally, a larger deviation from optimal strategy is required to

mitigate a risk-averse detector compared to a risk-seeking detector to the same extent.
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Algorithm 5 SPSA for Mitigating Utility Maximization Detection for Adversarial IRL

Detector (6.26)) ((6.37) in Theorem (48)

Step 1. Set 3, = {S;.n }, the naive response sequence that maximizes the radar’s
utility (6.3).

Step 2. Choose A > 0 (extent of cognition masking).

Step 3. For iterations n = 0, 1,2, ..,

(i) Compute P(H;|{ax}_,, 3;, u), the empirical probability estimate of the conditional
Type-I error probability of the detector (6.26) defined in (6.35) using R x N fixed
realizations {wr’k}f}gl of adversary’s measurement noise wy, ~ f,, (6.1)):

1 R
7> 1{ (ks Bt + i Hia ) > FA(1 =)} (6.39)

In (6.39):

e 3, = {fi1.n} > 0is a vector of responses

e 1{-} denotes the indicator function

e R controls the accuracy of the empirical probability estimate
e Fy(-) is the distribution function of the r.v. L,

e The statistic ¢ (-, u) is defined in (6.34).

Let J(/3;) denote the objective being maximized in (6.37):
N
= u(Bix) — ulBix) — AP(Hil{au 1y, Biw) (6.40)
k=1
Then: (i1) Compute empirical estimate J (8;) of objective J(3;) (6.40):
N A~
=Y u(B) —u(Bux) = AP(Hi{ar iy, 85 w), (6.41)
k=1

where I/P\’(H1|{ak}]kvzl, (3;,u) is computed in (6.39).
(ii) Compute the estimate of the gradient Vg J(3,,) as:

~ o~ An —~ ~
wl[An %
where 0 is the gradient step size, || - ||o denotes the Frobenius norm, and A, €

{—1,+1}™*" is a random perturbation vector whose each element is &1 with probability
1/2.

(iii) Update the radar’s response as:

A A ~

where 7 is the response update step size and Projg_ is the projection operator to the
hyperplane S, = {81.n : a}.0k = 1, B > 9_}5
Step 4. Setn <— n + 1 and go to Step 3.
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Figure 6.6: Masking Cognition from IRL Detectors. Performance of meta-cognitive
radar for waveform adaptation (sub-figure (a)) and beam allocation (sub-figure (b)) when
the adversary deploys an IRL detector (6.26)), for cognition detection. The key
takeaway is that a small sacrifice in performance of the radar results in large performance
loss of adversary’s IRL detector. The performance loss of both the radar and the adversary
due to meta-cognition increase with scaling factor A and significance level v of

the adversary’s IRL detectors (6.26)), (6.27).

6.6 Conclusion and Extensions

This chapter investigated how a cognitive radar can hide its cognition from an adversary,
when the adversary performs inverse reinforcement learning (IRL) to estimate the radar’s
utility function by observing its actions. The adversary’s IRL estimate of the radar’s
strategy is a polytope of feasible solutions to a set of convex inequalities. Our first
cognition masking result is Theorem 4] When the adversary has accurate measurements
of the radar’s response, cognition masking via Theorem 44| ensures the radar’s true

strategy lies close to the edge of the feasibility polytope computed via adversarial IRL
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(true strategy poorly rationalizes adversary’s dataset). When the adversary has noisy
measurements of the radar’s response, adversarial IRL generalizes to a cognition detector
defined in Definition #5] Our second cognition masking result is Theorem i8] The key
idea is to maximize the probability of the radar being classified as non-cognitive by the
detector subject to a bound on the radar’s performance loss. Finally, in Sec.[6.5] we
illustrate our cognition masking results on a cognitive radar that performs waveform
adaptation and beam allocation for target tracking. We show that small purposeful
deviations from the optimal strategy of the radar suffice to significantly confuse the
adversarial IRL system.

This chapter builds significantly on our previous work [103] on ECM for identifying
cognitive radars, and [[173[311,312] on ECCM for masking radar cognition. Theorem 51|
extends IRL for cognitive radars [[103] when the radar faces multiple resource constraints.
The linear IRL feasibility test for a single constraint case generalizes to a mixed integer
feasibility test. Theorem [53] generalizes the cognition masking result of [144] to multiple
constraints. Our previous works [144,[311,312]] assume optimal adversarial IRL via
Afriat’s theorem. This chapter generalizes cognition masking to sub-optimal adversarial
IRL algorithms. Algorithm [6|outlines a cognition scheme when the adversary uses an
arbitrary IRL algorithm to estimate the radar’s strategy. Theorem [54] provides perfor-
mance bounds for our cognition masking scheme when the adversary has misspecified
measurements of the radar’s response. Although this chapter is radar-centric, we empha-
size that the problem formulation and algorithms developed also apply to adversarial
inverse reinforcement learning in general machine learning applications.

Finally, a useful extension of this chapter would be to study cognition masking in a
dynamic radar-adversary interaction environment in comparison to the batch-wise probe-
response exchange considered in this chapter. Also, how to mask cognition when the

adversary knows of the radar’s ECCM capability? Such an approach warrants a game-
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theoretic discussion in terms of a Stackelberg game where the adversary moves first and
the radar responds to the adversary’s probes. It is also worthwhile exploring state-of-the-
art concepts in chance constrained optimization [313]] and robust optimization [314,315]
to achieve cognition masking under uncertainty - when the radar has noisy measurements

of the adversary’s probes.

6.7 Appendix

The appendix comprises auxiliary results and lemmas that complement the main

cognition masking results presented in the main text.

6.7.1 Feasibility Test for Adversarial IRL

Definition 49 (IRL Feasibility Test) Consider a dataset D = {g;(-), B}, of mono-
tone functions gy, and responses [ > 0. The set of IRL feasibility inequalities A(-, D) is

defined as:

A(6,D) <0 (6.43)

= 08 - ek - 0k+N<gk(ﬁs) - gk(ﬁk)) < 07 for all S, ke {17 27 RN N}7 S 7& ka (644)
where the feasible variable 0 € ]RiN .

Remarks.

1. The IRL feasibility inequalities are linear in the feasible variable 6. Hence, A(-, D)
is a linear feasibility test whose feasibility can be checked using a linear programming
solver.

2. The set of inequalities .A(-) checks for relative optimality [316] between any pair

of indices s,k € {1,2,..., N}. Consider the abstract setup of the cognitive radar in
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Definition and suppose Assumption [2| holds. In this context, we define relative

optimality as:

If o Bs < ap. B, then u(fy) > u(fBs), (6.45)

forall s,k € {1,2,...,N}, s # k.

Eq. states that 3, is the optimal response choice from the finite set {3}, and
hence a weaker notion of optimality wrt (6.3)). Hence, if Assumption 2] holds, we say wrt
utility u(-), the dataset {},(-) — 1, B }i_, satisfies relative optimality. The feasibility
of the IRL inequalities is equivalent (due to [127]) to the existence of a utility
function such that relative optimality holds.

3. Finally, let us provide some intuition on the feasible variable 6 in (6.43)). Suppose
A(0,D) < 0 (6.43). On inspecting in more detail, the first N components
6(1), 0(2),..., (N) of the vector § can be viewed as the utility function uy corre-
sponding to the feasible variable ¢ evaluated at responses 31, 32, ..., Oy. The last N
components (N + 1), O(N +2),..., §(2N) can be viewed as the Lagrange multipliers
associated with the Lagrangian of the optimization problem maxg>o u(3), gx(3) <0
over all k. In summary, we have the following correspondence between the feasible

variable # and the feasible utility function uy:

0(k) = uo(Br),

Vi ug(B)|s=5,
Vs 9x(8)] =5,

where the division operation in ((6.46]) is element-wise.

O(N + k) = ke {1,2,... N}, (6.46)

4. The interpretation of the feasibility vector ¢ in (6.46) facilitates us to define the

mapping 0 — ug(-) as:

w(f) = min {e<k>+e<N+k><gk<ﬂ>—gkwk))} 6.47)

 ke{12,...N}
It is straightforward to show that both relative optimality (6.43)) and absolute optimality

(6.3) hold for uy (6.47) if A(0,D) < 0. Also, for any utility function u and dataset
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D (6.43)), define the reverse mapping u — u 4 as:

ua(k) = u(B),

Vs u(B)|s=s,
N+k)=—"—— 1" [ 1.2..... N} 6.48

Then, it is straightforward to show:

Br € argmax u(f), gr(f) <0 = A(uyu,D) <0, (6.49)
B8>0

where wu 4 is defined in (6.48]) and can be interpreted as the finite dimensional projection

of u(-) for the IRL feasibility test A(-, D) < 0.

6.7.2 IRL for Identifying Radar’s Resource Constraint

Theorem 50 (IRL for Identifying Resource Constraint) Suppose Assumption[3|holds.
With D, = {ux(-), Bx}i_, denoting the utility-response dataset, the adversary can
identify if there exists feasible constraints that satisfies (6.3) for all k by checking the
feasibility of the linear inequalities A(-,D,) > 0 (6.43):

30 € R* s.t. A(0,D,) > 0,

<= g, v s.t. By, € argmaxug(5), g(8) < WVk

(6.50)
The set-valued IRL estimate of the constraint g is given by:
grL(B) = {gmr(B;0) : A0, D,) > 0)}

gru(B;0) =  max {0, + Opyn (un(B) — ur(Br))}, (6.51)

ke{1,2,...,N}
The proof of Theorem@ follows from [317, Theorem 3]. Intuitively, Afriat’s theorem
(Theorem {4 1)) reconstructs a monotone concave utility function. In complete analogy,
Theorem @] reconstructs a monotone convex budget constraint for the radar, hence the
change in sign in the feasibility test. Although Theorem [50]appears to be a dual statement

of Theorem {1 the proof does not use duality.
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6.7.3 Example. Optimal Beam Allocation

For abstracting beam allocation into a constrained utility maximization setup (6.3), we
work at a higher level of abstraction compared to waveform adaptation. Specifically, we
assume the adversary comprises multiple targets. At this higher level of abstraction, we
view each component i of the adversarial probe signal oy () as the trace of the predicted
precision matrix (inverse covariance) of target . Recall from the previous section that
we used the probe signal (6.13)) to parametrize the maneuver covariance matrix. In
comparison, we now use the trace of the precision of each target in our probe signal —
this allows us to consider multiple targets.

Multiple Target-tracking. For the optimal beam allocation example, we assume the
adversary comprises a collection of m adversarial targets indexed by ¢ = 1,2,...,m.
We assume the cognitive radar adaptively switches its beam between the m targets. As in
(6.2), on the fast time scale indexed by F, target ¢ has linear Gaussian dynamics and the

radar obtains linear Gaussian measurements of the targets’ maneuvers:

rho = Azl +wh, w0 ~ m
Yy =Caxl +vl, i=1,2,...,m (6.52)

Here w!, ~ N(0, Qx (7)), v’ ~ N (0, Ri(7)). We assume that both Q},(7) and Ry(:) are
known to the radar and adversary. As in the previous sub-section, k indexes the slow time
scale and n indexes the fast time scale. The enemy’s radar tracks our m targets using m
Kalman filter trackers.

Probe-Response Parametrization. The i™ target’s predicted precision parametrizes the
i" element of the adversary’s probe. Specifically, the price the radar pays at the start

of epoch k for tracking target ¢ is the trace of the inverse of the predicted covariance at
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epoch £ using the Kalman predictor:

n—o0

n—1
Sk(i) = lim A"So, () A" + )~ A'Qu(i) A", (6.53)
=0

where ¥, (4) is the covariance of the i target’s covariance at time (fast time scale) n = 0
in epoch ¢. Clearly, the predicted covariance Y (7) is a deterministic function of
the maneuver covariance () (7) of target i. The radar’s response [ (i) to the adversary’s
probe is the beam intensity allocated to target ¢ in epoch k. Intuitively, at the start of every
epoch k, the radar computes the predicted precision of the state estimate of target ¢, and
then chooses the beam intensity towards target ¢ during epoch £. The radar can at best
compute the predicted precision for its decision (since it has no access to observations
Y1, Yo, . - . at the beginning of the epoch).

Optimal beam allocation. We assume that the radar, at epoch k, faces a resource constraint
g(8) < 7 and directs beam intensities 3(1), 5(2), ..., 5(m) towards targets 1,2,...,m,
respectively. We assume the radar’s resource constraint can be expressed as g = || 3]/«
the k-norm of the radar’s response. The radar’s aim is to maximize the Cobb-Douglas

utility of the transmitted intensities:

w,(3) = I B, (6.54)

i=1,..;m
The exponents for the Cobb-Douglas utility function (6.54), referred to as elasticity
parameters in consumer economics literature, parameterize the marginal utility per
consumer good. In complete analogy, the elasticity parameters in our cognitive radar
context parameterize the incentive for the radar to focus its beam towards a particular
target. The economic rationale for the cognitive radar is as follows - a higher predicted
precision oy (7) for target ¢ implies a better state estimate, and thus a higher incentive for
the radar to direct its transmission intensity towards target <. To summarize, the cognitive

radar’s beam allocation functionality can be abstracted as:
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Br = arggnax u(6), g(8) <, (6.55)

we=_ 1 mﬁ(z‘)”“%g(ﬁ) = |Bls, &> 1

1=1,...

Eq.[6.55] abstracts the beam allocation functionality of the cognitive radar; at time k
the radar maximizes a Cobb-Douglaﬂ utility uy(5) (utility specified by the adversarial
target) subject to a constraint on the k-norm of its response (beam intensity allocation).
In the beam allocation case, the aim of adversarial IRL is to estimate the scalar x that
parametrizes the radar’s budget constraint g.

In (6.55)), notice how the adversary’s probe parametrizes the radar’s utility function
instead of its budget constraint. Also, observe that both the utility function and cost are
monotone in the transmission intensities - higher beam intensity yields a larger utility but
is also more costly. We assume that: (1) each target ¢ is equipped with a radar detector
and can estimate the beam intensity /35 (7) the enemy’s radar directs towards the target -
this assumption facilitates the targets to carry out adversarial IRL attacks on the radar,
and (2) the adversarial targets know the radar is maximizing the Cobb-Douglas utility
function (6.54)), but does not know the radar’s budget constraint g(/3) < 7 and is the
adversary’s IRL objective in the beam allocation context as discussed below.

IRL for optimal beam allocation. We now present Theorem [41], a revealed preference-
based IRL algorithm for the adversary. Unlike Theorem {41} the adversary parametrizes
(and hence, knows) the utility function of the cognitive radar, but does not know its
budget constraint. Hence, the IRL objective of the adversarial target in Theorem 1] is to

estimate the radar’s budget g(-).

13The Cobb-Douglas utility function is widely used in microeconomics to model human satisfaction
from buying consumer goods. In the radar context, this utility function measures the performance of the
cognitive radar.
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6.7.4 Proof of Theorem

Proof The Type-I error probability is given by P(H1|H,), that is, probability that the
adversary incorrectly classifies a utility maximizer as not a utility maximizer. Let us first
consider the statistical test (6.26) in Definition 45| Assume Hj holds. Then, the Afriat
inequalities (6.6) for the true dataset D,, to have a feasible solution. Let {u;, A} denote

any feasible solution to Afriat’s inequalities (6.6). Then, the following inequalities result:

us — up — App(Bs — Bx) <0
& g — up — M (Bs — 2+ 2 — B+ 2 — 2) <0
S us — up — M ((2s — 21) + ap(wr —ws)) <0
S Uy — Up — N\g (a;(zs —2r) + n;:c}cx ap(wp — ws)) <0 (6.56)

Since the test statistic ¢*(Dy) (6:30) is the minimum perturbation needed for the feasibil-

ity of Afriat’s inequalities (6.6), yields the following inequality:
¢*(D,) < max o (wi — ws) = Lo (6.57)
The Type-I error probability can now be bounded as:

P(Hy|Ho) = P(P(¢"(Da) < La) <7)
= P(¢" (Do) = F (1= 7))
< P(Lo > F; (1 — 7)) from (6:57)

=1-P(L,<F;'(1-7)=1-(1—7) =7

Hence, the Type-I error probability of the statistical test is bounded by its
significance level . Showing the Type-I error probability of the detector (6.27) is

bounded is identical to the steps outlined above, and thus, omitted. |
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6.7.5 Masking Radar’s Utility Function for Multiple Constraints

Our IRL results for estimating the radar’s utility u (6.3 assumes a scalar-valued budget
constraint for the radar. In general, the radar faces multiple constraints, or equivalently,
the constraint g(-) < 0 is vector-valued. How to generalize Theorem@to vector-valued
constraints? In this section, we generalize our IRL algorithm (Theorem 1)) and cognition
masking results of Theorem [44] to vector-valued g when the adversary knows the radar’s
constraints and estimates the radar’s utility u - this scenario is formalized below in
assumption @ Generalizing IRL for identifying a vector-valued constraint g(-) < 0 is

non-identifiable and hence, omitted.

Assumption 6 The radar’s resource constraint g(cy, Bx) : RI™ — Ri in (6.3)) is vector-

valued, and the radar’s utility u(-) is independent of ay:

glow, B) = {gi(aw, B)} =y, ulax, B) = u(p), (6.58)

where m is the dimension of the probe/response, and g;(-) is a scalar-valued constraint.
IRL objective. The adversary aims to reconstruct the radar’s utility u(-) using the dataset

D,, where D, is defined in (6.5).

Assumption [6] specializes to assumption [2] when g is scalar-valued and linear in both
the probe and response vectors. Let us now state Theorem [S1| for achieving IRL for

vector-valued constraints when assumption [/ holds.

Theorem 51 (IRL for Identifying Radar’s Utility Function for Vector-Valued Constraints)
Consider the cognitive radar described in Model[l| Suppose assumption 2|holds. Then:

(a) The adversary checks for the existence of a feasible utility function that satisfies

by checking the feasibility of the following set of inequalities:

1+1)N

There exists a feasible 6 € R( such that:

I
(Z) ek - 95 - Z 6N+(s—1)]+i gi<0587 Bk) S 07 N S, ka (659)

i=1

285



(1) O1.8 > 0, Ont(e—1)14+1:N+k1 = O and not all zeros Vk (6.60)

< Jus.t fy € argmaxu(f), glag, Bx) < 0VE,

where dataset D, is defined in (6.5).
(b) If (6.59)) has a feasible solution, the set-valued IRL estimate of the radar’s utility u is

given by:
uirsL(8) = {urL(B; 0) : (6.59) is feasible},
uire (85 0) = mkiﬂ{ek + zI: ON+(h—1)1+i ( gi(ar, B) — gi(aw, Br) )}, (6.61)
i=1
where 0 is any feasible solution to the inequalities (6.59), (6.60).

Remarks.

1. In comparison to the linear feasibility test (6.6) of Theorem§1] in Theorem 51|
is a mixed-integer linear feasibility test, mixed-integer due to the second set of inequali-
ties in the feasibility test.

2. Afriat’s theorem [6.6] requires that the constraint be active at the solution, meaning
o). fr = 1 for all k. This requirement is implicitly satisfied for the scalar case due to
the monotonicity of both the utility u(-) and constraint o (/5) < 1. For vector-valued g,
however, requiring all constraints to be active at the solution is highly restrictive. That
is, g; (o, Br) = 0 for all time steps &k and constraint indices 7 is not true in general for a
cognitive radar. Hence, the IRL inequalities for multiple constraints must account for
the inactive constraints for all time steps k. More precisely, the inverse learner needs to
check for at least one active constraint out of all / resource constraints for all k. This
is ensured by the feasibility of (6.60) in Theorem ST At a deeper level, (6.60) tests for
complementary slackness in the KKT conditions [318, Sec. 5.5] for first-order optimality
of the radar’s responses.

3. In Afriat’s theorem (Theorem @, the reconstructed utility function is a

point-wise minimum of scaled and shifted versions of the radar’s linear constraints
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ap B, k=1,2 ..., N. Intuitively, the basis functions for the adversary’s estimate of the
radar’s utility are the radar’s constraints {«}, 3}4_,. For the multiple constraints case in
Theorem [S1]above, the adversary’s utility estimate has a richer representation due to a
larger set of basis functions {g; (o, 8 )}f,ﬁil

Having defined our IRL algorithm for multiple constraints in Theorem [ST|above, we now

present our cognition masking result for mitigating the IRL procedure of Theorem

Definition 52 (Feasibility Margin for Reconstructed Utility (6.6) for Multiple Constraints)
Consider the dataset D, defined in (6.5)). Suppose the radar’s constraint g is vector-

valued. The feasibility margin M.,,(D,) defined below measures how far is the utility u
is from failing the IRL feasibility inequalities (6.59), (6.60):
Mu(Dy) = min { min u(B,) - u(B)+

AI:N S,k
(v g(oes, ﬁs) As), (ﬁt - Bs)},
Ay € RY) A, € argmax Gr(A), A >0, (6.62)
A

where Gy(-) is the dual of the optimization problem (6.3) at time k.

The margin definition in (6.62)) above is a multi-constraint generalization of Definition 42}
To glean some insight into the notation in (6.62]) above, consider the simple case where
I = 1. Then, the solution to argmax Gy(A) is simply the Lagrange multiplier associated
with the single operating constraint in the optimization problem (6.3)). For the multiple
constraint case, the solution to argmax Gy () is the vector of Lagrange multipliers for
the constraints at 5y (6.3), the optimal response at time k. Denoting the IRL feasibility
test wrt inequalities and as A(0, D,,), the margin M, (D,) for any utility

when g is vector-valued can be compactly defined as:
M., (D,) = m>161 e, A(0,D,) +<1>0. (6.63)

Having generalized the margin definition of (6.15) in Definition 2] to the multiple

constraint case, we now state our cognition masking result, Theorem 53] for vector-valued
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g. The cognition masking rationale for vector-valued g remains the same as that in
Theorem {4} add engineered noise to the radar’s optimal responses, and ensure the
radar’s utility u lies sufficiently close to the edge of the feasibility polytope of viable

utilities computed via IRL.

Theorem 53 (Masking Utility from Adversarial IRL for Multiple Resource Constraints.)
Consider the cognitive radar from Definition 40\ with multiple resource constraints
(assumption [6] holds). Let {B;}Y_, denote the naive response sequence (6.3) that
maximizes the cognitive radar’s utility. The response sequence {BT N} defined

below masks the radar’s utility u from the adversary by ensuring u satisfies the IRL

inequalities (6.59), (6.60) with a sufficiently low margin (6.62):

N

{Bin} = argmin > u(B) —u(B), (6.64)
{Brk>0, glak,Bk)<0} 1 =

Mu(Dy) < (1—n) Mu(D}), (6.65)

where dataset D = {g(-), B;}i_, is the adversary’s dataset when the radar transmits

naive responses {5; }+_,, and D, is defined in (6.9).

The proof of Theorem [53] is straightforward and omitted due to brevity. The only
distinguishing factor between Theorems [53|and [#4]is the generalized definition of the

margin M, for vector-valued constraints.

6.7.6 Cognition Masking Performance under Misspecified Radar

Response Measurements

In this section, we investigate how the performance of the radar’s cognition masking
algorithm, Theorem [44] changes when the adversary has misspecified measurements of
the radar’s responses. By misspecified responses, we mean the true radar response Sy

is corrupted by an additive deterministic perturbation (i, £ = 1,2,..., N. Misspecified
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response measurements formalized in assumption [/| below are different from noisy
measurements since the perturbation (i is a deterministic vector and not a random

variable like in the noisy case considered in Sec.[6.4]

Assumption 7 (Misspecified Radar Response Measurements) Suppose the adver-
sary has misspecified measurements 3, = Bi, + Cs, Ce € R™ of the radar’s response [y,

Assume the misspecifications (i, have a bounded Lo-norm:

1Gkll2 < ¢ (6.66)
The adversary’s misspecified datasets @g and D, are defined as:

Dy = {g(ax, ), Bk + G Irrs G €R™
D, = {u(ax, ), B+ Ge}iys G € R™ (6.67)
where (. is the radar’s response at time k, u and g are the utility and constraint,

respectively, of the cognitive radar (6.3)).

Recall from Theorem [44] that the positive scalar 7 parametrizes the extent of cognition
masking by the cognitive radar. Our key objective is to derive a lower bound on the

effective extent of cognition masking 7. defined as:

TNeff = Mu(ﬁg) / Mu(D,) (when assumption 2 holds),
Neff = Mg(ﬁu)/ Mg(D,) (when assumption [3|holds), (6.68)
where D, D, are the misspecified datasets of the adversary if the radar transmits

naive responses (6.3)), and D, D,, are the misspecified datasets when the radar transmits

cognition masking responses computed via (6.17) and (6.19), respectively. The variable

et (6.68) is the ratio between the margins of the radar’s strategy (utility u or constraint
g) (6.13), (6.16) with and without the radar’s cognition masking scheme (Theorem [44))

when the adversary has misspecified response measurements. It is easy to see that n.g = 7
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if the misspecification error (j, is 0 for all k. For non-zero (j, Theorem [54] below

yields a lower bound for 7. and uses the following variables (given assumption [/{holds):
diu = mkin Vu(ﬁk)/Ck , dow = m}ilX VU(Bk)/Ck,

dy g = min Ve(B) Gy dog = max Ve (Br) Cs (6.69)
The variables defined in measure the deviation in the radar’s utility and constraint
values evaluated at the misspecified radar responses measured by the adversary, compared

to the utility and constraint evaluations at the true radar responses. We are now ready to

state Theorem

Theorem 54 (Performance of Cognition Masking (Theorem {44) for Misspecified Responses)
Consider the cognition masking scheme of Theorem Assume the adversary has
misspecified radar response measurements (assumption [/|holds). Then:

(i) Suppose assumption 2| holds, i.e., the adversary knows the radar’s constraint g. Then,

the effective extent of cognition masking neg is bounded from below as:

(1 —n) (do — dl,u))

6.70
Mu(Dg) - d27u ( )

neﬂzn_(

(ii) Suppose assumption 3| holds, i.e., the adversary knows the radar’s constraint u. Then,

the effective extent of cognition masking neg is bounded from below as:

(1 - 77) (d2,g — dl,g)) 6.71
Mg(Dy) — dag (7D

neffzn_<

The variables d; v, dau, d1 g, d2 g measure the distortion in the adversary’s dataset due

to misspecified measurements and defined in (6.69).

Theorem [54] computes a lower bound on the effectiveness of the cognitive masking
scheme of Theorem 4] when the adversary has misspecified measurements of the radar’s
response. The proof for Theorem [54|is omitted for brevity. Observe that the bounds in
(6.70), are inversely proportional to the quantities (da,, — d1 ) and (dag — di g).

These quantities can be interpreted as the ‘spread’ in the utility and constraint evaluations
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at the radar’s true responses due to the misspecification errors (j, and, in turn, are
proportional to ¢ (6.66), the maximum L, norm of {(;. }7_,. Hence, we can conclude the
lower bound for the effectiveness of the radar’s cognition masking scheme worsens with

the magnitude of the misspecification errors in the adversary’s measurements.

6.7.7 Cognition Masking for Arbitrary IRL Algorithm

Our cognition masking results of Theorems 4] and [48| assume the adversary performs
optimal IRL via Afriat’s theorem (Theorems 41| and [50) to reconstruct the radar’s strategy.
However, our cognition masking results can be straightforwardly extended to any IRL
algorithm. Any IRL algorithm can be expressed WLOG as a set-valued estimation
algorithm that generates a set of feasible strategies given a finite dataset of adversary

probes {ay }4_, and radar responses {3 }o_;:
IRL(0, {o, Bi}ry) < 0, where IRL : © x R?™Y — R~ (6.72)

In (6.72), 6 € © parametrizes the reconstructed utility, {ax, 85}, is the adversary’s
dataset and L is the number of IRL feasibility inequalities. In Afriat’s theorem, for
example, © = R?*N and L = N? — N. Algorithm @ below outlines the steps for
mitigating an arbitrary IRL algorithm IRL(-, {c, B¢ }4_, ). Recall Theoremminimizes
the feasibility margin of the radar’s strategy wrt the Afriat inequalities (6.6)), by
deliberately perturbing the radar’s responses. In complete analogy, a radar can hide
its strategy from any set-valued IRL estimation scheme by minimizing the feasibility
margin defined below in wrt the IRL feasibility inequalities IRL(-, {a, Bi }o_,)
by purposefully injecting noise in the radar’s responses. Due to the non-linear margin
constraint in (6.74)), the optimization problem can be solved using a general purpose
non-linear programming solver, for example, fmincon in MATLAB, to obtain a local

minimum.
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Algorithm 6 Masking Radar Utility from Arbitrary IRL algorithm IRL(-, {cv, B ;) <
0
Step 1. Compute radar’s naive response sequence /31,y by solving the convex optimization

problem (6.3)):

By = argminu(f), glax, ) <0, 8>0Vk € {1,2,...,N},

where u is concave monotone in /3 and g(ax, ) is convex monotone in [3.
Step 2. Choose 7 € [0, 1] (extent of cognition masking from IRL feasibility test).
Step 3. Compute the margin of the naive responses wrt the IRL algorithm:

M. ({aw, Bi}ioi; IRL) = min ¢,
IRL(u, {ou, Bi ;) + €1 > 0, (6.73)

where 1 is a vector of all ones and u is the radar’s utility.

Step 3. Compute upper bound My, 0n desired margin (6.13) after cognition masking:
Mipresh = (1 — 1) Mu({ou, 55 1eq; IRL). i

Step 4. Compute the cognition-making response sequence {3}, } by solving the follow-
ing optimization problem:

min > u(8;) - u(By),

B >0, )3 <1Vke{l1,2,...,N},
Mu({an, Bitrir; TRL) < Mihresn - (6.74)

6.7.8 Context. ECCM and Meta-Cognition

System level ECCM vs Pulse level ECCM. Our cognition masking algorithm is imple-
mented at the system level (Bayesian tracker level) and not the pulse level (Wiener
filter level). Pulse-level ECCM [319-321]] accomplishes LPI-type functionalities for
cognitive radars. Cognition masking hides the radar’s strategy from the adversary instead
of mitigating the adversary’s detection of the radar’s transmission. Hence, cognition
masking ECCM is deployed at a higher level of abstraction than pulse level ECCM.

Hiding Cognition against Optimal IRL vs Sub-optimal IRL. The cognition masking results
in this chapter assume the adversary performs optimal IRL using Afriat’s theorem [32,

127]). Afriat’s theorem achieves optimal IRL for non-parametric utility estimation of a
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cognitive radar as it generates a polytope of all viable utilities that rationalizes a finite
dataset of adversarial probes and radar responses. However, our cognition masking
results can be extended to any potentially sub-optimal IRL algorithm that generates a
set-valued estimate of the radar’s utility, as long as the radar has knowledge of the IRL
algorithm being used by the adversary. Algorithm [6]in the appendix outlines how a
cognitive radar can mask its cognition for an arbitrary IRL algorithm. At an abstract
level, cognition masking simply obfuscates a set-valued mapping from the adversary’s
dataset to a set of feasible utilities by intelligently distorting the radar’s responses and
hence, is not affected by the optimality of adversarial IRL.

At a deeper level, this chapter also quantifies cognition masking performance when the
adversary has misspecified measurements of the radar’s response, and performs sub-
optimal IRL. Theorem |54 provides performance guarantees for cognition masking when
the radar does not know the misspecification errors and provides performance bounds in
terms of the error magnitude.

Why not an MDP or non-cooperative game? In machine learning based IRL [6,26,28]], the
aim is to reconstruct the rewards of a Markov decision process (MDP) subject to entropic
constraints on the policy. This requires complete knowledge of the transition dynamics
of the adversary’s probes. In comparison, our radar-adversary interaction is batch-wise
- the adversary transmits a batch of probe signals, and then the radar responds with a
batch of responses. This non-parametric identification of the radar’s strategy is agnostic
to transition dynamics in the adversary’s probes. Hence, a static utility maximization
setup is more realistic for IRL and inverse IRL involving cognitive radar.

We consider a radar-adversary interaction where the adversary is not aware of the radar’s
cognition masking strategy. A more general formulation is a Stackelberg game between
the radar and the adversary, with the adversary as the leader and the radar as the follower.

However, such an approach for computing the optimal meta-cognition strategy for the
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radar is ill-posed since the existence of a pure and unique Nash equilibrium is not
guaranteed. Finally, from an inverse game theoretic perspective, identifying if the radar-
adversary behavior is consistent with Nash equilibrium is intractable since the analyst
needs to know both the radar’s and adversary’s utility function. Addressing these issues

is beyond the scope of this chapter, and the subject of future work.
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CHAPTER 7
CONCLUDING REMARKS

In this thesis, we discuss inverse reinforcement learning from a micro-economics lens.
Traditionally, inverse reinforcement learning has been studied as a subset of machine
learning and estimates reward functions from an agent’s behavior, where the agent acts
optimally in an MDP setting. In economics, a similar question is addressed in the fields
of revealed preference and revealed rational inattention. This thesis attempts to unify
and enrich the two areas. We first formulate necessary and sufficient conditions for
IRL for Bayes optimal stopping using results from the revealed preference literature.
Second, we unified revealed preference and costly information acquisition via an equiv-
alence parameter map. This unification helps in extending robustness tests for utility
maximization from revealed preference literature to revealed rational inattention. Third,
we use the constrained expected utility maximization framework of revealed rational
inattention to construct simple intuitive interpretable models that rationalize the decisions
of deep neural networks for image classification. Finally, we propose inverse IRL (I-IRL)
where the key aim is to spoof an adversarial IRL system. The key idea is to deliberately
choose sub-optimal responses that trade-off between maximizing the system utility and
the probability of correct reconstruction of the system utility via IRL. We illustrate our
I-IRL algorithm in the context of meta-cognitive radars mitigating an adversarial target

that intends to learn the radar utility.

Future Work and Extensions

An immediate extension of the work in this thesis would be to generalize IRL algorithms
to multiple cooperative agents that have a shared utility (social welfare). Revealed
preference-based IRL is an offline method - the utility can be estimated affer responses

from multiple time stamps have been aggregated by an analyst. One interesting extension
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currently being investigated is to convert the offline IRL method to an online technique
using stochastic approximation algorithms. The key idea is to realize that rationalizability
in the revealed preference sense is equivalent to minimizing the expected hinge loss of

Afriat inequalities, which can be formulated into a stochastic gradient-type algorithm.
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