
INFORMATION FLOW ANALYSIS FOR SECURITY
VERIFICATION OF HARDWARE

ARCHITECTURES

A Thesis

Presented to the Faculty of the Graduate School

of Cornell University

in Partial Fulfillment of the Requirements for the Degree of

Master of Science

by

Rui Xu

August 2015



c© 2015 Rui Xu

ALL RIGHTS RESERVED



ABSTRACT

We have witnessed the widespread adoption of computers, tablets and smart-

phones in recent years. When people in the modern society become more and

more dependent on these devices, it is essential and necessary to protect user’s

information security and privacy while guaranteeing the high performance of

these devices at the same time. There has been lots of researching on software

layer to prevent malwares and viruses from affecting PCs, tablets and smart-

phones. On the other hand, with software security tools and network vulnera-

bilities being constantly targeted, hardware-based security solutions are grow-

ing in importance. Currently, the main concern of hardware security lies on

how to design secure hardware, like ARM’s TrustZone, and Intels Trusted Exe-

cution Technology(TXT). In this thesis, we explore challenges and opportunities

in how to verify the security of hardware designs. We choose TrustZone archi-

tecture as the security model, and build a multicore prototype to support Trust-

Zone features. We encode TrustZone architecture with information flow, and

take advantage of SecVerilog, a tool for security check, to verify implemented

TrustZone prototype. According to evaluation results, we also summarize the

limitations of SecVerilog.
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CHAPTER 1

INTRODUCTION

We have witnessed the widespread adoption of computers, tablets and smart-

phones in recent years. As people in the modern society become more and more

dependent on these devices, it is essential and necessary to protect user’s infor-

mation security and privacy while guaranteeing the high performance of these

devices at the same time. There have been lots of researching on software layer

to prevent malwares and viruses from affecting PCs, tablets and smartphones.

On the other hand, with software security tools and network vulnerabilities be-

ing constantly targeted, hardware-based security solutions are growing that it

is more difficult for software attackers to alter the physical layer.

Hardware-based security techniques aim to realize security protection on a

hardware layer to protect the confidentiality and integrity of a system. Vari-

ous kinds of techniques has been proposed to realize hardware security, for ex-

ample, 1) full system solutions like Trusted Execution Technology[27], target to

provide secure environment with proper hardware design. 2) Trusted Platform

Module(TPM) takes advantage of a smartcard-like chip to supply security fea-

tures such as integrity measurement, remote attestation and sealed storage[28].

3) Virtualization technique can guarantee the security of the system by provid-

ing a mechanism for separation and a reduced attack surface[29].

To guarantee the correctness of a hardware design’s functionality, formal ver-

ification techniques are applied to make sure that a hardware design works

correctly. Secure hardware design also requires verification to guarantee the

security. On the other hand, various theories and mechanisms were proposed

to verify the security of software programs, like information flow analysis. In
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this thesis, we explore how to use information flow analysis to verify security

for hardware design. We specially focus on three parts. First, we explore how to

build a TrustZone prototype as our verfication model. Second, we explore what

kinds of security vulnerabilities can be exploited for the system as research tar-

gets. Third, we use the information flow analysis to detect security bugs of

hardware designs.

1.1 Trustzone Security Architecture

TrustZone, an ARM security architecture, aims to provide security of the sys-

tem as well as the flexibility of hardware design. One advantage of TrustZone

is that any part of the system can be made secure. However, there is no open-

source TrustZone implementation currently. Therefore, we first extend a normal

architecture with extra security guarantees based on the white-paper of Trust-

Zone architecture(Chapter 3)[1]. Even though the implemented architecture is

much simpler compared to commercial products, it contains all basic compo-

nents which are enough to give us the insights for how to do security verifica-

tion for hardware design.

Security verification should detect potential security vulnerabilities in the de-

sign. This requires us to manually introduce security vulnerabilities into the

architecture(Chapter 4). Some of security bugs are designed based on the struc-

ture of our simple TrustZone prototype, while others are borrowed from erra-

tum documents of commercial products.
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1.2 Information Flow Analysis for Security Verification

Recently, a promising new approach, language-based information flow analysis[26],

has been developed for security checking. The idea is that in a security-typed

language, the types of program variables and expressions are augmented with

annotations that specify policies on the use of typed data. These security poli-

cies are then enforced by compile-time type checking and, thus, add little or no

run-time overhead. How to express a hardware design with information flow

constraints(Chapter 2) is a challenge to explore. For security verification, the

ability of detecting security vulneraibilites is not the only measurement stan-

dard. The verification overhead should also be low enough so that the trade-off

of security verification is acceptable for designers(Chapter 5).

SecVerilog, is a extension of Verilog that enables designers to formally check in-

formation flow security of a hardware design[2]. Using a security lable for each

variable, SecVerilog can keep track of information transfers among variables.

However, as a newly-developed tool, SecVerilog currently is not able to sup-

port all hardware design situations. We discuss the limitations of the SecVerilog

design based on the security verification results(Chapter 6).
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1.3 Organization

The rest of the thesis is organized as follows. Chapter 2 discusses some back-

ground knowledge and approaches that will be used throughout the thesis. In

addition, how to encode security requirements of TrustZone architecture as in-

formation flow constraints and security assumptions will also be introduced in

Chapter 2. Chapter 3 discusses our TrustZone prototype. Chapter 4 describes

security vulnerabilities for our TrustZone prototype. Chapter 5 discusses how

to use SecVerilog to verify our TrustZone prototype and the evaluation results.

Chapter 6 discusses limitations of SecVerilog and possible extensions for SecVer-

ilog. Finally, Chapter 7 introduces related work and Chapter 8 concludes the

thesis.
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CHAPTER 2

OVERALL APPROACH

This chapter introduces some background knowledges that would be helpful

for readers to better understand the rest of the thesis. Section 2.1 introduces

the structure and security properties of the ARM TrustZone. Due to the limited

space, we only describe a subset of security properties which are used in this

work. Section 2.2 describes how to use SecVerilog for hardware security verifi-

cation. Section 2.3 discusses how to make use of the information flow analysis

framework to express security model of the TrustZone architecture. The last sec-

tion briefly introduces the trust model and necessary assumptions for the rest

of the thesis.

2.1 ARM TrustZone

2.1.1 Architecture Overview

The ARM TrustZone hardware architecture[1] targets to provide a security

framework that enables a device to counter many of the specific threats that

it will experience. The TrustZone architecture provides security guarantee by

hardware resource isolation. Instead of protecting assets in a dedicated hard-

ware block, the TrustZone architecture enables any part of the system to be

made secure and provides design flexibility as much as possible.

With suitable use of security protocols built on top of the TrustZone architecture,

such as secure boot and authenticated debug enable, many of the possible hack
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attack (one kind of attack where the hacker is only capable of executing a soft-

ware attack) and shack attack (low-budget hardware attack, using equipment

that could be bought on the high street from a store)[1] threats can have some

form of countermeasure constructed. If these defenses can be used in combina-

tion with methods that mitigate the risks associated with lab attacks(one kind

of attack where the attacker has access to laboratory equipment, and performs

unlimited reverse engineering of the device), we can get a powerful security

solution.

2.1.2 System Architecture

The confidentiality and integrity of TrustZone architecture are achieved by iso-

lating all of the SoC’s hardware and software resources so that they exist in one

of the two different security levels - the secure world, and the normal world. Se-

cure bus fabric and extra security IPs in TrustZone ensure that no secure world

resources can be accessed by the normal world components.

The most significant feature of the extended bus design for resource isolation is

the addition of an extra control signal for each read and write channel on the

main system bus. These bits are known as the Non-Secure, or NS-bits, and are

defined in the public AMBA3 Advanced eXtensble Interface(AXI) bus protocol

specification[1].

• AWPROT[1]: Write transaction - low is Secure and high is Non-secure

• ARPROT[1]: Read transaction - low is Secure and high is Non-secure
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All bus masters set these signals when they make a new transaction, and the bus

or slave decode logic must check the NS-bits to ensure that the required security

separation is not violated. All Non-secure masters must have their NS-bits set

high in the hardware, which make it impossible for them to access Secure slaves.

If a transaction’s NS-bit does not match the slave’s NS bit, the transaction fails

silently or triggers an error.

2.1.3 Processor Architecture

TrustZone architecture allows secure world and normal world executing in a

time-sliced fashion, context switching through a new core mode called monitor

mode when changing the currently running virtual processor. The mechanisms

by which the physical processor can enter the monitor mode from the normal

world are tightly controlled, and are all viewed as exceptions to the monitor

mode software. The software that executes within the monitor mode is pre-

defined. Using monitor mode, the system can prevent insecure switching be-

tween worlds.

To avoid information leakage on a context switch, normal caches require a flush

operation when switching between the two worlds. However, cache flushing

will degrade the whole system performance. It is desirable to be able to hold

data from different security levels in a cache at the same time. To enable this,

each cache line is extended with an additional tag bit to record the security state

of the transaction that accessed the memory. The security label of a cache line

is dynamic. A cache line from one security level can evict a cache line from

another security level.
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2.1.4 Debug Architecture

In order to support fine-grained debug control, TrustZone debug extensions

separate the debug access control into independently configurable views of each

of the following aspects:

• Secure privileged invasive(JTAG) debug

• Secure privileged non-invasive (trace) debug

• Secure user invasive debug

• Secure user non-invasive debug

The secure world’s debug access is controlled by the first two debug input sig-

nals, while the last two debug signals control normal world’s debug access.

These settings enable a TrustZone processor to control the debug visibility once

the device is deployed. For example, it is possible to give normal world pro-

gram full normal world debug visibility while preventing the debug access to

secure world.

2.2 SecVerilog

SecVerilog[2], is a new hardware description language that extends Verilog

with fine-grained tracking of information flows within hardware. SecVerilog

takes advantage of expressive static annotations incorporating dependent secu-

rity types to enable flexible reuse and sharing of hardware across security levels.

In order to track information flow within hardware, SecVerilog annotates each
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variable declaration with a security label. Meanwhile, the security policy for the

hardware implementation are expressed as the lattice structure in the SecVer-

ilog. Based on the defined lattice structure and variables’ security labels, SecVer-

ilog generates a security assertion for each assignment in the source program.

Then these security assertions are sent to the z3 solver, which is a theorem prover,

to check whether there is any security violation in the design or not.

1 reg [ 1 8 : 0 ] {L} tag0 [ 2 5 6 ] , tag1 [ 2 5 6 ] ;
2 reg [ 1 8 : 0 ] {H} tag2 [ 2 5 6 ] , tag3 [ 2 5 6 ] ;
3 wire [ 7 : 0 ] {L} index ;
4 / / Par ( 0 ) =Par ( 1 ) =L Par ( 2 ) =Par ( 3 ) =H
5 wire [ 1 : 0 ] {Par (way) } way
6 wire [ 1 8 : 0 ] {Par (way) } t a g i n ;
7 wire {Par (way) } wr i t e en ab le ;
8
9 always @( posedge c l k ) begin

10 i f ( wr i t e en ab le ) begin
11 case ( way )
12 0 : begin tag0 [ index ]= t a g i n ; end
13 1 : begin tag1 [ index ]= t a g i n ; end
14 2 : begin tag2 [ index ]= t a g i n ; end
15 3 : begin tag3 [ index ]= t a g i n ; end
16 endcase
17 end
18 end

The above code gives an example of a secure cache design. The cache has four

ways, and is statically partitioned between security levels L(low) and H(high).

Way 0,1 belong to low security level, while way 2,3 are used as the H partition.

Compared to normal Verilog code, a design only needs to add an extra security

annotation to each variable in order to meet SecVerilog’s syntax. Based on the

above definition, tag0 and tag1 should be annotated with the low security label,

and tag2 and tag3 should be annotations with the H security level. In SecVer-

ilog, security labels like L,H are called static annotations. Then tag in must not

contain high information when way is 0 or 1, to prevent the H partition from

affecting the state of the L partition(tag0 and tag1). In addition, write enable
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which controls whether a write occurs, cannot be influenced by high informa-

tion when way is 0 or 1. Since the cache partition that tag in and write enable

belong to can change at run time, Secverilog introduces mutable dependent se-

curity labels(like Par(way)) - The value of a security label depends on a signal in

a hardware. The advantage of dependent security label is that shared hardware

resources(like way, tag in,write enable) between different security levels do not

have to be duplicated several copies for each security level. Then SecVerilog

generates security assertions for each assignment(line 12, 13, 14, 15), and pass

them into z3 solver to check whether the security requirements are meet or not.

The most novel features of the SecVerilog type system include: 1) Dependent se-

curity labels 2) a permissive yet sound way of controlling label channels. As dis-

cussed in the above paragraphs, dependent security labels provides SecVerilog

the capability to deal with dynamically changed security environment. How-

ever, it also creates some challenges for the soundness of the type system:

Implicit declassification. Whenever a variable changes, the meaning of any secu-

rity label that depends on it also changes. As a result, it is possible that such

changes implicitly declassifying information(For example, maybe H(high secu-

rity level) variables turn to be L(low security level) variables.). When the old

label is not bounded by the new one, the content of variable will be automati-

cally erased to protect its content.

Label channels. Label channels indicates that the value of a label becomes an

information channel. There are several ways to deal with this problem. The

first one is no-sensitive-upgrade, which prohibits raising a low label to high in a

high context. The side effect of this method is that it will reject secure codes.

The second approach raises the label of variables modified in any branch to the
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context label, but it still rejects secure code. Therefore, the SecVerilog uses a

more permissive mechanism. The idea is that no-sensitive-upgrade is only nec-

essary when the modified variable might not be assigned in an alternative path.

So SecVerilog takes advantage of a definite-assignment analysis, a common static

program analysis for detecting uninitialized variables, to solve Label channels.

In[2], authors have shown that the programming effort from SecVerilog is little.

Meanwhile, the added overhead and effort required to design hardware in this

way were both small.

2.3 Model TrustZone as An Information Flow Policy

2.3.1 Label Basics

Infomration flow in an information theoretical context is the transfer of infor-

mation from a variable to another variable in a given process. The starting point

of information flow analysis is assigning different security levels to various pro-

gram variables. The most common classification comprises two distinct levels:

low(L) and high(H), indicating public information and secret information.

In general, information flow labels form a lattice, a partial order in which any

finite set of labels has unique least upper and greatest lower bounds. The partial

order v determines whether one label is dominated by another. The confiden-

tiality and integrity are both considered in the TrustZone architecture. At first,

we assume each variable X in the TrustZone architecture has two labels, one for

confidentiality XR and one for integrity XW . For an assignment where the vari-
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able X is assigned to variable Y , the assignment is secure in the perspective of

confidentiality if

XR v YR (1)

Equation (1) limits that the information with high confidentiality label will not

leak to a lower confidentiality level. In terms of integrity, an assignment is se-

cure when

XW w YW (2)

Equation (2) guarantees that the information with high integrity label will not

be contaminated by a lower integrity level.

2.3.2 Model TrustZone with An Information Flow Policy

As mentioned in the Part 2.3.1, TrustZone architecture cares about confidential-

ity as well integrity. However, assigning two security labels to each variable is

not feasible in the SecVerilog, so we should explore an alternative method to

express the confidentiality and integrity with only one label.

In the normal TrustZone architecture, there are two security domains:

normal world and secure world. Therefore, it may appear reasonable

to set two security levels for the confidentiality and the integrity. For

convenience, we use {P(public),C(con f idential)} and {U(untrusted),T (trusted)}

to present low and high level in confidentiality and integrity. So

there are four different security levels in the TrustZone architecture:

12



{PT (public and trusted),CT (con f idential and trusted), PU(public and untrusted),

CU(con f idential and untrusted)}

Figure 2.1: Lattice structure for TrustZone architecture

Based on the equation(1)(2), the lattice structure of these four security levels is

shown in Figure 2.1. CU is on the top level of the whole system, because its data

cannot be read by public users, and it is not allowed to write any data to other

security domains. In our system, there is no hardware resource mapped to CU

security level. CT is corresponding to secure world’s resources, while PU is for

normal world’s resources. PT represents common shared resources like clock,

constant numbers. The tricky part is that in TrustZone, the secure world is able

to read/write data from the normal world. That is to say, part of the information

flow from CT to PU is allowed based on TrustZone security policy. However,

CT and PU are incomparable in the lattice structure. Consequently, we need to

make use of declassification and endorsement, which will be discussed in the

rest of thesis, to solve this problem.
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2.3.3 Security Guarantees

The lattice structure defines what security guarantees are proven by SecVerilog.

In the lattice structure in Figure 2.1, there is no information flow allowed be-

tween the normal world(PU) and the secure world(CT ). If a system passes the

security verification of this lattice structure, the system are proven that there is

no interference between the secure world and the normal world. However, the

non-interference security guarantee is too conservative for the real TrustZone

architecture.

TrustZone architecture does not consider timing channels in its security model.

Therefore, if we are able to explicitly distinguish the information flows which

are timing channels and the ones which are not, we can claim that the TrustZone

prototype successfully verified by SecVerilog can avoid all non-timing interfer-

ences between the secure world and the normal world.

Current SecVerilog is not able to provide controlled information release for secu-

rity verification. If controlled information release is implemented, we are able to

break the non-interference constraints between the normal world and the secure

world so that the information flows like that the secure world reads/writes the

normal world’s resource are allowed in the lattice structure. As a result, SecVer-

ilog can guarantee that only controlled non-timing interferences are allowed

between the secure world and the normal world, and any other non-timing in-

terferences are prohibited in the hardware design.
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2.4 Trust Model and Assumptions

For any secure system, it is impossible to distrust all components in the system.

Oppositely, we need to trust some parts. On the other hand, we also need to

keep the trusted parts as small in order for high security.

The source of NS-bit should be trusted - This assumption indicates that it is

unnecessary to trust all NS-bits in the TrustZone architecture. However, the

origin of NS-bit should be trusted. The main reason for this assumption is that

there is a trust chain in the whole system, and the source of NS-bit is the starting

point of the trust chain. If we are not able to trust the start, we cannot verify the

security of the trust chain. In addition, in the ”fixed” security system, NS-bit

associated with each core can be hard-coded during manufacture process. So

this security assumption is also practical in the real situation.

NS-bit should be synchronized with corresponding data packet - As we dis-

cussed above, each request in the TrustZone architecture is associated with a

NS-bit. If the request’s NS-bit and data field are asynchronous, it is possible

that normal world’s requests can fake as secure world to access confidential

data. To make sure that security check in TrustZone architecture is effective, it

is necessary to guarantee that each NS-bit is according to its data.
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CHAPTER 3

TRUSTZONE PROTOTYPE

Figure 3.1: TrustZone prototype structure

Considering that there is no open source verilog/VHDL implementation of

TrustZone, we extend a simple multi-core architecture with TrustZone features

as the baseline for security verification. The high level architecture is shown

in the Figure 3.1. A static TrustZone prototype, where NS-bits will not change

16



during execution, will be introduced first. Then we move to a more complex,

dynamic TrustZOne prototype.

3.1 Static TrustZone Prototype

3.1.1 Static NS-bit Processor

Figure 3.2: Processor datapath

The processor in the work uses a standard 5-stage MIPS pipeline: Fetch, De-

code, Execute, Memory and Writeback. The datapath of the processor is shown

in Figure 3.2. In the Fetch stage, processor gets instructions from a private in-

struction cache. The decode stage extracts operands from instructions, and the
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execution stage makes use of an ALU and a multiplier to complete a necessary

computation. If either of the operand read address is the same with following

instructions’ write address, the processor will stall. In order to reduce stalls

due to data hazards, the processor has bypass paths from ALU outputs to the

decode stage. If the instruction is a load/store, memory stage will send corre-

sponding memory requests to the memory system. Data hazard is checked at

Decode stage.

Instruction type Instructions

Basic mfc0, mtc0, nop

Register-register arithmetic,
logical, and comparison

addu, subu, and, or, xor, nor, slt, sltu

Register-immediate arith-
metic, logical, and compari-
son

addiu, andi, ori, xori, slti, sltiu

Shift sll, srl, sra, sllv, srlv, srav

Multiply/divide mul, div, divu, rem, remu

Memory operation lw, lh, lhu, lb, lbu, sw, sh, sb, prelw, amo

Branch and jump beq, bne, blez, bgtz, bltz, bgez, j, jal, jr, jalr

System-level syscall, eret, chmod, dirmem, debug

Table 3.1: Complete ISA of baseline multicore architecture

Each time when a processor needs to send a request to other modules like caches

or the main memory, the request will be associated with an extra bit to act as

requests’ NS-bit. Since the processors have a static security level, the NS-bit in

each processor is hard-coded to be constant during the execution. We marked

processor0’s NS-bit to be 0 indicating the normal world, while processor1’s NS-

bit is 1 indicating the secure world.
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3.1.2 Cache

In the project, we have designed several cache configurations for different sce-

narios. Since some of them are used for security vulnerabilities exploration, we

will introduce these cache designs in the corresponding sections. The base de-

sign is a standard two-way associative cache. Because the L1 cache is private to

each processing core and the security domain is unchanged during execution.

The L1 cache is totally occupied by only one security domain, and the standard

cache design is enough for L1 caches. However, standard cache design is not

enough for providing security protection for the shared L2 cache because the

system cannot tell which security level each cache line belongs to. Without ad-

ditional protection mechanism, the normal world may possibly read the secure

world’s confidential data through the shared cache. In order to get rid of this

situation, each cache line is extended with an extra bit to indicate its security

domain. In our design, the data tag and the security tag are checked in parallel.

A security tag dismatch is treated as a cache miss. This design also provides

performance benefits. With these security tags, the normal world’s data and the

secure world’s data can co-exist in the same cache without the need of flushing.

The next question is how to set security tag of each cache line. There are two

options, one is to use a cache request’s security domain while the other one is to

use the memory location’s security domain. The first design will lead to a mem-

ory aliasing problem. With extended security tag, the system is 33-bit address

space, and the same memory location may appear as two distinct locations in

the address map(one secure world and one normal world). Consequently, it is

possible to have multiple values representing the same data in different caches

simultaneously. The second solution does not have this problem. Therefore, we
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Figure 3.3: Secure cache datapath

employed the second one in the work. The block diagram of this secure cache

design is shown in Figure 3.3.

3.1.3 On-Chip Network

Our on-chip network uses a ring network configuration. Each router acts as the

node in the ring, and bi-directional wires connect neighboring routers. The dat-

apath of a router is shown in Figure 3.4. Each router has three inputs/outputs -

terminal input/output, west input/output and east input/output. For each di-

rection, there are two separate input queues for two different security domains.
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The outputs of input queues are sent to a crossbar module. The control unit of

each router determines the sel signal of crossbar module.

A control unit is responsible for deciding the data flow from input ports to out-

put ports. Since it is possible that several input ports contend for the same

output port, the control unit needs arbiters to solve race conditions. There are

two levels of arbitrations - the first level arbiter determines that for each input

direction, which security domains’ request can be sent to the next level of arbi-

tration.The second level arbiter decides which direction’s request can be granted

for each output port in a given cycle. In terms of the arbitration algorithm, we

applied a privilege-based mechanism where the secure world requests have a

higher privilege. When the normal world and the secure world both send a re-

quest for the output port, the secure world request is granted to use the output

port. The normal world request can be severed only when there is no request

from the secure world. Although this mechanism probably lead to the starva-

tion of the normal world requests, it prevents the secure world from DoS (denial

of severice) attack.

Figure 3.4: Router Datapath in NoC
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3.1.4 Statically Partitioned Memory

In order to simplify the system, we did not include a memory controller in our

TrustZone prototype. Instead, we designed a simple simulated memory. The

main memory only has one port for read/write requests. It is a blocking mem-

ory - one memory requests can be served only when earlier requests are fin-

ished. Instructions and data share the same memory address space. Meanwhile,

the whole memory space is divided into two parts - the normal memory can be

accessible for both the normal world and the secure world, and the secure mem-

ory is only available for the secure world.

In addition to the basic logic for normal memory reads and writes, there is an

extra memory access control module to ensure the security of the main mem-

ory. The module receives a memory request and its associated NS-bit. Memory

access control module has one register to indicate the boundary between the

normal memory and the secure memory. It will check whether the memory ad-

dress’s security domain is consistent with its NS-bit. If they match, memory

requests will be passed to the main memory. Otherwise, the request will be

rejected and a zeroed data field will be returned to the requesters. The reason

why we chose fake response is to avoid a system hang. Since the partition stays

unchanged during an execution, the main memory is statically partitioned.

3.1.5 DMA Controller and Debug Interface

One interesting security feature of TrustZone is secure debug architecture.

However, introducing a real debug controller(like a JTAG debug controller) re-
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quires lots of work, and it is too complex to be a good starting point for security

verification. So we built a simple debug interface which is enough to present

the functionality of debugging, and showed how to verify the secure debug ar-

chitecture. The debug interface is connected to a DMA(Direct Memory Access)

controller in our prototype.

Figure 3.5: DMA controller structure

With a DMA controller, processing cores can perform useful work rather than

waiting for long-latency memory accesses. The DMA controller can generate

memory read/write commands after receiving DMA operation requests, and

DMA commands always move data between I/O devices and the main mem-

ory, or from memory to memory. Considering the fact that there is no I/O de-
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vice in the TrustZone prototype, the DMA controller in the thesis work is only

responsible for moving data between the main memory locations. The structure

of the DMA controller in our prototype is shown in Figure 3.5. The processing

core sends a DMA operation request to the DMA controller. The DMA opera-

tion request includes the source address and the destination address. After re-

ceiving DMA operation request, the DMA controller generates a memory read

request with the source address to the main memory, and stores the read data

in a data buffer. Then the DMA controller generates another memory write re-

quest, which includes the destination address as well as the data in the buffer, to

the main memory. Once the DMA controller receives the response of the write

operation, it returns an acknowledgement signal to the processing core, notify-

ing that the DMA operation request has finished. In the DMA controller, there

is a control register to present the security level of memory requests from the

DMA controller. When the DMA controller generates memory reads/writes,

each request should be associated with the NS-bit which is equal to the security

level register for the security check of the main memory.

The debug interface can be used to directly send DMA operation requests to the

DMA controller(containing source address and destination address). The DMA

controller treats these requests equally with requests from processing cores. In

addition to normal DMA operation requests, the debug interface can also send

memory read instructions to the DMA controller to get data in the main mem-

ory, checking whether the DMA commands are successful or not. The DMA

controller contains an arbiter to choose between requests from processing cores

and the debug interface. For security, there is one security checker between the

on-chip network and the DMA controller, and another one between the debug

interface and the DMA controller. These security checkers compare the NS-bit

24



of the DMA operation requests with the security level of the DMA controller.

If the request’s security level is equal or higher than the DMA controller’s, the

request is secure and passed to the DMA controller. Otherwise, the request gets

rejected by the security checkers.

3.1.6 Control Registers

In our TrustZone prototype, the value of control registers can be read by the

normal world while they can only be modified by the secure world. By intro-

ducing these control registers into the architecture, our TrustZone prototype is

more similar to real world designs.

There is one control register in the memory access control module, which is

called partition register. The partition register stores one address, which is

the boundary between secure memory and normal memory. When memory

requests arrive at memory access control module, their address field will be

compared with partition register to check whether they are accessing the secure

memory or the normal memory. Then this information is used to check whether

the memory request is allowed or not.

In order to simulate SMM mode attack, where attackers can realize cache poi-

soning by modifying cacheable control register, one control register is intro-

duced to the L2 cache. This register indicates which security domain is allowed

to use the L2 cache. If the register’s value is zero, it means that only the normal

world can use L2 cache and the secure world’s requests will bypass the cache. If

the register’s value is one, it means that the secure world and the normal world

can both use the L2 cache.
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The DMA engine also has a control register that specify the security domain of

the DMA engine. If the NS-bit of a DMA command from processing cores or the

debug interface is lower than this control register, the command gets rejected.

3.2 Dynamic TrustZone Prototype

3.2.1 Dynamic NS-bit Processor

Figure 3.6: Insecure switch NS-bit in dynamic NS-bit processor

Most of the structure of the processing core in dynamic prototype is the same as

the one in static prototype. The first difference is that there is an extra port on

the interface of the processing core for receiving NS-bit switch request. When

the processing core accepts switch NS-bit request, it flips its own NS-bit. How-

ever, when to switch the NS-bit is security-critical for the architecture, because

switching NS-bit at improper time leads to the security violation. Figure 3.6

illustrate one of insecure designs. When switch NS-bit request enters into the
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processing core, there are normal world instructions remaining in the pipeline.

If the processing core switchs its NS-bit at D stage, the remaining instructions

in the normal world become the secure world. As a result, the memory request

original from normal world is changed to the secure world and is able to access

the secure memory, which is disallowed in TrustZone architecture. To avoid this

scenario, switch NS-bit request stalls the whole pipeline until all remaining in-

structions in the pipeline are drained. With this constraint, the processing core

can avoid mistakenly raising the security level of the memory requests.

3.2.2 L1 Cache

In the static architecture, L1 cache can be a standard cache because the secu-

rity level of the whole cache is unchanged and we do not need to have an extra

security-tag to indicate each cacheline’s security domain. However, the situa-

tion is different for the dynamic architecture, two security domains can share

one physical processor in a time-sliced fashion. It is possible that both normal

world and secure world use the same L1 cache. To prevent the normal world

from accessing confidential data, the L1 cache includes a security tag per cache

line.

3.2.3 Control Registers

In the dynamic prototype, the value of a TrustZone control register can be mod-

ified during an execution prototype. The control registers are memory-mapped

rather than port-mapped. In the system, the lowest memory space(from
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00000000 to 00000100) is reserved for these control registers. Like other hard-

ware resources, the system also performs a security check when there is a re-

quest trying to modify the TrustZone control registers. If a requests is from the

normal world, the request gets rejected.

By making the control register modifiable, the whole system’s behavior is closer

to commercial TrustZone design. Currently, the main memory’s security par-

tition can be changed during execution time. The DMA controller can also be

configured to be in either the secure world and the normal world.
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CHAPTER 4

SECURITY VULNERABILITIES

Security verification should be capable of precisely detecting security problems

with low overhead and false positives. In order to test the efficiency of our

security verification approaches we need examples of security loops. For this

purpose, we introduced a couple of security vulnerabilities. First, we explored

the TrustZone prototype described in Chapter 3 to find out potential security

problems. Then, we also developed security bugs by searching security issues

appeared in commercial product[3,4].

4.1 Bug 1: Insecure Memory Access Control Module

The secure memory access control module rejects memory requests from the

normal world’s processing core to the secure memory. However, in an insecure

memory access control module design, it may grant normal-world memory re-

quests to the secure memory region.

The same security can happen for any security checkers(such as the processor

security checker at the output interface of on-chip network, the security checker

at the DMA controller’s interface, etc). The idea is that a security checker does

not perform checks correctly so that the normal world’s requests can be granted

by the checker.
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4.2 Bug 2: NS-bit Flipping in the NoC

When memory requests are transmitted through the on-chip network, the asso-

ciated NS-bit is transmitted too. What if there is a bug or malicious logic that

changes the NS-bit in the on-chip network? In the NS-bit flipping bug, when

a normal world’s request is passed through the on-chip network, the NS-bit

is flipped so that the normal world’s request is interpreted as from the secure

world. When the corresponding response is returned from the main memory,

the on-chip network flips the NS-bit again so that it can be returned to the pro-

cessing core.

4.3 Bug 3: Routing Bug in the Noc

Incorrect functionality of an IP can also lead to a security violation. The routing

bug is one example. When the logic of packet destination is incorrect, secure-

world response may be redirected to the normal world core so that the normal

world can observe the sensitive data in the secure world.

4.4 Bug 4: Memory Partition Control Register Bug

In the definition of the TrustZone security policy, security-sensitive control reg-

isters can only be modified by the secure world so that the normal world is not

able to control the behavior of the system. So what if the normal world is able

to access these registers by mistake?
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To explore this kind of security vulnerabilities, we introduce a bug in our pro-

totype; memory access control module allows the normal world to write a new

value to the memory partition register. As a result, the normal world can ar-

bitrarily switch the partition of the main memory. By changing secret memory

regions to be normal, the normal world can access confidential data.

4.5 Bug 5: SMM Cache Poisoning Attack

In [3], people exposes a vulnerability in Intel processors that allow reads/writes

to SMRAM memory, which is only intended to be accessible in SMM, the highest

privileged operation mode. To prevent SMRAM from data poisoning, memory

controller offers dedicated locks to limit access to SMRAM memory only to sys-

tem firmware (BIOS). However, attackers can realize data poisoning attack to

the SMRAM memory by modifying a system control register. The attack has

been realized on Linux system and works as followings steps:

• An attacker changes configuration registers(MTRRs) to change the SM-

RAM region to be cacheable.

• The attacker generates writes to the physical addresses of the SMRAM.

The lines are brought into the cache since the addresses are cacheable, but

the memory controller drops the writes.

• The attacker generates an SMI(System Management Interrupt) which ex-

ecutes from the SMRAM locations. Since SMRAM memory locations are

already in the cache, a processor executes from the cache which is written

by the attacker.
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Because our TrustZone prototype does not have the SMM mode, we have to

emulate the SMM mode attack in the architecture. We first divide the address

space into cacheable addresses and uncacheable addresses. To simplify the fol-

lowing discussion, we mark the secure memory address space as uncachable

and the public memory address space as cacheable. There is no constraints on

the cacheable data, and whether the uncachebale data can be fetched into the

shared L2 cache or not depends on a control register in the L2 cache. If the con-

trol register is 0, it indicates that the uncacheable data cannot be brought into

the L2 cache, and all memory requests containing uncacheable addresses will

bypass the L2 cache. If the control register is 1, the uncacheable data can be

hold in the L2 cache. To guarantee the security, the control register can only be

modified by the secure world. However, if the normal world is able to modify

the cacheable control register, the normal world can affect the secure world by

cache poisoning. The emulated SMM mode attack can work as the following

steps:

• An attacker in the normal world set the cacheable control register as 1 so

that the data from the uncacheable(secure) memory space can be brought

into the L2 cache.

• The attacker generates a memory write operation which contains secret

memory address to the L2 cache. If it is a cache hit, the data in the un-

cacheable(secure) memory address space is contaminated by the normal

world.

• Since the secure world first read data from the L2 cache rather than the

main memory, the contaminated data will be read by the processing core

in the secure world. As a result, the normal world can affect the execution

of the secure world.
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One thing needs to be noted is that the L2 cache should not have security tags in

this attack. Otherwise, the normal world cannot poison the secure world data

even if the data from the uncacheable(secure) memory can be hold in the L2

cache, because the security tag can avoid the normal world writes to the data in

the secure world. Therefore, we remove the security tag in each cacheline when

testifying this bug.

4.6 Bug 6: Missing Checks for Prefetch Accesses

The inspiration for this bug comes from a bug in an AMD processor[4]. In the

reported bug, processors may generate a speculative access during an execution

of a VMLOAD or VMSAVE instruction. The memory type used for this access

is defaulted to WB DRAM memory type. Nevertheless, the address used may

not be a valid DRAM address or it may be an address that is not specified as

cacheable in the memory type. When the address is not a valid DRAM address,

the processor may recognize a northbridge machine check, exception for a link

protocol error. This machine check exception causes a sync flood and system

reset under AMD recommended BIOS settings. When the address is actually

a non-cacheable memory type, the processor may incorrectly cache the data,

resulting in an unpredictable system behavior.

An invalid DRAM address is not a concern in our TrustZone prototype. But

uncacheable addresses provide an opportunities to realize the bug. By making

uncacheable data to be cacheable, the normal world is able to implement cache

poisoning attack to affect the behavior of the secure world. A tricky part is how

to make processor incorrectly cache data. If the address of a normal read/write
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Figure 4.1: New cache configuration for the prefetch bugs

operation is uncacheable, it will be rejected or bypassed to the memory side.

We added a new prefetch instruction to the ISA. We added a prefetch buffer for

L2 cache and new cache configuration is shown in Figure 4.1. As a bug, there

is no security check for the prefetch buffer. Figure 4.2 illustrates the process of

illegal prefetch access. The secure world may issue a prefetch request and bring

uncacheable sensitive data into the prefetch buffer. Since there is no security

protection for the prefetch buffer, the normal world can read this confidential

data from the prefetch buffer.
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Figure 4.2: Implementation of illegal prefetch accesses

4.7 Bug 7: Insecure Debug Interface Design

One security feature of TrustZone is secure debug architecture. TrustZone only

allows debuggers to obtain proper visibility and control privilege based on the

security level. In the secure architecture, there is a security checker to check

the NS-bit at a debug interface of the DMA controller. In an insecure design,

we removed the security checker in the DMA controller so that requests from

debug interface will be unconditionally accepted by the DMA controller. As a

result, debug command from the normal world can send DMA requests to the

whole memory space including secure memory, which should be disallowed in

the secure TrustZone design.
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CHAPTER 5

SECURITY VERIFICATION

We made use of SecVerilog to verify the security of the static and dynamic secu-

rity architecture. We also checked security vulnerabilities mentioned in Chapter

4. The goal of this evaluation is to show that

• SecVerilog is powerful enough to detect a wide variety of security-critical

architecture attacks/bugs

• The programming effort and overhead of SecVerilog is small while SecVer-

ilog can provide a comprehensive security analysis

• TrustZone architecture can be checked by information flow encoding

method.

• Through the evaluation, we can find out the limitations of SecVerilog

through false negatives and false positives.

5.1 Security Vulnerability Detection

5.1.1 Static TrustZone prototype

As shown in Table 5.1, SecVerilog can detect all implemented security bugs.

Due to the format of SecVerilog outputs, it is hard to directly use SecVerilog

results to do a result analysis. Instead of showing flagged source code in the

TrustZone prototype, we point out which parts are flagged by SecVerilog and

analyze whether they are reasonable or not.
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Bug ID Synopsis Detected

1 Memory access control module fails to check normal-world requests
√

2 NS-bit is flipped in the on-chip network
√

3 Secure world responses are redirected to a normal-world port
√

4 Normal world can modify the partition configuration register
√

5 Cache poisoning attack
√

6 Missing protection for prefetch buffer
√

7 No security check for a debug interface
√

Table 5.1: Verification results for security attacks/bugs in static system

Insecure memory access control module - Insecure memory access control module

always transmits data from processors to the memory side. A simple exam-

ple code(A.1.1) is appended in the appendix chapter. SecVerilog flagged line 6

where the data from the processing core is passed to the memory interface. Be-

cause variable procreq data and memreq data separately depend on the security

label procreq domain and memreq domain. SecVerilog checks all possible com-

binations for the assignment at line 6. One condition is that procreq domain is

0 and memreq domain is 1. As a result, the security labels of procreq data and

memreq data are PU and CT . So the information flow of the assignment at line 6

is from PU to CT , which is disallowed by the lattice structure, and it is flagged

by the SecVerilog. It matches what we expected, since the request from the nor-

mal world should not pass memory access control module when the destination

address is in the secure memory.

NS-bit flipping in the NoC - The flipping logic can be placed in several parts. The

first place is the interface between L1 cache and NoC. SecVerilog can detect it
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because if an attacker flips the NS-bit(since it is combinational logic, we need

to use a new variable to hold the flipped NS-bit), the corresponding packet’s

dependent label is inconsistent with NS-bit(it is replaced with a new variable).

This inconsistency of dependent types is highlighted by SecVerilog.

What if flipping logic is inside NoC rather than NoC’s interface? SecVerilog can

still find out the security bug. We use the example code in Appendix A.1.2 to

explain how SecVerilog detect the security vulnerability. SecVerilog flagged the

line 8 because SecVerilog generates precise predicate in the same always block.

In the same block, SecVerilog recognizes the fact that the security labels which

in req and out req depend on are different. Since the information flow between

CT and PU is not allowed, SecVerilog will highlight the assignment at line 8.

Therefore, SecVerilog can detect insecure propagation of memory requests/re-

sponses in the NoC.

Routing bug in the NoC - SecVerilog does not highlight the logic which modi-

fies the destination field of the responses. Because the destination field of the

responses are always changed to the normal world port, indicating that the nor-

mal world is not able to control when to change the destination field, there is

no information flow from the normal world to the secure world. Besides, the

port ID of the normal world is public so that constant number is assigned to

the secure world responses’ destination field and the information flow from PT

to CU is allowed in the lattice structure of our prototype. SecVerilog detects

the routing security bug by flagging the connections between processing cores

and the on-chip network. Because the security level of processing cores and re-

sponses are independent, SecVerilog checks all possible situations and find out

that there is one situation where the processing core is in the normal world and
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the response belongs to the secure world. This condition is insecure because

the normal world can observe the sensitive data in the secure world. However,

there is also a false positives happened in the connections between processing

cores and the on-chip network when the secure world’s processing core reads

the normal world data. To get rid of this false positive, we added a processor

security checker to avoid the false positive. This result makes sense because

the routing security bug cannot take effect with the filtering functionality of the

processor security checker.

Memory partition control register - SecVerilog marked the logic where normal

world’s data is assigned to the partition register. Because, in our label strat-

egy, partition register is associated with the CT label(secure world), and data

from the normal world is with label PU(normal world). The assignment im-

plies that there is an information flow from PU to CT which is prohibited, and

it is flagged. This is exactly where the bug is.

SMM mode attack - Similar to the memory partition register bug, SecVerilog

marked the logic where the cachable control register can be modified by the

normal world. Because the cacheable control register is labeled as CT , while the

data from the normal world is labeled with PU. Therefore, when the data from

the normal world is assigned to the cacheable control register, there is an in-

formation flow from PU to the CT which is not allowed in the lattice structure.

Another place which is flagged by SecVerilog is that the normal world writes

data to the cacheline including the uncacheable data. Because the uncacheable

is from the secure memory, its security label is CT . When the normal world

writes to the uncacheable data, there is another information flow from PU to

CT . So SecVerilog also flagged the related logic.
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Missing protection for prefetch buffer - The prefetch buffer does not have any se-

curity mechanism to limit accesses from the normal world. Therefore, when

data in the buffer is read by any request, this part of logic is marked as insecure

by SecVerilog. SecVerilog finds out that the normal world may read the secure

world’s data, and it violates the lattice structure we defined before.

Insecure debug interface design - When the security checker for the debug inter-

face is removed, the system is insecure because any security domain’s requests

can make use of the DMA controller to access secure memory. SecVerilog high-

lighted the connections between the debug interface and the DMA controller.

For signals from the debug interface, they depend on the NS-bit generated by

the debug interface itself. On the other hand, the label for signals of DMA con-

troller is dependent on its own NS-bit which is shown by the example code

in Appendix A.1.5. Without security checking, there may be a mismatch be-

tween security labels of the debug interface and the DMA controller(for exam-

ple, debug domain = 0 and DMA domain = 1). So SecVerilog detects that these

assignments may be the information flows from PU to CT , and it will flag the

assignments.

5.1.2 Dynamic TrustZone Prototype

Table 5.2 shows the security verification results for the dynamic security system.

Most of the results are the same as the static security-level system except for

the security bug targeting at dynamic security-tag processor. As discussed in

Chapter 4, the timing of NS-bit switch may lead to security bug. So we added a

security bug about insecure NS-bit switch, and it can be detected by SecVerilog,
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too.

Bug ID Synopsis Detected

1 Memory access control module fails to check normal world requests
√

2 NS-bit is flipped in the on-chip network
√

3 Secure world responses are always redirected to normal world port
√

4 Normal world can modify partition configuration register
√

5 SMM mode attack
√

6 Missing protection for prefetch buffer
√

7 No security check for debug interface
√

8 NS-bit switch before former instructions in the pipeline are drained
√

Table 5.2: Verification results for security attacks/bugs in dynamic system

Insecure dynamic security-tag pipeline - We used the dependent security type for

the dynamic security-tag pipeline. Signals in the pipeline depend on the NS-bit

of the whole pipeline. Insecure dynamic security-tag pipeline design is flagged

by SecVerilog because switching the NS-bit too early results in implicit declassi-

fication[2], which can be detected in SecVerilog. Due to the limited space, we

cannot use the source code of the pipeline in our prototype to illustrate what is

implicit declassification. Instead, we use a simple example code for the explana-

tion. The example code is shown below. The code is insecure since it copies high

into low when x changes from 1 to 0. At the assignment to y in the first branch,

its level is H, but at the assignment to low, the level of y has become L. The in-

security arises from the change to the label of y during the execution, while its

content remains the same. In other words, if x changes from 1 to 0, the label of

y cannot protect its content.
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1 reg{H} high;
2 reg{L} low, x;
3 reg{LH(x)} y; //LH(0)=L LH(1)=H
4 always@(posedge clk) begin
5 if ( x == 1 ) begin
6 y <= high;
7 end
8 else begin
9 low <= y;

10 end
11 end

In the insecure dynamic security-tag pipeline, the security label of remaining

instructions is implicitly raised to a higher security level due to an early switch

of the NS-bit. Based on the above example code, this implicit raise of secu-

rity level is also a implicit endorsement where the security label of the normal

world request are implicitly raised to the secure world. For implicit declassifica-

tion/endorsement, SecVerilog automatically clears the related signals to avoid the

security violation.

5.2 Overhead of Security Verification

In addition to detecting security vulnerabilities, the overhead of security ver-

ification should also be considered. In the work, we use LOC(lines of code)

to present the overhead of security verification. By calculating how many ex-

tra lines of code, we are able to evaluate the verification overhead of SecVer-

ilog.(Note, security label annotations are not considered as extra lines of code in

the evaluation)
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5.2.1 Static TrustZone Prototype

Table 5.3 has shown the LOC(lines of code) for verilog code and SecVerilog code.

Converting the static TrustZone prototype to the verified design in SecVerilog

requires 416 extra lines of code to establish necessary claims to convince type

checker. These extra lines of code only count on 2.6% percentage, implying little

programming overhead.

Components Name Verilog SecVerilog

Processor 1841 1895

L1 Cache 1132 1171

On-chip Network 2589 2662

L2 Cache 2976 3093

DMA controller+ Debug interface 875 918

Main memory 974 1015

Others 5719 5768

Total 16106 16522

Overhead 2.6%

Table 5.3: Lines of Code for static TrustZone prototype

The verification process is very fast. It only takes several seconds to check the

whole fixed security-level system.

5.2.2 Dynamic TrustZone Prototype

Table 5.5 presents the LOC of each components in dynamic system. We need to

add extra 492 lines to convert our dynamic system to be a verifiable version for
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SecVerilog. The overhead only counts up to 3.0% percentage, which implies a

low programming effort.

Components Name Verilog SecVerilog

Processor 1870 1894

L1 Cache 1250 1308

On-chip Network 2589 2662

L2 Cache 2976 3093

DMA controller+ Debug interface 875 918

Main memory 974 1015

Others 5775 5911

Total 16309 16801

Overhead 3.0%

Table 5.4: Lines of Code for dynamic security sytem
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5.2.3 Sources of Security Verification Overhead

We reviewed the code to categorize the source of the verification overhead, and

we divided these extra lines of code into three classes - extra signals for security

label, per element/bit support and weak program analysis.

extra signals for security label - Some of hardware modules are occupied by only

one security domains in our prototype. In the verilog code, we do not need to

add a wire to indicate the security level of these hardware modules. On the

other hand, in the SecVerilog code, we have to add an extra signal to present

the security label of these hardware modules. Otherwise, programmers are not

able to add security labels for the hardware logic. We use an example code to

illustrate the necessity for these extra security labels.

1 input in0;
2 input in1;
3 input sel;
4 output reg out;
5
6 always @(*) begin
7 if ( sel == 1’b0 )
8 out = in0;
9 else

10 out = in1;
11 end

Verilog code of a 2-1 mux

1 input {L} domain;
2 input {LH(domain)} in0;
3 input {LH(domain)} in1;
4 input {LH(domain)} sel;
5 output reg {LH(domain)} out;
6
7 always @(*) begin
8 if ( sel == 1’b0 )
9 out = in0;

10 else
11 out = in1;
12 end

SecVerilog code of a 2-1 mux

The example code is a simple 2-1 mux module and all of its signals belongs to

the same security level. There is no need to indicate the security domain of the

mux’s signals in the verilog code. However, programmer cannot determine the

security label of the signals in the mux if there is no extra domain signal. There-

fore, extra security label signals are necessary for the modules where all signals

belong to the same security level.

Per element/bit support - In the SecVerilog, it is required that all elements/bits in
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an array/bit-vector should have the same security label. However, this con-

strain is too conservative for real hardware design. For example, the input

buffer in a router of on-chip network can be shared between the secure world

and the normal world, but it cannot be verified by SecVerilog. In order to make

the design verifiable, we have to split a shared input buffer into two input buffer

for each security domain.

Weak program analysis - SecVerilog is not able to recognize the logic across always

block in verilog. Consequently, SecVerilog checks all possible conditions even

if some of them are prohibited by logics in other always blocks. Checking all

possible conditions will not only slow down the verification speed, but also

possibly produce false positives because some of conditions under checking are

insecure but they will not happen in the design. To avoid these false positives,

programmers have to add extra logic(if/else branch) to help SecVerilog recog-

nize impossible conditions of the design.

Figure 5.1: Verification overhead category of static TrustZone prototype
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Figure 5.1 shows the breakdown of the security overhead for each components

in the static TrustZone prototype. For components like processors, L1 caches,

all security overhead comes from extra signals for security label. Because these

modules only belong to only one security domain during execution, in func-

tional code, we do not need extra signals for representing security domain.

However, in the SecVerilog, programmers need to add more signals for label-

ing. In the on-chip network, shared input buffers in the router are separated

into two parts due to the per element/bit label constraint. For shared hardware

resources like L2 cache, and DMA controller, etc, more dynamic hardware logic

makes SecVerilog harder to produce precise predicates for security verification,

and we have to add extra logic to solve these problems.

Figure 5.2: Verification overhead category of dynamic TrustZone proto-
type
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Figure 5.2 shows the breakdown of the security overhead for each components

in the dynamic TrustZone prototype. The results is similar to static prototype.

Besides, due to more dynamic hardware logic, we find out that the percentage

of extra LOC due to weak program analysis increases compared to the static

prototype.

Based on the above results, we find out that for hardware modules whose se-

curity domain are occupied by only one security domain, the main source of

the overhead comes from extra signals for security label. For shared hardware

resources, the majority of overhead is from weak program analysis and extra

signals for security labels. If a design is based on arrays/bit-vectors, part of the

verification overhead may be due to the per element/bit label constraint.

5.3 False Positive Analysis

Table 5.5 summarizes the number of false detections and the source of them.

Timing interferences refer to timing channels which is not under consideration

of TrustZone architecture. Declassification/Endorsement indicates the necessity of

breaking lattice structure to meet TrustZone security policies. NS-bit generation

is about NS-bit security level. All of them will be fully discussed on the follow-

ing sections.

False positives indicates some of secure designs are mistakenly flagged by

SecVerilog. There are multiple reasons for false positives. The main reason is

that the security check is more conservative than real hardware designs, These

false positives can give insights for the improvements of SecVerilog.
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Components Name Numbers Sources

On-chip Network 20 timing interferences, NS-bit genera-
tion, per-bit label support

L2 Cache 10 declassification/endorsement, NS-
bit generation

DMA controller/Debug Interface 2 NS-bit generation

Main memory 9 declassification/endorsement, NS-
bit generation, timing interferences

Table 5.5: Category of False Detections

5.3.1 Information Flow from Secure World to Normal World

In our lattice structure, the secure world(CT ) and the normal world(PU) are

incomparable security domains, implying that there should be no information

flow between them. However, in the TrustZone, the secure world can access

the normal world’s resources. In our TrustZone prototype, the secure world

processing core can read/write to normal memory. However, when the secure

world’s data is assigned to the normal memory or the normal memory data

is assigned to the secure world’s variables, SecVerilog will mark these assign-

ments(like line 15, 25 in the appendix A.2.1) as insecure even though they do

not violate the security polices of TrustZone. We can make use of declassifica-

tion/endorsement to solve these problems.

In addition, most of control registers belong to the secure world. They cannot

be modified by normal world, but their value can be used for normal world. For

example, the partition register in the memory access control module is used to

decide whether a normal-world memory request is allowed or not. When these

control registers are used to determine the behavior of the normal world, there
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is information flow from the secure world to the normal world, which will be

flagged by SecVerilog.

5.3.2 Timing Interferences

As mentioned earlier, TrustZone does not consider the timing channels in its

security model. So timing interferenceis allowed for TrustZone architecture. On

the other hand, SecVerilog includes timing channels in its model, and marks

them as insecure. One example is an arbiter in routers of an on-chip network. If

an arbiter applies an arbitration mechanism which has timing interference(like

privilege-based mechanism), SecVerilog flags the corresponding part as inse-

cure. For the example code in the Appendix A.2.2, it is secure in the perspec-

tive of the TrustZone architecture. However, line 20, 24 are flagged by SecVer-

ilog. This is because whether the assignments at line 20, 24 happen depends

on req0. That is to say, there is information flow between from req0 domain to

req1 domain. By checking all possible combinations, SecVerilog find out that

it is possible to have information flows between CT (req0 domain = 0) and

PU(req1 domain = 1), so line 20, 24 are flagged by SecVerilog.

5.3.3 NS-bit Generation

In the security assumption, NS-bit should be trusted and its label is PT (public

and trusted). Meanwhile, one hardware module in TrustZone needs to gen-

erate NS-bit for the following hardware resources. Generally, hardware mod-

ules are in either the secure world or the normal world. So for the logic that
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generates the NS-bit, there is an information flow from the secure/normal

world(CT/PU) to the lowest security level(PT ), which is not allowed by SecVer-

ilog. For the example code in A.2.2, line 14,19,23 are flagged by SecVerilog. Be-

cause req0 domain, req1 domain and req2 domain are either CT or PU, so there is

an information flow from CT/PU to the PU, which is not allowed by the lattice

structure.

5.3.4 Sources of False Positives

Figure 5.3: The category of false positives

Figure 5.3 presents the breakdown result of false positives in our TrustZone

prototype. The false positives due to declassification/endorsement mainly ap-

peared in the security checkers, like processor security checker in the on-chi p

network, memory access control IP in the main memory. This is because that the

secure world is allowed to read/write data to the normal world, and the secu-
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rity checkers should pass this kind of requests. However, the information flow

between CT and PU is disallowed in the SecVerilog. False positives from timing

interferences mainly comes from arbiters in the NoC and the memory interface

because the arbitration algorithm used in the arbiters has timing interferences.

To make sure that these false positives are exactly from timing interferences,

we replaced the arbiter with strict round-robin arbitration algorithm which has

no timing interference. Then the security errors marked by the SecVerilog in

these arbiters are eliminated. False positives due to NS-bit generation are the

most common since lots of hardware modules have to produce the NS-bit to the

connected components.

52



CHAPTER 6

LIMITATIONS OF SECVERILOG

6.1 Lack of Finer-grained Label Support

The current version of SecVerilog requires that all bits/elements in a vari-

able/array should have the same label. This design requires that hardware

designers should assign separate variables for each security domain. For in-

stance, routers in the on-chip network needs separate input queues for the nor-

mal world and the secure world. If the original design uses a wider signal con-

tain multiple values with different security levels, we have to break this signal

into several wires for each security level.

However, sharing hardware resources is pretty common in real-world hardware

designs. For example, different entries of input queues in an on-chip network

may have different security levels. Sometimes multiple security domain sig-

nals maybe concatenated into a wider wire for an efficient transmission. Con-

sequently, we have to replace originally shared the input queues with separate

input queues of each security level, and replace the concatenated wire with sep-

arate wires for different security level data. So we need per bit/per element

label to reduce programming overhead of verification.

6.2 Declassification/Endorsement

The main goal of SecVerilog is to ensure non-interference among various se-

curity domains. Unfortunately, non-interference policy is too strict for use in
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most real-world applications. For example, in the security policies for TrusZone

in Chapter 2, the secure world is allowed to access the normal world’s data.

When the secure world processors is reading normal memory, there is an in-

formation flow from the normal world to the secure world. For a write from

the secure world’s processing core to normal memory, there is an information

flow from the secure world to the normal world. Based on the standard of non-

interference, these operations are viewed as insecure in SecVerilog while they

are allowed in the TrustZone architecture.

In order to allow such practical security properties, it is necessary to add de-

classification/endorsement methods to SecVerilog. This feature enables secu-

rity checkers to break non-interference if necessary. However, breaking the con-

straints is not enough, SecVerilog also has to guarantee that declassification &

endorsement operations are under control and meet a defined security policies.

6.3 Lack of Precise Program Analysis

Figure 6.1 shows a simple example code of a register. The real input data’s se-

curity level is dependent on the other input. At each rising clock edge, the data

is passed to the output while the label is transmitted to the output, too. It is

a secure design because this design only passes the data and associated label

rather than modifying data or label. However, this code will be marked as in-

secure in SecVerilog. The main reason is because SecVerilog cannot prove the

relationship between the input label and the output label. Consequently, the

assignment from the input data to the output data will be viewed as an infor-

mation flow between two different security domains. To solve this problem,
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SecVerilog has to include more precise predicates for program analysis.

1 input {L} clk;
2 input {LH(in_domain)} in;
3 input {L} in_domain;
4 output reg {LH(out_domain)} out;
5 output reg {L} out_domain;
6
7 always @(posedge clk) begin
8 out_domain <= in_domain;
9 out <= in;

10 end

Figure 6.1 Example code of a reigster design

Except for misjudging secure code to be insecure, lack of precise program analy-

sis will introduce more programming effort for security verification. The current

version of SecVerilog will check all possibilities to make sure the security rules

are not violated. Nevertheless, in fact some of conditions do not happen due to

other logic parts but SecVerilog is not able to realize it. As a result, program-

mers have to manually add if/else branch to tell SecVerilog which conditions

are available and which are not so that SecVerilog will not mistakenly mark se-

cure design to be insecure. But it will introduce more programming effort for

security verification. To get rid of this situation, SecVerilog should have a much

more powerful program analysis to sense the potential logic of the whole sys-

tem.

6.4 Timing Insensitive Analysis

SecVerilog is able to detect potential timing channels in hardware design. How-

ever, not all hardware designs consider a timing channel as a security issue. For

such architecture(like TrustZone), timing insensitive analysis is enough while

timing analysis will produce unexpected false positives for security verification.
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One false positive appears in my work is verification of arbiters in on-chip net-

work. If we apply a priority arbitration algorithm(for example, always favoring

the secure world), SecVerilog will mark the code as insecure. Because secure

world’s packet can delay normal world’s, and introduce interference to normal

world. But this interference only influence the timing of data transmission, so

from the perspective of timing insensitivity, it is secure. Consequently, in order

to pass SecVerilog verification, we have to employ strictly round-robin arbitra-

tion algorithm. If we have timing insensitive analysis feature, SecVerilog can

decrease lots of false positives due to timing check.
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CHAPTER 7

RELATED WORK

7.1 Secure Hardware Architecture

Previous work has looked at designing secure hardware architectures.

AEGIS[12] provides users with tamper-evident and authenticated environment.

The adversary is unable to obtain any information about software or data by

tampering with, or observing system operations. Secret-protected(SP) architec-

ture[13] uses a minimalist set of architectural features to enable users to access

their keys from different networked computing devices and decouple their se-

crets from the devices. Iso-X[25], a flexible architecture for hardware-managed

isolation execution, allows security-critical codes execute securely even un-

der the untrusted environment. It implements a fine-grained isolation at the

memory-page level to avoid possible information leakage. Meanwhile, lots of

researching focuses on the security of various components in the hardware ar-

chitecture, like cache[6,7,8,9], on-chip network[10,11] and memory controller[5].

7.2 Explorations of Security Vulnerabilities in the Hardware

In order to better understand security problems in the hardware, lots of re-

searches are conducted on the explorations of hardware security vulnerabili-

ties. Hunger et al. [30] came up with a simple mathematical abstraction cap-

turing the common features of mircoarchitectural channels due to contentions,

and provide corresponding countermeasurements for these contention-based
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channels. Hicks et al. [24] categorize security-critical bugs from Intel, AMD

processors into five classes. Meanwhile, erratum documents from hardware

design companies like Intel, AMD also provide valuable material for security

vulnerabilities exploration. In addition to the analysis of the existing security

bugs, other works are trying to implement various security bugs for the current

hardware system. Samuel et al.[31] present that an attack can design hardware

to allow powerful, general purpose attacks in the real hardware system. Rafal

et al. [20,21] have developed meachansims to circumvent Intel’s Trusted Execu-

tion Technology(TXT). O. Accicmez [19] implement an attack where the key of

AES can be extracted through timing channels in the caches.

7.3 Language-based Information Flow Analysis

There are lots of works on language-based information flow analysis. The back-

ground, basics and challenges of language-based information flow analysis are

explained in[26]. Zhang et al. [31,32] make use of language-based mecha-

nisms to control and reduce the information leakage through timing channels.

JFlow[34], an extension to Jave language with statically-checked information

flow annotation, presents how to apply information flow analysis into the secu-

rities in the real world application.

7.4 Hardware Security Verification

GLIFT[22, 23] is one method for analyzing, statically verifying and dynami-

cally managing the information behavior of mixed hardware/software system.
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GLIFT can cut through all the layers of digital abstraction to reveal the true

behavior of the actual machine implementation. In addition, GLIFT is able

to unify and identify all potential digital flows of information including side-

channels such as timing and storage channels. Sapper[37] utilizes extra logic

in the hardware architecture to track information flow for security verification,

while Caisson[38] supports static information flow analysis for hardware secu-

rity detection. SPECS[24] can effectively protect hardware design against secu-

rity attacks by inserting security invariants to security critical processor state.

K. Constantinides et al. [35] take advantage of firmware to periodically sus-

pends microprocessor execution and detect security bugs. S.Shyam et al.[36]

combine area-frugal on-line testing techniques and system-level checkpointing

mechanism to provide security detection for the microprocessor.
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CHAPTER 8

CONCLUSION

With the widespread usage of computers, the issue of information security and

privacy receives more and more attention. Currently, lots of security protection

schemes are implemented at software layers.However, hardware-base security

protections have the advantage that it is more difficult to be broken down by

attackers over software solution. In the thesis, we have addressed some of chal-

lenges and explored how to generally verify the security of hardware designs.

We have studied the security features of TrustZone architecture and how to use

information flow analysis to track down security model. Then we combined

them together to show how to take advantage of information flow analysis to

encode TrustZone architecture. In addition, we also made reasonable security

definition and assumptions to make our model complete. Based on the security

features described in TrustZone whitepapers, we have extended a simple archi-

tecture to have TrustZone architecture features. To make our analysis close to

realistic situations, we have introduced more dynamic structures into the whole

system to establish a dynamic TrustZone prototype.(Chapter 3). By having these

security models, we were able to explore possible security vulnerabilities ap-

plied for the TrustZone prototype.(Chapter 4). Firstly, by making existing secu-

rity module to be insecure, we introduced security loopholes into the system.

We also read erratum document from current commercial product to introduce

more realistic security attacks into the architecture.

We have also made use of SecVerilog to verify the secure and insecure version of

TrustZone prototype. SecVerilog is able to detect most of security vulnerabilities

in the system with low programming overhead for adding security annotations
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for variables.[Chapter 5] Meanwhile, by analyzing the false negatives and false

positives occurred during the verification, we also summarized the limitations

for current SecVerilog, which may be some future work directions.[Chapter 6]

As more effort and attention are drawn into hardware security, the security

verification of hardware design will turn to be increasingly significant. And

providing general verification techniques for various designs will become a big

challenge for hardware security verification. In our thesis, we have explored

the use of information flow method in TrustZonea architecture to model sys-

tem’s security, check system’s security features. With new arising hardware

protection techniques, corresponding verification techniques will be largely de-

veloped. Consequently, hardware security verification will get more and more

attention in the future.
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APPENDIX A

APPENDIX

A.1 Example Code of Secure Vulnerabilities in the TrustZone

Prototype

A.1.1 Insecure memory access control module

1 / / LH( 0 ) = PU, LH( 1 ) = CT
2 input {LH( procreq domain ) } procreq data ;
3 input {PT} procreq domain ;
4 output {LH( memreq domain ) } memreq data ;
5 input {PT} memreq domain ;
6 . . . .
7 assign memreq data = procreq data ;

A.1.2 NS-bit Flipping in the NoC

1 / / LH( 0 ) = PU, LH( 1 ) = CT
2 input reg {LH( in domain ) } i n r e q ;
3 input {PT} in domain ;
4 output reg {LH( out domain ) } out req ;
5 output {PT} out domain ;
6 . . .
7 always@ ( ∗ ) begin
8 out req = i n r e q ;
9 assign out domain = ˜ in domain ;

10 end
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A.1.3 Memory Partition Control Register

1 / / LH( 0 ) = PU, LH( 1 ) = CT
2 input {LH( req domain ) } req data ;
3 input {PT} req domain ;
4
5 reg {CT} par reg ;
6 . . . .
7 always@ ( ∗ ) begin
8 i f ( req domain == 0 && req domain == 1 ’ b0 )
9 par reg == req data ;

10 end

A.1.4 SMM Mode Attack

1 / / LH( 0 ) = PU, LH( 1 ) = CT
2 input {LH( req domain ) } req ;
3 input {LH( req domain ) } req data ;
4 input {LH( req domain ) } req addr ;
5 input {PT} req domain ;
6
7 reg {CT} c a c h e c o n t r o l r e g ;
8 reg {LH( req domain ) } cache ;
9 . . . .

10 always@ ( ∗ ) begin
11 / / mod i fy c a c h e a b l e c o n t r o l r e g i s t e r
12 i f ( req && req addr == 0)
13 c a c h e c o n t r o l r e g = req data ;
14 / / t h e normal wor ld w r i t e s d a t a t o t h e c a c h e
15 e lse i f ( req && req domain == 0 )
16 cache = req data ;
17 / / t h e s e c u r e wor ld w r i t e s d a t a t o t h e c a c h e
18 / / on ly when c o n t r o l r e g i s t e r i s 1
19 e lse i f ( req && req domain == 1 &&

c a c h e c o n t r o l r e g == 1 )
20 cache = req data ;
21 end

A.1.5 Insecure Debug Interface

1 / / LH( 0 ) = PU, LH( 1 ) = CT
2 input {CT} c l k ;
3
4 input {LH( debug domain ) } debug req ;
5 input {LH( debug domain ) } debug src addr ;
6 input {LH( debug domain ) } debug dest addr ;
7 input {CT} debug domain ;
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8
9 output {LH(DMA domain) } DMA req ;

10 output {LH(DMA domain) } DMA src addr ;
11 output {LH(DMA domain) } DMA dest addr ;
12 input {CT} DMA domain ;
13 . . . . . .
14 always@ ( posedge c l k ) begin
15 debug req = DMA req ;
16 debug src addr = DMA src addr ;
17 debug dest addr = DMA dest addr ;
18 end

A.2 Example Code of False Positives

A.2.1 Declassification/Endorsement

1 reg {LH( req domain ) } req data ;
2 reg {PT} req domain ;
3 reg {LH( resp domain ) } resp data ;
4 reg {PT} resp domain ;
5 reg {LH( mem domain ) } mem data ;
6 reg {PT} mem domain ;
7 . . . . . .
8 / / w r i t e o p e r a t i o n
9 always@ ( ∗ ) begin

10 / / i f s e c u r i t y l e v e l i s equa l , w r i t e d a t a t o t h e
main memory

11 i f ( req domain == mem domain )
12 mem data = req data ;
13 / / i f r e q u e s t s e c u r i t y l e v e l i s h i g h e r , w r i t e

d a t a t o t h e main memory
14 e lse i f ( req domain > mem domain )
15 mem data = req data ;
16 end
17 . . . . . .
18 / / r e a d o p e r a t i o n
19 always@ ( ∗ ) begin
20 / / i f s e c u r i t y l e v e l i s equa l , a s s i g n memory

d a t a t o t h e r e s p o n s e
21 i f ( mem domain == resp domain )
22 resp data = mem data ;
23 / / i f r e s p o n s e s e c u r i t y l e v e l i s h i g h e r , a s s i g n

memory d a t a t o t h e r e s p o n s e
24 e lse i f ( resp domain > mem domain )
25 resp data = mem data ;
26 end
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A.2.2 Timing Interference/NS-bit Generation

1 reg {PT} c l k ;
2 reg {LH( req0 domain ) } req0 ;
3 reg {LH( req1 domain ) } req1 ;
4 reg {LH( req2 domain ) } req2 ;
5 reg {PT} req0 domain ;
6 reg {PT} req1 domain ;
7 reg {PT} req2 domain ;
8 reg {LH( out domain ) } out req ;
9 reg {PT} out domain ;

10 . . . . . .
11 always@ ( posedge c l k ) begin
12 / / r e q 0 has t h e h i g h e s t p r i v i l e g e
13 i f ( req0 ) begin
14 out domain <= req0 domain ;
15 out req <= req0 ;
16 end
17 / / r e q 1 g e t s t h e s e c o n d h i g h e s t p r i v i l e g e
18 e lse i f ( req1 ) begin
19 out domain <= req1 domain ;
20 out req <= req1 ;
21 end
22 e lse begin
23 out domain <= req2 domain ;
24 out req <= req2 ;
25 end
26 end
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