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Cloud computing has become the prevailing computing infrastructure for the

majority of the world’s computation. Computing platforms for cloud comput-

ing and large internet services are hosted in datacenters, and optimizing the per-

formance of datacenter applications can result in significant cost savings. Given

the diversity of datacenter workloads, optimizing a single application may not

yield substantial improvements in the total system efficiency, as costs are spread

across numerous independent workloads. In contrast, optimizing the founda-

tional system building blocks of datacenter applications, including high-level

system infrastructures to underlying system software libraries, can significantly

improve the productivity of the datacenter fleet, since entire classes of datacen-

ter applications can benefit from such optimizations.

This dissertation proposes a series of optimizations in foundational system

building blocks of datacenter applications. Applications running in datacenter

are often built as collections of loosely coupled services that are deployed and

executed through high-level system building blocks such as serverless work-

flow engines and microservice frameworks. First, we focus on optimizing such

a system building block at the top of the computing stack, the serverless com-

puting framework. Despite the benefits of ease of programming, fast elastic-

ity, and fine-grained billing, serverless computing suffers from resource ineffi-

ciency. We designed Aquatope, a QoS-and-uncertainty-aware resource sched-



uler for end-to-end serverless workflows that takes into account the inherent

uncertainty present in FaaS platforms, and improves performance predictability

and resource efficiency. Aquatope uses a set of scalable and validated Bayesian

models to create prewarmed containers ahead of function invocations, and to

allocate appropriate resources at function granularity to meet a complex work-

flow’s end-to-end QoS, while minimizing resource cost.

Aquatope demonstrates that a joint solution to cold start and resource man-

agement, taking into account uncertainty, can effectively improve the resource

efficiency of serverless applications. However, serverless workflows still suf-

fer from significant control plane and inter-function communication overheads,

which make them unsuitable for latency-critical applications. We also designed

Meteion, a fast and efficient serverless workflow engine for latency-critical inter-

active applications. Meteion decouples the control plane from the workflow ex-

ecution, and leverages lightweight per-function engines to enable decentralized

workflow orchestration and direct inter-function communication. Meteion’s

DAG scheduler utilizes the workflow’s latency distribution and graph struc-

ture to provision containers promptly, ensuring that functions can execute seam-

lessly on worker servers without falling back to the control plane.

Second, we delve into a foundational system library, the memory allocator.

Datacenter applications typically share the usage of certain low-level software

libraries, and memory allocation constitutes a substantial component of data-

center computation. Optimizing the memory allocator can improve application

performance, leading to significant cost savings. We present the first compre-

hensive characterization of TCMalloc at warehouse scale. Our characterization

reveals a profound diversity in the memory allocation patterns, allocated ob-

ject sizes and lifetimes, for large-scale datacenter workloads, as well as in their



performance on heterogeneous hardware platforms. Based on these insights,

we optimize TCMalloc for warehouse-scale environments. Specifically, we pro-

pose optimizations for each level of its cache hierarchy that include usage-based

dynamic sizing of allocator caches, leveraging hardware topology to mitigate

inter-core communication overhead, and improving allocation packing algo-

rithms based on statistical data. Evaluation results show that these optimiza-

tions significantly improve the productivity of the datacenter fleet.
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CHAPTER 1

INTRODUCTION

1.1 Background

Cloud computing has become the prevailing computing infrastructure for the

majority of the world’s computation, with multiple benefits, such as scalability

to large systems, fine-grained elasticity, fast deployment, and protection against

data loss [39,40,46,88,142]. Computing platforms for cloud computing and large

internet services are often hosted in large datacenters. Optimizing the perfor-

mance of datacenter applications can result in significant savings in resources,

maintenance, and server costs. However, datacenter workloads are extremely

diverse, and optimizing a single application may not yield substantial improve-

ments in the total system efficiency, as costs are spread across numerous inde-

pendent workloads.

In contrast, optimizing the foundational system building blocks of datacen-

ter applications, ranging from high-level system infrastructures to underlying

software libraries, can significantly improve the productivity of the datacenter

fleet. Datacenter applications are often built as collections of loosely coupled

services encapsulated in containers or virtual machines (VMs). These appli-

cations are deployed and executed through high-level system infrastructures

such as serverless workflow engines and microservice frameworks, which also

provide opportunities to optimize performance bottlenecks for distributed dat-

acenter applications at scale. Moreover, applications running in the datacenter

typically share the usage of certain low-level software libraries, and improv-

ing these libraries can yield substantial performance gain, since entire classes of

1



datacenter applications can benefit from such optimization.

Serverless computing [88] is one of such foundational building blocks at

the top of the computing stack with great optimization opportunities. Server-

less platforms provide a programming paradigm known as Function as a Ser-

vice (FaaS) that simplifies cloud programming. Users can build their appli-

cations as functions, and upload them to the cloud provider’s serverless plat-

form, where functions are executed in response to external events. This event-

driven interface makes FaaS a suitable candidate for applications with high

data-level parallelism and/or intermittent activity. Moreover, FaaS frees users

from the burden of managing virtual machines (VMs) or containers to run func-

tions, which makes serverless computing increasingly popular. In major public

clouds [5,8,14], serverless adoption continues to rise, with over 49 - 70% organi-

zations adopting serverless solutions [38]. Large internet service providers have

also built their serverless platforms in their hyperscale private clouds [130].

As serverless applications become more representative in datacenters, im-

proving the performance of serverless systems has become a pressing need.

The ease of use of FaaS for users comes at the expense of extra hardware costs

for cloud providers. To accommodate the function initialization overhead and

ensure application performance, the serverless provider must pre-provision a

large amount of VMs or containers to provide fast elasticity and the illusion of

unlimited resources [130, 133, 155]. While determining the optimal number of

containers and their sizes for a serverless application is challenging, optimiz-

ing the resource management of the FaaS platform can significantly improve

resource utilization in datacenter without sacrificing application performance.

Furthermore, serverless applications are increasingly built as workflows con-
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sisting of multiple loosely coupled functions that coordinate with each other

to execute application logic. [6, 7, 15]. For serverless workflows, the resource

management challenges are amplified due to cascading cold starts and var-

ied resource needs across functions [158]. Serverless workflows also introduce

new performance challenges such as increased orchestration, control plane, and

inter-function communication overheads [52], which can be further optimized

to meet the performance goals of latency-critical applications.

In addition to high-level system infrastructures, low-level software libraries

also serve as foundational building blocks for datacenter applications. These

software components, including serialization, remote procedure calls (RPCs),

compression, hashing, compression, data movement, and memory allocation,

are known as components of the datacenter tax [89, 141]. These libraries com-

prise a significant portion of computation in the datacenter fleet, and offer opti-

mization opportunities to achieve substantial performance and efficiency gains.

Memory allocator is one of the most important software libraries used by data-

center applications, since it not only impacts the time spent in memory alloca-

tion, but also directly affects the data locality of allocated objects. Optimizing

a memory allocator can reduce cache and data Translation Lookaside Buffer

(dTLB) misses, reduce back-end stalls, and ultimately improve fleet productiv-

ity, i.e., fulfilling more requests with the same or fewer hardware resources.

1.2 Contributions

This dissertation focuses on improving the performance of cloud computing

systems by optimizing the foundational building blocks of datacenter applica-
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tions, from the high-level system infrastructure (i.e., serverless computing) to

the underlying system software library (i.e., memory allocator).

First, we focus on optimizing a high-level system building block, the server-

less computing framework. Specifically, we aim to allocate the optimal amount

of resources to serverless applications under quality of service (QoS) constraints.

We present Aquatope, a QoS-and-uncertainty-aware scheduler for multi-stage

serverless workflows. Aquatope jointly tackles the two main challenges con-

tributing to degraded performance and resource inefficiency in FaaS: cold starts

and function-level resource allocation. Aquatope consists of two major compo-

nents, a dynamic pre-warmed container pool and a container resource manager. The

dynamic pre-warmed container pool uses a hybrid Bayesian neural network to

adjust the number of pre-warmed containers. The container resource manager

leverages Bayesian Optimization to search for a near-optimal resource config-

uration for each execution stage in a workflow. Aquatope uses a Bayesian ap-

proach to account for the noise and uncertainty that are prevalent in FaaS plat-

forms due to stochasticity inherent to function execution, load fluctuation, and

interference from colocated applications. Aquatope is a centralized controller,

operates online, transparently to the user, and introduces marginal overheads.

Aquatope demonstrates that a joint solution to cold start and resource man-

agement, taking into account uncertainty, can effectively improve the resource

efficiency of serverless applications. However, serverless workflows still suf-

fer from significant control plane and inter- function communication over-

heads, which make them unsuitable for latency-critical applications. We present

Meteion, a fast and efficient serverless workflow framework for latency-

critical interactive applications. Meteion decouples the control plane from

4



the workflow execution, and leverages lightweight per-function engines to en-

able decentralized workflow orchestration and direct inter-function communi-

cation. Meteion’s DAG scheduler utilizes the workflow’s latency distribution

and graph structure to provision containers in a timely manner, ensuring that

functions can execute seamlessly on the worker servers without falling back to

the control plane.

Second, we delve into a foundational system library, the memory allocator.

Memory allocation constitutes a substantial component of datacenter computa-

tion. Optimizing the memory allocator can improve application performance,

leading to significant cost savings. We present the first comprehensive char-

acterization of TCMalloc at warehouse scale. Our characterization reveals a

profound diversity in the memory allocation patterns, allocated object sizes and

lifetimes, for large-scale datacenter workloads, as well as in their performance

on heterogeneous hardware platforms. Based on these insights, we optimize

TCMalloc for warehouse-scale environments. Specifically, we propose opti-

mizations for each level of its cache hierarchy that include usage-based dynamic

sizing of allocator caches, leveraging hardware topology to mitigate inter-core

communication overhead, and improving allocation packing algorithms based

on statistical data. Evaluation results show that these optimizations signifi-

cantly improve the productivity of the datacenter fleet.

1.3 Thesis Organization

The remainder of this dissertation is organized as follows. Chapter 2 describes

the related work. Chapter 3 introduces Aquatope, a QoS and uncertainty-
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aware resource management framework for multi-stage serverless workflows.

Chapter 4 presents Meteion, a fast and efficient serverless workflow engine for

latency-critical interactive applications. Chapter 5 presents the characterization

and optimization of TCMalloc, a low-level system memory allocator used in the

production datacenter fleet. Finally, Chapter 6 concludes the dissertation.
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CHAPTER 2

RELATED WORK

We now review related work on foundational building blocks of datacenter

applications, including both serverless frameworks and memory allocators.

2.1 Serverless

Mitigating cold starts: Cold starts can cause severe performance degrada-

tion in serverless execution. There are several strategies to mitigate cold start

overheads, including pre-crafting virtual network interfaces [113], restoring

a function from a well-formed checkpoint image to skip initialization [62],

and prefetching a function’s working set of memory pages [145]. Most FaaS

providers keep container instances loaded in memory for a fixed amount of

time after a function terminates [146]. AWS Lambda offers a provisioned con-

currency [23] configuration to pre-load a fixed number of containers to accel-

erate function startup. FaaSCache [68] uses a caching-inspired container evic-

tion policy to terminate containers when the server is saturated, but does not

pre-warm containers. Shahrad et al. [133] proposed a histogram-based pol-

icy to adjust a container’s keep-alive time. Similarly, IceBreaker [128] uses a

Fourier-transformation-based model to predict future invocation patterns, and

pre-warms function containers accordingly. Orion [111] samples workflow ex-

ecution time under different resource configurations and pre-warms function

containers in a workflow based on sampled execution time.

Resource scheduling for FaaS: Many FaaS resource schedulers focus on the

storage side of serverless. Pocket [92] uses user-provided workload hints to
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rightsize storage resources. Pu et al. [122] build application-specific perfor-

mance models to select the storage configuration that achieves the desired cost-

performance trade-off. There are a few systems that address the compute side

of serverless management. Saha et al. [129] and Suresh et al. [143] use autoscal-

ing to adjust a container’s memory to satisfy a function’s latency requirements.

These systems are again designed for single-stage applications, and do not han-

dle the diverse needs of different execution stages.

QoS-aware cloud management: There has been extensive work on resource

managers that meet QoS for latency-critical cloud applications [59,61,71,73,149,

156]. PARTIES [54] showed that resources of interactive services are fungible,

which simplifies resource partitioning when colocating multiple latency-critical

jobs. CLITE [120], RAMBO [103], and SATORI [127] showed that Bayesian Op-

timization (BO) can identify resource configurations that meet QoS for latency-

critical jobs, maximize throughput for batch workloads, and preserve fairness

among colocated jobs. While these systems improve performance and resource

efficiency, they are designed for long-running applications, and cannot be di-

rectly applied to multi-stage serverless applications built with transient func-

tion containers. Moreover, these approaches do not consider the noise and un-

certainty present in FaaS infrastructures, which can greatly hinder traditional

BO techniques.

Inter-function data transfer. Many prior proposals focus on optimizing data

transfer overheads between functions in serverless workflows. SAND [43]

leverages data locality, and transfers data between colocated functions through

a local message bus. Pocket [92] uses user-provided workload hints to rightsize

storage resources for exchanging intermediate data between execution stages
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in a workflow. Locus [122] builds a performance model to select the opti-

mal storage for analytics workflows to achieve the desired cost-performance

trade-off. Pocket [92] and Locus [122] use user-provided workload hints and

performance models to rightsize storage resources for exchanging intermedi-

ate data between execution stages in a workflow. SONIC [110] optimizes the

data-passing method (e.g., direct passing, remote storage) for each stage of a

serverless workflow, and performs communication-aware function placement.

A recent characterization study of Azure Duration Functions shows that 50%

of serverless workflows have less than 8KB of intermediate data transfers [112].

For many latency-critical workflows, data transfer overhead is not the major

source of performance degradation, and we need to improve their performance

by enabling in-situ workflow execution.

Serverless workflow engines: There has been extensive work on optimizing the

performance of serverless workflow engines. Nightcore [87] and Faastlane [93]

use local memory to accelerate inter-function communication. Atoll [138] parti-

tions the workflow DAG into subgraphs and assigns them to semi-global sched-

ulers and worker pools to reduce the scheduling overheads. Similarly, FaaS-

Flow [105] uses per-worker workflow engine to reduce workflow scheduling

and control plane networking overheads. While all the aforementioned systems

can improve the performance of serverless workflow, they still suffer from in-

terleaved execution between the control plane and function containers.
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2.2 Memory allocator

Profiling datacenter workload. Prior studies on profiling production work-

loads deployed in the datacenter demonstrate that low-level software build-

ing blocks are ideal optimization candidates to achieve performance gains at

scale [61, 76, 89, 94, 141]. Kanev et al. [89] profiled thousands of Google services

in the datacenter fleet, identified common building blocks in datacenter com-

putation, and proposed architectural optimizations accordingly. Sriraman et

al. [141] characterized diverse microservices in Meta to show system-level and

architectural acceleration opportunities. One of the most important building

blocks is the memory allocator, which not only affects the time spent in the al-

location itself, but also directly affects data locality of allocated objects. While

these studies investigate the behavior of memory allocators in datacenter work-

loads, they only address CPU cycles consumed by the allocator.

Modern memory allocator. To improve memory allocation performance, cus-

tom modern memory allocators [36, 42, 50, 65, 78, 95, 99, 104, 106, 121, 150]

are used to replace the default malloc implementation (e.g., glibc [13]).

Large-scale services use these allocators at scale. jemalloc [65] (used by

Meta [66]) emphasizes fragmentation avoidance and scalable concurrency sup-

port. mimalloc [99] (used by Microsoft [24]) improves locality by providing

users with objects from the same page. Hoard [50] focuses on reducing thread

contention and false sharing. Mesh [121] uses remapping of virtual pages and

randomized allocation to enable memory compaction. snmalloc [106] uses

batched message-passing instead of per-thread caching to send batches of deal-

locations to the originating thread.
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Hugepage support. There has been extensive work on optimizing memory

management in the kernel to improve physical memory contiguity and pro-

vide better hugepage support [96, 118, 119, 123, 148, 157]. Ingens [96] manages

contiguity as a first-class resource and tracks utilization and access frequency

of memory pages. Contiguitas [157] proposes to separate movable allocations

from unmovable ones by placing them into different memory regions. User-

space memory allocators can also benefit from kernel optimizations because

they rely on the system to provide contiguous memory.
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CHAPTER 3

AQUATOPE: QOS-AND-UNCERTAINTY-AWARE RESOURCE

MANAGEMENT FOR MULTI-STAGE SERVERLESS WORKFLOWS

3.1 Introduction

Serverless computing is gaining popularity as a high-level system infrastructure

for deploying datacenter workloads, due to its ease of programming and main-

tenance, fast elasticity, and fine-grained billing. Serverless simplifies manage-

ment for users, since its interface removes the need for users to explicitly config-

ure virtual machines (VMs) or containers, and users only pay for the resources

they use during execution. For applications with high data-level parallelism

and intermittent activity, serverless can achieve much higher performance for

the same or lower cost.

Despite these benefits, serverless introduces several challenges, especially

when a service has to meet quality of service (QoS) requirements in terms of ex-

ecution time or tail latency. A lot of prior work has focused on reducing the cold

start overheads in serverless, i.e., overheads associated with instantiating new

containers or VMs, and installing necessary dependencies [62, 68, 133, 145, 146].

While impactful, cold starts are not the sole reason behind degraded perfor-

mance in serverless. Another crucial issue the system has to tackle is appropri-

ate function-level resource management. Without a proper resource configura-

tion, the function can suffer from performance degradation and increased exe-

cution cost [152]. More importantly, these two problems are closely correlated

with each other, as cold and warm starts lead to different function performance,

and require significantly different resources. For the system to minimize cost,
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while satisfying QoS, we need to tackle both challenges jointly.

Furthermore, serverless providers are increasingly providing workflow pro-

gramming model interfaces, where each serverless application consists of multi-

ple loosely-coupled functions in pursuit of fine-grained scalability and modular

development and deployment [6, 7, 152]. The challenges above are amplified

for multi-stage serverless workflows, where cascading cold starts across depen-

dent stages [57] and varied resource needs for each stage [152] make cold start

elimination and resource management even more challenging. Finally, server-

less is prone to high system-level noise due to the interference from colocated

workloads in FaaS deployments, which further hinder performance predictabil-

ity [133].

To improve the resource efficiency of serverless applications, we present

Aquatope, a QoS-and-uncertainty-aware scheduler for multi-stage serverless

workloads that jointly tackles the two main challenges contributing to degraded

performance and inefficiency in Function-as-a-Service (FaaS): cold starts and

function-level resource allocation. Aquatope consists of two major components,

a dynamic pre-warmed container pool and a container resource manager. The dynamic

pre-warmed container pool uses a hybrid Bayesian neural network to adjust the

number of pre-warmed containers. The container resource manager leverages

Bayesian Optimization to search for a near-optimal resource configuration for

each execution stage in a workflow. Aquatope uses a Bayesian approach to ac-

count for the noise and uncertainty that are prevalent in FaaS platforms due to

stochasticity inherent to function execution, load fluctuation, and interference

from colocated applications. Aquatope is a centralized controller, operates on-

line, transparently to the user, and introduces marginal overheads.
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We implement Aquatope on OpenWhisk [3] and evaluate it across a wide

set of analytics and interactive multi-stage serverless applications, includ-

ing ML pipelines, video processing frameworks, and social networks. In all

cases, Aquatope outperforms prior empirical and ML-driven approaches in

performance and efficiency, reducing QoS violations by 5× compared to prior

work [21, 120, 128], and execution cost by 34% on average and up to 52% com-

pared to other QoS-meeting methods.

3.2 Background and Motivation

3.2.1 Problem Statement

Many real-world serverless applications are implemented as multi-stage server-

less workflow in which incoming user requests invoke sets of serverless func-

tions that coordinate with each other to execute a serverless workflow. Exist-

ing platforms provide various composition mechanisms to control a workflow

and transfer intermediate state across functions [4, 6, 7]. By splitting a com-

plex application into dependent but loosely-coupled functions, the application

benefits from fine-grained scalability, parallel execution, and modular develop-

ment [152]. At the same time, decoupling a serverless application into multiple

stages also introduces challenges in resource management, including additional

function instantiation overheads, data transfer overheads, and varied resource

needs across execution stages. Without an appropriate framework in place,

multi-stage serverless workflows can experience QoS violations and resource

inefficiency.
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Aquatope specifically targets such serverless workflows that must meet pre-

defined QoS constraints. Aquatope tackles two correlated aspects of serverless

resource management: ensuring that function instantiation overheads are mini-

mal so that tasks do not suffer from cold starts, and optimizing the resource con-

figuration of each stage to minimize cost while satisfying QoS. While Aquatope

is geared towards multi-stage serverless workloads, it can also be applied to

simpler applications with a single stage.

3.2.2 Challenges

Resource management for multi-stage serverless workflows faces the following

challenges.

Cold starts: Cold starts are one of the most studied overheads associated with

serverless [68,128,132,146,152]. A cold start invocation occurs when a serverless

application is triggered, but its function instances are not yet loaded in memory.

For the FaaS platform, a cold start involves launching a new container (and/or

a new VM), setting up its runtime environment, and fetching and loading nec-

essary libraries and dependencies. This process can take a long time relative to

the short-lived function execution [68, 146].

Diverse resource requirements: Serverless functions vary in functionality and

are implemented with different libraries and runtimes. Their resource require-

ments also vary a lot [132, 152], and without proper resource management,

both performance and cost can suffer. Existing FaaS platforms, including AWS

Lambda [5], Google Cloud Functions [14], and IBM Cloud Functions [17] re-
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quire users to specify a memory limit for serverless functions, and allocate CPU

resources proportional to the amount of provisioned memory, which can lead

to CPU or memory overprovisioning.

Correlation of cold start and resource allocation: Cold starts not only affect

the function startup latency but also exacerbate runtime performance degrada-

tion, as they can prevent a function invocation from reusing its execution con-

text [9], which caches global variables (e.g., SDK clients, database connections,

ML models, etc.). In this case, the function is forced to execute the user-provided

initialization code to download data dependencies and initialize runtime pack-

ages, etc. [68]. This leads to different runtime performance and resource require-

ments for warm and cold starts, with cold start function invocations requiring

more resources to meet the same performance target than warm start invoca-

tions. Without eliminating cold starts, the resource manager is forced to strike a

balance between the performance behaviors of cold and warm starts, leading to

degraded performance and excess resources.

Multi-stage serverless workflow overheads: Serverless application develop-

ers tend to decouple complex applications (e.g., ML inference, interactive web

service) into workflows of loosely-coupled functions. Despite the advantages

of fine-grained scalability and modular development, the performance of such

applications can suffer for multiple reasons. First, the startup overhead is am-

plified by cascading cold starts across dependent functions [57, 152]. Second,

resource requirements can vary a lot across the execution stages of the same

workflow. Without proper resource management for each execution stage, the

application would either fail to satisfy its QoS and/or suffer from increased

cost. Additionally, different function composition methods (e.g., asynchronous
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invocation, function callback, function chaining, fan-in/fan-out, etc.) intro-

duce more performance unpredictability, which makes finding a near-optimal

resource configuration for the whole application more challenging.

Uncertainty in FaaS: Noise and uncertainty are inherent to FaaS platforms.

Serverless is well-suited for applications with fluctuating workloads due to

their fine-grained scalability and pay-as-you-go pricing model [5]. A large frac-

tion of serverless applications have significant variability in invocation pat-

terns, making it difficult to provision appropriate resources for them in ad-

vance [68,133]. In addition, due to their short execution time and fine granular-

ity, cloud providers tend to colocate serverless functions to higher degrees than

traditional cloud services. As a result, functions can suffer from interference

from colocated workloads and lead to unpredictable performance [146, 152],

which causes biased observations and impairs the performance of sampling-

based resource management approaches [103, 120, 127].

3.3 Aquatope Design Overview

Aquatope is a QoS-and-uncertainty-aware resource scheduler for end-to-end,

multi-stage serverless workflows. The design objective of Aquatope is to meet

the user-defined QoS of a multi-stage serverless application, while using the

minimum amount of resources. To this end, Aquatope jointly tackles two cor-

related challenges in serverless: (1) it maintains a dynamic pre-warmed container

pool to minimize cold starts and ensure most of the function invocations are

handled by warm containers, and (2) it employs a container resource manager

that allocates appropriate resources to each function, based on its warm-start
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Figure 3.1: System overview of Aquatope.

performance behavior.

Both components are implemented with Bayesian approaches to overcome

the uncertainties present in FaaS platforms, including workload fluctuations,

performance unpredictability, and interference from colocated applications.

The dynamic pre-warmed container pool uses a hybrid Bayesian neural net-

work [153], which provides accurate and high-confidence predictions of func-

tion invocation rates, allowing Aquatope to adjust the number of pre-warmed

containers ahead of function invocations. The container resource manager then

builds surrogate models to approximate the relationship between resource con-

figurations and end-to-end performance and cost. The engine uses customized

Bayesian optimization to efficiently explore the resource allocation space to find

a configuration that meets the end-to-end QoS with minimal overprovisioning.

It arrives at a suitable configuration by balancing exploration and exploitation,

while adapting to noise in the cloud.

By integrating these two components, Aquatope jointly tackles both chal-
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lenges, and allows multi-stage serverless applications to operate in a performant

and efficient manner. The following two sections describe each of Aquatope’s

components in detail.

3.4 Eliminating Cold Starts

Aquatope maintains a pool of pre-warmed containers to handle incoming func-

tion invocations. Aquatope sizes the pre-warmed container pool at runtime

such that there are just enough warm containers to handle incoming function in-

vocations. Aquatope also determines when to terminate a function’s container

to reclaim unused resources.

Since multi-stage serverless applications are built with diverse runtimes

and topologies, the optimal number of pre-warmed containers is application-

specific. Aquatope uses a set of machine learning (ML) models to infer the total

number of required containers for each active serverless application over the

next time interval, and adjusts the number of different types of containers ac-

cordingly. While several models can be applied towards this purpose, Aquatope

uses a hybrid Bayesian neural network to infer future invocation rates, which

achieves high accuracy, fast inference, and agility to load fluctuations.

3.4.1 Time Series Prediction

The problem of predicting function invocation patterns can be formalized as

follows: given a number of different types of active function containers for a

serverless workflow in the past t time windows {x1, x2, ..., xt}, we need to predict
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the invocation pattern for the next time window {xt+1}. The time window size is

configurable, and is set to 1 minute by default, which is the typical timescale for

container keep-alive times in FaaS platforms [3, 133]. External features, which

are the time of day, time of week, and function trigger types (HTTP, object stor-

age, event hub, etc.), also need to be integrated into the prediction model to

improve accuracy. Aquatope also accounts for the dependencies between func-

tions in a multi-stage workflow, by predicting the invocation pattern of down-

stream containers in xt+1, when it sees their upstream containers invoked in

{x1, x2, ..., xt}. This captures both probabilistic and deterministic dependencies

between execution stages, by predicting the expected and exact number of con-

tainers respectively. Since load fluctuates and invocation patterns may change,

it is also important to incorporate uncertainty estimation to improve the robust-

ness of the model, and to ensure that the scheduler makes reliable decisions and

can recover from anomalies.

3.4.2 Hybrid Bayesian Neural Network Model

Classic timeseries prediction models (e.g., exponential smoothing, ARIMA

models, Theta method) usually require manual tuning to configure the model

and uncertainty parameters [85]. Moreover, it is difficult to incorporate exter-

nal features into these models, which can be impactful to accuracy. Long Short

Term Memory (LSTM) models [82] have also gained popularity in timeseries

prediction. LSTM can capture long-term sequential dependencies in the data

and outperform traditional methods [97]. However, conventional LSTM mod-

els cannot easily embed non-temporal external features or incorporate noise and

uncertainty into their predictions, which is important for handling fluctuating
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workloads.

To overcome these problems and achieve generalizable and scalable predic-

tion, we build a hybrid Bayesian neural network model. The novelty of our

Bayesian model is twofold. First, it can utilize external features, such as time of

day, to forecast function invocations. Second, it takes system noise into account

when making predictions, allowing it to provide reliable uncertainty estimation,

which is critical for fluctuating workloads. As shown in Fig. 3.2, the model con-

sists of two parts: (i) the Long Short-Term Memory (LSTM) encoder-decoder,

which serves as a feature-detection blackbox that extracts a latent variable from

the input timeseries; and (ii) the prediction network, which infers the invocation

pattern in the next time window using the latent variable and external features.

We use Monte Carlo (MC) dropout [69] to approximate Bayesian inference and

quantify the prediction uncertainty.

LSTM encoder-decoder: Before training the prediction model, we first con-

struct and train the LSTM encoder-decoder to extract latent features from a

serverless trace, which contains information of the historical invocation pat-
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terns. The LSTM encoder-decoder consists of two LSTMs modules. The en-

coder processes the input workload sequence (X = {x1, x2, ..., xt}), and generates

the latent variable (Z), which summarizes its information. The decoder uses

the extracted latent variable to produce the output workload sequence for the

upcoming k windows {xt+1, xt+2, ..., xt+k}.

The LSTM encoder-decoder is constructed using stacked LSTM cells with

two layers. The encoder and decoder have 64 and 16 features in the hidden

states respectively; the network’s configuration is discussed below.

Prediction network: After training the LSTM encoder-decoder, we use the

LSTM encoder as an automatic feature-extraction blackbox. The last hidden

state of the encoder is the latent variable Z. Then, we train a prediction network

to forecast the number of active containers (Y) in the next time window, using

Z as features. To further increase the prediction accuracy, we concatenate the

external feature vector (L) with Z, then feed it into the prediction network. We

build the prediction network using a multi-layer perceptron, which consists of

tanh activation functions and three fully connected layers. The model param-

eters of the LSTM and prediction network are selected based on the validation

accuracy.

Bayesian inference: Incorporating noise and uncertainty into the model is es-

sential for accurate timeseries forecasting under fluctuating load. To enable this,

we leverage approximate Bayesian inference. Due to its simplicity, generality

and scalability, we use MC dropout [69] to approximate Bayesian neural net-

works and achieve epistemic uncertainty estimates, rather than training a deter-

ministic model. We apply variational dropout to the encoder [70], and regular

dropout to the prediction network. By applying stochastic dropouts to each hid-
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den layer of the encoder and prediction network, we can obtain the predictive

mean and variance through T forward passes using different samples of model

weights ({Wt}
T
t=1).

3.4.3 Prediction-Based Container Pool Manager

Aquatope adjusts the number of pre-warmed containers for the next time win-

dow based on model predictions, by creating warm containers in advance to ac-

commodate incoming invocations, and shutting down idle containers in time to

save resources. The adjustment interval of the container pool is 1 minute, which

is long enough to hide the container instantiation overhead, and is the typical

time-scale for container keep-alive times in production FaaS platforms [133].

The latency of the prediction model is below 10ms, which is negligible com-

pared to the adjustment interval of the container pool.

3.5 Optimizing Per-Function Resources

Cold starts are not the sole reason for performance degradation in FaaS plat-

forms. It is also critical to ensure that the resources allocated to each function

are appropriate. The pre-warmed container pool manager ensures that the ma-

jority of function invocations are handled by warm containers, which simplifies

function-level resource allocation, narrowing it down to only considering the

warm-start performance behavior of serverless workflows.

Aquatope needs to consider the diverse resource requirements of each func-

tion across execution stages. Manually deriving an analytical performance
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model for a variety of applications is difficult. On the other hand, exhaustively

searching the entire configuration space is time consuming and expensive, since

the total number of available configurations grows exponentially with the num-

ber of stages in a workflow. Moreover, each configuration needs to be profiled

multiple times to get around the noise in FaaS platforms.

Rather than relying on manually-derived analytical models or exhaustive

profiling, Aquatope uses Bayesian Optimization (BO), a data-driven approach,

to learn the mapping from resource configurations to performance and cost. BO

has been effective in black-box resource optimization for long-running cloud

workloads [44,120,127], where application behaviors are not known to the cloud

provider in advance. However, previous BO-based resource managers did not

take noise and uncertainty into account, leading to increased search time and

cost, and degraded performance. Aquatope’s container resource manager lever-

ages an improved Bayesian Optimization (BO) approach that considers noise

and uncertainty and is robust to biased observations and data outliers, result-

ing in fast convergence and lower search overheads. Aquatope also exploits the

scalability of serverless workloads to accelerate exploration by enabling batch

sampling, rather than using individual samples as in previous work.

We first describe the BO algorithm workflow, and then discuss the challenges

that prevent conventional BO from being robust to noise in FaaS platforms. Fi-

nally, we discuss Aquatope’s customized BO that overcomes these challenges.
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3.5.1 Bayesian Optimization Workflow

Problem formulation: Formally, for a multi-stage serverless application, we

want to find the resources (c) that minimize execution cost ( f ), while satisfying

the end-to-end QoS (λ); the formula is shown in Eq. 3.1. The resource configu-

ration includes the CPU, memory, and concurrency settings for all functions in

the application, consistent with the interface of major FaaS providers [5, 8, 14].

The execution cost is linear to the CPU and memory time, consistent with cost

models in production serverless platforms [5, 8, 14]. The optimization objective

is:

min
c

f (c) subjects to ℓ(c) ≤ λ (3.1)

f (c) and ℓ(c) are black-box functions, whose values (cost and execution time

respectively) can be observed by sampling resource configuration c. Collecting

more samples increases the probability of finding a good configuration, at the

cost of increased exploration overheads. However, the search process is under

both time and budget constraints, as shown in Eq. 3.2, in which Tbudget denotes

the budget towards sampling resource configurations {c1, c2, ..., ck}, and Ttime in-

dicates the time constraint for the exploration process.

K∑
k=1

f (ck) ≤ Tbudget and
K∑

k=1

ℓ(ck) ≤ Ttime (3.2)

Bayesian optimization: BO relies on two key components. First, BO relies on

a model that captures the relationship between input and objective function

to drive the optimization process, a model commonly referred to as surrogate
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Figure 3.3: Iterative process in Bayesian Optimization (BO).

model in BO literature [134]. Second, BO leverages acquisition functions that

determine the next data point to be sampled based on the predictions of the

surrogate model. As shown in Fig. 3.3, the algorithm proceeds iteratively and

in each epoch, the surrogate model is updated with the data (resource configu-

ration and corresponding performance metrics) sampled in the previous epoch,

and the acquisition function leverages the updated surrogate model to deter-

mine the next data point (candidate resource configuration) to be sampled in

the current epoch.

3.5.2 Challenges for Conventional BO

Conventional BO-based resource managers can suffer from increased search

time and cost, and degraded performance due to the following challenges:

• Cloud noise: Previous BO-based resource managers assume a noiseless

setting [120] [127] [134]. However, the cloud is a noisy environment. For

example, resource interference and workload fluctuation, can exacerbate
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performance unpredictability, and result in biased observations of work-

load performance. Serverless applications can also suffer from interfer-

ence, leading to misleading observations (outliers) in BO’s sampling pro-

cess. In this case, the naive BO workflow would suffer from model mis-

specifications caused by outliers, and the GP models would fail to charac-

terize the performance of the workflow.

• QoS constraint: Adding black-box inequality constraints like QoS con-

straints to BO is challenging [134]. Prior BO-based resource managers [120,

127] rely on manually crafted objective functions with a penalty term that

is triggered upon QoS violation, to guide the sampling process. However,

manually crafted objective functions lack the flexibility to capture the be-

havior of complex serverless workflows and can lead to slow convergence

and performance degradation.

• Batch sampling: Conventional BO samples and evaluates one configu-

ration at a time [134], limiting the speed of convergence. For serverless

applications, if we take advantage of the scalability of serverless by sam-

pling multiple configurations at a time, the exploration can be greatly ac-

celerated, improving the resource savings.

3.5.3 Customized Bayesian Optimization

We propose a customized BO which addresses the challenges above. The algo-

rithmic novelty of this customized BO is threefold

• First, different from previous approaches that ignore or underestimate

cloud noises, Aquatope takes noise and uncertainty into account by de-
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sign, when searching for a near-optimal resource configuration. To cap-

ture various forms of cloud noise, Aquatope divides noises into two cate-

gories: one is inherent noise, which can be approximated well by a normal

distribution; the other is irregular noise which does not follow a normal

distribution. The latter includes noise caused by resource contention or

networking instability. We refer to the first type of noise as Gaussian noise

and to the second as non-Gaussian noise. Aquatope uses noise-aware surro-

gate models and acquisition functions to account for Gaussian noise, and

builds diagnostic models to prune the non-Gaussian data outliers.

• Second, Aquatope effectively incorporates end-to-end QoS constraints

into BO. Unlike conventional BO that relies on a manually crafted objec-

tive function with a reactive penalty term that is triggered when a QoS

violation occurs, Aquatope takes a proactive approach by building a sur-

rogate model that predicts end-to-end performance, and uses the predic-

tions of the model to filter candidate configurations that may violate QoS.

• Finally, instead of sampling one configuration at a time, Aquatope em-

ploys batch sampling with customized acquisition functions, substantially

reducing the exploration time, without sacrificing the quality of the se-

lected resource allocation configuration.

Customized surrogate models: Aquatope uses Gaussian process (GP) [124] as

the surrogate model. GP is a suitable surrogate model for resource exploration

for several reasons. GP is non-parametric and does not make any assumptions

over the target black-box function and is thus flexible enough to capture the

relationship between resources and performance. GP is also computationally

tractable and can be evaluated and updated cheaply and often [51]. Finally,

GP can provide a measure of uncertainty for the predictions of unsampled data

28



Start with 
bootstrapping configs

Anomalies 
detection

Customized  
acquisition function

Update surrogate 
models

Database

Candidate
Configs

Container Resource
Manager

Invoke Serverless 
Functions

Worker Server

Perf. 
Metrics

Figure 3.4: Workflow of Aquatope’s container resource manager.

points and naturally captures Gaussian noise. Specifically, Aquatope uses fixed-

noise GP models with Matérn(5/2) as the covariance kernel [124] to model the

Gaussian noise.

More importantly, instead of combining the cost and performance targets

with a manually crafted objective function [120, 127] and building a single GP

model for it, Aquatope builds independent GP models for the cost target f and

the QoS constraint ℓ. The intuition for separating the two is to allow the GP

models to converge faster and more accurately. The cost GP model captures the

cost reduction for an unsampled resource configuration, and the performance

GP model narrows down the search space, by discerning the regions more likely

to be feasible (i.e., satisfy QoS).

Customized acquisition function: Aquatope uses customized acquisition func-

tions to select the next batch of candidate configurations, maximizing expecta-

tion of improvement (cost reduction) over the current best observation. The

classic expected improvement (EI) acquisition function [139] provides a reason-
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able balance between exploration and exploitation at a low computation cost.

However, EI selects one candidate in each iteration and assumes noiseless ob-

servations. Instead, we leverage recent advances in BO to use constrained noisy

expected improvement (NEI) with quasi-Monte Carlo integration (QMC) [102].

NEI takes Gaussian observation noise into consideration and does not assume

the best observation is known, which would require noiseless observations.

We use the method in [74] to multiply NEI of reducing cost with the prob-

ability of satisfying QoS, which is derived from the performance GP model, to

obtain the constrained NEI. The constrained NEI helps Aquatope to focus on

the feasible configuration space, where QoS can be met. QMC provides an ap-

proximation of constrained NEI and its gradient, which do not have analytic

expressions, and enables batch optimization by iteratively maximizing NEI in-

tegrated over pending unobserved samples. We use a batch size of 3, which

speeds up the search without sacrificing quality.

Anomaly detection: We refer to data outliers from non-Gaussian noise as

anomalies. Aquatope builds diagnostic models to prune anomalies in the sam-

pling process. For each sampled configuration, we create a diagnostic GP model

using data points other than the one under evaluation. The diagnostic GP model

computes the predictive mean and confidence interval to identify a possible

anomaly. If the observed value of that configuration falls outside the 95% pre-

dictive confidence interval, it is labeled as an anomaly. We evaluate all observed

configurations and add potential anomalies to the list.

Batch evaluation: After obtaining a batch of candidate configurations,

Aquatope sends requests to the pre-warmed container pool to launch the server-

less workflow, to ensure warm starts. Then it profiles all candidate configura-
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tions in parallel and evaluates their performance. We use both QoS-preserving

and QoS-violating sample observations to update the surrogate models, because

QoS-violating configurations help the GP models to identify which regions are

more likely to meet QoS without actually sampling them.

Putting it all together: The complete workflow of the customized BO engine

is shown in Fig. 3.4. The BO engine starts with a few randomly sampled con-

figurations to warm up the surrogate models. Then the BO engine proceeds

iteratively. In each iteration, the BO engine uses the customized acquisition

functions to select a batch of candidate configurations to sample that are likely

to preserve QoS. When the sampling finishes and performance metrics are re-

trieved, the observed performance metrics are first sent to the anomalies de-

tection engine to filter misleading observations, which are then used to update

both the performance and cost surrogate models.

Incremental retraining: The anomaly detection mechanism also allows

Aquatope to detect changes in the performance behavior of serverless work-

flows, when the observed performance metrics deviate from the model predic-

tions. These deviations can be caused by changes in the input workload, func-

tion updates, etc. In this scenario, Aquatope performs incremental retraining,

and updates the model by collecting new samples using a sliding window, and

gradually adapts to changes in the application behavior.

3.6 System Implementation

Aquatope is built over Apache OpenWhisk [3]; a widely-used open-source FaaS

platform that powers IBM’s Cloud Functions [17]. Fig. 3.5 shows Aquatope’s
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Figure 3.5: Architecture of Aquatope’s implementation.

implementation.

OpenWhisk architecture: The API gateway of OpenWhisk is implemented

with NGINX [27]. The backend of OpenWhisk consists of controllers and in-

vokers that scale horizontally, with one invoker deployed per worker server.

Function invocations are forwarded to a controller, which chooses an invoker to

execute the invocation by considering invoker capacity and execution history.

The invocation is sent to the invoker through a message channel implemented

with Kafka [2]. Function implementations, invocation histories, execution re-

sults, and statistics are stored in CouchDB [1].

Resource scheduling: By default, OpenWhisk allocates a relative share of CPU

proportional to the amount of memory provisioned for each function container.

To implement Aquatope, we modified the resource scheduling mechanism of

OpenWhisk to decouple CPU and memory resource allocations, and support

CPU-limit-based resource scheduling.

Dynamic pre-warmed container pool: Similar to AWS Lambda’s provisioned

concurrency [23], OpenWhisk’s invoker maintains a pool of pre-warmed con-
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tainers (stem cell) for heavily-used functions. By default, the configuration of

the pre-warmed container pool is static and pre-defined, and all worker servers

share the same configuration. We modify the controller and invoker to sup-

port dynamic adjustment of the pre-warmed container pool, making it worker-

server specific, and configured via the controller for all managed invokers (or

via the invoker directly). The load balancer in the controller is aware of the pre-

warmed containers and routes function invocation requests to the supporting

invokers accordingly.

Container pool scheduler: Aquatope runs an independent service to control

the pre-warmed containers. It fetches metadata for the serverless applications

requiring pre-warmed resources, and their invocation histories from CouchDB.

For each application, the scheduler trains the prediction model, and uses it to

adjust the dynamic pre-warmed container pool. The hybrid Bayesian NN is

implemented with PyTorch [29]. The scheduler makes decisions in each time

interval and sends the updated container pool configurations to the invokers.

Container resource manager: Aquatope aims to find a near-optimal config-

uration for a serverless application. When a new application is registered,

Aquatope obtains its metadata and QoS from CouchDB, and starts the opti-

mization process. The GP models are implemented using GPyTorch [75] and

the optimization workflow is implemented in BoTorch [49]. The engine sam-

ples the candidate resource configurations on the worker servers. The execu-

tion results and performance metrics are fetched from CouchDB. After selecting

a near-optimal configuration, the engine sends messages to the controller to up-

date the configuration of the application.
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3.7 Methodology

3.7.1 Applications

Generic function workflows: We first implement several generic function

workflows using the Apache OpenWhisk Composer [4], to combine multiple

synthetic serverless functions into multi-stage workflows. We create a function

generator to synthesize configurable resource-intensive functions that emulate

varying CPU and memory workloads. We generate two workflows which are

often present in multi-stage workflows: Chain and Fan-out/Fan-in. In Chain, a

sequence of functions executes in a specific order. The output of one function

is fed to its downstream function. In Fan-in/Fan-out, the workflow executes

multiple functions in parallel, and only returns when the last child completes

after some aggregation.

ML pipeline: We implement an ML pipeline that serves as the backend of a

parking lot security system, trying to recognize humans and vehicles. Fig. 3.6

shows the architecture of the ML pipeline. The image the parking lot security

camera records is uploaded to the object store and triggers the ML pipeline. The

pipeline performs object detection [77] and the labeled images are uploaded to

the object store, with vehicle and human recognition being invoked in parallel.

Video processing framework: We implement a serverless video processing

framework similar to Sprocket [45]. The input video URLs are fetched and de-

coded into fixed-length frames. Then different function pipelines are invoked

and the video chunks are processed in parallel. Fig. 3.7 shows the framework’s

architecture. We use MinIO [25] as the ephemeral storage for the video frames
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for each stage.

Social network: We use a serverless implementation of the broadcast-style So-

cial Network in DeathStarBench [72]. Fig. 3.8 shows the architecture of the

serverless implementation of the service. Users can create posts embedded with

text, media, links, and tags, which are then broadcast to all their followers. The

texts and images uploaded by users go through the text-filter and image-filter

functions. Contents violating the service’s ethical guidelines are rejected. Users

can also read posts on their timelines. The backend uses Memcached and Re-

dis for caching, and MongoDB for persistent storage. We use the socfb-Reed98

Facebook network dataset [126] as the social graph, with 962 users and 18.8K

follow relationships.
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3.7.2 Workload Generation

We use the Locust [22] load generator to emulate real user traffic. We gener-

ate custom-shaped loads based on scaled-down invocation pattern traces from

the Azure Function Dataset [133]. Since the Azure dataset does not contain

traces of Azure Durable Functions (the workflow engine for composing func-

tion logic) [7], we use the function invocation traces to emulate workflow invo-

cation patterns. Within each one-minute interval provided in the trace, we use

a Poisson process to generate workflow invocation traffic with an exponential

distribution of inter-arrival times. We scale the invocation rate proportionally

so that the maximum CPU utilization in the cluster does not exceed 70%, which

is in accordance with the CPU utilization in the Google and Alibaba production

clusters [135], and the Azure Function cluster [155]. This workload generation

method is consistent with the methodology in [133]. The load generators and
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functions are never physically co-located on a server.

3.7.3 Server Cluster

We deploy Aquatope to a dedicated local cluster with five, 2-socket, 40-core

servers using Intel x86 Xeon E5s with 128GB RAM each, and two 2-socket, 88-

core servers using Intel Gold 6152 processors with 188GB RAM each. Each

server is connected to a 40Gbps ToR switch over 10Gbe NICs. All machines run

Ubuntu 18.04.3 LTS. We use one of the 40-core servers to host the controller, API

gateway, CouchDB and other system components, including Aquatope. Each of

the remaining servers hosts an invoker and maintains a dynamic pre-warmed

container pool to run the functions using Docker.

3.7.4 Comparison Baselines

We compare Aquatope with multiple strategies that mitigate cold starts and

optimize resource allocations. In terms of reducing cold starts, we compare

against (1) the fixed keep-alive policy used by most FaaS providers [5, 8]; (2)

Apache OpenWhisk’s reactive-stem-cell policy [16], which enables autoscal-

ing for pre-warmed containers; (3) FaaSCache’s container eviction and dy-

namic auto-scaling policy [68]; (4) histogram-based container keep-alive policy

in [133], which uses historical function inter-arrival time to dynamically adjust

the keep-alive time; (5) Icebreaker [128], which uses Fourier Transformation to

predict and pre-warm function containers based on historical invocation pat-

terns.
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For resource management, we compare Aquatope with (a) autoscaling tech-

niques [129, 143], that dynamically adjust a container’s CPU and memory to

match the function’s latency requirements; (b) a random-search-based tuning

system [81]; and (c) CLITE [120], which uses a BO-driven approach to search

for a near-optimal resource configuration that minimizes the cost while satisfy-

ing QoS. We modify CLITE’s score function to make it applicable to multi-stage

serverless applications. Details are provided in Section 3.8.2.

3.8 Evaluation

We first evaluate Aquatope’s two key components ( dynamic pre-warmed con-

tainer pool and container resource manager) separately, and then perform an

end-to-end evaluation that includes both components.

3.8.1 Dynamic Pre-warmed Container Pool

Prediction model accuracy: We first evaluate the accuracy of the hybrid

Bayesian NN used to predict the number of pre-warmed containers in

Aquatope, by measuring its average accuracy across different serverless work-

flows and invocation patterns. We also compare Aquatope’s model with three

alternatives: (1) fixed Keep-Alive: A naı̈ve model that uses the number of

invoked containers in the last time window as the prediction for the next.

(2) ARIMA [85]: Auto-Regressive Integrated Moving Average, a classic time-

series prediction model used in Microsoft Azure’s “Serverless in the Wild” sys-

tem [133], and (3) LSTM [82]: a vanilla LSTM model with similar configuration
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Table 3.1: Prediction accuracy measured in SMAPE.

Prediction Prediction Models
Error Fixed Keep-Alive ARIMA LSTM Aquatope

SMAPE 24.5% 18.6% 9.5% 5.7%

as our hybrid model, but without considering external features, such as time of

day/week and function types, or taking uncertainty into account. We use the

same training dataset for all systems and evaluate performance on a separate

test dataset.

Table 3.1 shows the Symmetric Mean Absolute Percentage Error (SMAPE) of

the four models across all workflows in terms of pre-warmed vs. required con-

tainers, a widely used metric in time series prediction [159]. Aquatope’s hybrid

model significantly outperforms all other alternatives, with a 40% reduction in

prediction error compared to the second best model, the vanilla LSTM. Our pro-

posed Bayesian NN outperforms fixed Keep-Alive and ARIMA because these

simple analytical models do not fully capture the dynamic invocation pattern,

and it outperforms the vanilla LSTM because it uses information-rich external

features as input, and also takes into account cloud noise and uncertainty when

making predictions.

Eliminating cold starts: We now evaluate the cold start elimination approach

in Aquatope compared to previous work. The results are shown in Fig. 3.9a.

The fixed Keep-Alive policy keeps containers alive for another 10 minutes af-

ter executing the last invocation, and the resulting the cold start rate is 51%. The

autoscaling policy [16, 21] adjusts the number of pre-warmed containers based

on utilization, and achieves cold start rate of 44%. However, autoscaling re-

lies on reactive feedback control, and cannot adjust the containers fast enough,
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(b) Provisioned memory time.

Figure 3.9: Aquatope’s dynamic pre-warmed container pool outperforms other
empirical and data-driven approaches.

when load fluctuates rapidly. FaaSCache [68] performs similarly to autoscaling.

This is expected since FaaSCache’s container eviction policy is only triggered

when server resources are exhausted, and is not designed for typical cloud de-

ployments, where resources are plentiful, as is the case in the Azure function

traces we use [133]. Therefore, FaaSCache falls back to a conservative dynamic

auto-scaling policy. The histogram-based method in [133] and IceBreaker [128]

use the function invocation inter-arrival time distribution to predict future in-

vocations, and dynamically pre-warm and keep-alive containers. They outper-

form autoscaling and further eliminate 13%–17% of cold starts. However, nei-

ther the histogram model nor IceBreaker’s Fourier-transformation-based model

can capture complex timeseries patterns nor do they exploit external features,

including time of day/week, to improve accuracy.

Aquatope uses the hybrid Bayesian model to account for both timeseries

information and external features, and eliminates 24% more cold starts than

IceBreaker, resulting in a cold start rate of less than 4%.
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Figure 3.11: Aquatope’s dynamic pre-warmed container pool adapts to fluctu-
ating workload better than the AquaLite that does not account for uncertainty.

Reducing over-provisioned memory: Although pre-warming containers re-

duces cold starts, holding containers in memory for too long wastes resources.

Fig. 3.9b shows the relative aggregate provisioned memory time for each ap-

proach. We use the same resource configuration for serverless containers across

all approaches for a fair comparison.

Autoscaling increases the pre-warmed containers in large steps to satisfy

performance, but reduces them in much smaller steps when container utiliza-

tion is low. However, the temporal bursts common in serverless invocations
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Figure 3.12: Iteratively searching for a near-optimal configuration across two
synthetic and the three end-to-end workflows.

can lead to over-provisioning of pre-warmed containers, which can take a long

time to reclaim resources. As a result, the provisioned memory time of autoscal-

ing is 5% higher than for Keep-Alive. IceBreaker reduces memory time by 25%

compared to Keep-Alive by terminating pre-warmed containers right after invo-

cations complete. Aquatope’s hybrid prediction model allows it to make fine-

grained and timely adjustments to the container pool, and reduces memory time

by 23% compared to IceBreaker.

Handling fluctuating load: Aquatope’s dynamic pre-warmed container pool

is designed to be noise-aware, making it robust to fluctuating workloads. For

the Azure dataset we use, we look at the benefits of Aquatope compared to the

best-performing previous work, IceBreaker [128], for loads with different coef-

ficients of variation (CV) (standard deviation divided by the mean), as shown

in Fig. 3.10. CV greater than 1 indicates significant variability in inter-arrival

time [133]. For traces with CVs close to 0, Aquatope yields marginal improve-

ment over IceBreaker. For traces with CV=1 to 4, Aquatope reduces 13%–41%

more cold starts than IceBreaker, demonstrating the effectiveness of Aquatope’s

noise-aware approach. In the Azure dataset, more than 40% of invocation traces

have CVs greater than 2, which highlights the high variability present in FaaS

environments.
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To further demonstrate the benefits of incorporating noise and uncertainty

into the Bayesian prediction model, we also compare Aquatope with a simpli-

fied implementation without the uncertainty estimation of Sec. 3.4.2, referred

to as AquaLite. The results are shown in Fig. 3.11, which shows the aggregate

container memory provisioned by AquaLite and Aquatope over time, under a

fluctuating load. Thanks to the uncertainty estimation, Aquatope is robust to

fluctuating workloads and adjusts the pre-warmed container pool more accu-

rately than AquaLite, reducing 3% more cold starts and saving 8% more provi-

sioned memory.

Overhead: Aquatope’s container pool scheduler makes adjustment to pre-

warmed containers asynchronously, off the critical path, and does not impact

the latency of function invocations. Training the hybrid model with a week’s

trace from Azure Function Dataset [133] takes 50s, which can easily accommo-

date retraining if needed. The latency of the prediction is below 10ms, which is

marginal compared to the adjustment interval of the container pool.

3.8.2 Container Resource Manager

Resource efficiency of Aquatope: We first evaluate the resource efficiency of

Aquatope’s container resource manager, by comparing it with other resource

mangers, including Random [81], Autoscaling [47,48] and CLITE [120], in which

Random is the baseline policy that randomly selects sample configurations, Au-

toscaling is a widely adopted resource manager than adjusts resource alloca-

tion based on usage, and CLITE is the state-of-the-art BO-driven cloud resource

manager that uses a manually crafted objective function to capture the goal of
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Figure 3.13: Aquatope’s resource manager finds a near-optimal resource config-
uration across multi-stage serverless applications.

meeting QoS for latency-critical jobs, while maximizing performance for back-

ground jobs. We adopt CLITE to the FaaS setting by rewriting its objective func-

tion to minimize cost while satisfying QoS. In our experiments, a QoS violation

is defined as failing to meet the end-to-end latency requirement of a serverless

workflow. The QoS constraint is chosen to be the latency before saturation is

reached, consistent with previous work [54, 156]. We have also conducted ex-

periments with more or less conservative QoS settings and arrived at similar

conclusions.

Fig. 3.13 shows the mean aggregated CPU and memory time of different

serverless workflows, under different resource managers. Experiments are re-

peated 30 times, to account for system noise. For random search, we take the

best of all 30 trials for evaluation, because each trial does not always find a QoS-

satisfying configuration, consistent with how random search is used in prior

work [44], and all the other resource managers successfully meet QoS. Under
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the same time budget for resource exploration, Aquatope outperforms all other

approaches across examined applications, and significantly reduces CPU and

memory time. On average, Aquatope finds a near-optimal configuration with

cost within 5% of the optimal configuration obtained by ORACLE, which ex-

haustively searches the entire allocation space. As shown in Fig. 3.13, Aquatope

is not only capable of managing resources for simple applications (e.g., Chain),

but can also find near-optimal configurations for complex applications (e.g., So-

cial Network), whose functions vary widely in resource needs. Aquatope out-

performs the second best resource managers, using 25%–62% less CPUs and

18%–51% less memory.

Specifically, Random selects a number of configurations to explore randomly

for all stages and never learns from previous trials. In contrast, Aquatope uses a

Gaussian process to model the performance of an application based on sampled

configurations, and uses prior knowledge to explore the space. Autoscaling

leads to increased cost for two reasons. First, it does not take into account the

correlation between execution time and cost of serverless workflow. Adding

resources can accelerate the computation but also raises the cost per unit of ex-

ecution time. Second, it adds resources to all containers belonging to a server-

less workflow, rather than only to those that need more resources, leading to

overprovisioning. CLITE also results in sub-optimal cost because its manually

crafted objective function does not capture the behavior of complex serverless

workflows, and often gets trapped in local optima.

Fast and accurate convergence: With the customized surrogate models and ac-

quisition functions, Aquatope is able to converge faster and more accurately

than other BO-based resource managers, like CLITE, by proactively identify-
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Figure 3.14: Aquatope’s resource manager outperforms CLITE [120], the previ-
ous best-performing BO-driven approach, for (a) a function chain with varied
number of stages, and (b) a single function workflow with varying degrees of
execution time variability.

ing configurations that may violate QoS and avoiding sampling them. In ad-

dition, Aquatope’s batch exploration also yields a substantial reduction in ex-

ploration time. As a result, compared to CLITE, Aquatope only spends 31%

wall-clock time on average, and can find a configuration with 36% lower cost.

Aquatope also converges more accurately, yielding better resource configura-

tions. Fig. 3.12 shows the resulting cost of all evaluated resource managers for

all serverless workflows at different budget levels, and Aquatope constantly

converges to the most efficient resource configurations.

End-to-end QoS constraint: Aquatope handles end-to-end QoS constraints for

complex workflows better than CLITE, which is the best-performing and most

closely related previous work. CLITE is designed for colocated monolithic ap-

plications or multi-tier applications with defined per-tier QoS targets. However,

defining per-tier QoS is a major challenge in real deployments, and most pro-

duction services do not have per-tier targets. They instead define QoS only

based on end-to-end latency. CLITE’s hand-crafted objective function cannot

capture the end-to-end performance behavior of complex workflows consist-
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Figure 3.16: Aquatope adapts to changes in the performance model of the
serverless workflow.

ing of multiple functions, whereas Aquatope’s independent performance model

treats the workflow as a whole, and converges faster and more accurately. As

shown in Fig. 3.14a, when increasing the number of chained functions in a syn-

thetic workflow, Aquatope outperforms CLITE in terms of execution cost by

7%–39%. This indicates that Aquatope is better at handling serverless work-

flows with complex topologies and end-to-end QoS constraints.

Resilience to cloud noise: A major challenge when applying Bayesian Op-

timization to FaaS is the noise in cloud environments, due to e.g., resource

contention. If noise is not handled appropriately, resource managers can vi-

olate QoS and/or waste resources. While baseline BO can account for some

noise, that is not sufficient to capture the variability of FaaS infrastructures.
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Aquatope’s resource manager uses customized noise-aware BO to find near-

optimal resource configurations under noisy observations. We use a synthetic

single function workflow with different degrees of execution time variability

to evaluate the performance for Aquatope in a noisy environment. Fig. 3.14b

shows that Aquatope outperforms CLITE in execution cost by 7%–45% as the

inherent noise of the function increases.

As shown in Fig. 3.15, we further evaluate the robustness of Aquatope to

irregular system noise by introducing intermittent background jobs [67, 116] on

the same worker servers, causing noise and data outliers in the sampling pro-

cess of the ML pipeline. The noise level represents the frequency and intensity

of the background jobs. As the noise level increases, the number of data out-

liers increases and the resource manager is more likely to suffer from biased

observations. Fig. 3.15 illustrates that Aquatope is still able to achieve a near-

optimal configuration in the presence of noise and outliers, while CLITE expe-

riences 37–64% increase in cost. We also compare Aquatope with AquaLite, a

simplified version of Aquatope without the noise-aware components, and find

that AquaLite experiences a 10–33% higher cost compared to Aquatope. This

demonstrates the effectiveness of Aquatope by incorporating uncertainty into

the performance model and proactively pruning data outliers.

Automatic retraining: Aquatope can detect and adapt to changes in perfor-

mance behavior, which can be caused, for example, by changes in the func-

tion inputs or function updates. As shown in Fig. 3.16, Aquatope detects the

change in performance behavior when the format and size of the inputs for

the video processing pipeline change (marked by red lines), and updates the

model dynamically by collecting new samples using a sliding window ap-
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Figure 3.17: The performance impact of not having the pre-warmed container
pool.

proach. Aquatope adapts to changes quickly with around 20 new samples

within 2 minutes, and is always able to find a new near-optimal resource con-

figuration.

Overhead: Aquatope’s container resource manager is not in the critical path

of function invocations. Functions continue to execute using their previous re-

source allocation configuration until Aquatope updates them. The computa-

tional overhead of Aquatope is negligible. The time to find the next batch of

candidate configurations is less than 100ms, which can be masked by the time

needed to evaluate the current samples.

3.8.3 End-to-End Performance

We first demonstrate that cold starts and resource usage are correlated, and

therefore, cold start elimination and resource management need to be tackled

jointly. Then we perform an end-to-end evaluation of Aquatope, including both

the pre-warmed container pool and resource manager.
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Figure 3.18: End-to-end performance analysis for Aquatope compared to au-
toscaling policies and a combination of the best prior work.

We demonstrate the aforementioned correlation, by showing that the re-

source manager cannot achieve the desired performance without reducing the

resource allocation search space to correspond only to warm start containers.

Fig. 3.17 shows the resulting average CPU and memory time of a fully fledged

Aquatope with both the pre-warmed container pool and resource manager, and

a simplified Aquatope with only the resource manager in place, compared to

the offline oracle. Compared to the fully fledged Aquatope, the simplified ver-

sion experiences a 64% increase in CPU time and 28% increase in memory time.

This is due to the diverse behavior of cold and warm starts leading to different

resource requirements, and the simplified version of Aquatope being forced to

strike a balance between them, leading to degraded performance. This indicates

the necessity of jointly tackling cold starts and resource management in FaaS.

We then perform an end-to-end analysis of the full-fledged Aquatope.

Specifically, we compare Aquatope to a framework using the autoscaling-

based FaaS resource manager [16, 21, 143] that scales both pre-warmed con-

tainers and allocated resources, and a framework combining the container pre-

warming mechanism in IceBreaker [133] with the BO-based resource manager

in CLITE [120] (IceBreaker+CLITE), which are the best-performing alternatives
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based on Section 3.8.1-3.8.2. In our experiments, the average CPU utilization is

43% and the average memory utilization is 29%, which is consistent with the re-

source utilization of production clusters [135,155]. Fig. 3.18 shows the total CPU

and memory time of all evaluated frameworks. IceBreaker+CLITE outperforms

autoscaling by reducing 13% of QoS violations, 19% of CPU time, and 25% of

memory time. In contrast, Aquatope:

1. Outperforms other approaches, eliminating another 27%–39% of the QoS

violations, and bringing the total to below 3%.

2. Significantly reduces CPU and memory usage, reducing CPU time by

37%–55%, and memory time by 41%–64%.

Aquatope achieves these benefits by jointly tackling cold start elimination and

resource management, and using Bayesian models that adjust to the behavior

of a given application, while remaining general and robust to cloud noise.

3.9 Conclusion

We have presented Aquatope, a QoS-and-uncertainty-aware resource manager

for multi-stage serverless workflows. Aquatope jointly tackles the challenges of

cold starts and resource management; the former through the use of a hybrid

Bayesian neural network and the latter using customized Bayesian Optimiza-

tion. Across a diverse set of real-world serverless applications, Aquatope meets

QoS, while significantly reducing the amount of required resources.
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CHAPTER 4

METEION: FAST AND EFFICIENT SERVERLESS WORKFLOWS FOR

LATENCY-CRITICAL INTERACTIVE APPLICATIONS

4.1 Introduction

Despite efficient resource management approaches, serverless workflows still

suffer from significant control plane and communication overheads, making

them a poor fit for latency-critical interactive applications. In a serverless frame-

work, the control plane is responsible for workflow orchestration, load balanc-

ing, scheduling, and function communication, while functions encapsulated in

containers or VMs are executed on the worker servers. Existing serverless work-

flow frameworks rely on a centralized workflow engine to perform workflow

orchestration [4, 6, 7, 87, 105], and use the control plane as the medium for inter-

function communication, resulting in constant interleaving between the control

plane and functions during workflow execution. This leads to substantial con-

trol plane and communication overheads, which remain on the critical path and

significantly impact the end-to-end latency of serverless workflows, further lim-

iting their applicability to latency-critical interactive applications.

We present Meteion, a serverless workflow framework that enables fast and

efficient execution of latency-critical interactive applications. Instead of rely-

ing on a centralized orchestrator to handle each function invocation in a work-

flow, Meteion enables decentralized workflow orchestration by deploying a

lightweight per-function workflow engine within the runtime environment of

each function. This helps Meteion effectively decouple the control plane from

the workflow execution process, which allows for direct inter-function commu-
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nication and fast in-situ workflow execution. To ensure fault tolerance with de-

centralized orchestration, Meteion persists the workflow state in a causal man-

ner to maintain consistency, and reserves a control plane workflow engine that

monitors the workflow execution state and intervenes in the critical path only

when a failure or straggler task occurs and triggers the failure recovery mecha-

nism. Finally, Meteion’s DAG scheduler utilizes the workflow’s latency distri-

bution and graph structure to provision function containers in a timely manner,

ensuring that the workflow can seamlessly execute on the worker servers with-

out falling back to the control plane.

We evaluate Meteion on two real-time data processing pipelines ported from

AWS Step Functions [33, 34] and two interactive web applications from Death-

StarBench [72]. In all cases, Meteion outperforms the baseline workflow en-

gines [4, 87, 105], reducing the end-to-end latency by 37%–75% and the provi-

sioned memory time by 9%—23% compared to prior work [87,105], significantly

improves the performance of latency-critical interactive workflows.

This chapter makes the following main contributions:

• Meteion is a fast and efficient serverless workflow engine that enables

latency-critical, multi-tier services to run as serverless workflows with

minimal system overhead, while adhering to the serverless abstraction.

• Meteion’s system design effectively decouples the control plane overheads

from the workflow execution process, enables decentralized workflow or-

chestration, direct inter-function communication, and fast in-situ work-

flow execution, while remaining fault tolerant.

• Meteion’s scheduler leverages the latency distribution of a workflow to

perform delay workflow scheduling, which provisions function contain-
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ers in a timely manner to minimize the end-to-end latency and improve

resource efficiency.

4.2 Background and Motivation

4.2.1 Problem Statement

Many real-world serverless applications are implemented as serverless work-

flows, in which incoming user requests invoke sets of serverless functions that

coordinate with each other to execute application logic. By splitting a complex

application into dependent but loosely-coupled functions, the application bene-

fits from elastic scaling, load-based billing, and modular development [52, 152].

However, existing serverless workflow frameworks [4, 6, 7] suffer from the con-

trol plane and inter-function communication overheads, which both stay on the

critical path and contribute to the end-to-end latency of a workflow. For current

frameworks, a single interaction between functions can incur latency ranging

from tens to hundreds of milliseconds [52, 87, 152], making them a poor choice

for latency-critical interactive applications.

Meteion’s target is to reduce these control plane and communication over-

heads. It is a serverless workflow engine that provides fast and efficient exe-

cution for applications with stringent latency requirements. Meteion decouples

the control plane from the workflow execution process, and enables fast and

efficient in-situ workflow execution with direct inter-function communication,

significantly reducing the function interaction latency. These capabilities em-

power Meteion to implement high-performance serverless workflows, making
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it suitable for latency-critical interactive applications.

4.2.2 Workflow Engine Architecture

In a serverless workflow engine, the control plane is responsible for updating and

persisting the workflow execution state, handling the workflow logic, invoking

functions in a workflow, and routing invocation requests to the underlying con-

tainers or VMs. Function instances running on the worker servers are respon-

sible for the actual execution of functions, using sandboxes, such as containers

and VMs.

We use Apache OpenWhisk [3], a widely-used, open-source FaaS platform

that powers IBM’s Cloud Functions [17], as an example to demonstrate a work-
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flow’s execution process. Figure 4.1 shows the architecture of OpenWhisk [3].

The control plane of OpenWhisk consists of the Controller and a number of In-

vokers, and functions instances are encapsulated with Docker containers.

OpenWhisk exposes an API gateway, implemented using Nginx [27], for

users to interact with the FaaS platform. The API gateway forwards user re-

quests to the Controller, which performs load balancing and selects an Invoker

to execute the function invocation. The workflow orchestration is handled by

the Composer layer [4] in the Controller. The Composer monitors and updates

the execution state of a workflow, handles the workflow control logic (e.g., func-

tion chain, fan-out/in, conditional branch), and invokes functions in a work-

flow after their predecessors have all completed. The function invocation re-

quests are sent to the selected Invoker via the distributed messaging system,

implemented using Kafka [2]. The Invoker uses Docker containers to fulfill the

function invocation requests, and stores the invocation results to the distributed

database, implemented using CouchDB [1]. The Composer waits for the func-

tion invocation response from the message bus and polls the data store to ensure

state persistence, and then invokes the function of the next workflow stage ac-

cordingly.

In OpenWhisk, functions in a workflow can only interact and communicate

with each other indirectly through the control plane. This leads to the inter-

leaved execution shown in Figure 4.5. After execution, each function instance

always needs to contact the control plane to trigger the next function. Conse-

quently, the control plane and communication overheads become part of the

critical path of each function invocation. The interleaving of the control plane

and functions during workflow execution is universal in state-of-the-practice
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serverless workflow engines [4, 6, 7, 15, 52, 87, 105, 138].

4.2.3 Serverless Workflow Benchmarks

To investigate the performance bottlenecks of serverless workflow execution,

we select and implement two representative serverless workflow applications

from AWS Step Functions [6], and port three interactive web applications from

DeathStarBench [72] as our benchmarks.

File processing: We implement an event-driven, real-time file processing ap-

plication based on AWS Lambda samples [34]. This application delivers notes

in Markdown format from the database and then converts them to HTML and

performs sentimental analysis [147] in parallel.

Image pipeline: We implement a serverless image processing pipeline based

on AWS Step Functions samples [33]. Figure 4.2 shows the architecture of the

image pipeline workflow. It processes photos uploaded to the MinIO [25] object

store and extracts metadata from the image, uses image recognition [83] to tag

objects in the photo, and produces a thumbnail of the photo.
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Interactive web applications: We use serverless implementations of the Ho-

tel Reservation and Social Network applications in DeathStarBench [72]. Hotel

Reservation is an online hotel reservation site for browsing hotel information

and making reservations. Figure 4.3 shows the architecture of Social Network.

Users can create posts embedded with text, media, links, and tags, which are

then broadcast to all their followers. Users can also read posts on their time-

lines. The backend uses Memcached and Redis for caching, and MongoDB for

persistent storage.

4.2.4 Control Plane and Communication Overheads

We deploy Apache OpenWhisk [3] in a dedicated local cluster with 7 nodes and

use the benchmarks in Section 4.2.3 to study the control plane and communica-

tion overheads in the serverless workflow execution. The cluster specification

is described in Section 4.4.3. We adjust the size of the pre-warmed container
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pool [16] so that warm containers handle all function invocations to eliminate

cold start overheads.

As shown in Figure 4.4, we decompose the mean end-to-end latency of work-

flow execution into the time spent in the control plane, network communication,

and function execution. Across all benchmarks, the control plane and commu-

nication overheads account for a significant portion of the workflow latency:

37%–43% for real-time data processing workflows including File Processing and

Image Pipeline; and up to 91% for interactive web applications that are less

compute-intensive, including Hotel Reservation, Social Network, and Movie

Review. The control plane and communication overheads are the dominat-

ing factors of the end-to-end latency in interactive serverless workflows, where

function execution times are typically short [133].
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The high control plane and communication overheads stem from the inter-

leaved workflow execution pattern in existing serverless workflow engines, as

shown in Figure 4.5, where functions can only indirectly communicate with

each other via the control plane. For each function in the workflow, the control

plane needs to first invoke that function ( 1 ), and then wait for the invocation

results to be retrieved ( 2 ). Thus, each function invocation is accompanied by

two interactions with the control plane.

The communication between the function instance and the control plane typ-

ically consists of multiple network hops and indirect communications via the

message queue. In addition to the network communication overhead, the con-

trol plane also performs function scheduling, load balancing, handling work-

flow orchestration, and persisting workflow state ( 3 ), all of which are part of

the critical path of function invocations and contribute to the end-to-end latency

of a serverless workflow. To enable fast workflow execution for latency-critical

interactive applications, the control plane must be decoupled from the work-

flow execution process, and functions should be allowed to interact and com-

municate with each other directly.

4.3 Meteion Design

Meteion is a fast and efficient serverless workflow engine for latency-critical, in-

teractive applications. Figure 4.6 shows the architecture of Meteion’s workflow

framework. It contains three major components: (1) a per-function workflow en-

gine embedded in the function runtime, which enables decentralized workflow

orchestration, direct inter-function communication, and fast in-situ workflow
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execution with minimal interventions from the control plane; (2) a control plane

workflow engine that serves as a supervisor that monitors the state of workflow

execution, and only intervenes in the critical path when failures or straggler

tasks occur and trigger fault recovery mechanisms; (3) a DAG scheduler that

leverages the latency distribution of a workflow to perform delay workflow

scheduling, which provisions function containers in a timely manner to mini-

mize the end-to-end latency and improve resource efficiency.

4.3.1 Design Principles

Meteion’s design is based on the following principles:
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• Be serverless and be scalable. Meteion follows the serverless abstraction

of using fine-grained container-level isolation to handle function invoca-

tion requests, and imposing no additional restrictions on the placement of

containers (e.g., enforcing functions to execute on the same worker server

or VM). This allows Meteion to provide fast and efficient workflow ex-

ecution, while embracing the benefits of FaaS, including fined-grained

scheduling, better load balancing, per-invocation billing, and scalability.

• Decouple control plane from workflow execution process. As discussed

in Section 4.2.2, existing serverless workflow frameworks rely on a central-

ized workflow engine to perform workflow orchestration, which makes

control plane operations part of the critical path of function invocations in

a workflow. Meteion implements decentralized workflow orchestration,

effectively decoupling the control plane from the critical path of workflow

execution. This allows Meteion to eliminate the control plane overhead

and enable fast in-situ workflow execution.

• Enable efficient direct inter-function communication. Conventional

serverless workflow engines rely on the control plane as the medium for

inter-function communication, resulting in interleaved workflow execu-

tion. Instead of suffering from excessive communications between the

control plane and function instances, Meteion enables direct inter-function

communication, which can significantly reduce the network communica-

tion overhead, and allows functions to seamlessly execute on the worker

servers, without falling back to the control plane.

• Optimize the common case and make the uncommon case no worse.

Meteion optimizes deterministic workflows where the majority of func-

tions execute without causing faults. If a workflow is non-deterministic,
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i.e., the function DAG changes depending on some inputs, for the work-

flow’s subgraphs that are non-deterministic, Meteion falls back to the con-

trol plane for scheduling decisions. In practice, such cases happen rarely

across the large number of applications we examined. Even in those cases,

Meteion’s performance for those functions will be no worse than the de-

fault control plane.

4.3.2 In-Situ Workflow Execution

Meteion enables decentralized workflow orchestration, direct inter-function

communication, and removes most of the control plane overhead from the crit-

ical path of workflow execution. We first introduce Meteion’s components that

enable fast in-situ execution of a serverless workflow that is asynchronous from

the control plane, and then describe the end-to-end in-situ workflow execution

process.

Function runtime. The architecture of Meteion’s function runtime is shown

in Figure 4.7, which is inspired by the design of existing FaaS runtimes [3, 28]

that separate function proxy and function process. The function proxy is an

HTTP server that acts as a reverse proxy of the function process. When the

function proxy starts, it forks to create the function process that runs the appli-

cation code provided by the user. The function proxy interacts with the function

process through a full-duplex message channel consisting of two Linux pipes in

opposite directions. Function initialization and invocation requests received by

the function proxy are forwarded to the function process, which then initializes

and executes the function accordingly. In conventional FaaS platforms, only the
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control plane can send invocation requests to the function proxy, and functions

in a workflow can only interact with each other indirectly through the control

plane. Meteion’s function runtime uses a built-in per-function workflow engine

to bypass the control plane, and enable direct, low-latency function interaction.

Per-function workflow engine. The rationale of inserting a lightweight per-

function workflow engine into the function runtime is that communication

between functions does not need to be implemented as indirect message ex-

changes with the control plane, nor does workflow orchestration need to be

synchronous with function execution, which causes it to be on the critical path

of workflow execution.

Instead of returning to the control plane after each function invocation,

Meteion enables direct inter-function communication between function in-
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stances by passing the workflow manifest, which includes a subset of workflow’s

DAG and corresponding function container addresses, to the per-function

workflow engine. Container addresses are obtained by the control plane, which

instantiates functions containers and performs container orchestration. With

Meteion’s runtime, a function can be directly invoked by its upstream func-

tion. The upstream payload (Figure 4.7 1 ) consists of the output of the up-

stream function, its vertex id in the workflow DAG, and the version number of

the workflow manifest. The per-function workflow engine uses the vertex id

and workflow manifest information to process the control logic and determine

which downstream function to connect with.

To ensure that the workflow can seamlessly execute across function contain-

ers, the control plane sends asynchronous update (Figure 4.7 2 ) requests to

each per-function workflow engine to keep workflow manifest up-to-date. The

per-function engine always uses the latest version of a workflow’s manifest for

workflow execution. If the version number of the workflow manifest stored in

the engine is outdated or the downstream function is not available, the trans-

action fails, and the engine yields control back to the control plane. When the

function finishes execution, the per-function workflow engine directly sends in-

vocation requests to downstream functions running on the worker servers (Fig-

ure 4.7 3 ). Inter-function connections are cached in the connection pool of the

per-function workflow engine to reduce inter-function communication latency.

Finally, the engine sends an asynchronous ack payload (Figure 4.7 4 ), which

contains the function’s invocation result, downstream connection result, and

tracing timestamps, to the control plane to update and persist the workflow

state (Figure 4.7 5 ). A workflow manifest does not necessarily include the ad-

65



Control Plane

Function 1 Function 2 Function 3

① ② ④ ③

⑤

Figure 4.8: In-situ workflow execution of Meteion. Most control plane orches-
tration operations are asynchronous and off the critical path.

dresses of all function containers. If, when the function finishes, the containers

of the downstream functions are not available, the data plane workflow engine

forwards the request to the control plane, which performs the necessary orches-

tration to continue the workflow execution.

Control plane workflow engine. By decoupling the control plane from the

workflow execution process, Meteion’s control plane no longer acts as the

medium of inter-function communication, and is mostly absent from the crit-

ical path.

After initiating the execution of a workflow, the control plane workflow en-

gine only needs to asynchronously monitor the execution state of the workflow,

handle workflow orchestration and update the workflow manifest in the func-

tion runtime. The control plane workflow engine uses the per-invocation trac-

ing log in the async ack (Figure 4.7 4 ) to update the workflow state and restart

functions in case of failures. Tracing logs and workflow states are stored and

persisted in the distributed database. The control plane workflow engine relies

on the DAG scheduler (Section 4.3.4) to provision function containers and up-

date the workflow manifest in a timely manner so that the workflow continues

to execute in the data plane without falling back to the control plane.
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In-situ workflow execution. The joint design of the control and per-function

workflow engines allows for fast in-situ execution of serverless workflows. For

each workflow invocation request, the control plane workflow engine provi-

sions the startup containers and initiates workflow execution (Figure 4.8 1 ).

The workflow then continues its execution among function containers running

on the worker servers, based on the workflow manifest, which can be updated

asynchronously by the control plane (Figure 4.8 2 ). Each function in the work-

flow can directly communicate with its downstream function using the per-

function workflow engine (Figure 4.8 3 ). The function invocation result is sent

to the control plane via async ack (Figure 4.8 4 ), and the control plane work-

flow engine updates and persists the workflow execution state accordingly (Fig-

ure 4.8 5 ).

Overheads. For the most complex of the examined applications, the social net-

work workflow composed of tens of functions, it takes at most 306 bytes to

encode its workflow manifest, which adds only a small amount of data to the

function payload. Parsing the workflow manifest and processing a workflow’s

control logic in the per-function workflow engine only takes 13 µs, which is

negligible compared to the control plane overhead.

4.3.3 Fault Tolerance and Speculation

A crucial reality of cloud environments is the ubiquity of failures: functions

may fail or time out, worker servers may crash and restart, and connections

between services may be temporarily disrupted. To make the workflow system

resilient to faults and errors, and to allow for faults recovery, we need to guaran-
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Figure 4.9: Meteion’s control plane persists workflow state with causal consis-
tency guarantees.

tee exactly-once semantics for the system-internal state, so that functions appear

to execute exactly-once, even if individual functions in the workflow can crash

and rerun multiple times.

Causally consistent state persistence. A centralized serverless workflow en-

gine (Section 4.2.2) can naturally provide this exactly-once guarantee by choos-

ing the persisted invocation result from the execution of the same function, and

using it as the input for all downstream functions. Meteion employs a per-

function workflow engine in each function runtime, which enables decentral-

ized workflow orchestration and fast in-situ workflow execution. A key chal-

lenge for Meteion is to provide the same execution semantics without falling

back to a centralized workflow engine.

As shown in Figure 4.9, Meteion’s control plane updates and persists the

workflow state with causal consistency guarantees. Meteion’s worker only com-

mits and persists a function’s execution state if all its predecessors have been

persisted. Functions in executing or completed state can crash and get aborted.

In such case, Meteion aborts all functions that causally depend on the aborted

function, ensuring that all system-internal effects that causally depend on the

previous execution are aborted. In a complete execution, each output message
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produced by an upstream function is consumed by exactly one non-aborted

function.

Speculative workflow execution. Having this causal consistency guarantee al-

lows us to enable speculation. Instead of conservatively waiting for the state

of each function invocation to be persisted to the data store, Meteion can spec-

ulatively execute a workflow. The downstream function can proceed even if

it causally depends on a not-yet-persisted upstream function. This can signif-

icantly boost the performance of a workflow since state persistence overhead

can be effectively removed from the critical path, while the workflow remains

fault-tolerant. For non-deterministic workflow (e.g. conditional branch) whose

control logic relies on function output, Meteion pauses speculative execution

and waits for the control plane to persist function output and process workflow

logic.

Limitations on external effects. It should be noted that functions can produce

external effects that are beyond the control of the cloud provider. For exam-

ple, functions can perform non-idempotent operations on external databases.

This issue is universal and is independent of the workflow engine architecture.

Meteion focuses on maintaining causal consistency for system-internal states,

and does not forbid functions from using user-level libraries [86, 154] that can

resolve this problem.

4.3.4 DAG Scheduler

To ensure fast in-situ workflow execution and to bypass the control plane over-

head, it is crucial to provision containers ahead of function invocation, and pro-
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Figure 4.10: Performance of different provisioning decisions. By selecting the
near-optimal provisioning delay, Meteion allows for low end-to-end latency
with high resource utilization.

vide timely updates to the workflow manifest, so that the per-function engine

can seamlessly interact with the downstream functions without falling back to

the control plane.

Figure 4.10 illustrates the performance implications of different provision-

ing decisions. We define UpdateTime as the time it takes to update the work-

flow manifest in the function runtime. ControlTime represents the overhead in-

curred by the control plane when the downstream function is unavailable, and

the per-function workflow engine delegates workflow orchestration to the con-

trol plane. IdleTime denotes the duration between the completion of function

container provisioning and the initiation of function execution. Early provi-

sioning of the downstream function (F2) results in a longer IdleTime and lower

resource utilization. On the other hand, late provisioning of the downstream

function forbids the upstream function (F1) from directly communicating with

its downstream function, forcing workflow execution to fall back to the control

plane, leading to increased end-to-end latency.

Meteion’s DAG scheduler leverages the latency distribution and the DAG

structure of the workflow to determine when to provision function containers

and update the workflow manifest in the function runtime accordingly. Meteion
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Input: workflow graph G, functions f1, . . . , fn, resource utilization threshold U,
latency threshold T .

Output: provisioning delay vector d⃗ = [d1, . . . , dn].
d⃗ ← InitProvisionDelayVector(G);
pq← PriorityQueue();
s0 ← InitCon f ig(d⃗);
pq.insert(s0);
while pq is not empty do

scurrent ← pq.pop();
for fi ∈ TopologicalS ort(G) do

snext ← scurrent;
snext.d⃗[i]← snext.d⃗[i] + timestep;
snext.latency← GetLatency(snext);
snext.util← GetUtil(snext);
snext.priority← (T − snext.latency) × snext.util;
if snext.latency ≤ T and snext.util ≥ U then

d⃗ ← snext.d⃗;
break;

end
else if snext.latency ≤ T and snext.util < U then

pq.push(snext);
end

end
end
return d⃗;

Algorithm 1: Meteion’s Delay Workflow Scheduling

uses delay workflow scheduling to make provisioning decisions, minimizing the

end-to-end latency, while reducing provisioned resources.

Distribution-based workflow performance modeling. The DAG scheduler re-

lies on the performance model of the workflow to make accurate provisioning

decisions for each function in the workflow. Since the variance in execution

time among invocations of the same workflow can be significant [112], it is in-

sufficient to rely on a single numerical value (e.g., mean or 99th percentile la-

tency) to capture the performance characteristics of the workflow. To accurately

measure the performance impact of different provisioning decisions, Meteion’s

DAG scheduler uses timestamps in tracing logs to model the latency of each
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function in a workflow, the control plane overhead, and the workflow mani-

fest update time as separate distributions, and derives the end-to-end latency

accordingly.

We define the provisioning delay of a function as the duration between the

start of the workflow invocation and the beginning of container provisioning for

that specific function. Given a workflow graph G with n stages, the scheduler

needs to select the provisioning delay vector d⃗ = [d1, . . . , dn] that can provide a

timely update to the workflow manifest for each stage in the workflow. Given

the delay vector d⃗, we employ the Monte-Carlo method on the distribution-

based performance model to determine the distribution of the end-to-end la-

tency.

Util(G) =
∑

f∈G
[
Busy( f ) · Resource( f )

]∑
f∈G
{[

Busy( f ) + Idle( f )
]
· Resource( f )

} (4.1)

To avoid early provisioning, we also need to consider resource utilization.

Resource configurations can vary a lot across different execution stages of the

same workflow. We use Eq. 4.1 to estimate the resource utilization of a workflow

graph G, where BusyT ime includes both provisioning and execution times of

function f . Similarly, we can get the average resource utilization for a given

delay vector d⃗ based on the performance model.

Note that this is a different problem from eliminating cold starts, where the

system predicts future load to pre-warm containers. Meteion utilizes the DAG

structure and invocation time of a workflow to predict when downstream func-

tions will be invoked, instead of when user requests will arrive, which improves

container utilization and reduces the number of containers that need to be pre-
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warmed. To further improve performance, Meteion can be coupled with mech-

anisms predicting load patterns [68, 111, 128, 158].

Delay workflow scheduling. Meteion’s DAG scheduler provides just-in-time

container provisioning and manifest updates for each function in the workflow

to ensure in-situ workflow execution. The scheduler’s pseudo-code is shown in

Algorithm 1. For a given workflow graph G, the scheduler needs to choose a

provisioning delay vector d⃗ that can meet the user-specified latency objective T ,

while satisfying the resource utilization target U. We take a heuristic approach

to find a configuration in the configuration space that can satisfy the perfor-

mance targets. The algorithm starts with a priority queue containing an initial

configuration d⃗, where di is set as the lower bound of the provisioning delay

for fi. For each candidate configuration, we extend it by adding a timestep to

the provisioning delay of each stage in the workflow in topological order. The

priority is calculated as the difference between the target end-to-end latency

threshold and the predicted latency, multiplied by the resource utilization. The

intuition of our heuristic approach is that both the end-to-end latency and the

resource utilization monotonically increase as the provision delay increases, and

we need to strike a balance between them in the search process, i.e., maximize

utilization while meeting the end-to-end latency target. These distributions get

updated during runtime, if observed data deviate from estimations.

The DAG scheduler provisions containers in a workflow based on the provi-

sioning delay vector. For each container, we maintain a list of its most-recently-

used downstream containers. If there are multiple free containers in the con-

tainer pool, we give priority to the one in the list of most-recently-used con-

tainers of its upstream function’s container, so that the cached inter-function
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connection can be reused to lower communication latency. If there are no free

containers available, we will pre-warm a new container. Finally, Meteion up-

dates the workflow manifest in the per-function workflow engine of the target

function’s predecessor.

Overheads. The pay-as-you-go pricing model of FaaS dictates that cloud

providers need to collect and record performance metrics for function invo-

cations. Meteion’s DAG scheduler leverages existing latency data to build

distribution-based performance models and does not incur additional storage

overhead. Like other control plane components, the scheduler stays off the crit-

ical path and does not impact the latency of function invocations.

4.4 Methodology

4.4.1 System Implementation

Figure 4.6 shows the architecture of the Meteion workflow engine. We use

Kubernetes [20] as the underlying container orchestration framework to han-

dle container scheduling. We implement the distributed messaging system us-

ing Redis message broker [30]. The distributed database is implemented using

MongoDB [26]. Meteion function runtime and data plane workflow engine are

implemented in Go. Control plane components (i.e., control plane workflow

engine, DAG scheduler, Meteion worker) are implemented in Python and the

gevent library [12].
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4.4.2 Benchmark Applications

We use two real-time data processing serverless workflows (File Processing, Im-

age Pipeline) and two interactive multi-tier, web application workflows (Hotel

Reservation, Social Network) described in Section 4.2.3. For the interactive web

applications, we evaluate the performance gap between serverless workflows

and microservices in DeathStarBench [152], using their microservice implemen-

tations based on remote procedure calls (RPCs). We also create a synthetic work-

flow generator to synthesize customized workflow DAGs (e.g., a function chain

with an arbitrary number of stages) to study the performance of workflows of

different topologies. For workload generation, we use the same methodology

described in Section 3.7.2.

4.4.3 Server Cluster

We deploy Meteion on a dedicated, local Kubernetes cluster. The cluster setup

is the same as described in Section 3.7.3.

4.4.4 Comparison Baselines

We compare the performance of Meteion with multiple serverless workflow en-

gines.

OpenWhisk Composer [4]: A widely-used, open-source FaaS workflow engine

that powers IBM’s Cloud Functions [17]. The architecture of OpenWhisk Com-

poser is described in Section 4.2.2. The control plane of OpenWhisk Composer
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is closely coupled with function containers in the workflow execution process,

which is described in Section 4.2.4.

Nightcore [87]: Nightcore runs all functions of a workflow on the same worker

server and uses shared memory to bypass the network stack and accelerate

communication between local functions. However, Nightcore lacks an efficient

cross-server communication mechanism: when function containers are sched-

uled on multiple worker servers, Nightcore falls back to the API gateway for

inter-function communication, resulting in interleaved execution between the

control plane and functions, increasing control plane overhead.

FaaSFlow [105]: A workflow engine designed for scientific FaaS workflows.

FaaSFlow bundles functions in a workflow into groups based on memory con-

sumption and assigns them to per-worker workflow engines to reduce the

scheduling overhead. Colocated functions communicate with each other indi-

rectly through each worker’s workflow engine. For cross-worker communica-

tion, the local engine needs to pass the execution state of the workflow to the

remote worker engine.

4.5 Evaluation

4.5.1 End-to-End Latency Breakdown

We first study the breakdown of the end-to-end latency of workflows running

on Meteion. We deploy each benchmark on our cluster, we invoke each work-

flow 1000 times to account for system noise, and we record the latency of each
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Figure 4.11: Meteion’s mean latency breakdown.

invocation. Figure 4.11 shows the mean latency breakdown of Meteion, which

consists of function execution time, inter-function communication time, and

control plane overhead. For the real-time data processing workflows, the func-

tion execution time dominates end-to-end latency, while inter-function commu-

nication and control plane overheads account for only a marginal percentage

of the end-to-end latency (1.0%–1.3% and 2.1%–3.2%, respectively). For the in-

teractive web applications, control plane overheads account for 9%–20% of the

end-to-end latency, which is significantly lower compared to the 83%–91% frac-

tion in the OpenWhisk Composer (Section 4.2.4). In-situ function execution cor-

responds to 66%–80%, and inter-function communication accounts for 11%–14%

of the end-to-end latency.

Compared to OpenWhisk Composer, Meteion achieves 37%–43% lower la-

tency for real-time data processing workflows, and 78%–90% lower latency for

interactive web applications. The underlying reason is that Meteion signifi-

cantly reduces the function interaction overheads. By decoupling the control

and data planes, Meteion manages to avoid falling back to the control plane

for all function interactions, and removes most of the overheads associated

with it from the critical path. By enabling direct inter-function communication,

Meteion allows for fast in-situ data plane workflow execution, which substan-
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tially improves the performance of latency-critical workflows.

4.5.2 Performance in Distributed Environments

We now focus on Meteion’s performance in distributed settings with varied

numbers of worker servers, and compare it to previous systems. We use a syn-

thetic hello-world function sequence with 10 stages, each with minimal compu-

tation, to emphasize the overheads of workflow orchestration and inter-function

communication. To ensure functions are distributed across the cluster, we en-

force the placement of function containers in the workflow so that each worker

server has at least one function container in the sequence.

Figure 4.12 shows the 99th percentile end-to-end latency of the function se-

quence running on different numbers of worker servers. As the number of

worker servers increases from 1 to 7, the performance of Meteion and Open-

Whisk Composer stays stable, while the tail latencies of FaaSFlow and Night-

core increase by 4× and 24× respectively. For OpenWhisk Composer, the func-

tions in a workflow always communicate with each other indirectly through the

centralized workflow engine and message queues, so the end-to-end latency of

the workflow is not affected by the number of worker servers.

Both FaaSFlow and Nightcore rely on function colocation to accelerate the

workflow execution. FaaSFlow manages to reduce the control plane network

and scheduling overheads by using a per-worker workflow engine to handle

the logic of local functions, so that functions do not need to update their exe-

cution states in the master workflow engine. Although FaaSFlow can alleviate

some of the control plane overheads, it still frequently falls back to the control
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Figure 4.12: Performance of a function sequence with 10 stages running on mul-
tiple worker servers.

plane between function execution. When functions in a workflow are deployed

on multiple worker servers, the per-worker workflow engines need to transfer

and synchronize the state, resulting in a dramatic increase in tail latency. Night-

core also leverages function colocation, and uses local memory to enable fast di-

rect inter-function communication. Nightcore is the best-performing approach

when all functions in a workflow are colocated on a single worker server. How-

ever, it does not scale well in a distributed environment. When it is not possible

to schedule function containers on the same node, Nightcore falls back to the

API gateway for inter-function communication, which leads to higher control

plane overheads and severe performance degradation.

Meteion is designed to be efficient in distributed environments and does

not impose additional restrictions on container placement or rely on function

colocation to reduce end-to-end latency. Meteion effectively separates the con-

trol plane from the workflow execution plane, and uses per-function workflow

engines to enable direct inter-function communication across the cluster. Un-

like the baseline approaches that suffer from performance degradation in dis-

tributed settings, Meteion remains efficient on multiple worker servers, and

outperforms the baseline approaches with up to 10× reduction in tail latency.
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Figure 4.13: Aggregated provisioned memory time and tail latency with differ-
ent scheduling policies.

4.5.3 Delay Workflow Scheduling

Performance of DAG scheduler. To avoid control plane overheads, Meteion’s

DAG scheduler needs to provision function containers in advance, and update

the workflow manifests in the per-function workflow engines in a timely man-

ner. We now show the performance of Meteion’s DAG scheduler with the So-

cial Network workflow, which consists of multiple stages with varied execution

times. Figure 4.13 shows the aggregated provisioned memory time and 99th

percentile latency of the workflow with different scheduling policies. Open-

Whisk Composer provisions one container at a time at function invocation,

while Meteion’s early provisioning policy sets the provisioning delays of all

stages in the workflow to zero, i.e., provisioning all containers upon workflow

invocation. Early provisioning provides the full workflow manifest, and guar-
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Figure 4.14: Meteion’s DAG scheduler can adapt to distribution shifts and sat-
isfies the resource utilization target.

antees in-situ execution across all stages, significantly reducing the end-to-end

latency. This does, however, lead to some overprovisioning, with 27%–33%

more provisioned memory time used in Meteion with early provisioning com-

pared to OpenWhisk Composer.

By modeling the workflow latency as a distribution, and provisioning con-

tainers in each stage just in time, Meteion’s delay workflow scheduling effec-

tively reduces the overprovisioned memory time by 17%–24% compared to

OpenWhisk Composer. Meteion determines the provisioning delay for each

function based on the latency distribution, minimizing the probability of suffer-

ing from high control plane overheads while satisfying the resource utilization

target. As a result, Meteion only yields a marginal increase (2%–3%) in tail la-

tency compared to early provisioning. The DAG scheduler helps Meteion keep

workflows executing within the worker servers without overprovisioning.

Distribution shift adaptation. Meteion’s DAG scheduler can detect and adapt

to distribution shifts in the workflow’s performance behavior, which can be

caused by changes in function inputs or function updates. As shown in Fig-

ure 4.14, the latency of the Social Network workflow increases as we enable
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Figure 4.15: Probability of falling back to the control plane and end-to-end la-
tency for workflows with varying degrees of execution time variability.

image compression in the compose-post function (marked by the green line),

leading to early provisioning and lower container utilization. Meteion can de-

tect the change in performance behavior and update the performance model

accordingly by collecting new tracing logs using a sliding window approach,

allowing it to satisfy the resource utilization target within 30 seconds.

Variation in workflow execution time. For workflows with highly variable

execution times, Meteion’s DAG scheduler prioritizes maintaining resource uti-

lization targets to avoid early provisioning of downstream function containers

based on long-tailed execution times of upstream functions. We use a synthetic

workflow with different degrees of execution time variability to evaluate the

performance of Meteion, as shown in Figure 4.15. We can see that a higher

coefficient of variance in execution time can lead to increased control plane fall-

backs. But under the same resource utilization constraint, Meteion’s latency still

outperforms alternative workflow engines that always fall back to the control

plane.

82



4.5.4 End-to-End Evaluation

Finally, we perform an end-to-end analysis of Meteion by evaluating it on real-

time data processing workflows and interactive web applications. We deploy

each workflow to the cluster and evaluate its performance under different loads.

Figure 4.16 shows the 99th percentile latency of each serverless workflow man-

aged with different workflow engines. For the interactive web applications, we

also show the performance of their microservice implementations to investigate

any performance gaps between the two deployment strategies. Since Nightcore

does not have a cluster-level container scheduling mechanism, to ensure a fair

comparison, we use the Kubernetes scheduler (i.e., the same container sched-

uler used by Meteion) to schedule Nightcore’s function containers across the

cluster. It should be noted that Meteion does not impose any restrictions on

the scheduling or placement of containers, so other container schedulers can be

easily integrated into Meteion.

As shown in Figure 4.16, the OpenWhisk Composer suffers from high con-

trol plane overhead, since it relies on a centralized control plane workflow en-

gine to handle all inter-function communication. FaaSFlow and Nightcore can

mitigate the control plane overheads, and improve the performance of server-

less workflows by leveraging function colocation. At low loads, FaaSFlow and

Nightcore reduce the tail latency by 36%–56% compared to the OpenWhisk

Composer. However, they still rely on centralized controllers to orchestrate the

entire workflow execution process, resulting in the interleaving of the control

plane and function containers, while the overhead of the control plane remains

on the critical path. In contrast, microservices directly communicate with each

other over RPCs based on application logic hard-coded in the service imple-
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Figure 4.16: End-to-end performance of two real-time data processing work-
flows and two interactive web applications.

mentation itself. For interactive web applications, FaaSFlow and Nightcore ex-

perience a latency performance gap of up to 7× compared to the microservice

implementation of the same application. Moreover, containers in workflows are

more likely to be distributed across the cluster under high load, which can lead

to increased control plane overheads and severe performance degradation of
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Figure 4.17: Latency distributions of serverless workflows with real-world
workload traces.

existing colocation-based workflow engines.

Meteion consistently outperforms all baseline workflow engines across all

the examined benchmarks, significantly reducing end-to-end latency. For

the real-time data processing workflows, where functions have longer execu-

tion times, Meteion reduces tail latency by 37%–44% compared to the best-

performing prior work. For the interactive web applications, where the con-

trol plane overhead dominates the end-to-end latency, Meteion further reduces

tail latency by 64%–75% compared to the best-performing prior work, closing

the latency performance gap between serverless workflows and microservices

down to 5.1%–10.7%, and showing that serverless workflows do not need to be

fundamentally slower than microservices, or unsuitable for low-latency appli-

cations.
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We have also examined workflow engine performance with real-world

workload traces from the Azure Function Dataset based on the methodology

in [133]. The resulting tail latency distributions are shown in Figure 4.17.

Meteion significantly improves the end-to-end latency, making serverless work-

flow suitable for interactive applications. Meteion also reduces the provisioned

memory time by 9%–23% compared to the other workflow engines across all

benchmarks. Meteion provides these performance benefits because it decou-

ples the control plane from the workflow execution process, enables decentral-

ized workflow orchestration, direct inter-function communication, fast in-situ

workflow execution regardless of function placement, and provisions workflow

containers in a timely manner.

4.6 Conclusion

We presented Meteion, a fast and efficient serverless workflow engine for

latency-critical interactive applications. Met-eion decouples the control plane

from the function execution, enabling fast in-situ workflow processing. Across

several diverse real-world serverless applications, Meteion significantly reduces

end-to-end latency, making serverless a high-performance solution for latency-

critical cloud applications.
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CHAPTER 5

CHARACTERIZING A MEMORY ALLOCATOR AT WAREHOUSE SCALE

5.1 Introduction

In addition to high-level system infrastructures, low-level software libraries also

serve as foundational building blocks for datacenter applications. These soft-

ware components, including serialization, remote procedure calls (RPCs), com-

pression, hashing, compression, data movement, and memory allocation, are

known as components of the datacenter tax [89, 141]. Optimizing components of

datacenter tax can significantly improve the efficiency and performance of the

datacenter fleet, since entire classes of datacenter applications benefit from the

improvements made.

In this chapter, we focus on improving the memory allocation and deallo-

cation process, which constitute a substantial component of warehouse-scale

computation [89]. We focus on memory allocator optimizations that maximize

the productivity of datacenters by doing more useful work with the same or

fewer hardware resources. Memory allocators directly affect the data locality

of allocated objects and provide significant opportunities to optimize applica-

tion performance. In comparison, optimizing the amount of time spent in the

allocator itself is less important. Prior work profiles the CPU usage of memory

allocators in datacenters [76, 89, 141] or measures the allocator performance us-

ing sets of benchmarks [36,50,65,78,99,104,106,121,150]. However, these studies

solely focus on the time spent in the allocator or use benchmarks with limited

memory allocation patterns, and thus provide only a narrow understanding of

the performance characteristics and memory allocation behavior of datacenter
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workloads. To fill this gap, we present the first comprehensive characterization

study of TCMalloc [36], a memory allocator used by datacenter applications in

Google’s global datacenter fleet. We collect fleet-wide statistics from production

workloads, and perform a detailed quantitative analysis of general memory al-

locator properties and memory allocation behaviors of datacenter workloads:

the latency of allocation for different levels of allocator caches, the CPU cycles

and memory fragmentation breakdown, and the distribution of allocated object

sizes and their lifetimes. We also take an in-depth look at each component in the

TCMalloc cache hierarchy, from the front-end per-CPU cache to the back-end

pageheap [84], to identify performance bottlenecks resulting from the diverse

allocation characteristics of warehouse-scale applications running on a fleet of

heterogeneous servers.

Our characterization reveals profound diversity in memory allocation pat-

terns, hardware platforms, as well as allocated object sizes and lifetimes for

datacenter workloads. We observe that workloads are often co-located, and

constrained to run on a subset of CPUs by the control plane. The dynamic

input load causes the number of worker threads of a datacenter application

to fluctuate constantly, resulting in significant variation in the cache miss ra-

tio across the allocator’s front-end caches. We show that the heterogeneity in

our server fleet (e.g., differences in cache topologies of hardware platforms) can

lead to varied data transfer overheads and increased cache pressure. We also ob-

serve that the distribution of object lifetimes varies across different sizes, which

makes it challenging to make allocation packing decisions at different granu-

larities (e.g., spans, hugepages) to reduce memory fragmentation and improve

hugepage coverage [84, 108, 109, 157].

88



Based on our characterization, we derive unique insights and use them to

design a memory allocator for datacenter applications. In particular, such an

allocator needs to (1) adapt to the dynamic resource usage of datacenter ap-

plications, (2) be aware of heterogeneity in hardware platforms, and (3) utilize

diverse lifetime information to make memory packing decisions. While our

characterization study centers on TCMalloc, most modern memory allocators

(e.g., jemalloc [65], mimalloc [99]) share a similar hierarchical system architec-

ture and cache memory allocations in multiple tiers, making these insights uni-

versal to memory allocators used in datacenters. Based on these insights, we

redesign and tune each component in the TCMalloc cache hierarchy for datacen-

ter environments, including enabling usage-based dynamic sizing of per-CPU

caches, leveraging the hardware topology to mitigate the inter-core communi-

cation overhead in the transfer cache, and improving the allocation packing al-

gorithms based on statistical data in the central free list and the pageheap. We

evaluate these design choices with fleet-wide A/B experiments and longitudi-

nal rollout in our production datacenters. Evaluation results show that by re-

designing the memory allocator for warehouse-scale environments, we achieve

a significant improvement in fleet productivity.

This chapter makes the following main contributions:

• The first comprehensive characterization study of TCMalloc, a memory

allocator used in warehouse-scale environments. Based on profiling data

collected from production datacenter workloads, we characterize the gen-

eral memory allocator properties, and delve into each tier of the TCMalloc

cache hierarchy.

• Based on our characterization, we uncover insights into designing a mem-
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ory allocator for datacenter applications, including adapting to dynamic

application resource usage, being aware of server heterogeneity, and lever-

aging object lifetime information to improve allocation placement deci-

sions.

• We redesign and tune each component in the TCMalloc cache hierarchy

for warehouse-scale environments and evaluate their performance impact

through fleet-wide experiments, resulting in a 1.4% throughput improve-

ment and a 3.4% memory reduction across the fleet. For the applications

with the highest malloc usage, we observe up to 8.1% and 6.3% improve-

ment in throughput and memory usage respectively. At our scale, a single

percent CPU or memory improvement translates to significant resource

savings.

5.2 Background and Methodology

TCMalloc [36] is a memory allocator used in warehouse-scale environments. It

is a fast, multi-threaded malloc implementation that has shown robust perfor-

mance in large-scale production services [84, 90, 108, 109].

5.2.1 TCMalloc System Architecture

Figure 5.1 shows the hierarchical system architecture of TCMalloc. In TCMal-

loc, allocations of small objects (i.e., ≤ 256 KB) are rounded up to one of 80–90

size classes. Objects of each size class are cached by multiple per-CPU caches

( 1 ), a transfer cache ( 2 ), and a central free list ( 3 ). Large objects that exceed the
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Figure 5.1: System architecture of TCMalloc. It has a tiered cache structure that
aids fast allocations and deallocations.

threshold are directly allocated from the pageheap ( 4 ), without being cached by

the front-end or middle-tier caches.

The front-end contains per-CPU caches ( 1 ) that provide fast memory allo-

cation and deallocation for the application. The per-CPU caches store objects in

a large contiguous block of memory that is divided between CPUs, and each

CPU uses a portion of the block to store metadata and pointers to the avail-

able objects. Each per-CPU cache can only be accessed by a single thread at a

time. Therefore, no locks are required and most operations are fast. When the

front-end is empty, it requests objects from the middle tier to refill the cache.

The middle tier consists of small, fast, mutex-protected transfer caches, and

large, mutex-protected central free lists. The transfer cache ( 2 ) stores objects in

flat arrays. It allows memory to rapidly flow between different CPUs (e.g., CPU

0 may allocate memory that is deallocated by CPU 1). If the transfer cache is un-

able to satisfy the memory request, or has insufficient space to hold the returned

objects, it reaches out to the central free list. The central free list ( 3 ) manages
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into objects of fixed size classes.

spans in linked lists, and fulfills allocation requests by extracting objects from

the spans. A span is a collection of contiguous fixed-size regions, aligned to an

8 KB TCMalloc page 1. As shown in Figure 5.2, a span contains multiple objects

of the same size class. If there are insufficient available objects in the spans,

more spans are requested from the back-end.

The back-end pageheap ( 4 ) manages memory in units of hugepages [84].

The pageheap requests hugepage-aligned memory blocks from the system,

which provides an opportunity for the kernel to use hugepages to cover consec-

utive pages in the page table [37]. A hugepage is divided into TCMalloc pages,

and the pageheap extracts spans from hugepages to refill the central free list.

The pageheap also periodically releases memory to the OS, either by releasing

hugepages that are completely free, or by breaking partially-filled hugepages

into smaller pages and subreleasing them [84, 109].

Memory organization. Storing and managing memory at different granu-

larities can lead to external and internal fragmentation in TCMalloc, as shown in

Figure 5.2. External fragmentation refers to the memory that is cached by the

1TCMalloc page size should not be confused with the system page size – the default 8 KB
TCMalloc page is composed of two native x86 memory pages.
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allocator, but is yet to be allocated by the application. For instance, a hugepage

may contain unallocated memory regions in the spans, while a span may con-

tain unallocated objects. In contrast, internal fragmentation in TCMalloc results

from rounding allocation requests to discrete size classes. As such, it is slack

between the object size requested by the application and the size class allocated

by the allocator. It is critical to manage both internal and the external fragmen-

tation to minimize memory overheads in TCMalloc.

5.2.2 Characterization Methodology

We put in place telemetry for collecting fleet-wide statistics from production

workloads. We use these statistics to perform a detailed characterization of TC-

Malloc.

Application productivity. Prior characterization studies focus on “datacen-

ter tax” [76, 89, 140, 141] for common libraries in datacenter applications and

propose several acceleration opportunities to lower their CPU overhead. In

this work, we argue that optimizing for the CPU overhead of these libraries

is less important. Instead, it is more crucial to focus on improving the efficiency

of these common libraries to improve fleet productivity, i.e., fulfilling more re-

quests with the same or fewer hardware resources. Prior work [89,141] analyzes

processor pipeline stalls in datacenter applications, attributing 20-64% stalls to

back-end, primarily due to cache misses. Memory allocators directly impact

the data locality of allocated objects, and thus, present significant opportunity

to optimize application performance bottlenecks at scale. To this end, we fo-

cus on improving application productivity and showing how improvements to
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Figure 5.3: malloc cycle and allocated memory distribution in our fleet. The
top 50 binaries in datacenters only cover ≈ 50% malloc cycles and ≈ 65% allo-
cated memory.

cache and dTLB locality impact datacenter productivity, without directly target-

ing improvements to the malloc CPU overhead. Our fleet productivity metrics

consist of per-application-defined custom throughput metrics (e.g., RPCs pro-

cessed per second) that define performance for the respective applications.

Continuous profiling. We collect performance metrics and memory allo-

cator telemetry from the production fleet using Google-Wide Profiling [125]

(GWP), an unobtrusive profiling framework with negligible overhead. GWP

randomly selects a small fraction (i.e., 1%–10%) of machines in the fleet to pro-

file each day, and triggers profile collection remotely on each machine for a brief

period of time. Continuous profiling allows us to study the memory allocation

behavior of applications across the fleet at different levels of granularity and

time intervals.

Fleet experiment. The diversity of datacenter applications implies that there

is no single killer application to optimize for. Figure 5.3 shows the fleet-wide cu-

mulative distribution of malloc cycles and allocated memory, where the top 50
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binaries account for over 50% malloc cycles and 65% of allocated memory. To

measure the impact of optimizations on fleet productivity, we use an experi-

mentation framework to A/B test implementations across our fleet at scale. For

each design, the framework randomly selects 1% of the machines in the fleet as

an experiment group and a separate 1% as a control group. We apply the change

to all the binaries running in the experiment group and compare their perfor-

mance with the control group. This lets us evaluate design choices on diverse

production applications with realistic loads.

Generalizability. Our characterization study focuses on TCMalloc, and the

design choices are closely related to TCMalloc’s internal implementation. How-

ever, most modern memory allocators (e.g., jemalloc [65], mimalloc [99]) share

similar hierarchical architecture and cache memory allocations in multiple tiers,

which makes the insights derived from our characterization universal to mem-

ory allocators in warehouse-scale environments. For example, jemalloc has a

tiered cache structure consisting of thread caches and arenas, in which it or-

ganizes memory in regions, runs and extents [65]. These memory allocators

can also benefit from a comprehensive characterization of TCMalloc, and adopt

similar optimizations to improve their performance at scale.

5.2.3 Production Workloads and Benchmarks

In addition to the fleet-wide metrics, we also use five production workloads in

our fleet with the highest malloc usage for characterization and evaluation.

• Spanner [56] is a node in a distributed SQL database. It includes an in-

memory cache of storage data, which adapts to the memory provisioned
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for the process.

• Monarch [41] is part of a scalable monitoring system that collects and

stores time-series metrics for production services. It is responsible for

holding stream data in memory, and participating in query evaluation.

• Bigtable [53] is a tablet server that hosts and serves the user data of a

large-scale key-value NoSQL database. It also implements replication and

coordinates compactions with external compactors.

• F1 query [131] is a high-performance distributed query engine. It uses

RPCs to communicate with clients and data sources.

• Disk is a low-level distributed storage system that provides RPC access to

read and write files directly to a machine’s local hard disk or flash memory.

We also run benchmarks on a dedicated server to demonstrate the performance

impact of several optimizations.

• Redis [30] is an open-source in-memory key-value store (v7.0.8). We use

the standard redis-benchmark, configured with 500 concurrent connec-

tions and 100K operations of 1000B as the workload generator.

• Data processing pipeline is a data processing workload running word

count on a 1 GB file with 100M words. We run the entire computation as a

single process, which creates pressure on memory allocation.

• Image processing server is a production server that filters and transforms

images. We use a synthetic workload generator to create concurrent client

requests.
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Figure 5.4: Disparity in allocation latency of hitting different tiers in the TCMal-
loc cache hierarchy.

• Tensorflow is the open-source Serving [115] framework that runs the In-

ceptionV3 [144] image recognition model. It uses libraries (e.g. Eigen lin-

ear algebra library [11]) with complex memory allocation behavior.

5.3 General Characterization

We first conduct a general characterization to gain insights into how the mem-

ory allocator behaves in our production fleet and how its characteristics affect

system performance.

Allocation latency. We use microbenchmarks to measure the mean alloca-

tion latency for hitting different tiers of caches. As shown in Figure 5.4, allo-

cations fulfilled by the per-CPU cache have the lowest latency, since it stores

objects in a contiguous block of memory, and uses a highly optimized fast path

supported by restartable sequences [31, 32] to handle allocation requests. The

fast-path that hits the per-CPU caches consists of ∼40 hand-coded x86 instruc-

tions, with an allocation latency of 3.1 ns. Hitting the transfer cache and the

central free list indicates that the front-end cache is empty, and needs to be re-

filled with a batch of objects. Both the transfer cache and the central free list
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are protected by mutex locks, which denotes an additional cost to access them.

The central free list needs to extract objects from spans organized in linked lists,

resulting in increased latency.

If both the front-end and the middle-tier caches are empty, the allocation re-

quest hits the pageheap, which holds memory in units of hugepages [84]. The

pageheap tracks allocations in hugepages and results in the longest latency of

over 137 ns in the cache hierarchy. We also include the latency of the mmap

system call used in TCMalloc measured with strace [35]: when the allocation

request misses all the front-end and middle-end caches, and the back-end page-

heap is also empty, TCMalloc requests a zero-initialized 2MB hugepage from the

system using mmap to refill the pageheap. The latency of refilling the pageheap

is orders of magnitude higher than the latency of hitting the caches, highlighting

the need for caching in a userspace allocator.

Malloc CPU cycles. Memory allocation and deallocation make up a sub-

stantial component of warehouse-scale computation. Figure 5.5a shows the rel-

ative amount of CPU cycles spent in allocation and deallocation functions over

a two-week period, where the malloc overhead accounts for 4.3% fleet CPU

cycles. For the top 5 applications with the highest malloc cycles in the fleet,

the malloc overhead varies between 3.6%–10.1%. While understanding the

malloc CPU overhead itself helps prioritize optimization opportunities, as we

explained earlier in Section 5.2.2, we primarily aim to improve overall fleet pro-

ductivity at scale.

We also include data collected from SPEC CPU2006 [80] benchmarks for

comparison. Most of the SPEC benchmarks do not actively allocate or deal-

locate objects in stable state and have near-zero malloc cycles, which makes
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Figure 5.5: (a) Relative amount of time (% of cycles) spent in memory alloca-
tion, and (b) memory fragmentation ratio for the fleet and top 5 production
workloads in two weeks. We also include SPEC CPU2006 benchmarks for com-
parison.

them unsuitable for studying memory allocation behavior.

CPU cycles breakdown. We classify the profiled call stack traces into several

categories to further understand the breakdown of the CPU cycles used by the

memory allocator. As shown in Figure 5.6a, TCMalloc spends most of its time

(i.e., 53% of fleet-wide malloc cycles) in the per-CPU cache, since most of the

requests hit the front-end cache. Allocation requests fulfilled by the per-CPU

caches have the lowest latency (as described earlier in Figure 5.4), so we ex-

pect TCMalloc to spend most of its CPU cycles serving requests from front-end

caches. Another 3% of the malloc cycles are spent in the transfer cache. The

central free list accounts for 12% of the fleet malloc cycles, since it employs a

linked-list structure to manage spans that incur higher cost to allocate objects
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Figure 5.6: (a) Breakdown of CPU cycles consumed by TCMalloc. (b) Memory
fragmentation breakdown of TCMalloc.

from and deallocate objects to. Finally, TCMalloc spends 3% of its CPU cycles

in the pageheap.

In the production setting, TCMalloc samples an allocation request for ev-

ery 2 MB of memory allocations. Sampled accounts for time spent in sampled

allocations, where the allocator additionally records the current call stack trace.

Sampling accounts for 4% of malloc cycles, but in a production environment, it

is invaluable for analyzing memory usage and debugging memory leaks. Some

fleet applications (e.g., monitor) employ extensive sampling, so Sampled ac-
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counts for higher proportion of CPU cycles. Other refers to CPU cycles that

were not classified into a specific category (e.g., due to allocations that require

complex logic).

For each allocation request, TCMalloc prefetches the next object of the same

size class that would be returned. It is too late to prefetch the current object

when it is returned [98]: the user code can start using the object within a few cy-

cles, well before prefetching from the main memory can complete. Prefetching

gives time for the next object to be loaded into the cache before the next alloca-

tion request. Prefetch appears to be costly, taking 16% of malloc cycles in the

fleet, but is key in reducing data cache misses.

Memory fragmentation. The fragmentation ratio is the ratio of the frag-

mented memory to the live in-use memory by the application. Figure 5.5b

shows the average memory fragmentation ratio for the fleet and the top 5 ap-

plications. The fleet-wide fragmentation ratio is 22.2% of the total application

heap size, which consists of 18.8% external fragmentation (i.e., unused memory

cached by the allocator) and 3.4% internal fragmentation (i.e., the slack between

the allocated size class and the requested object size). For the top 5 applications

with the highest allocator usage, the fragmentation ratio ranges from 11.2% to

42.5% of the respective heap size.

Memory fragmentation breakdown. Figure 5.6b decomposes external frag-

mentation into fragmentation within each component of the TCMalloc cache

hierarchy. The major sources of fragmentation are the central free list and the

pageheap, which account for 29% and 51% of the total fragmentation respec-

tively. A span in the central free list can be returned to the pageheap only

when all objects are returned to it. A single long-lived object on a span may
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Figure 5.7: CDF of allocated objects in datacenter applications.

disallow the central free list to return that span, leading to substantial memory

fragmentation. The pageheap manages free spans in hugepages, and accounts

for the majority of memory fragmentation in TCMalloc. It can wait for an en-

tire hugepage to become free before releasing the memory back to the OS, or

subrelease a hugepage [109] by breaking it into non-hugepage-aligned mem-

ory regions. The former preserves hugepage coverage but leaves memory idle,

while the latter leads to performance degradation due to decreased hugepage

coverage. TCMalloc prioritizes keeping hugepages intact [84, 109] by releasing

memory gradually from the pageheap.

Internal fragmentation accounts for 15% of the fleet fragmentation, which

results from the slack between the requested object sizes and the next avail-

able size class. TCMalloc may use finer-grained size classes to reduce the gap

between requested memory and allocated size classes, but this also prevents

reuse of memory blocks in the hierarchy. With finer-grained size classes, TC-

Malloc needs to manage additional per-size-class free lists in its front-end and

middle-tier caches, increasing external fragmentation and reducing object reuse.

Through its size class selection, TCMalloc strikes a balance between the internal

fragmentation due to the number of size classes and the external fragmentation
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from unused memory blocks in its cache hierarchy.

Distribution of allocated objects. To study the distribution of allocated ob-

jects in production, we sample the memory allocations in the fleet over a two-

week period. Figure 5.7 shows the cumulative distribution of the number of

allocated objects and memory in the fleet, as a function of object size. Objects

smaller than 1 KB make up 98% of the allocated objects, but occupy only 28% of

the memory. However, when we focus on the total allocated memory size per

size class, objects larger than 8 KB, account for 50% of the fleet memory. The

largest size class in TCMalloc is 256 KB. Objects that exceed this threshold by-

pass TCMalloc’s cache hierarchy and are directly allocated from the pageheap.

They account for 22% of the allocated memory. To avoid excessive fragmenta-

tion due to these objects, the pageheap maps these allocations in a separate set

of a continuous run of hugepages, as we discuss in Section 5.4.1. The distribu-

tion of allocated objects shows that small objects occupy only a fraction of the

memory but dominate the total number of allocated objects. Therefore, the TC-

Malloc caches prefer optimizing available capacity towards smaller size classes

to reduce overall allocation latency.

Distribution of object lifetime. Figure 5.8 shows the distribution of object

lifetime, based on object size and weighted by the number of sampled alloca-

tions. We collect object lifetime profiles from servers with uptime of at least a

week. We observe that objects have diverse lifetimes. For objects smaller than

16 MB, they can be long-lived (i.e., ≥ 7 days) or short-lived (i.e., ≤ 1 millisec-

ond), or somewhere in between. Lifetimes vary greatly even for objects within

the same size range. In general, smaller objects (≤ 1 KB) are heavily allocated by

our applications (as shown earlier in Figure 5.7), and also have shorter lifetimes,
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Figure 5.8: Distribution of fleet-wide object lifetime, based on object size and
weighted by the number of sampled allocations. We also include the object
lifetime distribution of SPEC CPU2006 benchmarks.

with 46% of objects living shorter than 1 millisecond. We also observe that large

objects are likely to have longer lifetimes, where 65% of objects that are larger

than 1 GB live longer than 1 day. This diversity in object lifetimes provides an

interesting opportunity for the allocator to place objects with similar lifetimes

together in the cache tiers (e.g., to reduce external fragmentation).

In Figure 5.8, we also include the object lifetime distribution sampled from

SPEC CPU2006 [80] benchmarks. We run each benchmark to completion and

combine the lifetime profiles together. The object lifetime distribution in SPEC

benchmarks is much less diverse than what we observe in the fleet. These

benchmarks do not actively allocate or deallocate objects in their stable state.

Most objects are either alive as long as the program lives or only live for a short

period of time (i.e., ≤ 1 ms). This again makes SPEC benchmarks unsuitable for

evaluating the performance of memory allocators.
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5.4 Characterizing and Redesigning Caches

Next, we take an in-depth look at each tier in the TCMalloc cache hierarchy

to uncover performance insights and potential optimization opportunities. For

each tier, we perform a performance characterization, derive performance in-

sights, propose new designs, and evaluate their performance impact.

5.4.1 Per-CPU Cache

The per-CPU cache in TCMalloc is the front-end cache that provides fast alloca-

tion and deallocation of memory to the application. A per-CPU cache 2 is shared

by the software threads scheduled to run on a given CPU core, which allows for

more efficient use of the cache. The per-CPU cache contains a single large block

of memory that is divided between CPUs. Each CPU is assigned a section of this

memory to hold metadata and pointers to the available objects of a particular

size class. The block size provides a bound on the capacity that TCMalloc may

cache in the front-end caches.

Virtual CPUs. The per-CPU caches are populated for all the CPUs on which

the application runs. datacenter applications are often co-located on the same

server, and are constrained to run on a subset of CPUs by the control plane

scheduler [10, 54, 107]. For applications that use only a part of the machine, the

available CPU range is excessive. In our fleet, we have observed a 4× increase

in the number of hyperthreads per server system over the last five platform
2TCMalloc now uses the per-CPU cache as its front-end cache by default, which is a ma-

jor improvement over earlier versions that used per-thread caches. Being inaccessible to other
application threads, per-thread caches strand memory when the threads become idle. The scala-
bility becomes worse in applications with thousands of threads. Unfortunately, this also makes
TCMalloc, a thread-caching malloc, a misnomer.
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generations. As the number of hyperthreads increases, the per-CPU caches and

the associated metadata may grow substantially between platform generations,

even though the populated caches are not effectively used by the applications.

To improve scalability across platform generations, TCMalloc makes use of

virtual CPU (vCPU) IDs [55], which are managed by the kernel in process-

private number space. The vCPU IDs are assigned to prevent TCMalloc from

initializing and maintaining per-CPU data structures for all CPU IDs available

on the platform. By using a dense set of vCPU IDs to index the per-CPU cache,

TCMalloc significantly reduces the number of unique CPU caches that need to

be populated, and avoids populating caches on all accessible cores. For example,

if an application runs on two CPU cores, virtual CPUs always expose IDs 0 and

1, irrespective of which physical cores the application threads are scheduled on.

Disparity in cache usage. By default, each per-CPU cache is statically sized

to store up to 3 MB of objects. While the vCPUs reduce the number of used

caches, we observe that they also bias cache usage towards the lower-indexed

per-CPU caches. Figure 5.9a shows the number of worker threads of a middle-

tier service in our search service stack. We can see that the number of worker

threads constantly fluctuates, due to load spikes and diurnal usage. As such,

datacenter applications typically handle dynamic loads by varying the number

of CPU cores they use. A sudden burst of load may populate caches for the

higher-indexed vCPUs, but the usage of these caches may subside as the load

decreases.

We notice the disparity in cache usage based on the cache miss ratio. We

collect the number of misses, i.e., the number of allocation and deallocation

misses due to insufficient cache capacity, for all per-CPU caches with differ-
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Figure 5.9: (a) The dynamic nature of datacenter workloads. The number of
active threads constantly fluctuates. (b) Significant variation in miss ratio of
per-CPU cache for different vCPU IDs. Higher-indexed caches are inefficiently
used.

ent vCPU IDs over a two-week period. Deallocation misses occur when the

application frees an object, and the corresponding front-end cache is full and

does not have sufficient capacity for the returned object. In such cases, the re-

quest spills over to the transfer cache. Figure 5.9b shows the average ratio of

the number of misses encountered by each per-CPU cache to the total number

of misses over all per-CPU caches. We observe that vCPU 0 suffers the highest

number of misses, and the miss ratio is substantially lower for higher-indexed

vCPU IDs. This clearly demonstrates that the higher-indexed per-CPU caches

are infrequently used. As each per-CPU cache is only allowed to cache up to 3

MB of objects, the higher-indexed per-CPU caches use this capacity much more

inefficiently than the lower-indexed per-CPU caches. This disparity suggests

the need for a heterogeneous cache design.

Heterogeneous per-CPU cache. In contrast to statically-sized per-CPU

caches that are inelastic to changing application behavior, we propose hetero-

geneous per-CPU caches that can be dynamically sized to balance the misses

across all the populated caches. With dynamic resizing, we expect the lower-
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Figure 5.10: Memory reduction due to heterogeneous caches.

indexed per-CPU caches to have a larger capacity compared to the higher-

indexed per-CPU caches in. Measuring the absolute number of requests served

by each per-CPU cache can slow down the fast path. Instead, we record the total

number of misses encountered by each per-CPU cache every 5 seconds, and use

it as a proxy for cache utilization.

To balance the cache utilization, we employ a background thread that pe-

riodically resizes and re-allocates the capacity from lower-utilized to higher-

utilized caches. During each resize interval, we identify the top five per-CPU

caches with highest misses during the previous 5-second interval as the candi-

dates we may want to grow. We then iterate through the remaining per-CPU

caches in a round-robin fashion to identify the candidate per-CPU caches to

steal capacity from. For each per-CPU cache we aim to shrink, we prioritize

shrinking capacity for larger size classes, since the majority of allocations in our

workloads are smaller objects (see Fig. 5.7).

Evaluation. As we described in Section 5.3, the external fragmentation over-

head in TCMalloc accounts for 22.2% of the total application heap size in our

fleet. Through our heterogeneous per-CPU cache design, we aim to improve
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this fragmentation overhead. Because the dynamic scheme improves the utiliza-

tion of front-end caches, we simultaneously reduce the default size of each per-

CPU cache from 3 MB to 1.5 MB. Note that, due to the reduced capacity of the

front-end caches, we also observe a reduction in fragmentation in the transfer

cache, central free list and pageheap, as TCMalloc ends up caching fewer objects

in aggregate. Our fleet experiments reveal that lowering the capacity results in

no performance impact for our applications. As shown in Figure 5.10, we ob-

serve a 1.94% reduction in fleet memory usage, and a 0.58% − 2.45% reduction

in memory usage of the top 5 applications. For the benchmarks in Section 5.2.3,

the memory usage of the data processing pipeline, image processing server and

Tensorflow serving reduces by 2.66%, 2.27%, and 2.08%, respectively. We omit

Redis because it is single-threaded, hence it uses a single per-CPU cache.

5.4.2 Transfer Cache

The transfer cache holds an array of pointers to free objects. When the per-

CPU cache is depleted or full, it reaches out to the transfer cache to request or

return a batch of objects. The transfer cache provides a centralized repository of

objects that is shared by all the per-CPU caches. That is, an object de-allocated

by one per-CPU cache may be later allocated by another per-CPU cache. As

such, the transfer cache allows memory objects to flow rapidly between the per-

CPU caches.

Datacenter heterogeneity. To achieve the desired performance, a memory

allocator needs to adapt to the heterogeneity in hardware platforms. In recent

years, Moore’s law has slowed down [63, 64] and the cost scaling of newer sili-
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Figure 5.11: Cache to cache data transfer overhead on a platform with heteroge-
neous cache topology.

con process nodes continues to diminish. The decline in these technology trends

has given rise to datacenter designs with greater heterogeneity [60, 79, 141].

To meet the ever-growing computing demands, CPU vendors have adopted

chiplet-based architectures [58, 114, 137] to improve scaling and reduce manu-

facturing costs. A significant portion of our fleet is composed of platforms with

chiplet architectures, which provide multiple last-level cache domains within a

socket, leading to Non-Uniform Cache Accesses (NUCA) [91].

Non-uniform data transfer overhead. To investigate the performance im-

plications of chiplet architectures, we use Intel MLC [19] to measure the core-

to-core access latency on a production platform. Figure 5.11 shows the access

latency for data shared between the cores within the same cache domain and

for different cache domains within the same socket. We observe that the inter-

cache-domain latency is 2.07× of the intra-cache-domain access latency. data-

center applications may span across multiple cache domains, owing to the fact

that they are too large to fit within a single cache domain and/or be scheduled

as such by the scheduler [10]. The disparity in access latency suggests that the

memory allocator should allocate objects that are cache domain local. To this

end, we propose NUCA-aware transfer caches that shard a singleton transfer

cache into multiple chiplet-local caches.
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Figure 5.12: Structure of NUCA-aware transfer caches. We maintain a NUCA-
aware transfer cache per cache domain.

NUCA-aware transfer caches. The legacy transfer cache is a centralized

cache. In chiplet architectures, the legacy transfer cache may transfer mem-

ory objects between multiple cache domains. That is, objects freed by cores in

one cache domain may be allocated by cores in another cache domain. Access-

ing such objects would require fetching data from non-local LLCs. To minimize

inter-cache-domain sharing, we design NUCA-aware transfer caches that track

an array of free objects local to each LLC domain. As shown in Figure 5.12, each

NUCA-aware transfer cache only serves allocation and deallocation requests

originating from its corresponding cache domain. We periodically release un-

used free objects in these transfer caches to prevent stranding over time. We

also make sure to activate only as many NUCA-aware transfer caches as the

application is scheduled on. Note that, we retain a centralized legacy transfer

cache that backs NUCA-aware transfer caches, as it still offers cheaper memory

allocation than the central free list.

Evaluation. Table 5.1 shows the performance improvement due to NUCA-

aware transfer caches. Overall, the NUCA-aware transfer caches improve the

cache locality, reducing the LLC load miss rate by 4.37%. In our fleet, we ob-

serve over 17.05% of the CPU cycles to be wasted due to back-end stalls [151].
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Application Throughput Memory CPI LLC Load Miss (MPKI)
change(%) change (%) change (%) Before After

fleet 0.32 0.10 -0.57 2.52 2.41
spanner 0.28 0.08 -0.42 3.80 3.21
monarch 0.62 0.32 -2.89 2.64 2.37
bigtable 0.47 0.10 -1.28 2.09 1.96
f1-query 1.05 0.01 -3.32 2.28 2.15

disk 1.72 0.62 -0.52 4.60 3.99
redis / / / / /

data-pipeline 2.19 0.08 -2.69 1.82 1.39
image-processing 1.37 0.14 -8.02 0.81 0.52

tensorflow 3.80 0.16 -7.46 1.88 1.41

Table 5.1: Results of fleet-wide experiments and local benchmarks for enabling
NUCA-aware transfer caches.

Due to an improvement in the LLC miss rate, we achieve 0.32% improvement in

application throughput in the fleet. For the top 5 applications in the production

fleet, we observe a throughput improvement of 0.28%–1.72% and a reduction in

the cycles per instruction (CPI) of 0.32%–3.32%. Note that, due to an additional

caching layer, we also observe an increase in fragmentation by 0.10% of the

fleet memory. As we discuss earlier, even with this small increase in fragmen-

tation, we see an outsized improvement in application productivity that results

in overall server resource savings. Experiments with benchmarks described in

Section 5.2.3 also show that we can increase throughput by 1.37–3.80% with a

0.08%–0.16% increase in memory usage. We again skip Redis in this study be-

cause it is single-threaded and does not benefit from optimizations targeting

multi-threaded applications.

5.4.3 Central Free List

The central free list manages memory in spans, which are collections of TCMal-

loc pages. It fulfills requests from the transfer cache for one or more objects by
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extracting free objects from spans. When the objects are returned to the central

free list, each object is freed to the span it belongs to.

Diverse object lifetime. A span may only be released when all of the ob-

jects belonging to it are freed. However, object lifetime is extremely diverse.

Even for objects of the same size class, any particular allocation might be freed

instantly or may live forever (shown in Figure 5.8). The long-lived allocations

prevent the spans from being freed, leading to increased memory fragmenta-

tion. We can potentially reduce memory fragmentation by using lifetime an-

notations (e.g., compiler-guided [117, 136] or application-specified) to allocate

short-lived and long-lived objects on different spans. Indeed, prior work [108]

uses machine learning to predict object lifetime, which can introduce significant

runtime overheads.

Live allocations and span return rate. The central free list maintains dif-

ferent sets of spans to allocate objects for each size class. That is, the 8B and

16B objects are allocated from separate spans – an 8KB span may allocate up to

1024 8B objects or 512 16B objects. We use fleet-wide telemetry collected over a

two-week period to study the correlation between the probability of returning a

span to the pageheap, and the number of live allocations on a span. Figure 5.13

shows the release rates for spans with different numbers of live allocations for

the 16B size class, where a span can allocate up to 512 objects. As the number of

live allocations increases, the probability of a span release goes down.

For each size class, the central free list organizes spans in a singly linked list.

It fulfills incoming allocation requests from a span at the front of that list. As

such, the objects may be allocated from spans with the fewest live allocations

that are most likely to be released, just because they happen to lie in the front
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Figure 5.13: Correlation between the number of live allocations and span return
rate for size class of 16 bytes.

of the linked list. We utilize the observation from Figure 5.13 to propose a pri-

oritization scheme that allocates objects from spans that are least likely to be

released.

Span prioritization. We aim to minimize memory fragmentation in the cen-

tral free list by fulfilling incoming allocations from spans that have the least

likelihood of being freed, while deprioritizing spans that are expected to be

freed in the near future. We restructure the central free list to manage spans

in L linked lists (instead of a singleton list) to track spans with varying occu-

pancy separately. Spans with fewer live allocations on them are mapped to

higher-indexed lists. Specifically, we map a span with A live allocations into a

list indexed max(0, L − log2(A)). This allows us to differentiate spans with fewer

allocations at a finer granularity – spans with 132 or 255 live allocations are un-

likely to be released and can be mapped in the same list. Our experiments show

that L = 8 lists are sufficient to differentiate spans.

The central free list allocates objects from spans in the list with the lowest

possible index, since it contains spans with a higher number of allocated ob-

114



fle
et

sp
an

ne
r

m
on

ar
ch

bi
gt

ab
le

f1
-q

ue
ry

di
sk

re
di

s

da
ta

-
pi

pe
lin

e
im

ag
e-

pr
oc

es
sin

g

te
ns

or
flo

w0.0
0.5
1.0
1.5
2.0
2.5
3.0

M
em

or
y 

re
du

ct
io

n 
(%

)

Figure 5.14: Memory reduction with span prioritization.

jects. We also move spans between the lists as required on each allocation and

deallocation, as the number of live allocations on them change.

Evaluation. With span prioritization, the central free list can densely pack

allocations on fewer spans. Figure 5.14 shows the resulting reduction in mem-

ory fragmentation. In a fleet-wide experiment, we achieve a 1.41% reduction in

fleet memory usage. At our scale, this reduction leads to significant cost sav-

ings in server resources. The memory fragmentation in monitor reduces by

2.76%, and by 0.34%–2.54% for other fleet applications. We also confirm that the

application’s productivity metrics remain unchanged. For the benchmarks, we

observe a memory usage reduction of 0.61%–1.36%.

5.4.4 Pageheap

TCMalloc’s hugepage-aware pageheap [84] manages memory in hugepage-

sized chunks to take advantage of Transparent Huge Pages (THP) [37], which

provides an opportunity for the kernel to cover consecutive pages using

hugepages in the page table. An entire aligned hugepage (typically 2MB on

115



Fragmentation

Memory in use

94.4

83.6

4.3

6.1 10.3

HugeFiller HugeRegion HugeCache

Figure 5.15: In-use memory and fragmentation (%) in the pageheap. HugeFiller
is the major contributor to fragmentation.

x86) occupies just one TLB entry, which reduces stalls by increasing the TLB

coverage and reducing TLB misses [96]. The pageheap plays a critical role in

efficiently managing the memory layout to maximize TLB efficiency.

The pageheap [84] consists of three major components: (1) the hugepage filler

handles allocation requests smaller than a hugepage. Here, spans are packed

into hugepages; (2) the hugepage region is used for allocations that slightly exceed

the size of a hugepage (e.g., 2.1MB). It packs such allocations on to a contiguous

run of hugepages; (3) the hugepage cache also handles large allocations of at least

a hugepage. Such allocations can generate slack (e.g., 1.5 MB slack from a 4.5

MB allocation), which is then donated to the hugepage filler.

pageheap fragmentation. While the pageheap cannot control the amount of

memory that the application uses, it plays a critical role in placing those alloca-

tions in hugepage-aligned memory regions to improve the TLB efficiency. The

pageheap is a major contributor to fragmentation, accounting for 51% of the

total external fragmentation (Section 5.3). As shown in Figure 5.15, hugepage

filler manages 83.6% of the total in-use memory and accounts for 94.4% of the

pageheap fragmentation. Given this, we focus on the hugepage filler.

Hugepage filler. The hugepage filler allocates spans from hugepages-

aligned memory regions. It frees up a hugepage when all the spans previously

allocated from it are returned by the central free list. Similar to the span pri-
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Figure 5.16: Correlation between the span capacity and span return rate for
different size classes.

oritization mechanism that we discussed in Section 5.4.3, the hugepage filler

prioritizes span allocations from hugepages that already have a higher number

of allocations, and thus are least likely to be released. It assumes that spans

themselves are independently and equally likely to become free. Instead, we

analyze heuristics that can be used to identify spans that are more likely to be

freed. We can then assign span allocations to different sets of hugepages based

on their lifetime – we can place short-lived spans densely on fewer hugepages,

thus improving TLB efficiency and fragmentation.

Span lifetime. We notice that spans of different size classes have diverse

lifetimes. As we described in Section 5.2.1, TCMalloc uses a span to exclusively

allocate objects of a particular size class; span capacity denotes the total objects

for a size class that may be allocated from that span. For instance, an 8 KB span

has a capacity of 1024 8B objects.

We perform a correlation study of span lifetime versus span capacity. Fig-

ure 5.16 shows the span capacity and its rate of returning from the central freelist

to the hugepage filler for different size classes. We see a strong negative corre-
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lation (with a Spearman’s correlation coefficient of −0.75) between the capacity

of a span and its return rate. In Figure 5.16, the leftmost data points show the

spans allocating large size classes that can only hold one object. When the only

object is returned, the span is released, resulting in a high span return rate. In

contrast, spans with a significantly larger capacity are long lived and have a

much lower return rate.

We use span capacity as a proxy for its lifetime to distinguish between short-

lived and long-lived spans. Since a span is only released when all objects from

it are freed, the object lifetime (Figure 5.8) is not necessarily a good measure for

the span lifetime. It also requires lifetime annotations from compiler or applica-

tions that incur significant runtime overhead [108] . In contrast, span capacity is

statically determined and can be used without any runtime overhead.

Lifetime-aware hugepage filler. We propose to make the hugepage filler

aware of span lifetime to maximize the probability that a hugepage becomes

totally free. That is, we aim to allocate short-lived and long-lived spans from

separate sets of hugepages. To that end, we use dedicated hugepages for al-

locating spans with capacity > C and ≤ C. Our experiments reveal C = 16 as

an acceptable threshold for separating span allocations. We replicate linked-list

structures to track these dedicated hugepages separately. For incoming requests

in each lifetime category, we prioritize allocating from hugepages that have the

most allocations.

By differentiating between long-lived and short-lived spans, the lifetime-

aware hugepage filler is able to densely place short-lived allocations on dedi-

cated hugepages and release memory to the OS in complete hugepages. This

improves hugepage coverage, reduces TLB misses, and boosts application per-
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Application Throughput Memory CPI dTLB Load Walk (%)
change(%) change (%) change (%) Before After

fleet 1.02 -0.82 -6.75 9.16 6.22
spanner 0.38 -0.45 -0.99 7.92 7.60
monarch 3.30 -0.05 -10.10 20.34 15.55
bigtable 2.83 -0.13 -4.44 17.25 15.00
f1-query 1.40 -1.40 -4.56 9.62 9.07

disk 6.29 -0.38 -17.61 8.42 6.55
redis 1.05 -7.02 -9.04 10.34 10.25

data-pipeline 1.43 -1.50 -2.76 5.36 4.97
image-processing 2.15 -1.29 -7.59 1.46 0.96

tensorflow 3.91 -2.69 -2.72 6.79 5.91

Table 5.2: Fleet workloads and benchmarks using the lifetime-aware hugepage
filler. dTLB load walk (%) is the fraction of cycles spent in page walk, without
accessing the L2 TLB.

formance. We also observe that smaller objects have higher access density. By

separating spans with smaller size classes, we also efficiently utilize the limited

TLB resources.

Evaluation. Table 5.2 shows results of enabling the lifetime-aware

hugepage filler. The baseline implements the state-of-the-art hugepage-aware

pageheap as proposed by Hunter et al. [84]. For the fleet experiment, we

achieve 1.02% improvement in throughput and 0.82% reduction in memory us-

age. For the top 5 applications, we improve the throughput by 0.38%–6.29%

and reduce the CPI by 0.99%–17.61%. Figure 5.17a shows the hugepage cov-

erage for applications. We can see that the lifetime-aware hugepage filler im-

proves hugepage coverage, increasing the average percentage of heap memory

backed by hugepages from 54.4% to 56.2%. Due to improved TLB efficiency, we

observe a 2.94% reduction in dTLB load walk cycles and an 8.1% reduction in

dTLB misses (Figure 5.17b) in our fleet. This again supports our argument that

optimizing for application productivity provides more efficiency gains than op-

timizing for the malloc CPU overhead alone, since the memory allocator has a

substantial leverage on improving data locality and maximizing TLB efficiency.
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Figure 5.17: (a) Improved hugepage coverage rate and (b) reduced dTLB miss
rate with lifetime-aware hugepage filler.

Benchmark experiments on a dedicated server also show that we can achieve

a 1.05–3.91% increase in throughput with a 1.29%–7.02% reduction in memory

usage.

5.4.5 Putting It All Together

Our characterization study shows that a datacenter memory allocator must ac-

commodate the dynamic resource needs of datacenter applications, be aware

of heterogeneity in hardware platforms, and leverage the diverse lifetime char-

acteristics to improve data locality. Based on these insights, we redesign each

cache tier in TCMalloc to propose a heterogeneous per-CPU cache, a NUCA-

aware transfer cache, a central freelist with span prioritization, and a lifetime-

aware hugepage filler.

Redesigning the memory allocator for warehouse-scale environments helps

us achieve our ultimate goal: maximize the productivity of datacenter appli-

cations by using fewer server resources to complete the same or more units of

work, even if it results in a lower reduction in the overall “datacenter tax”. The

designs in this work have been gradually rolled out to our fleet over a two-
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year period. Given the ever-changing nature of datacenter workloads, it is non-

trivial to perform a strict end-to-end evaluation of these designs. Regardless,

we can estimate the aggregate performance impact of the four designs based on

their relative improvement. We achieve a 1.4% increase in fleet throughput and

a 3.5% reduction in fleet memory usage. For the top 5 applications, we achieve

0.7%–8.1% throughput and 1.0%–6.3% memory improvement. The source code

for all the designs is open sourced and publicly available.

5.5 Discussion

In this work, we discussed certain design choices in TCMalloc as case studies

following our characterization insights. Next, we discuss potential opportuni-

ties as future work.

Room at the top [100]. With Moore’s law slowing down, performance gains

need to come from improvements at the top of the computing stack [101]. In

this work, we focus on the memory allocator to show how leveraging fleet-

wide profiling and improving common libraries [89,140] can uncover horizontal

efficiency opportunities. With diminishing returns due to technology scaling,

optimizing common libraries can yield dramatic performance improvements.

Datacenter tax and productivity metrics. While understanding the data-

center tax can help us identify the largest building blocks of datacenter applica-

tions, reducing the tax itself may yield limited efficiency gains. The efficiency

improvements to the malloc CPU overhead may yield up to a 4.3% improve-

ment in fleet CPU, but a larger opportunity lies in optimizing for application

productivity – 20-64% of CPU cycles incur memory stalls [89, 141] and optimiz-
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ing for data locality can have a larger performance upside. While we present

four case studies, several opportunities remain that may improve cache effi-

ciency and/or hugepage coverage through improved allocation placements.

NUMA architecture and beyond. TCMalloc has a built-in support [18] for

Non-Uniform Memory Access (NUMA) architectures. In NUMA mode, it du-

plicates the set of size classes and page allocator for each NUMA node, ensuring

that allocations always return local memory. In this work, we demonstrate the

need for the memory allocator to adapt to the heterogeneity of hardware plat-

forms. We propose NUCA-aware transfer caches that preserve cache locality in

platforms with non-uniform cache domains.

Cooperation with kernel features. Although TCMalloc is a userspace mem-

ory allocator, it needs to cooperate with the kernel to achieve the desired per-

formance. It uses restartable sequences [31] to optimize the fast path of the

per-CPU cache, avoiding the use of locks or expensive atomic instructions

when accessing per-CPU data. Virtual CPU [55] support exposes a dense set of

CPU IDs to index the per-CPU cache, which helps TCMalloc reduce the mem-

ory footprint of the front-end cache. TCMalloc also makes use of transparent

hugepages [37] in the back-end pageheap [84] to improve hugepage coverage

and reduce dTLB misses. These optimizations illustrate the need to leverage

kernel features to improve the performance of a memory allocator.

Object lifetime and access density. In this work, we propose a lifetime-

aware allocator that uses span lifetime to improve allocation placements in

hugepages. We can also use user-defined or profile-guided [117, 136] lifetime

and access density annotations that can further improve TLB efficiency.
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5.6 Conclusion

We present the first comprehensive characterization study of TCMalloc, a mem-

ory allocator used in datacenters. We show that the memory allocator needs

to adapt to the dynamic resource usage of datacenter applications, be aware of

heterogeneity in hardware platforms, and utilize the objects’ diverse lifetime to

make memory packing decisions. Based on these insights, we redesign each

tier in the TCMalloc cache hierarchy for datacenter environments, We evaluate

these design choices using fleet-wide A/B experiments in our production fleet,

resulting in a 1.4% improvement in throughput and a 3.4% reduction in RAM

usage.
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CHAPTER 6

CONCLUSIONS AND FUTURE WORK

In this dissertation, we optimize the foundational system build blocks for

datacenter applications, from high-level computing frameworks, such as server-

less computing to the underlying system software libraries, such as the memory

allocator. In particular, we have made the following contributions.

• Resource management for serverless applications: To improve the

resource efficiency of emerging serverless applications in datacenters,

we built Aquatope, a QoS-and-uncertainty-aware resource manager for

multi-stage serverless workflows. Aquatope shows that function cold

starts and resource allocation are correlated and must be tackled jointly.

Moreover, Aquatope addresses the importance of handling noise and un-

certainty in datacenters. Aquatope demonstrates that a joint solution to

cold starts and resource management, taking into account uncertainty, can

effectively improve the resource efficiency of serverless applications.

• Efficient serverless workflow execution: Despite efficient resource man-

agement approaches, serverless workflows still suffer from increased la-

tency due to control plane overheads. We presented Meteion, a fast and

efficient serverless workflow execution engine for latency-critical applica-

tions. We demonstrate that the control plane and communication over-

heads are the major sources of degraded performance of serverless work-

flows. Meteion shows that by decoupling the control plane from the work-

flow execution, and enabling decentralized workflow orchestration and

direct inter-function communication, we can make serverless workflows a

feasible high-performance solution for latency-critical applications.
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• Memory allocator optimization: One of the low-level system libraries

with great potential to improve performance across the datacenter is the

memory allocator. We performed the first comprehensive characterization

study of TCMalloc, a memory allocator used in the production datacenter

fleet. Based on our characterization, we derive unique insights and use

them to design a memory allocator for datacenter applications. In par-

ticular, such an allocator needs to (1) adapt to the dynamic resource us-

age of datacenter applications, (2) be aware of heterogeneity in hardware

platforms, and (3) utilize diverse lifetime information to make memory-

packing decisions. Evaluation results show that redesigning the memory

allocator for warehouse-scale environments significantly improves fleet

productivity.

We believe that this dissertation opens up several directions for future work.

• Efficient serverless LLM inference: Serverless frameworks have been

adopted by Large Language Model (LLM) applications. By serving LLM

inference in a serverless manner, LLM service providers can efficiently

multiplex LLMs on shared GPUs, which improves utilization, and helps

application developers avoid the expense of long-term GPU provisioning.

However, serverless inference also faces significant overheads, as loaded

LLM checkpoints range from gigabytes to terabytes. Serverless frame-

works can be further optimized to reduce the storage overhead of LLM

checkpoints and achieve optimal scheduling for model loading and mi-

gration.

• Self-tuning system libraries: Foundational system libraries usually have

multiple adjustable knobs (e.g., the cache sizes of a memory allocator)
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that can affect the performance of an application. Different applications

have different performance behaviors, therefore the optimal parameters

for these libraries vary. Manually adjusting these performance knobs for

all applications takes a substantial effort and is impractical. On the other

hand, creating a system service to automatically tune these parameters for

various applications has great potential to improve system efficiency.
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