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The objective of this dissertation is to explore the use of machine learning

algorithms in understanding and detecting hate speech, hate speakers and po-

larized groups in online social media. Beginning with a unique typology for

detecting abusive language, we outline the distinctions and similarities of dif-

ferent abusive language subtasks (offensive language, hate speech, cyberbully-

ing and trolling) and how we might benefit from the progress made in each area.

Specifically, we suggest that each subtask can be categorized based on whether

or not the abusive language being studied 1) is directed at a specific individ-

ual, or targets a generalized “Other” and 2) the extent to which the language

is explicit versus implicit. We then use knowledge gained from this typology

to tackle the “problem of offensive language” in hate speech detection. A key

challenge for automated hate speech detection on social media is the separation

of hate speech from other instances of offensive language. We present a Logistic

Regression classifier, trained on human annotated Twitter data, that makes use

of a uniquely derived lexicon of hate terms along with features that have proven

successful in the detection of offensive language, hate speech and cyberbully-

ing. Using the tweets classified by the aforementioned hate speech classifier, we

extract a set of users for which we collect demographic and psychological at-

tributes, with the goal of understanding how these attributes are related to hate

speech use. We first present a binary Random Forest classifier for predicting



whether or not a Twitter user is a hate speaker. We then explore the use of linear

and Random Forest regression models as a means of explaining and predicting

levels of hate speech use based on user attributes. To the best of my knowledge,

this work is the first to present an automated approach for detecting individual

hate speakers. Finally, we present a non-negative matrix factorization (NMF)

algorithm for identifying polarized groups using tripartite graphs (user-post-

tag) gleaned from social media data. This work is heavily inspired by the need

for an unsupervised approach that works well in contexts varying in the nature

of the controversy, the level of polarization, the number of polarity groups in-

volved, and the presence of neutral entities. I present the first ever analysis of

polarization on data from the Tumblr platform, showing improved performance

over traditional community detection methods and the state-of-the-art method

of NMF on bipartite graphs.
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CHAPTER 1

INTRODUCTION

With the growing popularity of online social media platforms, the need for

automated hate speech and polarization detection methods has been ever-

increasing. In recent years, hate speech and other forms of abusive language

have plagued online communities, negatively impacting user experience and

safety. Social media platforms are being criticized for their inability to combat

hate speech in a timely manner, especially by countries that have enacted laws

against the use of hate speech. Despite best efforts, the sheer amount of online

data to be processed has made it difficult to rise to the challenge.

Identifying polarized groups online has also become of increasing interest.

This is especially true in the political realm, where polarized political groups

(“echo chambers”) have contributed to the spread of misinformation within

communities. The ability to reliably classify these groups, especially without

having to sift through mass amounts of textual data, has implications not just in

politics but in business and finance as well.

While the topics of hate speech and polarization appear to be distinct at first

glance, there are indeed threads connecting the two. Hate speech is, in itself,

polarizing. The mere use of hate speech has an “othering” effect, especially

when directed at racial, sexual, religious and other minorities. Further, as evi-

denced by the Gamergate controversy, the strategic use of hate speech against

opponents has the ability to polarize a cohesive movement. Though Gamer-

gate began as a movement advocating for ethics in journalism, it quickly turned

into a hate and harassment campaign against women, forcing many of its early

supporters to turn against it.
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In this dissertation, I present methods for detecting hate speech, hate speak-

ers and polarized groups in online social media. In chapter 2, a typology for

abusive language detection is proposed - one that heavily informs the work

presented in the remaining chapters. In chapter 3, I present a hate speech detec-

tion classifier that deals with the problem of offensive language. We find that

this method is largely successful in distinguishing hate speech from generally

offensive language. Chapter 4 includes automated classifier and regression ap-

proaches that use demographic, psychological and social network attributes in

identifying hate speakers and predicting their levels of hate speech use. Finally,

chapter 5 presents a non-negative matrix factorization algorithm for uncovering

polarized groups in online social media. Using Tumblr data, I show that this

algorithm is adept at identifying polarized groups in varying contexts - from

controversies like Gamergate to popular sports tournaments like FIFA.
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CHAPTER 2

UNDERSTANDING ABUSE: A TYPOLOGY OF ABUSIVE LANGUAGE

DETECTION SUBTASKS

2.1 Introduction

1 Over the past several years, the desire to detect abusive language online has in-

creased dramatically. With the emergence of the web, internet users have been

increasingly exposed to abusive language in all forms. In order to ensure the

pleasant experience and safety of users, social media has come under interna-

tional pressure to tackle problems of abusive language on their sites. Academic

and industry researchers alike have taken on the huge task of identifying, un-

derstanding and preventing the use of harmful speech online.As the body of

research on abusive language detection and analysis grows, there is a need for

critical consideration of the relationships between different subtasks that have

been grouped under this label.

The terms ‘abusive language’, ‘harmful speech’ and ‘toxic language’ have

come to be umbrella terms for several types of abusive language, including pro-

fanity, offensive language and hate speech. Identifying one or more of these

types of abusive language is a core component in identifying online hate speech,

cyberbullying and trolling, but little work has been done to examine the rela-

tionship between these aims. Since these subtasks of abusive language detec-

tion seek to address specific, yet partially overlapping phenomena, we believe

that there is much to gain by studying how these subtasks are related.

1This work was co-authored with Zeerak Waseem, Thomas Davidson and Ingmar Weber. It
was presented at the Association of Computational Linguistics’ Abusive Language Workshop
(2017)
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The domain of abusive language detection suffers from both definitional and

practical issues. There is a general lack of consensus regarding what defines

different types of abusive language and what labels to use for them. This is il-

lustrated in two major ways. First, past work uses a variety of different labels

to identify similar abusive content. In annotating for cyberbullying events, [80]

identifies racist and sexist remarks as a subset of “insults”, whereas [60] clas-

sifies similar remarks as “hate speech” or “derogatory language.” In contrast,

the same labels are often used in identifying inherently different types of abu-

sive content. [88] only considers “hate speech” without regard to any potential

overlap with bullying or otherwise offensive language, while [23] distinguish

hate speech from generally offensive language. Additionally, there is often dis-

agreement regarding what constitutes certain types of abusive language. Some

messages considered to be hate speech by [88] are only considered to be deroga-

tory or offensive by [60] and [23]. The overall lack of consensus has resulted in

contradictory guidelines for annotating abusive language and precludes the use

of annotated data and guidelines across studies.

Further, these issues make it quite difficult to synthesize past literature in

abusive language detection. Surely, subtasks related to the identification of on-

line harassment, cyberbullying and trolling can benefit from gains made in the

areas of hate speech and offensive language detection. Similarly, annotating for

personal attacks as in [92] likely encompasses the identification of cyberbully-

ing, hate speech, offensive language and trolling. Studies aimed at identifying

multiple types of abusive language in this manner can benefit from understand-

ing the literature and methods associated with each subtask. While we do not

seek to solve the definitional problem present in past work, we do hope to iden-

tify some fairly universal characteristics of different forms of abusive language

4



that will help us to overcome some of the area’s inherent problems.

Based on work pertaining to hate speech, cyberbullying, and online abuse

we propose a typology that captures central similarities and differences be-

tween subtasks and we discuss its implications for data annotation and feature

construction. We argue that the differences between subtasks within abusive

language can be reduced to two primary factors:

1. Is the language directed towards a specific individual or entity or is it directed

towards a generalized group?

2. Is the abusive content explicit or implicit?

Each of the different subtasks related to abusive language occupies one or

more segments of this typology. Our aim is to clarify the similarities and differ-

ences between subtasks in abusive language detection to help researchers select

appropriate strategies for data annotation and modeling.

Explicit Implicit

D
ir

ec
te

d “Go kill yourself”, “You’re a sad little f*ck” [79],
“@User shut yo beaner ass up sp*c and hop your

f*ggot ass back across the border little n*gga” [23],
“Youre one of the ugliest b*tches Ive ever fucking

seen” [51].

“Hey Brendan, you look gorgeous today. What

beauty salon did you visit?” [25],

“(((@User))) and what is your job? Writing cuck arti-

cles and slurping Google balls? #Dumbgoogles” [44],

“you’re intelligence is so breathtaking!!!!!!” [26]

G
en

er
al

iz
ed

“I am surprised they reported on this crap who cares

about another dead n*gger?”, “300 missiles are cool!

Love to see um launched into Tel Aviv! Kill all the

g*ys there!” [60],

“So an 11 year old n*gger girl killed herself over my

tweets? ˆ ˆ thats another n*gger off the streets!!” [53].

“Totally fed up with the way this country has turned

into a haven for terrorists. Send them all back home.”

[13],

“most of them come north and are good at just mow-

ing lawns” [26],

“Gas the skypes” [58]

Table 2.1: Typology of abusive language.
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2.2 A typology of abusive language

Much of the work on abusive language subtasks can be synthesized in a two-

fold typology that considers whether (i) the abuse is directed at a specific target,

and (ii) the degree to which it is explicit ([87]).

In terms of targets, abuse can either be directed towards a specific individ-

ual or entity, or it can be used towards a generalized Other (for example, people

with a certain ethnicity or sexual orientation). This is an important sociologi-

cal distinction as the latter references a whole category of people rather than a

specific individual, group, or organization (see [11], [91]). As we discuss below,

this entails linguistic distinctions that can be productively used by researchers

to identify the different forms of abuse. To better illustrate this, the first row

of Table 2.1 shows examples from the literature of directed abuse, where some-

one is either mentioned by name, tagged by a username, or referenced by a

pronoun.2 Cyberbullying and trolling are instances of directed abuse, aimed

at individuals and online communities, respectively. The second row exhibits

cases with abusive expressions towards generalized groups such as racial cat-

egories and sexual orientations. While previous work has identified instances

of hate speech that are both directed and generalized ([13, 88, 23]), it seems [60]

come closest to making a distinction between directed and generalized hate.

The other dimension is the extent to which abusive language is explicit or

implicit. This is roughly analogous to the distinction in linguistics and semi-

otics between denotation, the literal meaning of a term or symbol, and connota-

tion, its sociocultural associations, famously articulated by [5]. Explicit abusive

language is that which is unambiguous in its potential to be abusive, for exam-

2All punctuation is as reported in original papers. We have added all the * symbols.
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ple language that contains racial or homophobic slurs. Identifying this type of

language should always be done with caution, however, as previous research

has indicated a great deal of variation within such language ([83, 23]). The iden-

tification of abusive terms alone is not sufficient to identify explicit abuse, since

such terms are often used in a colloquial manner or by people who are victims

of abuse.

Implicit abusive language is that which does not immediately imply or de-

note abuse. Here, the true nature is often obscured by the use of ambiguous

terms, sarcasm, lack of profanity or hateful terms, and other means, generally

making it more difficult to detect by both annotators and machine learning ap-

proaches ([26, 20, 49]). Social scientists and activists have recently been paying

more attention to implicit, and even unconscious, instances of abuse that have

been termed “micro-aggressions” ([76]). As the examples show, such language

may nonetheless have extremely abusive connotations. The first column of Ta-

ble 2.1 shows instances of explicit abuse, where it should be apparent to the

reader that the content is abusive. The messages in the second column are im-

plicit and it is harder to determine whether they are abusive without knowing

the context. For example, the word “them” in the first two examples in the [gen-

eralized and implicit] cell refers to an ethnic group, and the words “skypes” and

“Google” are used as euphemisms for slurs about Jews and African-Americans,

respectively. Abuse using sarcasm can be even more elusive for detection sys-

tems, which don’t often benefit from the world experience or situational context

necessary to identify sarcasm. As an example, both human annotators and ma-

chine learning approaches might find it difficult to pick up on the sarcasm be-

hind the seemingly harmless comment praising someone’s intelligence, which

was actually a sarcastic response to a beauty pageant contestant’s unsatisfactory

7



answer to a question ([26]).

2.3 Implications for future research

In the following section we outline the implications of this typology, highlight-

ing where the existing literatures indicate how we can understand, measure,

and model each subtype of abuse. Specifically, we outline some of the implica-

tions that our typology has for creating annotation guidelines and the machine

learning models that use them.

2.3.1 Implications for annotation

Directed vs. Generalized Targets

In the task of annotating documents that contain bullying, it appears that

there is a common understanding of what cyberbullying entails: an intention-

ally harmful electronic attack by an individual or group against a victim, usu-

ally repetitive in nature ([20]). This consensus allows for a relatively consistent

set of annotation guidelines across studies, most of which simply ask annota-

tors to determine if a post contains bullying or harassment ([19, 51, 10]). High

inter-annotator agreement on cyberbullying tasks (93%) [20] further indicates

a general consensus around the features of cyberbullying ([80]). After bully-

ing has been identified, annotators are typically asked more detailed questions

about the extremities of the bullying, the identification of phrases that indicate

bullying, and the roles of users as bully/victim ([19, 80, 51]).

8



We hypothesize that consensus may be due to the directed nature of the phe-

nomenon. Cyberbullying involves a victim whom annotators can identify and

relatively easily discern whether statements directed towards the victim should

be considered abusive. In contrast, in work on annotating harassment, offensive

language and hate speech there appears to be little consensus on definitions and

lower inter-annotator agreement (κ ≈ 0.60 − 0.80) are obtained ([68, 84, 77, 9]).

Given that these tasks are often broadly defined and the target is often general-

ized, all else being equal, it is more difficult for annotators to determine whether

statements should be considered abusive. Future work in these subtasks should

aim to have annotators distinguish between targeted and generalized abuse so

that each subtype can be modeled more effectively.

Explicit vs. Implicit Abuse

Annotation (via crowd-sourcing and other methods) tends to be more

straightforward when explicit instances of abusive language can be identified

and agreed upon ([86]). This is considerably more difficult when implicit abuse

is considered ([20, 49, 26]), especially since the connotations of language can be

difficult to classify without domain-specific knowledge. While some argue that

detailed guidelines can help annotators to make more subtle distinctions ([23]),

others find that they do not improve the reliability of non-expert classifications

([68]). In such cases, expert annotators with domain-specific knowledge are pre-

ferred as they tend to produce more accurate classifications ([84]).

Ultimately, the type of abuse that researchers are seeking to identify should

guide the annotation strategy. In highlighting the major differences between

9



different abusive language detection subtasks, our typology indicates that dif-

ferent annotation strategies are appropriate depending on the type of abuse.

Where subtasks occupy multiple cells in our typology, annotation guidelines

should reflect both similarities and differences, and annotators should be capa-

ble of (and allowed to) making nuanced distinctions that differentiate between

different types of abuse and result in quality annotations.

It should also be noted here that the nature of abusive language can be

extremely subjective, and researchers must endeavor to take this into account

when using human annotators. [23], for instance, show that annotators tend to

code racism as hate speech at a higher rate than sexism. As such, it is important

that researchers consider the social biases that may lead people to disregard (or

be sensitive to) certain types of abuse.

2.3.2 Implications for modeling

Existing research on abusive language online has used a diverse set of features

in training and testing machine learning methods. Moving forward, it is impor-

tant that researchers clarify which features are most useful for which subtasks

and determine where the greatest challenges are presented. We do not attempt

to review all of the features used (see [69] for a detailed review), but make sug-

gestions for which features could be most helpful for the different subtasks. For

each aspect of the typology, we suggest features that have been shown to be suc-

cessful predictors in prior work. Many of these features occur in more than one

form of abuse. As such, we do not propose that particular features are necessar-

ily unique to each phenomenon, rather that they provide different insights and
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should be employed depending on what the researcher is attempting to mea-

sure.

Directed abuse

Features that help to identify the target of abuse are crucial to directed abuse

detection. Mentions, proper nouns, named entities, and co-reference resolution

can all be used in different contexts to identify targets. [9] use a multi-tiered sys-

tem, first identifying offensive statements, then their severity, and finally the tar-

get. Syntactical features have also proven to be successful in identifying abusive

language. A number of studies on hate speech use part-of-speech sequences to

model the expression of hatred ([83, 37, 23]). This includes determining whether

or not the words used are nouns, verbs, pronouns, prepositions, adverbs, con-

junctions, participles or articles, and how these words relate to each other. An-

other syntactical measure - typed dependencies - offers yet a more sophisticated

way to capture the relationship between terms ([13]). Overall, there are many

tools that researchers can use to model the relationship between abusive lan-

guage and targets, although many of these require high-quality annotations to

use as training data.

Generalized abuse

Generalized abuse online tends to target people belonging to a small set of

categories, primarily racial, religious and sexual minorities. Past research has

also identified what are considered to be “soft” hate targets, such as people

that are called “stupid” or “fat” ([73]). Researchers should consider identifying
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forms of abuse unique to each target group addressed, as vocabularies or key

words used may depend on the groups targeted. For example, the language

used to abuse trans-people and that used against Latin American people are

likely to differ, both in the nouns used to denote the target group and the other

terms associated with them. In some cases, therefore, a lexical method may be

an appropriate strategy. Further research is necessary to determine if there are

underlying syntactic structures associated with generalized abusive language.

Explicit abuse

Explicit abuse, whether directed or generalized, is often indicated by specific

keywords. As such, dictionary-based approaches may be well-suited to identify

this type of abuse ([83, 60]). Still, the presence of particular words should not be

the only criteria - even terms that denote abuse may be used in a variety of dif-

ferent ways ([53, 23]). [23], for example, found that homophobic slurs are often

used in a joking manner between friends. Additionally, slurs are often reap-

propriated by the communities they were initially used against. Identifying the

negative polarity and sentiment of the text, therefore, may also be helpful as

they are likely indicators of explicit abuse that can be leveraged by researchers

([37]).

Implicit abuse

Building a specific lexicon to identify implicit abuse may prove impractical,

as in the case of the appropriation of the term “skype” in some forums ([58]).

Still, even partial lexicons may be used as seeds to inductively discover other

keywords by use of a semi-supervised method proposed by [50]. Additionally,

12



character n-grams have been shown to be apt for abusive language tasks due

to their ability to capture variations of words associated with abuse ([60, 84]).

Word embeddings are also promising ways to capture terms associated with

abuse ([28, 4]), although they may still be insufficient for cases like 4Chan’s con-

notation of “skype” where a word has both a dominant meaning and a more

subversive one. Furthermore, as some of the above examples show, implicit

abuse often takes on complex linguistic forms like sarcasm, metonymy, and hu-

mor. Without high-quality labeled data to learn these representations, it may

be difficult for researchers to come up with models of syntactic structure that

can help to identify implicit abuse. To overcome these limitations, researchers

may find it prudent to incorporate features beyond just textual analysis, includ-

ing the characteristics of the individuals involved ([20]) and other extra-textual

features.

2.4 Discussion

This typology has a number of implications for future work in the area;

• We want to encourage researchers working on these subtasks to learn from

advances in other areas. Researchers working on purportedly distinct sub-

tasks are often working on the same problems in parallel. For example,

the field of hate speech detection can be strengthened by interactions with

work on cyberbullying, and vice versa, since a large part of both subtasks

consists of identifying targeted abuse.

• We aim to highlight the important distinctions within subtasks that have

hitherto been ignored. For example, in much hate speech research, di-
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verse types of abusive or otherwise offensive language have been lumped

together under a single label, forcing models to account for a large amount

of within-class variation. We suggest that fine-grained distinctions along

these axes allow for the creation of systems that may be more effective at

identifying particular types of abuse.

• We call for closer consideration of how annotation guidelines are related

to the phenomenon of interest. The type of annotation and even the choice

of annotators should be motivated by the nature of the abuse. Further, we

welcome discussion of annotation guidelines and the annotation process

in published work. Many existing studies only tangentially mention these,

sometimes never explaining how the data were annotated.

• We encourage researchers to consider which features are most appropriate

for each subtask. Prior work has found a diverse array of features to be

useful in understanding and identifying abuse, but we argue that different

feature sets will be relevant to different subtasks. Future work should

aim to build a more robust understanding of when to use which types of

features.

• It is important to emphasize that not all abuse is the same, in terms of its

effects, its detection and its consequences. We expect that social media

and website operators will be more interested in identifying and dealing

with explicit abuse, while activists, campaigners, and journalists may have

more incentive to also identify implicit abuse. We also expect that implicit

abuse will be more difficult to detect and model, although methodological

advances may make such tasks more feasible. Targeted abuse such as cy-

berbullying may be more likely to be reported by victims and thus acted

upon than generalized abuse.
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2.5 Conclusion

We have presented a typology that synthesizes the different subtasks in abusive

language detection. In particular, we describe the subtasks in terms of whether

they aim to identify abuse that targets a specific individual versus a general-

ized audience and whether that abuse is implicit or explicit. Our aim in creating

this typology is to bring together findings in these different areas and to clarify

the key aspects of abusive language detection. There are important analytical

distinctions that have been largely overlooked in prior work and through ac-

knowledging these and their implications we hope to improve abuse detection

systems and our understanding of abusive language. In this vein, we empha-

size the practical actions that can be taken by researchers to best approach their

abusive language detection subtask of interest.

Rather than attempting to resolve the “definitional quagmire” ([31]) in-

volved in neatly bounding and defining each subtask we encourage researchers

to think carefully about the phenomena they want to measure and the appropri-

ate research design. We intend for our typology to be used both at the stage of

data collection and annotation and the stage of feature creation and modeling.

Finally, we hope that future work will be more transparent in discussing the an-

notation and modeling strategies used, and will closely examine the similarities

and differences between these subtasks through empirical analyses.

15



CHAPTER 3

HATE SPEECH DETECTION AND THE PROBLEM OF OFFENSIVE

LANGUAGE

3.1 Introduction

1 What constitutes hate speech and when does it differ from offensive language?

Much of the difficulty in finding, researching, and countering hate speech is that

“hate speech” lacks a universal definition. Still, there is a consensus that it is

speech that targets disadvantaged social groups in a manner that is potentially

harmful to them ([48, 81]). The Merriam-Webster dictionary, for instance, offers

the definition “speech that is intended to insult, offend, or intimidate a person

because of some trait (as race, religion, sexual orientation, national origin, or

disability)” ([24]). Similarly, the International Covenant on Civil and Political

Rights (ICCPR) defines hate speech as “any advocacy of national, racial or reli-

gious hatred that constitutes incitement to discrimination, hostility or violence”

([8]).

In the United States, hate speech is protected by the First Amendment - the

right to free speech. “Fighting words,” which may or may not include hate

speech, are one of the only forms of speech to be prohibited by law, as they

are likely to incite imminent illegal conduct or violence. Due to this protec-

tion, many organizations have had to fight hate speech via extrajudicial means,

causing extensive debate in the legal sphere. Colleges and universities across

the United States, for example, have enacted various anti-hate speech and anti-

1This work was co-authored with Thomas Davidson, Michael Macy and Ingmar Weber. It
was presented at ICWSM (2017)
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harassment codes to protect their students, many of which have been over-

turned due to their violation of the First Amendment. In many other countries,

including the United Kingdom, Canada, Germany and France, laws have been

enacted to prohibit the use of hate speech, which tends to be defined there as

speech that targets minority groups in a way that could promote violence or

social disorder. People convicted of using hate speech can often face large fines

and even imprisonment.

In many cases these laws, by necessity, have been extended to the internet

and social media. With the emergence of the web and online platforms that

easily allow for self expression, internet users all over the world have the op-

portunity to quickly produce and access information of all types - including

hate content. Online entities, in an effort to make their users feel safe and to

comply with local hate speech laws, are tasked with defining and monitoring

hate speech and determining a course of action in the event hate speech occurs.

Social media websites often define and express their stances against and conse-

quences for hate speech via community policies and guidelines. Facebook, for

instance, states in their policy that they “do not permit individuals or groups to

attack others based on their race, ethnicity, national origin, religion, sex, gender,

sexual orientation, disability or medical condition (Facebook 2015). 2 Twitter

threatens account deletion or suspension as punishment for violent threats and

harassment, and does not allow its users to “promote violence against or di-

rectly attack or threaten other people on the basis of race, ethnicity, national

origin, sexual orientation, gender, gender identity, religious affiliation, age, dis-

ability, or disease” (Twitter 2015). 3 Tumblr also threatens actions against user

2Facebook’s policy can be found here: www.facebook.com/communitystandards#
hate-speech.

3Twitter’s policy can be found here: support.twitter.com/articles/20175050.
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accounts if users engage in malicious speech, especially when it is meant to

instigate violence: “Don’t encourage violence or hatred. Don’t make violent

threats or statements that incite violence, including threatening or promoting

terrorism. Especially don?t do so on the basis of things like race, ethnic ori-

gin, religion, disability, gender, gender identity, age, veteran status, or sexual

orientation.” 4

Guidelines, however, are not enough to keep users from exhibiting hate

speech and social media has come under increasing pressure to identify and

remove hate speech as fast as possible. As an example, in order to comply

with Germany’s laws against hate speech and to fight the increase in German

hate speech due to an influx of refugees, Twitter, Google, and Facebook agreed

to remove any hate speech posted to their sites within 24 hours of its occur-

rence in late 2015 ([6]). In October 2017, Germany passed a law that would

impose huge fines on any social media site with more than two million users

that failed to adhere to the law, likely in response to a German study stating

that Facebook, Twitter and Youtube each only managed to remove less than

50% of illegal hate speech within the 24 hour deadline ([30]). Even with teams

dedicated to identifying and removing hate speech, it proves a daunting task.

This speaks to the importance of automated hate speech detection - it is quite

difficult to quickly identify and remove hate speech manually given the mass

amounts of data to be processed by online websites. The sheer nature of on-

line hate speech makes it difficult to detect, much less eliminate; Online hate

speech often spreads much faster than any site can contain, is usually immedi-

ately revived after being taken down, and stays around for a long period of time

([34]). Further, (pseudo)anonymity allows users the comfortability of using hate

4Tumblr’s policy can be found here: https://www.tumblr.com/policy/en/
community.
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speech and expressing possibly unpopular ideas without fear of repercussions.

Without automated detection, the web can cause both local law and online poli-

cies to be quite useless.

For these reasons, the automated detection of abusive language and hate

speech has become of increasing interest in recent years. Indeed, many online

entities have begun to employ automated abusive language detection mecha-

nisms. Google created “Perspective” to find toxic comments online based on

training data in the form of millions of annotated (very toxic to very healthy)

comments ([39]). Yahoo created an abuse-detecting algorithm with 90% accu-

racy using a combination of machine learning and crowd-sourcing ([14]). Addi-

tionally, there has been a surge in the amount of research dedicated to detecting

abusive language and hate speech, in particular. In this paper, we hope to con-

tribute to advances in the area of hate speech detection by tackling the problem

of offensive language.

3.2 The Problem of Offensive Language

A key challenge for automated hate speech detection on social media is the sep-

aration of hate speech from other instances of offensive language. If we conflate

hate speech and offensive language then we erroneously consider many peo-

ple to be hate speakers and fail to differentiate between commonplace offensive

language and serious hate speech ([23]). Given the legal and moral implications

of hate speech, it is important that we are able to accurately distinguish between

the two. Contributing to the issue, as alluded to in Chapter 1, is the existence of

a definitional quagmire in abusive language detection. Drawing from guiding
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notions of what hate speech looks like and how it has been defined elsewhere,

online entities are left to formulate their own definitions of hate speech. Add to

these a range of definitions (or simply, differing labels) offered by researchers

in various disciplines, and one encounters overwhelming problems associated

with identifying hate speech and using past research as a guide in doing so.

Data analysts, in particular, must then even further define hate speech by way

of their choice of methodology. On a technical level, for example, hate speech

can be defined by a list of terms or phrases, or by a set of features found common

to hate speech - leaving infinite possibilities for hate speech definitions.

We too, are left to come up with a definition of hate speech that accurately

captures the type of behavior we want to detect. Drawing upon earlier defini-

tions, we define hate speech as language that is used to express hatred towards a

targeted group or is intended to be derogatory, to humiliate, or to insult the members

of the group. In extreme cases this may also be language that threatens or in-

cites violence, but limiting our definition only to such cases would exclude a

large proportion of hate speech. Importantly, our definition does not include all

instances of offensive language because people often use terms that are highly

offensive to certain groups but in a qualitatively different manner. Some African

Americans often use the term n*gga5 in everyday language online [83], people

use terms like h*e and b*tch when quoting rap lyrics, and teenagers use homo-

phobic slurs like f*g as they play video games. Such language is prevalent on

social media [82], making this boundary condition crucial for any usable hate

speech detection system. Previous work on hate speech detection has identified

this problem but many studies still tend to conflate hate speech and offensive

language.

5Where present, the “*” has been inserted by us.
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Bag-of-words approaches tend to have high recall but lead to high rates of

false positives since the presence of offensive words can lead to the misclassifi-

cation of tweets as hate speech ([54, 13]). Focusing on anti-black racism, [54] find

that 86% of the time the reason a tweet was categorized as racist was because

it contained offensive words. This made the identification of hate speech par-

ticularly challenging given the relatively high prevalence of offensive language

and “curse words” on social media ([82]). The difference between hate speech

and other offensive language is often based upon subtle linguistic distinctions,

for example tweets containing the word n*gger are more likely to be labeled as

hate speech than n*gga ([54]). Many can be ambiguous, for example the word

gay can be used both pejoratively and in other contexts unrelated to hate speech

([82]).

Syntactic features have been leveraged to better identify the targets and in-

tensity of hate speech, for example sentences where a relevant noun and verb

occur (e.g. kill and Jews) ([38]), the POS trigram “DT jewish NN” ([83]), and the

syntactic structure I <intensity > <user intent > <hate target >, e.g. “I f*cking

hate white people” ([74]).

Other supervised approaches to hate speech classification have unfortu-

nately conflated hate speech with offensive language, making it difficult to as-

certain the extent to which they are really identifying hate speech ([13, 89]).

Neural language models show promise in the task but existing work has used

training data obtained with a similarly broad definition of hate speech ([29]).

Non-linguistic features like the gender or ethnicity of the author can help im-

prove hate speech classification, but this information is often unavailable or un-

reliable on social media ([89]).
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In this paper, we used a crowd-sourced hate speech lexicon to collect tweets

containing hate speech keywords. We use crowd-sourcing to label a sample of

these tweets into three categories: those containing hate speech, only offensive

language, and those with neither. We train a multi-class classifier to distinguish

between these different categories. Close analysis of the predictions and the

errors shows when we can reliably separate hate speech from other offensive

language and when this differentiation is more difficult. Our results show that

fine-grained labels can help in the task of hate speech detection and highlights

some of the key challenges to accurate classification. We conclude that future

work must better account for context and the heterogeneity in hate speech us-

age. We find that racist and homophobic tweets are more likely to be classified

as hate speech but that sexist tweets are generally classified as offensive. Tweets

without explicit hate keywords are also more difficult to classify.

3.3 Data

We begin with a hate speech lexicon containing words and phrases identified as

hate speech by Hatebase.org. Hatebase.org is dedicated to keeping track of hate

speech terminology and its use geographically to “assist government agencies,

NGOs, research organizations and other philanthropic individuals and groups

use hate speech as a predictor for regional violence.” ([61]) Their multilingual

lexicon, which we will refer to as the Hatebase lexicon, consists of terms re-

ported as used in hate speech incidents by the global community of Hatebase

users. Using these terms as filters for the Twitter API, we collected a sample

of tweets presumed to contain hate speech. This resulted in a sample of tweets

from 33,458 Twitter users. We then extracted the timelines for each user, result-
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ing in a set of 85.4 million tweets in total.

3.4 Tweet Annotation

We used CrowdFlower (CF), a platform that allows researchers to hire CF work-

ers to “collect, clean, and label high-quality large-scale data sets,” to have a sub-

set of the 25,360 tweets containing Hatebase terms labeled as either hate speech,

offensive language, or language that is not offensive. In order to ensure the

quality of the annotations, we provided the following excerpt of instructions to

CF’s “expert” workers:

Hate speech is defined as “language that is used in reference to certain groups

that expresses hatred towards the group or is intended to be derogatory, to hu-

miliate, or to insult the members of the group.” Hate speech often targets people

based on their race, ethnicity, gender, sexual preference, or religion. This might

(but does not necessarily) include calls for action against a targeted group, such

as discrimination, deportation, or physical violence.

Offensive speech might use some of the same words we associate with hate

speech but do not necessarily constitute hate speech because the words are not

used in the same context as “hate speech.” Examples include tweets with racial,

violent, homophobic or sexist terms that are used jokingly amongst friends, or

tweeted as part of song lyrics. Tweets like these should be classified as “offen-

sive,” but because they are not used to express hatred, or to denigrate, humiliate,

or insult, they do not constitute hate speech.
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CF workers were especially urged to consider not just the words contained

in the tweet, but also the context of the tweet, as this is key in distinguishing be-

tween hate speech and offensive speech. In this vein, they were also provided

with example tweets for each category. To illustrate the importance of context,

they were asked to consider examples such as the following two tweets, both of

which contain the term “f*ggot”. While the first user clearly calls for physical

violence against gay individuals, the latter uses the term in what appears to be

a joking manner.

1. “There really needs to be a Holocaust for f*ggots, y’all taking sh*t too far

wearing skirts and leggings, go to Hell.”

2. “Oh shush you know I love you f*ggot”

Each tweet was annotated by three CF workers. Having multiple workers

annotate a tweet was important due to the subjective nature of hate speech.

The benefit of using a lexicon heavily influenced by CF workers is that it al-

lows us to define hate speech based on what human beings believe hate speech

to be. The difficulty lies in the fact that one’s perception of hate speech is un-

doubtedly colored by their experiences within the world, in which race, gender,

socioeconomic class, sexual orientation and other attributes all come into play.

As experience varies from one person to the next, definitions of hate speech are

likely to differ. As described in the next section, we find that even when de-

tailed guidelines are provided, it is still quite possible that users’ annotations
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can differ greatly. Still, by using multiple CF “expert” workers and analyzing

inter-annotator agreement, we are able to hone in on terms and tweets that most

people can agree is hate speech.

3.4.1 Tweet Annotation Results

Analysis showed that only 1.3% of the 25,360 tweets in the sample were agreed

upon to be hate speech unanimously by all three CF workers, while a total of

5% of tweets were agreed upon by at least two of three workers. We found these

numbers to be lower than that found in the Twitter-based literature, such as [13],

where 11.6% of tweets were flagged as hate speech. We attribute our lower rate

of hate speech to two causes. First, we provided the CF workers with a fairly

strict definition of hate speech that was meant to weed out offensive language.

Second, the imprecision of the Hatebase lexicon resulted in the collection of a

large number of false positives in the form of tweets that were either offensive

or not offensive at all. While the words contained in the lexicon may have been

used in hate speech incidents, many of them (e.g. “bird”, “slope” and “sole”)

are quite innocuous and are more often used in manners that are not offensive.

Most tweets collected were considered to be offensive, with 76% of all tweets

having at least 2/3 agreement (53% at 3/3 agreement). And finally, 16.6% of

tweets were found not to be offensive at all with at least 2/3 agreement (11.8%

at 3/3 agreement). The overall intercoder-agreement score provided by CF was

92%. We used the majority decision for each tweet to assign a label. Some

tweets were not assigned labels as there was no majority class. This resulted in

a sample of 24,802 annotated tweets. We used this sample of labeled tweets to
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further refine the Hatebase lexicon and subsequently construct features used to

train a classifier.

3.5 Features

3.5.1 Refining the Hatebase Lexicon

In order to use the Hatebase lexicon as a feature in our classifier, it was vital to

improve its precision. To relieve the issue of false positives associated with the

Hatebase lexicon, we sought to refine it by removing infrequently used terms,

terms that result in high rates of false positives, and terms not related to hate

speech at all. We shifted our focus to the use of n-grams, which are simply

subsequences of tweets that consist of n continuous words in the order they

appear in the tweet. We use n-grams instead of the traditional Bag-of-Words

approach because the sequential structure of n-grams are better able to relay the

context of a sentence. Indeed, the use of n-grams over single words alone has

been shown to improve text analysis and classification in previous work ([64]).

Using our annotated subset of 24,802 tweets, the most frequent 1-, 2-, 3-, and

4-grams were found, along with the proportion of time that CF workers classi-

fied a tweet containing each n-gram as hate speech (at 2/3 agreement). For each

n-gram, we performed a t-test and removed any n-grams not found to be statis-

tically significant with a t-value of t > 1.96. The refined lexicon shows improve-

ment over the Hatebase lexicon in terms of precision. As expected, however, it

also has a lower recall than that of the Hatebase lexicon, as we are not including

nearly as many terms and therefore not capturing every instance of hate speech
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possible.

In order to validate this new lexicon of n-grams, up to 50 tweets were col-

lected for each term via Twitter’s Streaming API for annotation. As a testament

to the rarity of hate speech, even after multiple calls to the API, we were unable

to collect the full 50 tweets for some of the terms - the same terms that were

found to be most frequent in previous analyses. With the goal of identifying the

strength of the connection between the terms in our new lexicon and the use

of hate speech, we had the newly collected tweet annotated as “hate speech”,

“offensive” or “not offensive” using the same CF labeling process described in

Section 3.4. We again ranked the n-grams by the percentage of tweets contain-

ing each n-gram that were coded as hate speech. After some experimentation,

we found that the best approach to further refine our lexicon was by remov-

ing n-grams such that 1) > 80% of CF workers found it not offensive, 2) > 80%

found it to be offensive, and 3) < 20% found it to be hate speech. By removing

the terms often found to be either not offensive or offensive and terms seldom

found to be hate speech, we were able to increase precision by decreasing false

positives, again at the cost of recall. The final lexicon contains 123 hate speech

n-grams.

We chose this final lexicon of 123 hate speech n-grams as the best option for a

number of reasons. While the simple use of a Bag-of-Words approach has been

found to be inefficient in previous literature ([55]), the frequency of particular

unigram (single word) and bigram (two-word) terms in our tweet corpus were

overwhelming and needed to be utilized. Further, it allows us to define hate

speech as what most people believe it to be. Finally, it performs the best in

terms of precision.
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Racial and homophobic slurs dominate our final lexicon, with few terms re-

lated to women, ethnic background and religion. This is in line with previous

research, which suggests a majority of hate speech online targets people belong-

ing to a small set of categories, primarily racial, sexual, and religious minorities

([73]). It also indicates that the CF workers are more sensitive to racial and

homophobic slurs than sexist or other terms. It is also interesting to note that

the term “f*g” was not included in these lexicons - another indication that cer-

tain terms, while inflammatory, are more often used in contexts other than hate

speech.

The use of a lexicon-based approach has its limitations. Lexicons pose a

number of problems - they can be too inclusive or not inclusive enough, they

often do not contain various spellings of terms (which can be used to avoid de-

tection), they must often be updated to be on par with the changing times, and

they do not take into account the context or sentiment of the statement ([55]).

Lexicon-based approaches work best for offensive language, as no distinction

needs to be made between hate speech and offensive language, but can be very

useful in detecting hate speech in conjunction with other features when taking

a classifier-based approach. As such, we combine our 123-term lexicon with a

number of other features, outlined below.

3.5.2 Additional Features

We lowercased each tweet and stemmed it using the Porter stemmer. Stemmers

are often used in Natural Language Processing as a means of grouping words

together based on their word base. Using these word bases as features for classi-
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fication allows the classifier to make associations between words with different

inflections. We verified that the stemmer did not remove important information

by reducing key terms to the same stem, e.g. f*gs and f*ggots stem to f*g and

f*ggot.

We created bigram, unigram, and trigram features, each weighted by its term

frequency-inverse document frequency value (TF-IDF). TF-IDF, popular in text

analysis, is often used as a measure of how important or informative a word

is for a document. Term frequency counts the number of times a word appears

in a document, while inverse document frequency is the inverse fraction of the

documents containing the term, measuring how unique a word is across doc-

uments. TF-IDF varies from 0 to 1, where 0 indicates that a term likely occurs

across documents and is therefore not very informative. The n-grams with high

TF-IDF scores, therefore, tend to provide the most information about whether

or not our tweets contain hate speech. TF-IDF is calculated via the formula

Wi, j = t fi, j × log N
d fi

, where t fi, j is the number of occurrences of n-gram i in tweet j,

d fi is the number of documents containing word i and N is the total number of

tweets.

To capture information about the syntactic structure we use NLTK [7] to con-

struct Penn Part-of-Speech (POS) tag unigrams, bigrams, and trigrams. Though

n-grams provide more context than we would obtain with single words, n-

grams may still suffer from lack of context in that there may be a great distance

between related words ([16]). Identifying the POS tag of each word in the n-

gram using the context of the n-gram, which involves marking each word with

the part of speech (noun, verb, pronoun, preposition, etc.) it takes on, helps to

relieve this issue. Indeed, it has been shown to improve classifier performance
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in previous work on abusive language detection tasks such as cyberbullying

([25]).

To capture the quality of each tweet we used modified Flesch-Kincaid Grade

Level and Flesch Reading Ease scores ([33]). The Reading Ease formula, which

is meant to measure how difficult a text is to read, is calculated as RE = 206.835−

(1.015×AS L)−(84.6×AS W), where AS L is the average sentence length, and AS W

is the average number of syllables per word. The Grade Level formula is slightly

more interpretable in that its output is easily translated into the grade-level at

which a reader would need to be in order to understand the text. Grade Level

is calculated as GL = .39(AS L) + 11.8(AS W) − 15.59. The intuition behind these

measures is that longer sentences, and similarly longer words, are likely more

difficult to read. These features have been successfully used in previous work

on identifying sarcasm ([66]) and sentiment ([41]), and so we use both formulas

as features at the tweet level, with the number of sentences fixed at one.

To capture the sentiment of each tweet, we used a sentiment lexicon de-

signed for social media to assign sentiment scores to each tweet ([47]). Sen-

timent analysis is often used to determine the affective state of a text, often

measuring sentiment in terms of the degree of negative and positive sentiment

found. While qualitatively different, sentiment analysis is heavily related to the

identification of hate speech (one might expect that hate speech is associated

with an overall negative connotation) and it has been found to be beneficial in

classifying hate speech and offensive language ([83];[28]).

Finally, we include simple binary and count indicators for hashtags, men-

tions, retweets, and URLs, as well as features for the number of characters,

words, and syllables in each tweet. We also attempted to use character n-grams
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and a custom word embedding but found that they did not improve our model.

3.6 Model

We first used a logistic regression with L1 regularization to reduce the dimen-

sionality of the data. L1 regularization, also termed LASSO (least absolute

shrinkage and selection operator), is often used in machine learning as means

of reducing the feature space and preventing the overfitting of the model to the

training data. It incorporates a penalty on the parameters of the model that is

equal to the sum of the absolute value of the parameters. In doing so, some of

the parameters disappear, leaving only features that are most relevant or useful

to the task at hand.

We then tested a variety of models that have been used in prior work: logis-

tic regression, naı̈ve bayes, decision trees, random forests, and linear support

vector machines. First, we split our data into a training set and a validation

set. The training set was split into five equal sized subsamples. In each of five

training sessions for a model, a different subsample was held out for use as a

test set while the remaining four samples were used to train the model. The val-

idation set, equal to 10% of our original data set, was held out to both prevent

overfitting and to later evaluate the models on completely unseen data.

In order to identify the best model, we used a grid-search to iterate over the

models and corresponding parameters. We found that the logistic regression

and linear SVM tended to perform significantly better than other models. We

decided to use a logistic regression with L2 regularization for the final model,

where L2 regularization incorporates a penalty equal to the square of the pa-
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rameter values in order to further protect against overfitting. This choice of

model more readily allows us to examine the predicted probabilities of class

membership and has performed well in previous papers ([13];[89]).

We trained the final model using the entire dataset and used it to predict

the label for each tweet. We use a one-versus-rest framework where a separate

classifier is trained for each class and the class label with the highest predicted

probability across all classifiers is assigned to each tweet. All modeling was

performed using scikit-learn ([62]).

3.7 Results

The best performing model has an overall precision 0.91, recall of 0.90, and F1

score of 0.90. Looking at Figure 3.1, however, we see that almost 40% of hate

speech is misclassified: the precision and recall scores for the hate class are 0.44

and 0.61 respectively. Most of the misclassification occurs in the upper triangle

of this matrix, suggesting that the model is biased towards classifying tweets

as less hateful or offensive than the human coders. Far fewer tweets are classi-

fied as more offensive or hateful than their true category; approximately 5% of

offensive and 2% of innocuous tweets have been erroneously classified as hate

speech. To explore why these tweets have been misclassified we now look more

closely at the tweets and their predicted classes. Example tweets for each class,

in the form of a confusion matrix, can also be found in Figure 3.2.

Tweets with the highest predicted probabilities of being hate speech tend to

contain multiple racial or homophobic slurs, e.g. “@JuanYeez shut yo beaner ass

up sp*c and hop your f*ggot ass back across the border little n*gga” and “RT @eBeZa:
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Stupid f*cking n*gger LeBron. You flipping jungle bunny monkey f*ggot”. Other

tweets tend to be correctly identified as hate when they contained strongly racist

or homophobic terms like n*gger and f*ggot. Figure 3.3 further illustrates our

classifier’s dependence on strong hate terms. Indeed, the 20 most important

features in predicting hate speech are all from our refined lexicon of hate n-

grams. Interestingly, we also find cases where people use hate speech to respond

to other hate speakers, such as this tweet where someone uses a homophobic

slur to criticize someone else’s racism: “@MrMoonfrog @RacistNegro86 f*ck you,

stupid ass coward b*tch f*ggot racist piece of sh*t”.

Turning to hate speech that was incorrectly classified as offensive, we exam-

ine tweets based on their predicted probability of being offensive. It appears

that hate tweets with the highest predicted probability of being offensive are

genuinely less hateful and were perhaps mislabeled as hate speech, for exam-

ple When you realize how curiosity is a b*tch #CuriosityKilledMe may have been

erroneously coded as hate speech if people thought that curiosity was a person,

and “Why no boycott of racist “redskins”? #Redskins #ChangeTheName” contains a

slur but is actually against racism. It is likely that coders skimmed these tweets

too quickly, picking out words or phrases that appeared to be hateful without

considering the context. For borderline cases, where the probability of being

offensive is marginally higher than hate speech, it appears that the majority

are actually hate speech, both directed towards other Twitter users, “@MDrey-

fus @NatFascist88 Sh*t your ass your moms p*ssy u Jew b*stard. Ur times coming.

Heil Hitler!” and general hateful statements like “My advice of the day: If your a

tranny...go f*ck your self!”. These tweets fit our definition of hate speech but were

likely misclassified because they do not contain any of the terms most strongly

associated with hate speech.
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Finally, the hateful tweets incorrectly labeled as not offensive tend not to

contain hate or curse words, for example If some one isn’t an Anglo-Saxon Protes-

tant, they have no right to be alive in the US. None at all, they are foreign filth contains

a negative term, filth but no slur against a particular group. We also see rarer

types of hate speech misclassified; for example, this anti-Chinese statement Ev-

ery slant in #LA should be deported. Those scum have no right to be here. Chinatown

should be bulldozed. Overall, the classifier performs well at predicting prevalent

forms of hate speech (particularly anti-black racism and homophobia), but is

less reliable in detecting types of hate speech that occur infrequently, a problem

noted by [60].

Figure 3.1: True Versus Predicted Categories

A key flaw in much previous work is that offensive language is mislabeled

as hate speech due to an overly broad definition. Our multi-class framework

allows us to minimize these errors; only 5% of our true offensive language was

labeled as hate. The tweets correctly labeled as offensive tend to contain curse
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Figure 3.2: True Versus Predicted Tweets

words and often sexist language, e.g. “Why you worried bout that other h*e? Cuz

that other h*e aint worried bout another h*e” and “I knew Kendrick Lamar was onto

something when he said “I call a b*tch a b*tch, a h*e a h*e, a woman a woman””. Many

of these tweets contain sexist terms like b*tch, p*ssy, and h*e. Human coders

appear to consider racists or homophobic terms to be hateful but consider words

that are sexist and derogatory towards women to be only offensive, consistent

with prior findings ([89]). Figure 3.4 demonstrates this trend, with more than

half of the most important features dedicated to sexist language.

Looking at the offensive tweets misclassified as hate speech we see that

many contain multiple slurs, e.g. @SmogBaby: These h*es be lyin to all of us n*ggas

and “My n*gga mister meaner just hope back in the b*tch”. While these tweets con-

tain terms that can be considered racist and sexist it is apparent that many Twit-

ter users use this type of language in their everyday communications. When
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they do contain racist language they tend to contain the term n*gger rather than

n*gga, in line with the findings of [54]. We also found a few recurring phrases

such as these h*es ain’t loyal that were actually lyrics from rap songs that users

were quoting. Classification of such tweets as hate speech leads us to overes-

timate the prevalence of the phenomenon. While our model still misclassifies

some offensive language as hate speech, we are able to avoid the vast majority

of these errors by differentiating between the two.

Finally, turning to the “not offensive” class, we see that tweets with the high-

est predicted probability of belonging to this class all appear to be innocuous

and were included in the sample because they contained terms included in the

Hatebase lexicon such as charlie and bird that are generally not used in a hate-

ful manner (see Figure 3.5). Tweets with overall positive sentiment and higher

readability scores are more likely to belong to this class. The tweets in this cat-

egory that have been misclassified as hate or offensive tend to mention race,

sexuality, and other social categories that are targeted by hate speakers. Most

appear to be misclassifications caused only by the presence of potentially offen-

sive language, for example “He’s a damn good actor. As a gay man it’s awesome to

see an openly queer actor given the lead role for a major film” contains the potentially

offensive terms gay and queer but uses them in a positive sense. This problem

has been encountered in previous research [83] and illustrates the importance

of taking context into account. We also found a small number of cases where

the coders appear to have missed hate speech that was correctly identified by

our model, e.g. “@mayormcgunn @SenFeinstein White people need those weapons

to defend themselves from the subhuman trash your sort unleashes on us”. This find-

ing is consistent with previous work that has found amateur coders to often be

unreliable at identifying abusive content ([60];[85]).
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Figure 3.3: Most Important Features for the Hate Class

Figure 3.4: Most Important Features for the Offensive Class

3.8 Discussion

We believe the work presented in this chapter has shed light on effective

methodologies for detecting hate speech and considerations that must be taken

into account when endeavoring to do so. We found that lexical methods are

effective ways to identify potentially offensive terms but are inaccurate at iden-

tifying hate speech; only a small percentage of tweets flagged by the Hatebase

lexicon were considered hate speech by human coders. If a lexicon must be
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Figure 3.5: Most Important Features for the Not Offensive Class

used we propose that a smaller lexicon with higher precision is preferable to

a larger lexicon with higher recall. 6 While automated classification methods

can achieve relatively high accuracy in differentiating between these different

classes, close analysis of the results shows that the presence or absence of partic-

ular offensive or hateful terms can both help and hinder accurate classification.

Consistent with previous work, we find that certain terms are particularly

useful for distinguishing between hate speech and offensive language. While

f*g, b*tch, and n*gga are used in both hate speech and offensive language, the

terms f*ggot and n*gger are generally associated with hate speech only. Further,

many of the tweets considered most hateful contain multiple racial and homo-

phobic slurs. While this allows us to easily identify some of the more egregious

instances of hate speech it also means that we are more likely to misclassify hate

speech if it doesn’t contain any curse words or offensive terms. To more accu-

rately classify such cases we should find sources of training data that are hateful

without necessarily using particular keywords or offensive language.

6We have made a more restricted version of the Hatebase lexicon available here: https:
//github.com/t-davidson/hate-speech-and-offensive-language.
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Our results also illustrate how hate speech can be used in different ways: it

can be sent directly to a person or group of targeted people, it can be espoused

to no one in particular (a general Other), and it can be used in conversation be-

tween people. In line with the typology presented in Chapter 2, future work

should distinguish between these different uses, possibly drawing more insight

from work in areas such as cyberbullying and trolling. It would also be ben-

eficial to look more closely at the social contexts and conversations in which

hate speech occurs. We must also study more closely the people who use hate

speech, focusing both on their individual characteristics and motivations and

on the social structures they are embedded in. We take this task on in the next

chapter.

Finally, hate speech is a difficult phenomenon to define and is not mono-

lithic. Our classifications of hate speech tend to reflect our own subjective bi-

ases. We found that people identify racist and homophobic slurs as hateful but

tend to see sexist language as merely offensive. While our results show that

people perform well at identifying some of the more egregious instances of hate

speech, particularly anti-black racism and homophobia, it is important that we

are cognizant of the social biases that enter into our algorithms and future work

should aim to identify and correct these biases.

3.9 Conclusion

If we conflate hate speech and offensive language then we erroneously consider

many people to be hate speakers (errors in the lower triangle of Figure 3.1) and

fail to differentiate between commonplace offensive language and serious hate
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speech (errors in the upper triangle of Figure 3.1). Given the legal and moral

implications of hate speech it is important that we are able to accurately distin-

guish between the two. In this chapter, we presented a classifier for detecting

hate speech that attempts to solve the problem of offensive language. Using

crowd-sourced training data that categorized suspected hate speech tweets as

“hate speech”, “offensive” or “non-offensive,” we were able to train a classifier

that helped to minimize the amount of offensive tweets that would be incor-

rectly classified as hate speech using other methods.

Future work includes the creation of a classifier that further prevents the con-

flation of hate speech and offensive language. While our current classifier does

well in correctly classifying offensive language - it only classifies 5% of offen-

sive language as hate speech - it needs improvement in its overall classification

of hate speech. In particular, we hope to build a classifier that better recognizes

more subtle forms of hate speech that do not necessarily include overtly hateful

terms.
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CHAPTER 4

HATE SPEAKERS: A HIDDEN POPULATION

4.1 Introduction

1 While there has been an abundance of research dedicated to detecting abusive

language online, the offenders themselves have been largely overlooked. Work

that has focused on the parties involved in abusive language incidents have

mostly centered around identifying the targets of the abuse, understanding the

effects of abuse and mitigating them, especially as related to adolescents and

children ([25],[75]). Little work has focused on the perpetrators, with the excep-

tion of the cyberbullying literature. This is especially true in the area of hate

speech, where individual hate speakers tend to be difficult to identify. Indeed,

individual hate speakers that are not tied to larger hate or extremists groups

and are not rallying around an indentifiable cause (such as Gamergate) form a

sort of hidden population - a population that is not easily accessed by surveys

or other traditional means of data collection.

In this chapter, we continue our focus on the abusive language subtask of

hate speech, but shift our attention to understanding and identifying individ-

ual hate speakers. We identified a set of Twitter users whose tweets have been

classified using the hate speech classifier presented in the previous chapter. We

examine the personal characteristics of these users, some of which exhibit no

hate speech and others which exhibit it to varying degrees. Using information

from user timelines and machine learning models, we classify users’ gender,

1This work was co-authored with Thomas Davidson, Michael Macy, Ingmar Weber and
Meysam Alizadeh.
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race, education level, psychological profiles and location, and assess how hate

speech usage is associated with these traits. We test whether this information

can be used to predict whether an individual is likely to use hate speech, and

the amount of hate speech they are likely to exhibit. In this vein, we hope to

illuminate the hidden population of hate speakers by offering new insights into

the people who use hate speech online and how we can detect them.

4.2 Related work

There exists a large gap in the abusive language literature as it pertains to the

abusers. Past work that has focused on identifying the perpetrators of abu-

sive language has largely focused on two categories: cyberbullies and extremist

groups. Unlike with individual hate speakers, these studies are facilitated by

the ease with which these groups are identified - largely due to the nature of the

abusive language involved.

The repetitive and damaging nature of cyberbullying makes identifying per-

petrators one of the top priorities of cyberbullying literature, especially when

adolescents are involved ([78], [70], [43]). The directed nature of cyberbully-

ing allows researchers to more easily identify both bully and target, while the

repetitive nature often results in a documented history of abusive language,

providing context for the researcher that might not be obtained in looking at

single instances of abusive text. Extremist groups are easily identifiable for dif-

ferent reason than cyberbullies. These groups tend to be quite visible on social

media, often actively recruiting and disseminating hateful information. Since

individuals associated with these groups online are usually visible members or
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followers, a mere collection of extremist groups’ social network data is enough

to begin to study these users ([94]).

Though our work may not benefit from methods used to identify cyberbul-

lies and extremist groups, our typology of abusive language suggests it is pru-

dent that we understand the overlapping nature of these studies so that we

might benefit from findings and advances in those literatures. This is especially

true since members of extremist groups and cyberbullies alike often exhibit the

kind of hate speech encountered and classified in the previous chapter. Indeed,

the cyberbullying and extremist group literatures point to a number variables

that could prove useful in identifying hate speakers.

[67] point to the correlations between cyberbullying and psychological mea-

sures of aggression and anxiety, while [2] use psychological and personality

measures as a means of explaining the differences between users that follow

extreme right groups and users that don’t. [18] highlight the importance of in-

corporating demographic variables, while [45] illustrate the usefulness of com-

bining textual content and social network attributes in detecting cyberbullying

instances. [94] take a similar approach in classifying extreme right group on-

line by combining information regarding social network structure with content

analysis. [15] performs a hate speaker analysis on Twitter users involved in

the Gamergate controversy. Similar to our approach here, they identify tweets

containing the #Gamergate hashtag and subsequently use the Hatebase lexicon

to filter out abusive and hateful content. In comparing the corresponding hate

speakers to a set of random Twitter users, the authors found that Gamergate

users tend to have more friends and followers, tweet more, use more hashtags,

post tweets with less joy and more hate, and are less likely to have their accounts
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suspended.

While these works bear some similarity to the objectives of this paper, there

are some key fundamental differences that we believe result in unique contri-

butions to the area. The individuals we study are heterogenous in that they

1) engage in varying types of hate speech (racist, homophic, sexist, etc.), un-

like the primarily sexist hate speech associated with Gamergate and 2) are not

necessarily organized around extreme group affiliations, movements or rallying

causes. These individuals may very well encompass cyberbullies and extremist

group members and followers, but will also include hate speakers that don’t fall

into either category. Further, though [15] make compelling inferences regarding

Gamergate tweeters, their hate speech detection method relies too heavily upon

a lexicon that we have previously shown is very imprecise in detecting hate

speech and offensive language. In this paper, we emphasize the importance of

creating of a reliable means of detecting hate speech and speakers in a way that

avoids the condemnation of innocent users.

4.3 What Makes a Hate Speaker?

Identifying hate speakers proved to be just as complex as identifying hate

speech, if not more. What qualifies a user as a hate speaker? Should their time-

line contain a threshold proportion of hate tweets, and how do we choose that

threshold? Should they be judged by the number of hate speech targets (race,

sex, class, etc.) they reference, or is it enough to just target one? Should they

use a certain number of (unique) hate terms in their tweets? Our first attempt to

classify hate speakers sought to bypass these very difficult questions by refor-
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mulating the problem as a human annotation task. We hoped that categorizing

hate speakers, much like categorizing hate tweets, would be a ”know it when

you see it” task. We hypothesized that human annotators would have high

overall agreement on which Twitter users qualified as hate speakers, given their

tweets, even if the questions outlined above were not explicitly answered by

the authors. In this section, we recount this initial attempt at identifying hate

speakers through human annotation and outline possible reasons for why it was

largely unsuccessful.

4.3.1 Human Annotation of Hate Speakers: A Cautionary Tale

In an effort not to make arbitrary decisions about what qualifies a user as a

hate speaker, we took a crowd-sourcing approach similar to the approach we

used for classifying tweets. Running this experiment on Crowdflower, this time

using hate speakers instead of tweets, required that we needed a new set of

“gold” standard questions. On CF, gold questions test the performance of the

CF worker by asking them a question for which the answer is already known. If

the worker answers too many gold questions incorrectly, they will be dismissed

from the job and their responses deleted. In order to create a set of gold ques-

tions, we enlisted the help of three Cornell University undergraduate students.

After randomly choosing a set of 250 users from our dataset, we presented each

student with a sample of up to 10 tweets from their Twitter timelines. The pre-

viously used instructions for labeling a tweet as hate speech were presented,

along with the following additional instructions, “You will read tweets for each

user and answer questions about the user of the tweets. First, we want you to classify

each tweet based on whether it contains hate speech (as defined above), it is using crude
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and offensive language but does not express hatred, it is against hate speech, or it is

inoffensive. It is imperative that you pay attention to the context in which language is

used in order to ascertain whether the content qualifies as hate speech. Then, we want

you to take all tweets into context in order to answer questions about the user of the

tweet.” The category ”opponent of hate” has been added to this analysis largely

in an effort to reduce any false positives associated with hate speakers that often

use hate terms to protest them.

Coming up with a set of gold questions proved a difficult task - only two of

the 250 sampled users were labeled hate speakers with full 3/3 agreement. An

additional 47 were labeled as hate speakers with 2/3 agreement, but we did not

feel this agreement was strong enough to justify using them as gold standard

questions. It appears that annotation is an easier task for humans when judging

tweets than when judging users. We offer some possible hypotheses for such

low agreement. First, it is possible that the coders found it more difficult to

make a judgment about the ”character” of a person, for which there is no di-

rect evidence (via interaction or the like), than the content of a single tweet, for

which all of the information is available. Second, hate speaker annotations are

triply impacted by the biases of the annotators. We asked that they judge each

tweet separately, then make a judgement about the user based on the collection

of these tweets. Annotators therefore had to answer three questions in the pro-

cess: “Is each tweet a hate tweet?”, “How hateful is the collection of tweets?”

and “How hateful does a collection of tweets need to be in order to classify a

user as a hate speaker?” Overall inter-annotator disagreement may have been

amplified by disagreement on how each of these judgements should be made.

In a labeling experiment like that described with the students, we tested the
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outcome of a CF experiment run without gold questions. We found no addi-

tional unanimously labeled users - in fact, no user was labeled a hate speaker

with full agreement, and only two with 2/3 agreement. We attribute the ma-

jor difference in outcomes (students vs. CF workers) to the lack of gold ques-

tions. Without these checks in place, there is evidence that even the high qual-

ity workers began to answer the questions without thought - possibly without

even reading them. This was especially evidenced when looking at the tweets

of users that were labeled an ”opponent of hate.” CF workers had selected this

option for a number of offensive and hate speakers that were quite clearly not

opponents of hate based on the tweets presented. This serves as a cautionary

tale about crowdsourcing - there should always be checks in place (gold ques-

tions) to ensure high quality annotations.

As a result of these failed experiments, we ultimately defined hate speakers

in ways that would allow us to further study their attributes and potentially

identify them via machine learning algorithms. Following one train of thought,

we simply classified users as hate speakers if they tweeted at least one hateful

tweet on their timeline. We then used these binary classifications as ground

truth in training and testing machine learning classifiers created to identify hate

speakers in a population. In the second train of thought, we ranked users in

terms of the proportion of hate found on their timeline. This not only spared us

from making arbitrary decisions regarding how we should identify hate speak-

ers, it also allowed us to study hate speakers in terms of the levels of hate speech

they exhibited on Twitter, especially in relation to their demographic and other

attributes.
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4.4 Methods

Given a set of users and information about their demographic attributes and

their timelines, is it possible to determine whether or not these users are hate

speakers? To answer this question, we perform a classification task on a sub-

set of the potential hate speakers (found in Chapter 3). We first determined the

demographic and psychological attributes of the users, including race, gender,

age, grade level and other measures. We then explored a number of regres-

sion and classifier-based methods using the proportion of hate found on users’

timelines as a target (independent) variable and user attributes as predictor (ex-

planatory) variables.

In the remainder of this section, we first describe methods used to collect

attribute data for each of our users. We then present our classifier-based ap-

proach to identifying hate speakers online. Finally, we describe our regression-

based approach to understanding the effects of our variables on the level of hate

speech used.

4.4.1 Data Collection

In what follows, we outline user attributes of interest and the corresponding

methodology chosen to collect this data for each user. Along with these descrip-

tions, we present some simple demographic statistics for our set of 33,314 poten-

tial hate speakers. We outline the percentage of users for which we were able to

collect demographic information, as well as a further break down of users into

attribute categories where appropriate. Note that some variables were more eas-
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ily obtainable than others. Variables such as proportion of hate, grade level, and

psychological variables (negative emotion (negmo), positive emotion (posemo),

anger, anxiety and certainty) are based solely on user text and therefore posed

less difficulty in terms of data collection. For the attributes dependent upon

more than just a user’s collection of tweets, we outline the major obstacles en-

countered for each attribute using the methodologies outlined below.

Proportion of Hate We begin with the aforementioned dataset of 85.4 million

tweets identified using the Hatebase lexicon, extracting a corresponding set of

33,314 thousand Twitter users. Each user’s set of tweets were sent through our

multi-class classifier (outlined in Chapter 3) in order to predict whether or not

each tweet in a timeline was in the “hate” class, the “offensive” class, or the “not

offensive” class. We then calculated the proportion of hate tweets in each user’s

timeline.

The frequency distribution of hate proportions across users can be found in

Figure 4.1, which resembles a power-law distribution. The majority of our user

timelines contain a small proportion of hate, with very few users dedicating

their timelines to hateful speech. While 29,000 user timelines exhibit less than

5% hate speech (1,145 of which had no hate speech at all), only 77 timelines

exhibit more than 20% hate speech. This again speaks to rarity of hate speech

on Twitter first discussed in Chapter 3, both in terms of the overall of existence

of hateful tweets on Twitter and the amount of hate found in any given user’s

timeline.

Location Identifiable locations that were provided by the users in their profile

descriptions came in many different forms, including area codes, cities, states,
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Figure 4.1: Histogram: Frequency of Proportion of Hate

and countries. These locations were compared to 1) a list of United States’ area

codes, 2) lists of the 50 states in the United States (in abbreviated and full form)

and 3) a list of city-state combinations in which each city included was the only

one with its name in the country. The third list was included in order to capture

instances in which users only provided a city. By cross-referencing these loca-

tions with cities that had unique names, we attempted to minimize the error

associated with assigning the wrong state to a user. A user that lives in ”Spring-

field,” for example, could possibly live in any of the 34 states with a city/town

bearing that name.

We further aggregated user locations to the region-level. We annotated each

user as living in the north-east, the south, the midwest, or the west. These com-

monly known regions are based on regions outlined by the United States Census

Bureau ([12]).
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As expected, geo-located data was quite sparse. Further, many users left the

location portion of their profiles empty or entered an unidentifiable location. Via

the combination of area codes, state lists and state-city combinations, we were

able to identify location at the state-level for 25,141 users ( 75%). We further

aggregated these users by the region of the United States in which they lived,

finding that 10,481 ( 31%) users lived in the south, 6,023 ( 18%) lived in the

midwest, 4,862 ( 15%) lived in the west, 3,775 ( 11%) lived in the northeast and

the locations of the remaining 8,175 ( 25%) users were unidentifiable.

Figure 4.2 represents measure a of the hate found in each state. We first

found the proportion of hate speakers in each state based on our sample of

users. We then found the proportion of people living each state, as compared the

the United States population. Percent differences between these values, which

range from -3% to 5%, are meant to illustrate the over- or under-representation

of hate speakers in each state.

Figure 4.2: Percentage Difference Between Hate Speaker Sample and US Popu-
lation
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Gender We first attempted to determine gender using the FacePlusPlus applica-

tion, which was only able to return information for approximately 6% of users.

We then turned to Crowdflower (CF), where we had all users annotated for race

and gender. CF workers were provided with a link to a user’s profile page (or

profile picture, if their account was deleted or suspended), and asked to deter-

mine whether or not the user was “male” or “female.” They were also provided

with the following excerpt of instructions: “In this job, you will be given a link to

either 1) A Twitter user’s profile or 2) A Twitter user’s profile picture. Using this link,

we would like you to determine the gender and race of the user. In the event that you

are provided a link to a user’s full profile but are unable to determine race and gender

from the profile picture, please use the user’s name, profile description, user’s pictures

and/or most recent tweets to answer the questions.” Further “tips” indicated that the

“Other” category should be chosen if the user did not fit into the three racial

categories proposed and the “Unable to determine” category should be chosen

in instances where 1) the profile represented a brand or company, 2) the profile

picture was unclear or 3) the profile picture was not of the actual user and it

was otherwise impossible to determine race from the profile name, description,

tweets or other pictures.

For instances in which a user’s profile was no longer available due to dele-

tion or account suspension, we supplemented CF output by cross-referencing

gender-name dictionaries with profile information (names and screen names)

provided at the time of data collection. Using a ground truth set of 200 anno-

tated users, we found that the name-dictionary method performed quite well

with precision and recall scores of 90.7% and an F1-score of 91.1%. Using this

combination of Crowdflower workers and gender-name dictionaries, we ob-

tained a gender of “male” or “female” for 27,347 users ( 82%); 17,110 were male
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( 51%), 10,237 were female ( 31%).

Race As aforementioned, race was also determined using Crowdflower. Work-

ers were asked to identify each user as “‘white (non-hispanic)”, “black (non-

hispanic)”, “asian (non-hispanic)”, “other”, or “unable to determine,” the latter

of which was to be chosen according to the same criteria outlined above. We

were only able to determine race for a total of 19,913 ( 60%) users, with 12,533

( 38%) labeled as “white”, 6,327 ( 19%) labeled as “black”, 381 ( 1%) labeled as

“Asian”, and 672 ( 2%) labeled as “other.”

A major reason that we were not as successful in determining race as we

were in determining gender is that the ability to identify one’s race in this

context usually relies solely upon access to a clear visual of the person. CF

workers were often able to recognize the gender of an individual based on their

name or screen name, their picture (even if unclear) and/or pronouns used in

profile descriptions and most recent tweets. Without a user explicitly stating

their race in textual form, it was difficult to overcome problems associated with

deleted/suspended accounts and unclear or nonexistent pictures.

Education In order to assess educational attainment, we used the Flesch-

Kincaid Grade Level Formula on each user’s timeline. Grade level is calcu-

lated via the formula .39(ASL) + 11.8(ASW) - 15.59, where ASL refers to the

average sentence length (total number of words divided by total number of

sentences) and ASW refers to the average syllables per word (total number of

syllables divided by total number of words). Each tweet was preprocessed by

splitting them into separate sentences where appropriate (as indicated by end-

of-sentence punctuation), then gathered into one large “document.” Python’s

53



Textstat was used to calculate the number of words, syllables, and sentences

([46]). Grade level was then calculated for each document, or timeline, resulting

in grades from 0 - 12. Since we had up to 3,200 tweets for each user, we were

able to obtain this attribute for 100% of users.

A brief analysis of the grade level distribution indicates that 27,469 ( 82%) of

users tweeted at a grade level at or below 6th grade. The full grade frequency

distribution can be seen in Figure 4.3.

Figure 4.3: Frequency Distribution for Grade Level of Users

Psychological Variables The Linguistics Inquiry and Word Count (LIWC) lexi-

con ([65]) was used to gauge user affect. LIWC contains five different word lists

corresponding to negative emotion (negmo), positive emotion (posemo), anger,

anxiety and certainty. For each user, we gathered all of their collected tweets

into one “document” and counted the number of words that appeared in each

of the five lists. The frequency distribution for each of these scores can be found

in Figure 4.4.
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LIWC Score Distributions

Figure 4.4: Frequency Distributions for each of the LIWC Categories

Extremist Groups Using the methodology presented by [2], we combined in-

formation from the U.S. Department of Homeland Security’s (DHS) “Domes-

tic Extremism Lexicon” (DHS 2009) with the Southern Poverty Law Center’s

55



(SPLC) database of extremist groups in the U.S., resulting in the identification

of 26 left-wing and 45 right-wing extremist groups and organizations. The lists,

presented in Table 4.1, contain only the groups with active Twitter handles. We

then compared each user’s set of friends (accounts followed by the user) to these

lists in order to determine the number of extremist groups followed. We found

that 7,575 users ( 22%) were following at least one far right extremist group and

6,554 ( 20%) were following at least one far left extremist group.

Table 4.1: Extremist Groups

Far Right Groups, Ideology Far Left Groups, Ideology
American Life League, anti-abortion CrimethInc., Anarchist

Americans United for Life, anti-abortion Animal Liberation Front, Animal Rights Extremism
National Right to Life Committee, anti-abortion News and letters Committees, Communist

Federation for American Immigration Reform , anti-immigrant Workers World Party, Communist
American Family Association, anti-LGBT Communist Party USA, Communist

American Vision, anti-LGBT Earth First!, Radical Environmentalist
Bryan Fischer, anti-LGBT N. American Animal Liberation Press Office, Radical Environmentalist
David Barton, anti-LGBT DeepGreenResistance, Radical Environmentalist

Dove World Outreach Center, anti-LGBT Boston Socialism, Socialist
Family Research Council, anti-LGBT Kshama Sawant, Socialist

Lou Engle, anti-LGBT Freedom Socialist Party, Socialist
John ”Molotov” Mitchell, anti-LGBT International Action Center, Socialist

Americans for Truth About Homosexuality, anti-LGBT NYC ISO, Socialist
Illinois Family Institute, anti-LGBT Peace and Freedom Party, Socialist

Public Advocate of the United States, anti-LGBT Progressive Labor Party, Socialist
Chalcedon Foundation, anti-LGBT Party for Socialism and Liberation, Socialist

Faithful Word Baptist Church, anti-LGBT Radical Women, Socialist
SaveCalifornia.com, anti-LGBT Socialist Action, Socialist

Tony Perkins,anti-LGBT Socialist Alternative, Socialist
Traditional Values Coalition, anti-LGBT Socialist Worker, Socialist

United Families International, anti-LGBT Socialist Party USA, Socialist
Westboro Baptist Church, anti-LGBT UMass Boston ISO, Socialist

Faith Freedom International, anti-muslim Socialist Equality Party, Socialist
Frank Gaffney, anti-muslim Democratic Socialists of America, Socialist
Robert Spencer, anti-muslim Liberty Union Party, Socialist

Christian Action Network, anti-muslim
American Freedom Defense Initiative, anti-muslim

Tea Party Nation, General Hate
Tony Alamo Christian Ministries, General Hate

Michael Hill, Neo-Confederate
American Nazi Party, Neo-Nazi
Aryan Brotherhood, Neo-Nazi

Aryan Nation, Neo-Nazi
David Irving, Neo-Nazi

National Socialist Movement, Neo-Nazi
Chuck Buldwin, Patriot Movement

Joseph Farah, Patriot Movement
WND news, Patriot Movement

The Remnant/The Remnant Press, Radical traditional Catholicism
American Renaissance, White nationalist

American Front, White nationalist
Nationalist Movement, White nationalist
The Political Cesspool, White nationalist
VDARE Foundation, White nationalist

Popularity and Influence Here, we collected the number of friends and follow-
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ers of each user. The number of followers a user has is often translated into a

measure of that user’s popularity. While the number of friends is not an exact

proxy for influence, it is a good measure of a user’s ability to spread information

(in this case, hate) to large audience.

Political Affiliation A naive attempt at imputing the political affiliation of our

users included cross-referencing user friends lists with Congress member ac-

counts. This attempt, based on the idea that users follow politicians with

whom they align politically, was unsuccessful since none of our users followed

Congress members. Later in this paper, we suggest a more refined approach to

be used in future work.

Age Age was determined for only 6% of the population using FacePlusPlus.

Since this was not enough information to impute the age values of the other

users, we excluded this variable from our analyses.

4.4.2 Hate Speaker Binary Classification Task

We first categorized users in our dataset as “hate speakers” if their timelines

contained at least one tweet containing hate speech, as per the hate speech clas-

sifier presented in Chapter 3. This translated into binarizing the “proportion of

hate” variable such that users with a proportion of hate greater than 0 were clas-

sified as hate speakers. This variable was used as the target (ground truth) vari-

able in training and testing machine learning algorithms. We then performed

One Hot Coding on the categorical variables of race, gender, state and region in

order to transform them into numerical variables accepted by sklearn’s machine

learning algorithms [62]. This method transforms one categorical variable with
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n categories into n binary variables, arbitrarily dropping one of the binary vari-

ables to reduce the possibility of multicollinearity. For each categorical variable,

we also added an additional binary variable indicating whether or not informa-

tion was absent for a user. This was done as an attempt to capture any rela-

tionship between hate speaker status and the tendency of users to purposefully

hide information about themselves. The latter is evidenced by the discrepancy

between information collected on race and gender. We were unable to collect

the race of a large proportion of users because those users purposefully avoided

posting pictures of themselves online. Users appeared to have less inhibition in

exhibiting their gender in less revealing ways. Similarly, many users opted not

to enter the location portion of their profile descriptions. Finally, we removed

all users with missing data, leaving us with a final set of 27,375 users.

After preprocessing the variables, we split the data into training and test-

ing sets equal to 70% and 30% of the original data, respectively. Both sets were

“stratified” in that the proportion of classes in each set was representative of the

proportions found in the entire datasets. The training set was used for 5-fold

cross validation, in which a machine learning model was trained five separate

times on five equally-sized subsamples of the training data. During each train-

ing process, the model would train on a different combination of four of the

subsamples and be validated on a fifth “hold out” sample. This cross validation

procedure allows for the assessment of the generalizability of a model to “out-

of-sample” or unseen data. Once a model was trained, it was then applied to

our testing set in order to determine how well the trained model performed on

completely unseen data.

We used a grid-search approach to identify the best-performing machine
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learning model for the task. We first identified Logistic Regression, Support

Vector Machines, and Random Forest Classifiers as our models of interest. For

each model, we chose sets of parameters that we hypothesized would effect or

improve classification outcomes. For example, we separately trained Logistic

Regression using L1- and L2- regularization parameters in order to determine

which offered superior classification performance. We also tested each model

with varying “class weights” as a means of limiting the effect of our extreme

class imbalance (788 non-hate speakers, 26,589 hate speakers). In setting the

class weight, we ensure that the model applies a greater penalty to the misclas-

sification of the minority class.

Using grid-search, we iterated through each model and its corresponding set

of parameters, performing cross validation on every possible combination. We

singled out the best model based on both AUC (area under the Receiver Operat-

ing Characteristic (ROC) curve) and F1-score values. Once the best model was

determined, we fit the model to the entire training set and validated it on the

test set. Here, we used AUC, F1-score and Matthew’s Correlation Coefficient

(MCC) values as measures of a classifier’s “out-of-sample” performance. AUC

and MCC were chosen over more common measures (such as the accuracy mea-

sure) because they are not as easily influence by class imbalance. Accuracy will

often be high for classifiers that perform well on the majority class but poorly on

the minority class (effectively classifying most instances as the majority class),

while AUC and MCC will measure the classifier’s ability to distinguish between

the classes. Although the F1-score suffers from similar problems as accuracy, in-

spection of cross validation results revealed that F1-score was sensitive enough

to performance on the minority class that it was worth including in the analy-

ses. The definitions for each of these measures are presented below:
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F1-score: The F1-score is a commonly used measure of the overall accuracy

of a classifier. The F1-score is the harmonic mean of precision and recall. Their

formulas are:

prec = |true positives|
|true positives+ f alse positives|

rec = |true positives|
|true positives+ f alse negatives|

F1 = 2∗prec∗rec
prec+rec

AUC: The ROC curve is created by plotting the false positive rate against

the true positive rate (recall). It is often used in choosing the optimal model

based on trade-offs between true and false positives. The Area Under the Curve

(AUC) measures the overall performance of the classifier, with a value of 1 in-

dicating that a classifier has perfect performance.

Matthew’s Correlation Coefficient: The MCC measure represents the corre-

lation between predicted and true outcomes. The measure ranges from −1 to 1,

with 0 indicating performance that is only as good as random classification and

1 indicating perfect classifier performance. Unlike precision and recall, which

heavily focus on the positive class, MCC takes true negatives into account when

measuring the quality of categorizations. Its formula is:

MCC = T P×T N−FP×FN
√

(T P+FP)(T P+FN)(T N+FP)(T N+FN)
,
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where TP = true positives, FP = false positives, TN = true negatives and FN =

false negatives.

4.4.3 Hate Speaker Regression Task

Using proportion of hate as a means of ranking hate speakers, we created a

generalized linear regression model (Ordinary Least Squares (OLS)) and a Ran-

dom Forest Regression model in order to see if our variables helped to explain

and predict the levels of hate speech used. Linear regression (OLS) was carried

out using python’s statsmodels, due to the in depth results summary the pack-

age offers ([71]). Alternatively, Random Forest Regression was performed using

scikit-learn ([62]), as this was not an option for statsmodels.

With the exception of the dependent variable (proportion of hate speech), all

predictor variables were preprocessed as in the same manner as done for the

binary classifier. Hence, we performed regression analyses on the same 27,375

users. As before, we split the dataset into 70% training data and 30% test data

and performed a grid-search method, combined with cross validation, to iden-

tify the best model. As is traditionally done in regression analyses, we used

mean squared error (MSE) and R-squared values to choose models and assess

performance.

R-squared: R-squared, otherwise denoted as the “coefficient of determina-

tion,” represents the percentage of variance in the dependent variable that is

explained by the model ( variation explained by model
total variation ). It is calculated via the following

formula:
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R2 =
∑

i( fi − ȳ)2∑
i(yi − ȳ)2,

where y is the observed data, ȳ is the mean of observed data, and f is the vector

of predicted values.

MSE: MSE assesses prediction quality by measuring the average of the sum

of squared errors. It is calculated as:

MS E = ( 1
n

∑n
i=1)(Ŷi − Yi)2),

where Ŷ is a vector of predicted values and Y is the corresponding vector of

observed values.

4.5 Results

4.5.1 Hate Speaker Binary Classification Results

Unlike our experience with classifying tweets, we found that the logistic regres-

sion and Support Vector Machines (SVM) performed poorly in comparison to

the Random Forest Classifier. This makes intuitive sense, since the Random

Forest Classifier (RF) is an ensemble model. RF first selects a subset of the given

features, or predictor variables. In creating a decision tree, it then determines

which feature each node should be split on based on error reduction or infor-

mation gain, until no more gain can be obtained. By creating multiple decision

trees using different subsets of the training data and averaging the results over

them, it effectively decreases the influence of noise or outlier results.
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The tuned parameters of the best performing Random Forest Classifier are as

follows: 1) a maximum tree depth of 3, used to prevent classifier overfitting, 2)

a class weight of 15, placed on the minority class of non-hate speakers in order

increase penalization on its misclassification, 3) 50 estimators (decision trees),

and 4) the “entropy” criterion, which calculates the homogeneity of a sample. If

the entropy of a node is equal to 0, the node is homogenous and does not need

to be split. Otherwise, the RF algorithm splits the node as long as the maximum

tree depth has not been reached.

The top 10 most important features in the creation of decision trees can be

found in Figure 4.5. The values of importance of all features sum to 1, and so the

results are relative to each other. The most important features include all five

of the psychological traits, social network attributes such as number of friends

and number of followers, the education level of users, and whether or not the

user provided their location (NaN = missing values). The importance of the

psychological variables in detecting hate speakers illustrates the importance of

including variables gleaned from textual analysis along with other non-textual

user attributes. The feature importance values differ from the coefficients of-

fered by a regression analysis, and so we are not able to ascertain exactly how

each feature varies with our target variable.

The chosen RF model received an overall precision of .818333, recall of

0.836260, and F1-score of 0.827032. The model has an AUC value of 83.6% and

the MCC score is 0.654349, indicating that the classifier does 65% better than

random classification would. As expected, the precision, recall and F1-scores

for the majority class of hate speakers are all very high at a value of .99 each.

The classifier did not perform as well on the minority class, with a precision
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Figure 4.5: Feature Importance Scores for Binary Hate Speech Classification

of .65, a recall of .68 and overall F1-score of .66. Figure 4.6 further illustrates

the classifier performance for each class; RF misclassifies approximately 32% of

non-hate speakers as hate speakers but only misclassifies 1% of hate speakers

as non-hate speakers. Using feature importance information, a deeper look into

instances in which true hate speakers were misclassified as non-hate speakers

revealed that these hate speakers often exhibited low values of anxiety, anger

and negative emotion, while also exhibiting average to high values of positive

emotion. Alternatively, non-hate speakers that were misclassified as hate speak-

ers often exhibited higher negative emotions as compared to the sample mean.

Echoing one of the major motivations for creating a hate speech text classifier

64



Figure 4.6: Confusion Matrix for the Best Performing Random Forest Classifier

(Chapter 3) that distinguishes between offensive and truly hateful language, an

ideal classifier would capture all hate speakers while avoiding labeling innocent

users with such a heavy and impactful label. In this vein, we hope to improve

the classifier by incorporating additional predictor variables that help distin-

guish between the two classes. Still, the true success of a classifier is dependent

upon the purpose of the model. This classifier is extremely successful in cor-

rectly identifying 99% of true hate speakers, and would be useful for those who

do not mind dealing with some level of false positives (here, 32%). This might

be especially useful, for instance, for online entities that combine machine learn-

ing methods with human monitoring in detecting hate speech. By identifying

misclassification patterns, humans would be able to hone in on users that ex-

hibit those patterns in order to determine whether or not they are truly hate

speakers.
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4.5.2 Hate Speaker Regression Results

The Random Forest approach proved a superior method once again, with an

R-squared value exceeding that of linear regression by 8% and an MSE of 5.21 -

3% smaller than linear regression. Despite its superior performance over linear

regression, RF’s R-squared value of 31% meant that our variables were not as

descriptive in predicting hate speech proportions as we hypothesized. Addi-

tional explanatory variables are necessary to describe the variation found in the

data.

The performance enhancing parameters for the regression model differed

from that of the binary classification model. Regression parameters included 1)

no maximum tree depth, 2) a class weight of 15. placed on the minority class, 3)

1000 estimators (decision trees), and 4) the “MSE” criterion. Here, the decision

to split a node was one of error reduction instead of information gain. Figure

4.7 exhibits the top 11 most important features of this regression, most of which

mirror those of the binary classifier. They differ in that location variables were

replaced by variables related to race and gender. In describing levels of hate

speech, then, it appears that demographic attributes race and gender are more

predictive than location.

4.6 Discussion

In this chapter, we engaged in tasks related to understanding and identifying in-

dividual hate speakers - an area of research that has been largely overlooked in

the past. We identified various hate speaker attributes in an effort to understand
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Figure 4.7: Feature Importance Scores for Random Forest Regressor

how they could be used to both classify hate speakers and describe/predict their

level of hate speech use. In this vein, we created a binary Random Forest classi-

fication model that performed reasonably well in distinguishing between hate

and non-hate speakers, with overall classification qualities of greater than 80%

on each measure (MCC, AUC, F1-score). We then performed Random Forest

Regression, which resulted in a fairly low R-squared value of .32. This low R-

squared value indicates that the variables of interest in this paper are more suc-

cessful in predicting the existence of hate speech than the levels of hate speech

exhibited, but that adding additional explanatory variables could improve upon

our efforts in both tasks.

This work is not without limitations. First, our analysis is only as good as

the classifier (Chapter 3) we used to identify the collection of hate tweets used
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to calculate our target variable - proportion of hate speech on each user’s time-

line. Since our hate speech classifier tends to classify more subtle forms of hate

speech as merely offensive, it is quite possible that some of our non-hate speak-

ers have actually exhibited hate speech that was not identified. Still, our classi-

fier performs strongly in identifying the most overt forms of hate speech, and

we are confident that we captured the activities of the more extreme hate users.

Second, our entire set of users was initially collected using the Hatebase lexi-

con, which contains terms used in hate speech incidents globally. Future work

might benefit from analyses on a truly random set of users. Finally, there is a

margin of error associated with the data collection of user attributes. Race, for

instance, can be extremely difficult for users to identify - especially when it dif-

fers from their own. Despite this, human annotation remains the most effective

way to identify demographic attributes and is the ground truth on which many

classifiers are built.

Future work aims to improve upon both the Random Forest Classifier and

Regressor in an effort to better predict whether or not a speaker exhibits hate

speech and the level of hate speech usage. The results of the RF Regressor, in

particular, served as a signal that our binary Random Forest Classifier might

benefit from the inclusion of additional predictor variables. In this vein, we will

attempt to include the excluded variables of age and political affiliation (using

the method presented by [72]), as well as identify other variables that would im-

prove performance in both tasks. Supported by the cyberbullying literature, we

suspect that including personality traits (“The Big Five”) will increase predic-

tion power in both models ([67]). Further, given the importance of the number

of friends and followers as features, future classifiers should also take social

network information into account. We hypothesize that measures of clustering,
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centrality, embededness of hate speakers and relationships between hate speak-

ers will prove vitally important in revealing more information about individual

hate speakers, much like they have in the detection of cyberbullying ([45]).
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CHAPTER 5

IDENTIFYING POLARIZED GROUPS IN ONLINE SOCIAL MEDIA

5.1 Introduction

1 Polarization, which we define as the division of a population into two or more

groups identified by opposing ideas, values, interests or goals, has become of

increasing interest in recent years. With the emergence of the web and popular

networking sites like Tumblr, Twitter, Facebook and more, individuals are able

to express their opinions to a much larger audience than ever before. Contro-

versial subjects are often widely debated in these public forums, resulting in

massive amounts of network and opinion data for researchers to delve into.

With access to such a large amount of social media data, often in real time, a

large segment of opinion-related research has been geared to identifying polar-

ized groups ([17], [3]) and understanding how polarization develops ([21],[42]),

how to quantify it ([40], [35], [59]), and how to mitigate it ([36]). Polarization

research has applications in everything from politics (election prediction, politi-

cal campaigning, reducing political echo chambers online) to business (product

development, consumer response, advertisement). In this paper, we aim to con-

tribute to this area by presenting a nonnegative matrix factorization-based ap-

proach to identifying polarity groups that incorporates both content and social

network information. Our work using nonnegative matrix factorization (NMF)

is heavily inspired by the need for an approach that works well in multiple con-

texts: ones varying in the nature of the controversy (for example, politics vs.

1This work was co-authored with Jiejun Xu and Tsai-Ching Lu during an internship with
HRL Laboratories.
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sports), the level of polarization, the number of polarity groups involved, and

the presence of neutral entities. NMF’s ability to uncover latent network prop-

erties, coupled with the ease of interpretation of its nonnegative output, makes

it an ideal approach for studying these varying types of networks. Further, the

approach can be tailored to the amount of information that is available for a

given network. Though NMF is unsupervised in its normal execution (a major

benefit since annotated data is not always available or obtainable), ground truth

data can easily be incorporated into the process.

We build upon previous work in the area by applying NMF to a tripartite

graph user-post-tag, where a tag serves to annotate post content. Our NMF pro-

cedure is outlined as follows: I) Preprocessing: Using our tripartite graph, we

construct bipartite graphs user-post, user-tag, and post-tag. We also construct a re-

blog network R in order to capture user relations. II) Optimization: We then per-

form NMF on each of the bipartite graphs via a multiplicative update algorithm,

separately clustering users and posts, users and tags, and posts and tags. We mini-

mize an objective function containing the cost functions associated with each of

the three NMF decompositions, as well as a regularization term that exploits the

user information found in the reblog network. Using this objective function, our

approach simultaneously and iteratively clusters the set of users, the set of posts

and the set of tags, allowing for the clustering of one set to inform the clustering

of the others. We find that this method outperforms state-of-the-art approaches

to identifying polarized groups online, including the application of NMF to the

bipartite graph user-post, spectral co-clustering on the bipartite graph user-post

and popular community detection methods applied to the bipartite graph user-

post. We confirm these results by applying this method to real-world Tumblr

datasets, making our work the first to conduct polarization analyses using the
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Tumblr platform.

5.2 Related Work

A number of recent polarization studies have confirmed the efficacy of ana-

lyzing social networks in identifying polarity at the user and group levels. An

early approach involved using clustering measures, such as modularity, to iden-

tify communities within social networks. Approaches like this are limited in the

context of polarization because the mere existence of communities does not in it-

self indicate polarization [40]. A more recent approach has been to collect social

media posts referencing a polarizing topic, extract a conversation or interaction

network from those posts, and subsequently apply traditional community de-

tection or clustering methods in order to identify polarized groups. Interaction

networks (ex: retweet networks) tend to be more useful than social networks

(ex: follower networks) because the action of retweeting is a strong indication

that the user is interested in the content being shared. [17] found that using

a label propagation method on retweet graphs of political content uncovered

the network’s highly partisan structure, effectively separating Twitter users into

right and left-wing clusters. In testing multiple network polarization quantifi-

cation measures, [35] first used graph partitioning software METIS on retweet

graphs to separate networks into polarized groups and later verified that these

groups corresponded to the polarized groups they expected.

Though they perform well, community detection approaches have some lim-

itations. First, their performance is often confounded by the existence of neutral

users and content ([3]). Neutral users may share content from multiple polar-
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ity groups, just as polarized users may share neutral content - actions that are

not explicity captured in a retweet network. Further, these methods only take

post-related information into account during the stage of data collection by col-

lecting posts containing relevant keywords or hashtags. Given a lack of infor-

mation beyond social network information, community detection approaches

often mislabel users.

An appealing alternative that allows researchers to deal with neutral net-

works and incorporate post-related information (even without analyzing the

actual text of a post) is nonnegative matrix factorization (NMF). NMF has been

extensively used in recommendation systems research ([95]; [57]), and to a lesser

extent sentiment analysis ([96]) and community detection ([63]). To the best of

our knowledge, [3] is the only paper that has applied a NMF-based approach in

polarization research. They perform NMF on a source-assertion (user-post) bi-

partite network to separately cluster sources and assertions into polarity groups,

using a social dependency network as a means of regularization. They show

that NMF can be more effective in identifying polarized groups than commu-

nity detection approaches, largely due to NMF’s ability to uncover latent rela-

tionships in network data.

Building upon this work, we apply an NMF-based approach to a tripartite

network that allows us to include even more information about social media

users, their relationships, and the content they post. We incorporate the rela-

tionships between posts and tags into the initial user-post framework to obtain

the tripartite graph user-post-tag. Tags, often used to annotate posts, can be a

useful source of information in the absence of textual content (for example, a

post of a photo, gif or video) or when text analysis in infeasible. Tags are not
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only an indicator of post content, but may even express the sentiment ([22]) or

point-of-view of the post [90]. As such, understanding how posts are annotated

can be beneficial in clustering both posts and users.

5.3 A Nonnegative Matrix Factorization Approach

In this section, we present a nonnegative matrix factorization (NMF) algorithm

for identifying polarity groups in social media networks. The traditional NMF

problem requires decomposing a matrix (A) into two nonnegative matrices

(UVT ), minimizing the error associated with the decomposition. This translates

into minimizing an error function similar to the one we choose in this paper -

the square of the Euclidean distance between the original matrix and its lower

rank approximation min
U,V
||A−UVT ||2F , where ||.||F is the Frobenius norm. Regular-

ization terms are often added to the objective function to ensure that the results

most closely represent the data it approximates. In what follows, we extend this

method to a tripartite graph.

5.3.1 NMF on a Tripartite Graph

The identification of polarity groups in social media networks like Tumblr and

Twitter is easily characterized as a problem of co-clustering over the tripartite

graph user-post-tag. Notation related to this problem is located in Table 5.1. We

can separate the tripartite graph into three informative bipartite graphs, each

with a binary adjacency matrix: user-post (Aup), post-tag (Apt) and user-tag (Aut).

Matrix Aup(i, j) = 1 if user i shared post j, and 0 otherwise. Similarly, Apt(i, j) = 1
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Table 5.1: Nonnegative Matrix Factorization Algorithm Notation

Notation Description Size
Aup user × post matrix m × n
Aut user × tag matrix m × p
Apt post × tag matrix n × p
R reblog network adjacency matrix m ×m
C co-reblog network adjacency matrix m ×m
T tag co-occurence (similarity) matrix p × p
U user × polarity group m × k
V post × polarity group n × k
W tag × polarity group p × k
H1 association matrix k × k
H2 association matrix k × k
H3 association matrix k × k
LR Laplacian matrix of R m ×m
LC Laplacian matrix of C m ×m
LT Laplacian matrix of T p × p
DR Degree matrix of R m ×m
DC Degree matrix of C m ×m
DT Degree matrix of T p × p
α reblog regularization parameter
β user similarity regularization parameter
ρ tag similarity regularization parameter

if post i is annotated with tag j by any user, and Aut(i, j) = 1 if user i annotated

at least one of their posts with tag j. The introduction of the latter two matrices

into the NMF process is important in clustering both posts and users: two posts

using the same tags are likely to be similar in content, two users using the same

tags are likely to be sharing similar content. It is clear that performing NMF on

each of these adjacency matrices allows us to uncover latent relationships be-

tween its rows and columns. Simultaneously performing NMF on each of the

bipartite graphs, then, allows us to inform the clustering of one bipartite graph

using the intermediate clustering results of another. This gives the following

optimization problem:

min
U,V,W,H1,H2

||Aup−UH1VT ||2F+||Aut−UH2WT ||2F+||Apt−VH3WT ||2F , s.t. UT U = I,VT V =

I,WT W = I
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Note that we include orthogonality constraints on U,V,W in order to ensure

a better clustering of the rows and columns of our adjacency matrices, resulting

in the inclusion of association matrices H1,H2 and H3 ([27]).

5.3.2 Regularization Terms

Regularization terms are added to the optimization problem as a way of ensur-

ing that resulting matrices U,V and W are not simply solutions to the nonnega-

tive matrix factorization problem, but that they reflect our network to the great-

est possible extent. In this vein, we introduce the reblog network (R), co-reblog

network (C) and tag similarity network (T).

Reblog Network (R) Reblog network R captures interactions between users,

with R(i, j) = r if user i reblogs user j exactly r times, 0 otherwise. We assume

that users from different polarity groups are not likely to reblog each other ex-

tensively, and impose the restriction that user i must reblog user j more than

once (r > 1) to avoid capturing instances in which users in different polarity

groups reblog each other in disagreeance. Given R, we introduce the regulariza-

tion term R(i, j)||ui − u j||
2
F =

1
2

∑
i

∑
j

R(i, j)||ui − u j||
2
F = ||U

T LRU ||2F , where ui and u j

represent rows in the user cluster (polarity group) matrix U. The term applies a

penalty if user i reblogs user j but they have not been placed in the same polarity

group.

Previous work in online polarization acknowledges the importance of ana-

lyzing social network structure to uncover polarization patterns. This is because
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social networks often exhibit homophily - the tendency of users to connect to

and interact with those that are similar to them in terms of values, interests

and other characteristics. [1], for instance, found that political blogs more of-

ten link to other blogs of the same political orientation. Homophily tends to be

even more prevalent when considering actions of endorsement, as in retweet

(Twitter) and reblog (Tumblr) networks. [17] found that running a community

detection algorithm on Twitters retweet graph performed well in identifying

polarized groups because users tend to share or rebroadcast information they

agree with. Further, [35] found that graph partitioning on the retweet graph pro-

vided more information about the polarized nature of a Twitter network than

the follow or content graphs alone. Graphs with links representing actions of

endorsement, therefore, can be extremely useful in determining user similarity.

Co-reblog Network (C) Similar to the reblog network, the co-reblog network

(C) is also meant to function as a measure of user similarity. The purpose of the

co-reblog network is to allow us to uncover latent relationships between users.

While two users may not directly interact with each other in the form of likes,

follows or reblogs, they may still be similar in terms of the content they share [32].

We assume that if two users are reblogged by a large number of the same users

there is an increased likelihood they are sharing similar content, and therefore

belong to the same polarity group. Formally, we define the coreblog network C

as a symmetric adjacency matrix in which C(i, j) = c if user i and user j have been

reblogged by c of the same users, 0 otherwise. Ultimately, we impose a penalty

C(i, j)||ui − u j||
2
F = ||U

T LCU ||2F if user i and user j have been reblogged by the same

users, but are not placed in the same polarity group.

Tag Co-occurrence Matrix (T) When little textual content is available for
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analysis, it is important to leverage the information that is acessible. In this vein,

we exploit not only user similarity in the clustering process, but also tag simi-

larity. Since the co-occurrence of Twitter hashtags has previously been used as a

measure of similarity in discovering topics of discussion, we include it here with

hopes it will aid NMF in tag clustering. Formally, T (i, j) = t if tag i and tag j occur

on exactly t posts together. Should two tags co-occur quite often but are not of

the same polarity group, we impose the penalty T (i, j)||wi − w j||
2
F = ||W

T LT W ||2F .

5.3.3 NMF using Multiplicative Update Rules

Given the aforementioned regularization terms, we present our complete opti-

mization problem:

min
U,V,W,H1,H2

||Aup − UH1VT ||2F + ||Aut − UH2WT ||2F + ||Apt − VH3WT ||2F + αtr(UT LRU) +

βtr(UT LCU) + ρtr(WT LT W), s.t. UT U = I,VT V = I,WT W = I

We solve this optimization problem using a multiplicative update algorithm

initially outlined by Lee and Seung [56], dictated by rules later derived by Ding

et al. [27]. The algorithm and multiplicative update rules are presented in Table

5.2, with an example derivation offered later in this section.

The multiplicative update rule for U is derived as follows:

The update of U is dependent upon only certain terms of the objective function:

J = min
U,V,W,H1,H2

||Aup − UH1VT ||2F + ||Aut − UH2WT ||2F + tr(UT LRU) + βtr(UT LCU), such

that UT U = I.

A Lagrangian multiplier is included to enforce the constraint UT U = I and we

||A||2F = trace(AT A) to obtain the Lagrangian function L:

L = tr(AT
upAup − 2VT AT

upUH1 + UT UH1VT VHT
1 ) + tr(AT

utAut − 2WT AT
utUH2 +
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Table 5.2: Nonnegative Matrix Factorization Algorithm

function [U,V,W,H1,H2,H3] = NMF(Aup,Aut,Apt,k,alpha,beta,rho)
Initialize U,V,W,H1,H2,H3 randomly
while not converge:

update U

U ← U. ∗ AupVHT
1 +AutWHT

2 +αRU+βCU
UUT AupVHT

1 +UUT AutWHT
2 +αDRU+βDCU+UλU

update H1

H1 ← H1. ∗
UT AupV

UT UHT
1 VT V

update V

V ← V. ∗
AT

upUH1+AptWHT
3

VVT AT
upUH1+VVT AptWHT

3

update H2

H2 ← H2. ∗
UT AutW

UT UH2WT W
update W

W ← W. ∗
AT

utUH2+AT
ptVH3+ρTW

WWT AT
utUH2+WWT AT

ptVH3+ρDT W+WλW

update H3

H3 ← H3. ∗
VT AptW

VT VH3WT W

UT UH2WT WHT
2 ) + αtr(UT LRU) + βtr(UT LCU) + tr(λU(UT U − I))

To find the minimum with respect to U, we take the partial derivative and set

∂L
∂U = 0:

∂L
∂U = −2H1VT AT

up+2UH1VT VHT
1 −2H2WT AT

ut+2UH2WT WHT
2 +2αLRU+2βLCU+2UλU

By KKT Complementarity Conditions,

(−2H1VT AT
up + 2UH1VT VHT

1 − 2H2WT AT
ut + 2UH2WT WHT

2 + 2αLRU + 2βLCU +

2Uλ)i jUi j = 0.

Finally, we have λU = UT AupVHT
1 −H1VT VHT

1 +UT AutWHT
2 −H2WT WHT

2 −αUT LRU−

βUT LCU.
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5.4 Data and Methodology

5.4.1 Tumblr

Tumblr is one of the most popular online sites today, ranked the 17th most pop-

ular site in the United States, the 46th most popular site globally and the sec-

ond largest microblogging service available to internet users. The site offers

combined aspects of a blogging site and a social network, in many ways distin-

guishing it from other popular networking sites such as Twitter and Facebook.

Each user owns a blog to which they are able to post unlimited text, photos,

videos, links, quotes, and audio files. Tumblr offers the supplementary option

of adding tags to posts, allowing users to annotate their posts with succinct ref-

erences to its content or intended audience. Via one’s blog, users are able to

connect to and interact with others by following others’ blogs and liking, com-

menting on and/or reblogging others’ posts. Tumblr actions such as following,

liking, commenting and reblogging all result in the formation of social networks.

While following patterns indicate general interest in overall blog content, liking

and reblogging posts are often considered to be actions of endorsement.

To date, Tumblr data has not been extensively used for research purposes.

Network-related and polarization research, in particular, has been dominated

by the use of Twitter datasets. We believe Tumblr’s vast user base and unique

features (unlimited post length, variety of posts allowed) make it an appealing

platform to study human behavior, and hope to contribute to research on polar-

ization by analyzing seldomly used data from the Tumblr platform. Further, in

leveraging Tumblr’s fundamental differences from Twitter, we create an algo-

rithm that works well for both types of data sets. Unlike Twitter, Tumblr allows
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its users to post photos, videos, and other non-text content. As such, Tumblr

posts are dominated by photos, making it difficult for researchers to use algo-

rithms heavily dependent upon a post’s textual content ([93]). An algorithm

that is successful in identifying polarization without the examination of textual

content can more straightforwardly be applied to a wide variety of datasets,

generally requires less human effort, is less computationally intensive, and can

easily be updated to incorporate text content if it is available.

5.4.2 Data

We use data collected via the Tumblr Firehose API (100%). We collected Tumblr

posts surrounding three separate controversial or polarized topics, listed below.

In order to prevent bias, terms used to collect the data were informational or

“neutral” in nature and did not favor any polarity group.

2014 FIFA World Cup The World Cup is one of the most prestigious football

competitions, occurring every four years. The tournament involves 32 teams

globally, though our dataset starts just before the beginning of the semi-finals

(7/6 - 7/13). Posts related to FIFA were collected by searching post content

and their corresponding tags for the terms “fifa”, “fifa 2014”, “fifa world cup”,

“world cup”, “world cup 2014” and “wc 2014.” The FIFA dataset was used in

two different experiments: 1) To identify polarized groups supporting 4 differ-

ent teams during the semi-finals and 2) To identify polarized groups in support

of each of the two teams in the final match.

World Series The World Series is an annual American baseball competition.

The tournament involves 2 teams playing for the best of 7 games. We collected
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data from 10/21/14 - 10/29/14 using the term “world series.”

Gamergate Though Gamergate was intended to be a movement against

corrupt gaming journalism, the term came to represent the controversy sur-

rounding use of the tag to conduct a harassment campaign against female

gamers. Harassers engaged in hate speech, cyberbullying and doxxing (sharing

a user’s personal information publicly), mostly directed toward women gamers

and other opponents of the movement. In order to capture online discussion

about the event and subsequent protests, we collected data from 8/27/2014 -

9/05/2014 using the term “gamergate.”

Topics were deliberately chosen so that they would vary in the nature of the

controversy and the number of polarized groups involved. Discussion around

politicized topics tend to center around two major groups (liberal, conserva-

tive). Similarly, individuals are usually “for” or “against” movements/ protests

and the event that sparked them. Sports events like FIFA differ in that the num-

ber of polarized groups discussing the event will often depend on the number

of teams involved in the tournament. Statistics related to each dataset can be

found in Table 5.3.

Table 5.3: Polarization Dataset Statistics

# users # posts # tags # polarity groups
Gamergate 9,799 2,718 1,974 2

World Series (2 teams) 2,353 1,189 1,753 2
FIFA (2 teams) 29,328 6,806 14,796 2
FIFA (4 teams) 981,842 27,105 32,748 4
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5.4.3 Methodology

For each dataset described above, we performed 50 runs of the following experi-

ments: 1) NMF on the bipartite user-post and tripartite user-post-tag graphs, each

without regularization, 2) NMF on the bipartite user-post and tripartite user-post-

tag graphs using the reblog network-based regularization term with arbitrarily

chosen parameter α = 0.3, 3) K-means community detection on bipartite graph

user-post and 4) Spectral co-clustering on bipartite graph user-post. We included

spectral co-clustering as a baseline algorithm because it has been successfully

applied to many of the same applications (including bipartite document-term

clustering) as nonnegative matrix factorization ([22]).

While testing the performance of the NMF algorithm, we varied the set of

tags included in the tripartite graph based on the number of times they occurred

in the dataset. Intuitively, a tag would need to appear on a number of posts in

order to improve the clustering of those posts. We found that we began to ob-

tain better results when we included only the tags that appeared in a dataset at

least 10 times. Removing too many tags, however, would worsen results. We

hypothesize that removing too many of the lesser-used tags that differentiate

polarized groups while retaining more informational tags that are commonly

used across polarity groups makes it more difficult for NMF to uncover po-

larization patterns. The results reported in this paper correspond to tripartite

graphs in which each tag included was used on more than 20 occasions.

In order to assess the validity of our model, we had a set of posts from each

dataset annotated by humans. For the Gamergate dataset, we asked annotators

to categorize each post as “for”, “against”, or “neutral.” For the World Series

and FIFA datasets, we asked that they identify which team a post supported. If
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the post did not support a team or the team it supported was no longer playing

in the tournament, we asked that they categorize those posts as “neutral.” We

used these annotations to form ground truth clusters to which we compared our

results.

In what follows, we outline the four measurements (Accuracy , F1-score, Ad-

justed Rand Index, area under the ROC curve) used to evaluate and compare

classifier performance. Note that the Accuracy, F1-score and Adjusted Rand In-

dex values were found only after calculating the percentage of times a post was

classified in each polarity group (out of 50 runs) and assigning it to the polarity

group that occurred most frequently.

Accuracy Accuracy gives the percentage of all predictions that were correctly

classified. It is calculated as:

acc = |true positives|+|true negatives|
total predictions

F1-score The F1-score is a commonly used measure of the overall accuracy of

a classifier. The F1-score is the harmonic mean of precision and recall. Their

formulas are:

prec = |true positives|
|true positives+ f alse positives|

rec = |true positives|
|true positives+ f alse negatives|

F1 = 2∗prec∗rec
prec+rec
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Adjusted Rand Index The Adjusted Rand Index (ARI) measures the similarity

of two different clusterings of a network. The measure is often used to deter-

mine how close the clustering results of a classifier are to the actual clusters. The

formula is

ARI =

∑
i j

(
ni j
2

)
− [

∑
i

(
ai
2

)∑
j

(
b j
2

)
]/

(
n
2

)
1
2 [

∑
i

(
ai
2

)
+

∑
j

(
b j
2

)
] − [

∑
i

(
ai
2

)∑
j

(
b j
2

)
]/

(
n
2

) ,
where i refers to a cluster in the first clustering, j refers to a cluster in the sec-

ond clustering, ni j = number of instances clusters i and j share, ai = number of

instances in cluster i and b j = number of instances in cluster j.

ROC Curves and AUC For each post j in datasets with only two polarity

groups, we calculated the percentage of times j was classified in one polarity

group (P1 j) vs. the other (P2 j). We then sorted values P1 j − P2 j in the order of

highest likelihood of being in polarity group P1 (“for”/team 1) to the highest

likelihood of being in P2 (“against”/team 2). Going through this list in sorted

order and comparing to our ground truth labels, we calculated the true and

false positive rates by counting each “for” as a true positive and each “against”

as a false positive. For datasets with more than two polarity groups, we took

a one-vs-rest approach in letting P1 correspond to one polarity group, and P2

correspond to the combination of all other polarity groups. This resulted in a

ROC curve for each polarity group. We then calculated the Area Under the

Curve (AUC) values.
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5.5 Results

To assess the baseline performance of NMF performed on a tripartite graph with

that of a bipartite graph, we first ran the algorithm without regularization. We

present the ROC curves, AUC, Accuracy, ARI, and F1-Score values in section

5.1. For each dataset, we found that our tripartite approach outperforms the

bipartite approach on each measure. We then incorporated the reblog network

regularization term with a regularization parameter of α = .3, arbitrarily chosen.

These results are presented in section 5.2. We find that including the reblog

network regularization term can increase performance for both the bipartite and

tripartite methods, but that this performance boost is not guaranteed.

5.5.1 NMF Results With No Regularization

Gamergate

We used 200 annotated Gamergate posts as ground truth in plotting the ROC

curves presented in Figure 4. Of the 200, 60 posts supported Gamergate and

95 were against it. The results, presented in Table 5.4 and Figure 5.1, show that

NMF on the tripartite graph outputs better results than the baseline models. In

particular, we see a 12% increase in accuracy, a 5% increase in F1-score, and a

21% increase in the ARI value.
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Gamergate Results
Bipartite Tripartite K-means Spectral

Regularization α = 0 α = 0
Accuracy 0.625806451 0.748387096 0.612903225 0.516129032
F1-Score 0.754237288 0.804020100 0.760000000 0.663677130

ARI 0.028070687 0.238096246 0.0 0.02477930
AUC 0.643333333 0.783333333 0.643684210 0.613859649

Table 5.4: Gamergate Data: The tripartite method outperforms the bipartite
method and other baselines on accuracy, F1-score, AUC and ARI measures for
the Gamergate dataset.

Figure 5.1: Gamergate Data: The tripartite method significantly outperforms
the bipartite method and other methods by at least a 14% increase in AUC.

World Series Dataset

We had 478 posts from the World Series dataset annotated based on the team

the post supported. Of the 478 posts, 43 supported the ‘Kansas City Royals,’ 121

supported the ‘San Francisco Giants,’ and 314 were ‘neutral.’ The performance

measures for each experiment can be found in Table 5.5. We find that applying

NMF to a tripartite graph results in approximately a 3% increase in accuracy,

4% increase in F1-score, and 6% increase in the ARI and AUC values. It should

be noted that while the K-means algorithm does appear to rival the tripartite

method for certain thresholds (Figure 5.2), it does so only by placing most (if

not all) of the posts into the same polarity group and therefore does not exhibit
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very much overall predictive power in the context of polarization identification.

World Series Results
Bipartite Tripartite K-means Spectral

Regularization α = 0 α = 0
Accuracy 0.775757576 0.806060606 0.763636364 0.733333333
F1-Score 0.821256038 0.864628822 0.807881773 0.836501901

ARI 0.300564756 0.369964582 0.274550716 0.109881429
AUC 0.872573515 0.937728234 0.835649887 0.537565743

Table 5.5: World Series Data: The tripartite method outperforms the bipartite
and other methods on all measures.

Figure 5.2: World Series Data: ROC Curves indicate that the tripartite method
shows enhanced performance with approximately 6% additional area under the
curve (AUC).

FIFA (2 Teams) Dataset

Of the 592 FIFA posts annotated, the 344 associated with the final match were

used as ground truth labels. Of these, 59 posts supported Germany, 19 sup-

ported Argentina, and the remaining 266 posts were neutral. Performance re-

sults in Table 5.6 indicate that the tripartite method exhibits an approximately

15% increase in accuracy, an 8% increase in F1-score, and a 37% increase in ARI
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value. Further, the ROC curves in Figure 5.3 show a 29% increase in AUC over

the bipartite method, and a 20% increase over its closest competitor, spectral

co-clustering.

FIFA (2 teams) Results
Bipartite Tripartite K-means Spectral

Regularization α = 0 α = 0
Accuracy 0.666666667 0.820512821 0.692307692 0.730769231
F1-Score 0.790322581 0.879310345 0.861313869 0.803278689

ARI -0.012632288 0.370934799 0.0 0.047391903
AUC 0.553077609 0.841213202 0.5941124 0.649420161

Table 5.6: FIFA (2 teams): The tripartite method outperforms the bipartite
method and other baselines on all measures.

Figure 5.3: FIFA (2 Teams): The tripartite method shows approximately 29%
improvement over the bipartite method’s AUC.

FIFA (4 Teams) Dataset

For the FIFA (4 teams) dataset, we plotted a ROC curve (Figure 5.4) for each

team using 592 annotated posts as ground truth. Of those, 131 supported Ger-

many, 30 supported Argentina, 17 supported Brazil, 20 supported the Nether-

lands and 393 posts were neutral. In order to match predicted clusters to these

ground truth clusters for each of the 50 experiments, we executed the Kuhn-
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Munkres matching algorithm to find the cluster matching that would achieve

maximum profit ([52]).

We found that our tripartite method outperforms the bipartite method in

classifying each of these teams, as determined by the AUC. Additionally, we av-

eraged the F1-scores and ARI scores over the 4 polarity groups for each method.

The tripartite method obtained an F1-score of 0.661202185, improving upon the

bipartite method’s F1-score of 0.606557377 by approximately 5%. Similarly, the

tripartite method obtained an ARI score of 0.293969905, about 20% higher than

the bipartite method’s ARI score of 0.092225707. We do not present results for K-

means and spectral clustering, both of which grouped all posts into one polarity

group for each of 50 runs. These results can be found in Table 5.7

FIFA (4 Teams): AUC Results
Germany Argentina Brazil Netherlands

Regularization α = 0 α = 0 α = 0 α = 0
Bipartite AUC 0.635940643 0.801358234 0.817859673 0.865644171
Tripartite AUC 0.759305835 0.869057724 0.850460666 0.905521472

Table 5.7: FIFA (4 Teams): The tripartite method outperforms the bipartite
method in clustering the four teams.

5.5.2 NMF Results with Regularization

Regularization terms can be useful in guiding the nonnegative matrix factoriza-

tion process to a solution that represents real-world data comprehensively.
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FIFA (4 teams): ROC Curves

Figure 5.4: FIFA (4 Teams): For each team, the ROC curves indicate that the
tripartite method outperforms the bipartite method in terms of AUC.

Reblog Network Regularization

Recall that we incorporated a regularization term that imposes a penalty if there

is a reblog relationship between two users but they are not placed in the same

polarity group. While we arbitrarily chose a regularization parameter of .3 for

this analysis, we acknowledge that different parameter values give different re-

sults. Cross-validation would be necessary to determine the appropriate pa-

rameter for a given dataset.

In what follows, we compare the results obtained in Section 5.1 to results ob-

tained after integrating regularization into our model. These results, presented
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in Table 5.8, exhibit the potential of using the reblog (endorsement) network as a

means of regularization. We find that reblog regularization improves the overall

preformance of NMF on the bipartite graph for all datasets. The results, how-

ever, are mixed for the tripartite method. While there is a boost in performance

on the World Series and FIFA (4 Teams) datasets, regularization has the opposite

effect on the FIFA (2 Teams) dataset. This result is in line with previous research

on social dependency regularization [3], and warrants further investigation into

when this type of regularization is beneficial.

Regularization Results
World Series Bipartite Bipartite Tripartite Tripartite
Regularization α = 0 α = 0.3 α = 0 α = 0.3

AUC 0.872573515 0.866423217 0.937728234 0.931193542
F1-Score 0.821256038 0.868852459 0.864628822 0.891774891

ARI 0.294490473 0.369964582 0.337173390 0.466696399
FIFA (2 Teams)

AUC 0.553077609 0.623550401 0.841213202 0.817127565
F1-Score 0.790322581 0.819672131 0.879310345 0.836363636

ARI -0.012632288 0.094434278 0.370934799 0.265281156
FIFA (4 Teams)

F1-Score 0.606557377 0.666666667 0.661202185 0.699453551
ARI 0.092225707 0.153027075 0.293969905 0.326854025

Table 5.8: Regularization improves performance for the bipartite method for all
datasets, while it worsens performance for the tripartite method on the FIFA (2
Teams) dataset.

Coreblog and Tag Similarity Regularization

Though we expected the coreblog and tag similarity regularization terms to im-

prove NMF performance, we found that overall performance actually worsened

when these terms were included across datasets. We hypothesize that these

failed for the same reason community detection performs more poorly on polar-

ized datasets - the existence of neutral users, posts and tags. The beauty of non-

negative matrix factorization is that it is better able to identify polarized groups
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in the presence of a large amount of neutrality than other methods. Modeling

latent similarity into the objective function, therefore, may be counterproduc-

tive to NMF’s ability to uncover latent properties on its own. The tag similarity

metric was further complicated by the tendency of users to co-opt the tags of

opposing groups in order to increase post visibility. In these instances, tag reg-

ularization would incorrectly impose penalties on opposing tags.

5.6 Discussion

The analysis of polarization on social media networks like Tumblr often re-

quires an approach that works well in many different contexts and for vari-

able amounts of information. In this work, we outlined a nonnegative matrix

factorization-based approach that successfully identified polarized groups in

two very different contexts, varying both in the nature of the topic (sports vs.

movements) and the number of polarity groups involved. We conclude that

the inclusion of tag and post-tag relationship information via a tripartite graph

provides for a better clustering outcome than clustering on a user-post graph

alone. In particular, NMF on a tripartite graph containing tag information ex-

hibits enhanced clustering ability in comparison to three baselines: NMF, K-

means community detection and spectral co-clustering on bipartite graphs. We

further conclude that regularization terms can be helpful in ensuring that NMF

finds the factorization that best fits the real-world dataset being studied. The

inclusion of the reblog graph as a representation of endorsement between users

improved performance for the bipartite method for all datasets, and for the tri-

partite method for two out of three datasets tested. We believe these results war-

rant further investigation into the best approach to incorporating user relation-
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ship and user endorsement information into the NMF formulation. It might be

useful, for instance, to test the output of the algorithm when a symmetric reblog

network is used, possibly with a higher threshold for the minumim number of

reblogs between users. Finally, being the the first ever analysis of polarization

on the Tumblr network, we show that Tumblr can be an extremely valuable re-

source for datasets, especially as related to opinion and polarization detection.

Our study is not without limitations. Given the sizes of our datasets, it was

infeasible to have every post annotated by humans. The performance measures

we present heavily rely on these annotations and would, of course, change with

the existence of a fully annotated dataset. Though the posts selected to be anno-

tated were chosen at random and are expected to represent the larger dataset,

future analyses on fully annotated datasets would prove beneficial. The in-

ability to fully annotate large social media datasets is a common problem in

research, speaking to the need for unsupervised approaches like nonnegative

matrix factorization. By showing NMF’s versatility (in terms of the information

that can be incorporated into the algorithm and the variety of datasets it can be

applied to), we hope to aid future research in illuminating polarization patterns

in online social media.
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