


—% Steven Ruggles
| am increasingly convinced that DP will
degrade the quality of data available
about the population, and will make
scientifically useful public use microdata
impossible. 3/
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Redistricting and Exact Counts

In the US, legislative districts must have equal size.

Decennial Census counts of each block are the “official counts.”

Some data users are concerned that adding noise to the
counts will make them unfit for use.

However:

Evaluation of districts Is based on official decennial counts; these
data are used for 10 years.

Noise added by DP is significantly less than noise added by other
statistical methods currently in use
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STEVEN RUGGLES

Director, Institute for Social Research and Data
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Ruggles Concerns

Differential privacy is not a measure of identifiability
Differential privacy does not measure disclosure risk

“Differential Privacy Is not concerned with re-identification of
respondents

« “DP prohibits revealing characteristics of an individual even if the
identity of that individual is effectively concealed

 “This is a radical departure from established census law and
precedent

 “The Census Bureau has been disseminating individual-level
characteristics routinely since the first microdata in 1962
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STEVEN RUGGLES

Organized attack on the move to
differential privacy

concerns:

« “Differential privacy will degrade the quality of data available
about the population, and will probably make scientifically
useful public use microdata impossible

« The differential privacy approach is inconsistent with the
statutory obligations, history, and core mission of the Census
Bureau”
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Analysis of population variances
David Van Riper & Tracy Kugler, IPUMS (APDU 2019)

Census DAS vs. IPUMS Hispanic population for Minnesota counties under different epsilons
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Analysis of population variances
David Van Riper & Tracy Kugler, IPUMS (APDU 2019)

Census DAS vs. IPUMS Hispanic population for Minnesota enumeration districts under different epsilons
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Analysis of population variances
David Van Riper & Tracy Kugler, IPUMS (APDU 2019)

Difference between IPUMS and Census DAS total population counts for Minnesota counties and EDs under different epsilons
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For more
information...
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These attacks on statistical databases
are no longer a theoretical danger.

BY SIMSON GARFINKEL, JOHN M. ABOWD,
AND CHRISTIAN MARTINDALE

Understanding
Database
Reconstruction
Attacks on
Public Data

IN 2020, THE U.S. Census Bureau will conduct the
Constitutionally mandated decennial Census of
Population and Housing. Because a census involves
collecting large amounts of private data under the
promise of confidentiality, traditionally statistics

are published only at high levels of aggregation.
Published statistical tables are vulnerable to database
reconstruction attacks (DRAs), in which the underlying
microdata is recovered merely by finding a set of
microdata that is consistent with the published
statistical tabulations. A DRA can be performed by using
the tables to create a set of mathematical constraints
and then solving the resulting set of simultaneous
equations. This article shows how such an attack can be
addressed by adding noise to the published tabulations,
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so the reconstruction no longer results
in the original data. This has implica-
tions for the 2020 census.

The goal of the census is to count
every person once, and only once, and
in the correct place. The results are
used to fulfill the Constitutional re-
quirement to apportion the seats in
the U.S. House of Representatives
among the states according to their
respective numbers.

In addition to this primary purpose
of the decennial census, the U.S. Con-
gress has mandated many other uses
for the data. For example, the U.S. De-
partment of Justice uses block-by-
block counts by race for enforcing the
Voting Rights Act. More generally, the
results of the decennial census, com-
bined with other data, are used to
help distribute more than $675 bil-
lion in federal funds to states and lo-
cal organizations.

Beyond collecting and distributing
data on U.S. citizens, the Census Bu-
reau is also charged with protecting the
privacy and confidentiality of survey re-
sponses. All census publications must
uphold the confidentiality standard
specified by Title 13, Section 9 of the
U.S. Code, which states that Census Bu-
reau publications are prohibited from
identifying “the data furnished by any
particular establishment or individu-
al.” This section prohibits the Census
Bureau from publishing respondents’
names, addresses, or any other infor-
mation that might identify a specific
person or establishment.

Upholding this confidentiality re-
quirement frequently poses a chal-
lenge, because many statistics can
inadvertently provide information in
a way that can be attributed to a par-
ticular entity. For example, if a statis-
tical agency accurately reports there
are two persons living on a block and
the average age of the block’s resi-
dents is 35, that would constitute an
improper disclosure of personal in-
formation, because one of the resi-
dents could look up the data, sub-
tract their contribution, and infer
the age of the other.

=——Can a set of equations keep
U.S. census data private?
By Jeffrey Mervis

Science
Jan. 4, 2019, 2:50 PM

Communications of ACM March 2019
Garfinkel & Abowd

http://bit.ly/Science2019C1
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https://www.sciencemag.org/author/jeffrey-mervis

More Background on the 2020 Disclosure Avoidance
System

September 14, 2017 CSAC (overall design)
https://www?2.census.gov/cac/sac/meetings/2017-09/garfinkel-modernizing-disclosure-
avoidance.pdf

August, 2018 KDD’18 (top-down v. block-by-block)
https://digitalcommons.ilr.cornell.edu/ldi/49/

October, 2018 WPES (implementation issues)
https://arxiv.org/abs/1809.02201

October, 2018 ACMQueue (understanding database reconstruction)
https://digitalcommons.ilr.cornell.edu/ldi/50/ or
https://queue.acm.org/detail.cfm?1d=3295691

Memorandum 2019.13: Disclosure Avoidance System Design Parameters
https://www.census.qov/programs-surveys/decennial-census/2020-census/planning-
management/memo-series/2020-memo-2019 13.html
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