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With the surging interest in quantum and hybrid classical-quantum sys-

tems, ensuring the privacy of generated quantum data is essential. Quantum

differential privacy (QDP) has been introduced to ensure privacy for quantum

states. However, the versatility of QDP is limited. We introduce a flexible pri-

vacy framework for quantum systems termed as Quantum PP (QPP). We show

that QPP is captured exactly by an information-spectrum divergence, endowing

the latter with its first operational interpretation. Then this divergence is used

to study properties of QPP mechanisms, showcasing distinctions that arise in

the quantum setting compared to the classical setting. We introduce the first

algorithms that can be used to audit for privacy given a mechanism, which fa-

cilitates new approaches with the access to quantum devices. We analyse how

the QPP framework provides better privacy-utility tradeoffs with the flexibility

to incorporate application-specific criteria. To provide further insights on QPP,

we comprehensively study measured hockey-stick divergences that find opera-

tional interpretation in the QPP framework as optimal privacy parameters.

Studying statistical problems under privacy constraints is vital for under-

standing the price that we have to pay to ensure privacy. To this end, the con-

traction of statistical measures and divergences under privacy constraints is an

important technical tool. However, in the quantum setting, this area of research

is largely unexplored even for fundamental statistical tasks. We characterize the

contraction of quantum divergences under a local variant of quantum privacy,



which enables this field of study. We completely characterize the privatized

contraction coefficient of the trace distance, among others. Next, we utilize the

information-theoretic tools developed to study statistical tasks under privacy

constraints. To this end, we characterize the cost of privacy in quantum hypoth-

esis testing and learning expectation of observables while ensuring privacy of

quantum states.

In sum, this thesis lays a theoretical foundation for ensuring the privacy of

quantum data by introducing flexible privacy frameworks tailored to quantum

systems. It also evaluates the tradeoffs involved in maintaining privacy during

the testing and learning of properties of quantum data, offering information-

theoretic tools to study statistical tasks under privacy constraints.
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CHAPTER 1

INTRODUCTION

1.1 Introduction

With the exponential increase in personal data shared online and recent ad-

vancements in data mining techniques, privacy concerns have become more

pressing than ever. Statistical privacy frameworks seek to address these threats

in a principled manner, subject to formal guarantees [56]. Differential pri-

vacy (DP) [40] is a popular framework that preserves the privacy of individ-

ual records while enabling aggregate queries about a database (see Defini-

tion 3). However, DP only deals with one type of private information (individ-

ual records modeled by rows of the database) and does not allow to incorporate

domain knowledge into the framework. To address these limitations, a versatile

generalization of DP called Pufferfish Privacy (PP) was proposed in [77].

PP allows for customizing which information is regarded as private and ex-

plicitly integrates distributional assumptions into the definition [77, 121, 143]

(see Definition 4). PP has found use in several applications, including smart

metering [17, 74] and trajectory monitoring with location tracking [81, 141].

Information-theoretic formulations of classical DP and PP have been proposed

in [27] and [92], respectively.
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Figure 1.1: 2022-2033 salary data in four departments: HR, IT, PR, R&D. The
goal is to publish the average 2023 salary in each department (the average of
the blue cells) while hiding whether the number raises (marked by red frames)
is ≤ 2 corresponding to g(·) = 0 or > 2 corresponding to g(·) = 1. The average
2022 salaries (yellow cells) are public knowledge [92, Figure 1]
.

1.1.1 Pufferfish Privacy

Let us study the following example (with classical data) to identify the distinc-

tions between DP and PP frameworks given in [92, Figure 1]. Consider salary

data from 2022-2023 at a company with four departments: HR, IT, PR, and

R&D. The company wants to publish the average 2023 salary in each depart-

ment while concealing whether more or less than m employees got a raise. The

average salaries from 2022 are publicly available. More formally, the goal is

to publish f (x) = 1
n

∑n
i=1 x(i, 2023) while privatizing whether g(x) = 1Am , where

2



Am =
{
|{i : x(i, 2022) < x(i, 2023)}| > m

}
, x ∈ X B {HR, IT,PR,R&D}, and x(i, j) is

the salary of the ith employee during year j in department x. The average salary

from 2022, i.e., w(x) = 1
n

∑n
i=1 x(i, 2022)), is public knowledge. See Fig. 1.1 for an

instance of the described scenario (n = 4 and m = 2).

DP operates by making any pair of neighboring databases indistinguish-

able, with the definition of neighbors being up to the privacy mechanism de-

signer. In the scenario above, one may apply a DP-based approach by pair-

ing as neighbors every two departments between which there is a difference

in the function value g (whether the number of employees getting a raise is

more than m). For the example from Fig. 1.1, this amounts to the set of pairs

{(HR,PR), (HR,R&D), (IT,PR), (IT,R&D)} (marked by the dashed purple arrows

in the figure). However, by following this approach, we guarantee a stricter

privacy requirement than necessary. Indeed, upon observing the privatized

version of the published query f and assuming w is publicly known, we only

need to make the sets g−1(0) = {PR,R&D} and g−1(1) = {HR, IT} indistinguishable

(marked by the solid dark cyan arrow in Fig. 1.1). The benefit of targeting this

relaxed notion of privacy is that it enables us to achieve improved accuracy and

utility. The PP framework is designed to do just that, by enabling full customiza-

tion of the events that are regarded as private. In addition, PP allows integrating

into the framework domain knowledge on the distribution over databases; by

considering the set of all possible distributions, this reduces to the worst-case

requirement of DP.
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1.1.2 Privacy for Quantum Data

The surging interest in quantum and hybrid classical-quantum systems has

sparked a parallel interest in their application for decision-making tasks. With

that, it is essential to ensure the privacy of quantum states in a similar vein

to classical data. Quantum differential privacy (QDP) has been recently intro-

duced to ensure privacy for quantum states [1, 62, 144]. However, as explained

in the classical setting, the versatility of QDP is limited.

In this thesis, we work towards designing flexible privacy frameworks for

quantum systems while incorporating features of quantum systems and identi-

fying whether these privacy frameworks satisfy desired properties.

In Chapter 3, we propose a versatile privacy framework for quantum sys-

tems, termed quantum pufferfish privacy (QPP). Inspired by classical puffer-

fish privacy, our formulation generalizes and addresses limitations of quan-

tum differential privacy by offering flexibility in specifying private informa-

tion, feasible measurements, and domain knowledge. We show that QPP can

be equivalently formulated in terms of the Datta-Leditzky information spec-

trum divergence, thus providing the first operational interpretation thereof. We

reformulate this divergence as a semi-definite program and derive several prop-

erties of it, which are then used to prove convexity, composability, and post-

processing of QPP mechanisms. Parameters that guarantee QPP of the depo-

larization mechanism are also derived. We analyze the privacy-utility tradeoff

of general QPP mechanisms and, again, study the depolarization mechanism as

an explicit instance. The QPP framework is then applied to privacy auditing for

identifying privacy violations via a hypothesis testing pipeline that leverages

quantum algorithms.
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Chapter 3 is based on [95]:

T. Nuradha, Z. Goldfeld, and M. M. Wilde, “Quantum Pufferfish Privacy-

A Flexible Privacy Framework for Quantum Systems”, in IEEE Transac-

tions on Information Theory, August 2024, doi: 10.1109/TIT.2024.3404927.

1.1.3 Information-Theoretic Quantities to Analyze Privacy

In Chapter 3, we show that a special class of QPP framework, when the ad-

versary is allowed to use all possible measurements, can be equivalently for-

mulated in terms of the Datta-Leditzky information spectrum divergence. This

connection provides approaches to prove that the QPP framework satisfies the

desired properties. This approach cross-fertilizes two fields, namely quantum

information theory and privacy. In particular, this enables identifying opera-

tional interpretations of quantum information-theoretic quantities (the first op-

erational interpretation of Datta-Leditzky divergence) and, in return, provides

interesting behaviours of operational tasks such as privacy (e.g., how privacy

degrades when composing multiple quantum private mechanisms).

In Chapter 4, we expand the connection between quantum information-

theoretic tools and QPP further. The hockey-stick divergence is a fundamental

quantity characterizing several statistical privacy frameworks that ensure pri-

vacy for classical and quantum data. In such quantum privacy frameworks, the

adversary is allowed to perform all possible measurements. However, in prac-

tice, there are typically limitations to the set of measurements that can be per-

formed. To this end, we comprehensively analyze the measured hockey-stick

divergence under several classes of practically relevant measurement classes.
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We prove several of its properties, including data processing and convexity.

We show that it is efficiently computable by semi-definite programming for

some classes of measurements and can be analytically evaluated for Werner and

isotropic states. Notably, we show that the measured hockey-stick divergence

characterizes optimal privacy parameters in the QPP framework. With this con-

nection and the developed technical tools, we enable methods to quantify and

audit privacy for several practically relevant settings. Lastly, we introduce the

measured hockey-stick divergence of channels and explore its applications in

ensuring privacy for channels.

Chapter 4 is based on [97]:

T. Nuradha, V. Singh, M. M. Wilde. ”Measured Hockey-Stick Divergence

and its Applications to Quantum Pufferfish Privacy”. arXiv:2501.12359

(Accepted to International Symposium of Information Theory- ISIT 2025).

1.1.4 Statistical Tasks under Privacy Constraints

A quantum generalized divergence by definition satisfies the data-processing

inequality; as such, the relative decrease in such a divergence under the action

of a quantum channel is at most one. This relative decrease is formally known

as the contraction coefficient of the channel and the divergence. Interestingly,

there exist combinations of channels and divergences for which the contraction

coefficient is strictly less than one. Furthermore, understanding the contrac-

tion coefficient is fundamental for the study of statistical tasks under privacy

constraints. However, finding exact characterizations of contraction coefficients

of quantum divergences and studying statistical tasks under quantum privacy
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constraints are still largely unexplored.

To this end, in Chapter 5, we establish upper bounds on contraction coef-

ficients for the hockey-stick divergence under privacy constraints, where pri-

vacy is quantified with respect to the quantum local differential privacy (QLDP)

framework, and we fully characterize the contraction coefficient for the trace

distance under privacy constraints. Next, in Chapter 6, we apply our find-

ings to establish bounds on the sample complexity of quantum hypothesis test-

ing under privacy constraints and learning expectation values with privatized

quantum states. Furthermore, we study various scenarios in which the sample

complexity bounds are tight, while providing order-optimal quantum channels

that achieve those bounds. With this, we characterize the cost of privacy in the

setting of hypothesis testing and learning.

Chapter 5 and Chapter 6 are primarily based on [99]:

T. Nuradha and M. M. Wilde, ”Contraction of Private Quantum Channels

and Private Quantum Hypothesis Testing”, in IEEE Transactions on Infor-

mation Theory, March 2025, doi: 10.1109/TIT.2025.3527859.
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1.2 Other Ph.D. Research Projects

In addition to the research publications featured in this thesis in detail, I also

co-authored the following papers during my doctoral studies.

1. T. Nuradha, and Z. Goldfeld, “Pufferfish Privacy: An Information-

Theoretic Study”, in IEEE Transactions on Information Theory, Nov. 2023,

doi: 10.1109/TIT.2023.3296288. [93]

To address the limitations of differential privacy, Pufferfish Privacy (PP)

was proposed, yet its flexibility comes with additional challenges in anal-

ysis and deriving mechanisms. We circumvent this impasse by propos-

ing a new structured PP framework along with a natural information-

theoretic formulation, which lends itself well for analysis and enables de-

vising mechanisms. We termed this information-theoretic formulation as

mutual information PP, in terms of conditional mutual information be-

tween the mechanism and the secret, given the public information.

2. T. Nuradha and M. M. Wilde, “Fidelity-Based Smooth-Min-Relative En-

tropy: Properties and Applications”, in IEEE Transactions on Information

Theory, June 2024, doi: 10.1109/TIT.2024.3378590. [98]

We comprehensively study an information-theoretic quantity referred to

as smooth min-relative entropy, for which the smoothing is based on a

fidelity constraint. We derive properties, including data processing and

its second-order asymptotics. Furthermore, we expand these second-order

asymptotic findings to a large class of smoothed Rényi divergences, while

showcasing a unification of them into two main variants. We found the

use of this fidelity-based divergence in general resource theories when the
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target state is impure, with a particular focus on randomness distillation.

3. T. Nuradha, H. K. Mishra, F. Leditzky, and M. M. Wilde, “Multivariate

Fidelities”, in Journal of Physics A: Mathematical and Theoretical, April

2025, doi: 10.1088/1751-8121/adc645. [96]

Bivariate classical fidelity (also known as Bhattacharya distance) is a

widely used measure of similarity between two probability distributions.

There exist a few extensions of the notion of similarity to more than two

probability distributions. Hitherto, quantum generalizations of multivari-

ate classical fidelities have not been systematically explored. In this work,

we introduce several multivariate quantum fidelities, show that they sat-

isfy several desirable properties, and provide operational interpretations

for some of them.

4. H. C. Cheng, N. Datta, N. Liu, T. Nuradha, R. Salzmann, and M. M. Wilde,

“An invitation to the sample complexity of quantum hypothesis testing”,

arXiv:2403.17868 (Accepted to npj Quantum Information, March 2025).

[22]

In this work, we study the sample complexity of quantum hypothesis

testing (QHT), wherein the goal is to determine the minimum number

of samples needed to reach a desired error probability. We characterize

the sample complexity of binary QHT in the symmetric and asymmetric

settings, and we provide bounds on the sample complexity of multiple

QHT. We also outline how the sample complexity of QHT is relevant to a

broad swathe of research areas and can enhance understanding of many

fundamental concepts, including quantum algorithms for simulation and

search, and quantum learning and classification.

5. Z. Goldfeld, K. Greenewald, T. Nuradha, and G. Reeves, “k-Sliced mu-
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tual information: a quantitative study of scalability with dimension”, In

Conference on Neural Information Processing Systems (NeurIPS), New

Orleans, USA, 2022. [52]

Mutual information (MI) is a fundamental measure of dependence be-

tween random variables. Sliced MI (SMI) was introduced as a surrogate

dependence measure that preserves much of the classic structure of MI

while being more scalable for computation and estimation in high dimen-

sions. In this work, we provide a multifaceted account of how SMI it-

self and estimation rates thereof depend on the ambient dimension, un-

der a broader framework termed k-SMI, which considers projections to

k-dimensional subspaces. We derive sharp bounds on the error of Monte

Carlo (MC)-based estimates of k-SMI and combine the MC integrator with

the neural estimation framework to provide an end-to-end k-SMI estima-

tor, for which optimal convergence rates are established.

6. V. Singh, T. Nuradha, M. M. Wilde. ”Extendible quantum measurements

and limitations on classical communication”. arXiv:2412.18556 (Accepted

to International Symposium of Information Theory- ISIT 2025). [120]

In this work, we generalize the framework of unextendibility to quantum

measurements and define k-extendible measurements for every integer

k ≥ 2. Our definition provides a hierarchy of semidefinite constraints that

specify a set of measurements containing every measurement that can be

realized by local operations and one-way classical communication. Fur-

thermore, the set of k-extendible measurements converges to the set of

measurements that can be realized by local operations and one-way clas-

sical communication as k → ∞.

7. I. George, C. Hirche, T. Nuradha, M. M. Wilde. ”Quantum Doeblin Coef-
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ficients: Interpretations and Applications”. arXiv:2503.22823. [50]

The Doeblin coefficient of a classical channel provides an efficiently com-

putable upper bound on the total-variation contraction coefficient of the

channel. Here, we investigate quantum Doeblin coefficients by defining

various new quantum Doeblin coefficients and analysing their properties.

We also develop various interpretations of two of these quantum Doeblin

coefficients, including representations as minimal singlet fractions, exclu-

sion values, among others. We also show how our findings provide in-

sights on limitations on quantum learning algorithms that use parame-

terized quantum circuits (noise-induced barren plateaus), on error mitiga-

tion protocols, and on the sample complexity of noisy quantum hypothesis

testing.

8. H. Westerheim, J. Chen, Z. Holmes, I. Luo, T. Nuradha, D. Patel, S. Rethi-

nasamy, K. Wang, and M. M. Wilde, “Dual-VQE: A quantum algorithm to

lower bound the ground-state energy”, 2023, arXiv:2312.03083. [136]

The variational quantum eigensolver (VQE) is a hybrid quantum-classical

variational algorithm that produces an upper-bound estimate of the

ground-state energy of a Hamiltonian. In this work, we propose a dual

variational quantum eigensolver (dual-VQE) that produces a lower-bound

estimate of the ground-state energy. As such, VQE and dual-VQE can

serve as quality checks on their solutions; in the ideal case, the VQE up-

per bound and the dual-VQE lower bound form an interval containing the

true optimal value of the ground-state energy.

9. J. Chen, H. Westerheim, Z. Holmes, I. Luo, T. Nuradha, D. Patel, S.

Rethinasamy, K. Wang, and M. M. Wilde, “QSlack: A slack-variable

approach for variational quantum semi-definite programming”, 2023,

11



arXiv:2312.03830. [20]

Solving optimization problems is a key task for which quantum com-

puters could possibly provide a speedup over the best-known classical

algorithms. We propose the QSlack method for estimating the optimal

values of semi-definite programs (SDP). QSlack works by introducing

slack variables to transform inequality constraints to equality constraints,

transforming a constrained optimization to an unconstrained one via the

penalty method, and replacing the optimizations over all possible non-

negative variables by optimizations over parameterized quantum states.

1.3 Organization

This thesis is organized as follows. First, in Chapter 2, we establish the notations

that we use and the background about privacy frameworks. Next, in Chapter 3,

we propose a flexible privacy framework for quantum systems while analyzing

desired properties, mechanisms, and providing operational interpretations to

quantum information-theoretic quantities. Then, in Chapter 4, we define mea-

sured hockey-stick divergences and show how they find use in the analysis of

flexible quantum privacy frameworks. Furthermore, we study how the contrac-

tion of quantum divergences behaves with the privacy constraints imposed by

quantum local differential privacy in Chapter 5. Then, in Chapter 6, we utilize

those tools developed on contraction of divergences to study the impact of pri-

vacy in statistical learning tasks, including hypothesis testing of quantum states

and learning expectation of observables with access to only privatized quantum

states. Finally, in Chapter 7, we summarize the main contributions of this thesis

and state some potential future directions in the scope of the study of this thesis.
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CHAPTER 2

PRELIMINARIES AND BACKGROUND

In this chapter, we present the notation used throughout the thesis while

providing background on concepts related to existing privacy frameworks for

classical and quantum systems.

2.1 Notations and Quantum Divergences

2.1.1 Notation

Sets are denoted by calligraphic letters, e.g., X. For k, n ∈ N, we use Xn×k to

denote the database space of n × k matrices; columns correspond to different

attributes, while rows correspond to different individuals. The (i, j)th entry of

x ∈ Xn×k is denoted as x(i, j). The ith row and jth column of x are denoted by

x(i, ·) and x(·, j), respectively. We denote by (Ω,F ,P) the underlying probability

space on which all random variables (RVs) are defined, with E designating ex-

pectation. RVs are denoted by uppercase letters, e.g., X, with PX representing

the corresponding probability law. For X ∼ PX, we interchangeably use supp(X)

and supp(PX) for the support. The joint law of (X,Y) is denoted by PXY , while PY |X

designates the (regular) conditional probability of Y given X. Conventions for

n × k-dimensional random variables are the same as for deterministic elements.

The space of all Borel probability measures on S ⊆ Rd is denoted by P(S). The

Kullback–Leibler (KL) divergence between P,Q ∈ P(X) with P ≪ Q (absolutely

continuous) is given by D(P∥Q) B EP

[
ln

(
dP
dQ

)]
, where dP

dQ is the Radon–Nikodym

derivative of P with respect to Q. For (X,Y) ∼ PXY , the mutual information be-
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tween X and Y is denoted by I(X; Y) B D(PXY∥PX ⊗ PY).

We now review basic concepts from quantum information theory and refer

to [75,137] for more details. A (classical or quantum) system R is identified with

a finite-dimensional Hilbert space HR. We denote the set of linear operators

acting on HR by L(HR). The support of a linear operator X ∈ L(HR) is defined

to be the orthogonal complement of its kernel, and it is denoted by supp(X). Let

T(C) denote the transpose of C. The partial transpose of C ∈ L(HA ⊗ HB) on

the subsystem A is represented as TA(C). Let Tr[C] denote the trace of C, and

let TrA[C] denote the partial trace of C over the subsystem A. The trace norm of

a matrix B is defined as ∥B∥1 B Tr
[√

B†B
]
. For operators A and B, the notation

A ≥ B indicates that A− B is a positive semi-definite (PSD) operator, while A > B

indicates that A − B is a positive definite operator.

A quantum state ρR ∈ L(HR) on R is a PSD, unit-trace operator acting onHR.

We denote the set of all density operators in L(HR) byD(HR). A state ρR of rank

one is called pure, and we may choose a normalized vector |ψ⟩ ∈ HR satisfying

ρR = |ψ⟩⟨ψ| in this case. Otherwise, ρR is called a mixed state. By the spectral

decomposition theorem, every mixed state can be written as a convex combi-

nation of pure, orthogonal states. A quantum channel N : L(HA) → L(HB) is

a linear, completely positive and trace-preserving (CPTP) map from L(HA) to

L(HB). We denote the adjoint ofN byN†. A measurement of a quantum system

R is described by a positive operator-valued measure (POVM) {My}y∈Y, which is

defined to be a collection of PSD operators satisfying
∑

y∈Y My = IHR , where Y is

a finite alphabet. The Born rule dictates that, after applying the above POVM to

ρ ∈ D(HR), the probability of observing the outcome y is given by Tr
[
Myρ

]
.
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2.1.2 Quantum Divergences

We define several quantum divergences that will be used throughout this thesis.

Definition 1 (Generalized Quantum Divergence). We call a distinguishability mea-

sure D(·∥·) a generalized divergence [119] if it satisfies the data-processing inequality;

i.e., for every channel N , state ρ, and PSD operator σ,

D(ρ∥σ) ≥ D(N(ρ)∥N(σ)) . (2.1)

Definition 2 (Glossary of Divergences and Information Measures). We define

several quantum divergences as follows.

1. The normalized trace distance between the states ρ and σ is defined as

T (ρ, σ) B
1
2
∥ρ − σ∥1 . (2.2)

It generalizes the total-variation distance between two probability distributions.

2. For γ ≥ 0, the quantum hockey-stick divergence is defined as [99, 119]

Eγ(ρ∥σ) B Tr
[
(ρ − γσ)+

]
− (1 − γ)+, (2.3)

where (A)+ B
∑

i:ai≥0 ai|i⟩⟨i| for a Hermitian operator A =
∑

i ai|i⟩⟨i|, and (x)+ B

max{0, x} for real number x. For γ = 1, observe that E1(ρ∥σ) = T (ρ, σ).

3. Uhlamnn Fidelity between two states ρ and σ is defined as [127]

F(ρ, σ) B
∥∥∥√ρ√σ∥∥∥2

1
(2.4)

and the square of the Bures distance dB(ρ, σ) as

[
dB(ρ, σ)

]2 B 2
(
1 −
√

F(ρ, σ)
)
. (2.5)
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4. The diamond distance between the two channels N ,M : L(HA) → L(HB) is

defined as [79]

∥N −M∥⋄ B sup
ρRA

∥NA→B(ρRA) −MA→B(ρRA)∥1 , (2.6)

where the optimization in the definition is over every reference system R and bi-

partite density operator ρRA (with R allowed to be arbitrarily large). It is well

known, however, that it suffices to perform the optimization over pure bipartite

states such that the dimension of the reference system R is equal to the dimension

of the channel input system A.

5. The Petz–Rényi quantum relative entropy of order α ∈ (0, 1) ∪ (1,∞) of a state

ρ with respect to a PSD operator σ is given by [108, 109]: if α ∈ (0, 1) ∨ (α >

1 ∧ supp(ρ) ⊆ supp(σ)) then

Dα(ρ∥σ) B
1

α − 1
ln Tr[ρασ1−α] (2.7)

and ∞ otherwise. It is a generalized divergence for α ∈ [0, 1) ∪ (1, 2] [109]. The

special case of α→ 1 is called the quantum relative entropy and amounts to

D(ρ∥σ) ≡ D1(ρ∥σ) B lim
α→1

Dα(ρ∥σ) = Tr
[
ρ(ln ρ − lnσ)

]
(2.8)

when supp(ρ) ⊆ supp(σ) and it is equal to +∞ otherwise. The quantum entropy

of a state ρ is defined as

S (ρ) B −Tr
[
ρ ln ρ

]
. (2.9)

Equivalently, S (ρ) = −D1(ρ∥I), where I is the identity operator.

6. Fix α ∈ (0, 1) ∪ (1,∞). The sandwiched Rényi relative entropy of a state ρ and a

PSD operator σ is defined as [89, 139]: if α ∈ (0, 1) ∨ (α ∈ (1,∞) ∧ supp(ρ) ⊆

supp(σ)) then

D̃α(ρ∥σ) B
1

α − 1
ln Tr

[(
σ

1−α
2α ρσ

1−α
2α

)α]
(2.10)
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and∞ otherwise. It is a generalized divergence for α ∈ [1/2, 1) ∪ (1,∞) [46] (see

also [138]).

7. Fix δ ∈ [0, 1], a state ρ, and a PSD operator σ. The Datta–Leditzky information

spectrum divergences are defined as follows [29]:

Dδ(ρ∥σ) B sup
{
γ ∈ R : Tr[(ρ − eγσ)+] ≥ 1 − δ

}
, (2.11a)

D
δ
(ρ∥σ) B inf

{
γ ∈ R : Tr[(ρ − eγσ)+] ≤ δ

}
, (2.11b)

where (A)+ B
∑

i:ai≥0 ai|i⟩⟨i| for a Hermitian operator A =
∑

i ai|i⟩⟨i|. Hereafter,

we abbreviate these divergences as DL divergences. Proposition 4.3 of [29] shows

that

Dδ(ρ∥σ) = D
1−δ

(ρ∥σ), (2.12)

and so we can speak of a single DL divergence, which we set hereafter to be D
δ

from (2.11b). Slightly rewriting (2.11), we have the equivalent representations:

Dδ(ρ∥σ) = ln sup
{
λ ≥ 0 : Tr[(ρ − λσ)+] ≥ 1 − δ

}
(2.13a)

D
δ
(ρ∥σ) = ln inf

{
λ ≥ 0 : Tr[(ρ − λσ)+] ≤ δ

}
. (2.13b)

8. The max-relative entropy of a state ρ and a PSD operator σ is defined as [28]

Dmax(ρ∥σ) B ln inf {λ : ρ ≤ λσ} (2.14)

= ln sup
0≤M≤I

Tr
[
Mρ

]
Tr[Mσ]

, (2.15)

and the smooth max-relative entropy is defined for δ ∈ [0, 1] as

Dδ
max(ρ∥σ) B inf

ρ̃ : 1
2 ∥ρ̃−ρ∥1≤δ

Dmax(̃ρ∥σ), (2.16)

with the optimization taken over every state ρ̃. These quantities have been given

an operational meaning in [130]. The Thompson metric [125] is defined in terms

of the max-relative entropy as

DT (ρ∥σ) B max{Dmax(ρ∥σ),Dmax(σ∥ρ)}, (2.17)
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and it has been given an operational meaning in [114, 117].

2.2 Classical and Quantum Privacy Frameworks

In this section, we provide background on the existing definitions of privacy for

both classical and quantum systems, starting from classical DP and proceeding

to quantum DP.

2.2.1 Classical Differential and Pufferfish Privacy

DP allows for answering queries about aggregate quantities while protecting

the individual entries in a database [40]. To this end, the output of a differen-

tial privacy mechanism should be indistinguishable for neighboring databases,

defined as those that differ only in a single record (row). Formally, we say that

x, x′ ∈ Xn×k are neighbors, denoted x ∼ x′, if x(i, ·) , x′(i, ·) for some i ∈ {1, . . . , n},

and they agree on all other rows. We also note that a randomized privacy mech-

anism A, as mentioned below, is described by a conditional probability distribu-

tion PA|X for its output given the data.

Definition 3 (Classical Differential Privacy). Fix ε ≥ 0 and δ ∈ [0, 1]. A randomized

mechanism A : Xn×k → Y is (ε, δ)-differentially private if

P
(
A(x) ∈ B

)
≤ eε P

(
A(x′) ∈ B

)
+ δ, (2.18)

for all x ∼ x′ with x, x′ ∈ Xn×k and B ⊆ Y measurable.

As is evident from the above definition, DP aims to conceal whether any

particular individual (row) is in fact part of the database or not. While being a
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powerful and widely applicable privacy framework, it is often appropriate to

consider even broader frameworks. Pufferfish privacy [77] is a versatile gener-

alization of DP that not only allows flexibility in the definition of secrets but also

enables the integration of domain knowledge of the database space Xn×k. The

PP framework consists of three components:

1. A set of secrets S ⊆ Xn×k of measurable subsets;

2. A set of secret pairs Q ⊆ S×S that need to be indistinguishable in the (ε, δ)

sense (c.f., (2.19) below),

3. A class of data distributions Θ ⊆ P(Xn×k) that captures prior beliefs or

domain knowledge.

As formulated next, PP aims to guarantee that all secret pairs in Q are indis-

tinguishable with respect to the prior beliefs PX ∈ Θ.

Definition 4 (Classical Pufferfish Privacy). Fix ε ≥ 0 and δ ∈ [0, 1]. A randomized

mechanism A : Xn×k → Y is (ε, δ)-private in the pufferfish framework (S,Q,Θ) if

P
(
A(X) ∈ B

∣∣∣R) ≤ eε P
(
A(X) ∈ B

∣∣∣T )
+ δ, (2.19)

for all PX ∈ Θ, (R,T ) ∈ Q with PX(R), PX(T ) > 0, and B ⊆ Y measurable.

DP from Definition 3 is a special case of PP when S = Xn×k, the set Q contains

all neighboring pairs of databases, and Θ = P(Xn×k) (i.e., there are no distribu-

tional assumptions, and privacy is guaranteed in the worst case). Other im-

portant examples that are subsumed by PP include (i) generic DP [104], which

allows for arbitrary neighboring relationships, and (ii) attribute privacy [143],

which privatizes global properties of a database (e.g., a column that corresponds

to some sensitive information, such as salary).
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2.2.2 Quantum Differential Privacy

Quantum differential privacy (QDP) lifts the notion of DP to the space of quan-

tum states, with the neighboring relation typically defined either in terms of

closeness in trace distance [144], reachability by a single local operation [1],1 or

by quantum Wasserstein distance of order 1 [32]. We denote two states being

neighbors by ρ ∼ σ.

Definition 5 (Quantum Differential Privacy [62, 144]). Fix ε ≥ 0 and δ ∈ [0, 1].

Let D be a set of quantum states, and let A be a quantum algorithm (viz., a quantum

channel). The algorithmA is (ε, δ)-differentially private if

Tr
[
MA(ρ)

]
≤ eεTr[MA(σ)] + δ. (2.20)

for every measurement operator M (i.e., satisfying 0 ≤ M ≤ I) and all ρ, σ ∈ D such

that ρ ∼ σ.

This definition reduces to classical DP for discrete-output mechanisms with

an appropriate choice of the measurement set. See Section 3.2.3 below for fur-

ther details.

1Given two quantum states ρ and σ of n registers each, call them neighbors if it is possible to
reach either σ from ρ or ρ from σ by performing a general quantum channel on a single register
only.
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CHAPTER 3

QUANTUM PUFFERFISH PRIVACY: A FLEXIBLE PRIVACY

FRAMEWORK FOR QUANTUM SYSTEMS

3.1 Introduction

With a surging interest in quantum and hybrid classical–quantum systems, en-

suring privacy of both classical and quantum data has become pivotal. Privacy-

preserving data analysis has been widely studied for classical systems by means

of statistical privacy frameworks. Differential privacy (DP) is an important sta-

tistical privacy framework that enables answering aggregate queries about a

database while keeping individual records private [40, 41].

Quantum DP (QDP) is a generalization of the classical DP notion and has

been proposed in [144]. See also [1] for DP of quantum measurements and [62]

for an information-theoretic interpretation of QDP. Connections to quantum sta-

bility through private learning have been studied in [112]. Moreover, [37] has

explored how quantum classifiers can be made private by using the intrinsic

noise of existing quantum systems. See also [6, 69, 118, 131] for applications of

DP in quantum machine learning. Additionally, privacy amplification of quan-

tum and quantum-inspired algorithms has been analyzed using QDP and clas-

sical DP notion in [4]. However, similar to the classical case, the versatility of

QDP is limited.

In this chapter, we propose a flexible privacy framework for quantum sys-

tems, termed quantum PP (QPP), that addresses these limitations. We provide a

comprehensive study of QPP, encompassing properties, mechanisms, privacy-
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ρ1 σ1

V(ρ1) = a V(σ1) = b

ρ2 σ2

V(ρ2) = a V(σ2) = b

R = {ρ1, ρ2} T = {σ1, σ2}

Figure 3.1: Depiction of a setup where the goal is to hide whether the amount
of entanglement V present in the bipartite states ρ1, ρ2, σ1, and σ2 equals a or b.
In this diagram, large squares represent the entire quantum state, while small
rectangles correspond to a specific attribute of that state (i.e., the amount of
entanglement as quantified by the function V). The specific attribute can take
on one of two values, a or b, represented by solid or dotted lines, respectively.
As the goal is to conceal only the entanglement level, and not necessarily the
specific quantum state, we want the sets R = {ρ1, ρ2} and T = {σ1, σ2} to be
indistinguishable.

utility tradeoffs, as well as the first operational meaning of the Datta–Leditzky

information spectrum divergence [29] (hereafter abbreviated as the DL diver-

gence), which arises from our framework.

3.1.1 Motivation

We seek to address key limitations of QDP by exploring more flexible privacy

frameworks for quantum information processing. As delineated next, flexible

secrets, embedding domain knowledge, and relaxing the need for worst-case
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measurements are considerations central to our approach.

Flexible secrets. QDP guarantees that any pair of states that are classified as

neighbors are approximately indistinguishable, i.e., cannot be identified under

any possible measurement. However, scenarios may arise in which one wants to

hide specific properties of the states, as opposed to the state itself (e.g., whether

the states possess a certain symmetry or property, have any entanglement with

a special subsystem, or have secret correlations with other systems). In such

situations, QDP may be an overly pessimistic notion of privacy, which, in turn,

hinders utility. As an example, consider hiding the amount of entanglement V

present in the bipartite states in the set {ρ1, ρ2, σ1, σ2}, for which V(ρ1) = V(ρ2) = a

and V(σ1) = V(σ2) = b. As illustrated in Fig. 3.1, hiding whether V equals a or

b amounts to making the classes {ρ1, ρ2} and {σ1, σ2} indistinguishable. This can

be achieved by applying a QDP mechanism to the state space {ρ1, ρ2, σ1, σ2} by

choosing (ρi, σ j) for all i, j ∈ {1, 2} as neighbors, with the criterion that ρ and σ

are neighbors if and only if |V(ρ) − V(σ)| = |a − b|. However, doing so provides a

stricter guarantee than required. The source of the issue is the inability of QDP

to account for secrets concerning collections of states (as opposed to singletons),

which is the first issue we aim to address.

Domain knowledge. In QDP, a worst-case privacy guarantee is provided for

all neighboring states. However, one may possess knowledge about the likeli-

hood of observing different states, e.g., via expert feedback. Referring back to

the setting from Fig. 3.1, if we have domain knowledge such that observing the

states ρ1, ρ2, σ1, σ2 is prescribed by the probability vector (p/2, (1 − p) /2, 1/2, 0),

for p ∈ (0, 1), then the requirement simplifies to the indistinguishability of {ρ1, ρ2}

versus {σ1}. Classically, it has been demonstrated that domain knowledge can
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be leveraged to design privacy mechanisms with increased accuracy and util-

ity [12, 77]. This calls for a quantum privacy framework that can also encode

domain knowledge.

Relaxing worst-case measurements. Another worst-case aspect of QDP is its

account of all possible measurements. However, such a requirement might be

too stringent in practice, especially in quantum systems. As an example, while a

joint measurement can accurately distinguish between entangled but physically

separated states, oftentimes only local operations and classical communications

(LOCC) are available (e.g., as considered in quantum data-hiding protocols [34,

42, 57, 58, 80, 85, 124]). In such cases, one may achieve improved accuracy and

utility by relaxing the privacy requirement to account for LOCC measurements

only.

In sum, the rapid advancements in quantum technologies require designing

flexible privacy frameworks that can be adjusted to timely needs. Furnishing

such a framework is the main objective of this chapter.

3.1.2 Contributions

This chapter proposes a quantum analog of the PP framework that accounts

for the three aforementioned aspects. Our formalism enables reasoning about

the privacy of quantum systems using information-theoretic tools. We pro-

vide a comprehensive study of QPP, encompassing properties, mechanisms,

and privacy-utility tradeoffs. Our paradigm also gives rise to the first opera-

tional interpretation of the DL divergence [29]. The proposed QPP framework

comprises four key ingredients:
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1. the set of potential secrets,

2. the set of discriminative pairs that are required to be indistinguishable at

the output of the mechanism,

3. the set of data distributions, which encodes domain knowledge on the

occurrence of quantum or classical data, and

4. the set of measurements to be accounted for, which is specified based on

physical, ethical, or any other constraints.

See Definition 6 for a formal definition. QPP guarantees the indistinguishability,

under any allowable measurement, of sets of states formed based on the above

ingredients.

After defining the operational privacy framework, we observe that when

the measurement class contains all possible measurements, QPP can be equiv-

alently posed as a DL divergence constraint. To the best of our knowledge,

this provides the first operational interpretation of the DL divergence. We then

derive an efficiently computable formulation of the DL divergence as a semi-

definite program (SDP), which may be of independent interest. This SDP is uti-

lized to prove properties of the DL divergence, which are then used in the analy-

sis of QPP mechanisms. These properties include joint quasi-convexity and the

data-processing inequality under positive and trace non-increasing maps (see

Section 3.3). Our results also generalize the connection between the hockey-stick

divergence and QDP, originally established in [62]. Moreover, we show that ex-

isting privacy frameworks such as classical DP [40, 41], classical PP [77], utility-

optimized local DP (not subsumed by classical PP) [90], and QDP [62, 144] are

special cases of our QPP framework.
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We then move on to derive properties of QPP mechanisms, encompassing

convexity, post-processing, and composability (both parallel and adaptive). As

a specific example, we characterize the flip parameter that guarantees QPP of

the depolarization mechanism. We also describe how QPP mechanisms im-

plementable on quantum devices can be instantiated to achieve classical PP.

We consider the associated privacy-utility tradeoff for QPP mechanisms. Our

utility metric captures how invertible the privacy mechanism is, which is for-

mulated as the infimized diamond distance between a post-processing of the

mechanism’s output and the identity channel. We show that this utility metric

can be computed as an SDP, and we analyze the privacy-utility tradeoff of the

depolarization mechanism. Lastly, we study optimal privacy-utility tradeoffs of

QPP mechanisms and characterize the achievable region in several settings.

Another application we consider is privacy auditing, which refers to certify-

ing whether a black-box mechanism satisfies a target privacy guarantee. While

several auditing methods are available for classical frameworks, there is cur-

rently no approach that can handle quantum data. We fill this gap by proposing

the first auditing pipeline for quantum privacy mechanisms. In contrast to exist-

ing approaches for classical DP and PP, which require first relaxing the privacy

notion and only then auditing, our approach audits for QDP directly.

Finally, we explore connections between QPP, existing quantum privacy

frameworks, and figures of merit. First, we provide bounds on quantum Rényi

divergences and the trace distance, which stem from QPP. This inspires relax-

ations of QPP that are defined via these divergences. Lastly, we present a variant

of QPP that can incorporate entanglement into the framework with the use of

reference systems.
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3.2 Quantum Pufferfish Privacy (QPP)

Inspired by the versatility of the classical PP framework, we propose a quantum

variant thereof. Termed QPP, our framework allows for customizing the notion

of private states, tailoring the feasible set of measurements to the application

of interest, and incorporating domain knowledge of the state distribution into

the model. As such, the QPP framework can generate a rich class of privacy

definitions for both classical and quantum systems, and for hybrid classical–

quantum systems as well.

3.2.1 Framework

The QPP framework requires a domain expert to specify four components: a

set S of potential secrets, a set Q ⊆ S × S of discriminative pairs, a set Θ of data

distributions, and a setM of measurements. We expand on and explicitly define

each component next.

Set S of potential secrets: Secrets are modeled as subsets of density oper-

ators that share a certain property (these subsets are merely singletons in the

QDP case). The set S is a collection of such secret subsets. For example, if one

aims to privatize the resource value V of a state, then the corresponding set of

secrets is S =
⋃n

i=1 Ti, where

Ti =
{
ρ ∈ D(H) : V(ρ) = ai

}
(3.1)

and {ai}
n
i=1 are the possible values that V can take (recall that, in Fig. 3.1, we

considered a setup relevant to hiding the resource value V being a or b).
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Set Q of discriminative pairs: This is a subset of S × S that specifies which

pairs of elements from S should be indistinguishable. Namely, if (T1,T2) ∈ Q,

then the goal of the privacy mechanism is to conceal whether the input belongs

to T1 or T2. Note that ρ ∈ T1 ⇒ ρ < T2. We require that Q is symmetric, i.e., that

(Ti,T j) ∈ Q if and only if (T j,Ti) ∈ Q. Proceeding with the same example, we

can set

Q =
⋃
i, j

{(Ti,T j)}. (3.2)

Set Θ of data distributions: A collection of probability distributions PX ∈

P(X) over a finite space X that indexes an ensemble of density operators {ρx}x∈X.

Taking X ∼ PX ∈ Θ, the matrix-valued random variable ρX models a density

operator that is randomly chosen according to PX. Proceeding with the same

example, {ρx}x∈X = {σ : σ ∈ Ti, Ti ∈ S} ⊂ D(H). The set Θ can be understood as

capturing beliefs that the adversary has regarding the state of the system.

In the above example, we have considered a subset of density operators (i.e.,

{ρx}x∈X ⊂ D(H)). There could be applications where we have to consider all

density operators. To incorporate this, we choose the following: Fix k ∈ N and

let Fk ⊂ 2D(H) be the collection of all finite subsets of D(H) with k elements. For

each F ∈ Fk, we write P(F ) for the class of all distributions supported on F ,

and define

Pk
(
D(H)

)
B

⋃
F ∈Fk

P(F ). (3.3)

Every distribution P ∈ Pk
(
D(H)

)
is supported on exactly k density operators.

Note that all density operators outside of the underlying finite set comprise of

the null set. We associate a random variable X ∼ P = PX with each such distri-

bution and write X = supp(PX) for its support. Note the slight abuse in notation,

as the support of PX changes with the distribution, which is not reflected in the
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generic indexing set X. The set of data distributions in the QPP framework is

now taken as Θ ⊆ Pk
(
D(H)

)
for some k ∈ N.

SetM of measurements: This set is a subset of all possible measurements,

i.e.,M ⊆ {M : 0 ≤ M ≤ I}. The choice ofM gives the flexibility to consider only

measurements that are possible under physical, legal, or ethical constraints.

Now, we are ready to present a formal definition of the quantum analog of

PP, which we call QPP.

Definition 6 (Quantum Pufferfish Privacy). Fix ε ≥ 0 and δ ∈ [0, 1]. A quantum

algorithmA is (ε, δ)-private in the quantum pufferfish framework (S,Q,Θ,M) if for all

PX ∈ Θ, (R,T ) ∈ Q with PX(R), PX(T ) > 0, and all M ∈ M, the following inequality

holds:

Tr
[
MA(ρR)

]
≤ eεTr

[
MA(ρT )

]
+ δ, (3.4)

where

ρR B
∑
{x:ρx∈R}

qR(x)ρx, (3.5)

qR(x) B
PX(x)
PX(R)

, (3.6)

PX(R) B
∑
{x:ρx∈R}

PX(x), (3.7)

and ρT is defined similarly but withT instead ofR. We say that an algorithmA satisfies

ε-QPP if it satisfies (ε, 0)-QPP.

Evidently, discriminative secret pairs inQ are indistinguishable at the output

of a QPP mechanism A in the (ε, δ)-sense, under every measurement from the

classM.

Remark 1 (Semantics of the QPP Framework). The QPP framework provides the

following privacy guarantee for fixed (R,T ) ∈ Q and PX ∈ Θ: For a state ρX chosen
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according to X ∼ PX and input to the quantum channel A, an adversary applying a

measurement M ∈ M on the channel outputA(ρX) draws the same conclusions regard-

less of whether ρX belongs to R or T .

Remark 2 (Incorporating Entanglement). We can incorporate entanglement in the

QPP framework by introducing a reference system. Specifically, we can modify the QPP

framework from (S,Q,Θ,M) to (S,G,Θ,M′), where

G B


(ωRRA, ω

T
RA) :

ωRRA, ω
T
RA ∈ D(HR ⊗HA),

TrR

[
ωRRA

]
= ρR,TrR

[
ωTRA

]
= ρT ,

(R,T ) ∈ Q


(3.8)

is a set of pairs of bipartite states with ρR and ρT defined similar to Definition 6. We

then say that A is (ε, δ)-QPP in that framework if for all PX ∈ Θ, M′ ∈ M′, and

(ωRRA, ω
T
RA) ∈ G, we have

Tr
[
M′(I ⊗A)(ωRRA)

]
≤ eεTr

[
M′(I ⊗A)(ωTRA))

]
+ δ. (3.9)

However, it is unclear whether such a stronger privacy notion would be useful in prac-

tical applications. For example, consider σ1 B |0⟩⟨0| ⊗ ρR and σ2 B |1⟩⟨1| ⊗ ρT

with (R,T ) ∈ Q. If a measurement on the reference system can be applied, then a

computational-basis measurement distinguishes σ1 and σ2 perfectly. Thus, it is impor-

tant to choose A appropriately with a practically applicableM′, such that the required

indistinguishability is achieved.

We shall revisit a variant of this framework with quantum divergences in Sec-

tion 3.8.2. The strength of the privacy framework is determined by the underlying

quantum divergence. However, note that the problems discussed previously are not

completely solved by the variant proposed therein.
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3.2.2 Equivalent Formulation of QPP with DL Divergence

We present an equivalent formulation for (ε, δ)-QPP by means of the DL diver-

gence from (2.11b). To the best of our knowledge, this provides the first opera-

tional interpretation of the DL divergence.

Proposition 1 (Equivalent Formulation of (ε, δ)-QPP). Fix the framework

(S,Q,Θ, M̄), with M̄ corresponding to the set of all possible measurements. Then algo-

rithm A satisfies (ε, δ)-QPP with respect to the framework (S,Q,M,Θ) if and only if

for all PX ∈ Θ and (R,T ) ∈ Q, we have

D
δ(
A(ρR)

∥∥∥A(ρT )
)
≤ ε. (3.10)

Proof. We first show that (ε, δ)-QPP implies (3.10). For fixed PX ∈ Θ and (R,T ) ∈

Q, observe that (ε, δ)-QPP corresponds to

sup
M∈M̄

Tr
[
M

(
A(ρR) − eεA(ρT )

)]
≤ δ. (3.11)

Since

sup
M∈M̄

Tr
[
M

(
A(ρR)−eεA(ρT )

)]
=Tr

[(
A(ρR)−eεA(ρT )

)
+

]
, (3.12)

as a consequence of, e.g., [62, Lemma II.1], the inequality in (3.11) is equivalent

to

Tr
[(
A(ρR) − eεA(ρT )

)
+

]
≤ δ. (3.13)

By the definition in (2.11b), this leads to ε being a possible candidate for the

optimization in D
δ(
A(ρR)

∥∥∥A(ρT )
)
, and thus implies

D
δ(
A(ρR)∥A(ρT )

)
≤ ε. (3.14)

As this holds for every PX ∈ Θ and (R,T ) ∈ Q, we obtain the desired implication

(ε, δ)-QPP⇒ (3.10).
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Next, we show that (3.10) implies (ε, δ)-QPP. Suppose that for all PX ∈ Θ and

(R,T ) ∈ Q, we have D
δ(
A(ρR)∥A(ρT )

)
≤ ε. Then, for fixed PX ∈ Θ and (R,T ) ∈ Q,

let

D
δ(
A(ρR)

∥∥∥A(ρT )
)
= ν, (3.15)

which implies that Tr
[(
A(ρR) − eνA(ρT )

)
+

]
≤ δ. Recalling that ν ≤ ε and noting

that λ 7→ Tr
[(
A(ρR) − eλA(ρT )

)
+

]
is a monotonically decreasing function (c.f., [29,

Lemma 4.2]), we have

sup
M∈M̄

Tr
[
M

(
A(ρR) − eεA(ρT )

)]
= Tr

[(
A(ρR) − eεA(ρT )

)
+

]
(3.16)

≤ Tr
[(
A(ρR) − eνA(ρT )

)
+

]
(3.17)

≤ δ. (3.18)

As PX ∈ Θ and (R,T ) ∈ Q are arbitrary, (ε, δ)-QPP follows. □

In the following remark, we highlight how the DL divergence also provides

a novel characterization for classical PP.

Remark 3 (Classical PP through DL Divergence). For discrete probability distribu-

tions p, q ∈ P(Y), the DL divergence in Eq. (2.13b) reduces to

D
δ

c(p∥q) B ln inf

λ ≥ 0 :
∑
y∈Y

max{p(y) − λ q(y), 0} ≤ δ

 . (3.19)

A randomized mechanism A : Xn×k → Y is (ε, δ)-classical PP in the framework

(Sc,Qc,Θc) if for all PX ∈ Θc, (R,T ) ∈ Qc with PX(R), PX(T ) > 0,

D
δ

c
(
PA(X)|R∥PA(X)|T

)
≤ ε, (3.20)

where PA(X)|R, PA(X)|T are the output distributions conditioned on the secret events R

and T , respectively. See also Remark 7 for further connections to information-theoretic

quantities characterizing classical privacy frameworks.
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We further note that Lemma 1 below provides a semi-definite programming charac-

terization of the DL divergence, which in the classical case reduces to a linear program.

Remark 4 (Operational Interpretation of DL Divergence). For fixed PX ∈ Θ and

(R,T ) ∈ Q, the DL divergence D
δ(
A(ρR)∥A(ρT )

)
is equal to the minimal ε that can

be achieved for fixed δ via the indistinguishability condition of the QPP framework

(S,Q,Θ, M̄) stated in (3.4).

Remark 5 (Equivalent Formulation with Hockey-Stick Divergence). Another

equivalent formulation of QPP arises as a generalization of the information-theoretic

equivalence for QDP [62]. Specifically, A is (ε, δ)-QPP with respect to the framework

(S,Q,Θ, M̄), where M̄ = {M : 0 ≤ M ≤ I}, if

Eeε
(
A(ρR)

∥∥∥A(ρT )
)
≤ δ, (3.21)

for all PX ∈ Θ and (R,T ) ∈ Q, where Eν(ρ∥σ) B Tr
[
(ρ − νσ)+

]
is the hockey-stick

divergence for ν ≥ 1 [119]. Fixing PX and (R,T ), the quantity Eeε
(
A(ρR)∥A(ρT )

)
is

the minimal δ that can be achieved for fixed ε under the indistinguishability condition

from (3.4).

3.2.3 Reduction to Existing Privacy Frameworks

The proposed QPP framework subsumes other important privacy frameworks

as special cases. These reductions are presented next.

Quantum DP

In QDP (Definition 5), secrets are singletons, discriminative pairs comprise

states satisfying a neighboring relation, while the measurement class M in-
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cludes all possible measurements. QPP recovers the QDP setting by making

the following choices while recalling (3.3) 1:

S = D,

Q = {(ρ, σ) : ρ, σ ∈ D, ρ ∼ σ},

Θ = P2
(
D(H)

)
,

M = {M : 0 ≤ M ≤ I}.

(3.22)

More generally, one may add flexibility to the QDP formulation by considering

other subsets Θ (i.e., Θ ⊂ P2
(
D(H)

)
) and M (i.e., M ⊂ {M : 0 ≤ M ≤ I}). This

can be used, for instance, to treat situations in which only certain neighboring

pairs are of interest, namely, by choosing the distributions that assign positive

probabilities only to those selected density operators, and situations where only

certain classes of measurements are physically possible to perform. This can be

interpreted as adding domain knowledge to the original QDP framework.

Quantum Local DP

In quantum local DP (QLDP) [62] 2, we choose secret pairs to be pairs of arbi-

trary distinct states, while the measurement class includes all possible measure-

ments. Thus, QLDP realizes the same (S,Q,Θ,M) framework as QDP, except

that Q = {(ρ, σ) : ρ, σ ∈ D} for QLDP.

1For each pair of states (ρ, σ), there exists at least one probability distribution that assigns
positive probability for these two states, which recovers the definitions of QDP.

2QLDP is also known as Local differential privacy (under the ‘extreme setting’, as compared
to standard QDP) in Section V.A of [62].
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Classical PP

Consider a classical PP framework (Sc,Qc,Θc), as specified in Definition 4. As-

sume that pX ∈ Θc are discrete probability distributions over the probability

space P(Xn×k). Let the encoding of the database x ∈ Xn×k be ρx B |x⟩⟨x|, and

denote a projective measurement operator corresponding to outcome y as |y⟩⟨y|.

Here note that {|x⟩}x∈X and {|y⟩}y∈Y are respective orthonormal bases formed re-

lated to the input and output alphabets of the classical PP mechanismAc. Then,

classical PP is obtained from QPP by setting

S =
{
{ρx : x ∈ Rc} : Rc ∈ Sc

}
,

Q =
{(
{ρx : x ∈ Rc}, {ρ

x : x ∈ Tc}
)

: (Rc,Tc) ∈ Qc}
}
,

Θ = Θc,

M =

∑y∈B |y⟩⟨y| : B ⊆ Y
 .

(3.23)

In this scenario, assuming the output of the algorithm is discrete, we have that

A(ρx) =
∑

y∈Y,x′∈X

p(y|x)|y⟩⟨x′|ρx|x′⟩⟨y| (3.24)

where p(y|x) = P
(
Ac(x) = y

)
.

Remark 6 (Utility-Optimized Privacy Models). As is evident from above, the mea-

surement set corresponding to classical PP entails every subset B ⊆ Y. However, when

some of the outcomes are not sensitive, we may want to relax this requirement to gain

utility (c.f., e.g., [90]). While classical PP does not allow for that, QPP gives extra

flexibility in choosing M and adapting it to the application of interest. Indeed, if we

only need to privatize outcomes within the set Y′ ⊊ Y, the smaller measurement set

M =
{∑

y∈Y′ |y⟩⟨y| : B ⊆ Y′
}

is sufficient.

35



3.3 Datta–Leditzky Information Spectrum Divergence

We now focus on the DL divergence [29], whose operational interpretation

in terms of QPP was provided in the previous section (see Remark 4), and

we study structural properties thereof, which will be useful when analyzing

the QPP framework. We first formulate a primal and dual SDP to compute

the DL divergence and then use that to prove joint-quasi convexity, the data-

processing inequality under positive, trace-preserving maps, and connections

to the smooth max-relative entropy.

3.3.1 SDP Formulations

We now present several SDPs for computing the DL divergence in (2.11b),

which may be of independent interest. (Recall that the other DL divergence

in (2.11a) is easily obtained by applying the equality in (2.12).)

Lemma 1 (SDP Formulation of the DL Divergence). For δ ∈ (0, 1), a state ρ, and a

PSD operator σ, the following equalities hold

D
δ
(ρ∥σ) = ln inf

λ,Z≥0
{λ : Tr[Z] ≤ δ, Z ≥ ρ − λσ} (3.25a)

= ln sup
µ,W≥0

{Tr[Wρ] − µδ : Tr[Wσ] ≤ 1, W ≤ µI} . (3.25b)

Proof. Considering (2.13b), fix λ > 0 and first observe that

Tr[(ρ − λσ)+] = sup
Λ: 0≤Λ≤I

Tr[Λ (ρ − λσ)]. (3.26)
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Indeed, this follows because, for every 0 ≤ Λ ≤ I, we have that

Tr[Λ (ρ − λσ)] = Tr
[
Λ

(
(ρ − λσ)+ − (ρ − λσ)−

)]
≤ Tr

[
Λ (ρ − λσ)+

]
≤ Tr

[
(ρ − λσ)+

]
, (3.27)

and the inequalities above are all attained by setting Λ to be the projection onto

the support of (ρ − λσ)+. The SDP dual of this quantity is given by

Tr
[
(ρ − λσ)+

]
= inf

Z≥0
{Tr[Z] : Z ≥ ρ − λσ} . (3.28)

We then find from (2.11b), (2.13b), and (3.28) that

D
δ

s(ρ∥σ) = ln inf
{
λ ≥ 0 : Tr[(ρ − λσ)+] ≤ δ

}
= ln inf

λ,Z≥0
{λ : Tr[Z] ≤ δ, Z ≥ ρ − λσ} , (3.29)

which completes the proof of (3.25a).

The dual forms of these optimization problems are derived from the canon-

ical primal and dual formulations of SDPs, which are respectively given by

(c.f., [75, Definition 2.20])

inf
Y≥0

{
Tr[BY] : Φ†(Y) ≥ A

}
,

sup
X≥0
{Tr[AX] : Φ(X) ≤ B} ,

(3.30)

where A and B are Hermitian matrices and Φ is a Hermiticity-preserving super-

operator. Comparing the former to (3.29), we make the following choices so that

37



the general optimization problem recovers (3.29) (inside the logarithm):

Y =

λ 0

0 Z

 , B =

1 0

0 0

 , (3.31)

Φ†(Y) =

−Tr[Z] 0

0 Z + λσ

 , (3.32)

A =

−δ 0

0 ρ

 . (3.33)

Then, setting

X =

µ 0

0 W

 , (3.34)

we solve for the map Φ(X) to find that

Tr[XΦ†(Y)] = Tr


µ 0

0 W


−Tr[Z] 0

0 Z + λσ


 (3.35)

= −µTr[Z] + Tr[W (Z + λσ)] (3.36)

= Tr[(W − µI) Z] + λTr[Wσ] (3.37)

= Tr


λ 0

0 Z


Tr[Wσ] 0

0 W − µI


 (3.38)

= Tr[YΦ(X)], (3.39)

so that

Φ(X) =

Tr[Wσ] 0

0 W − µI

 . (3.40)

Plugging into the dual form, we obtain

sup
X≥0
{Tr[AX] : Φ(X) ≤ B} = sup

µ,W≥0
{Tr[Wρ] − µδ : Tr[Wσ] ≤ 1,W ≤ µI} . (3.41)

Choose µ = µ1 ∈ (0, 1) and W = µ2I such that µ1δ < µ2 < µ1, as a strictly

feasible solution to the above. For the other SDP formulation from (3.29), set λ
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such that Tr
[
(ρ − λσ)+

]
≤ δ, and Z = (ρ − λσ)+ ≥ 0 as a feasible solution. By

Slater’s condition, we conclude that strong duality holds, and the primal and

dual optimal values coincide. □

Corollary 1 (Another formulation of the DL divergence). DL divergence has the

following equivalent formulation:

D
δ
(ρ∥σ) = ln sup

0≤W≤I,Tr[Wρ]≥δ

Tr[Wρ] − δ
Tr[Wσ]

. (3.42)

Proof. Consider the SDP formulation in (3.25b) and set W ′ = W
µ

therein to arrive

at

D
δ
(ρ∥σ) = ln sup

µ,W′≥0


µTr[W ′ρ] − µδ :

µTr[W ′σ] ≤ 1, W ′ ≤ I

 (3.43)

= ln sup
0≤W′≤I,Tr[W′ρ]≥δ

Tr[W ′ρ] − δ
Tr[W ′σ]

, (3.44)

where the last equality follows from identifying that µ = 1/Tr[W ′σ] is the µ that

maximizes the former, given that Tr[W ′ρ] ≥ δ. When Tr[W ′ρ] < δ, optimum

µ = 0 and the objective within the supremum becomes zero. Replacing W ′ by W

concludes the proof. □

Remark 7 (Approximate-Max Divergence). In [41], δ-approximate-max divergence

is defined as

Dδ
∞(pY∥pZ) B ln max

S∈Supp(Y),Pr[Y∈S ]≥δ

Pr[Y ∈ S ] − δ
Pr[Z ∈ S ]

, (3.45)

where Y and Z are random variables distributed according to Y ∼ pY and Z ∼ pZ

By substituting classical distributions into Corollary 1, we observe that DL divergence

reduces to approximate-max divergence. Note that approximate-max divergence has

been used to characterize (ε, δ)-(classical) DP in [41, Remark 3.1]. Thus, this showcases

that the equivalence we established for QPP with DL divergence herein reduces to the

existing equivalence on (classical) DP.
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3.3.2 Properties

We derive several properties of the DL divergence from (2.13b), which are

subsequently used in the analysis of the QPP framework. Basic properties of

the DL divergence, including the data-processing inequality, have been proven

in [29, Proposition 4.3]. Here, we generalize the data-processing inequality to

hold for arbitrary positive, trace non-increasing maps (beyond the set of quan-

tum channels) and also establish joint-quasi convexity of the DL divergence,

along with its connection to the smooth max-relative entropy (recall the defini-

tion in (2.16)). The proofs of these properties rely on the SDP formulation from

Lemma 1.

Proposition 2 (Properties of the DL Divergence). Fix δ ∈ (0, 1), and let ρ, ρ1, . . . , ρk

and σ,σ1, . . . , σk be two collections of states and PSD operators, respectively. The

DL divergence in (2.13b) satisfies the following properties:

1. Data-processing inequality: For every positive, trace non-increasing map N , we

have

D
δ
(ρ∥σ) ≥ D

δ(
N(ρ)∥N(σ)

)
. (3.46)

2. Joint-quasi convexity: Let pi ∈ [0, 1], for i ∈ {1, . . . , k}, with
∑k

i=1 pi = 1. Then

D
δ

 k∑
i=1

piρi

∥∥∥∥∥∥∥
k∑

i=1

piσi

 ≤ max
i

D
δ
(ρi∥σi) , (3.47)

and, more generally,

D
δ′
 k∑

i=1

piρi

∥∥∥∥∥∥∥
k∑

i=1

piσi

 ≤ max
i

D
δi(ρi∥σi) , (3.48)

where δ′ B
∑k

i=1 piδi with δ1, . . . , δk ∈ (0, 1).

40



3. Relation to smooth max-relative entropy:

D
δ
(ρ∥σ) ≤ Dδ

max(ρ∥σ) ≤ D
δ′

(ρ∥σ) − ln
(
1 − δ′

)
, (3.49)

where δ′ B 1 −
√

1 − δ2 ∈ (0, 1), and the second inequality above can be equiva-

lently written as

D
√
δ(2−δ)

max (ρ∥σ) ≤ D
δ
(ρ∥σ) − ln(1 − δ) . (3.50)

4. Quasi subadditivity: Let δ1, δ2 ∈ (0, 1) satisfy δ′1+δ
′
2 < 1, with δ′i B

√
δi(2 − δi) ∈

(0, 1) for i ∈ {1, 2}. Then

D
δ′1+δ

′
2(ρ1 ⊗ ρ2∥σ1 ⊗ σ2) ≤ D

δ1(ρ1∥σ1) + D
δ2(ρ2∥σ2) − ln

(
(1 − δ1)(1 − δ2)

)
.

(3.51)

Furthermore,

(a) if δ1 = δ2 = 0, then

D
0
(ρ1 ⊗ ρ2∥σ1 ⊗ σ2) ≤ D

0
(ρ1∥σ1) + D

0
(ρ2∥σ2). (3.52)

(b) if σ1, σ2 are states, then

D
δ
(ρ1 ⊗ ρ2∥σ1 ⊗ σ2) ≤ D

δ1(ρ1∥σ1) + D
δ2(ρ2∥σ2), (3.53)

where

δ B min
{
δ1 + eD

δ1 (ρ1∥σ1)δ2, δ2 + eD
δ2 (ρ2∥σ2)δ1

}
. (3.54)

Proof. Property 1: The statement was proven in [29, Proposition 4.3] for a quan-

tum channel N by using the inequality

Tr
[
(ρ − eγσ)+

]
≥ Tr

[
(N(ρ) − eγN(σ))+

]
, (3.55)

which holds for all γ ∈ R. Here, we prove the data-processing inequality, but we

generalize it to hold for a positive, trace non-increasing map N . Our derivation

relies on the SDP formulation of the DL divergence from (3.25a).
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Let λ⋆ and Z⋆ be optimal choices3 in the optimization for D
δ
(ρ∥σ), so that

D
δ
(ρ∥σ) = ln λ⋆, Z⋆ ≥ ρ − λ⋆σ with Tr

[
Z⋆] ≤ δ, and Z⋆ ≥ 0 (indeed, note that

the infimum is achieved with Tr[(ρ − λ⋆σ)+] = δ). Since Z⋆ − (ρ − λ⋆σ) ≥ 0, it

follows thatN
(
Z⋆− (ρ−λ⋆σ)

)
≥ 0 from the assumption thatN is a positive map.

Consequently, we obtain

Z′ B N(Z⋆) ≥ N(ρ) − λ⋆N(σ). (3.56)

Furthermore, Z′ ≥ 0 since Z⋆ ≥ 0 andN is a positive map. Additionally, sinceN

is trace non-increasing, it follows that

Tr[Z′] ≤ Tr[Z⋆] ≤ δ. (3.57)

Thus, λ⋆ is a feasible point for D
δ(
N(ρ)∥N(σ)

)
. We conclude the proof by noting

that the quantity D
δ(
N(ρ)∥N(σ)

)
involves a minimization over all such feasible

points, implying the desired inequality:

D
δ(
N(ρ)∥N(σ)

)
≤ ln(λ⋆) = D

δ
(ρ∥σ) . (3.58)

Note that this property can also be derived using the proof of [119, Lemma 4].

Property 2: We again consider the SDP from (3.25a). Let λ⋆i and Z⋆
i be optimal

for D
δ
(ρi∥σi), so that D

δ
(ρi∥σi) = ln(λ⋆i ), Z⋆

i ≥ ρi−λ
⋆
i σi with Tr

[
Z⋆

i

]
≤ δ, and Z⋆

i ≥ 0.

Define

Z B
k∑

i=1

piZ⋆
i ≥

k∑
i=1

piρi −

k∑
i=1

λ⋆i piσi. (3.59)

and observe that Tr[Z] ≤ δ and Z ≥ 0. This implies that Z ≥
∑k

i=1 piρi −

maxi λ
⋆
i
∑k

j=1 p jσ j, which suggests that maxi λ
⋆
i and Z are (candidate) infimizers

in the SDP formulation of D
δ(∑k

i=1 piρi

∥∥∥∑k
i=1 piσi

)
. Consequently, we obtain

D
δ

 k∑
i=1

piρi

∥∥∥∥∥∥∥
k∑

i=1

piσi

 ≤ ln
(
max

i
λ⋆i

)
= max

i
D
δ
(ρi∥σi) . (3.60)

3When the DL divergence is finite, the infimum is achieved by a standard continuity plus
compactness argument. The stated relations trivially hold when the DL divergence is infinite.
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The proof of the general case follows along the same lines by observing that

Tr[Z] ≤
∑k

i=1 piδi.

Property 3: From [130, Appendix B], we have that

Dδ
max(ρ∥σ) = ln inf

λ,̃ρ,Y≥0


λ : ρ̃ ≤ λσ, Tr[Y] ≤ δ,

Tr[̃ρ] = 1, Y ≥ ρ − ρ̃

 . (3.61)

Let λ, Y , and ρ̃ be arbitrary operators satisfying the constraints for Dδ
max(ρ∥σ).

Then by combining the inequalities ρ̃ ≤ λσ and Y ≥ ρ − ρ̃, we get

Y ≥ ρ − λσ. (3.62)

We see that λ and Y satisfy the constraints needed for λ and Z, respectively, in

the SDP for D
δ
(ρ∥σ), whereby

D
δ
(ρ∥σ) ≤ λ. (3.63)

Since the argument holds for all λ, Y , and ρ̃ satisfying the constraints in the

definition of Dδ
max(ρ∥σ), we further obtain

D
δ
(ρ∥σ) ≤ Dδ

max(ρ∥σ). (3.64)

The proof is concluded by invoking the following lemma (proven in Ap-

pendix A.1).

Lemma 2. Fix λ > 0, let ρ be a state and σ a positive semi-definite operator, and define

δ B Tr[(ρ − λσ)+]. Then

D
√
δ(2−δ)

max (ρ∥σ) ≤ ln λ − ln(1 − δ). (3.65)

For fixed δ ∈ (0, 1), by definition, we have D
δ
(ρ∥σ) = ln(λ⋆) with δ =

Tr[
(
ρ − λ⋆σ

)
+]. With that, Lemma 2 with the reparametrization δ → 1 −

√
1 − δ2,
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yields

Dδ
max(ρ∥σ) ≤ D

1−
√

1−δ2

(ρ∥σ) + ln
(

1
√

1 − δ2

)
. (3.66)

This completes the proof.

Property 4: This follows by invoking Property 3 and using the fact that the

smooth max-relative entropy satisfies subadditivity (Appendix A.2) with

Dδ1+δ2
max (ρ1 ⊗ ρ2∥σ1 ⊗ σ2) ≤ Dδ1

max(ρ1∥σ1) + Dδ2
max(ρ2∥σ2). (3.67)

Part (a) now follows by taking the limits δ1 → 0 and δ2 → 0 in (3.67), and

applying Property 3.

To prove Part (b), we use the SDP formulation in (3.25a). Let D
δi(ρi∥σi) =

ln(λ⋆i ) for i ∈ {1, 2}. It follows that Zi ≥ ρi − λ
⋆
i σi with Tr[Zi] ≤ δ and Zi ≥ 0.

Consider that

(ρ1 ⊗ ρ2) − λ⋆1λ
⋆
2 (σ1 ⊗ σ2) = (ρ1 ⊗ ρ2) − λ⋆1σ1 ⊗ ρ2 + λ

⋆
1σ1 ⊗ ρ2 − λ

⋆
1λ

⋆
2 (σ1 ⊗ σ2)

= (ρ1 − λ
⋆
1σ1) ⊗ ρ2 + λ

⋆
1σ1 ⊗ (ρ2 − λ

⋆
2σ2)

≤ Z1 ⊗ ρ2 + λ
⋆
1σ1 ⊗ Z2 C Z. (3.68)

Observe that Z ≥ 0 and Tr[Z] = Tr[Z1] + λ⋆1 Tr[Z2], since Tr
[
ρ1

]
= Tr[σ1] = 1.

Consequently, we have Tr[Z] ≤ δ1 + λ
⋆
1 δ2, and λ⋆1λ

⋆
2 is a candidate infimizer. For

δ′ = δ1 + λ
⋆
1 δ2, we now arrive at

D
δ′

(ρ1 ⊗ ρ2∥σ1 ⊗ σ2) ≤ ln(λ⋆1λ
⋆
2 ) (3.69)

= ln(λ⋆1 ) + ln(λ⋆2 ) (3.70)

= D
δ1(ρ1∥σ1) + D

δ2(ρ2∥σ2) . (3.71)

The above holds for δ′ = δ2+λ
⋆
2 δ1 as well, by adding and subtracting λ⋆2 ρ1⊗σ1

instead of λ⋆1σ1 ⊗ ρ2, and then following the same argument. □
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3.4 Properties and Mechanisms for QPP

3.4.1 Properties of QPP Mechanisms

Modern guidelines for privacy frameworks [76] render properties such as con-

vexity and post-processing (also known as transformation invariance) as ba-

sic requirements for privacy frameworks. Composability is another important

property, which implies that a combination of privacy mechanisms is itself pri-

vate. These properties are known to hold for the classical mutual information

PP framework, and all of them, except for composability, hold for the classical

PP framework; c.f., [92, Theorem 2] and [77, Theorem 5.1], respectively.

Before proving these properties for the QPP framework, we discuss their

operational interpretation. Convexity means that applying a QPP mechanism

that is randomly chosen from a given set of such mechanisms still satisfies QPP.

Post-processing ensures that passing the output of a QPP mechanismA through

a channelN preserves QPP; see Fig. 3.2a. Parallel composability is illustrated in

Fig. 3.2b and guarantees that QPP holds after applying

A(k) B
k⊗

i=1

Ai = A1 ⊗A2 ⊗ · · · ⊗ Ak (3.72)

to the input ρX1 ⊗ρX2 ⊗ · · · ⊗ρXk , with Xi ∼ PX ∈ Θ, where each Xi is independently

chosen. Informally, the semantic meaning of this property is that after applying

A(k), the same conclusions can be drawn about the input ρX1 ⊗ ρX2 ⊗ · · · ⊗ ρXk

regardless of whether each ρXi belongs to Ri or Ti, where (Ri,Ti) ∈ Q for all
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A N
σ A(σ) (N ◦A)(σ)

(a)

1

A1

Ak

σ1

σk

⊗k
i=1 Ai(σi)

(b)

Figure 3.2: Properties of QPP mechanisms: (a) refers to post-processing of QPP
algorithmA; IfA satisfies QPP, thenN ◦A also satisfies QPP. (b) refers to paral-
lel composition of k QPP mechanisms; composition of k mechanisms indepen-
dently in a parallel fashion satisfies QPP if eachAi satisfies QPP.

i ∈ {1, . . . , k}. In this setting, the set of discriminative pairs is taken as

Q(k) B


(R(k),T (k)) :

R(k) B (R1, . . . ,Rk),

T (k) B (T1, . . . ,Tk)

∀i ∈ {1, . . . , k} (Ri,Ti) ∈ Q


. (3.73)

Furthermore, the class of product measurements is
⊗k

i=1Mi (i.e., the output

of algorithm Ai is followed by a measurement from Mi, for all i ∈ {1, . . . , k}),

while the set of all possible measurements on the k systems, including joint

measurements, is denoted by M̄k. We note here that one could consider other

classes of limited measurements, such as local operations and classical commu-

nication (LOCC) measurements and positive-partial-transpose (PPT) measure-

ments [87].

46



The formal statement of these properties is as follows.

Theorem 1 (Properties of QPP Mechanisms). The following properties hold:

1. Convexity: Let A1, . . . ,Ak be (ε, δ)-QPP mechanisms in the framework

(S,Q,Θ,M). Take I to be a k-ary categorical random variable with probability dis-

tribution (p1, . . . , pk). Then the mechanism A B AI (i.e., A = Ai with probability pi,

for i ∈ {1, . . . , k}) also satisfies (ε, δ)-QPP in the same framework (S,Q,Θ,M).

2. Post-processing: If a mechanism A satisfies (ε, δ)-QPP in the framework

(S,Q,Θ,M), then, for a quantum channel N , the processed mechanism N ◦ A also

satisfies (ε, δ)-QPP in the framework (S,Q,Θ,M′), whereM′ ⊆
{
M′ : N†(M′) ∈ M

}
.

3. Parallel composability (non-adaptive): Let A1, . . . ,Ak be mechanisms such that

Ai is (εi, δi)-QPP in the framework (S,Q,Θ,Mi), for each i ∈ {1, . . . , k}. Then the

composed mechanism

A(k) :
k⊗

i=1

σi 7→ A1(σ1) ⊗ · · · ⊗ Ak(σk) (3.74)

satisfies
(∑k

i=1 εi,
∑k

i=1 δi

)
-QPP in the framework

(
S,Q(k),Θ,

⊗k
i=1Mi

)
.

Proof. See Appendix A.3. □

More broadly, parallel composition (i.e., Property 3 of Theorem 1) holds un-

der separable measurements that are defined as follows:∑
j

M( j)
1 ⊗ · · · ⊗ M( j)

k : ∀i ∈ {1, . . . , k}
∑

j

M( j)
i ∈ Mi

 . (3.75)

where product measurements considered in Theorem 1 is a special case.

The latter two properties of Theorem 1 change if one considers a measure-

ment class that comprises all possible measurements M̄k, as opposed to only
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product measurements. This is one of the main distinctions between the semi-

classical and quantum cases, where, for the latter, joint measurements may infer

more information and thus privacy degrades. The following theorem accounts

for this latter scenario.

Theorem 2 (Properties of QPP withM = M̄). The following properties hold for the

case in which the measurement class is M̄:

1. Convexity: Let A1, . . . ,Ak be (ε, δ)-QPP mechanisms in the framework

(S,Q,Θ, M̄). Take I to be a k-ary categorical random variable with parameters

(p1, . . . , pk). Then the mechanism A B AI (i.e., A = Ai with probability pi, for

i ∈ {1, . . . , k}) also satisfies (ε, δ)-QPP in the framework (S,Q,Θ, M̄).

2. Post-processing: If a mechanism A satisfies (ε, δ)-QPP in the framework

(S,Q,Θ, M̄), then, for a quantum channelN , the mechanismN ◦A also satisfies (ε, δ)-

QPP in the framework (S,Q,Θ, M̄).

3. Parallel composability: If Ai satisfies (εi, δi)-QPP in (S,Q,Θ, M̄) for i ∈ {1, 2},

then the composed mechanism A1 ⊗ A2 satisfies (ε′, δ′)-QPP in the framework(
S,Q(2),Θ, M̄2

)
where

ε′ B ε1 + ε2 + ln
(

1
(1 − δ1)(1 − δ2)

)
, (3.76)

δ′ B
√
δ1(2 − δ1) +

√
δ2(2 − δ2). (3.77)

andA1 ⊗A2 also satisfies (ε1 + ε2, δ)-QPP where

δ B min{δ1 + eε1δ2, δ2 + eε2δ1}. (3.78)

Observe that, if δi = 0 for i ∈ {1, 2}, thenA1⊗A2 satisfies (ε1+ε2)-QPP for the parallel

composed framework.
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Proof. The proof of Theorem 2 relies on properties of the DL divergence estab-

lished in Proposition 2. Items (1), (2), and (3) follow from joint quasi-convexity

(Property 2), data processing (Property 1), and quasi subadditivity (Property 4),

respectively. □

Remark 8 (Comparison to Existing Results). In [62, Corollary III.3], the parallel

composition of two mechanisms that satisfy (εi, δi)-QDP for i ∈ {1, 2} is shown to be

(ε1 + ε2, δ)-QDP, where δ is given in (3.78). The proof technique is, however, different

from ours. Property 3 of Theorem 1 also reveals that if one considers a restricted class of

measurements (e.g., product measurements), then it is possible to achieve tighter privacy

guarantees (namely, (ε1+ε2, δ1+ δ2)-QDP) than those obtained when allowing all joint

measurements on the two systems. Also note that δ′ in (3.77) is independent of ε1 and

ε2, whereas δ in (3.78) depends on them. Depending on the particular values that the

parameters εi and δi take, for i ∈ {1, 2}, one of these aforementioned results provides

sharper privacy guarantees.

Adaptive Composability

Adaptive composition refers to the case when each subsequently composed

mechanism is chosen based on the outputs of the preceding ones. The goal

is to quantify the overall privacy leakage at the output of the adaptively com-

posed mechanism. This idea has been studied in detail for classical privacy

settings [41], and here we explore it for the quantum setting with QPP.

We first focus on the setting depicted in Fig. 3.3. Fix Xi ∼ PX ∈ Θ for i ∈ {1, 2},

which are independently chosen, and let the input state be

σI B ρX1 ⊗ ρX2 . (3.79)
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σI

A1 {Ey}y∈Y

AY
2

M
′
∈ M̄

M ∈ M̄

Y

O

Figure 3.3: Setup for adaptive composition: On the top system, the channel A1

is followed by the quantum instrument {Ey}y∈Y, and then the random classical
outcome Y is used to choose the channel AY

2 . In this setting, we analyze how
well an adversary can learn properties of the input state σI by applying mea-
surements on the output state.

On the top subsystem in Fig. 3.3, the channelA1 is followed by the quantum

instrument {Ey}y∈Y, which is a collection of completely positive maps such that

the sum map

E B
∑
y∈Y

Ey (3.80)

is trace preserving [30, 31, 103]. Depending on the measurement outcome y,

the channel Ay
2 is chosen and applied to the bottom subsystem. The combined

output state at stage O, as marked in the figure, is

σO B
∑
y∈Y

Ey
(
A1(ρX1)

)
⊗ |y⟩⟨y| ⊗ Ay

2(ρX2). (3.81)

We focus on the adaptive composition of two quantum mechanisms in the

above-described setting. Suppose that A1 is an (ε1, δ1)-QPP mechanism in the

framework (S,Q,Θ,M1). Suppose furthermore that, for each outcome y ∈ Y,

the mechanism Ay
2 satisfies (ε2, δ2)-QPP in the framework (S,Q,Θ,M2) in the
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following sense: for all (R,T ) ∈ Q and M ∈ M2,

Tr
[
MAy

2(ρR)
]
≤ eε2Tr

[
MAy

2(ρT )
]
+ δ2. (3.82)

Under adaptive composition, we want to guarantee the indistinguishability of

pairs of states

σRI B ρR1 ⊗ ρR2 and σTI B ρT1 ⊗ ρT2 , (3.83)

where (Ri,Ti) ∈ Q for i ∈ {1, 2}. This means, informally, that the adversary would

draw the same conclusions regardless of whether ρXi belongs to Ri or Ti, for

i ∈ {1, 2}, when the initial input σI to the system in Fig. 3.3 is given by (3.79). The

following proposition provides parameters under which QPP of the adaptively

composed mechanism is guaranteed.

Proposition 3 (Adaptive composition of QPP). Fix the framework (S,Q,Θ, M̄).

Suppose thatA1 satisfies (ε1, δ1)-QPP andAy
2 satisfies (ε2, δ2)-QPP for every measure-

ment outcome y, as in (3.82). Then the mechanism in Fig. 3.3 satisfies (ε1+ε2, δ2+δ1|Y|)-

QPP in the framework (S,Q × Q,Θ, M̄ ⊗ M̄) where |Y| denotes the cardinality of the

set Y.

Proof. See Appendix A.4. □

Note that, when δi = 0 for i ∈ {1, 2}, the privacy parameters are additive.

However, when δi , 0, the privacy parameter δ2 + δ1|Y| degrades linearly with

an increasing number of measurement outcomes.

Remark 9 (Composability with Correlated States). In Property 3 of Theorem 1 and

Proposition 3, we considered the case in which two mechanisms composed in parallel,

receive independent inputs (i.e., the input being ρX1 ⊗ ρX2 where Xi ∼ PX ∈ Θ for

i = {1, 2}, which are chosen independently). In Appendix A.5 we study the setting in
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which the inputs are correlated. There, we observe that QPP shares similar properties

related to the composability of classical PP frameworks, where the class of Θ plays a key

role in composability to hold in general.

In Proposition 3, we assume a local structure of measurements conducted in

the process, as shown in Fig. 3.3. This assumption is mainly motivated by tech-

nical considerations, as we can treat the resulting setting using our existing set

of tools. Exploration of advanced adaptive composition techniques, which hold

for more general classes of measurements is an interesting avenue for future

work. In Section 3.8.2, we present a variant of QPP where adaptive composition

holds for general measurements and strategies (refer to Fig. 3.8 and Remark 23).

3.4.2 Mechanisms for QPP

We propose mechanisms to achieve ε-QPP and (ε, δ)-QPP using the depolariza-

tion channel. In addition, we provide a general procedure to generate (ε, δ)-

(classical) PP mechanisms using a quantum mechanism satisfying (ε, δ)-QPP.

Depolarization Mechanism

Let

A
p
Dep(ρ) B (1 − p)ρ +

p
d

I, (3.84)

where p ∈ [0, 1] and d is the dimension of the Hilbert space on which ρ acts.

Theorem 3 (ε-QPP depolarization mechanism). Fix p ∈ [0, 1] and a privacy frame-

work (S,Q,Θ,M). Let E be a quantum channel. ThenAp
Dep(E(·)) (in Fig. 3.4) is ε-QPP
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E A
p

Dep

Figure 3.4: Depolarization mechanism to achieve QPP: This corresponds to a
channel E followed by a depolarizing channel. Note that we can choose E = I
to be the identity channel as well.

if

p ≥
dK

dK + eε − 1
, (3.85)

where

K B sup
M∈M

∥M∥∞
Tr[M]

× sup
Θ,(R,T )∈Q

∥∥∥E(ρR) − E(ρT )
∥∥∥

1

2
. (3.86)

This further implies that the depolarization channel with parameter p achieves ε-QPP

whenever

ε ≥ ln
(
1 +

(1 − p)dK
p

)
. (3.87)

Proof. Fix PX ∈ Θ, (R,T ) ∈ Q, and M ∈ M, and consider that

Tr
[
MAp

Dep

(
E(ρR)

)]
Tr

[
MAp

Dep
(
E(ρT )

)] − 1

=
(1 − p)Tr

[
ME(ρR)

]
+

p
d Tr[M]

(1 − p)Tr
[
ME(ρT )

]
+

p
d Tr[M]

− 1 (3.88)

=
(1 − p)Tr

[
M

(
E(ρR) − E(ρT )

)]
(1 − p)Tr

[
ME(ρT )

]
+

p
d Tr[M]

(3.89)

≤
(1 − p)

∣∣∣∣Tr
[
M

(
E(ρR) − E(ρT )

)]∣∣∣∣
p
d Tr[M]

(3.90)

Given the above, if

ε ≥ ln

1 + d(1 − p)
∣∣∣∣Tr

[
M

(
E(ρR) − E(ρT )

)]∣∣∣∣
pTr[M]

 , (3.91)
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then
Tr

[
MAp

Dep

(
E(ρR)

)]
Tr

[
MAp

Dep
(
E(ρT )

)] ≤ eε. (3.92)

Recalling that (R,T ) ∈ Q if and only if (T ,R) ∈ Q, the roles of ρR and ρT can be

interchanged, and we conclude that

e−ε ≤
Tr

[
MAp

Dep

(
E(ρR)

)]
Tr

[
MAp

Dep
(
E(ρT )

)] . (3.93)

Consider that

Tr
[
M

(
E(ρR) − E(ρT )

)]
≤ ∥M∥∞

∥∥∥E(ρR) − E(ρT )
∥∥∥

1

2
. (3.94)

Indeed, consider the following Jordan–Hahn decomposition E(ρR) − E(ρT ) =

P − Q, where P and Q are the positive and negative parts of E(ρR) − E(ρT ), re-

spectively, satisfying P,Q ≥ 0 and PQ = 0. Then

Tr
[
M

(
E(ρR) − E(ρT )

)]
= Tr[M(P − Q)] (3.95)

≤ Tr[MP] (3.96)

≤ ∥M∥∞

∥∥∥E(ρR) − E(ρT )
∥∥∥

1

2
, (3.97)

where the last inequality follows from Hölder’s inequality and because∥∥∥E(ρR) − E(ρT )
∥∥∥

1
= Tr[P] + Tr[Q] = 2Tr[P] since Tr

[
E(ρR) − E(ρT )

]
= 0 = Tr[P − Q].

Collecting all terms and supremizing overM and Θ and all secret pairs of Q

yields the desired result. □

Note that the parameter K derived from Theorem 3 represents the do-

main knowledge accessible and incorporated into the privacy model of the

(S,Q,Θ,M) QPP framework.
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Corollary 2 (ε-QDP with Domain Knowledge). Fix p ∈ [0, 1], and a privacy frame-

work (S,Q,Θ,M) for QDP that encodes domain knowledge. Let E be a quantum chan-

nel. ThenAp
Dep(E(·)) is ε-QPP with

ε ≥ ln
(
1 +

(1 − p)d
2p

k′ sup
M∈M

∥M∥∞
Tr[M]

)
, (3.98)

where

k′ B sup
(ρx1 ,ρx2 )∈WΘ

∥E(ρx1) − E(ρx2)∥1 , (3.99)

WΘ B {(ρx1 , ρx2) ∈ Q | ∃PX ∈ Θ PX(x1), PX(x2) > 0}. (3.100)

Note that the domain knowledge encoded into the QDP framework may

guide towards an improved accuracy/utility, as opposed to considering all

neighboring states as secret pairs and all possible measurements. For the QDP

framework without domain knowledge, [144, Theorem 3] shows that

ε ≥ ln
(
1 +

(1 − p)d
2p

sup
ρ∼σ

∥ρ − σ∥1

)
(3.101)

is a sufficient condition to ensure (ε, 0)-QDP. Compared with that due to the

condition

sup
M∈M

∥M∥∞
Tr[M]

× sup
(ρx1 ,ρx2 )∈WΘ

∥E(ρx1) − E(ρx2)∥1 ≤ sup
ρ∼σ

∥ρ − σ∥1 , (3.102)

a QDP framework that has the capability to incorporate domain knowledge may

cause less perturbation to the useful channel output of E in some cases. The

rightmost inequality holds becauseWΘ includes only the neighboring pairs of

states such that their occurrence has a positive probability, while ρ ∼ σ denotes

all possible neighboring pairs. Furthermore, we always have that ∥M∥∞Tr[M] ≤ 1 for

every measurement operator M.

Remark 10 (Local DP). For the setup in Section 3.2.3, Theorem 3 reduces to

p ≥
d

d + eε − 1
, (3.103)
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with the choice of the identity channel instead of E in Fig. 3.4. This occurs because

∥ρ − σ∥1 ≤ 2, with equality for pairs of orthogonal states, and ∥M∥∞ ≤ Tr[M], with

equality holding whenever M is a rank-one measurement operator. This is analo-

gous to a version of the randomized response technique used to achieve classical local

DP [43, 44, 73]. For a finite alphabet X with cardinality |X|, the randomized response

mechanism outputs the true value with probability 1 − q, and it outputs a randomly

chosen realization with probability q/|X|. Then, if

q ≥
|X|

|X| + eε − 1
, (3.104)

ε-local differential privacy is achieved. This analogy further suggests that the depolar-

ization mechanism can be considered as a quantum version of the randomized response

mechanism that achieves classical privacy guarantees.

Considering the scenario in which we want to provide a privacy guarantee

for all possible measurements (i.e.,M = M̄), next we derive the parameter p to

achieve (ε, δ)-QPP.

Proposition 4 ((ε, δ)-QPP Depolarization Mechanism). Fix p ∈ [0, 1] and the pri-

vacy framework (S,Q,Θ,M) withM = {M : 0 ≤ M ≤ I}. Let E be a quantum channel.

ThenAp
Dep(E(·)) is ε-QPP if

p ≥ min
{

0,
d(K′ − δ)

dK′ + eε − 1

}
, (3.105)

where

K′ B sup
Θ,(R,T )∈Q

∥∥∥E(ρR) − E(ρT )
∥∥∥

1

2
. (3.106)

Proof. The proof follows from the use of the equivalent formulation through

the hockey-stick divergence and the properties of this divergence. By [62,
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Lemma IV.I], we have

Eeε
(
ADep

(
E(ρR)

)
∥ADep

(
E(ρT )

))
≤ (1 − eε)

p
d
+ (1 − p)Eeε

(
E(ρR)∥E(ρT )

)
. (3.107)

We also have the property [62, Lemma II.4]

Eeε
(
E(ρR)∥E(ρT )

)
≤

∥∥∥E(ρR) − E(ρT )
∥∥∥

1

2
. (3.108)

Combining these relations, and supremizing over Θ, and secret pairs (R,T ) ∈ Q,

we can choose

δ ≥ (1 − eε)
p
d
+ (1 − p)K′. (3.109)

Then, rearranging the terms we arrive at

p ≥
d(K′ − δ)

dK′ + eε − 1
. (3.110)

Since p ≥ 0, when K′ − δ ≤ 0, we set p = 0. □

Classical PP Mechanisms from QPP Mechanisms

The QPP formalism provides a direct methodology to design classical PP mech-

anisms with the assistance of QPP mechanisms. 4 In this case, we use quantum

encoding to convert classical data to quantum data. We denote the quantum

encoding of classical data x ∈ Xn×k as ρx B |x⟩⟨x| (recall that pX ∈ Θc are discrete

probability distributions over the probability space P(Xn×k) and this lead to a

finite collection of {ρx}x quantum encodings). Then, we ensure the privacy of

the quantum data (quantum encoding) such that the privacy is ensured for the

underlying classical data.

4In the context of classical PP mechanisms, the main attempt has been the introduction of
Wasserstein mechanisms, based on the infinity order Wasserstein distance and its modifications.
In particular, [121] and [91] introduced these mechanisms to achieve (ε, 0)-PP and (ε, δ)-PP, re-
spectively. However, it is important to note that these approaches may encounter computational
intractability challenges.
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|x〉〈x| A J {My}y∈Yx A(x)

Figure 3.5: Generation of classical PP mechanisms from QPP mechanism A:
First, the classical data is encoded using quantum encoding techniques, then
the QPP mechanismA, and if needed any other channelJ , and finally the mea-
surement channel.

Proposition 5 ((ε, δ)- (Classical) PP Mechanism). Given an (ε, δ)-QPP mechanism

A within the framework (S,Q,Θ,M) when ρx B |x⟩⟨x| with

S = {{ρx : x ∈ Rc} : Rc ∈ Sc} ,

Q = {({ρx : x ∈ Rc}, {ρ
x : x ∈ Tc}) : (Rc,Tc) ∈ Qc}} ,

Θ = {{pX(x), ρx}x : pX ∈ Θc},

M = {M : 0 ≤ M ≤ I} ,

(3.111)

any post-processing of A by a quantum channel J followed by applying a POVM

{My}y∈Y denoted as A : Xn×k → Y as shown in Fig. 3.5 is (ε, δ)-PP in the framework

(Sc,Qc,Θc).

Furthermore, for a selected post-processing J and POVM {My}y∈Y, it is sufficient

forMJc ⊆ M for A to be (ε, δ)-PP, where

MJc B

J†
∑

y∈B

My

 : B ∈ Y

 . (3.112)

58



Proof. Fix B ⊆ Y. Consider that

P(A(X) ∈ B|Rc)

=
P({A(X) ∈ B} ∩ Rc)

P(Rc)
(3.113)

(a)
=

∑
x∈Rc

p(x)P(A(x) ∈ B)
PX(R)

(3.114)

(b)
=

∑
x∈Rc

p(x)
∑

y∈B P(A(x) = y)
PX(R)

(3.115)

(c)
=

∑
ρx∈R p(x)

∑
y∈B Tr

[
MyJ ◦A(ρx)

]
PX(R)

(3.116)

(d)
= Tr

∑
y∈B

MyJ ◦A

∑
ρx∈R

p(x)
PX(R)

ρx


 (3.117)

(e)
= Tr

J†
∑

y∈B

My

A (
ρR

) (3.118)

( f )
= Tr

[
MA(ρR)

]
, (3.119)

where: (a) from R B {ρx : x ∈ Rc}; (b) from B being a collection of y ∈ Y; (c)

from My being the measurement applied to obtain the outcome y; (d) from the

linearity of trace operator and quantum channels A,J ; (e) from the definition

of ρR, and J† being the adjoint of J ; and finally (f) from M B J†
(∑

y∈B My

)
.

Similarly, P(A(X) ∈ B|Tc) = Tr
[
MA(ρT )

]
. Then with the assumption that A is

(ε, δ)-QPP for (S,Q,Θ,M) mentioned in the proposition statement, we have

P(A(X) ∈ B|R) ≤ eε P(A(X) ∈ B|T ) + δ. (3.120)

concluding the proof. □

Depolarization is a common kind of noise considered in quantum informa-

tion processing. Thus, this offers a method for designing classical PP mech-

anisms by combining the results presented in Proposition 5 and Theorem 3.
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However, it is essential to recognize that quantum encoding of classical data

would require additional computational resources, shifting the complexity of

the mechanism design phase to the encoding phase.

3.5 Quantifying Privacy-Utility Tradeoff

In this section, we aim to assess the utility achievable through the implemen-

tation of a privatization mechanism while adhering to privacy constraints and

characterize the inherent tradeoffs involved in this process. To achieve this, we

define a utility metric grounded in an operational approach and demonstrate

its representation via an SDP. Subsequently, we leverage this metric to conduct

an in-depth analysis of privacy-utility tradeoffs, with a specific emphasis on the

depolarization mechanism.

3.5.1 Utility Metric

Let A denote a privacy mechanism. We focus on assessing the potential of re-

versing the effects of A by applying a post-processing mechanism B to recover

the initial input state to A up to an error 1 − γ, we define γ-utility in terms of

how distinguishable B ◦ A is from the identity channel employing the normal-

ized diamond distance as the distinguishability measure.

Definition 7 (γ-Utility). Let A : L(HA) → L(HC) be a privacy mechanism, and fix

γ ∈ [0, 1]. We say thatA satisfies γ-utility if

U(A) B 1 − inf
B

1
2
∥I − B ◦ A∥⋄ ≥ γ, (3.121)
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where the infimum is taken over every quantum channel B : L(HC)→ L(HD).

The defined utility metric can be reformulated as an SDP by using the dual

SDP form of the diamond distance [133, Section 4] and rewriting the quantum

channel B in terms of its Choi matrix ΓBCD, as well as translating the conditions

for B to be a channel to conditions on its Choi matrix, namely ΓBCD ≥ 0 and

TrD

[
ΓBCD

]
= Ic.

Proposition 6 (SDP Formulation of γ-Utility). The γ-utility of a privacy mechanism

A can be formulated as the following SDP:

U(A) = 1 − inf
µ≥0

ZAD≥0
ΓBCD≥0


µ : ZAD ≥ ΓAD − Γ

B◦A
AD ,

µIA ≥ TrD[ZAD] ,

TrD

[
ΓBCD

]
= IC


≥ γ, (3.122)

where

ΓB◦AAD B TrC

[(
IA ⊗ Γ

B
CD

) (
TC(ΓAAC) ⊗ ID

)]
, (3.123)

and Γ represents the Choi matrix with the subscripts showing the input and the output

system of the channel, while the superscript indicates the channel considered, with no

superscript for the identity channel.5

Note that a similar SDP formulation for approximate degradability, where

the identity channel in Definition 7 is replaced by the complementary channel,

is presented in [122, Proposition 9].

Remark 11 (Characterizing Optimal Privacy-Utility Tradeoffs). The optimal util-

ity attained by an (ε, δ)-QPP mechanism can be characterized as an SDP. To achieve

this, we combine the equivalent formulation of QPP via the DL divergence from Propo-

sition 1 with the SDP formulation of DL divergence in Lemma 1. Combining this with
5The Choi matrix of the composed channel B ◦ A is denoted by ΓB◦AAD and (3.123) follows

from [75, Eq. (3.2.22)].
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the SDP formulated from Proposition 6 enables computing the privacy requirements

and quantifying utility together. Additionally, we determine the optimal privacy pa-

rameters for fixed utility requirements. For a comprehensive discussion of this point,

please refer to Appendix A.6. The utilization of the SDP derived for the DL divergence

in this operational task highlights an advantage of the equivalent formulation for QPP

using the DL divergence.

3.5.2 Analysis of Depolarization Mechanism

We now instantiateA as the depolarizing channel with parameter p, denoted as

A
p
Dep (as defined in (3.84)), and proceed to analyzeU(Ap

Dep).

Proposition 7 (Utility from Depolarization Mechanism). Fix p ∈ [0, 1]. The depo-

larization mechanism satisfies γ-utility if and only if

U(Ap
Dep) = 1 −

p(d2 − 1)
d2 ≥ γ. (3.124)

Proof. The proof below relies on observing that the optimization term (in the

utility metric) is minimized by setting B = I, and then evaluating
∥∥∥∥I −Ap

Dep

∥∥∥∥
⋄

using the Choi states of the channels Ap
Dep and I, due to the joint covariance of

the two channels under unitaries (i.e., Ap
Dep ◦ U = U ◦ A

p
Dep and I ◦ U = U ◦ I

for every unitary channelU).
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Consider that ∥∥∥∥I − B ◦ Ap
Dep

∥∥∥∥
⋄

(a)
=

∥∥∥∥U ◦ (I − B ◦ Ap
Dep) ◦ U†

∥∥∥∥
⋄

(3.125)

(b)
=

∥∥∥∥I −U ◦ B ◦U† ◦ Ap
Dep)

∥∥∥∥
⋄

(3.126)

(c)
=

∫
dU

∥∥∥∥I −U ◦ B ◦U† ◦ Ap
Dep)

∥∥∥∥
⋄

(3.127)

(d)
≥

∥∥∥∥∥∥I −
(∫

dU U ◦ B ◦U†
)
◦ A

p
Dep)

∥∥∥∥∥∥
⋄

, (3.128)

where: (a) follows from the unitary invariance of the diamond norm with U

representing a unitary channel; (b) from the commutative property ofAp
Dep with

every unitary channel; (c) with dU denoting the Haar measure over the unitary

group and from the left-hand side being independent of U; and (d) from the

convexity of the diamond norm.

Next, observe that B⋆ B
∫

dU U ◦ B ◦ U† is a quantum channel, and it is in

fact equal to a depolarization channel [67]. Then, B⋆ = Aq
Dep for some q ∈ [0, 1].

The composition of two depolarization channels

B⋆ = A
q
Dep ◦ A

p
Dep (3.129)

is also a depolarization channel with the parameter p⋆ B 1 − (1 − p)(1 − q).

The minimum value is attained by the choice q = 0, where Aq
Dep in that case

corresponds to the identity channel.

With that, we arrive at

inf
B

∥∥∥∥I − B ◦ Ap
Dep

∥∥∥∥
⋄
=

∥∥∥∥I −Ap
Dep

∥∥∥∥
⋄
. (3.130)

With the property of joint covariance of I and Ap
Dep under unitaries [75, Propo-

sition 7.82], we simplify this to∥∥∥∥I −Ap
Dep

∥∥∥∥
⋄
=

1
d

∥∥∥∥∥ΓAD − Γ
A

p
Dep

AD

∥∥∥∥∥
1
. (3.131)
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Then consider that

1
d

∥∥∥∥∥ΓAD − Γ
A

p
Dep

AD

∥∥∥∥∥
1

(a)
=

1
d

∥∥∥∥∥ΓAD −

(
(1 − p)ΓAD +

p
d

Id2

)∥∥∥∥∥
1

(3.132)

=
p
d

∥∥∥∥∥ΓAD −
1
d

Id2

∥∥∥∥∥
1

(3.133)

= p

∥∥∥∥∥∥ΓAD

d

(
1 −

1
d2

)
−

1
d2

(
Id2 −

ΓAD

d

)∥∥∥∥∥∥
1

(3.134)

(b)
= p

(
1 −

1
d2

) ∥∥∥∥∥ΓAD

d

∥∥∥∥∥
1
+

∥∥∥∥∥∥∥ Id2 −
ΓAD

d

d2 − 1

∥∥∥∥∥∥∥
1

 (3.135)

(c)
= 2p

(
1 −

1
d2

)
, (3.136)

where: (a) from Γ
A

p
Dep

AD = (1 − p)ΓAD +
p
d Id2 ; (b) from ΓAD

d , and Id2 −
ΓAD

d being orthog-

onal; and (c) from trace norm of quantum states being equal to one.

Combining the above chain of arguments together completes the proof. □

Next, we focus on understanding the privacy-utility tradeoff with respect to

the parameter p governing a depolarization mechanism. From Proposition 7, to

achieve γ-utility, we require that

p ≤
(1 − γ)d2

(d2 − 1)
. (3.137)

Conversely, to achieve ε-QPP in the chosen privacy framework (S,Q,Θ,M),

from Theorem 3, we require that

p ≥
dK

dK + eε − 1
. (3.138)

These two inequalities provide insight into the privacy-utility tradeoff associ-

ated with the depolarization mechanism. Consequently, it is essential to care-

fully adjust the parameter p based on the desired utility, characterized by γ, as

well as the privacy parameter ε.
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Figure 3.6: (a) For fixed d = 2, the figure depicts the optimum utility γ for ε
achievable with the depolarization mechanism in Theorem 3. The value of K
encodes the domain knowledge available, where K = 1 corresponds to no such
additional information being available. (b) For fixed K = 1, the figure depicts
the optimum utility γ for ε achievable with the depolarization mechanism in
Theorem 3 for d ∈ {2, 4, 8, 16}.

Effect of Domain Knowledge: Fig. 3.6a illustrates the optimal utility achievable

using the ε-QPP depolarization mechanism presented in Theorem 3. Notably,

as the value of K reduces, the attainable utility region expands. The parame-

ter K derived from Theorem 3 represents the domain knowledge accessible and

incorporated into the privacy model of the (S,Q,Θ,M) QPP framework. This

observation underscores the significance of incorporating such domain knowl-

edge to enhance utility gains while simultaneously ensuring the necessary pri-

vacy assurances.

Effect of Dimension: In Fig. 3.6b, we observe a prominent privacy-utility trade-

off as the dimension increases for the depolarization mechanism presented in

Theorem 3. Regarding the utility of the depolarization mechanism (given by

1 − p(d2−1)
d2 ), we can always establish the following lower bound for every d:

1 −
p(d2 − 1)

d2 ≥ 1 − p, (3.139)
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where this lower bound is attained as d → ∞. However, the achievable privacy

level ε in (3.87) degrades at most by an order of ln(d). Hence, it is crucial to

identify the optimal privacy parameters achieved by private mechanisms, par-

ticularly in high-dimensional scenarios.

Remark 12 (Application Specific Privacy-Utility Tradeoffs). In the previous anal-

ysis concerning the depolarization mechanism in Fig. 3.4, we chose E = I, the identity

channel. However, it would be an interesting future work to explore the utility of user-

specific E channels. Specifically, we can choose 1− 1
2 infB∈CPTP ∥E−B◦A

p
Dep ◦E∥⋄ as the

utility metric. If E possesses certain symmetries, one can potentially utilize arguments

akin to those presented in the proof of Proposition 7. This investigation could shed light

on tailoring privacy mechanisms to specific application needs, leading to more effective

privacy-utility tradeoffs.

3.6 Auditing Privacy Frameworks

Auditing for privacy aims to detect violations in privacy guarantees and reject

incorrect algorithms (see [33, 35, 71, 94] for classical approaches). In this section,

our focus is on utilizing quantum information theory tools and quantum algo-

rithms to audit the privacy of quantum systems. Specifically, we concentrate on

auditing algorithms for QDP guarantees, and it should be noted that these ideas

can be extended to audit algorithms for privacy guarantees demanded by QPP

(see Remark 15).

The main idea behind auditing classical privacy frameworks (DP and PP) in-

volves translating the privacy requirement into a weaker privacy notion that can

be efficiently computed. For example, in [94], sliced mutual-information-based
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DP is used to audit for DP by utilizing neural estimation techniques proposed

in [52]. By doing so, algorithms failing to meet the privacy conditions imposed

by the relaxed privacy notion are concluded to violate the original privacy re-

quirement. However, a pitfall of this approach is the inability to quantify the

gap between the constraints stemming from the original DP or PP notion and

the relaxed privacy notions. In other words, even if we verify that the relaxed

privacy notion is satisfied, we cannot determine whether the original privacy

requirement is also satisfied. In contrast, in this chapter, we focus on auditing

QDP without translating it into a relaxed privacy notion.

3.6.1 Techniques for Auditing QDP

Using Semi-Definite Programs:

By leveraging the equivalent formulation from Proposition 1 and adopting

the specific choices of (S,Q,Θ,M) as provided in Section 3.2.3, for (ε, δ)-QDP,

we have that

sup
ρ∼σ

D
δ
(A(ρ)∥A(σ)) ≤ ε. (3.140)

Then, we can compute the left-hand side above by using the SDP formulation of

D
δ
(·∥·) presented in Lemma 1. This approach is particularly beneficial for low-

dimensional setups, as the time complexity of SDP computation is polynomial

in the dimension of the quantum states. However, it is essential to note that the

complexity of this approach grows exponentially with the number of qubits,

making it less feasible for higher-dimensional systems.

Additionally, using the equivalent formulation in Remark 5, consider that
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(ε, δ)-QDP is equivalent to

sup
ρ∼σ

Eeε(A(ρ)∥A(σ)) ≤ δ, (3.141)

where

Eγ(ρ∥σ) B Tr
[
(ρ − γσ)+

]
(3.142)

=
1
2
∥ρ − γσ∥1 +

(1 − γ)
2

, (3.143)

with γ ≥ 1 for quantum states ρ and σ [62, Eq. (II.2)]. As shown in (3.26)

and (3.28), the quantity on the right-hand side of (3.142) can be evaluated by

means of an SDP. Then, auditing QDP reduces to computing Eγ

(
A(ρ)∥A(σ)

)
for

ρ ∼ σ. However, similar to the previous approach, the time complexity of this

SDP also grows exponentially with the number of qubits. Thus, computing

these SDPs remains challenging for higher-dimensional quantum systems.

Using Quantum Circuits:

Another approach is to borrow the results of [132, 134] and use the con-

nection of Eγ(ρ∥σ) to the trace distance given in (3.143). Despite this connec-

tion, evaluating Eγ(ρ∥σ) remains computationally challenging, even for quan-

tum computers [132, 134]. Nevertheless, there are proposals for evaluating the

trace distance using variational quantum algorithms [21, 115] (which, however,

do not give particular runtimes), and for cases in which the quantum states have

low rank [129].

In the subsequent analysis, we explore an approach from [21, 115] (via vari-

ational algorithms with parameterized quantum circuits) to estimate the quan-

tity ∥A(ρ) − eεA(σ)∥1. Using such an estimate, for a fixed value of the privacy

parameter ε, we can validate on which values of δ the needed guarantees are

satisfied.

68



Uρ

Uσ

Q

Q

S1

R1

S2

R2

F2

F1 F ′

1

T1

F ′

2

T2

Xρ

Xσ

|0〉

|0〉

|0〉⊗n

|0〉⊗n

A

A

B1

B2

Figure 3.7: Quantum circuit assisted in estimating QDP: Uρ,Uσ are the unitaries
used to prepare ρ and σ by tracing out R1,R2 systems, respectively. Then A is
applied on the systems S i for i ∈ {1, 2}. The unitary Q takes inputs Fi, Bi and
outputs F′i ,Ti, where Fi and Ti are qubit systems. Finally, each of the Ti systems
is measured and the (classical) output random variable is denoted as Xρ for i = 1
and Xσ for i = 2. Here Xρ, Xσ ∈ {0, 1}. This procedure is repeated a sufficient
number of times, and the outcomes of the trials are used to estimate P(Xρ = 0)
and P(Xσ = 1).

Firstly, let us focus on how to estimate Eeε(A(ρ)∥A(σ)) for a fixed ρ ∼ σ and

ε. With the ideas developed in [115, Algorithm 14], we discuss how a so-called

quantum interactive proof can be used for estimating the privacy level. For

that, refer to the quantum circuit in Fig. 3.7: the unitaries Uρ and Uσ are used to

prepare the states ρ and σ, by tracing out systems R1 and R2, respectively. Then

the algorithm A is applied on the systems S i for i ∈ {1, 2}. The unitary Q takes

inputs Fi, Bi and outputs F′i ,Ti, where Fi and Ti are qubit systems. Finally, both

of the Ti systems are measured in the standard basis {|0⟩, |1⟩}, and the (classical)

output random variable is denoted as Xρ for i = 1 and Xσ for i = 2. Here Xρ and

Xσ take values in {0, 1}. This procedure is repeated a sufficient number of times,

and we use the results to estimate P(Xρ = 0) and P(Xσ = 1).

Next, consider a scenario in which one could maximize the following utility
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function over all possible choices of Q:

g(Q, ρ, σ,A, ε) B
1

eε + 1
P(Xρ = 0) +

eε

eε + 1
P(Xσ = 1). (3.144)

In quantum complexity terminology, this action could be conducted by a quan-

tum prover who has unbounded computational power (we discuss how to relax

this assumption in Remark 13). From [115, Eq. (128)] and the discussion therein,

we conclude that

f (ρ, σ,A, ε) B sup
Q

g(Q, ρ, σ,A, ε) (3.145)

=
1
2

(
1 +

1
eε + 1

∥A(ρ) − eεA(σ)∥1

)
, (3.146)

where the optimization is over every unitary Q.

If

f (ρ, σ,A, ε) ≤
1
2

(
1 +

2δ + eε − 1
eε + 1

)
, (3.147)

then Eeε(A(ρ)∥A(σ)) ≤ δ, due to (3.142). Then, by changing the role of ρ and σ

in (3.144), we obtain f (σ, ρ,A, ε). Next, we select the maximum of these quanti-

ties

f̂ (ρ, σ,A, ε) B max { f (ρ, σ,A, ε), f (σ, ρ,A, ε)} . (3.148)

To this end, if

sup
ρ∼σ

f̂ (ρ, σ,A, ε) ≤
1
2

(
1 +

2δ + eε − 1
eε + 1

)
, (3.149)

it can be verified thatA is (ε, δ)-QDP.

Remark 13 (Relaxing the Computationally Unbounded Assumption). As the

number of qubits increases, classical methods (e.g., using SDPs) often become in-

tractable due to the exponential growth in computational complexity. So in light of this,

the above approach is desired with the increasing dimension of the quantum system.
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However, finding the Q that achieves the optimum utility in (3.144) is practically

infeasible. To relax this assumption, we replace the action of the prover (who finds

this Q) with a parameterized circuit Qθ. Then we can use (3.144) as a utility func-

tion for training a variational quantum algorithm [13, 19] to estimate a lower bound

for (3.145). With that we obtain a lower bound on Eeε(A(ρ)∥A(σ)), which we denote as

ELB
eε (A(ρ)∥A(σ)). A lower bound gives a sufficient condition for ruling out algorithms

that do not satisfy (ε, δ)-QDP. This claim follows because the estimated lower bound

ELB
eε (A(ρ)∥A(σ)) > δ implies that Eeε(A(ρ)∥A(σ)) > δ.

Remark 14 (Neighboring Pairs). To verify (ε, δ)-QDP, it is required to compute

whether f̂ (ρ, σ,A, ε) ≤ 1
2

(
1 + 2δ+eε−1

eε+1

)
for all neighboring pairs (ρ, σ) ∈ Q. However,

checking this requirement has increasing computational complexity as the cardinality

of the set Q increases. If the privacy requirements can be relaxed so as to encode domain

knowledge as in the QPP framework, the effective setQmay be a small set in some appli-

cations of interest. For example, consider an application where hypothesis testing is car-

ried out between the states ρ and σ under privacy constraints where Q = {(ρ, σ), (σ, ρ)}.

Remark 15 (Auditing QPP6). To audit for (ε, δ)-QPP in the framework (S,Q,Θ, M̄),

one can use the ideas described above by choosing ρR and ρT for all PX ∈ Θ, (R,T ) ∈ Q

instead of ρ and σ. In that case, the complexity of the approach relies on the set of Q as

well as distributions contained in Θ.

3.6.2 Formal Guarantees for Auditing QDP

The question of quantifying the success of a privacy auditing approach, specif-

ically in correctly accepting and rejecting an algorithm with given privacy re-

6Note that the following ideas can also be extended to auditing for variants of QPP in Sec-
tion 3.8 as well (See also Remark 19).
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quirements, is a crucial consideration in privacy auditing research. The authors

of [35, 94] have worked towards answering this question for auditing classical

DP, but using a relaxed privacy definition.

To tackle this for the quantum setting, we propose a hypothesis testing-based

auditing pipeline tailored specifically for QDP (also for QPP). In this pipeline,

we use the trace-norm estimation quantum algorithm proposed in [129]. This

quantum algorithm provides an estimation with at most α additive error from

the exact value, with high probability, which allows us to achieve the desired

significance in the hypothesis test.

Let us define

T ε(ρ, σ,A) B
1

eε + 1
∥A(ρ) − eεA(σ)∥1 . (3.150)

Fix (ρ, σ) ∈ Q. If algorithm A satisfies (ε, δ)-QDP, then Eeε(A(ρ)∥A(σ)) ≤ δ. By

applying (3.142), we arrive at

T ε(ρ, σ,A) ≤
2δ + eε − 1

eε + 1
C g(ε, δ). (3.151)

Next, by estimating the quantity on the left-hand side, and using g(ε, δ) as a

threshold, we design an auditing pipeline for QDP by means of the following

null and alternative hypotheses:

H0 : max{T ε(ρ, σ,A),T ε(σ, ρ,A)} ≤ g(ε, δ), (3.152)

H1 : max{T ε(ρ, σ,A),T ε(σ, ρ,A)} > g(ε, δ). (3.153)

Let the estimates of T ε(ρ, σ,A) and T ε(σ, ρ,A) from a randomized algorithm

(in our analysis we use the algorithm corresponding to [129, Corollary 3.4]) be

T̂ ε(ρ, σ,A) and T̂ ε(σ, ρ,A), respectively. We choose

T̂ ε
max(ρ, σ,A) B max{T̂ ε(ρ, σ,A), T̂ ε(σ, ρ,A)} (3.154)
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as our test statistic.

Estimation of the Test Statistic:

Lemma 3 (Estimating trace distance using samples of ρ, σ— restatement of [129,

Corollary 3.4]). Given access to identical copies of d-dimensional quantum states ρ and

σ, there is a quantum algorithm that estimates the normalized trace distance T (ρ, σ)

(recall (2.2)) within additive error α and with probability not less than 1 − β, by using

O
(
log

(
1
β

)
r2

α5 log2
( r
α

)
log2

(
1
α

))
(3.155)

samples of ρ and σ, where r is an upper bound on the rank of ρ and σ.

Lemma 3 is obtained by using the existing result in Corollary 3.4 of [129],

and combining its argument in Theorem 2.6 therein on estimating Tr
[
Aρ

]
within

additive error α with probability 1 − β, by using O
(

1
α2 log

(
1
β

))
identical samples

of ρ. The algorithm proposed in [129] is designed based on the following idea.

Let V B (ρ − σ)/2. Consider its singular value decomposition as V = WΣU†.

Then the trace distance can be expressed by the following identity:

T (ρ, σ) =
1
2

(
Tr

[
ρ sgn(V)

]
− Tr

[
σ sgn(V)

])
, (3.156)

where sgn(V) B Wsgn(Σ)U†, and sgn(·) is the sign function. Then, Tr
[
ρ sgn(V)

]
and Tr

[
σ sgn(V)

]
can be estimated separately, by combining the techniques of

quantum singular value transformation [51] and the Hadamard test [3]. To this

end, to implement unitary block-encodings of ρ and σ approximately, the tech-

nique of density matrix exponentiation [84] is used.

The same techniques can be employed to compute T ε(ρ, σ,A) since

T ε(ρ, σ,A) =
1

eε + 1
(
Tr

[
A(ρ) sgn(Vε)

]
− eεTr

[
A(σ) sgn(Vε)

])
, (3.157)
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where Vε B (A(ρ) − eεA(σ))/(eε + 1).

Type-1 Error Analysis

We arrive at the following bound on the Type-1 error of the proposed hy-

pothesis testing pipeline.

Proposition 8 (Type-I Error). Fix arbitrary α, δ > 0 and consider the above hypothesis

testing pipeline. Then

sup
ρ∼σ

P
(
T̂ ε

max(ρ, σ,A) > g(ε, δ) + α
∣∣∣ H0

)
≤ β, (3.158)

if the algorithm from Lemma 3 has access to

O
(
log

(
1
β

)
r2

α5 log2
( r
α

)
log2

(
1
α

))
(3.159)

identical copies of the states ρ and σ, such that ρ ∼ σ and where

r B sup
ρ∼σ

max{rank(A(ρ)) , rank (A(σ))}. (3.160)

Proof. Fix ρ and σ such that ρ ∼ σ. Under the null hypothesis and the assump-

tion that T̂ ε
max(ρ, σ,A) = T̂ ε(ρ, σ,A), we have that

P
(
T̂ ε

max(ρ, σ,A) > g(ε, δ) + α
)

= P
(
T̂ ε(ρ, σ,A) > g(ε, δ) + α

)
(3.161)

(a)
≤ P

(
T̂ ε(ρ, σ,A) − T ε(ρ, σ,A) > α

)
(3.162)

≤ P
(
|T̂ ε(ρ, σ,A) − T ε(ρ, σ,A)| > α

)
(3.163)

(b)
≤ β, (3.164)

where: (a) follows since T ε(ρ, σ,A) ≤ g(ε, δ) under the null hypothesis; (b) from

the high probability statement in Lemma 3. Similarly, the above inequality holds

when T̂ ε
max(ρ, σ,A) = T̂ ε(σ, ρ,A) concluding the proof. □
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Proposition 8 provides a bound on the number of samples of the states re-

quired to achieve type-I error (significance) of β. In that case, we would use

a threshold of g(ε, δ) + α for accepting the null hypothesis, such that the null

hypothesis is accepted when the test statistic is less than or equal to g(ε, δ) + α.

Remark 16 (Computational Complexity with Rank r). From Proposition 8, it

is evident that the copy complexity of the algorithm grows as O(r2 log2(r)). Let

A : L(HA) → L(HB) be a quantum channel. Then, r ≤ dB, where dB is the di-

mension of the Hilbert space HB. To handle computational complexity, one possibility

is to compose A with another quantum channel N that translates the space to a low-

dimensional setting. However, due to the data-processing inequality for the trace dis-

tance, it will only provide a lower bound. With that, it is possible to reject algorithms

if T ε(ρ, σ,N ◦ A) > g(ε, δ), which implies that T ε(ρ, σ,A) > g(ε, δ). Consequently,

it may lead to limitations similar to classical auditing approaches that use relaxed pri-

vacy notions, since the contraction gap between T ε(ρ, σ,N ◦ A), and T ε(ρ, σ,A) is

hard to quantify. In the quantification of the gap, finding the contraction coefficient

ηN of the channel N would be useful if ηN < 1 (recall that the contraction coefficient

of a channel N under a generalized divergence D, as given in Eq. (2.1), is defined as

ηN B supρ,σ∈D,D(ρ∥σ),0
D(N(ρ)∥N(σ))

D(ρ∥σ) ).

In summary, we proposed a hypothesis testing pipeline for auditing the pri-

vacy of quantum systems, offering formal guarantees on auditing QDP using

quantum algorithms designed for estimating trace distance. However, an essen-

tial task for further investigation is analyzing the Type-II error of this approach.

This analysis would allow us to quantify the power of the test and assess its abil-

ity to correctly accept algorithms with the desired privacy requirements, which

is left for future work.
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3.7 Information-Theoretic Bounds from QPP

In this section, we begin by investigating several information-theoretic bounds

that stem from an algorithm satisfying QPP constraints. Later on, we utilize the

derived bounds to assess the relative strength of the QPP variants introduced in

Section 3.8.

In [62], it was highlighted that finding bounds on quantum relative entropy

and mutual information resulting from QDP is an interesting open problem.

We address this question in a general setting, encompassing QDP as a special

case. We offer bounds for relative entropy and Holevo information, along with

bounds for Rényi relative entropies and trace distance. For the rest of the dis-

cussion, we adopt the fixed privacy framework to be (S,Q,Θ, M̄).

Proposition 9 (Bounds on Quantum Rényi Relative Entropy and Quantum Rel-

ative Entropy due to QPP). Fix α > 1. IfA is ε-QPP (i.e., (ε, 0)-QPP) in the frame-

work (S,Q,Θ, M̄) for all PX ∈ Θ and (R,T ) ∈ Q, then

Dα

(
A(ρR)∥A(ρT )

)
≤ min

{
ε2α

2
, ε

}
, (3.165)

where Dα(·∥·) is an arbitrary quantum Rényi relative entropy satisfying data process-

ing.7 Furthermore,

D
(
A(ρR)∥A(ρT )

)
≤ min

{
ε2

2
, ε

}
, (3.166)

where D is the quantum relative entropy in (2.8).

Proof. ε-QPP of the framework (S,Q,Θ, M̄) implies that for all PX ∈ Θ and

(R,T ) ∈ Q

DT

(
A(ρR)∥A(ρT )

)
≤ ε, (3.167)

7Note that Petz–Rényi in (2.7) satisfies data processing for α ∈ (0, 1) ∪ (1, 2] and sandwiched
Rényi in (2.10) satisfies data processing for α ∈ [1/2, 1) ∪ (1,∞).
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where DT is the Thompson metric from (2.17). This follows by the definition of

the max-relative entropy defined in (2.15) and Thompson metric in (2.17), and

recalling the definition of QPP framework for δ = 0 and M = M̄ (see Defini-

tion 6). By this implication and the fact that every quantum Rényi-divergence

Dα of order α satisfying data processing is bounded from above by Dmax [126,

Eq. (4.36)], ε-QPP implies that for all PX ∈ Θ and (R,T ) ∈ Q,

Dα

(
A(ρR)∥A(ρT )

)
≤ ε. (3.168)

By a different argument via the maximal extension presented in Lemma 4, we

can further arrive at the following, for all PX ∈ Θ and (R,T ) ∈ Q,

Dα

(
A(ρR)∥A(ρT )

)
≤
ε2α

2
. (3.169)

This completes the proof of the first inequality.

Next, noting that the Petz–Rényi relative entropy in (2.7) satisfies data pro-

cessing for α ∈ (0, 1) ∪ (1, 2], and then taking the limit α → 1+, we arrive at the

bound on quantum relative entropy by using the equality in (2.8). □

Lemma 4. Fix α > 1, and ρ, σ PSD operators. The following inequality holds:

Dα(ρ∥σ) ≤
α

2
(DT (ρ∥σ))2. (3.170)

Proof. See Appendix A.7. □

Remark 17 (Operational Interpretation of Thompson Metric). An operational in-

terpretation of the Thompson metric has appeared in symmetric postselected hypothesis

testing (a setting allowing for an inconclusive outcome along with two general con-

clusive outcomes and postselecting on the conclusive outcomes) as the asymptotic error

exponent of discriminating two quantum states ρ and σ [114], as well as in the resource
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theory of symmetric distinguishability [117]. Here, by referring to (3.167), the QPP

framework also provides another operational interpretation of the Thompson metric. In

the framework (S,Q,Θ, M̄), for fixed PX ∈ Θ and (R,T ) ∈ Q,8 the Thompson metric

given by DT

(
A(ρR)∥A(ρT )

)
is equal to the minimal ε needed to achieve ε-QPP.

Proposition 10 (Bounds on Trace Norm). IfA is ε-QPP, then

sup
Θ,(R,T )∈Q

∥∥∥A(ρR) −A(ρT )
∥∥∥

1
≤ min

{
ε,
√

2ε
}
, (3.171)

and ifA is (ε, δ)-QPP, we have

sup
Θ,(R,T )∈Q

∥∥∥A(ρR) −A(ρT )
∥∥∥

1
≤ 2 −

4(1 − δ)
eε + 1

. (3.172)

Proof. The first inequality holds by applying the quantum Pinsker inequality

( 1
2 ∥ρ − σ∥

2
1 ≤ D(ρ∥σ)) [102, Theorem 1.15] and Proposition 9.

For the second inequality: (0, δ′)-QPP is equivalent to

sup
Θ,(R,T )∈Q

∥∥∥A(ρR) −A(ρT )
∥∥∥

1

2
≤ δ′. (3.173)

Then, adapting Lemma 5 and fixing ε′ therein to zero leads to the desired result.

□

Lemma 5. Fix (S,Q,Θ,M) privacy framework. Then, we have

(ε, δ)-QPP =⇒ (ε′, δ′)-QPP, (3.174)

where ε′ < ε with

δ′ B 1 −
(eε

′

+ 1)(1 − δ)
(eε + 1)

. (3.175)

Proof. The proof follows similarly to the proof of [27, Property 3] for classical

DP and is presented in Appendix A.8. □

8by definition also for (T ,R) ∈ Q
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3.8 Variants of Quantum Pufferfish Privacy Framework

We now propose variants of QPP via generalized divergences (as defined

in (2.1)).9 We provide an operational interpretation of generalized divergences

as privacy metrics and characterize the relative strength between them.

Here, we focus on QPP in the framework (S,Q,Θ, M̄) and formulate QPP

based on generalized divergences, which we denote by (D, ε)-QPP, where D is a

placeholder for the generalized divergence being used.

Definition 8 ((D, ε)-QPP). Fix a privacy framework (S,Q,Θ, M̄) and ε > 0. An

algorithmA is (D, ε)-QPP if

sup
Θ,(R,T )∈Q

D
(
A(ρR)∥A(ρT )

)
≤ ε, (3.176)

where D is an arbitrary generalized divergence and ρR and ρT are defined as in Defini-

tion 6. Note that these two density matrices depend on elements of Θ and Q.

Indeed, Definition 8 encompasses variants of classical DP [15, 88] and

QDP [62], which rely on Rényi divergences as the generalized divergence

along with the appropriate choice of QPP framework (S,Q,Θ,M) stated in Sec-

tion 3.2.3 and Section 3.2.3, respectively.

Remark 18 (Properties of (D, ε)-QPP). Post-processing holds, by the definition of

generalized divergences. Convexity follows if D satisfies the direct-sum property, as

defined in [75, Eq. (4.3.7)], from which it follows that D is jointly convex [75, Proposi-

tion 4.15].

Parallel composability: If Ai satisfies (εi, δi)-QPP in (S,Q,Θ, M̄) for i ∈ {1, . . . , k},

then the composed mechanism, as defined in Theorem 1, satisfies
(
D,

∑k
i=1 εi

)
-QPP in

9Due to the definition of generalized divergences, the privacy notions defined based on them
inherently satisfy post-processing.
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the framework
(
S,Q(k),Θ, M̄k

)
, if D satisfies subadditivity (i.e., if D(ρ1 ⊗ ρ2∥σ1 ⊗σ2) ≤

D(ρ1∥σ1) + D(ρ2∥σ2) for all states ρ1, ρ2, σ1, and σ2). It is worth noting that by

employing this privacy notion based on generalized divergences, we achieve improved

composability results, even in scenarios involving joint measurements (recall property 3

of Theorem 2).

Remark 19 (Auditing Variants of QPP). The methodologies proposed in Section 3.6

can be used to audit the variants of QPP (based on generalized divergences) as well. In

this regard, quantum algorithms and procedures for estimating respective generalized

divergence (e.g., Rényi relative entropies) would be useful. This motivates the develop-

ment of novel techniques for estimating them efficiently and accurately, beyond those

already established in [128].

3.8.1 Variants Based on Rényi Divergences

First, let us recall definitions of the following quantities. The measured Rényi

divergence of order α ∈ (0, 1) ∪ (1,∞) is defined as [48, Eqs. (3.116)–(3.117)]

Ďα(ρ∥σ) B sup
M

Dc
α(M(ρ)∥M(σ)) , (3.177)

where

Dc
α(M(ρ)∥M(σ)) B

1
α − 1

ln

∑
x∈X

(p(x))α(q(x))1−α

 , (3.178)

with p(x) B Tr[Mxρ] and q(x) B Tr[Mxσ] for M corresponding to a POVM

{Mx}x∈X. The Rényi preparation divergence of order α ∈ (0, 1) ∪ (1,∞) is defined

as [86]

D̂α(ρ∥σ) B inf
P,Q,P

Dc
α(P∥Q), (3.179)
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where P is a classical–quantum channel, P(P) = ρ, P(Q) = σ, and the classical

Rényi divergence is defined as

Dc
α(P∥Q) B

1
α − 1

ln

∑
x∈X

(P(x))α(Q(x))1−α

 . (3.180)

The quantities in (3.177) and (3.179) satisfy the data-processing inequality for all

α ∈ (0, 1) ∪ (1,∞) by construction, following from this property holding for the

underlying classical divergence. Moreover, the following bounds hold

Ďα(ρ∥σ) ≤ Dα(ρ∥σ) ≤ D̂α(ρ∥σ). (3.181)

where Dα is an arbitrary quantum Rényi divergence that satisfies data process-

ing [60, Eq. (3.7)].

Remark 20 (Relative Strength of Privacy Metrics). Choosing the preparation di-

vergence D̂α = D in (D, ε)-QPP gives a stronger privacy metric that satisfies the

post-processing property for the family of quantum Rényi divergences of order α, while

Ďα = D gives a weaker privacy metric from that same family of divergences. That is, we

have that

sup
Θ,(R,T )∈Q

Ďα

(
A(ρR)∥A(ρT )

)
≤ sup
Θ,(R,T )∈Q

Dα

(
A(ρR)∥A(ρT )

)
(3.182)

≤ sup
Θ,(R,T )∈Q

D̂α

(
A(ρR)∥A(ρT )

)
, (3.183)

so that

(D̂α, ε)-QPP =⇒ (Dα, ε)-QPP =⇒ (Ďα, ε)-QPP. (3.184)

The above relations follow by the direct application of (3.181) and Definition 8.
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Remark 21 (Operational Interpretation as Privacy Metrics). Choose

S = {ρ, σ}, (3.185)

Q = {(ρ, σ)}, (3.186)

Θ = {{PX(x), ρx}x∈X : PX ∈ P(X), ρx ∈ {ρ, σ}}, (3.187)

M = M̄. (3.188)

The strongest privacy metric that can be generated from the family of quantum Rényi

divergences of order α, which is also a generalized divergence, is devised by setting

D = D̂α. In the chosen QPP framework (S,Q,Θ,M), the value of ε that divides the

region where (D, ε)-QPP is achieved and the region where it is violated, for an identity

channel, is D̂α(ρ∥σ).

The sandwiched Rényi relative entropy D̃ in (2.10) satisfies data processing

for α ∈ [1/2, 1)∪ (1,∞) [46,138], and the quantum relative entropy D in (2.8) also

satisfies data processing [83]. Thus, both of these are candidates for a general-

ized divergence.

Proposition 11. Fix (S,Q,Θ, M̄), α ∈ [1/2, 1) ∪ (1,∞), and δ ∈ (0, 1). Then, for an

algorithmA, we have that

ε-QPP =⇒ (D̃α, ε
′)-QPP =⇒ (ε⋆, δ)-QPP, (3.189)

where

ε′ B min
{
ε,
ε2α

2

}
, (3.190)

ε⋆ B ε′ +
1

α − 1
ln

(
1
δ2

)
+ ln

(
1

1 − δ2

)
. (3.191)

We also have

ε-QPP =⇒ (D, ε′′)-QPP =⇒ (ε̂, δ)-QPP, (3.192)
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where

ε′′ B min
{
ε,
ε2

2

}
, (3.193)

K B sup
Θ,(R,T )∈Q

T
(
A(ρR),A(ρT )

)
(3.194)

ε̂ B
1
δ2

(
ε′ + K

)
+ ln

(
1

1 − δ2

)
. (3.195)

Proof. The first implication in both (3.189) and (3.192) follows from Proposi-

tion 9. Then for the second implication, recall from item 3 of Proposition 2 that

D
δ
(ρ∥σ) ≤ Dδ

max(ρ∥σ). Then applying [130, Propositions 5 and 6], we arrive at:

D
δ
(ρ∥σ) ≤ D̃α(ρ∥σ) +

1
α − 1

ln
(

1
δ2

)
+ ln

(
1

1 − δ2

)
, (3.196)

D
δ
(ρ∥σ) ≤

1
δ2

(D(ρ∥σ) + T (ρ, σ)) + ln
(

1
1 − δ2

)
. (3.197)

Finally, to conclude the proof, invoke Proposition 1 to establish the required

relationship to the QPP framework from there. □

Note that the chain of implications in (3.189) holds for every Rényi diver-

gence Dα satisfying data processing, beyond just D̃α, because data processing is

the key property to adapt Proposition 9 and [130, Proposition 6] (see Eqs. (K51)

and (K52) therein).

Remark 22 (Comparison to Existing Results for QDP). In the special case of QDP,

the dependence on the (ε, α) parameters in (3.189) provides a strict improvement over

previous results. Specifically, Lemmas V.4 and V.5 of [62] show that

ε-QDP =⇒ (Dα, ε)-QDP =⇒ (ε̄, δ)-QDP, (3.198)

with

ε̄ B ε +
ln

(
1/(1 −

√
1 − δ2)

)
α − 1

≈ ε +
ln(2/δ2)
α − 1

, (3.199)

83



where the approximation holds for small δ. Our first implication in (3.189) is tighter

compared to this since ε′ ≤ ε and the second implication is also tighter (i.e, ε⋆ ≤ ε̄) if

we choose δ2 ≤ 1 − 2(− 1
α−1 ) in the small δ regime.

3.8.2 Variant Incorporating Entanglement

In this subsection, we introduce a novel variant of QPP that incorporates ref-

erence systems. This extension potentially allows us to explore the impact of

entanglement on the privacy of the system of interest.

Definition 9 ((DR, ε)-QPP with Reference Systems). With the same setup

(S,Q,Θ,M) in Definition 6, a quantum algorithm A : L(HA) → L(HB) is (ε, D)-

QPP with reference systems if

sup
Θ,(ωRRA,ω

T
RA)∈G

D
(
(IR ⊗A)(ωRRA)∥(IR ⊗A)(ωTRA)

)
≤ ε, (3.200)

where the set G is defined in (3.8).

Since there is no restriction on the reference systems, the supremum in Defi-

nition 9 is also taken over the dimension of the reference system R, which is an

unbounded set. However, following from isometric invariance of generalized

divergences, together with purification and the Schmidt decomposition, it suf-

fices to take the supremum over pure bipartite states with the reference system

R isomorphic to the channel input system A.

Remark 23 (Properties). Similar to variants of QPP (recall Remark 18), this variant,

incorporating reference systems, also satisfies post-processing, convexity, and parallel

composability.
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A1

N

A2

ω

R

A

Figure 3.8: Adaptive composition with reference systems: FirstA1 is applied on
the upper system, then the quantum channel N on both the systems, and lastly
A2 on the upper system. Then the adaptive composition is QPP if A1 and A2

are.

Adaptive composition: Let Ai be a (DR, εi)-QPP algorithm for i ∈ {1, 2}. Consider

the adaptive composition ofA1 andA2, as shown in Fig. 3.8: FirstA1 is applied on the

upper system, then the quantum channelN acts on both systems, and lastlyA2 acts on

the upper system. Adaptive composition ofA1 andA2 also satisfies (DR, ε1)-QPP. This

shows that the adaptive composition illustrated in Fig. 3.8 does not degrade privacy,

showcasing the strength of the privacy framework in Definition 9.

Next, we observe that Definition 9 is a stronger privacy guarantee than Def-

inition 8, which does not take into account reference systems.

Corollary 3 (Strength Compared to (D, ε)-QPP). (DR, ε)-QPP implies (D, ε)-QPP.

This follows from the data-processing inequality for the underlying general-

ized divergence D, choosing the channel as the partial trace over the reference

system R. It highlights that in certain scenarios where the system of interest is

entangled with other reference systems, the general QPP guarantees defined in

earlier sections may not be sufficient.
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The choice of D could heavily affect the design of useful privacy frameworks

with entanglement (recall the example in Remark 2 with the choice D = Dmax,

along with the equivalence of Dmax to ε-QPP, as given in (3.167)). Therefore,

careful consideration of the appropriate generalized divergence is essential for

developing effective and meaningful privacy frameworks that account for en-

tanglement effects.

3.9 Concluding Remarks

In this chapter, we proposed QPP as a flexible privacy framework for quantum

systems. We showed that QPP is captured exactly by the DL divergence, en-

dowing the latter with an operational interpretation of the DL divergence. The

DL divergence representation was used to study properties of QPP mechanisms

and characterize privacy-utility tradeoffs. As a concrete case study, we explored

the depolarization QPP mechanisms and characterized the parameter values to

achieve privacy. A methodology for auditing quantum privacy (the first of its

kind) was also developed. In the longer term, the proposed framework could

lay the foundations for privacy-preserving learning in quantum systems.
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CHAPTER 4

MEASURED HOCKEY-STICK DIVERGENCE AND ITS APPLICATIONS

TO PRIVACY

4.1 Introduction

In classical and quantum information theory, divergences quantify the discrep-

ancy between two probability measures and between two quantum states, re-

spectively. Due to the non-commutative nature of operators, a wide spectrum of

quantum divergences generalizes their classical counterparts. One route for in-

troducing a quantum divergence is to perform a measurement on the quantum

states and then evaluate the supremum of the classical divergence of the result-

ing probability measures over all quantum measurements [36, 61, 110]. These

are known as measured divergences.

However, in practice, not all measurements can be implemented due to

physical restrictions or design considerations. Hence, it is important to study

settings in which only limited measurements are allowed. To this end, Refs. [24,

87] analyzed the measured trace distance under restrictive measurements while

Ref. [116] analyzed locally measured variants of Rényi divergences.

In this chapter, we focus on measured variants of the hockey-stick diver-

gence under practically relevant classes of measurements. The hockey-stick

divergence has recently found application as one of the fundamental quanti-

ties characterizing optimal privacy parameters in various classical and quantum

privacy frameworks [5, 7, 62, 63, 95]. Quantum differential privacy (QDP) is one

such privacy framework, which ensures that it is difficult for an adversary to
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distinguish between two distinct quantum states under all possible measurements

that an adversary can perform [62, 144].

Generalizing QDP, we proposed a flexible privacy framework termed quan-

tum pufferfish privacy (QPP) in Chapter 3. One key feature of the QPP frame-

work is the flexibility to specify the allowed set of measurements. It was shown

in [95] that the QPP framework for the special case of all measurements is equiva-

lent to a constraint on the hockey-stick divergence, by generalizing the connec-

tion established for QDP in [62].

Inspired by these connections, we study measured variants of the hockey-

stick divergence. These variants can further provide insights into the study of

privacy in quantum systems with QPP, taking into consideration practically mo-

tivated measurement classes. In particular, this analysis introduces avenues for

quantifying optimal privacy parameters in the QPP setting and auditing pri-

vacy by computing the measured hockey-stick divergences, which were not ad-

dressed in previous works.

4.1.1 Contributions

The main goal of this chapter is to provide a comprehensive analysis of mea-

sured hockey-stick divergences under restricted measurements. We first show

that, under an additive constraint on the measurement operators (satisfied by

all measurement classes that allow classical post-processing), the measured

hockey-stick divergence is achieved by two-outcome measurements. We then

derive key properties satisfied by the measured hockey-stick divergence, in-

cluding data processing, triangular inequality, and convexity.
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Next, we provide computational methods for estimating the measured di-

vergence. We show that the positive-partial-transpose (PPT) measured hockey-

stick divergence can be computed by a semi-definite program (SDP). We arrive

at analytical expressions for Werner and isotropic states under restricted mea-

surements. There, we show that they coincide for different classes of measure-

ments, including PPT measurements and measurements that use local opera-

tions and classical post-processing.

Furthermore, we show that the measured hockey-stick divergence finds op-

erational meaning in (ε, δ)-QPP as the optimal δ that can be achieved for a fixed ε

privacy parameter, extending the connection between hockey-stick divergences

and QDP established in [62]. Then, we utilize the derived results to obtain opti-

mal privacy parameters in specific privacy settings.

Lastly, we introduce the measured hockey-stick divergence for channels. To

this end, we provide SDP-computable expressions for the channel divergence

under PPT measurements and its connection to the divergence between the

Choi states of channels for jointly-covariant channels. With that, we establish

analytical expressions for the channel divergence for depolarizing channels. We

also highlight an application of these channel divergences in ensuring the pri-

vacy of channels.
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4.2 Measured Hockey-Stick Divergences

Let ρ and σ be states. For γ ≥ 0, the hockey-stick divergence is defined as [99,

119]

Eγ(ρ∥σ) B sup
0≤M≤I

Tr
[
M(ρ − γσ)

]
− (1 − γ)+, (4.1)

where (x)+ B max{0, x}. In this case, M and I − M are valid measurement op-

erators that satisfy 0 ≤ M ≤ I and 0 ≤ I − M ≤ I. For the classical setting

with (discrete) probability distributions P and Q, the hockey-stick divergence

for γ ≥ 0 is defined as

Eγ(P∥Q) B
∑

x

max{0, P(x) − γQ(x)} − (1 − γ)+ (4.2)

In this chapter, we are interested in restricted measurement operators, which

are inspired by the practical feasibility of only certain measurements. Let M

denote the restricted measurement operator set, and let us define

M2 B {M : M, I − M ∈ M} . (4.3)

Also, note thatM2 =M in many cases, including all possible measurements and

PPT measurements. With that, we define the measured hockey-stick divergence

related to the measurement setM.

Definition 10 (Measured Hockey-Stick Divergence). Let ρ and σ be states. For

γ ≥ 0, we define the measured hockey-stick divergence based on the measurement setM

as follows:

EMγ (ρ∥σ) B sup
M∈M2

{
Tr

[
M(ρ − γσ)

]}
− (1 − γ)+, (4.4)

whereM2 is defined in (4.3).
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By choosing γ = 1, we arrive at the measured trace distance, as used in [24,

87].

An alternative way to define the measured variant of the hockey-stick diver-

gence is as follows: Let µρ,M correspond to the classical probability distribution

with atoms {Tr[Mxρ]}x, and let µσ,M correspond to {Tr[Mxσ]}x for a POVM {Mx}x.

ÊMγ (ρ∥σ) B sup
{Mx∈M}x

Eγ

(
µρ,M∥µσ,M

)
: Mx ≥ 0,

∑
x

Mx = I

 , (4.5)

where the maximization is over {Mx ∈ M}x POVMs and the classical hockey-

stick divergence is defined as in (4.2).

4.3 Properties of Measured Hockey-Stick Divergence

In this section, we show that the measured hockey-stick divergence defined

in Definition 10 coincides with the alternative definition in (4.5) in many set-

tings, and it satisfies several other properties, including data processing under

measurement-compatible channels, the triangular inequality, and convexity. In

this chapter, we focus on the case when γ ≥ 1, and note that our results extend to

γ ≥ 0 by utilizing (4.4) and applying the equality EMγ (ρ∥σ) = γEM1/γ(σ∥ρ) proved

in Lemma 6.

Next, we establish conditions under which Definition 10 coincides with the

alternative definition in (4.5).

Proposition 12. Let γ ≥ 1, and let ρ and σ be states. If M1 + M2 ∈ M holds for all

M1,M2 ∈ M such that M1+M2 ≤ I (coarse-graining), then the following equality holds:

EMγ (ρ∥σ) = ÊMγ (ρ∥σ), (4.6)
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where EMγ is defined in Definition 10 and ÊMγ is defined in (4.5).

Proof. See Appendix B.2. □

Remark 24 (Measurement Sets Satisfying Equality). The coarse-graining process

in Proposition 12 can be achieved by classical post-processing of the measurement out-

come. Therefore, as long as classical post-processing of the measurement outcomes is

allowed in any set M, then (4.6) holds. The set of PPT measurements and the set of

local measurements with classical post-processing also satisfy the coarse-graining prop-

erty (see Section 4.4 for details).

We define a channel N to beM-compatible under the measurement classM

if

M ∈ M =⇒ N†(M) ∈ M. (4.7)

Proposition 13 (Properties of Measured Hockey-Stick Divergence). LetM be the

set of allowed measurement operators, and suppose that ρ and σ are states. Then EMγ

in Definition 10 satisfies the following propertes:

1. Data Processing under M-compatible channels: If N satisfies (4.7) under M,

then

EMγ (ρ∥σ) ≥ EMγ (N(ρ)∥N(σ)) . (4.8)

2. Triangular inequality: Let γ1, γ2 ≥ 1, and suppose that τ is a state. Then

EMγ1γ2
(ρ∥σ) ≤ EMγ1

(ρ∥τ) + γ1EMγ2
(τ∥σ). (4.9)

3. Monotonicity in γ: If γ1 ≥ γ2 ≥ 1, then

EMγ1
(ρ∥σ) ≤ EMγ2

(ρ∥σ). (4.10)
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4. Convexity: Let ρ B
∑

x∈X pxρx and σ B
∑

x∈X pxσx, where p ∈ P(X) is a proba-

bility mass function and (ρx)x and (σx)x are tuples of states. Fix γ ≥ 1. Then,

EMγ (ρ∥σ) ≤
∑
x∈X

pxEMγ (ρx∥σx). (4.11)

Proof. See Appendix B.3. □

4.4 Special Classes of Measurements and States

In this section, we consider special classes of measurements, M, and states

in Definition 10, such that EMγ is computable analytically or by using a semi-

definite program (SDP).

Let us define several special classes of measurements.

The set of all measurements is defined as

MALL B {M : 0 ≤ M ≤ I} . (4.12)

The set of local measurements (LO) is defined as

MLO B {Ex
A ⊗ Fy

B : {Ex
A}x and {Fy

B}y each form a POVM}. (4.13)

The set of local operations with classical post-processing is defined as

MLO⋆ B


∑

x,y T (x, y)Ex
A ⊗ Fy

B :

{Ex
A}x and {Fy

B}y each form a POVM,

0 ≤ T (x, y) ≤ 1 ∀x, y


. (4.14)

The set of local operations and one-way classical communication (1W-LOCC)

based measurements is defined as

M1W-LOCC B
{ ∑

x Ex
A ⊗ F x,y

B : {Ex
A}x and {F x,y

B }y ∀ x, form a POVM
}
. (4.15)
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This set can also be understood as consisting of measurement operators that

correspond to applying a 1W-LOCC channel and then a local measurement, fol-

lowed by classical post-processing. Similarly, the local operations and classical

communications (LOCC) measurement setMLOCC is comprised of measurement

operators generated by applying an LOCC channel followed by a local measure-

ment and classical post-processing. The set of PPT measurements is defined as

MPPT = {MAB : 0 ≤ MAB,TB(MAB) ≤ I}. (4.16)

By choosing M = MPPT, we also have that MPPT = M2, where M2 is defined

in (4.3). This follows because M ∈ MPPT implies that I − M ∈ MPPT.

Proposition 12 implies that EMγ (ρ∥σ) = ÊMγ (ρ∥σ) for

M ∈ {MLO⋆ ,M1W-LOCC,MLOCC,MPPT}. For the choice of PPT measurements, the

measured hockey-stick divergence can be formulated as an SDP as follows.

Proposition 14 (PPT measured Hockey-Stick Divergence). Let γ ≥ 1, and let

ρ, σ ∈ D(HA ⊗HB). The quantity EPPT
γ can be expressed as the following SDPs:

sup
0≤MAB≤I

{
Tr

[
MAB(ρ − γσ)

]
: 0 ≤ TB(MAB) ≤ I

}
=

inf
Yi≥0
{Tr[Y4 + Y3] : Y3 − Y1 + TB(Y4 − Y2) ≥ ρ − γσ} . (4.17)

Proof. See Appendix B.4. □

The above SDPs can be used to provide upper bounds on the locally mea-

sured hockey-stick divergence when the measurement set is comprised of LO,

LO⋆, 1W-LOCC, and LOCC, because

ELO
γ (ρ∥σ) ≤ ELO⋆

γ (ρ∥σ) ≤ ELOCC
γ (ρ∥σ) ≤ EPPT

γ (ρ∥σ) (4.18)
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for all states ρ and σ.

Next, we consider the Werner states [135], for which we characterize the

measured hockey-stick divergence analytically. We define a Werner state as fol-

lows:

ωp B pΘ + (1 − p)Θ⊥, (4.19)

where p ∈ [0, 1], and

Θ B
I + F

d(d + 1)
, Θ⊥ B

I − F
d(d − 1)

. (4.20)

with F B
∑d

i, j=1 |i⟩⟨ j| ⊗ | j⟩⟨i|.

Proposition 15 (Hockey-Stick Divergence for Werner States). Let p, q ∈ [0, 1]. For

γ ≥ 1, we have that

Eγ(ωq∥ωp) = max{0, q − γp, (1 − q) − γ(1 − p)}. (4.21)

Proof. See Appendix B.5. □

Proposition 16 (Measured Hockey-Stick Divergence for Werner States). Let

p, q ∈ [0, 1]. The following holds for γ ≥ 1 andM ∈ {MLO⋆ ,M1W-LOCC,MLOCC,MPPT}:

EMγ (ωq∥ωp) = max
{

0,
2(q − γp)

d + 1
, 1 − γ −

2(q − γp)
(d + 1)

}
. (4.22)

Proof. We prove the inequality “≥” by specific choices of measurement opera-

tors that are LO⋆: M = 0, M =
∑d

i=1 |i⟩⟨i| ⊗ |i⟩⟨i|, and M =
∑d

i, j=1 |i⟩⟨ j| ⊗ |i⟩⟨ j|. Then

to obtain the inequality “≤”, we utilize the symmetry of Werner states and the

PPT measurement operators. See Appendix B.5 for a complete proof. □

Remark 25 (High Dimensions). When d → ∞ in Proposition 16, we see that the

measured hockey-stick divergence converges to zero, while with all measurements, it
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can still be strictly positive, as shown in Proposition 15. This highlights that Werner

states are distinguishable with all measurements, while with limited measurements, that

distinction decays with increasing d. We utilize this property in Proposition 18.

Remark 26 (Isotropic States). We obtain an analytical expression for the measured

hockey-stick divergence of isotropic states in Appendix B.6. They also coincide for dif-

ferent classes of measurements, similar to what we obtained for Werner states.

4.5 Applications to Privacy

In this section, we show how the measured hockey-stick divergence finds use

in ensuring privacy for states, where privacy is imposed by quantum puffer-

fish privacy introduced in Chapter 3. We also utilize the tools developed in

Sections 4.3 and 4.4 to study the privacy of quantum systems.

For simplicity, let us consider a special case of QPP. We call this special set-

ting restricted quantum local differential privacy (QLDP). Note that the results

below equally apply to the general QPP setting with the appropriate optimiza-

tions in Definition 6.

Definition 11 ((M,S)-Restricted QLDP for States). Fix ε ≥ 0 and δ ∈ [0, 1]. Let S

be a subset of quantum states (i.e., S ⊆ D(H)). Let A be a quantum algorithm (viz.,

a quantum channel). Then A is (ε, δ)-local differentially private under (M,S) if the

following condition is satisfied:

Tr
[
MA(ρ)

]
≤ eεTr[MA(σ)] + δ, (4.23)

for all ρ, σ ∈ S and all M ∈ M2, whereM2 is defined in (4.3) with the chosenM.
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Proposition 17 (Equivalent Representation). (ε, δ)-local differential privacy under

(M,S) of a mechanismA (as defined in Definition 11) is equivalent to

sup
ρ,σ∈S

EMeε (A(ρ)∥A(σ)) ≤ δ. (4.24)

Proof. This follows by rearranging terms in Definition 11 and recalling Defini-

tion 10 with γ = eε ≥ 1. □

Remark 27 (Operational Interpretation). Proposition 17 provides an operational in-

terpretation for the measured hockey-stick divergence EMeε as the optimal δ for fixed ε

when the adversary is allowed to use measurements belonging to the setM.

Proposition 18 (QLDP for Werner States). Let S = {ωp : 0 ≤ p ≤ 1}. Then, for

M =MALL, the identity channel is not private; i.e., δ = 1 for all ε ≥ 0.

Furthermore, the identity channel is (ε, 2/(d + 1))- QLDP under (M,S) for ε ≥ 0

and forM ∈ {MLO⋆ ,M1W-LOCC,MLOCC,MPPT}.

Proof. The proof follows by choosingA = I in Proposition 17, using the convex-

ity of hockey-stick divergence in Proposition 13, and applying Propositions 15

and 16. □

Proposition 18 shows explicitly how the measurement class plays an inher-

ent role in ensuring privacy, if we are aware of the measurements that the ad-

versary can perform. In particular, an algorithm will be completely non-private

with a certain class of measurements (all measurements in Proposition 18) and

almost completely private for another class of measurements (LOCC measure-

ments in Proposition 18 with increasing dimension).

Remark 28 (Privacy Auditing). Auditing privacy refers to identifying whether an

algorithm is private, as demanded by Definition 11. In many practical scenarios, the
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set S relevant to an (M,S)-restricted QLDP setting contains a finite number of el-

ements, which allows for a computationally feasible method to audit privacy. For a

channel A, a measurement set M ⊆ MPPT, and a set of states S with finite number

of elements, one can compute EPPT
eε (A(ρ) ,A(σ)) for each pair (ρ, σ) ∈ S × S via an

SDP. If maxρ,σ∈S EPPT
eε (A(ρ) ,A(σ)) ≤ δ, then the mechanism A is guaranteed to be

(ε, δ)-restricted QLDP under (M,S).

Although the method described above provides a computationally feasible way to

verify if a mechanism is private, the time complexity of this algorithm is exponential in

the number of qubits and polynomial in the cardinality of S. This calls for more efficient

algorithms to estimate the measured hockey-stick divergence and its optimization over

a given set of states, which we leave for future investigation.

4.6 Measured Channel Divergences

In this section, we extend the study of measured hockey-stick divergence to

quantum channels.

Definition 12 (Hockey-Stick Divergence for Channels ). Let PA→B, QA→B be chan-

nels, and letM be the allowed set of measurements on systems R and B. Then for γ ≥ 0,

the channel divergence for the measured hockey-stick divergence is defined as

EMγ (P∥Q) B sup
ρRA

EMγ (P(ρRA)∥Q(ρRA)) , (4.25)

where the optimization is over all states with an unbounded reference system R.

Using the Schmidt decomposition theorem and the convexity of measured

hockey-stick divergence in Proposition 13, the optimization in (4.25) can be re-

stricted to pure states with the R system isomorphic to the A system.
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Next, we show how the channel divergence of the measured hockey-stick di-

vergence appears in applications related to ensuring privacy for quantum chan-

nels.

Privacy for Channels: Previously, privacy of states has been considered under

the QDP and QPP frameworks [62, 95, 144]. However, there are also scenarios

where one needs to privatize the channel used in the quantum operation. These

will find use in quantum reading [111], where encoding different values corre-

sponds to applying different channels. In this setting, we require the channels

to remain indistinguishable to the adversary. To accomplish that, we define a

privacy framework that ensures privacy for channels. This is accomplished via

superchannels, which are linear maps that transform one channel to another

channel [26, 53].

Definition 13 ((M,C)-QLDP for Channels). Fix ε ≥ 0 and δ ∈ [0, 1]. Let Θ be

a superchannel, and let C be a subset of channels from L(HA) → L(HB). The al-

gorithm/supermechanism Θ is (ε, δ)-local differentially private under (M,C) if for all

PA→B,QA→B ∈ C the following condition is satisfied for all ρRA ∈ D(HR ⊗ HA) and for

all M ∈ M2:

Tr
[
M (Θ(P)(ρRA))

]
≤ eεTr

[
M (Θ(Q)(ρRA))

]
+ δ, (4.26)

whereM2 is defined in (4.3) with the chosenM.

Similar to Proposition 17, we next show that there is an equivalent represen-

tation for Definition 13 using the channel hockey-stick divergence.

Proposition 19 (Equivalent Representation). (ε, δ)-local differential privacy under

(M,C) of a supermechanism Θ (as defined in Definition 13) is equivalent to

sup
P,Q∈C

EMeε (Θ(P)∥Θ(Q)) ≤ δ. (4.27)
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Proof. This follows by rearranging terms in Definition 13, recalling (4.25), and

applying Definition 10 for γ = eε ≥ 1. □

Notably, Proposition 19 shows that the channel hockey-stick divergence is

the fundamental quantity in the task of guaranteeing privacy of quantum chan-

nels, thus providing an operational interpretation for it.

Special Measurements and Channels

Here, we focus on the channel divergence by considering special classes of

measurements, including PPT measurements and special classes of channels,

namely, jointly-covariant channels.

For the class of all measurements, the channel divergence is SDP com-

putable. For depolarizing channels, we derive analytical expressions for them.

See Appendix B.7 for a detailed study. We next show that the channel diver-

gence under PPT measurements is also SDP computable.

Proposition 20 (Channel Divergence under PPT Measurements). Let PA→B and

QA→B be two quantum channels, and let γ ≥ 1. Then EPPT
γ (P∥Q) is equal to

sup
ρR,ΩRB≥0


Tr

[
ΩRB(ΓPRB − γΓ

Q

RB)
]

:

Tr[ρR] = 1, ΩRB ≤ ρR ⊗ IB

TB[ΩRB] ≥ 0,TB[ΩRB] ≤ ρR ⊗ IB


= (4.28)

inf
µ≥0,ZRB≥0
LRB,YRB≥0

µ :
ΓPRB − γΓ

Q

RB ≤ ZRB + TB(YRB − LRB)

µIRB ≥ TrB[ZRB] + TrB[YRB]

 , (4.29)

where ΓNRB is the Choi operator of the channel NA→B.
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Proof. See Appendix B.8. □

Let G be a finite group, and for every g ∈ G, let g → UA(g) and g → VB(G)

be unitary representations acting on the input and output spaces of the channel,

respectively. A quantum channel NA→B is covariant with respect to these repre-

sentations if the following equality holds for every input density operator ρA ∈

L(HA) and group element g ∈ G: NA→B

(
UA(g)ρAU†A(g)

)
= VB(g)NA→B(ρA)V†B(g).

For covariant quantum channels, the input states can be restricted to a spe-

cific form in the optimization in (4.25) and can further be characterized by the

Choi states of the channels if the representation {UA(g)}g∈G is irreducible.

Proposition 21. Let G be a finite group with {UA(g)}g∈G and {VB(g)}g∈G unitary repre-

sentations. Let PA→B and QA→B be quantum channels that are covariant with respect to

the group G. Then EPPT
γ (P∥Q) is equal to

sup
ψRA:

ψA=TG(ψA)

{
EPPT
γ (PA→B(ψRA)∥QA→B(ψRA))

}
, (4.30)

where system R is isomorphic to system A, ψA B TrR[ψRA], and TG(ωA) B

1
|G|

∑
g∈G UA(g)ωAU†A(g).

Furthermore, if the representation {UA(g)}g∈G is irreducible, then an optimal

state in (4.30) is the maximally entangled state ΦRA, so that EPPT
γ (P∥Q) =

EPPT
γ (PA→B(ΦRA)∥QA→B(ΦRA)).

Proof. See Appendix B.10. The proof relies on the data-processing of EPPT
γ under

PPT-preserving channels and similar techniques used in the proof of [75, Propo-

sition 7.84]. □
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Next, by using Proposition 21 and Proposition 38, we derive an analytical

expression for EPPT
γ for two depolarizing channels.

Proposition 22 (Depolarizing Channels). Let p, q ∈ [0, 1] and γ ≥ 1. Then

EPPT
γ

(
A

q
Dep

∥∥∥∥Ap
Dep

)
= max

{
0, 1 − q − γ(1 − p) +

(q − γp)
d

,
d − 1

d
(q − γp)

}
, (4.31)

where Ap
Dep is a depolarizing channel with parameter p and d is the dimension of the

input space of the channelAp
Dep.

Proof. The proof follows by applying Proposition 21 together with the analytical

expressions for EPPT
γ of isotropic states (Remark 26). See Appendix B.11. □

4.7 Concluding Remarks

In this chapter, we provided a comprehensive study of measured hockey-stick

divergences for states and channels. We showed that they satisfy several desir-

able properties, including data processing, triangular inequality, and convexity.

We also showed that, for some classes of measurements and states, they are SDP

computable or analytically characterized. We discussed their use in providing

privacy for states and channels, with an emphasis on quantum pufferfish pri-

vacy. To this end, we introduce a privacy framework for quantum channels,

extending the QPP framework for states.
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CHAPTER 5

CONTRACTION OF PRIVATE QUANTUM CHANNELS

5.1 Introduction

Statistical privacy models aim to tackle privacy risks in a principled man-

ner [27, 40, 41, 77, 94]. Local differential privacy (LDP) is one such model

(Definition 14), where individual data is protected while answering aggregate

queries [43]. Studying statistical problems under local privacy constraints is

vital for understanding the price that we have to pay to ensure privacy. To

this end, the contraction of statistical measures and divergences under privacy

constraints is an important technical tool. One such tool is the contraction co-

efficient of the total-variation distance TV(p, q) B 1
2 ∥p − q∥1 for two probability

distributions p and q: In [72], it was shown that, under ε-LDP privacy con-

straints,

sup
M∈Bεc ,

TV(p,q),0

TV(M(p),M(q))
TV(p, q)

=
eε − 1
eε + 1

= tanh(ε/2) , (5.1)

where Bεc denotes all ε-LDP mechanisms and M(p) and M(q) represent the prob-

ability distributions resulting from processing p and q by the private mechanism

M, respectively. Bounds for the contraction coefficients of other divergences, in-

cluding chi-square, Hellinger, and Kullback–Leibler divergence, which are ob-

tained by replacing total-variation distance in (5.1) by the respective divergence,

have been studied in [8, 38, 39].

With the development of quantum technologies and the generation of quan-

tum data, ensuring the privacy of quantum systems is an important research

direction. To this end, statistical privacy frameworks for quantum data have
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been developed recently, which are generalizations of classical statistical pri-

vacy frameworks [1,62,95,144] as explained extensively in Chapter 3. Quantum

local differential privacy (QLDP), which is a generalization of LDP, ensures that

two distinct quantum states passed through a quantum channel are hard to dis-

tinguish by a measurement [62].

Quantifying the contraction of quantum divergences under quantum pri-

vacy constraints enables the study of statistical tasks under privacy constraints

(QLDP constraints). Earlier efforts in this direction include the following: en-

tropic inequalities under QLDP constraints on algorithms and measurements

were discussed in [6], while upper bounds on contraction of divergences un-

der QLDP algorithms were studied in [62, 63]. However, finding an exact char-

acterization of contraction coefficients of quantum divergences under privacy

constraints is still largely unexplored.

5.1.1 Contributions

In this chapter, we study the contraction of quantum divergences under privacy

constraints imposed by QLDP.

First, we derive an upper bound on the privatized contraction coefficient

of the hockey-stick divergence (Theorem 4, Corollary 4). As a result, for the

special case of γ = 1, we find an upper bound on the privatized contraction co-

efficient of the normalized trace distance. Using this to establish the converse

and mechanism that satisfies QLDP (Proposition 23) for achievability, we show

that the privatized contraction coefficient for the normalized trace distance un-

der ε-QLDP mechanisms is precisely equal to (eε − 1)/(eε + 1). Moreover, using
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the above results, we provide upper bounds on the contraction of the Bures

distance and quantum relative entropy relative to normalized trace distance in

Proposition 24 and Proposition 25, respectively.

5.2 Quantum Local Differential Privacy

We review privacy frameworks for both the classical and quantum settings, fo-

cusing especially on the local setting in which the privacy of individual entries

and quantum states is ensured, respectively. Local differential privacy (LDP) al-

lows for answering queries about aggregate quantities while protecting the in-

dividual entries without the need of a central trustworthy data curator [43]. We

note that a randomized privacy mechanism A, as mentioned below, is described

by a (regular) conditional probability distribution PA|X for its output given the

data.

Definition 14 (Classical Local Differential Privacy). Fix ε ≥ 0 and δ ∈ [0, 1].

A randomized mechanism A : X → Y is (ε, δ)-local differentially private if

P
(
A(x) ∈ B

)
≤ eε P

(
A(x′) ∈ B

)
+ δ, (5.2)

for all x, x′ ∈ X and B ⊆ Y measurable. We say that A satisfies ε-LDP if it satisfies

(ε, 0)-LDP.

Quantum local differential privacy (QLDP) ensures the privacy of quantum

states, which are given as inputs to a private quantum channel [62, 95].

Definition 15 (Quantum Local Differential Privacy). Fix ε ≥ 0 and δ ∈ [0, 1]. Let

A be a quantum algorithm (viz., a quantum channel). The algorithm A is (ε, δ)-local
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differentially private if

Tr
[
MA(ρ)

]
≤ eεTr[MA(σ)] + δ, ∀ρ, σ ∈ D(H), ∀M : 0 ≤ M ≤ I. (5.3)

We say thatA satisfies ε-QLDP if it satisfies (ε, 0)-QLDP.

Remark 29 (Connection to Hockey-stick Divergence). (ε, δ)-QLDP of a mechanism

A is equivalent to the following condition:

sup
ρ,σ∈D(H)

Eeε(A(ρ)∥A(σ)) ≤ δ, (5.4)

where Eγ(·∥·) is defined in (2.3) for γ ≥ 1. This was shown for (ε, δ)-QLDP in [62,

Eq. (V.1)]. We provide a brief proof here for convenience: For all states ρ and σ and

for every measurement operator M (i.e., satisfying 0 ≤ M ≤ I), the ε-QLDP criterion

in (5.3) can be arranged as Tr
[
M (A(ρ) − eεA(σ))

]
≤ δ. Then, we have

sup
ρ,σ∈D(H)

Eeε(A(ρ)∥A(σ)) = sup
ρ,σ∈D(H)

Tr
[
(A(ρ) − eεA(σ))+

]
(5.5)

= sup
ρ,σ∈D(H)

sup
0≤M≤I

Tr
[
M (A(ρ) − eεA(σ))

]
(5.6)

≤ δ, (5.7)

concluding the claim. For the case in which δ = 0, ε-QLDP is equivalent to

sup
ρ,σ∈D(H)

Eeε(A(ρ)∥A(σ)) = 0, (5.8)

since Tr
[
(A(ρ) − eεA(σ))+

]
≥ 0 in (5.5).

Furthermore, it is sufficient to consider the supremum over orthogonal pure states

in (5.4). That is, (ε, δ)-QLDP is equivalent to

sup
ρ,σ∈D(H)

Eeε(A(ρ)∥A(σ)) = sup
φ1⊥φ2

Eeε(A(φ1)∥A(φ2)) ≤ δ, (5.9)

where φ1 and φ2 are orthogonal pure states. This is implied by the proof of [62, Theo-

rem II.2]. We provide an alternative proof for this fact in Appendix C.1.
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Remark 30 (Connection to Max-Relative Entropy and Datta–Leditzky Diver-

gence). ε-QLDP is also equivalent to the following constraint:

sup
ρ,σ∈D(H)

Dmax
(
A(ρ)∥A(σ)

)
≤ ε, (5.10)

as shown in (3.167) (see also [62, Lemma III.2] with δ = 0), where the max-relative

entropy is defined as [28]

Dmax(ρ∥σ) B ln inf {λ : ρ ≤ λσ} (5.11)

= ln sup
0≤M≤I

Tr
[
Mρ

]
Tr[Mσ]

. (5.12)

The inequality in (5.10) can also be inferred from the dual formulation of max-relative

entropy in (2.15), together with Definition 15.

By adapting Proposition 1 in Chapter 3, (ε, δ)-QLDP is also equivalent to the fol-

lowing condition:

sup
ρ,σ∈D(H)

D
δ
(A(ρ)∥A(σ)) ≤ ε, (5.13)

where

D
δ
(ρ∥σ) B ln inf

{
λ ≥ 0 : Tr[(ρ − λσ)+] ≤ ε

}
. (5.14)

Furthermore, it is sufficient to consider the supremum over orthogonal pure states

in (5.4). That is, (ε, δ)-QLDP is equivalent to

sup
ρ,σ∈D(H)

D
δ
(A(ρ)∥A(σ)) = sup

φ1⊥φ2

D
δ
(A(φ1)∥A(φ2)) ≤ ε, (5.15)

where φ1 and φ2 are orthogonal pure states. The proof of this fact is in Appendix C.2.

For δ = 0, this can also be deduced from [54, Theorem 5.7].
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5.3 Contraction under Quantum Privacy Constraints

In this section, we first propose a quantum mechanism that satisfies ε-QLDP,

and we then proceed to evaluate the contraction of generalized divergences,

with an emphasis on the hockey-stick divergence and normalized trace distance

under privacy constraints, as imposed by QLDP.

LetAp
Dep be the depolarizing channel

A
p
Dep(ρ) B (1 − p)ρ +

p
d

I, (5.16)

where p ∈ [0, 1] and d is the dimension of the Hilbert space on which ρ acts.

A depolarization mechanism achieving standard quantum differential privacy

with a neighboring relation declared by the closeness of normalized trace dis-

tance was presented in [62, 144]. Considering the worst case scenario where the

normalized trace distance constraint evaluates to one, a mechanism achieving ε-

QLDP based on a depolarizing channel can be obtained, as shown in Remark 10

in Chapter 3. However, the parameters therein depend on d.

In [5, Lemma 5.2], a general recipe to derive privacy mechanisms by apply-

ing a POVM followed by a classical privacy mechanism has been studied. The

next proposition derives a QLDP mechanism using a similar technique, where

a two-outcome POVM is followed by the application of a depolarizing mecha-

nism. In this mechanism, the parameters are independent of the dimension d of

the input states.

Proposition 23 (QLDP Mechanism). For all ε ≥ 0 and p ∈ [0, 1], the mechanism

A
p
Dep ◦M satisfies ε-QLDP if

p ≥
2

eε + 1
, (5.17)
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where, for a fixed measurement operator M (satisfying 0 ≤ M ≤ I) and for an input

state ω, the measurement channelM is defined as

M(ω) B Tr[Mω]|0⟩⟨0| + Tr[(I − M)ω]|1⟩⟨1|. (5.18)

Proof. Fix ρ, σ, d = 2, and M such that 0 ≤ M ≤ I and consider that

Tr
[
MAp

Dep(M(ρ))
]

Tr
[
MAp

Dep(M(σ))
] − 1

=
(1 − p)Tr

[
MM(ρ)

]
+

p
d Tr[M]

(1 − p)Tr[MM(σ)] + p
d Tr[M]

− 1 (5.19)

=
(1 − p)Tr

[
M(M(ρ) −M(σ))

]
(1 − p)Tr[MM(σ)] + p

d Tr[M]
(5.20)

≤
(1 − p)

∣∣∣Tr
[
M(M(ρ) −M(σ))

]∣∣∣
p
d Tr[M]

. (5.21)

Consider that

Tr
[
M(M(ρ) −M(σ))

]
≤ ∥M∥1

∥M(ρ) −M(σ)∥1
2

(5.22)

≤ Tr[M], (5.23)

where the last inequality follows because ∥M∥1 = Tr[M], given that M ≥ 0, and

the normalized trace distance of quantum states is bounded from above by one.

Given the above, together with (5.21), if

ε ≥ ln
(
1 +

d(1 − p)
p

)
, (5.24)

then
Tr

[
MAp

Dep(M(ρ))
]

Tr
[
MAp

Dep(M(σ))
] ≤ eε. (5.25)

By recalling that d = 2, and rearranging terms in (5.24), we arrive at (5.17). □
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5.3.1 Contraction Coefficients under Privacy Constraints

Let ρ and σ be quantum states. A generalized divergence, by its definition

in (2.1), satisfies data processing under every channel N ; i.e.,

D(ρ∥σ) ≥ D(N(ρ)∥N(σ)) . (5.26)

For some cases, this contraction can be characterized more tightly if there exists

ηD ∈ (0, 1) such that the following inequality holds for all ρ and σ:

ηD D(ρ∥σ) ≥ D(N(ρ)∥N(σ)) . (5.27)

Here we define a privatized contraction coefficient for a generalized diver-

gence D as follows:

ηεD B sup
N∈Bε,
ρ,σ∈D,

D(ρ∥σ),0

D(N(ρ)∥N(σ))
D(ρ∥σ)

, (5.28)

where Bε corresponds to the set of all ε-QLDP mechanisms, defined formally as

Bε B

N ∈ CPTP : sup
ρ,σ∈D(H)

Eeε(N(ρ)∥N(σ)) = 0
 . (5.29)

In the above, we made use of the previously stated fact that (5.8) is equivalent

to ε-QLDP.

Contraction under private channels has been studied in [62] by choosing nor-

malized trace distance as the quantum divergence. In particular, Corollary V.I

therein states that, for a channel N that satisfies ε-QLDP,

T (N(ρ),N(σ)) ≤ ηεT T (ρ, σ), (5.30)

where

ηεT ≤
eε − 1

eε
. (5.31)
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Observe that Theorem 4 below improves this upper bound, and Theorem 5

states that the bound from Theorem 4 is in fact tight.

In this spirit, we define the following privatized contraction coefficient for

the hockey-stick divergence Eγ:

ηεEγ B sup
N∈Bε,
ρ,σ∈D,

Eγ(ρ∥σ),0

Eγ(N(ρ)∥N(σ))
Eγ(ρ∥σ)

. (5.32)

Observe that γ = 1 corresponds to the normalized trace distance.

Next, we provide an upper bound on the privatized contraction coefficient

defined in (5.32) for γ ∈ [1, eε]. Note that ηεEγ = 0 for γ ≥ eε, as a consequence

of (5.8) and the fact that Eγ is monotone non-increasing in γ [29, Lemma 4.2].

The privatized contraction coefficient of the hockey-stick divergence in the clas-

sical privacy setting (i.e., analogous to Theorem 4) was established in [140, The-

orem 1], and our proof below is inspired by their proof.

Theorem 4 (Privatized Contraction Coefficient of Hockey-Stick Divergence).

For γ ∈ [1, eε], the privatized contraction coefficient ηεEγ satisfies the following inequal-

ity:

ηεEγ ≤
eε − γ
eε + 1

. (5.33)

Proof. LetN be an arbitrary channel fromL(HA) toL(HB). By [62, Theorem II.2],

we have that

sup
ρ,σ∈D

Eγ(N(ρ)∥N(σ))
Eγ(ρ∥σ)

= sup
|ϕ⟩⊥|ψ⟩

Eγ(N(|ϕ⟩⟨ϕ|)∥N(|ψ⟩⟨ψ|)) , (5.34)
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where |ϕ⟩ ⊥ |ψ⟩ denotes orthogonal state vectors. Then consider that

ηεEγ = sup
N∈Bε

sup
|ϕ⟩⊥|ψ⟩

Eγ(N(|ϕ⟩⟨ϕ|)∥N(|ψ⟩⟨ψ|)) (5.35)

= sup
|ϕ⟩⊥|ψ⟩,

N : Eeε(N(|ϕ⟩⟨ϕ|)∥N(|ψ⟩⟨ψ|))=0,
Eeε(N(|ψ⟩⟨ψ|)∥N(|ϕ⟩⟨ϕ|))=0

Eγ(N(|ϕ⟩⟨ϕ|)∥N(|ψ⟩⟨ψ|)) (5.36)

≤ sup
ρ′,σ′∈D(HB),dB≥1,

Eeε(ρ′∥σ′)=Eeε(σ′∥ρ′)=0

Eγ

(
ρ′∥σ′

)
, (5.37)

where the second equality follows from the hockey-stick divergence equiva-

lent form of QLDP given in (5.8), and the last inequality because the set being

optimized over is larger. Note that the case dB = 1 is trivial since the only one-

dimensional state is the number 1, and the hockey-stick divergence is equal to

zero for such one-dimensional states.

Next, we show that we can restrict the above optimization to a qubit space

dB = 2 as follows: consider the measurement channel

M(ω) B Tr[Π+ω]|0⟩⟨0| + Tr[(I − Π+)ω]|1⟩⟨1|, (5.38)

where Π+ is the projection onto the positive eigenspace of ρ′ − γσ′. With that,

one can check that, for all γ ≥ 1,

Eγ

(
ρ′∥σ′

)
= Eγ

(
M(ρ′)∥M(σ′)

)
. (5.39)

To this end, by data processing and non-negativity of the hockey-stick diver-

gence, we arrive at

0 = Eeε
(
ρ′∥σ′

)
≥ Eeε

(
M(ρ′)∥M(σ′)

)
≥ 0, (5.40)

implying that Eeε(M(ρ′)∥M(σ′)) = 0. Proceeding with the above ideas, we can

rewrite the right-hand side of (5.37) as

sup
ρ′,σ′∈D(HB),dB≥2,

Eeε(M(ρ′)∥M(σ′))=Eeε(M(σ′)∥M(ρ′))=0

Eγ

(
M(ρ′)∥M(σ′)

)
. (5.41)
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Define the state

ωp B p|0⟩⟨0| + (1 − p)|1⟩⟨1|, (5.42)

and observe that the output of the channelM is a special case of this state with

p = Tr[Π+ω]. Then, we find an upper bound on (5.41), which is

sup
p,q∈[0,1],

Eeε (ωp∥ωq)=Eeε (ωq∥ωp)=0

Eγ(ωp∥ωq). (5.43)

Putting this together with the inequality in (5.37), we arrive at

ηεEγ ≤ sup
p,q∈[0,1],

Eeε(ωp∥ωq)=Eeε(ωq∥ωp)=0

Eγ

(
ωp∥ωq

)
(5.44)

= sup
p,q∈[0,1],

q≤p≤min{qeε, qe−ε+1−e−ε}

p − γq (5.45)

=
eε − γ
eε + 1

. (5.46)

The fact that (5.44) and (5.46) are equal was stated in the proof of [140, The-

orem 1]. Here we provide a short proof for convenience: The first equality

above follows from the fact that the states ωp and ωq correspond to Bernoulli

distributions with parameters p and q, respectively, and the reasoning given

below: Eeε
(
ωp∥ωq

)
= 0 is equivalent to p ≤ eεq and (1 − p) ≤ eε(1 − q), and

Eeε
(
ωq∥ωp

)
= 0 is equivalent to q ≤ eεp and (1 − q) ≤ eε(1 − p). Without loss of

generality, suppose that q ≤ p. Then all of these inequalities can be written in

the following compact form: q ≤ p ≤ min{qeε, qe−ε + 1 − e−ε}. The last equality

follows from solving the linear program. Indeed, we can eliminate p by noting

that min{qeε, qe−ε + 1 − e−ε} ≤ 1 and thus we can maximize its value by picking

p = min{qeε, qe−ε + 1 − e−ε}. From there, observe that qeε ≤ qe−ε + 1 − e−ε is

equivalent to q ≤ 1/(eε+1), and qeε ≥ qe−ε+1− e−ε is equivalent to q ≥ 1/(eε+1).

With this, p − γq is supremized at q = 1/(eε + 1). □
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Lemma 6. Let γ ≥ 0 and ρ and σ be states. Then,

Eγ(ρ∥σ) = γE 1
γ
(σ∥ρ), (5.47)

where Eγ(·∥·) is defined in (2.3).

Proof. Let 0 ≤ γ ≤ 1. By applying (2.3), consider that

Eγ(ρ∥σ) = sup
0≤M≤I

Tr
[
M(ρ − γσ)

]
− (1 − γ) (5.48)

= sup
0≤M≤I

Tr
[
(I − M)(ρ − γσ)

]
− (1 − γ) (5.49)

= sup
0≤M≤I

Tr
[
M(γσ − ρ)

]
(5.50)

= γ sup
0≤M≤I

Tr
[
M

(
σ −

1
γ
ρ

)]
(5.51)

= γE 1
γ
(σ∥ρ), (5.52)

where the last inequality follows by applying (2.3) with 1/γ ≥ 1 since γ ≤ 1.

For γ′ ≥ 1, substituting γ = 1/γ′ in (5.52), we conclude the proof. □

Recall thatA ∈ Bε is equivalent to

sup
ρ,σ∈D(H)

Eeε(A(ρ)∥A(σ)) = 0. (5.53)

Now, using Lemma 6, we also have that

sup
ρ,σ∈D(H)

Ee−ε(A(ρ)∥A(σ)) = 0. (5.54)

Furthermore, using the monotonicity of γ′ 7→ Eγ′ for γ′ ≥ 1, we find the follow-

ing for γ ≤ e−ε:

E 1
γ
(A(ρ)∥A(σ)) ≤ Eeε(A(ρ)∥A(σ)) = 0. (5.55)
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This then leads to Eγ(A(ρ)∥A(σ)) = 0 for γ ≤ e−ε and

sup
ρ,σ∈D(H)

Eγ(A(ρ)∥A(σ)) = 0. (5.56)

Next, we quantify the contraction of the hockey-stick divergence for γ ∈

[e−ε, 1], similar to Theorem 4 for γ ∈ [1, eε].

Corollary 4 (Contraction of Hockey-Stick Divergence under QLDP). Let γ ∈

[e−ε, 1],A ∈ Bε, and ρ and σ states. Then, we have that

Eγ(A(ρ)∥A(σ)) ≤
γeε − 1
γ(eε + 1)

Eγ(ρ∥σ), (5.57)

where Eγ(·∥·) is defined in (2.3). Furthermore, for γ ∈ [e−ε, 1], the privatized contraction

coefficient of hockey-stick divergence, ηεEγ , satisfies the following inequality:

ηεEγ ≤
γeε − 1
γ(eε + 1)

. (5.58)

Proof. Since γ ∈ [e−ε, 1], it follows that 1/γ ∈ [1, eε]. By applying Lemma 6, we

obtain the following:

Eγ(A(ρ)∥A(σ)) = γE 1
γ
(A(σ)∥A(ρ)) (5.59)

≤ γ
eε − 1/γ
eε + 1

E 1
γ
(σ∥ρ) (5.60)

=
γeε − 1
γ(eε + 1)

Eγ(ρ∥σ), (5.61)

where the first inequality follows from Theorem 4 with 1/γ ≥ 1 and the last

equality by applying Lemma 6 again.

By dividing both sides by Eγ(ρ∥σ), and supremizing over all A ∈ Bε and all

states such that Eγ(ρ∥σ) , 0, we arrive at the desired result. □

Theorem 4 and Corollary 4 strengthen the previously known upper bound

on the privatized contraction coefficient for the normalized trace distance (i.e.,
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ηεT by choosing γ = 1), as recalled in (5.31). Next, Theorem 5 states that the up-

per bound from Theorem 4, for trace distance, is indeed tight. Under ε-classical

local differential privacy (recall Definition 14), Theorem 5 was presented as [72,

Corollary 2.9]. Our proof method is different from that presented for [72, Corol-

lary 2.9].

Theorem 5 (Privatized Contraction Coefficient of Trace Distance). Let ε ≥ 0 and

ρ and σ be states such that T (ρ, σ) , 0. We have

sup
N∈Bε

T (N(ρ),N(σ))
T (ρ, σ)

=
eε − 1
eε + 1

. (5.62)

Consequently, the privatized contraction coefficient for the trace distance under ε-

QLDP is given by

ηεT =
eε − 1
eε + 1

. (5.63)

Proof. In Proposition 23, choose M = Π+ for the measurement channelM, which

is the projection onto the positive eigenspace of ρ − σ. We then conclude that

T (M(ρ),M(σ)) = T (ρ, σ). (5.64)

To this end, consider the compositionAp
Dep ◦M,

T
(
(Ap

Dep ◦M)(ρ), (Ap
Dep ◦M)(σ)

)
= (1 − p)T (ρ, σ), (5.65)

and choose p = 2/(eε + 1) to ensure thatAp
Dep ◦M is ε-QLDP.

Then, for the channelAp
Dep ◦M and states ρ and σ, we find that

T
(
(Ap

Dep ◦M)(ρ), (Ap
Dep ◦M)(σ)

)
T (ρ, σ)

= 1 − p =
eε − 1
eε + 1

. (5.66)

In addition, by the definition of ηεT , for this choice of channel and states, we get

the following inequality:

T
(
(Ap

Dep ◦M)(ρ), (Ap
Dep ◦M)(σ)

)
T (ρ, σ)

=
eε − 1
eε + 1

≤ ηεT . (5.67)
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By picking γ = 1 in Theorem 4, we also conclude that

ηεE1
= ηεT ≤

eε − 1
eε + 1

. (5.68)

We conclude the equality in (5.62) by combining (5.67) and (5.68), and the equal-

ity in (5.63) by supremizing over ρ and σ such that T (ρ, σ) , 0. □

Next, we apply the findings of Theorem 4 and Theorem 5 to obtain contrac-

tion bounds for other quantum divergences under QLDP privacy constraints.

Proposition 24 (Contraction of Bures Distance under ε-QLDP). Let A be an ε-

QLDP mechanism, and let ρ and σ be states. Then

[
dB(A(ρ),A(σ))

]2
≤ 2

(eε/2 − 1)2

eε + 1
T (ρ, σ). (5.69)

Proof. Recall from [63, Eq. (5.50)],

[
dB(ρ, σ)

]2
= 2

(
1 −
√

F(ρ, σ)
)
≤ H1/2(ρ∥σ) , (5.70)

where

H1/2(ρ∥σ) B
1
2

∫ ∞

1

[
Eγ(ρ∥σ) + Eγ(σ∥ρ)

]
γ−3/2 dγ. (5.71)

Now, as a consequence of the fact that A ∈ Bε implies that Eeε(A(ρ)∥A(σ)) = 0

and Eeε(A(σ)∥A(ρ)) = 0, consider that

sup
A∈Bε

H1/2(A(ρ)∥A(σ)) ≤ sup
A : Eeε(A(ρ)∥A(σ))=0,

Eeε(A(σ)∥A(ρ))=0

H1/2(A(ρ)∥A(σ)) . (5.72)

We use this to show the following, employing similar techniques used in the

proof of [8, Theorem 1]:

sup
A∈Bε

H1/2(A(ρ)∥A(σ)) ≤ 2
(eε/2 − 1)2

eε + 1
T (ρ, σ). (5.73)
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To this end, by definition,

sup
A : Eeε(A(ρ)∥A(σ))=0,

Eeε(A(σ)∥A(ρ))=0

H1/2(A(ρ)∥A(σ))

= sup
A : Eeε(A(ρ)∥A(σ))=0,

Eeε(A(σ)∥A(ρ))=0

1
2

∫ ∞

1

[
Eγ(A(ρ)∥A(σ)) + Eγ(A(σ)∥A(ρ))

]
γ−3/2 dγ (5.74)

= sup
A : Eeε(A(ρ)∥A(σ))=0,

Eeε(A(σ)∥A(ρ))=0

1
2

∫ eε

1

[
Eγ(A(ρ)∥A(σ)) + Eγ(A(σ)∥A(ρ))

]
γ−3/2 dγ (5.75)

≤ sup
A : Eeε(A(ρ)∥A(σ))=0,

Eeε(A(σ)∥A(ρ))=0

1
2

∫ eε

1

eε − γ
eε + 1

[
Eγ(ρ∥σ) + Eγ(σ∥ρ)

]
γ−3/2 dγ (5.76)

=
1
2

∫ eε

1

eε − γ
eε + 1

[
Eγ(ρ∥σ) + Eγ(σ∥ρ)

]
γ−3/2 dγ (5.77)

≤ E1(ρ∥σ)
∫ eε

1

eε − γ
eε + 1

γ−3/2 dγ (5.78)

= 2
(eε/2 − 1)2

(eε + 1)
T (ρ, σ), (5.79)

where the second equality follows from the fact that Eeε(A(ρ)∥A(σ)) =

Eeε(A(σ)∥A(ρ)) = 0 and γ 7→ Eγ(·∥·) is a monotonically decreasing function

for γ ≥ 1; first inequality by applying Theorem 4; third equality by Eγ(ρ∥σ) ≤

E1(ρ∥σ) for γ ≥ 1; and finally the last equality by solving the integral and substi-

tuting E1(·∥·) = T (·, ·).

With the use of (5.70) and the inequality derived above, we conclude the

proof of the upper bound. □

Remark 31 (Another Contraction Bound for Bures Distance). By [142, Theo-

rem 2.1] we have

1 −
√

F
(
A(ρ),A(σ)

)
≤ T

(
A(ρ),A(σ)

) eDmax(A(ρ)∥A(σ))/2

1 + eDmax(A(ρ)∥A(σ))/2 . (5.80)

Applying Theorem 5 together with the fact thatA ∈ Bε is equivalent to

sup
ρ,σ∈D(H)

Dmax
(
A(ρ)∥A(σ)

)
≤ ε, (5.81)
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for all ρ, σ ∈ D, we obtain the following:

[
dB(A(ρ),A(σ))

]2
≤ 2

(eε − 1)eε/2

(eε + 1)(eε/2 + 1)
T (ρ, σ). (5.82)

However, this bound is weaker than the bound presented in Proposition 24.

Proposition 25 (Contraction of Quantum Relative Entropy under Local Pri-

vacy). LetA be an ε-QLDP mechanism, and let ρ and σ be quantum states. Then

D(A(ρ)∥A(σ)) ≤ ε
(
eε − 1
eε + 1

)
T (ρ, σ). (5.83)

Proof. Using the integral form of the quantum relative entropy in [63, Eq. (1.6)],

we have

D(A(ρ)∥A(σ)) =
∫ ∞

1

1
γ

Eγ(A(ρ)∥A(σ)) +
1
γ2 Eγ(A(σ)∥A(ρ)) dγ (5.84)

=

∫ r1

1

1
γ

Eγ(A(ρ)∥A(σ)) dγ +
∫ r2

1

1
γ2 Eγ(A(σ)∥A(ρ)) dγ, (5.85)

where

r1 ≡ eDmax(A(ρ)∥A(σ)), r2 ≡ eDmax(A(σ)∥A(ρ)), (5.86)

and we made use of [63, Eq. (2.3)]. Since A ∈ Bε, we have

supρ,σ∈D(H) Dmax
(
A(ρ)∥A(σ)

)
≤ ε and we arrive at

D(A(ρ)∥A(σ)) ≤
∫ eε

1

1
γ

Eγ(A(ρ)∥A(σ)) dγ +
∫ eε

1

1
γ2 Eγ(A(σ)∥A(ρ)) dγ (5.87)

≤

∫ eε

1

1
γ

eε − γ
eε + 1

Eγ(ρ∥σ) +
1
γ2

eε − γ
eε + 1

Eγ(σ∥ρ) dγ (5.88)

≤ T (ρ, σ)
(∫ eε

1

1
γ

eε − γ
eε + 1

+
1
γ2

eε − γ
eε + 1

dγ
)

(5.89)

= ε
eε − 1
eε + 1

T (ρ, σ), (5.90)

where the second inequality follows from Theorem 4; the third inequality from

Eγ(ρ∥σ) ≤ E1(ρ∥σ) = T (ρ, σ) for all γ ≥ 1 due to monotonicity of the hockey-

stick divergence with respect to γ; and finally the last equality by evaluating the

integral. □

119



Note that the inequality in (5.83) can alternatively be obtained by using [63,

Proposition 5.3] together with Theorem 5. In that case, it is also important to

note that Theorem 4 is a key ingredient in the proof of Theorem 5 to obtain a

tight privatized contraction coefficient for the trace distance.

Let f : (0,∞) → R be a convex and twice differentiable function satisfying

f (1) = 0. Then, for all quantum states ρ and σ, recall the quantum f -divergence

defined in [63, Definition 2.3]:

D f (ρ∥σ) B
∫ ∞

1
f ′′(γ)Eγ(ρ∥σ) + γ−3 f ′′(γ−1)Eγ(σ∥ρ) dγ. (5.91)

Using Lemma 6, we obtain the following equivalent expression for the above

quantum f -divergence.

Proposition 26 (Equivalent Expression for f -Divergence). Let ρ and σ be states.

Then, D f (ρ∥σ) defined in (5.91) is equivalent to the following expression:

D f (ρ∥σ) =
∫ ∞

0
f ′′(γ)Eγ(ρ∥σ) dγ, (5.92)

where Eγ(·∥·) is defined in (2.3).

Proof. Consider that∫ ∞

1
γ−3 f ′′(γ−1)Eγ(σ∥ρ) dγ =

∫ ∞

1
γ−3 f ′′(γ−1)γE 1

γ
(ρ∥σ) dγ (5.93)

=

∫ ∞

1
γ−2 f ′′(γ−1)E 1

γ
(ρ∥σ) dγ (5.94)

=

∫ 1

0
f ′′(ν)Eν(ρ∥σ) dν (5.95)

where the first equality follows from Lemma 6 and the last equality follows by

change of variables with the substitution ν = γ−1.
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Then, we have that

D f (ρ∥σ) =
∫ ∞

1
f ′′(γ)Eγ(ρ∥σ) dγ +

∫ 1

0
f ′′(ν)Eν(ρ∥σ) dν (5.96)

=

∫ ∞

0
f ′′(γ)Eγ(ρ∥σ) dγ, (5.97)

concluding the proof. □

Similar to previous cases, the privatized contraction of such an f -divergence

(defined in (5.91)) relative to the normalized trace distance can be bounded from

above as follows:

Proposition 27 (Contraction of f -Divergences under Privacy Constraints). Let

A be an ε-QDP mechanism. Then for all ρ, σ states we have

D f (A(ρ)∥A(σ)) ≤
f (eε) + eε f (e−ε)

eε + 1
T (ρ, σ), (5.98)

where D f (·∥·) is defined in (5.91).

Proof. Consider that

D f (A(ρ)∥A(σ)) ≤
∫ eε

1
f ′′(γ)

eε − γ
eε + 1

Eγ(ρ∥σ) + γ−3 f ′′(γ−1)
eε − γ
eε + 1

Eγ(σ∥ρ) dγ (5.99)

≤
1

eε + 1

(∫ eε

1
( f ′′(γ) + γ−3 f ′′(γ−1))(eε − γ) dγ

)
T (ρ, σ) (5.100)

=
f (eε) + eε f (e−ε)

eε + 1
T (ρ, σ), (5.101)

where the first inequality follows from Theorem 4 together with (5.8), the sec-

ond inequality from Eγ(ρ∥σ) ≤ T (ρ, σ) for all γ ≥ 1 and the last inequality by

integration by parts with the use of f (1) = 0 and d2

dγ2γ f (γ−1) = γ−3 f ′′(γ−1) (also

see the proof of [63, Proposition 5.2]). □
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Note that the inequality in (5.98) is tighter than the bounds obtained by com-

bining [63, Proposition 5.2] with the contraction bound previously known for

trace distance (i.e., that in (5.31)).

Proposition 28. For ε ≥ 0, the following equality holds:

sup
A∈Bε,
ρ,σ∈D

D f (A(ρ)∥A(σ)) =
f (eε) + eε f (e−ε)

eε + 1
, (5.102)

where D f (·∥·) is defined in (5.91) and the optimization is over all ε-QLDP channels A

and states ρ and σ. The equality is achieved by a pair of orthogonal states and a channel

A with the output dimension two.

Proof. See Appendix C.3. □

Define the chi-square divergence as follows:

χ2(ρ∥σ) B 2
∫ ∞

1
Eγ(ρ∥σ) + γ−3Eγ(σ∥ρ) dγ. (5.103)

We also mention a useful upper bound on the contraction of the chi-square

divergence derived in [23].

Proposition 29 ( [23, Lemma 4.7, Eq. (4.17), Eq. (4.19)]). Let A ∈ Bε. Then, for all

ρ and σ states, we have that

χ2(A(ρ)∥A(σ)) ≤ 2e−ε(eε − 1)2 [
T (ρ, σ)

]2 . (5.104)

5.3.2 Contraction under (ε, δ)-QLDP channels

Until now in this section, we have focused on the privacy constraints imposed

by ε-QLDP with δ = 0. Generalizing (5.28), set δ ≥ 0, and define privatized
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contraction coefficients under (ε, δ)-QLDP privacy constraints as follows:

ηε,δD B sup
N∈Bε,δ,
ρ,σ∈D,

D(ρ∥σ),0

D(N(ρ)∥N(σ))
D(ρ∥σ)

, (5.105)

where Bε,δ corresponds to the set of all (ε, δ)-QLDP mechanisms, defined for-

mally as

Bε,δ B

N ∈ CPTP : sup
ρ,σ∈D(H)

Eeε(N(ρ)∥N(σ)) ≤ δ
 . (5.106)

Next, we quantify the contraction of the normalized trace distance by instanti-

ating the generalized divergence to be the normalized trace distance. The fol-

lowing extends Theorem 5 and provides an alternative proof for the converse

bound in the proof of Theorem 5.

Theorem 6 (Contraction of Trace Distance under (ε, δ)-QLDP Constraints). Let

ε, δ ≥ 0, and let ρ and σ be states such that T (ρ, σ) , 0. Then

sup
N∈Bε,δ

T (N(ρ),N(σ))
T (ρ, σ)

=
eε − 1 + 2δ

eε + 1
. (5.107)

Consequently, the privatized contraction coefficient for the trace distance under (ε, δ)-

QLDP is given by

ηε,δT =
eε − 1 + 2δ

eε + 1
. (5.108)

Proof. Converse bound: Let ρ and σ be states, let γ ≥ 1, and consider that

(γ + 1)T (ρ, σ) = (γ + 1) sup
0≤M≤I

Tr
[
M(ρ − σ)

]
(5.109)

= sup
0≤M≤I

{Tr[M(ρ − γσ)] + Tr[M(γρ − σ)]} (5.110)

≤ sup
0≤M≤I

{Tr[M(ρ − γσ)]} + sup
0≤M≤I

{Tr[M(γρ − σ)]} (5.111)

= Eγ(ρ∥σ) + γ sup
0≤M≤I

Tr
[
M

(
ρ −

1
γ
σ

)]
(5.112)

= Eγ(ρ∥σ) + Eγ(σ∥ρ) + γ − 1, (5.113)
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where the penultimate equality follows from the variational representation of

the hockey-stick divergence from [62, Lemma II.1] and the last equality follows

from the following reasoning (see also the symmetry property of hockey-stick

divergence in [62, Eq. (II.21)]):

Eγ(σ∥ρ) = sup
0≤M≤I

Tr[M(σ − γρ)] (5.114)

= sup
0≤M≤I

Tr[(I − M)(σ − γρ)] (5.115)

= Tr[σ − γρ] + sup
0≤M≤I

Tr[M(γρ − σ)] (5.116)

= (1 − γ) + γ sup
0≤M≤I

Tr
[
M

(
ρ −

1
γ
σ

)]
. (5.117)

With the above setup, choose ρ = A(|ϕ⟩⟨ϕ|) and σ = A(|ψ⟩⟨ψ|), whereA ∈ Bε,δ

and |ϕ⟩⟨ϕ|, |ψ⟩⟨ψ| are orthogonal pure states together with γ = eε. Then, we have

(eε + 1)T (A(|ϕ⟩⟨ϕ|),A(|ψ⟩⟨ψ|))

≤ Eeε(A(|ϕ⟩⟨ϕ|)∥A(|ψ⟩⟨ψ|)) + Eeε(A(|ψ⟩⟨ψ|)∥A(|ϕ⟩⟨ϕ|)) + eε − 1 (5.118)

≤ 2δ + eε − 1, (5.119)

where the last inequality follows due to A ∈ Bε,δ and applying the constraints

Eeε(ρ∥σ) ≤ δ and Eeε(σ∥ρ) ≤ δ. We arrive at

T (A(|ϕ⟩⟨ϕ|),A(|ψ⟩⟨ψ|)) ≤
2δ + eε − 1

eε + 1
. (5.120)

Next, with the choice γ = 1 in (5.34), we have for allA ∈ Bε,δ

sup
ρ,σ∈D

T (A(ρ),A(σ))
T (ρ, σ)

= sup
|ϕ⟩⊥|ψ⟩

T (A(|ϕ⟩⟨ϕ|),A(|ψ⟩⟨ψ|)) (5.121)

≤
2δ + eε − 1

eε + 1
, (5.122)

where the last inequality follows from (5.120).
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So we conclude that

sup
A∈Bε,δ

T (A(ρ),A(σ))
T (ρ, σ)

≤ ηε,δT ≤
2δ + eε − 1

eε + 1
. (5.123)

Achievability bound: Let A = Ap
Dep ◦ M with p = 2(1 − δ)/(eε + 1), whereM

corresponds to (5.18). First, we need to show thatA ∈ Bε,δ. To this end, consider

that

Eeε (A(ρ)∥A(σ)) ≤ max
{
0, (1 − eε)

p
2
+ (1 − p)Eeε (M(ρ)∥M(σ))

}
(5.124)

≤ max
{
0, (1 − eε)

p
2
+ (1 − p)

}
(5.125)

≤ max{0, δ} (5.126)

= δ, (5.127)

where the first inequality follows from [62, Lemma IV.1], the second inequality

from Eeε (M(ρ)∥M(σ)) ≤ 1, and the last inequality by substituting p = 2(1 −

δ)/(eε+1). This shows that for all ρ, σ, Eeε (A(ρ)∥A(σ)) ≤ δ, proving thatA ∈ Bε,δ.

Now choose M in (5.18) to be the projection onto the positive eigenspace of

ρ − σ. With that, we have

T (A(ρ),A(σ)) = (1 − p)T (ρ, σ) (5.128)

=
2δ + eε − 1

eε + 1
T (ρ, σ), (5.129)

showing that for all ρ, σ such that T (ρ, σ) , 0 with the specific choice of A =

A
p
Dep ◦M, we achieve the upper bound in (5.123), concluding the proof. □

Corollary 5 (Contraction of f -divergences under (ε, δ)-QLDP). Let ε, δ ≥ 0 with

A satisfying (ε, δ)-QLDP. For states ρ and σ, we have

D f (A(ρ)∥A(σ)) ≤
eε − 1 + 2δ

eε + 1
D f (ρ∥σ), (5.130)

where D f (·∥·) is defined in (5.91).
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Proof. Proof follows by applying the fact that the contraction coefficient of the f -

divergence is upper bounded by the contraction coefficient of trace distance [63,

Lemma 4.1] together with Theorem 6. □

Remark 32 (Improvement Compared to Existing Results). [62, Corollary V.I]

states the following upper bound:

ηε,δT ≤
eε − 1 + δ

eε
. (5.131)

Theorem 6 provides a tight characterization of the privatized contraction coefficient un-

der (ε, δ)-QLDP constraints, which can be seen from

eε − 1 + δ
eε

−
eε − 1 + 2δ

eε + 1
=

(1 − δ)(eε − 1)
eε(eε + 1)

≥ 0. (5.132)

Note that Theorem 6 also improves the best known bound for the contraction of total

variation distance in the classical setting (See [7, Lemma 1]).

By using Theorem 6 instead of (5.131), it is possible to improve the upper bound

on the error exponent in asymmetric hypothesis testing with privatized quantum states

(A(ρ) and A(σ)), as presented in [63, Corollary 5.14], as follows: For all A satisfying

(ε, δ)-QLDP we have that

lim
n→∞
−

1
n

ln βν
(
A(ρ)⊗n∥A(σ)⊗n) = D(A(ρ)∥A(σ)) ≤

eε − 1 + 2δ
eε + 1

D(ρ∥σ), (5.133)

where ν ∈ (0, 1) and

βν
(
A(ρ)⊗n∥A(σ)⊗n) B inf

Λ(n)


Tr[Λ(n)A(σ)⊗n] :

Tr[(I⊗n − Λ(n))A(ρ)⊗n] ≤ ν,

0 ≤ Λ(n) ≤ I⊗n


. (5.134)

We study further on the non-asymptotic setting (finite n ∈ N) of hypothesis testing with

privatized states in Chapter 6.
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5.4 Concluding Remarks

In this chapter, we derived upper bounds on the contraction of quantum di-

vergences under privacy constraints imposed by channels that satisfy ε-QLDP.

Notably, we fully characterized the privatized contraction coefficient of trace

distance, proving the converse by deriving an upper bound on the contraction

of the hockey-stick divergence, and proving achievability by proposing a novel

QLDP mechanism that achieves the bound. In addition, we also characterized

the privatized contraction coefficient of trace distance under (ε, δ)-QLDP mech-

anisms.

We utilize the tools developed in this chapter to analyze the cost of privacy

one needs to pay in ensuring privacy in statistical testing and learning tasks

in Chapter 6.
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CHAPTER 6

PRIVATE HYPOTHESIS TESTING AND LEARNING

6.1 Introduction

In this chapter, we study statistical tasks under quantum privacy tasks by uti-

lizing the tools developed in Chapter 5.

One can reexamine classical and quantum information processing tasks un-

der privacy constraints to quantify the cost one is expected to pay to ensure

privacy. One such task is symmetric hypothesis testing, which is a well-studied

operational task both in classical and quantum information theory [11, 59, 65].

In this task, a weighted average of the type I and type II error probabilities is

minimized, where weightings are based on prior beliefs of the occurrence of

the two hypotheses. For distinguishing two probability distributions (classical)

and two quantum states (quantum), asymptotically optimal error exponents are

characterized by the classical Chernoff bound [25, 64] and its quantum general-

ization [9, 10, 101], respectively.

In the classical setting, the non-asymptotic regime of symmetric hypothesis

testing has been well studied. To this end, the number of samples (i.e., the sam-

ple complexity) needed to distinguish two probability distributions p and q up

to a fixed non-zero error is characterized by Θ
(
1/H2(p, q)

)
, where H2(·, ·) is the

square of the Hellinger divergence, defined as

H2(p, q) B 2

1 −∑
x∈X

√
p(x)q(x)

 , (6.1)

for p, q ∈ P(X) discrete probability distributions over the domain X (see also

the recent work [107]). The sample complexity of symmetric quantum hypoth-
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esis testing was recently studied in [22], showing that it is characterized by

Θ
(
1/

[
dB(ρ, σ)

]2 )
, where

[
dB(ρ, σ)

]2 is the Bures distance defined in (2.5) (see also

Theorem 7).

Symmetric hypothesis testing under LDP constraints (when one has access

to privatized data samples in contrast to the data from the original distribu-

tions) has been extensively studied in a chain of works [8,16,38,39,105]. In [38],

a contraction bound for the Kullback–Leibler divergence relative to the total-

variation distance has been derived, which implies that one needs

n = Θ
(

1
ε2[TV(p, q)]2

)
(6.2)

samples to achieve a constant error probability while ensuring ε-LDP, for ε ≪ 1.

In [8, Lemma 2], the following lower and upper bounds were established to

achieve ε-LDP, for ε > 0, and a fixed error probability of 1/10, with the prior

probabilities of the distributions occurring fixed to 1/2:

4
35

max
{

eε

2(eε − 1)2[TV(p, q)]2 ,
(eε + 1)2

(eε − 1)2H2(p, q)

}
≤ n ≤

2 ln(5)(eε + 1)2

(eε − 1)2[TV(p, q)]2 . (6.3)

In the quantum setting, under local privacy constraints, an upper bound on

the error exponent in asymmetric hypothesis testing (minimizing the type II

error probability while the type I error probability is fixed) was presented in [63,

Corollary 5.14]. However, the study of the non-asymptotic regime of symmetric

quantum hypothesis testing under privacy constraints has been left as an open

research direction.

6.1.1 Contributions

In this chapter, we study statistical tasks including testing and learning under

quantum privacy constraints imposed by QLDP.
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First, we consider the non-asymptotic regime of the statistical task of quan-

tum symmetric hypothesis testing when we have access to privatized quantum

states. Together with the tools developed in Chapter 5, we provide upper and

lower bounds on the sample complexity when symmetric hypothesis testing is

carried out with access to privatized quantum states (Theorem 8). For the spe-

cific case in which the states are orthogonal, we prove that the sample complex-

ity scales as Θ
(
[(eε + 1)/(eε − 1)]2

)
, showcasing the cost of privacy (Corollary 6).

Furthermore, for ε ∈ (0, 1), we establish that the sample complexity is character-

ized by Θ
((

1/
[
εT (ρ, σ)

])2
)
. In these two cases, we show that a channel belonging

to QLDP mechanisms proposed in Proposition 23 achieves order optimality.

We also find that under certain low-privacy regimes (higher ε), the pri-

vate sample complexity behaves similarly to the non-private setting (Proposi-

tion 30). We extend our analysis to private sample complexity bounds for mul-

tiple hypothesis testing and asymmetric hypothesis testing in Remark 37 and

Remark 38, respectively.

Furthermore, we study the task of estimating the expectation of an observ-

able Tr[Aρ] for an observable A while ensuring privacy of a state ρ in Section 6.3.

We obtain lower and upper bounds on the number of samples of data are re-

quired to achieve a probabilistic accuracy tolerance of estimating the expec-

tation value in Proposition 31 and Proposition 32. When the rest of the pa-

rameters except the privacy parameter ε are treated as constants, we show that

asymptotically the number of samples to achieve a fixed error tolerance scales

as Θ
(
[(eε + 1)/(eε − 1)]2

)
with high probability in Proposition 33.

Lastly, with the use of the contraction bounds derived in Chapter 5, in Propo-

sition 34 we provide stronger characterizations of fairness through QLDP chan-
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nels compared to the known result [95, Proposition 14]. We also address the

open question of providing bounds on the Holevo information after applying

private channels identified in [18], by formally deriving that those private chan-

nels satisfy Holevo information stability (see Proposition 35).

6.2 Applications to Private Quantum Hypothesis Testing

In this section, we first review the problem setup of symmetric hypothesis test-

ing without privacy constraints, and then we formulate the private hypothesis

testing setup. With the use of tools developed in Section 5.3, we characterize

bounds on the sample complexity of the private variant, both in the general and

special settings.

6.2.1 Quantum Hypothesis Testing with No Privacy Con-

straints

Problem setup: Suppose that there are two states ρ and σ, and ρ⊗n is selected with

probability p ∈ (0, 1) and σ⊗n is selected with probability q = 1 − p. The sam-

ple complexity is equal to the minimum value of n needed to reach a constant

error probability in deciding which state was selected. To define this quantity

formally, let us recall that the Helstrom–Holevo theorem [59, 65] states that the

optimal error probability pe(ρ, σ, p, q) of symmetric quantum hypothesis testing
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is as follows:

pe(ρ, σ, p, q) B min
M1,M2≥0

{p Tr[M2ρ] + q Tr[M1σ] : M1 + M2 = I} (6.4)

=
1
2

(
1 − ∥pρ − qσ∥1

)
. (6.5)

With this in mind, we are assuming in this paradigm that there is a constant

α ∈ [0, 1], and our goal is to determine the minimum value of n such that

pe
(
ρ⊗n, σ⊗n, p, q

)
B

1
2

(
1 −

∥∥∥pρ⊗n − qσ⊗n
∥∥∥

1

)
≤ α. (6.6)

To this end, let us define

SC(ρ,σ)(α, p, q) B min
{
n ∈ N : pe

(
ρ⊗n, σ⊗n, p, q

)
≤ α

}
. (6.7)

We also use the shorthand SC(ρ,σ) to refer to this quantity when (α, p, q) are clear

from the context.

Theorem 7 (Sample Complexity of Symmetric Hypothesis Testing (Theorem

7 and Corollary 8 of [22])). Fix the error probability α ∈ (0, pq). Then for non-

orthogonal states ρ and σ,

max

 ln(pq/α)
− ln F(ρ, σ)

,
1 − α(1−α)

pq[
dB(ρ, σ)

]2

 ≤ SC(ρ,σ)(α, p, q) ≤


2 ln

( √pq
α

)
− ln F(ρ, σ)

 . (6.8)

By using the fact − ln(
√

x) ≥ 1 −
√

x for all x > 0, we have that − ln F(ρ, σ) ≥[
dB(ρ, σ)

]2. Then, considering α, p, q to be constants and applying Theorem 7, we

arrive at

SC(ρ,σ)(α, p, q) = Θ
 1[

dB(ρ, σ)
]2

 . (6.9)

6.2.2 Private Quantum Hypothesis Testing

In Section 6.2.1, we reviewed the notion of sample complexity of symmetric

quantum hypothesis testing and recalled bounds on it. Now, we ask the ques-

132



tion: how will this be affected if the privacy of the quantum states is required?

In particular, when we have access to the statesA(ρ) andA(σ), whereA is a pri-

vate quantum mechanism, how many samples of an unknown privatized state

(i.e.,A(ρ) orA(σ)) do we need to achieve a fixed error probability α?

In this chapter, we employ QLDP as our privacy metric, which is defined in

Definition 15.

Now, we are ready to formally define the sample complexity of private hy-

pothesis testing. LetA be an ε-QLDP mechanism. Then

SCA(ρ,σ)(α, p, q) Bmin
{
n ∈ N : pe

(
(A(ρ))⊗n, (A(σ))⊗n, p, q

)
≤ α

}
, (6.10)

where pe(·) is defined in (6.5). The sample complexity under ε-QLDP is defined

as follows:

SCε
(ρ,σ)(α, p, q) B inf

A∈Bε
SCA(ρ,σ)(α, p, q), (6.11)

where Bε represents all ε-QLDP mechanisms, as defined in (5.29). We also use

the shorthand SCε
(ρ,σ) to refer to the above quantity when (α, p, q) are clear from

the context or when they are treated as constants.

Remark 33 (Worst-Case Sample Complexity). When defining SCε
(ρ,σ), we infimize

over the set of channels, Bε. This corresponds to the best-case scenario. However, if we

consider the worst-case scenario by instead taking the supremum over Bε, the resulting

sample complexity is unbounded. To see this, let us consider a replacement channel

R, where the channel replaces all inputs to the channel with a fixed, arbitrary state ω.

Then the channel described is indeed private with R(ρ) = R(σ) = ω. However, in this

construction, we cannot distinguish ρ and σ by having access to the privatized data

(i.e., R(ρ) and R(σ)), leading to an unbounded sample complexity.

Next, we provide upper and lower bounds on SCε
(ρ,σ).
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Theorem 8 (Bounds on Private Sample Complexity). Let p ∈ (0, 1), set q B 1 − p,

and let ρ and σ be states. Fix the error probability α ∈ (0, pq). For ε > 0, the following

holds:

max
SC(ρ,σ)(α, p, q),

Cε,p,q,α

T (ρ, σ)
,

ln(pq/α)eε

2(eε − 1)2 [
T (ρ, σ)

]2


≤ SCε

(ρ,σ)(α, p, q) ≤
2 ln

( √
pq
α

)(
(eε + 1)

(eε − 1)T (ρ, σ)

)2 , (6.12)

where SC(ρ,σ)(α, p, q) is defined in (6.7) and

Cε,p,q,α B max

 ln(pq/α)(eε + 1)
ε(eε − 1)

,

(
1 − α(1−α)

pq

)
(eε + 1)

2 (eε/2 − 1)2

 . (6.13)

Proof. First notice that, by applying a QLDP channelA, for ε > 0 on states ρ and

σ, it is guaranteed that the statesA(ρ) andA(σ) are not orthogonal. This is due

to the fact that orthogonal states can be perfectly distinguished, which indeed

violates the privacy requirement if it happens. With this, the current setup of

privatized states satisfies the requirements needed to apply Theorem 7.

Upper bound: Notice that due to − ln(x) ≥ 1 − x for x > 0

1

− ln
√

F(ρ, σ)
≤

2[
dB(ρ, σ)

]2 ≤
2[

T (ρ, σ)
]2 , (6.14)

where the last inequality follows from the Fuchs-van-de-Graaf inequalities [47],

as below:

T (ρ, σ) ≤
√

1 − F(ρ, σ) ≤
√

2
(
1 −
√

F(ρ, σ)
)
= dB(ρ, σ). (6.15)

By fixing a private channel A, consider the distinguishability of the states

A(ρ) and A(σ). To this end, by applying Theorem 7 and (6.14), we see that the

sample complexity SCA(ρ,σ) satisfies the following:

SCA(ρ,σ) ≤


2 ln

( √pq
α

)
[
T (A(ρ),A(σ))

]2

 , (6.16)
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With that, we have

SCε
(ρ,σ) ≤ inf

A∈Bε


2 ln

( √pq
α

)
[
T (A(ρ),A(σ))

]2

 , (6.17)

This can further be bounded by choosing a specific channel that satisfies ε-

QLDP. To this end chooseA = Ap
Dep ◦M from Proposition 23 by setting M = Π+,

which is the projection onto the positive eigenspace of ρ − σ. This channel has

also been used in the proof of Theorem 5. From there, apply (5.66) to get

SCε
(ρ,σ) ≤


2 ln

( √pq
α

)
[
T ((Ap

Dep ◦M)(ρ), (Ap
Dep ◦M)(σ))

]2

 (6.18)

=

2 ln
( √

pq
α

)(
(eε + 1)

(eε − 1)T (ρ, σ)

)2 , (6.19)

concluding the proof of the upper bound in (6.12).

Lower bound: To obtain the first part of the lower bound, observe that with

the data processing of the channel A⊗n and applying [75, Proposition 5.2] we

have

pe
(
ρ⊗n, σ⊗n, p, q

)
≤ pe

(
(A(ρ))⊗n, (A(σ))⊗n, p, q

)
. (6.20)

Then using the definitions of sample complexity in (6.10), we have that

SC(ρ,σ)(α, p, q) ≤ SCA(ρ,σ)(α, p, q). (6.21)

Next, optimizing overA ∈ Bε, we arrive at

SC(ρ,σ)(α, p, q) ≤ SCε
(ρ,σ)(α, p, q). (6.22)

To obtain the second part of the lower bound in (6.12), notice that

− ln F(ρ, σ) = D̃1/2(ρ∥σ) ≤ D(ρ∥σ), (6.23)

where D̃1/2 is the sandwiched Rényi relative entropy of order α = 1/2 [89, 139],

and the last inequality follows from the α-monotonicity of the sandwiched
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Rényi relative entropy, as well as the fact that limα→1 D̃α = D (see also Propo-

sition 7.28 and Proposition 7.29 in [75]). This leads to the following set of in-

equalities:

SCε
(ρ,σ) ≥ inf

A∈Bε

ln(pq/α)
− ln F(A(ρ),A(σ))

(6.24)

≥ inf
A∈Bε

ln(pq/α)
D(A(ρ)∥A(σ))

(6.25)

≥ ln
( pq
α

) (eε + 1)
ε(eε − 1)T (ρ, σ)

, (6.26)

where the last inequality follows from Proposition 25.

The second part of the lower bound follows by using Proposition 24 and the

lower bound from Theorem 7 as follows:

SCε
(ρ,σ) ≥ inf

A∈Bε

pq − α(1 − α)

pq
[
dB(A(ρ),A(σ))

]2 (6.27)

≥
(pq − α(1 − α)) (eε + 1)

2pq
(
eε/2 − 1

)2 T (ρ, σ)
. (6.28)

To prove the third part of the lower bound, we use that

D(ρ∥σ) ≤ χ2(ρ∥σ), (6.29)

where

χ2(ρ∥σ) B 2
∫ ∞

1
Eγ(ρ∥σ) + γ−3Eγ(σ∥ρ) dγ. (6.30)

From Proposition 29, we have that forA ∈ Bε

D(A(ρ)∥A(σ)) ≤ χ2(A(ρ)∥A(σ)) (6.31)

≤ 2
[
T (ρ, σ)

]2 e−ε(eε − 1)2. (6.32)

Then, plugging this inequality in (6.25) gives the desired lower bound.

Combining the three lower bounds completes the proof of the lower bound

in (6.12). □

136



Corollary 6 (Sample Complexity for Distinguishing Orthogonal States). Let ρ

and σ be orthogonal quantum states. For ε > 0 and α ≤ pq, by choosing α, p, q as

constants,

SCε
(ρ,σ) = Θ

(eε + 1
eε − 1

)2 . (6.33)

Furthermore, in the high privacy regime (i.e., when ε < 1), we obtain the following:

SCε
(ρ,σ) = Θ

(
1
ε2

)
. (6.34)

Proof. First notice that

(eε/2 − 1)2

eε + 1
≤

(eε/2 − 1)2

eε + 1
×

(eε/2 + 1)2

eε + 1
=

(
eε − 1
eε + 1

)2

, (6.35)

with the first inequality following from (eε/2+1)2 ≥ eε+1. Then the lower bound

in (6.28) simplifies to

SCε
ρ,σ) ≥

(pq − α(1 − α)) (eε + 1)2

2pq (eε − 1)2 T (ρ, σ)
. (6.36)

Together with the upper bound in Theorem 8 and the substitution T (ρ, σ) = 1

for orthogonal states, we complete the first part of the proof.

The equality in (6.34) follows from applying (6.33), along with the constraint

ε < 1, as follows: Firstly, we have

eε + 1
eε − 1

≥
1
ε
, (6.37)

by observing that the left-hand side is equal to
(

tanh(x/2)
)−1 and applying

tanh(x/2) ≤ x for all x > 0. Also
eε + 1
eε − 1

≤
4
ε
. (6.38)

due to tanh(x/2) ≥ x/4 for x ∈ [0, 1]. This concludes the proof of (6.34). □

Remark 34 (Order Optimality). In the setting discussed in Corollary 6 for orthog-

onal states, the ε-QLDP mechanism presented in Proposition 23 is order optimal (i.e.,

optimal up to constant factors) for all ε > 0.
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Theorem 9 (Sample Complexity in the High-Privacy Regime). Let ρ and σ be

quantum states. For ε ∈ (0, 1) and α ≤ pq, by choosing α, p, q as constants, the

following holds:

SCε
(ρ,σ) = Θ

 1

ε2 [
T (ρ, σ)

]2

 . (6.39)

Proof. Recall from Theorem 8

ln(pq/α)eε

2(eε − 1)2 [
T (ρ, σ)

]2 ≤ SCε
(ρ,σ)(α, p, q) ≤

2 ln
( √

pq
α

)(
(eε + 1)

2(eε − 1)T (ρ, σ)

)2 . (6.40)

By choosing α, p, q as constants, together with (6.38) we obtain that

SCε
(ρ,σ) ≤ C1

1

ε2 [
T (ρ, σ)

]2 , (6.41)

for a constant C1.

For the lower bound, consider that for ε < 1

eε

(eε − 1)2 ≥
1

2ε2 , (6.42)

which follows since the function g(ε) B 2ε2eε − (eε − 1)2 > 0 for ε ∈ (0, 1). This

can be verified since the first derivative g′(ε) = 2eε
(
(ε + 1)2 − eε

)
≥ 0 for ε ∈ (0, 1)

leading to g(ε) being a non-decreasing function of ε, so as to arrive at

g(ε) ≥ g(0) = 0 (6.43)

for ε ∈ (0, 1). Then, by combining the lower bound in (6.40) along with (6.42) we

have

SCε
(ρ,σ) ≥ C2

1

ε2 [
T (ρ, σ)

]2 , (6.44)

which concludes the proof together with (6.41).

□
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Remark 35 (Cost of Privacy). For orthogonal states, we need only one sample of the

unknown state to declare whether it is ρ or σ when we have access to non-privatized

samples of ρ or σ. However, to achieve ε-QLDP, the input states are privatized by

applying the channel A, so that we have access to A(ρ) and A(σ) only. To this end,

we need samples on the order of Θ
(
((eε + 1)/(eε − 1))2

)
for all ε > 0, which is apparent

from Corollary 6.

For states ρ and σ, when the privacy level is demanded by ε ∈ (0, 1), we need

samples on the order of Θ
(

1
ε2[T (ρ,σ)]2

)
to achieve a fixed non-zero error in distinguishing

between the two states, which can be deduced from Theorem 9.

In addition, by [95, Proposition 10], for an ε-QLDP mechanismA and for all states

ρ and σ, we have

D(A(ρ)∥A(σ)) ≤ min
{
ε,
ε2

2

}
. (6.45)

Applying that in the proof of the lower bound of Theorem 8 (in particular, in (6.25)), it

follows that, for all distinct states ρ and σ, we require

SCε
(ρ,σ) = Ω

(
1

min
{
ε, ε2}) , (6.46)

in order to ensure ε-QLDP, where ε > 0.

Remark 35 discusses the cost of privacy when we have access to privatized

data samples instead of original data. Next, we show that when certain condi-

tions are met, the impact of privacy on the sample complexity is not significant

and is comparable to the non-private sample complexity. This also provides a

sense of how large the privacy parameter ε should be in order to achieve a sim-

ilar sample complexity as in the non-private case, where we do not need to pay

an extra cost to ensure privacy, dB(ρ, σ) > 1.
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Proposition 30 (Sample Complexity in the Low-Privacy Regime). Let ρ and σ be

qubit states, and let ε > 0. If (
eε − 1
eε + 1

)2

≥
1[

dB(ρ, σ)
]2 , (6.47)

then

SCε
(ρ,σ) = Θ

 1[
dB(ρ, σ)

]2

 . (6.48)

Furthermore, for ρ and σ general quantum states, if(
eε − 1
eε + 1

)2

≥
1[

dB(ρ, σ)
]2 , (6.49)

then

Ω

 1[
dB(ρ, σ)

]2

 ≤ SCε
(ρ,σ) ≤ O

 Lk,k′[
dB(ρ, σ)

]2

 , (6.50)

where

Lk,k′ B

(
max

{
1,

min{k, k′}
2

})2

, (6.51)

k′ B ln
(
4/

[
dB(ρ, σ)

]2
)
, and k is the number of distinct eigenvalues of the operator

ρ#σ−1, as defined in Eq. (C.84).

Proof. See Appendix C.4. □

Note that from Proposition 30, when ρ and σ are qubits, the order optimal-

ity in sample complexity is achieved by the privatization mechanism presented

in Proposition 23 by choosing the measurement channel to correspond to the

measurement in the eigenbasis of ρ#σ−1.

Remark 36 (Different Private Mechanisms). Previously, we considered the setting

in which the same private mechanism A ∈ Bε is applied to each sample of ρ or σ. We

can also define another variant in which different mechanisms are applied at each stage;
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namely,Ai ∈ B
ε for all i ∈ {1, . . . , n}. Then, we define the associated sample complexity

as follows:

S̃C
ε

(ρ,σ) B inf
Ai∈B

ε

∀i∈{1,...,n}

min{n ∈ N : pe(A1(ρ) ⊗ · · · ⊗ An(ρ),A1(σ) ⊗ · · · ⊗ An(σ), p, q) ≤ α} ,

(6.52)

By choosing eachAi to be the same mechanism, we conclude the following inequality:

S̃C
ε

(ρ,σ) ≤ SCε
(ρ,σ). (6.53)

With that, the upper bound given in Theorem 8 still holds. However, the lower bound

may not hold. To this end, we prove the following: for α ≤ min{p, q}

S̃C
ε

(ρ,σ) ≥ 2
(
1 −

α

min{p, q}

)2 (eε + 1)
ε(eε − 1)T (ρ, σ)

. (6.54)

The proof is presented in Appendix C.5.1

Under this setting, also for orthogonal states ρ and σ and choosing α, p, q as con-

stants, when ε < 1, we arrive at

S̃C
ε

(ρ,σ) = Θ

(
1
ε2

)
, (6.55)

implying that having different mechanisms may not improve the sample complexity for

this case.

Above, we consideredAi chosen independently ofA j, where i , j. It is an interest-

ing question for future work to understand whether adaptive strategies can decrease the

sample complexity or number of copies of the privatized states required to minimize the

cost of privacy.

Remark 37 (Private Multiple Hypothesis Testing). The sample complexity of pri-

vate multiple hypothesis testing for a tuple of states (ρm)M
m=1 with the prior probabilities

1Note that this lower bound also holds in the case where we consider the same private chan-
nel for every copy of the state.
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(pm)M
m=1 to achieve at most α error probability is defined as

SCε
(ρi)M

i=1
B inf
A∈Bε

n ∈ N : inf
(Λ(n)

1 ,...,Λ(n)
M )

M∑
m=1

pmTr
[
(I⊗n − Λ(n)

m ) (A(ρm))⊗n
]
≤ α

 , (6.56)

where Λ(n)
1 , . . . ,Λ(n)

M ≥ 0 and
∑M

m=1Λ
(n)
m = I⊗n. Then, with the use of tools from the proof

of Theorem 8 and [22, Theorem 11], we arrive at

max
m,m̄

ln
(

pm pm̄
(pm+pm̄)α

)
(eε + 1)

ε(eε − 1)T (ρm, ρm̄)
≤

SCε
(ρi)M

i=1
≤

max
m,m̄

2 ln
(

M(M − 1)
√

pm
√

pm̄

2α

) (
(eε + 1)

(eε − 1)T (ρm, ρm̄)

)2 . (6.57)

Remark 38 (Private Asymmetric Hypothesis Testing). We define the private asym-

metric hypothesis testing sample complexity as follows: Let ρ and σ be states with

α1, α2 ∈ (0, 1) and ε ≥ 0

n∗(ρ, σ, ε, α1, α2) = inf
A∈Bε

inf
Λ(n)


n ∈ N : Tr[(I⊗n − Λ(n))A(ρ)⊗n] ≤ α1,

Tr[Λ(n)A(σ)⊗n] ≤ α2, 0 ≤ Λ(n) ≤ I⊗n

 , (6.58)

where Bε is defined in (5.29). A lower bound on n∗(ρ, σ, ε, α1, α2) is as follows:

n∗(ρ, σ, ε, α1, α2) ≥ max

sup
β>1


ln

(
(1−α1)β

′

α2

)
min{ε, ε2β/2}

 , sup
β>1


ln

(
(1−α2)β

′

α1

)
min{ε, ε2β/2}


 , (6.59)

where β′ B β

β−1 . The proof follows by applying [95, Proposition 9] together with the

lower bound presented in [22, Theorem 9]. In particular, we use the following inequal-

ity: LetA ∈ Bε and β > 1

D̃β(A(ρ)∥A(σ)) ≤ min
{
ε,
ε2β

2

}
< +∞, (6.60)

where D̃β(ω∥τ) B 1
β−1 ln Tr[(τ(1−β)/2βωτ(1−β)/2β)β] is the sandwiched Rényi relative en-

tropy of order β [89, 139].

Remark 39 (Private Quantum Hypothesis Testing under (ε, δ)-QLDP). In The-

orem 8, we provide bounds on the sample complexity of private quantum hypothesis
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testing where privacy constraints consist of ε-QLDP with δ = 0. For the case where

δ ≥ 0, the upper bound therein can be generalized as follows:

inf
A∈Bε,δ

SCA(ρ,σ)(α, p, q) ≤
2 ln

( √
pq
α

)(
(eε + 1)

(eε − 1 + 2δ)T (ρ, σ)

)2 . (6.61)

This follows by the use of the mechanism introduced in the achievability part of the proof

of Theorem 6, together with similar techniques used in the proof of the upper bound

in Theorem 8.

We leave the general characterization of sample complexity of hypothesis testing

when privacy is imposed by (ε, δ)-QLDP for future work. The main technical tools

needed to obtain the lower bounds as given in Theorem 8 are the characterization of

the contraction of quantum relative entropy and Bures distance under the privacy con-

straints imposed by (ε, δ)-QLDP. In Appendix C.6, we provide some tools that may be

of relevance to accomplish this goal. In particular, we prove several connections between

ε-QLDP and (ε, δ)-QLDP mechanisms, which may potentially be used to infer about

the impact of (ε, δ)-QLDP constraints using the formal guarantees derived for ε-QLDP

in Theorem 8.

6.3 Learning with Privacy

In this section, we study how well one can do learning and inference of proper-

ties of quantum data while ensuring the privacy of the data.

Here we focus on the following setup where one needs to estimate Tr[Oρ] for

an observable O ∈ O and a quantum state ρ. However, we also need to ensure

the privacy of the quantum state. With privatization, we have access to A(ρ),

where A is a private channel that satisfies Definition 15. The task is to estimate
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Tr[Oρ] with a minimum number of samples from the privatized stateA(ρ).

Next, we formally define the task as follows: LetA ∈ Bε. Let Ê(A, ρ,O, n) be

the estimate for Tr[Oρ] obtained by a procedure PO that takes (A(ρ))⊗n as input

such that the following condition is satisfied:∣∣∣Tr[Oρ] − Ê(A, ρ,O, n)
∣∣∣ ≤ β (6.62)

with probability at least 1 − δ, for β > 0 and δ ∈ (0, 1). We define the optimal

sample complexity for estimating the expectation value while ensuring ε-QLDP

as follows: Let O ∈ O be an observable and let S be the set of quantum states of

interest. Then, the optimal sample complexity is defined as

n∗(S,O, β, δ, ε) B inf
A∈Bε,PO

{
n ∈ N :

∣∣∣Tr[Oρ] − Ê(A, ρ,O, n)
∣∣∣ ≤ β w.p. 1 − δ ∀ρ ∈ S

}
.

(6.63)

We next prove upper and lower bounds on the sample complexity of infer-

ence by utilizing the contraction bounds on quantum divergences under privacy

constraints developed in Chapter 5. To this end, we consider the following as-

sumptions on the set of observables O and the set of states S: We choose O ∈ O

to be a measurement operator such that 0 ≤ O ≤ I to arrive at the upper bound.

For the lower bound, we assume that there exist two states ρ, σ ∈ S such that

those two states can be differentiated by the outcomes of at least one of the ob-

servables in the set O. We leave the expansion of the study to a more general set

of observables and states for future work.

Proposition 31 (Sample Complexity Lower Bound with QLDP). let ε, β > 0 and

δ ∈ (0, 1/2). If ∃ρ, σ ∈ S such that maxO∈O |Tr[O(ρ − σ)]| ≥ 2β, then, we have that

n∗(S,O, β, δ, ε) ≥ max
{

(1 − 2δ)(eε + 1)
(eε − 1)

,
(1 − 2δ)2(eε + 1)

2(eε/2 − 1)2

}
, (6.64)

where n⋆ is defined in (6.63).
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Proof. To prove lower bounds, we first use the same strategy as used in the proof

of [123, Theorem 1]. Fix ρ, σ and O ∈ O such that Tr[O(ρ − σ)]| ≥ 2β. LetA ∈ Bε.

Also identify that PO in this case is a quantum channel (quantum to classical)

that takes n samples of the privatized state(A(ρ) orA(σ)) and outputs a classical

value that refers to the random estimate Ê(A, ω,O, n) with ω ∈ {ρ, σ} with the

underlying probability distribution being fO,ω. This means that we have

PO
(
(A(ω))⊗n) = ∫

a
fO,ω(a)|a⟩⟨a| da, (6.65)

where {a}a refers to the classical estimates for Tr[Oω]. With this setup and re-

calling the condition in (6.62) together with [123, Eq. (A4)] (note that ε therein

refers to δ in our setup), we have that

T
(
PO

(
(A(ρ))⊗n) ,PO

(
(A(σ))⊗n))

≥ 1 − 2δ. (6.66)

Next, by applying the data-processing property of trace distance, we have

1 − 2δ ≤ T
(
(A(ρ))⊗n , (A(σ))⊗n) (6.67)

≤ nT (A(ρ),A(σ)) (6.68)

≤ n
(
eε − 1
eε + 1

)
T (ρ, σ) (6.69)

≤ n
(
eε − 1
eε + 1

)
, (6.70)

where the first inequality follows from the sub-additivity of trace distance; the

second inequality from A ∈ Bε and Theorem 5; and finally the last inequality

from T (ρ, σ) ≤ 1 for two states ρ and σ.

Since (6.70) holds as long as there exists ρ, σ ∈ S such that maxO∈O |Tr[O(ρ −

σ)]| ≥ 2β, by rearranging the terms of (6.70), we arrive at the first lower bound.

For the second lower bound, we consider

1 − 2δ ≤ T
(
(A(ρ))⊗n , (A(σ))⊗n) (6.71)
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together with [
T (ρ, σ)

]2
≤ 1 − F(ρ, σ) (6.72)

=
(
1 −

√
F(ρ, σ)

) (
1 +

√
F(ρ, σ)

)
(6.73)

≤ 2
(
1 −

√
F(ρ, σ)

)
(6.74)

=
[
dB(ρ, σ)

]2 , (6.75)

where F(ρ, σ) is defined in (2.4) and
[
dB(ρ, σ)

]2 in (2.5).

This leads to

(1 − 2δ)2 ≤
[
T
(
(A(ρ))⊗n , (A(σ))⊗n)]2 (6.76)

≤
[
dB

(
(A(ρ))⊗n , (A(σ))⊗n)]2 (6.77)

= 2
[
dB

(
(A(ρ))⊗n , (A(σ))⊗n)]2

2
(6.78)

= 2

1 − 1 − [
dB

(
(A(ρ))⊗n , (A(σ))⊗n)]2

2

 (6.79)

= 2
1 − 1 − [

dB(A(ρ),A(σ))
]2

2

n (6.80)

≤ n
[
dB(A(ρ),A(σ))

]2 (6.81)

≤ 2n
(eε/2 − 1)2

eε + 1
, (6.82)

where the third equality holds due to multiplicativity of fidelity; penultimate

inequality since (1 − x)n ≥ 1 − nx for x ∈ [0, 1] for n ∈ N; and the last inequality

by Proposition 24 forA ∈ Bε together with T (ρ, σ) ≤ 1.

By rearranging the terms, we conclude the proof of the second lower bound.

□

Next, we obtain an upper bound on the sample complexity to estimate the

expected value of an observable with respect to a quantum state ρ ∈ S by de-

vising a protocol with the use of a depolarization mechanism. To this end, we
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consider the scenario where observable O satisfies 0 ≤ O ≤ I with the assump-

tion that we have access to Tr[O]. This is the special case of the observable being

a measurement operator. Furthermore, for a Pauli operator P one can choose

O = (I + P)/2 so that the condition 0 ≤ O ≤ I holds.

Proposition 32 (Sample Complexity Upper Bound with QLDP). let ε, β > 0 and

δ ∈ (0, 1). Then, for O ∈ O observable such that 0 ≤ O ≤ I, we have that

n∗(S,O, β, δ, ε) ≤
 1
2β2 ln

(
2
δ

) (
eε − 1 + d

eε − 1

)2 , (6.83)

where d is the dimension of the Hilbert space where states of S belong to and n⋆ is

defined in (6.63).

Proof. We obtain the desired upper bound by showing that there exists a pro-

tocol PO to estimate Tr[Oρ] for all ρ ∈ S given access to n copies of A(ρ) for a

particular ε-QLDP channelA.

We fixA = Ap
dep to be the depolarizing mechanism in (3.84) with

p B
d

eε + d − 1
. (6.84)

By (3.103), we haveA ∈ Bε. With that choice, consider

Tr
[
OA(ρ)

]
= (1 − p)Tr[Oρ] +

p
d

Tr[O] (6.85)

= (1 − p)Tr[Oρ] +
p
d

Tr[O]. (6.86)

Now, consider the following protocol where each copy of A(ρ) passes

through the measurement channel formed by O such that 0 ≤ O ≤ I. Note that

we do not consider the complexity of implementing the measurement channel.

Measurement channel refers to

MO(ω) B Tr[Oω] |1⟩⟨1| + Tr[(I − O)ω] |0⟩⟨0|. (6.87)
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We pass all copies of the state A(ρ) independently throughMO and record the

classical outcomes {Xi}
n
i=1 (note that these outcomes are i.i.d. random variables

due to the randomness of the measurement channel and the channel being ap-

plied independently on each copy). We use the following as the estimator

Ê(A, ρ,O, n) =
1

(1 − p)
1
n

n∑
i=1

Xi −
p

(1 − p)d
Tr[O]. (6.88)

Also, observe that E[Xi] = (1 − p)Tr[Oρ] + p
d Tr[O].

With this estimator, let us consider the following:

Pr
(∣∣∣Ê(A, ρ,O, n) − Tr[Oρ]

∣∣∣ ≥ β)
= Pr

(∣∣∣(1 − p)Ê(A, ρ,O, n) − (1 − p)Tr[Oρ]
∣∣∣ ≥ (1 − p)β

)
(6.89)

= Pr


∣∣∣∣∣∣∣1n

n∑
i=1

Xi − (1 − p)Tr[Oρ] −
p
d

Tr[O]

∣∣∣∣∣∣∣ ≥ (1 − p)β

 (6.90)

= Pr


∣∣∣∣∣∣∣1n

n∑
i=1

Xi − E[Xi]

∣∣∣∣∣∣∣ ≥ (1 − p)β

 (6.91)

≤ 2 exp
(
−2n(1 − p)2β2

)
, (6.92)

where the last inequality follows from Hoeffding’s inequality by using 0 ≤ Xi ≤

1 since Xi ∈ {0, 1}.

Then, choosing n such that 2 exp
(
−2n(1 − p)2β2

)
≤ δ, we obtain∣∣∣Ê(A, ρ,O, n) − Tr[Oρ]

∣∣∣ ≤ β with probability at least 1 − δ. Thus, we need

n ≥
1

2β2 ln
(
2
δ

) (
eε − 1 + d

eε − 1

)2

. (6.93)

To this end, by choosing

n =

 1
2β2 ln

(
2
δ

) (
eε − 1 + d

eε − 1

)2 , (6.94)

we arrive at the desired success criterion, concluding the proof. □
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Proposition 33 (Cost of Privacy). Let ε > 0. Let O ∈ O be an observable such that

0 ≤ O ≤ I. Also assume that there exists ρ, σ ∈ S such that maxO∈O |Tr[O(ρ−σ)]| ≥ 2β.

Then, by considering β, δ, and d the dimension of the respective Hilbert space where

states in S lie as constants, we have that

n∗(S,O, β, δ, ε) = Θ
(eε + 1

eε − 1

)2 , (6.95)

where n⋆ is defined in (6.63).

Proof. For the lower bound, consider

(eε/2 − 1)2

eε + 1
≤

(eε/2 − 1)2

eε + 1
×

(eε/2 + 1)2

eε + 1
=

(
eε − 1
eε + 1

)2

, (6.96)

with the first inequality following from (eε/2+1)2 ≥ eε+1. Then, with the second

lower bound in Proposition 31, we obtain that there is a constant C1 depending

on δ such that

n∗(S,O, β, δ, ε) ≥ C1

(
eε + 1
eε − 1

)2

. (6.97)

For the upper bound, consider that(
eε − 1 + d

eε − 1

)2

=

(
eε + 1
eε − 1

+
d − 2
eε − 1

)2

(6.98)

≤

(
eε + 1
eε − 1

+
(d − 2)(eε + 1)

eε − 1

)2

(6.99)

= (d − 1)2
(
eε + 1
eε − 1

)2

. (6.100)

With the above together with Proposition 32, we obtain that there exists a con-

stant C2 depending on d, β, δ such that

n∗(S,O, β, δ, ε) ≤ C2

(
eε + 1
eε − 1

)2

. (6.101)

Combining (6.97) and (6.101), we conclude the proof. □
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6.4 Other Applications

In this section, we show how the results presented in Section 5.3 find use in

several applications, including quantum fairness and learning settings, in which

we provide formal guarantees on the level of fairness and stability of learning

algorithms.

6.4.1 Quantum Fairness through QLDP

Classical decision models, including machine learning models, are prone to dis-

criminating against individuals based on different characteristics, for example,

skin color or gender [45]. This has even led to legal mandates of ensuring fair-

ness. With the introduction of quantum machine learning models, there is also

a risk of whether fairness will be ensured for both classical and quantum data

fed into these algorithms. In [55], it was shown that noisy quantum algorithms

can improve fairness. Since fairness and privacy are related domains, it is vital

to understand the impact of private algorithms on ensuring fairness as well.

Formally, quantum fairness aims to treat all input states equally, meaning

that all pairs of input states that are close in some distance metric (e.g., close in

normalized trace distance) should yield similar outcomes when processed by

a quantum channel [55]. Define A B M ◦ E, which is a quantum-to-classical

channel where a quantum channel E is followed by a measurement channel

comprised of a POVM {Mi}i∈O. With that, quantum fairness is defined in [55] as

follows.

Definition 16 ((α, β)-Fairness [55]). Let A = M ◦ E, and let D̂(·∥·) and d(·∥·) be
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distance metrics on D(H) and D(O), respectively. Fix 0 < α, β ≤ 1. Then the decision

modelA is (α, β) fair if for all ρ, σ ∈ D(H) such that D̂(ρ∥σ) ≤ α,

d(A(ρ)∥A(σ)) ≤ β. (6.102)

By choosing D̂ to be the normalized trace distance and d(A(ρ)∥A(σ)) =

1
2

∑
i

∣∣∣Tr
[
MiE(ρ − σ)

]∣∣∣, Proposition 34 states that A satisfying ε-QPP implies that

it is also (α,
√
ε′/2)-fair, where ε′ = min{ε, ε2/2}. Note that for the case ε > 1,

the above bound could be weak. With Theorem 5, we improve the existing

bound on achievable fairness through ε-QLDP mechanisms (for a special class

of QPP), which is applicable for all ε ≥ 0, and we also extend them to cases for

which δ ≥ 0.

Proposition 34 (Fairness Guarantee from (ε, δ)-QLDP). Suppose that D̂(ρ∥σ) =

1
2 ∥ρ − σ∥1 and d(A(ρ)∥A(σ)) = 1

2

∑
i

∣∣∣Tr
[
MiE(ρ − σ)

]∣∣∣. If E satisfies (ε, δ)-QLDP, then

A = {E, {Mi}i∈O} is (α, ε′(α))-fair for all ρ, σ ∈ D(H) such that D̂(ρ∥σ) ≤ α, where

ε′(α) B α

(
eε − 1 + 2δ

eε + 1

)
. (6.103)

Proof. From Theorem 6, the channel E being (ε, δ)-QLDP implies that

1
2
∥E(ρ) − E(σ)∥1 ≤

eε − 1 + 2δ
eε + 1

(
1
2
∥ρ − σ∥1

)
(6.104)

≤ α
eε − 1 + 2δ

eε + 1
, (6.105)

where the last inequality follows from the assumption D̂(ρ∥σ) ≤ α.

Then consider the measurement channel that performs the following trans-

formation:

E(ρ)→
∑
i∈O

Tr
[
MiE(ρ)

]
|i⟩⟨i|. (6.106)
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It follows from the data-processing inequality for the trace distance that

1
2

∥∥∥∥∥∥∥∑i∈O (
Tr

[
MiE(ρ)

]
− Tr[MiE(σ)]

)
|i⟩⟨i|

∥∥∥∥∥∥∥
1

≤ α
eε − 1 + 2δ

eε + 1
. (6.107)

This leads to

d(A(ρ)∥A(σ)) =
1
2

∑
i

∣∣∣Tr
[
MiE(ρ − σ)

]∣∣∣ ≤ αeε − 1 + 2δ
eε + 1

, (6.108)

concluding the proof. □

6.4.2 Stability for Quantum Learning through Private Chan-

nels

Designing learning algorithms that also ensure privacy for input data is of im-

portance, and it has been widely studied in the classical setting (for example,

see [73]). A learning algorithm is known to be stable if its output does not

depend too much on any individual training data [14, 113]. It is also known

that stability and generalization of a classical learning algorithm to new inputs

are closely related, where stability implies generalization using information-

theoretic tools [113]. Classical differentially private learners were proved to

generalize well [113, Theorem 5]. In [94, Proposition 6], it was shown that learn-

ers satisfying a mutual-information-based variant of differential privacy also

satisfy algorithmic stability, and hence generalize well for new data.

It is a natural research question to explore whether quantum private learners

also provide stability and generalization in quantum learning settings. In [18],

it was shown that the generalization error of classical-quantum learners is

bounded from above by a function of mutual information between input space
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and output space, and a Holevo information term (see Theorem 1 therein for an

example). To this end, the authors of [18] showed in Eqs. (5.7.1)–(5.7.6) therein

that the mutual information terms decay fast for learners comprised of ε-QLDP

channels and left the analysis of the Holevo information term as an open ques-

tion. In this section, we show that ε-QLDP learners also provide Holevo infor-

mation stability, and we do so by bounding the Holevo information from above

by a function of the QLDP privacy parameter ε.

Holevo Information Stability from QLDP: Let X ∼ PX be a random variable,

which can take values in an alphabet X. Depending on X, the state ρX is chosen

from the set {ρ1, . . . , ρ|X|}. Then the state ρX is sent through a quantum channel

AA→B satisfying QLDP. Afterwards, the goal is to identify X by performing a

measurement described by the POVM {My}y∈Y, which realizes the output Y .

Here, we focus on how much information about X can be learned from

the output of the quantum privacy mechanism A(ρX) with an emphasis on the

Holevo information I(X; B)σ. Here, we define the classical–quantum state

σXB B
∑
x∈X

PX(x) |x⟩⟨x| ⊗ A(ρx), (6.109)

and the Holevo information of σXB as

I(X; B)σ B D(σXB∥σX ⊗ σB), (6.110)

with σX = TrB[σXB] and σB = TrX[σXB].

We show that Holevo information stability, i.e., I(X; B) ≤ β, can be achieved

by ε-QLDP mechanisms. To this end, we establish a bound improving upon the

existing bound β = min{ε, ε2/2} given in [95, Proposition 15], with the improve-

ment following because ε
(

eε−1
eε+1

)
≤ min{ε, ε2/2} for all ε ≥ 0.
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Proposition 35 (Holevo Information Stability from QLDP). Let AA→B be a quan-

tum channel. IfA satisfies (ε, δ)-QLDP, then the Holevo information has the following

upper bound:

I(X; B)σ ≤ ε
(
eε − 1
eε + 1

)
. (6.111)

Proof. Consider that

I(X; B)σ =
∑
x∈X

PX(x) D

A(ρx)

∥∥∥∥∥∥∥∑x′∈X PX(x′)A(ρx′)

 (6.112)

≤
∑
x∈X

∑
x′∈X

PX(x)PX(x′) D
(
A(ρx)

∥∥∥A(ρx′)
)

(6.113)

≤ ε

(
eε − 1
eε + 1

)∑
x∈X

∑
x′∈X

PX(x)PX(x′) T (ρx, ρ
′
x) (6.114)

≤ ε

(
eε − 1
eε + 1

)
, (6.115)

where the first inequality follows from the joint convexity of quantum relative

entropy [82]. The second inequality follows from Proposition 25 and the last

inequality from T (ρ, σ) ≤ 1 for states ρ and σ, concluding the proof. □

6.5 Concluding Remarks

In this chapter, we studied quantum private hypothesis testing and provided

bounds on the sample complexity when we have access to privatized samples.

We showcased the cost of privacy on this statistical task while providing tight

sample complexity bounds on special sets of states (i.e., orthogonal states), and

special classes of private channels (i.e., high-private channels with ε < 1). Next,

we studied the impact of privacy on the estimation of the expectation of an ob-

servable with high probability. We provided upper and lower bounds on the
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number of samples needed to achieve a fixed error tolerance with high proba-

bility. Finally, we explored how the contraction of divergences derived in Chap-

ter 5 can be applied in other applications, including ensuring fairness and pro-

viding formal guarantees on stability and generalization for quantum learning

settings by addressing an open question posed in [18].
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CHAPTER 7

CONCLUSION AND FUTURE DIRECTIONS

In this thesis, we introduced a theoretical foundation to flexible privacy

frameworks for quantum systems (quantum pufferfish privacy), while show-

casing that they satisfy desired properties, such as post-processing, composi-

tion, that are important in private data analysis. We also discussed several dis-

tinctions that may arise in the quantum setting, with the possibility of degrad-

ing the level of privacy when several quantum systems are jointly doing the

inference. We designed the first formal methods to audit the privacy of black-

box quantum mechanisms and verify whether they indeed satisfy the privacy

level as demanded. Furthermore, we presented several variants of QPP while

establishing information-theoretic connections between them.

Notably, we provided the first operational interpretation of Datta–Leditzky

information-spectrum divergence [29] when the QPP framework consists of

the scenario where an adversary is allowed to perform all possible measure-

ments. Extending this connection to general QPP mechanisms, we studied

measured-hockey-stick divergences under practically relevant measurement

classes, which quantify optimal privacy parameters.

Moreover, we studied how the contraction coefficients of quantum diver-

gences behave with privacy constraints imposed by quantum local differen-

tial privacy (QLDP). In particular, we completely characterized the contraction

coefficient of trace distance under (ε, δ)-QLDP. The tools developed here en-

abled new fields of study, including studying statistical tasks under privacy

constraints, which was largely unexplored before this. To this end, we stud-

ied how the sample complexity of quantum hypothesis testing and the learning
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expectation of observables scale with the required privacy level when we have

access to privatized quantum states in contrast to the original quantum states.

Next, we present several future directions that arise with the developments

made in this thesis towards ensuring privacy in a quantum world.

Composition of Private Mechanisms: In private data analysis with quantum

data, it is vital to understand how privacy degrades when multiple private

mechanisms are combined. This process is what we refer to as the composition

of private mechanisms. We studied the consequences of sequential, parallel,

and adaptive composition of QPP mechanisms in Section 3.4. However, it is not

known whether the composition of two QPP mechanisms (when the measure-

ment set comprises of all measurements) with parameters (εi, δi) for i ∈ {1, 2}

provides a privacy level demanded by (ε1 + ε2, δ1 + δ2) when δi , 0. One possi-

ble way to provide an answer to this question is to study the sub-additivity of

quantum divergences, including the Datta–Leditzky divergence ((2.11)) and the

hockey-stick divergence ((2.3)). In particular, for the setting of parallel compo-

sition, it is about showing whether

D
δ′

(ρ1 ⊗ ρ2∥σ1 ⊗ σ2)
?
≤ D

δ1(ρ1∥σ1) + D
δ2(ρ2∥σ2) (7.1)

holds or not for δ′ ∈ [0, 1). Proving the above will provide insights on how we

should go about the private data analysis with provably tighter privacy guar-

antees, improving Theorem 2. If one disproves this inequality, this provides

a clear distinction between classical and quantum systems when ensuring pri-

vacy, with the possibility of joint measurements inferring more information, de-

grading the level of privacy.

Privacy-Utility Analysis: To solely achieve privacy, one can fully perturb the
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quantum state using a replacement channel. However, then we will not be able

to learn anything from that privatized state, making the entire process useless.

Therefore, it is crucial to evaluate the utility retained by a privatization mecha-

nism under privacy constraints and to characterize the tradeoffs between pri-

vacy and utility. In Section 3.5, we introduced a utility metric grounded in

an operational approach where this metric facilitated an in-depth analysis of

privacy-utility tradeoffs, particularly for the depolarization mechanism. Re-

cently, in [54], the optimal privacy-utility tradeoffs of unital private mechanisms

are studied when the quantum local differential privacy (a special case of QPP)

is used as the privacy metric. However, the utility metrics in these settings re-

flect a worst-case scenario and may impose stricter accuracy demands than re-

quired for specific applications. Consequently, developing application-specific

utility metrics, in conjunction with the flexible QPP privacy framework, is es-

sential. This approach would open new research paradigms to explore opti-

mal privacy-utility tradeoffs for various information-processing tasks, tailored

to operationally relevant privacy and utility metrics.

Auditing Quantum Privacy: Auditing for privacy aims to detect violations

in privacy guarantees and reject incorrect algorithms. We proposed the first

hypothesis-testing-based auditing pipeline for the setting of quantum differen-

tial privacy in Section 3.6 and analyzed its type-I error. Analyzing the type-II

error of our quantum privacy auditing pipeline is an interesting future research

direction since it provides insights on the power of the test to avoid incorrectly

accepting algorithms. We also highlighted how one can use classical methods,

including semi-definite programs (SDPs), to do the same task. However, as

we elaborated, those methods become infeasible with the increasing number

of qubits in the quantum systems. Another avenue to address this is to use
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quantum algorithms and methods to estimate quantum divergences, such as

Datta–Leditzky divergence and hockey-stick divergence. Since these quantities

are SDP computable, it is an interesting direction to explore on how quantum

methods to solve SDPs can benefit for this task. For example, it is possible to

use the Qslack method introduced in [20] as a means to estimate quantum diver-

gences that will in return, provide guarantees on the privacy of specific quan-

tum algorithms.

For flexible privacy frameworks with practically motivated classes of mea-

surements, we provided methods for auditing using measured hockey-stick

divergences in Chapter 4. Towards this, for the class of local measurements

with classical post-processing, and one-way local measurements with classical

communications, it is interesting to explore how the extendible measurements

proposed in [120] will provide efficiently computable bounds on measured di-

vergences that can be used for auditing. Furthermore, these studies will pro-

vide insights towards designing efficient quantum algorithms that achieve QPP

through the examples found through auditing.

Statistical Learning under Privacy Constraints: Studying statistical problems

under privacy constraints is vital to understanding the price that we have to pay

to ensure privacy. To this end, the contraction of statistical measures and diver-

gences under privacy constraints is an important technical tool. However, in the

quantum setting, this area of research is largely unexplored even for fundamen-

tal statistical tasks. We characterized the contraction of quantum divergences

under a local variant of quantum privacy (QLDP in Definition 15), which en-

ables this field of study. There are quite interesting questions left to be answered

in terms of the QLDP setting and also for general privacy frameworks.
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First, it is an interesting future direction to precisely characterize privatized

contraction coefficients of other quantities (e.g., quantum relative entropy), sim-

ilar to classically known results in [8, Theorem 1] for commuting states. Specif-

ically, for the classical setting with the privacy constraints imposed by ε-local

differential privacy, the privatized contraction coefficient is characterized as fol-

lows:

ηεD =

(
eε − 1
eε + 1

)2

. (7.2)

It is an interesting question to see whether this characterization is true for the

quantum setting with the privacy constraints imposed by QLDP.

With the same goal in mind, we see that Bures distance has appeared in the

analysis of a hypothesis testing task through [22]. To this end, finding contrac-

tion coefficients of the Bures distance, denoted as ηεB, would potentially give a

lower bound for the sample complexity as follows: for some constant C > 0,

SCε
(ρ,σ) ≥ C

1

ηεB
[
dB(ρ, σ)

]2 . (7.3)

Future work also includes exploring tight upper and lower bounds related

to Theorem 8 in the general setting with δ > 0 and analyzing the cost of privacy

and the impact of adaptive strategies on sample complexity. Another interest-

ing research question is characterizing the sample complexity of asymmetric bi-

nary quantum hypothesis testing. Here, one could make use of the non-private

sample-complexity bounds presented in [22, Theorem 9]. Preliminary results in

this direction are found in Remark 38.

Furthermore, the study of estimating expected values of observables with

respect to some input states while ensuring privacy of the state also requires

further exploration. In Section 6.3, we studied several special cases of observ-
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ables satisfying certain properties (e.g., O being a measurement operator to de-

rive achievability protocols). To extend these ideas to a broader class of observ-

ables, the tools developed in relation to classical shadow tomography will be

useful [68, 78]. The main goal of classical shadow tomography is to reconstruct

and estimate key properties of a quantum system without needing to fully de-

termine its quantum state, which is a computationally expensive task. In partic-

ular, developing private variants of classical shadows will be a potential direc-

tion to make progress in this study.

With the framework proposed for ensuring privacy of channels in Defini-

tion 13, it is a promising direction to explore the impact on the task of discrim-

inating between two channels when one has access to privatized channels. To-

wards this, it is important to derive contraction coefficients for channel diver-

gences under privacy constraints. With that, one can also utilize the non-private

query complexity of channel discrimination (i.e., number of channel accesses

required to achieve a fixed tolerance of guessing the channel correctly) derived

in [100] as the baseline for the comparison and cost evaluation.

Moreover, our work opens up new research directions in studying

information-constrained statistical problems. The main technical tools for this

kind of analysis are the contraction coefficients under the relevant information

constraints. These constraints can be access to noisy channels instead of noise-

less channel access, communication constraints, memory constraints, network

constraints (distributed parties in a network), and many more. Toward this di-

rection, in a recent work [50], the sample complexity of noisy quantum hypoth-

esis testing is studied using the Doeblin coefficient defined as follows:

α(N) B sup
XB∈Herm

{
Tr[XB] : IA ⊗ XB ≤ Γ

N
AB

}
(7.4)
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as an assisting tool to provide efficiently computable bounds on the contraction

coefficients of general noisy channels.

In the longer term, the tools and frameworks developed in this thesis will

provide a theoretical foundation for private data analysis with classical and

quantum data in quantum systems and networks.
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APPENDIX A

CHAPTER 3 OF APPENDIX

A.1 Proof of Lemma 2

The proof given below is closely related to the proof of [126, Lemma 6.21], but

there are some subtle differences and so we provide it here for completeness.

Let

Σ B (ρ − λσ)+ , (A.1)

G B (λσ)1/2 (λσ + Σ)−1/2 . (A.2)

Note that

0 ≤ G†G (A.3)

= (λσ + Σ)−1/2 (λσ) (λσ + Σ)−1/2 (A.4)

≤ (λσ + Σ)−1/2 (λσ + Σ) (λσ + Σ)−1/2 (A.5)

≤ I. (A.6)

From the fact that ρ − λσ ≤ Σ, it follows that

ρ ≤ λσ + Σ. (A.7)

Define the following state:

ρ̃ B
GρG†

Tr[G†Gρ]
. (A.8)

163



Consider that

1 − Tr[GρG†]

= Tr[(I −G†G)ρ] (A.9)

≤ Tr[(I −G†G) (λσ + Σ)] (A.10)

= Tr[(I −G†G) (λσ + Σ)] (A.11)

= Tr[λσ + Σ]

− Tr
[
(λσ + Σ)−1/2 (λσ) (λσ + Σ)−1/2 (λσ + Σ)

]
(A.12)

= Tr[λσ + Σ] − Tr[λσ] (A.13)

= Tr[Σ] (A.14)

= δ (A.15)

This implies that

Tr[GρG†] ≥ 1 − δ. (A.16)

Then it follows that

ρ̃ =
GρG†

Tr[G†Gρ]
(A.17)

≤
G (λσ + Σ) G†

Tr[G†Gρ]
(A.18)

=
λσ

Tr[G†Gρ]
(A.19)

≤
λσ

1 − δ
. (A.20)

Let ψRA =
√
ρAΓRA

√
ρA be the canonical purification of ρA, with ΓRA B

∑
i, j |i⟩⟨ j|R ⊗
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|i⟩⟨ j|A, and let ψ̃RA =
GAψRAG†A
Tr[G†Gρ] purify ρ̃. Then

√
F(ρ, ρ̃) ≥

1
Tr[G†Gρ]

|⟨ψ|RAIR ⊗GA|ψ⟩RA| (A.21)

≥ |⟨ψ|RAIR ⊗GA|ψ⟩RA| (A.22)

=
∣∣∣⟨Γ|RAIR ⊗

√
ρAGA

√
ρA|Γ⟩RA

∣∣∣ (A.23)

= |Tr[Gρ]| (A.24)

≥ Re[Tr[Gρ]] (A.25)

= Tr[Gρ] (A.26)

= 1 − Tr[
(
I −G

)
ρ], (A.27)

where

G B
G +G†

2
. (A.28)

The first inequality follows from Uhlmann’s theorem for fidelity, and the second

follows because Tr[G†Gρ] ≤ 1. Observe that G ≤ I because ∥G∥∞ ≤ 1 and by
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applying the triangle inequality. So this means that I−G ≥ 0. Now consider that

Tr[
(
I −G

)
ρ]

≤ Tr[
(
I −G

)
(λσ + Σ)] (A.29)

= Tr[λσ + Σ] − Tr[G (λσ + Σ)] (A.30)

= Tr[λσ + Σ] −
1
2

Tr
[ (

(λσ)1/2 (λσ + Σ)−1/2 + (λσ + Σ)−1/2 (λσ)1/2
)

(λσ + Σ)
]

(A.31)

= Tr[λσ + Σ] −
1
2

Tr
[
(λσ)1/2 (λσ + Σ)−1/2 (λσ + Σ)

]
−

1
2

Tr
[
(λσ + Σ)−1/2 (λσ)1/2 (λσ + Σ)

]
(A.32)

= Tr[λσ + Σ] −
1
2

Tr
[
(λσ)1/2 (λσ + Σ)1/2

]
−

1
2

Tr
[
(λσ)1/2 (λσ + Σ)1/2

]
(A.33)

= Tr[λσ + Σ] − Tr
[
(λσ)1/2 (λσ + Σ)1/2

]
(A.34)

≤ Tr[λσ + Σ] − Tr
[
(λσ)1/2 (λσ)1/2

]
(A.35)

= Tr[λσ + Σ] − Tr[λσ] (A.36)

= Tr[Σ] (A.37)

= δ. (A.38)

So all of this implies that √
F(ρ, ρ̃) ≥ 1 − δ, (A.39)

and in turn that

F(ρ, ρ̃) ≥ (1 − δ)2 . (A.40)

By applying the inequality

1
2
∥ρ − ρ̃∥1 ≤

√
1 − F(ρ, ρ̃), (A.41)
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we conclude that

1
2
∥ρ − ρ̃∥1 ≤

√
1 − (1 − δ)2 (A.42)

=

√
1 −

(
1 − 2δ + δ2) (A.43)

=
√

2δ − δ2 (A.44)

=
√
δ (2 − δ). (A.45)

Putting everything together, we see that ρ̃ is a quantum state satisfying

1
2
∥ρ − ρ̃∥1 ≤

√
δ (2 − δ), (A.46)

ρ̃ ≤
λσ

1 − δ
. (A.47)

This means that ρ̃ and λ
1−δ are feasible for D

√
δ(2−δ)

max (ρ∥σ), and so it follows that

D
√
δ(2−δ)

max (ρ∥σ) ≤ ln
(
λ

1 − δ

)
(A.48)

= ln λ + ln
(

1
1 − δ

)
. (A.49)

This concludes the proof.

A.2 Subadditivity of Smooth Max-Relative Entropy

Lemma 7. Given δ1, δ2 ∈ [0, 1], states ρ1 and ρ2, and PSD operators σ1 and σ2, the

following subadditivity relation holds

Dδ1+δ2
max (ρ1 ⊗ ρ2∥σ1 ⊗ σ2) ≤ Dδ1

max(ρ1∥σ1) + Dδ2
max(ρ2∥σ2). (A.50)

Proof. Let ρi and λi be optimal choices for Dδi
max(ρi∥σi), for i ∈ {1, 2}. Then, con-

sider that

ρ1 ⊗ ρ2 ≤ λ1σ1 ⊗ ρ2 ≤ λ1σ1 ⊗ λ2σ2 = λ1λ2σ1 ⊗ σ2. (A.51)
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Furthermore, consider that

1
2

∥∥∥ρ1 ⊗ ρ2 − ρ1 ⊗ ρ2

∥∥∥
1
=

1
2

∥∥∥ρ1 ⊗ ρ2 − ρ1 ⊗ ρ2 + ρ1 ⊗ ρ2 − ρ1 ⊗ ρ2

∥∥∥
1

(A.52)

=
1
2

∥∥∥ρ1 ⊗
(
ρ2 − ρ2

)
+

(
ρ1 − ρ1

)
⊗ ρ2

∥∥∥
1

(A.53)

≤
1
2

∥∥∥ρ1 ⊗
(
ρ2 − ρ2

)∥∥∥
1
+

1
2

∥∥∥(ρ1 − ρ1
)
⊗ ρ2

∥∥∥
1

(A.54)

=
1
2

∥∥∥ρ1

∥∥∥
1

∥∥∥ρ2 − ρ2

∥∥∥
1
+

1
2

∥∥∥ρ1 − ρ1

∥∥∥
1 ∥ρ2∥1 (A.55)

=
1
2

∥∥∥ρ2 − ρ2

∥∥∥
1
+

1
2

∥∥∥ρ1 − ρ1

∥∥∥
1

(A.56)

≤ δ1 + δ2, (A.57)

where (A.52) follows from the triangular inequality for the trace norm and the

final inequality from the assumption that ρi are the optimizers for Dδi
max(ρi∥σi),

for i ∈ {1, 2}.

Finally we have shown that ρ1 ⊗ ρ2 and λ1λ2 are candidates for the optimiza-

tion for Dδ1+δ2
max (ρ1 ⊗ ρ2∥σ1 ⊗ σ2), thus concluding the proof. □

A.3 Proof of Theorem 1

For (1): Fix (ρR, ρT ) in (3.4), M ∈ M. Consider

Tr
[
MA(ρR)

]
= Tr

M
k∑

i=1

piAi(ρR)

 (A.58)

=

k∑
i=1

piTr
[
MAi(ρR)

]
(A.59)

(a)
≤

k∑
i=1

pi

(
eεTr

[
MAi(ρT )

]
+ δ

)
(A.60)

=

k∑
i=1

pieεTr
[
MAi(ρT )

]
+ δ (A.61)

= eεTr
[
MA(ρT )

]
+ δ, (A.62)
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where (a) follows due to eachAi being (ε, δ)-QPP. This relation is true for every

(ρR, ρT ), and so it is true for all such pairs generated from (S,Q,Θ,M).

For (2): Fix 0 ≤ M′ ≤ I such that M′ ∈ M′ as stated in the property. With that

assumption, there exists M ∈ M such that M = N†(M′). Consider that

Tr
[
M′N

(
A(ρR)

)]
= Tr

[
N†(M′)A(ρR)

]
(A.63)

= Tr
[
MA(ρR)

]
, (A.64)

where N† is the adjoint of N , implying that

0 ≤ N†(M′) = M ≤ I (A.65)

because N† is positive and unital by the assumption N is a quantum channel.

Similarly, we have that Tr
[
M′N

(
A(ρT )

)]
= Tr

[
MA(ρT )

]
, and we conclude that

the processed mechanism satisfies (ε, δ)-QPP with the choice of M′ ⊆ {M′ :

N†(M′) ∈ M}.

For (3): Fix (Ri,Ti) ∈ Q for i ∈ {1, . . . , k}, and
⊗k

i=1 Mi ∈
⊗k

i=1Mi. Denote

A(k)(ρR
(k)

) B A1(ρR1) ⊗A2(ρR2) ⊗ . . .Ak(ρRk) (A.66)

andA⊗k(ρT
(k)

) similarly by replacing R with T .

Fix i ∈ {1, . . . , k}. Consider that Tr
[
MiAi(ρRi)

]
≤ 1 ≤ 1+δi because Tr

[
MiAi(ρRi)

]
is a probability. Combining with the inequality Tr

[
MiAi(ρRi)

]
≤ eεiTr

[
MiAi(ρTi)

]
+

δi, which holds from the assumption that QPP holds, we conclude that

Tr
[
MiAi(ρRi)

]
≤ min

{
eεiTr

[
MiAi(ρTi)

]
, 1

}
+ δi. (A.67)
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Consider that

k∏
i=1

Tr
[
MiAi(ρRi)

]
≤

(
min

{
1, eε1Tr

[
M1A1(ρR1)

]}
+ δ1

) k∏
i=2

Tr
[
MiAi(ρRi)

]
(A.68)

≤ min
{
1, eε1Tr

[
M1A1(ρR1)

]} k∏
i=2

Tr
[
MiAi(ρRi)

]
+ δ1 (A.69)

≤ min
{
1, eε1Tr

[
M1A1(ρR1)

]}
×(

min
{
1, eε2Tr

[
M2A2(ρT2)

]}
+ δ2

) k∏
i=3

Tr
[
MiAi(ρRi)

]
+ δ1 (A.70)

≤

2∏
j=1

min
{
eε jTr

[
M jA j(ρT j)

]
, 1

} k∏
i=3

Tr
[
MiAi(ρRi)

]
+ δ1 + δ2 (A.71)

≤ e
∑k

i=1 εi

k∏
i=1

Tr
[
MiAi(ρTi)

]
+

k∑
i=1

δi, (A.72)

where the last inequality follows by proceeding with similar expansions for each

remaining term of the product as carried out in the first three steps.

A.4 Proof of Proposition 3

Fix M′,M ∈ M̄, PX ∈ Θ, and (R1,T1), (R2,T2) ∈ Q. Let My B (⟨y| ⊗ I)M′(|y⟩ ⊗ I)

and note that My is a measurement operator in M̄. Recall the definition of the

channel

E B
∑
y∈Y

Ey. (A.73)
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Consider that

Tr

(M ⊗ M′)

∑
y∈Y

Ey(A1(ρR1)) ⊗ |y⟩⟨y| ⊗ Ay
2(ρR2)




=
∑
y∈Y

Tr
[
MEy(A1(ρR1)) ⊗ M′

(
|y⟩⟨y| ⊗ Ay

2(ρR2)
)]

(A.74)

=
∑
y∈Y

Tr[MEy(A1(ρR1))] Tr[M′
(
|y⟩⟨y| ⊗ Ay

2(ρR2)
)
] (A.75)

=
∑
y∈Y

Tr[MEy(A1(ρR1))] Tr[M′yA
y
2(ρR2)] (A.76)

(a)
≤

∑
y∈Y

Tr[MEy(A1(ρR1))]
(
min

{
1, eε2 Tr[M′yA

y
2(ρT2)]

}
+ δ2

)
(A.77)

=
∑
y∈Y

Tr[Ey†(M)A1(ρR1)]
(
min

{
1, eε2 Tr[M′yA

y
2(ρT2)]

}
+ δ2

)
(A.78)

(b)
= Tr[ME(A1(ρR1))]δ2 +

∑
y∈Y

(
Tr[Ey†(M)A1(ρR1)] min

{
1, eε2 Tr[M′yA

y
2(ρT2)]

})
(A.79)

(c)
≤ δ2 +

∑
y∈Y

Tr[Ey†(M)A1(ρR1)] min
{
1, eε2 Tr[M′yA

y
2(ρT2)]

}
(A.80)

(d)
≤ δ2 +

∑
y∈Y

(
eε1 Tr[Ey†(M)A1(ρT1)] + δ1

)
min

{
1, eε2 Tr[M′yA

y
2(ρT2)]

}
(A.81)

≤
∑
y∈Y

(
eε1 Tr[Ey†(M)A1(ρT1)]eε2 Tr[M′yA

y
2(ρT2)] + δ1

)
+ δ2 (A.82)

=
∑
y∈Y

(
eε2eε1 Tr[Ey†(M)A1(ρT1)] Tr[M′yA

y
2(ρT2)] + δ1

)
+ δ2 (A.83)

= eε
′

Tr

(M ⊗ M′)

∑
y∈Y

Ey(A1(ρT1)) ⊗ |y⟩⟨y| ⊗ Ay
2(ρT2)


 + δ2 + δ1 |Y| , (A.84)

where: (a) from Tr[M′yA
y
2(ρR2)] ≤ 1 ≤ 1 + δ2 andAy

2 being (ε2, δ2)-QPP; (b) and (c)

from

Tr

∑
y∈Y

Ey†(M)A1(ρT1)

 = Tr

M
∑
y∈Y

EyA1(ρT1)

 (A.85)

= Tr[ME(A1(ρT1))] (A.86)

≤ 1; (A.87)
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and (d) from A1 being (ε1, δ1)-QPP and the fact that Ey†(M) is a measurement

operator in M̄.

A.5 Composability with Classically Correlated States

In Property 3 of Theorem 1 and Proposition 3, we considered the case in which

two mechanisms, composed either in parallel or adaptively, receive indepen-

dent inputs (i.e., the input being ρX1 ⊗ ρX2 where Xi ∼ PX ∈ Θ for i = {1, 2}, which

are chosen independently). We now focus on the setting in which the inputs are

classically correlated. The input is chosen as a separable state of the form

σI B
∑
z∈Z

q(z)ωz ⊗ τz, (A.88)

where q represents a probability distribution with q(z) ≥ 0 and
∑

z∈Z q(z) = 1,

and ωz and τz are quantum states for all z ∈ Z1. One special case of interest is as

follows:

σI B
∑
x∈X

PX(x) ρx ⊗ ρx. (A.89)

In this setting, QDP ensures the indistinguishability of the input states

σ1
I B

∑
z∈Z

q(z)ωz
1 ⊗ τ

z
1 and σ2

I B
∑
z∈Z

q(z)ωz
2 ⊗ τ

z
2, (A.90)

where ωz
1 ∼ ω

z
2 and τz

1 ∼ τ
z
2 are neighbors for all z ∈ Z.

We consider an instance of the QPP framework, called flexible QDP, where

(S,Q,Θ,M) is such that Θ and M are chosen based on user needs, while the

other parameters are as given in Section 3.2.3. Flexible QDP then satisfies the

following composability properties.
1Note that (A.88) covers the case of having input states of the form σI B

∑
(x,y)∈X×Y q(x, y) ωx⊗

τy where for all x ∈ X and y ∈ Y ωx and τy are states, by considering z to be an index for multiple
variables, i.e., setting z = (x, y).
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Corollary 7 (Composability of Flexible QDP). Let the initial input to the two mecha-

nismsA1 andA2 be of the form
∑

z∈Z q(z)ωz⊗τz. The following composability properties

hold for the QDP framework.

Parallel composability: Consider the parallel composed mechanism
∑

z∈Z q(z)A1(ωz)⊗

A2(τz).

1. If Ai is (εi, δi)-QDP in the framework (S,Q,Θ,Mi), for i ∈ {1, 2}, then the com-

posed mechanism satisfies (ε1 + ε2, δ1 + δ2)-QDP in
(
S,Q(2),Θ,

⊗2
i=1Mi

)
2. If Ai is (εi, δi)-QDP in the framework (S,Q,Θ, M̄), for i ∈ {1, 2}, then the com-

posed mechanism satisfies (ε′, δ′)-QDP in
(
S,Q(2),Θ, M̄2

)
with

ε′ B ε1 + ε2 + ln
(

1
(1 − δ1)(1 − δ2)

)
, (A.91)

δ′ B
√
δ1(2 − δ1) +

√
δ2(2 − δ2). (A.92)

and also satisfies (ε1 + ε2, δ) in the same framework with δ B min{δ1 + eε1δ2, δ2 +

eε2δ1}.

Adaptive composability: Suppose that A1 satisfies (ε1, δ1)-QDP and A2 chosen

adaptively satisfies (ε2, δ2)-QDP, as in (3.82). Then, the composed mechanism in

Fig. 3.3 withσI in (A.88) satisfies (ε1+ε2, δ2+δ1|Y|) in the framework (S,Q×Q,Θ, M̄⊗

M̄).

Proof. Item 1 in the parallel composability part follows by a similar argument as

given in the proof of Property 3 from Theorem 1. For the proof of Item 2, first,

we use quasi-convexity of the DL divergence (property 2 in Proposition 2) and

then adapt Item 3 of Theorem 2. The adaptive composition result follows along

the same lines as the proof of Proposition 3 for fixed z, and then averaging over

all z ∈ Z gives the desired result. □
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Remark 40 (Extensions Beyond Flexible QDP). Corollary 7 does not hold for the

general QPP framework. Indeed, it fails to hold, for instance, for the classical PP frame-

work [77, Theorem 9.1]. Nevertheless, Corollary 7 can be extended to account for input

states
∑

x∈X PX(x) ρx ⊗ ρx subjected to additional structural assumptions on the class of

admissible distributions:

Θ ⊆

PX ∈ P(X) :
∀ (R,T ) ∈ Q, ∃ x, x′ ∈ X

s.t. qR(x) = qT (x′) = 1

 (A.93)

where qR and qT are defined as in Definition 6. The classical version of this condition

for PP is known as “universally composable scenarios” [77, Corollary 9.4].

A.6 Characterizing Optimal Privacy-Utility Tradeoff

In this Appendix, we focus on identifying the optimal utility that can be ob-

tained by applying an (ε, δ)-QPP mechanism. Here, we first focus on the setting

in which Q = {(R1,R2), (R2,R1)}, M̄ = {M : 0 ≤ M ≤ I}, and Θ = {PX}, but the

following ideas can be extended to the case when Q is an arbitrary finite set and

Θ includes a finite number of probability distributions. However, the computa-

tional complexity involved in identifying the optimal utility increases with the

cardinality of the set Q and Θ, due to the addition of more constraints to the

optimization problem.

To incorporate privacy requirements, we use the equivalent formulation of

QPP via the DL divergence presented in Proposition 1. To this end, first, we

employ the SDP formulated in Lemma 1 to compute the relevant DL divergence

and then use that in the optimization of utility. We showcase the use of this SDP

in characterizing optimal utility next.
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Proposition 36 (Optimal Utility for Fixed Privacy Constraints). The optimal util-

ity, as quantified by the γ-utility metric, for every privacy mechanism that is (ε, δ)-QPP

in the (S,Q,Θ, M̄) framework, where Q = {(R1,R2), (R2,R1)}, is given by the following:

U(ε, δ,R1,R2) B 1 − inf
µ≥0

ZAD≥0
ΓBCD≥0
ΓAAC≥0

λ1≥0,Y1≥0
λ2≥0,Y2≥0



µ :

ZAD ≥ ΓAD − TrC

[
ΓBCDTC(ΓAAC)

]
,

µIA ≥ TrD[ZAD] ,

TrD

[
ΓBCD

]
= IC,

TrD

[
ΓAAC

]
= IA,

ln(λ1) ≤ ε,

Tr[Y1] ≤ δ,

Y1 ≥ TrA

[(
T(ρR1) ⊗ IC

)
ΓAAC

]
−λ1TrA

[
(T(ρR2) ⊗ IC)ΓAAC

]
,

ln(λ2) ≤ ε,

Tr[Y2] ≤ δ,

Y2 ≥ TrA

[
(T

(
ρR2

)
⊗ IC)ΓAAC

]
−λ2TrA

[(
T(ρR1) ⊗ IC

)
ΓAAC

]



. (A.94)

Proof. The proof follows from the SDP formulation of the γ-utility given in

Proposition 6, and the privacy constraints

(i.e., max{D
δ(
A(ρR1)∥A(ρR2)

)
,D

δ(
A(ρR2)∥A(ρR1)

)
} ≤ ε) imposed through the SDP

formulation of DL divergence presented in Lemma 1. We also used the fact

that for a superoperatorA from system A to C, the following equality holds [75,

Eq. (3.2.14)]

A(ρR1) = TrA

[(
T(ρR1) ⊗ IC

)
ΓAAC

]
. (A.95)

□

Remark 41 (Privacy Constraints via Equivalent Formulation through Hockey–
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Stick Divergence). Instead of using the DL divergence, we can also encode the privacy

constraints through the equivalent formulation in Remark 5. To this end, the dual for-

mulation of the hockey-stick divergence (can be obtained by (3.28)), as

Eλ(ρ∥σ) = inf
Z≥0
{Tr[Z] : Z ≥ ρ − λσ} , (A.96)

can also be incorporated to compute the optimum utility.

Remark 42 (Optimal Privacy Parameters for Fixed Utility). To find out the optimal

(minimal) privacy parameter ε⋆ for a given mechanismA with the utility constraint γ,

and fixed tolerance δ, first we compute the following quantity:

λ⋆1 (A, γ, δ) B inf
λ≥0

ZAD≥0
ΓBCD≥0
Y1≥0



λ : ZAD ≥ ΓAD − TrC

[
ΓBCDTC(ΓAAC)

]
,

(1 − γ)IA ≥ TrD[ZAD] ,

TrD

[
ΓBCD

]
= IC,

Tr[Y1] ≤ δ,

Y1 ≥ TrA

[(
T(ρR1) ⊗ IC

)
ΓAAC

]
−λTrA

[
(T(ρR2) ⊗ IC)ΓAAC

]



. (A.97)

Similarly λ⋆2 can be obtained by exchanging ρR1 and ρR2 . Then the optimal value is

given by

ε⋆(A, γ, δ) B ln
(
max{λ⋆1 (A, γ, δ), λ⋆2 (A, γ, δ)}

)
. (A.98)

The optimal (minimal) δ for a fixed ε with a utility constraint can be obtained by encod-

ing the privacy constraint through the dual form of hockey-stick divergence, as given in

Remark 41.

A.7 Proof of Lemma 4

The proof follows analogously to the classical version of this bound in [15,

Proposition 3.3], along with the upper bound for an arbitrary Dα(·∥·) satisfy-
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ing data processing. Set α > 1. Then, for such Dα(·∥·), from [126, Equation 4.34],

which is obtained by choosing a specific preparation channel, we have that

Dα(ρ∥σ) ≤
1

α − 1
log Tr

[
σ1/2

(
σ−1/2ρσ−1/2

)α
σ1/2

]
. (A.99)

Let us use the following substitution:

DT (ρ∥σ) = ε. (A.100)

Then we have Dmax(ρ∥σ) ≤ ε and Dmax(σ∥ρ) ≤ ε. Moreover, with the definition of

Dmax(·∥·) in (2.14), we have ρ ≤ eεσ and σ ≤ eερ. Then we find that

e−εI ≤ σ−1/2ρσ−1/2 ≤ eεI. (A.101)

Suppose that σ−1/2ρσ−1/2 has the following spectral decomposition
∑

i ti|ϕi⟩⟨ϕi|.

Then e−ε ≤ ti ≤ eε, and so for all i, ∃λi ∈ [0, 1] such that

ti = λieε + (1 − λi)e−ε. (A.102)

Consider that

e(α−1)Dα(ρ∥σ) ≤ Tr
[
σ1/2

(
σ−1/2ρσ−1/2

)α
σ1/2

]
(A.103)

= Tr

σ1/2
∑

i

(
λieε + (1 − λi)e−ε

)α
|ϕi⟩⟨ϕi| σ

1/2

 (A.104)

=
∑

i

(
λieε + (1 − λi)e−ε

)α Tr
[
σ|ϕi⟩⟨ϕi|

]
(A.105)

≤
∑

i

(
λieεα + (1 − λi)e−εα

)
Tr

[
σ|ϕi⟩⟨ϕi|

]
(A.106)

= eεαc1 + e−εαc2 (A.107)

where the first inequality follows from the inequality in (A.99), the second from

the convexity of the function xα for α > 1, and the definitions

c1 B
∑

i

λiTr
[
σ|ϕi⟩⟨ϕi|

]
, (A.108)

c2 B
∑

i

(1 − λi)Tr
[
σ|ϕi⟩⟨ϕi|

]
. (A.109)
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In (A.107), we arrive at a function of α (i.e., eεαc1 + e−εαc2). Observing that

c1 + c2 = 1, we can find c1 and c2 by evaluating this function of α at α = 1, which

turns out to be equal to one because

∑
i

tiTr[σ|ϕi⟩⟨ϕi|] = Tr[ρ] = 1, (A.110)

where ti is given in (A.102). Proceeding with this we get c1 =
1−e−ε
eε−e−ε . Then,

collecting all these relations and simplifying, we obtain,

e(α−1)Dα(ρ∥σ) ≤
sinh(αε) − sinh((α − 1)ε)

sinh(ε)
. (A.111)

Together with [15, Lemma B.1], we can further bound (A.111) from above by

eα(α−1)ε2/2. With the substitution in (A.100) we conclude the proof.

A.8 Proof of Lemma 5

Fix PX ∈ Θ and (R,T ) ∈ Q. By assumption, we have that

Tr
[
MA(ρR)

]
≤ eεTr

[
MA(ρT )

]
+ δ. (A.112)

With the choice for δ′ as in the Lemma statement (i.e., (3.175)), we have δ − δ′ =

(1 − δ)(eε
′

− eε)/(eε + 1). Plugging this in, we find that

Tr
[
MA(ρR)

]
≤ eε

′

Tr
[
MA(ρT )

]
+ δ′ + (δ − δ′) + (eε − eε

′

)Tr
[
MA(ρT )

]
(A.113)

= eε
′

Tr
[
MA(ρT )

]
+ δ′ + (eε − eε

′

)
(
Tr

[
MA(ρT )

]
−

1 − δ
eε + 1

)
. (A.114)

Since ε′ ≤ ε, we get the desired inequality if Tr
[
MA(ρT )

]
≤ 1−δ

eε+1 .

By choosing the measurement operator I − M, we also have

Tr
[
(I − M)A(ρT )

]
≤ eεTr

[
(I − M)A(ρR)

]
+ δ. (A.115)
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Rewriting (A.115), we arrive at

Tr
[
MA(ρR)

]
≤ 1 − e−ε(1 − δ) + e−ε Tr

[
MA(ρT )

]
. (A.116)

Similar to the previous manipulations, we get

Tr
[
MA(ρR)

]
≤ eε

′

Tr
[
MA(ρT )

]
+ δ′ + (eε

′

− e−ε)
(
−Tr

[
MA(ρT )

]
+

1 − δ
eε + 1

)
. (A.117)

Since ε′ ≤ ε, we arrive at the desired inequality when Tr
[
MA(ρT )

]
≥ 1−δ

eε+1 . By

these two arguments, the desired inequality holds for either of the cases, prov-

ing its validity.

A similar inequality holds for every (R,T ) ∈ Q and PX ∈ Θ. Thus, the desired

implication has been proved.
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APPENDIX B

CHAPTER 4 OF APPENDIX

B.1 Other Properties of Measured Hockey-Stick Divergence

Lemma 8. Let γ ≥ 0, and let ρ and σ be states. The following equality holds:

EMγ (ρ∥σ) = γEM1
γ

(σ∥ρ), (B.1)

where EMγ (·∥·) is defined in (4.5).

Proof. Let 0 ≤ γ ≤ 1. By applying (4.4), consider that

EMγ (ρ∥σ) = sup
M∈M2

Tr
[
M(ρ − γσ)

]
− (1 − γ) (B.2)

= sup
M∈M2

Tr
[
(I − M)(ρ − γσ)

]
− (1 − γ) (B.3)

= sup
M∈M2

Tr
[
M(γσ − ρ)

]
(B.4)

= γ sup
M∈M2

Tr
[
M

(
σ −

1
γ
ρ

)]
(B.5)

= γEM1
γ

(σ∥ρ), (B.6)

where the last inequality follows by applying (4.4) with 1/γ ≥ 1 since γ ≤ 1.

For γ′ ≥ 1, by substituting γ = 1/γ′ in (B.6), we conclude the proof. □

Lemma 9. Let ρ and σ be states, and let γ ≥ 1. The following inequality holds:

(γ + 1)EM1 (ρ∥σ) ≤ EMγ (ρ∥σ) + EMγ (σ∥ρ) + γ − 1. (B.7)
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Proof. By applying (4.4), consider that

(γ + 1)EM1 (ρ∥σ) = (γ + 1) sup
M∈M2

Tr
[
M(ρ − σ)

]
(B.8)

= sup
M∈M2

{Tr[M(ρ − γσ)] + Tr[M(γρ − σ)]} (B.9)

≤ sup
M∈M2

{Tr[M(ρ − γσ)]} + sup
M∈M2

{Tr[M(γρ − σ)]} (B.10)

= EMγ (ρ∥σ) + γ sup
M∈M2

Tr
[
M

(
ρ −

1
γ
σ

)]
(B.11)

= EMγ (ρ∥σ) + γ
(
EM1

γ

(ρ∥σ) + 1 −
1
γ

)
(B.12)

= EMγ (ρ∥σ) + EMγ (σ∥ρ) + γ − 1, (B.13)

where the penultimate equality follows from (4.4) with 1/γ ≤ 1 and the last

equality follows by some algebraic manipulations, along with Lemma 8.

□

B.2 Proof of Proposition 12

Consider an arbitrary POVM {M, I − M} ∈ M2, where M2 is defined in (4.3).

Then the following inequality holds for every γ ≥ 1:

Tr
[
M(ρ − γσ)

]
≤ max

{
0,Tr

[
M(ρ − γσ)

]}
(B.14)

≤ max
{
0,Tr

[
M(ρ − γσ)

]}
+max

{
0,Tr

[
(I − M)(ρ − γσ)

]}
(B.15)

≤ sup
{Mx∈M}x

∑
x

max
{
0,Tr

[
Mx(ρ − γσ)

]}
, (B.16)

where the last inequality follows because {M, I − M} is a POVM inM. By opti-

mizing the left-hand side over all M ∈ M2, we arrive at

EMγ (ρ∥σ) ≤ ÊMγ (ρ∥σ). (B.17)
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To prove the reverse inequality, we consider a POVM {Mx ∈ M}x∈X that obeys

the coarse-graining condition; that is, Mx + Mx′ ∈ M for all x, x′ ∈ X. Consider

the following equality:

∑
x

max
{
0,Tr

[
Mx(ρ − γσ)

]}
=

∑
x:Tr[Mx(ρ−γσ)]≥0

Tr
[
Mx(ρ − γσ)

]
(B.18)

= Tr
[
M+(ρ − γσ)

]
(B.19)

≤ sup
M∈M2

Tr
[
M(ρ − γσ)

]
, (B.20)

where the second equality follows from defining

M+ B
∑

x:Tr[Mx(ρ−γσ)]≥0

Mx (B.21)

and the last inequality follows because M+, I −M+ ∈ Mwith the coarse-graining

assumption and

I − M+ =
∑

x:Tr[Mx(ρ−γσ)]<0

Mx. (B.22)

Finally, optimizing over all POVMs {Mx ∈ M}x, we obtain the inequality

ÊMγ (ρ∥σ) ≤ EMγ (ρ∥σ), (B.23)

and together with (B.17) we conclude the proof.

B.3 Proof of Proposition 13

Data Processing: Under the assumption that the channel N isM-compatible, it

follows that N†(M) ∈ M for all M ∈ M. Since the adjoint of a trace-preserving

map is unital, it also follows thatN†(I) = I, leading toN†(I−M) = I−N†(M) ∈ M.
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With that and fixing M ∈ M2 such that M, I − M ∈ M, consider that

Tr
[
M (N(ρ) − γN(σ))

]
= Tr

[
N†(M) (ρ − γσ)

]
(B.24)

≤ sup
M′∈M2

Tr
[
M′ (ρ − γσ)

]
(B.25)

= EMγ (ρ∥σ). (B.26)

We arrive at the desired inequality by optimizing the left-hand side over all

M ∈ M such that I − M ∈ M.

Triangular Inequality: Let γ1, γ2 ≥ 1. Then

EMγ1γ2
(ρ∥σ) = sup

M∈M2

Tr
[
M (ρ − γ1γ2σ)

]
(B.27)

= sup
M∈M2

Tr
[
M (ρ − γ1τ + γ1τ − γ1γ2σ)

]
(B.28)

≤ sup
M∈M2

Tr
[
M (ρ − γ1τ)

]
+ sup

M∈M2

Tr
[
M (γ1τ − γ1γ2σ)

]
(B.29)

= EMγ1
(ρ∥τ) + γ1EMγ2

(τ∥σ). (B.30)

Monotonicity: Let γ1 ≥ γ2 ≥ 1. Then γ1σ ≥ γ2σ and ρ − γ1σ ≤ ρ − γ2σ. Since

M ≥ 0, we have that for all M ∈ M2

Tr
[
M (ρ − γ1σ)

]
≤ Tr

[
M (ρ − γ2σ)

]
. (B.31)

Supremizing over all M ∈ M2, we obtain the desired inequality.

Convexity: Let {px}x∈X be a probability distribution, and let {ρx}x∈X and {σx}x∈X

be sets of quantum states. Then for every M ∈ M2 and γ ≥ 1, the following
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equality holds:

Tr
[
M (ρ − γσ)

]
=

∑
x

pxTr
[
M (ρx − γσx)

]
(B.32)

≤
∑

x

px sup
M∈M2

Tr
[
M (ρx − γσx)

]
(B.33)

=
∑

x

pxEMγ (ρx∥σx). (B.34)

By optimizing over M ∈ M2 on the left-hand side, we conclude the proof.

B.4 Proof of Proposition 14

Recall the standard form of primal and dual SDPs, as characterized by the Her-

mitian matrices A and B and a Hermiticity-preserving superoperator Φ [75, Def-

inition 2.26]:

sup
X≥0
{Tr[AX] : Φ(X) ≤ B} , (B.35)

inf
Y≥0

{
Tr[BY] : Φ†(Y) ≥ A

}
. (B.36)
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The SDP for the PPT measured hockey-stick divergence can be written in the

standard form as follows:

A = ρ − λσ, X = M, (B.37)

B =



0 0 0 0

0 0 0 0

0 0 IAB 0

0 0 0 IAB


, (B.38)

Φ(X) =



−M 0 0 0

0 −TB(M) 0 0

0 0 M 0

0 0 0 TB(M)


. (B.39)

Setting

Y =



Y1 0 0 0

0 Y2 0 0

0 0 Y3 0

0 0 0 Y4


, (B.40)

we find that

Tr[Φ(X)Y] = Tr[−MY1 − TB(M)Y2 + MY3 + TB(M)Y4] (B.41)

= Tr[M(Y3 − Y1) + TB(M)(Y4 − Y2)] (B.42)

= Tr[M (Y3 − Y1 + TB(Y4 − Y2))] , (B.43)

where the last equality holds due to Tr[TB(LAB)S AB] = Tr[LABTB(S AB)] with the

adjoint of the partial transpose superoperator being the partial transpose super-

operator. This leads to

Φ†(Y) = Y3 − Y1 + TB(Y4 − Y2). (B.44)
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Strong duality holds due to Slater’s conditions by the following choice of

feasible and strictly feasible solutions: choose Y3 = (ρ − γσ)+, Yi = 0 for all

i ∈ {1, 2, 4} as a feasible solution for the dual SDP and choose M = (1 − δ)IAB

with δ ∈ (0, 1) as a strictly feasible solution to the primal SDP. Together with the

strong duality, we conclude the proof.

B.5 Werner States

Here, we analyze the measured hockey-stick divergence between two Werner

states. We first obtain a simpler expression for the measured hockey-stick di-

vergence between two Werner states using the symmetries of Werner states,

which we state in Lemma 10. We then use the statement of Lemma 10 to prove

Propositions 15 and 16.

Let Πsym
AB and Πasym

AB be the projections onto the symmetric and antisymmetric

subspaces, respectively. These projections can be written in terms of the identity

and swap operators as follows:

Π
sym
AB B

1
2

(IAB + FAB) , (B.45)

Π
asym
AB B

1
2

(IAB − FAB) . (B.46)

Note that the states ΘAB and Θ⊥AB can be obtained by normalizing the aforemen-

tioned projectors. That is,

ΘAB =
Π

sym
AB

Tr
[
Π

sym
AB

] = 2
d(d + 1)

Π
sym
AB , (B.47)

Θ⊥AB =
Π

asym
AB

Tr
[
Π

asym
AB

] = 2
d(d − 1)

Π
asym
AB . (B.48)
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Lemma 10. Fix p, q ∈ [0, 1]. For γ ≥ 1, the measured hockey-stick divergence between

two Werner states, ωq
AB and ωp

AB, is equal to the following:

EMγ
(
ω

q
AB∥ω

p
AB

)
= sup

M∈M2

Tr
[
MABΠ

sym
AB

]
Tr

[
Π

sym
AB

] (q − γp) +
Tr

[
MABΠ

asym
AB

]
Tr

[
Π

asym
AB

] (1 − q − γ(1 − p))

 ,
(B.49)

where Πsym
AB and Πasym

AB are the projections onto the symmetric and antisymmetric sub-

spaces, respectively.

Proof. Consider the following twirling channel:

TAB(·) B
∫

dU (UA ⊗ UB)(·) (UA ⊗ UB)† . (B.50)

The action of this channel on an operator XAB ∈ L(HA ⊗HB) results in an oper-

ator of the following form [135]:

TAB(XAB) =
Tr

[
XABΠ

sym
AB

]
Tr

[
Π

sym
AB

] Πsym
AB +

Tr
[
XABΠ

asym
AB

]
Tr

[
Π

asym
AB

] Πasym
AB . (B.51)

It is easily verified that the Werner states are invariant under the action of TAB.

Also, note that the Hilbert–Schmidt adjoint of TAB is TAB itself.

The measured hockey-stick divergence between two Werner states, ωq
AB and
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ω
p
AB, can be written as follows:

EMγ
(
ω

q
AB∥ω

p
AB

)
= sup

M∈M2

Tr
[
MAB

(
ω

q
AB − γω

p
AB

)]
(B.52)

= sup
M∈M2

Tr
[
MAB

(
TAB

(
ω

q
AB

)
− γTAB

(
ω

p
AB

))]
(B.53)

= sup
M∈M2

Tr
[
TAB(MAB)

(
ω

q
AB − γω

p
AB

)]
, (B.54)

= sup
M∈M2

Tr
[
MABΠ

sym
AB

]
Tr

[
Π

sym
AB

] Tr
[
Π

sym
AB

(
ω

q
AB − γω

p
AB

)]
+

Tr
[
MABΠ

asym
AB

]
Tr

[
Π

asym
AB

] Tr
[
Π

asym
AB

(
ω

q
AB − γω

p
AB

)]
(B.55)

= sup
M∈M2

Tr
[
MABΠ

sym
AB

]
Tr

[
Π

sym
AB

] (q − γp) +
Tr

[
MABΠ

asym
AB

]
Tr

[
Π

asym
AB

] (1 − q − γ(1 − p)), (B.56)

where the second equality follows from the fact that Werner states are invariant

under the action of the twirling channel TAB, the third equality follows from the

fact that TAB is self-adjoint, the penultimate equality follows from (B.51), and the

ultimate equality follows from the definition of Werner states along with (B.47)

and (B.48). □

Proof of Proposition 15: The statement of Proposition 15 can be obtained from

Lemma 10 by consideringM to be the set of all measurements.

For γ ≥ 1, at most one of the two quantities can be positive: q − γp or 1 −

q − γ(1 − p). Choosing M to be the set of all measurements and ignoring the
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negative term in (B.49), we arrive at the following:

Eγ

(
ω

q
AB∥ω

p
AB

)
= sup

0≤M≤I

Tr
[
MABΠ

sym
AB

]
Tr

[
Π

sym
AB

] (q − γp) +
Tr

[
MABΠ

asym
AB

]
Tr

[
Π

asym
AB

] (1 − q − γ(1 − p))


(B.57)

≤ sup
0≤M≤I

max

Tr
[
MABΠ

sym
AB

]
Tr

[
Π

sym
AB

] (q − γp),
Tr

[
MABΠ

asym
AB

]
Tr

[
Π

asym
AB

] (1 − q − γ(1 − p))


(B.58)

≤ max {0, q − γp, 1 − q − γ(1 − p)} , (B.59)

where the last inequality follows from the fact that M ≤ I and that M = 0 is a

valid choice of measurement.

To show that the inequality in (B.59) is saturated, consider Πsym
AB to be a spe-

cific choice for the measurement operator in (B.57), which implies Eγ

(
ω

q
AB∥ω

p
AB

)
≥

q−γp. Furthermore, choosing MAB = Π
asym
AB leads to Eγ

(
ω

q
AB∥ω

p
AB

)
≥ 1−q−γ(1− p),

and choosing MAB = 0 leads to Eγ

(
ω

q
AB∥ω

p
AB

)
≥ 0. Combining the three inequali-

ties, we arrive at the following inequality:

Eγ

(
ω

q
AB∥ω

p
AB

)
≥ max {0, q − γp, 1 − q − γ(1 − p)} , (B.60)

which completes the proof.

Proof of Proposition 16: Lower bound: Recall that for γ ≥ 1

ELO⋆

γ (ρ∥σ) B sup
M∈LO⋆

Tr
[
M(ρ − γσ)

]
. (B.61)

Since the measurement operators M = 0 and I −M = I, trivially belong to the set

of LO⋆ operators, we have

ELO⋆

γ (ωq∥ωp) ≥ 0. (B.62)
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Observe that M =
∑d

i=1 |i⟩⟨i|⊗|i⟩⟨i| and I−M =
∑

i, j |i⟩⟨i|⊗| j⟩⟨ j| = I−
∑d

i=1 |i⟩⟨i|⊗|i⟩⟨i|

belong to the set of LO⋆ operators as we can see by the following argument:

This measurement can be implemented by Alice and Bob first measuring their

local systems in the computational basis. Then they perform a classical post-

processing of their measurement outcomes by accepting if the outcomes match,

which corresponds to the measurement operator
∑d

i=1 |i⟩⟨i|A ⊗ |i⟩⟨i|A. and rejecting

if the outcomes do not match, which corresponds to the measurement operator

IAB −
∑d

i=1 |i⟩⟨i|A ⊗ |i⟩⟨i|A. With the former, we obtain the inequality

ELO⋆

γ (ωq∥ωp) ≥ Tr

 d∑
i=1

|i⟩⟨i| ⊗ |i⟩⟨i|
(
(q − γp)Θ + ((1 − q) − γ(1 − p))Θ⊥

) (B.63)

= (q − γp) ×
2

d + 1
+ ((1 − q) − γ(1 − p)) × 0 (B.64)

=
2(q − γp)

d + 1
, (B.65)

where the first equality follows by Tr[MΘ] = 2/(d + 1) and Tr[MΘ⊥] = 0.

Furthermore, with the choice I − M =
∑

i, j |i⟩⟨i| ⊗ | j⟩⟨ j|, we arrive at another

lower bound as follows:

ELO⋆

γ (ωq∥ωp) ≥ Tr

I −
d∑

i=1

|i⟩⟨i| ⊗ |i⟩⟨i|

 ((q − γp)Θ + ((1 − q) − γ(1 − p))Θ⊥
) (B.66)

= 1 − γ −
2(q − γp)

d + 1
, (B.67)

where the equality follows from (B.65).

Combining (B.62), (B.65), and (B.67), we obtain the following inequality:

ELO⋆

γ (ωq∥ωp) ≥ max
{

0,
2(q − γp)

(d + 1)
, (1 − γ) −

2(q − γp)
(d + 1)

}
. (B.68)

Upper bound: Now we will show that the lower bound on ELO⋆

γ (ωq∥ωp) ob-

tained in (B.68) is also an upper bound on EPPT
γ (ωq∥ωp).
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Let MAB be a PPT measurement operator; that is, 0 ≤ MAB ≤ IAB and 0 ≤

TB(MAB) ≤ IAB. From Lemma 10, we know that

EPPT
γ

(
ω

q
AB∥ω

p
AB

)
= sup

0≤M≤I
0≤TB(M)≤I

Tr
[
MABΠ

sym
AB

]
Tr

[
Π

sym
AB

] (q − γp) +
Tr

[
MABΠ

asym
AB

]
Tr

[
Π

asym
AB

] (1 − q − γ(1 − p)).

(B.69)

The condition 0 ≤ MAB ≤ IAB implies that

0 ≤ Tr
[
MABΠ

sym
AB

]
≤ Tr

[
Π

sym
AB

]
, (B.70)

0 ≤ Tr
[
MABΠ

asym
AB

]
≤ Tr

[
Π

asym
AB

]
. (B.71)

The partial transpose of the swap operator is the unnormalized maximally

entangled vector. That is, TB(FAB) = |Γ⟩⟨Γ|AB, where

|Γ⟩AB B
d−1∑
i=0

|i⟩A|i⟩B, (B.72)

where d is the dimension of systems A and B. We will use the notation ΓAB B

|Γ⟩⟨Γ|AB for conciseness. Now consider the following identity:

TB

(
Π

sym
AB − Π

asym
AB

)
= TB(FAB) = ΓAB. (B.73)

The PPT condition for MAB implies the following inequality:

0 ≤ TB(MAB) ≤ IAB (B.74)

=⇒ 0 ≤ ⟨Γ|TB(MAB) |Γ⟩ ≤ ⟨Γ|Γ⟩ (B.75)

=⇒ 0 ≤ Tr[TB(MAB)ΓAB] ≤ d (B.76)

=⇒ 0 ≤ Tr
[
TB(MAB) TB

(
Π

sym
AB − Π

asym
AB

)]
≤ d (B.77)

=⇒ 0 ≤ Tr
[
MAB

(
Π

sym
AB − Π

asym
AB

)]
≤ d (B.78)

=⇒ Tr
[
MABΠ

asym
AB

]
≤ Tr

[
MABΠ

sym
AB

]
≤ Tr

[
MABΠ

asym
AB

]
+ d, (B.79)

where the fourth line follows from (B.73) and the fifth line follows from the fact

that the partial transpose map is the Hilbert–Schmidt adjoint of itself as well as

the inverse of itself.
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Let us first assume that q − γp ≥ 0. We can rewrite (B.69) as follows:

EPPT
γ

(
ω

q
AB∥ω

p
AB

)
= sup

0≤M≤I
0≤TB(M)≤I

Tr
[
MABΠ

sym
AB

]
Tr

[
Π

sym
AB

] −
Tr

[
MABΠ

asym
AB

]
Tr

[
Π

asym
AB

]  (q − γp) +
Tr

[
MABΠ

asym
AB

]
Tr

[
Π

asym
AB

] (1 − γ) (B.80)

≤ sup
0≤M≤I

0≤TB(M)≤I

Tr
[
MABΠ

sym
AB

]
Tr

[
Π

sym
AB

] −
Tr

[
MABΠ

asym
AB

]
Tr

[
Π

sym
AB

]  (q − γp) +
Tr

[
MABΠ

asym
AB

]
Tr

[
Π

asym
AB

] (1 − γ) (B.81)

≤ sup
0≤M≤I

0≤TB(M)≤I

d

Tr
[
Π

sym
AB

] (q − γp) +
Tr

[
MABΠ

asym
AB

]
Tr

[
Π

asym
AB

] (1 − γ) (B.82)

≤
2(q − γp)

d + 1
, (B.83)

where the first inequality follows by modifying the denominator of the second

term because Tr
[
Π

sym
AB

]
≥ Tr

[
Π

asym
AB

]
, the second inequality follows from (B.78), and

the final inequality follows by substituting the value of Tr
[
Π

sym
AB

]
and ignoring the

second term in the penultimate inequality because it is negative.

Now let us assume that 1− q−γ(1− p) ≥ 0, which also implies that q−γp ≤ 0
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since γ ≥ 1. We can rewrite (B.80) as follows:

EPPT
γ

(
ω

q
AB∥ω

p
AB

)
= sup

0≤M≤I
0≤TB(M)≤I

Tr
[
MABΠ

asym
AB

]
Tr

[
Π

asym
AB

] 
 Tr

[
Π

asym
AB

]
Tr

[
MABΠ

asym
AB

] Tr
[
MABΠ

sym
AB

]
Tr

[
Π

sym
AB

] − 1

 (q − γp) + 1 − γ


(B.84)

= sup
0≤M≤I

0≤TB(M)≤I

Tr
[
MABΠ

asym
AB

]
Tr

[
Π

asym
AB

] Tr
[
Π

asym
AB

]
Tr

[
Π

sym
AB

] Tr
[
MABΠ

sym
AB

]
Tr

[
MABΠ

asym
AB

] (q − γp) + 1 − q − γ(1 − p)


(B.85)

≤ sup
0≤M≤I

0≤TB(M)≤I

Tr
[
MABΠ

asym
AB

]
Tr

[
Π

asym
AB

] Tr
[
Π

asym
AB

]
Tr

[
Π

sym
AB

] (q − γp) + 1 − q − γ(1 − p)

 (B.86)

≤ max

Tr
[
Π

asym
AB

]
Tr

[
Π

sym
AB

] (q − γp) + 1 − q − γ(1 − p), 0

 (B.87)

= max
{

1 − γ −
2(q − γp)

d + 1
, 0

}
, (B.88)

where the first inequality follows from (B.79) and the fact that q−γp ≤ 0, the sec-

ond inequality follows from (B.71) and the fact that M = 0 is a valid choice, and

the final equality follows by substituting the values of Tr
[
Π

sym
AB

]
and Tr

[
Π

asym
AB

]
.

For the last case, if both q − γp ≤ 0 and 1 − q − γ(1 − p) ≤ 0, then the optimal

choice is MAB = 0 leading to EPPTγ
(
ω

q
AB∥ω

p
AB

)
= 0. Therefore, the inequalities

in (B.83) and (B.88) imply that

EPPT
γ

(
ω

q
AB∥ω

p
AB

)
≤ max

{
0,

2(q − γp)
d + 1

, 1 − γ −
2(q − γp)

d + 1

}
. (B.89)

Recall that

ELO⋆

γ

(
ω

q
AB∥ω

p
AB

)
≤ E1W-LOCC

γ

(
ω

q
AB∥ω

p
AB

)
≤ ELOCC

γ

(
ω

q
AB∥ω

p
AB

)
≤ EPPT

γ

(
ω

q
AB∥ω

p
AB

)
. (B.90)

Therefore, the inequalities in (B.68) and (B.89) imply that all the aforementioned

quanitities are equal for γ ≥ 1.
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B.6 Isotropic States

In this appendix, we analyze the measured hockey-stick divergence between

two isotropic states. We first obtain a simpler expression for the measured

hockey-stick divergence between two isotropic states using the symmetries

of isotropic states, which we state in Lemma 11. We then use the statement

of Lemma 11 to prove Propositions 37 and 38. We define a d-dimensional

isotropic state as follows: for p ∈ [0, 1]

ζ p B p Φ + (1 − p)Φ⊥, (B.91)

where

Φ B
1
d

d∑
i, j=1

|i⟩⟨ j| ⊗ |i⟩⟨ j| and Φ⊥ B
IAB − Φ

d2 − 1
. (B.92)

Note that ΦAB and IAB − ΦAB are orthogonal projections.

Lemma 11. Fix p, q ∈ [0, 1]. The following equality holds for all γ ≥ 1:

EMγ
(
ω

q
AB∥ω

p
AB

)
= sup

M∈M
Tr[MABΦAB] (q − γp) +

Tr[MAB(IAB − ΦAB)]
d2 − 1

(1 − q − γ(1 − p)).

(B.93)

Proof. Consider the following twirling channel:

T̃AB(·) B
∫

dU(UA ⊗ UB)(·)(UA ⊗ UB)†, (B.94)

where U denotes the complex conjugate of U. The action of T̃AB on an arbitrary

XAB ∈ L(HA ⊗HB) results in an operator of the following form [66]:

T̃AB(XAB) = Tr[XABΦAB]ΦAB +
Tr[XAB(IAB − ΦAB)]

d2 − 1
(IAB − ΦAB) . (B.95)

It can be easily verified that isotropic states remain invariant under the action of

T̃AB. Also note that T̃AB is the Hilbert–Schmidt adjoint of itself. The measured
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hockey-stick divergence between two isotropic states can then be calculated as

follows:

EMγ
(
ζ

q
AB∥ζ

p
AB

)
= sup

M∈M
Tr

[
MAB

(
ζ

q
AB − γζ

p
AB

)]
(B.96)

= sup
M∈M

Tr
[
MAB

(
T̃AB

(
ζ

q
AB

)
− γT̃AB

(
ζ

p
AB

))]
(B.97)

= sup
M∈M

Tr
[
T̃AB(MAB)

(
ζ

q
AB − γζ

p
AB

)]
(B.98)

= sup
M∈M

Tr[MABΦAB] (q − γp) +
Tr[MAB(IAB − ΦAB)]

d2 − 1
(1 − q − γ(1 − p)),

(B.99)

where the second equality follows from the invariance of isotropic states under

the twirling channel T̃AB, the third equality follows from the fact that T̃AB is self-

adjoint, and the final equality follows from (B.95) and the definition of isotropic

states in (B.91). □

Proposition 37 (Hockey-Stick Divergence for Isotropic States). Let p, q ∈ [0, 1].

We have that for γ ≥ 1

Eγ(ζq∥ζ p) = max{0, q − γp, (1 − q) − γ(1 − p)}. (B.100)

Proof. For γ ≥ 1, at most one of the two quantities can be positive: q − γp or

1 − q − γ(1 − p). The equality in (B.93) leads to the following:

Eγ

(
ζ

q
AB∥ζ

p
AB

)
= sup

0≤M≤I
Tr[MABΦAB] (q − γp) +

Tr[MAB(IAB − ΦAB)]
d2 − 1

(1 − q − γ(1 − p)) (B.101)

≤ sup
0≤M≤I

max
{

Tr[MABΦAB] (q − γp),
Tr[MAB(IAB − ΦAB)]

d2 − 1
(1 − q − γ(1 − p))

}
(B.102)

≤ max {0, q − γp, 1 − q − γ(1 − p)} , (B.103)

where the first inequality follows by ignoring the negative term in (B.101) and

the last inequality follows from the fact that 0 ≤ MAB ≤ IAB.
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To show that the inequality in (B.103) is saturated, consider ΦAB to be a spe-

cific choice for the measurement operator in (B.101), which implies Eγ

(
ζ

q
AB∥ζ

p
AB

)
≥

q−γp. Furthermore, choosing MAB = IAB−ΦAB leads to Eγ

(
ζ

q
AB∥ζ

p
AB

)
≥ 1−q−γ(1−p),

and choosing MAB = 0 leads to Eγ

(
ζ

q
AB∥ζ

p
AB

)
≥ 0. Combining the three inequalities,

we arrive at the following inequality:

Eγ

(
ζ

q
AB∥ζ

p
AB

)
≥ max {0, q − γp, 1 − q − γ(1 − p)} , (B.104)

which completes the proof. □

Proposition 38 (Measured Hockey-Stick Divergence for Isotropic States).

Let p, q ∈ [0, 1]. We have the following equality for γ ≥ 1 and M ∈

{MLO⋆ ,M1W-LOCC,MLOCC,MPPT}:

EMγ (ζq∥ζ p) = max
{
0, q − γp +

(1 − q) − γ(1 − p)
d + 1

,
d

d + 1
((1 − q) − γ(1 − p))

}
.

(B.105)

Proof. Lower bound: Recall that for γ ≥ 1

ELO⋆

γ (ρ∥σ) B sup
M∈LO⋆

Tr
[
M(ρ − γσ)

]
. (B.106)

Since the measurement operators M = 0 and I −M = I, trivially belong to the set

of local operators, we have

ELO⋆

γ (ζq∥ζ p) ≥ 0. (B.107)

Observe that M =
∑d

i=1 |i⟩⟨i|⊗|i⟩⟨i| and I−M =
∑

i, j |i⟩⟨i|⊗| j⟩⟨ j| = I−
∑d

i=1 |i⟩⟨i|⊗|i⟩⟨i|
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belong to the set LO⋆ operators. With the former, we arrive at the inequality

ELO⋆

γ (ζq∥ζ p)

≥ Tr

 d∑
i=1

|i⟩⟨i| ⊗ |i⟩⟨i|
(
(q − γp)Φ + ((1 − q) − γ(1 − p))Φ⊥

) (B.108)

= (q − γp) Tr

 d∑
i=1

|i⟩⟨i|A ⊗ |i⟩⟨i|B

ΦAB

 + ((1 − q) − γ(1 − p)) Tr

 d∑
i=1

|i⟩⟨i|A ⊗ |i⟩⟨i|B

Φ⊥AB


(B.109)

= (q − γp) + ((1 − q) − γ(1 − p))
1

d + 1
, (B.110)

where the first equality follows from the linearity of the trace operator and by

substituting (B.92).

Furthermore, with the choice I − M =
∑

i, j |i⟩⟨i| ⊗ | j⟩⟨ j|, we arrive at another

lower bound as follows:

ELO⋆

γ (ζq∥ζ p) ≥ Tr

I −
d∑

i=1

|i⟩⟨i| ⊗ |i⟩⟨i|

 ((q − γp)Φ + ((1 − q) − γ(1 − p))Φ⊥
) (B.111)

= 1 − γ −
(
(q − γp) + ((1 − q) − γ(1 − p))

1
d + 1

)
(B.112)

=
d

d + 1
((1 − q) − γ(1 − p)) , (B.113)

where the first equality follows from (B.110).

Combining (B.107),(B.110) and (B.113), we obtain that

ELO⋆

γ (ζq∥ζ p) ≥ max
{

0, q − γp +
1

d + 1
(1 − q − γ(1 − p)),

d
d + 1

((1 − q) − γ(1 − p))
}
.

(B.114)

Upper bound: Let us first consider the following inequalities that hold for
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every PPT measurement operator:

0 ≤ TB(MAB) ≤ IAB (B.115)

=⇒ 0 ≤
1
2

Tr[TB(MAB)(IAB − FAB)] ≤
1
2

Tr[IAB − FAB] (B.116)

=⇒ 0 ≤
1
2

Tr[MABTB(IAB − FAB)] ≤
1
2

Tr[IAB − FAB] (B.117)

=⇒ 0 ≤
1
2

Tr[MAB(IAB − dΦAB)] ≤
1
2

(d2 − d) (B.118)

=⇒ 0 ≤ Tr[MAB(IAB − ΦAB + (1 − d)ΦAB)] ≤ d2 − d (B.119)

=⇒ 0 ≤ Tr[MAB(IAB − ΦAB)] − (d − 1) Tr[MABΦAB] ≤ d(d − 1) (B.120)

=⇒
1

d + 1
≤

1
d2 − 1

×
Tr[MAB(IAB − ΦAB)]

Tr[MABΦAB]
≤

1
d + 1

+
d

(d + 1) Tr[MABΦAB]
, (B.121)

where FAB is the swap operator defined just after (4.20). In the set of inequalities

mentioned above, the second line follows from the fact that 1
2 (IAB − FAB) is a

projector, the third line follows from the fact that the partial transpose is a self-

adjoint map, the fourth line follows from the fact that the partial transpose of

the swap operator is the unnormalized maximally entangled vector, and the last

line follows by rearranging the terms.

Recall the equality in (B.93), which leads to the following:

EPPT
γ

(
ζ

q
AB∥ζ

p
AB

)
= sup

0≤M≤I,
0≤TB(M)≤I

Tr[MABΦAB] (q − γp) +
Tr[MAB(IAB − ΦAB)]

d2 − 1
(1 − q − γ(1 − p)) (B.122)

= sup
0≤M≤I,

0≤TB(M)≤I

Tr[MABΦAB]
(
q − γp +

Tr[MAB(IAB − ΦAB)]
(d2 − 1) Tr[MABΦAB]

(1 − q − γ(1 − p))
)
. (B.123)

Consider the case when q − γp ≥ 0, which implies that 1 − q − γ(1 − p) ≤ 0. The

inequality in (B.121) yields the following inequality:

EPPT
γ

(
ζ

q
AB∥ζ

p
AB

)
≤ sup

0≤M≤I,
0≤TB(M)≤I

Tr[MABΦAB]
(
q − γp +

1
d + 1

(1 − q − γ(1 − p))
)

(B.124)

≤ max
{

q − γp +
1

d + 1
(1 − q − γ(1 − p)) , 0

}
, (B.125)
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where the last inequality follows from the fact that MAB ≤ IAB and M = 0 is a

valid choice.

Now consider the case when 1 − q − γ(1 − p) ≥ 0, which implies that q −

γp ≤ 0. The equality in (B.123) and the inequality in (B.121) yield the following

inequality:

EPPT
γ

(
ζ

q
AB∥ζ

p
AB

)
≤ sup

0≤M≤I,
0≤TB(M)≤I

Tr[MABΦAB]
(
q − γp +

(
1

d + 1
+

d
(d + 1) Tr[MABΦAB]

)
(1 − q − γ(1 − p))

)
(B.126)

= sup
0≤M≤I,

0≤TB(M)≤I

Tr[MABΦAB]×

((
1 −

1
d + 1

)
(q − γp) −

1
d + 1

(γ − 1) +
d

(d + 1) Tr[MABΦAB]
(1 − q − γ(1 − p))

)
(B.127)

≤ sup
0≤M≤I,

0≤TB(M)≤I

Tr[MABΦAB]
(

d
(d + 1) Tr[MABΦAB]

(1 − q − γ(1 − p))
)

(B.128)

=
d

d + 1
(1 − q − γ(1 − p)), (B.129)

where we arrived at the last inequality by ignoring the non-positive terms.

Finally, if both q − γp < 0 and 1 − q − γ(1 − p) < 0, then the optimal choice

is MAB = 0, which leads to EPPT
γ

(
ζ

q
AB∥ζ

p
AB

)
= 0. Combining this fact with (B.125)

and (B.129) leads to the following inequality:

EPPT
γ

(
ζ

q
AB∥ζ

p
AB

)
≤ max

{
0, q − γp +

1
d + 1

(1 − q − γ(1 − p)),
d

d + 1
(1 − q − γ(1 − p))

}
.

(B.130)

Recall that the right-hand side of the above inequality is a lower bound on

ELO⋆

γ

(
ζ

q
AB∥ζ

p
AB

)
in (B.114). Since

ELO⋆

γ

(
ζ

q
AB∥ζ

p
AB

)
≤ E1W-LOCC

γ

(
ζ

q
AB∥ζ

p
AB

)
≤ ELOCC

γ

(
ζ

q
AB∥ζ

p
AB

)
≤ EPPT

γ

(
ζ

q
AB∥ζ

p
AB

)
, (B.131)
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we conclude that all of the above quantities are equal to each other, and their

value is given by max
{
0, q − γp + 1

d+1 (1 − q − γ(1 − p)), d
d+1 (1 − q − γ(1 − p))

}
. □

Remark 43 (High Dimensions). When d → ∞, we see that the quantity in Proposi-

tion 38 is equal to the quantity in Proposition 37.

B.7 Channel Divergence with All Possible Measurements

Let M̄ denote the set of all measurements. Then,

Eγ(P∥Q) ≡ EM̄γ (P∥Q). (B.132)

Proposition 39 (Properties of Hockey-Stick Divergence for Channels). The

hockey-stick divergence for channels satisfies the following properties:

1. Quasi Sub-Additivity: Let Pi and Qi for i ∈ {0, 1} be channels such that P0 and

Q0 are linear mappings from A to A′ and P1 and Q1 are linear mappings from A′

to B. Also, let γ1, γ2 ≥ 1. Then,

Eγ1γ2(P1 ◦ P0∥Q1 ◦ Q0)

≤ min
{
Eγ1(P0∥Q0) + γ1Eγ2(P1∥Q1), Eγ1(P1∥Q1) + γ1Eγ2(P0∥Q0)

}
. (B.133)

Proof. Quasi sub-additivity: Let Pi and Qi for i ∈ {0, 1} be channels such that P0

and Q0 are linear mappings from A to A′ and P1 and Q1 are linear mappings

from A′ to B. Also, R is a reference system isomorphic to A.
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Consider that

Eγ1γ2(P1 ◦ P0∥Q1 ◦ Q0)

= sup
ρRA

Eγ1γ2(P1 ◦ P0(ρRA)∥Q1 ◦ Q0(ρRA)) (B.134)

≤ sup
ρRA

Eγ1(P1 ◦ P0(ρRA)∥P1 ◦ Q0(ρRA)) + γ1Eγ2(P1 ◦ Q0(ρRA)∥Q1 ◦ Q0(ρRA)) (B.135)

≤ sup
ρRA

Eγ1(P0(ρRA)∥Q0(ρRA)) + γ1Eγ2(P1 ◦ Q0(ρRA)∥Q1 ◦ Q0(ρRA)) (B.136)

≤ sup
ρRA

Eγ1(P0(ρRA)∥Q0(ρRA)) + γ1 sup
ρRA

Eγ2(P1 ◦ Q0(ρRA)∥Q1 ◦ Q0(ρRA)) (B.137)

= Eγ1(P0∥Q0) + γ1 sup
ρRA

Eγ2(P1 ◦ Q0(ρRA)∥Q1 ◦ Q0(ρRA)) (B.138)

≤ Eγ1(P0∥Q0) + γ1 sup
σRA′

Eγ2(P1(σRA′)∥Q1(σRA′)) (B.139)

= Eγ1(P0∥Q0) + γ1Eγ2(P1∥Q1), (B.140)

where the first equality follows from the triangular property of the hockey-stick

divergence [62, Eq II.16]; the second inequality from the data processing of the

hockey-stick divergence [119, Lemma 4].

The second expression can be obtained by choosing Q1 ◦ P0(ρRA) instead of

P1 ◦ Q0(ρRA) in the second equality above and proceeding with the similar de-

compositions and arguments. □

We show that the hockey-stick channel divergence and the PPT-measured

hockey-stick channel divergence are SDP computable.

Proposition 40 (SDP for Eγ Channel Divergence). Let P and Q be two quantum

channels, and let γ ≥ 1. Then, the channel divergence Eγ(P∥Q) is equivalent to the

following expression:

Eγ(P∥Q) = sup
ΩRB≥0,ρR≥0

{
Tr

[
ΩRB(ΓPRB − γΓ

Q

RB)
]

: Tr[ρR] = 1, ΩRB ≤ ρR ⊗ IB

}
, (B.141)
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where ΓNRB is the Choi operator of the channel NA→B.

Furthermore, its dual expression evaluates to the following:

Eγ(P∥Q) = inf
µ≥0,ZRB≥0

{
µ : ΓPRB − γΓ

Q

RB ≤ ZRB, µIRB ≥ TrB[ZRB]
}
. (B.142)

Proof. By the joint-convexity of hockey-stick divergence [62, Proposition II.5]

together with the Schmidt decomposition, we have that the supremum in the

channel divergence is achieved by pure states. Then, together with the varia-

tional form of hockey-stick divergence, we have that

Eγ(P∥Q) = sup
ϕRA∈D

sup
0≤MRB≤I

Tr
[
MRB (PA→B(ϕRA) − γQA→B(ϕRA))

]
, (B.143)

where ϕRA is a pure state with the system R isomorphic to system A.

We can rewrite the above as follows:

Eγ(P∥Q) = sup
ϕRA≥0,
MRB≥0

Tr
[
MRB (PA→B(ϕRA) − γQA→B(ϕRA))

]
:

Tr[ϕRA] = 1, Tr[ϕ2
RA] = 1,

MRB ≤ I

 ,
(B.144)

where ϕRA is a pure bipartitie state that satisfies Tr[ϕRA] = 1, Tr[ϕ2
RA] = 1, ϕRA ≥ 0.

Note also that it is equivalent to

Eγ(P∥Q) = sup
ϕRA≥0,
MRB≥0

Tr
[
MRB (PA→B(ϕRA) − γQA→B(ϕRA))

]
:

Tr[ϕRA] = 1, Tr[ϕ2
RA] = 1,

MRB ≤ I, ϕR > 0

 ,
(B.145)

since the set of pure states with reduced state ϕR positive definite is dense in the

set of all pure states. Then, any such pure state can be written as

ϕRA = XRΓRAX†R (B.146)

for some linear operator X such that Tr[X†RXR] = 1 and |XR| > 0, where ΓRA is the

unnormalized maximally entangled operator defined just after (B.72).
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Using this, we find that the objective function can be rewritten as

Tr
[
MRB (PA→B(ϕRA) − γQA→B(ϕRA))

]
= Tr

[
MRB (PA→B − γQA→B) (XRΓRAX†R)

]
(B.147)

= Tr
[
X†RMRBXR (PA→B − γQA→B) (ΓRA)

]
(B.148)

= Tr
[
X†RMRBXR

(
ΓPRB − γΓ

Q

RB

)]
. (B.149)

Also, the following equivalence holds:

0 ≤ MRB ≤ IRB ⇐⇒ 0 ≤ X†RMRBXR ≤ X†RXR ⊗ IB. (B.150)

With that we choose ΩRB B X†RMRBXR, ρR B X†RXR since we have Tr[X†RXR] = 1.

Using the substitutions selected along with (B.145) and (B.149), we arrive at

Eγ(P∥Q) = sup
ΩRB≥0,ρR≥0

{
Tr

[
ΩRB(ΓPRB − γΓ

Q

RB)
]

: Tr[ρR] = 1, ΩRB ≤ ρR ⊗ IB

}
. (B.151)

This completes the proof of the primal formulation.
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To obtain the dual representation, consider

Eγ(P∥Q) (B.152)

= sup
ΩRB≥0,ρR≥0

{
Tr

[
ΩRB(ΓPRB − γΓ

Q

RB)
]
+ inf

µ∈R,ZRB≥0
µ(1 − Tr[ρR]) + Tr

[
ZRB(ρR ⊗ IB −ΩRB)

]}
= sup
ΩRB≥0,ρR≥0

inf
µ∈R,ZRB≥0

{
Tr

[
ΩRB(ΓPRB − γΓ

Q

RB)
]
+ µ(1 − Tr[ρR]) + Tr

[
ZRB(ρR ⊗ IB −ΩRB)

]}
(B.153)

≤ inf
µ∈R,ZRB≥0

sup
ΩRB≥0,ρR≥0

{
Tr

[
ΩRB(ΓPRB − γΓ

Q

RB)
]
+ µ(1 − Tr[ρR]) + Tr

[
ZRB(ρR ⊗ IB −ΩRB)

]}
(B.154)

= inf
µ∈R,ZRB≥0

sup
ΩRB≥0,ρR≥0

{
µ + Tr

[
ΩRB(ΓPRB − γΓ

Q

RB − ZRB)
]
+ Tr

[
ρR (−µI + TrB[ZRB])

]}
(B.155)

= inf
µ∈R,ZRB≥0

{
µ + sup

ΩRB≥0,ρR≥0
Tr

[
ΩRB(ΓPRB − γΓ

Q

RB − ZRB)
]
+ Tr

[
ρR (−µI + TrB[ZRB])

]}
(B.156)

= inf
µ∈R,ZRB≥0

{
µ : ΓPRB − γΓ

Q

RB ≤ ZRB, µI ≥ TrB[ZRB]
}

(B.157)

= inf
µ≥0,ZRB≥0

{
µ : ΓPRB − γΓ

Q

RB ≤ ZRB, µI ≥ TrB[ZRB]
}
, (B.158)

where the last inequality follows since ZRB ≥ 0 and then µI ≥ TrB[ZRB] holds only

when µ ≥ 0.

Now, what is remaining is to show that the strong duality holds. To see this,

choose ZRB = Γ
P
RB − γΓ

Q

RB + δIRB and µ such that µIR = TrB[ZRB] + δIR together

form a strictly feasible point for all δ > 0 and a feasible point for the primal (i.e.,

supremum formulation) is ρR = πR, which is the maximally mixed state (in the

Hilbert spaceHR) and ΩRB = πR ⊗ IB. This concludes the proof. □

Proposition 41 (Channel Divergence for Depolarizing Channels). Let p, q ∈ [0, 1]
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and γ ≥ 1. We have that

Eγ

(
A

q
Dep∥A

p
Dep

)
= max

{
0, (1 − q) − γ(1 − p) +

q − γp
d2 , q − γp −

q − γp
d2

}
, (B.159)

where Ap
Dep is the depolarizing channel with parameter p and d is the dimension of the

input space of the channelAp
Dep.

Proof. Since Eγ satisfies data-processing, it is a generalized divergence. Also,

with the fact that depolarizing channels are jointly covariant, using [75, Propo-

sition 7.84], we have that

Eγ

(
A

q
Dep∥A

p
Dep

)
= Eγ

Γ
A

q
Dep

RB

d

∥∥∥∥∥∥∥∥Γ
A

p
Dep

RB

d

 , (B.160)

where Γ
A

p
Dep

RB is the unnormalized Choi-state of the channel Ap
Dep. By using the

fact that

Γ
A

p
Dep

RB = (1 − p)ΓRA + p
Id2

d
, (B.161)

consider

Γ
A

p
Dep

RB

d
= (1 − p)

ΓRA

d
+

p
d2 Id2 (B.162)

= (1 − p)Φ +
p
d2

(Id2 − Φ + Φ) (B.163)

=

(
1 − p +

p
d2

)
Φ +

p
d2 (d2 − 1)

(Id2 − Φ)
d2 − 1

(B.164)

= ζη (B.165)

where η B 1 − p + p
d2 in (B.91).

With that, by choosing η′ B 1 − q + q
d2 , we arrive at

Eγ

(
A

q
Dep∥A

p
Dep

)
= Eγ

(
ζη
′
∥∥∥ζη) . (B.166)

Then, we conclude the proof by applying Proposition 37. □
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B.8 Proof of Proposition 20

The proof of the supremum formulation (primal) follows similarly to the proof

of Proposition 40 with the added constraints as given below. For PPT measure-

ments, we require

0 ≤ TB(MRB) ≤ I. (B.167)

This is equivalent to enforcing

0 ≤ X†RTB(MRB)XR ≤ X†RXR ⊗ IB ⇐⇒ 0 ≤ TB(ΩRB) ≤ ρR ⊗ IB, (B.168)

with the choices ΩRB B X†RMRBXR and ρR B X†RXR.
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For the derivation of the dual, consider that

EPPT
γ (P∥Q) (B.169)

= sup
ΩRB≥0,ρR≥0


Tr

[
ΩRB(ΓPRB − γΓ

Q

RB)
]
+ inf

µ∈R,ZRB≥0
LRB,YRB≥0


µ(1 − Tr[ρR]) + Tr

[
ZRB(ρR ⊗ IB −ΩRB)

]
+ Tr[LRBTB(ΩRB)]

+ Tr
[
YRB (ρR ⊗ IB − TB(ΩRB))

]




= sup
ΩRB≥0,ρR≥0

inf
µ∈R,ZRB≥0
LRB,YRB≥0


Tr

[
ΩRB(ΓPRB − γΓ

Q

RB)
]
+ µ(1 − Tr[ρR]) + Tr

[
ZRB(ρR ⊗ IB −ΩRB)

]
+ Tr[LRBTB(ΩRB)] + Tr

[
YRB (ρR ⊗ IB − TB(ΩRB))

]


(B.170)

≤ inf
µ∈R,ZRB≥0
LRB,YRB≥0

sup
ΩRB≥0,ρR≥0


Tr

[
ΩRB(ΓPRB − γΓ

Q

RB)
]
+ µ(1 − Tr[ρR]) + Tr

[
ZRB(ρR ⊗ IB −ΩRB)

]
+ Tr[LRBTB(ΩRB)] + Tr

[
YRB (ρR ⊗ IB − TB(ΩRB))

]


(B.171)

= inf
µ∈R,ZRB≥0
LRB,YRB≥0

µ + sup
ΩRB≥0,ρR≥0

Tr
[
ΩRB(ΓPRB − γΓ

Q

RB − ZRB + TB(LRB) − TB(YRB))
]

+ Tr
[
ρR (−µI + TrB[ZRB] + TrB[YRB])

]
 (B.172)

= inf
µ∈R,ZRB≥0
LRB,YRB≥0

{
µ : ΓPRB − γΓ

Q

RB ≤ ZRB + TB(YRB) − TB(LRB), µI ≥ TrB[ZRB] + TrB[YRB]
}

(B.173)

inf
µ≥0,ZRB≥0
LRB,YRB≥0

{
µ : ΓPRB − γΓ

Q

RB ≤ ZRB + TB(YRB) − TB(LRB), µI ≥ TrB[ZRB] + TrB[YRB]
}
,

(B.174)

where the last inequality follows since ZRB,YRB ≥ 0 and then µI ≥ TrB[ZRB] +

TrB[YRB] holds only when µ ≥ 0.

Now, what is remaining is to show that the strong duality holds. To see

this, choose ZRB = Γ
P
RB − γΓ

Q

RB, YRB = δ1IRB, LRB = δ2IRB and µ such that µIR =

TrB[ZRB] + TrB[YRB] + δ3IR together form a strictly feasible point for all δi > 0

with i ∈ {1, 2, 3} and a feasible point for the primal (i.e., supremum formulation)
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is ρR = πR, which is the maximally mixed state (in the Hilbert space HR) and

ΩRB = πR ⊗ IB. This concludes the proof.

B.9 Data Processing under PPT Measurements

Note that EMγ for a measurement class M may not satisfy data processing un-

der every quantum channel in general. Next, we show that EPPT
γ satisfies data-

processing under special classes that are PPT preserving. PPT preserving chan-

nels are defined as follows: A bipartite channel NAB→A′B′ is called as PPT pre-

serving channel if TA′ ◦ NAB→A′B′ ◦ TA is a completely positive map.

Note that we highlight what bipartition is considered when PPT-measured

hockey-stick divergences are written, and we omit those systems when it is clear

from the context.

Proposition 42 (Data processing of EPPT
γ ). Let ρAR and σAR be quantum states, and

let PAR→BR′ be a PPT preserving channel with A, B systems belonging to one party and

R,R′ systems belonging to the other party. Then

EPPT(B:R′)
γ (PAR→BR′(ρAR)∥PAR→BR′(σAR)) ≤ EPPT(A:R)

γ (ρAR∥σAR) . (B.175)

Furthermore, for a local isometric channelWR→R′A′ acting on the input system R, and

a channel NA→B on input system A, we also have that

EPPT(B:R)
γ (NA→B(ρAR)∥NA→B(σAR))

= EPPT(B:R′A′)
γ (WR→R′A′ ⊗ NA→B(ρAR)∥WR→R′A′ ⊗ NA→B(σAR)) . (B.176)
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Proof. Let MBR′ be such that 0 ≤ MBR′ ≤ IBR′ , 0 ≤ TB(MBR′) ≤ IBR′ and consider that

Tr
[
MBR′ (PAR→BR′(ρAR) − γPAR→BR′(σAR))

]
= Tr

[
P
†

BR′→AR(MBR′)(ρAR − γσAR)
]
.

(B.177)

Since 0 ≤ MBR′ ,TB(MBR′) ≤ IBR′ andP is a CPTP map (P† is also CPTP and unital),

we also have that

0 ≤ P†BR′→AR(MBR′) ≤ P
†

BR′→AR(IBR′) = IAR. (B.178)

Also consider

TA

(
P
†

BR′→AR(MBR′)
)
= TA

(
P
†

BR′→ARTB (TB(MBR′))
)

(B.179)

= TA ◦ P
†

BR′→AR ◦ TB (TB(MBR′)) , (B.180)

where the first equality holds since the inverse of TB is TB itself.

Let XBR′ and YAR be arbitrary positive semi-definite operators. Since TB ◦

PAR→BR′ ◦ TA is a positive map,

0 ≤ Tr[XBR′TB (PAR→BR′ (TA(YAR)))] (B.181)

= Tr[TB(XBR′)PAR→BR′ (TA(YAR))] (B.182)

= Tr
[
TA ◦ P

†

BR′→AR ◦ TB(XBR′)YAR

]
, (B.183)

which leads to TA ◦ P
†

BR′→AR ◦ TB being a positive map. With that, we arrive at

0 ≤ TA ◦ P
†

BR′→AR ◦ TB (TB(MBR′)) ≤ TA ◦ P
†

BR′→AR ◦ TB(IBR′) = IAR (B.184)

with the use of 0 ≤ TB(MBR′) ≤ IBR′ and (B.178). Then, this shows that

P
†

BR′→AR(MBR′) ∈ {MAR : 0 ≤ MAR ≤ IAR, 0 ≤ TA(MAR) ≤ IAR} . (B.185)
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With that, we have

Tr
[
MBR′ (PAR→BR′(ρAR) − γPAR→BR′(σAR))

]
= Tr

[
P
†

BR′→AR(MBR′)(ρAR − γσAR)
]

(B.186)

≤ sup
0≤MAR,TA(MAR)≤IAR

Tr
[
MAR(ρAR − γσAR)

]
(B.187)

= EPPT(A:R)
γ (ρAR∥σAR). (B.188)

Finally, by supremizing over MBR′ such that 0 ≤ MBR′ ,TB(MBR′) ≤ IBR, we con-

clude the proof of the inequality presented in (B.175).

The equality in (B.176) follows by applying the data-processing inequality

under isometric channelWR→R′A′ ⊗IB and its inverse channelW−1
R→R′A′ ⊗IB, both

of which belong to the set of PPT preserving channels with respect to the partial

transpose on system B. □

B.10 Proof of Proposition 21

Let G be a finite group with {UA(g)}g∈G and {VB(g)}g∈G unitary representations.

Since the set {ψRA : ψA = TG(ψA)} is a subset of all pure states, we immediately

obtain the following inequality:

EPPT
γ (P∥Q) ≥ sup

ψRA

{
EPPT
γ (PA→B(ψRA)∥QA→B(ψRA)) : ψA = TG(ψA)

}
. (B.189)

What remains to show is the reverse inequality.

Let ρA ∈ L(HA) and ψRA be a purification of state ρA. Let ρ̄A be the group

average of ρA, i.e.;

ρ̄A B
1
|G|

∑
g∈G

UA(g)ρAU†A(g), (B.190)
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and let ϕρ̄RA be a purification of ρ̄A.

Let us also consider the following state ψρ̄PR′A, which is also a purification of

the state ρ̄A with the purifying systems P and R′ with P system being a classical

system and R′ being isomorphic to system R:

|ψρ̄⟩PR′A B
1
√
|G|

∑
g∈G

|g⟩P ⊗ (IR′ ⊗ UA(g))|ψ⟩RA, (B.191)

where {|g⟩}g∈G is an orthonormal basis forHP indexed by the elements of G.

Since all purifications of a state can be mapped to each other by isometries

acting on the purifying systems, there exists an isometry WR→PR′ that forms the

isometric channelWR→PR′ such that

ψ
ρ̄
PRA =WR→PR′(ϕ

ρ̄
RA). (B.192)

Consider that,

EPPT(R:B)
γ

(
PA→B(ϕρ̄RA)

∥∥∥QA→B(ϕρ̄RA)
)

= EPPT(PR′:B)
γ

(
WR→PR′ ◦ PA→B ◦ (ϕρ̄RA)

∥∥∥WR→PR′ ◦ QA→B(ϕρ̄RA)
)

(B.193)

= EPPT(PR′:B)
γ

(
PA→B(ψρ̄PR′A)

∥∥∥QA→B(ψρ̄PR′A)
)

(B.194)

≥ EPPT(PR′:B)
γ

(
1
|G|

∑
g∈G

|g⟩⟨g|P ⊗ (PA→B ◦ UA(g)) (ψRA)

∥∥∥∥∥∥ 1
|G|

∑
g∈G

|g⟩⟨g|P ⊗ (QA→B ◦ UA(g)) (ψRA)
)

(B.195)

≥ EPPT(PR′:B)
γ

(
1
|G|

∑
g∈G

|g⟩⟨g|P ⊗
(
(VB(g))† ◦ PA→B ◦ UA(g)

)
(ψRA)∥∥∥∥∥∥ 1

|G|

∑
g∈G

|g⟩⟨g|P ⊗
(
(VB(g))† ◦ QA→B ◦ UA(g)

)
(ψRA)

)
(B.196)

= EPPT(PR′:B)
γ

 1
|G|

∑
g∈G

|g⟩⟨g|P ⊗ PA→B(ψRA)

∥∥∥∥∥∥∥ 1
|G|

∑
g∈G

|g⟩⟨g|P ⊗ QA→B(ψRA)

 (B.197)

≥ EPPT(R′:B)
γ (PA→B(ψRA)∥QA→B(ψRA)) , (B.198)
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where the first two equalities follow from (B.176), the first inequality by ap-

plying data processing of EPPT
γ in Proposition 42 for the dephasing channel

X →
∑

g∈G |g⟩⟨g|X|g⟩⟨g| on system P (a PPT preserving channel); the second in-

equality by applying the data processing under the unitary channel given by

the unitary
∑

g∈G |g⟩⟨g|P ⊗ V†B(g) 1; third equality by the joint-covariance of the

channels P and Q such that

(VB(g))† ◦ PA→B ◦ UA(g) = PA→B, (VB(g))† ◦ QA→B ◦ UA(g) = QA→B; (B.199)

and finally the last inequality by the data processing under the partial trace

channel on the system P by using Proposition 42.

By definition, the pure state ϕρ̄RA is such that its reduced state on A is invariant

under the channel TG. Then, by optimizing over all such pure states, and noting

that R′ is isomorphic to system R, we obtain that

EPPT(R:B)
γ (PA→B(ψRA)∥QA→B(ψRA)) ≤ sup

ϕRA

{
EPPT
γ (PA→B(ϕRA)∥QA→B(ϕRA)) : ϕA = TG(ϕA)

}
.

(B.200)

Since the above inequality holds for all pure states ψRA, we obtain the reverse

inequality,

EPPT
γ (P∥Q) ≤ sup

ψRA

{
EPPT
γ (PA→B(ψRA)∥QA→B(ψRA)) : ψA = TG(ψA)

}
. (B.201)

Then, we conclude the first equality by combining (B.189) and (B.201).

To prove the next claim, if the representation {UA(g)}g∈G acting on the input

space of the channel P and Q is irreducible, then for every state ψRA such that

1This is because that one could implement this operation on these states as a classically con-
trolled LOCC operation where the von-Neumann measurement |g⟩⟨g|g∈G is applied on the reg-
ister P followed by a rotation given by the unitary channel (VB(g))†. Recall that we chose the
system P to be classical, so the mentioned procedure can be followed.
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ρA = ψA, it holds that ρ̄A = IA/DA. Then, since the maximally entangled state is a

purification of the maximally mixed state, we let ϕρ̄RA = ΦRA, which implies that

EPPT(R:B)
γ

(
PA→B(ϕρ̄RA)

∥∥∥QA→B(ϕρ̄RA)
)
= EPPT(R:B)

γ (PA→B(ΦRA)∥QA→B(ΦRA)) . (B.202)

Using (B.198), we obtain that

EPPT(R:B)
γ (PA→B(ΦRA)∥QA→B(ΦRA)) ≥ EPPT(R:B)

γ (PA→B(ψRA)∥QA→B(ψRA)) (B.203)

for all states ψRA. So, by optimizing over all states ψRA we have that

EPPT
γ (P∥Q) ≤ EPPT(R:B)

γ (PA→B(ΦRA)∥QA→B(ΦRA)) . (B.204)

By choosing the pure state to be the maximally entangled state in (4.25), we

obtain the reverse inequality, concluding the proof of Proposition 21.

B.11 Proof of Proposition 22

Proof follows similar to the proof of Proposition 41. With the use of Proposi-

tion 21, we have that

EPPT
γ

(
A

q
Dep∥A

p
Dep

)
= EPPT

γ

Γ
A

q
Dep

RB

d

∥∥∥∥∥∥∥∥Γ
A

p
Dep

RB

d

 (B.205)

= EPPT
γ

(
ζη
′
∥∥∥ζη) , (B.206)

where the last equality follows by the substitution in (B.165) together with η B

1 − p + p/d2 and η′ B 1 − q + q/d2.

Finally, we conclude the proof by adapting Proposition 38 to (B.206).
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APPENDIX C

CHAPTER 5 AND 6 OF APPENDIX

C.1 Properties of Hockey-Stick Divergence

Proposition 43. Given a channelA and γ ≥ 1, the following equality holds:

sup
ρ,σ

Eγ(A(ρ)∥A(σ)) = sup
φ1⊥φ2

Eγ(A(φ1)∥A(φ2)), (C.1)

where the optimization on the left-hand side is over all states ρ and σ and the optimiza-

tion on the right-hand side is over orthogonal pure states φ1 and φ2.

Proof. First, consider that the inequality

sup
ρ,σ

Eγ(A(ρ)∥A(σ)) ≥ sup
φ1⊥φ2

Eγ(A(φ1)∥A(φ2)) (C.2)

trivially holds due to the containment {(φ1, φ2) : φ1 ⊥ φ2} ⊂ {(ρ, σ)}. So it remains

to prove the opposite inequality:

sup
ρ,σ

Eγ(A(ρ)∥A(σ)) ≤ sup
φ1⊥φ2

Eγ(A(φ1)∥A(φ2)). (C.3)

First, from the joint convexity of Eγ (see [62, Eq. (II.17)]), it readily follows that

sup
ρ,σ

Eγ(A(ρ)∥A(σ)) ≤ sup
ψ,ϕ

Eγ(A(ψ)∥A(ϕ)), (C.4)

so that it suffices to perform the optimization over pure states. As such, we now

prove that

sup
ψ,ϕ

Eγ(A(ψ)∥A(ϕ)) ≤ sup
φ1⊥φ2

Eγ(A(φ1)∥A(φ2)). (C.5)
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From Lemma 12, the operator inequality in (C.11) holds. Applying that then

gives

Eγ(A(ψ)∥A(ϕ)) = sup
M≥0
{Tr[M(A(ψ) − γA(ϕ))] : M ≤ I} (C.6)

≤ sup
M≥0
{Tr[Mλ1 (A(φ1) − γA(φ2)))] : M ≤ I} (C.7)

≤ sup
M≥0
{Tr[M (A(φ1) − γA(φ2)))] : M ≤ I} (C.8)

= Eγ(A(φ1)∥A(φ2)) (C.9)

≤ sup
φ1⊥φ2

Eγ(A(φ1)∥A(φ2)). (C.10)

The first inequality follows from (C.11). Since this inequality holds for all pure

states ψ and ϕ, we conclude (C.5). □

Lemma 12. For pure states ψ and ϕ, a positive map A, and γ ≥ 1, the following

operator inequality holds:

A(ψ) − γA(ϕ) ≤ λ1
[
A(φ1) − γA(φ2)

]
, (C.11)

where a spectral decomposition of ψ − γϕ is given by

ψ − γϕ = λ1φ1 − λ2φ2, (C.12)

with φ1 and φ2 orthogonal pure states and

λ1 B
1
2

[√
(γ + 1)2

− 4γF(ψ, ϕ) − (γ − 1)
]
∈ [0, 1] , (C.13)

λ2 B
1
2

[√
(γ + 1)2

− 4γF(ψ, ϕ) + (γ − 1)
]
∈

[
γ − 1, γ

]
, (C.14)

and the fidelity F(ψ, ϕ) B |⟨ψ|ϕ⟩|2.

Proof. Consider γ ≥ 1 and the operator ψ − γϕ. Now consider that |ψ⟩ and |ϕ⟩

span a two-dimensional subspace, and in this subspace we can write

|ψ⟩ = cos(θ)|ϕ⟩ + sin(θ)|ϕ⊥⟩, (C.15)
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where |ϕ⊥⟩ is a pure state vector orthogonal to |ϕ⟩. Observe that F(ψ, ϕ) = cos2(θ).

Then

|ψ⟩⟨ψ| = cos2(θ)|ϕ⟩⟨ϕ| + sin(θ) cos(θ)
(
|ϕ⟩⟨ϕ⊥| + |ϕ⊥⟩⟨ϕ|

)
+ sin2(θ)|ϕ⊥⟩⟨ϕ⊥| (C.16)

and thus, in the basis
{
|ϕ⟩, |ϕ⊥⟩

}
,

ψ − γϕ = |ψ⟩⟨ψ| − γ|ϕ⟩⟨ϕ| (C.17)

=

 cos2(θ) − γ sin(θ) cos(θ)

sin(θ) cos(θ) sin2(θ)

 . (C.18)

For a 2×2 matrix A, the following well known expression exists for its eigenval-

ues:

λ± =
1
2

(
Tr[A] ±

√
(Tr[A])2

− 4 det(A)
)
. (C.19)

In this case, we find that Tr[ψ − γϕ] = 1 − γ and det(ψ − γϕ) = −γ sin2(θ), so that

the eigenvalues of ψ − γϕ are given by

λ± =
1
2

(
1 − γ ±

√
(1 − γ)2 + 4γ sin2(θ)

)
(C.20)

=
1
2

(
1 − γ ±

√
(γ − 1)2 + 4γ (1 − F(ψ, ϕ))

)
(C.21)

=
1
2

(
1 − γ ±

√
(γ + 1)2

− 4γF(ψ, ϕ)
)
. (C.22)

Thus, there exist orthogonal state vectors |φ1⟩ and |φ2⟩ such that

ψ − γϕ = λ+φ1 + λ−φ2. (C.23)

Observe that λ+ ∈ [0, 1] and λ− ∈
[
−γ,− (γ − 1)

]
because F(ψ, ϕ) ∈ [0, 1]. Now

identifying λ1 = λ+ and λ2 = −λ−, we can write

ψ − γϕ = λ1φ1 − λ2φ2, (C.24)

and conclude that λ1 ∈ [0, 1] and λ2 ∈
[
γ − 1, γ

]
, as claimed.
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To prove the operator inequality in (C.11), consider that

A(ψ) − γA(ϕ) = A(ψ − γϕ) (C.25)

= A(λ1φ1 − λ2φ2) (C.26)

= λ1A(φ1) − λ2A(φ2) (C.27)

= λ1A(φ1) − γλ1A(φ2) + γλ1A(φ2) − λ2A(φ2) (C.28)

= λ1
[
A(φ1) − γA(φ2)

]
+

[
γλ1 − λ2

]
A(φ2) (C.29)

≤ λ1
[
A(φ1) − γA(φ2)

]
. (C.30)

The last inequality follows because γλ1 − λ2 ≤ 0 andA is a positive map, so that[
γλ1 − λ2

]
A(φ2) ≤ 0. Indeed, consider that

1 − γ = Tr[ψ − γϕ] = Tr[λ1φ1 − λ2φ2] = λ1 − λ2, (C.31)

which implies that

γλ1 − λ2 = γλ1 − λ1 + λ1 − λ2 (C.32)

= (γ − 1) λ1 + (1 − γ) (C.33)

= − (γ − 1) (1 − λ1) (C.34)

≤ 0. (C.35)

Here, we used the fact that γ ≥ 1 and λ1 ∈ [0, 1]. □

Remark 44 (Hockey-Stick Divergence for Pure States). For two pure states ψ and

ϕ and γ ≥ 1, their hockey-stick divergence is equal to

Eγ(ψ∥ϕ) =
1
2

( √
(γ + 1)2 − 4γF(ψ, ϕ) + 1 − γ

)
. (C.36)

This follows by considering the positive eigenvalue in (C.12) together with (C.13). Note

that with the above equality, it follows that the upper bound in Eq. (II.11) in [62] is

saturated for pure states.
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C.2 Datta–Leditzky Divergence

Proposition 44. Given a channelA, γ ≥ 1, and δ ∈ [0, 1), the following equality holds:

sup
ρ,σ

D
δ
(A(ρ)∥A(σ)) = sup

φ1⊥φ2

D
δ
(A(φ1)∥A(φ2)), (C.37)

where the optimization on the left-hand side is over all states ρ and σ and the optimiza-

tion on the right-hand side is over orthogonal pure states φ1 and φ2.

Proof. First, consider that the inequality

sup
ρ,σ

D
δ
(A(ρ)∥A(σ)) ≥ sup

φ1⊥φ2

D
δ
(A(φ1)∥A(φ2)) (C.38)

trivially holds due to the containment {(φ1, φ2) : φ1 ⊥ φ2} ⊂ {(ρ, σ)}. So it remains

to prove the opposite inequality:

sup
ρ,σ

D
δ
(A(ρ)∥A(σ)) ≤ sup

φ1⊥φ2

Eγ(A(φ1)∥A(φ2)). (C.39)

First, from the joint quasi-convexity of D
δ

(see [95, Eq. (67)]), it readily follows

that

sup
ρ,σ

D
δ
(A(ρ)∥A(σ)) ≤ sup

ψ,ϕ

D
δ
(A(ψ)∥A(ϕ)), (C.40)

so that it suffices to perform the optimization over pure states. As such, we now

prove that

sup
ψ,ϕ

D
δ
(A(ψ)∥A(ϕ)) ≤ sup

φ1⊥φ2

D
δ
(A(φ1)∥A(φ2)). (C.41)

By [95, Corollary 1], we have that

sup
ψ,ϕ

D
δ
(A(ψ)∥A(ϕ)) = sup

ψ,ϕ

ln sup
0≤W≤I,Tr[WA(ψ)]≥δ

Tr
[
WA(ψ)

]
− δ

Tr
[
WA(ϕ)

] (C.42)

= ln sup
ψ,ϕ

sup
0≤W≤I,Tr[A†(W)ψ]≥δ

Tr
[
A†(W)ψ

]
− δ

Tr
[
A†(W)ϕ

] . (C.43)
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Then consider that

sup
ψ,ϕ

D
δ
(A(ψ)∥A(ϕ)) = ln sup

ψ,ϕ

sup
0≤W≤I

Tr
[
A†(W)ψ

]
− δ

Tr
[
A†(W)ϕ

] : Tr
[
A†(W)ψ

]
≥ δ

 (C.44)

≤ ln sup
ψ,ϕ

sup
0≤W≤I

Tr
[
A†(W)ψ

]
− δ

Tr
[
A†(W)ϕ

] : λmax

(
A†(W)

)
≥ δ

 (C.45)

≤ ln sup
0≤W≤I

λmax

(
A†(W)

)
− δ

λmin
(
A†(W)

) : λmax

(
A†(W)

)
≥ δ

 (C.46)

where the first inequality follows by the implication Tr
[
A†(W)ψ

]
≥ δ =⇒

λmax

(
A†(W)

)
≥ δwith λmax(B) denoting the maximum eigenvalue of B; the last in-

equality follows by λmin(B) ≤ Tr[Bψ] ≤ λmax(B) for a state ψ with λmin(B) denoting

the minimum eigenvalue of B.

Next, observe that the upper bound in (C.46) is achieved by picking ψ and ϕ

to be the pure states formed by the eigenvectors corresponding to the maximum

and minimum eigenvalues of A†(W) for all W such that 0 ≤ W ≤ I. Also note

that these eigenvectors are orthogonal. With this, we conclude that (C.41) holds,

and then together with (C.38), we conclude the proof of the proposition. □

C.3 Proof of Proposition 28

Converse:

For allA ∈ Bε and ρ and σ states, by (5.98), we have

sup
A∈Bε,
ρ,σ∈D

D f (A(ρ)∥A(σ)) ≤ sup
A∈Bε,
ρ,σ∈D

f (eε) + eε f (e−ε)
eε + 1

T (ρ, σ) (C.47)

≤
f (eε) + eε f (e−ε)

eε + 1
, (C.48)

where the last inequality follows because T (ρ, σ) ≤ 1.
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Achievability: First we define the measurement channelM as

M(ω) B Tr[Mω]|0⟩⟨0| + Tr[(I − M)ω]|1⟩⟨1|, (C.49)

where M is a measurement operator (satisfying 0 ≤ M ≤ I) and ω is a quantum

state. We also define the classical binary symmetric channel Ap
BSC with the flip

parameter p ∈ [0, 1/2] as follows:

A
p
BSC(|0⟩⟨0|) = (1 − p)|0⟩⟨0| + p|1⟩⟨1|, (C.50)

A
p
BSC(|1⟩⟨1|) = (1 − p)|1⟩⟨1| + p|0⟩⟨0|. (C.51)

With that we consider the composite channel Ap
BSC ◦ M, and for the input state

ω we have

A
p
BSC ◦M(ω) = qω0 |0⟩⟨0| + qω1 |1⟩⟨1|, (C.52)

where

qω0 B (1 − p)Tr[Mω] + p(1 − Tr[Mω]) (C.53)

= p + (1 − 2p)Tr[Mω], (C.54)

qω1 B pTr[Mω] + (1 − p)(1 − Tr[Mω]) (C.55)

= p + (1 − 2p)(1 − Tr[Mω]). (C.56)

For states ρ and σ, we consider

qρ0
qσ0
− 1 =

qρ0 − qσ0
qσ0

(C.57)

=
p + (1 − 2p)Tr[Mρ] − (p + (1 − 2p)Tr[Mσ])

p + (1 − 2p)Tr[Mσ]
(C.58)

≤
(1 − 2p)Tr[M(ρ − σ)]

p
(C.59)

≤
(1 − 2p)T (ρ, σ)

p
(C.60)

≤
1 − 2p

p
, (C.61)
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where the first equality follows since (1 − 2p)Tr[Mσ] ≥ 0 when p ∈ [0, 1/2];

second inequality follows due to T (ρ, σ) = sup0≤M≤I Tr[M(ρ − σ)]; and the last

inequality by T (ρ, σ) ≤ 1.

With that, we arrive at
qρ0
qσ0
≤

1
p
− 1. (C.62)

Now, we choose p = 1/(eε + 1); then we see that

qρ0
qσ0
≤

1
p
− 1 = eε. (C.63)

Similarly, we can show that

qρ1
qσ1
≤

1
p
− 1 = eε (C.64)

by using the fact that

qω1 = p + (1 − 2p)Tr[(I − M)ω] (C.65)

and following analogous proof arguments as in (C.57).

With that, we show the following: for all ρ and σ with p = 1/(eε + 1),

Eeε
(
A

p
BSC ◦M(ρ)∥Ap

BSC ◦M(σ)
)

= Tr
[
(Ap

BSC ◦M(ρ) − eεAp
BSC ◦M(σ))+

]
(C.66)

= Tr
[(

(qρ0 − eεqσ0 )|0⟩⟨0| + (qρ1 − eεqσ1 )|1⟩⟨1|
)
+

]
(C.67)

= max{0, qρ0 − eεqσ0 }Tr[|0⟩⟨0|] +max{0, qρ1 − eεqσ1 }Tr[|1⟩⟨1|] (C.68)

= max{0, qρ0 − eεqσ0 } +max{0, qρ1 − eεqσ1 } (C.69)

= 0, (C.70)

where the last equality follows by using (C.64) and (C.65).
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Then we conclude that

sup
ρ,σ∈D

Eeε
(
A

p
BSC ◦M(ρ)∥Ap

BSC ◦M(σ)
)
= 0, (C.71)

so thatAp
BSC ◦M ∈ B

ε satisfies ε-QLDP with p = 1/(eε + 1) by (5.8).

Let us consider the special case in which ρ′ and σ′ are orthogonal states.

Then choose M = Πρ′ , which is the projection onto the support of the state ρ′.

With that choice

Tr[Mρ′] = 1 and Tr[Mσ′] = 0. (C.72)

For states ρ′ and σ′, then we have

qρ
′

0 = 1 − p, (C.73)

qσ
′

0 = p. (C.74)

With that, we define two binary classical distributions as follows: ω ∈ {ρ′, σ′}

qω B qω0 |0⟩⟨0| + (1 − qω0 )|1⟩⟨1|. (C.75)

Recall that for classical discrete distributions p and q, f -divergences can be

written as

D f (p∥q) B
∑

x

q(x) f
(

p(x)
q(x)

)
(C.76)

=

∫ ∞

1
f ′′(γ)Eγ(p∥q) + γ−3 f ′′(γ−1)Eγ(q∥p) dγ. (C.77)

For this setting, we have

D f

(
A

p
BSC ◦M(ρ′)∥Ap

BSC ◦M(σ′)
)
= D f (qρ

′

∥qσ
′

) (C.78)

=
∑

x∈{0,1}

qσ
′

x f
 qρ

′

x

qσ′x

 (C.79)

= p f
(
1 − p

p

)
+ (1 − p) f

(
p

1 − p

)
(C.80)

=
1

eε + 1
f (eε) +

eε

eε + 1
f (e−ε), (C.81)
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where the last equality follows by substituting p = 1/(eε + 1).

This then leads to

1
eε + 1

f (eε) +
eε

eε + 1
f (e−ε) = D f

(
A

p
BSC ◦M(ρ′)∥Ap

BSC ◦M(σ′)
)
≤ sup

A∈Bε,
ρ,σ∈D

D f (A(ρ)∥A(σ)) ,

(C.82)

by recalling thatAp
BSC ◦M ∈ B

ε.

Finally, we conclude the proof by combining (C.48) and (C.82).

C.4 Sample Complexity in the Low-Privacy Regime

In this appendix, we prove Proposition 30. We use the following shorthand:

d2
B(ρ, σ) B

[
dB(ρ, σ)

]2 . (C.83)

Let ρ and σ be states with dimension d. Let M be the measurement channel

comprised of the POVM formed by the eigenbasis of ρ#σ−1 with k ≤ d POVM el-

ements, where A#B denotes the matrix geometric mean of positive semi-definite

operators A and B. It is defined for A and B positive definite operators as

A#B B A1/2
(
A−1/2BA−1/2

)1/2
A1/2. (C.84)

and as limε→0+(A + εI)#(B + εI) in the more general case when A and B are pos-

itive semi-definite. With that measurement (POVM) achieving fidelity [49] and

recalling (2.5), we have

d2
B(ρ, σ) = d2

B(M(ρ),M(σ)) . (C.85)

Also recall that [
T (ρ, σ)

]2
≤ d2

B(ρ, σ) ≤ 2T (ρ, σ). (C.86)
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Fix p = 2/(eε + 1) and d = 2. Also choose A B Ap
Dep ◦ M ∈ B

ε. With these in

hand, consider that

d2
B(A(ρ),A(σ)) ≥

[
T (A(ρ),A(σ))

]2 (C.87)

= (1 − p)2 [
T (M(ρ),M(σ))

]2 (C.88)

≥
(1 − p)2

4

[
d2

B(M(ρ),M(σ))
]2

(C.89)

≥
1
4

d2
B(M(ρ),M(σ)) min

{
1, (1 − p)2d2

B(M(ρ),M(σ))
}

(C.90)

=
1
4

d2
B(ρ, σ) min

{
1, (1 − p)2d2

B(ρ, σ)
}
, (C.91)

where the last equality follows from (C.85).

This leads to the inequality

d2
B(A(ρ),A(σ)) ≥

1
4

d2
B(ρ, σ) (C.92)

if

(1 − p)2 ≥
1

d2
B(ρ, σ)

. (C.93)

By data processing, for allA ∈ Bε, we have

d2
B(A(ρ),A(σ)) ≤ d2

B(ρ, σ). (C.94)

Combining both these bounds, we have

1
d2

B(ρ, σ)
≤ inf
A∈Bε

1
d2

B(A(ρ),A(σ))
≤

4
d2

B(ρ, σ)
(C.95)

if (
eε − 1
eε + 1

)2

≥
1

d2
B(ρ, σ)

. (C.96)

Then under this constraint on ε, together with (6.9) and (6.11) we have that

SCε
(ρ,σ) = Θ

(
1

d2
B(ρ, σ)

)
. (C.97)
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Next, we consider the case where ρ and σ are general quantum states. Recall

that k is the number of POVM elements formed by the eigenbasis of ρ#σ−1. Let

N be a classical channel with input dimension k and output dimension two. By

applying [106, Corollary 3.4] and considering thatM′ = N◦M is a two-outcome

measurement channel, we have that

1 ≤
d2

B(M(ρ),M(σ))
d2

B(M′(ρ),M′(σ))
≤ 1800 max

{
1,

min{k, k′}
2

}
, (C.98)

where k′ B ln
(
4/d2

B(ρ, σ)
)
.

With the choiceA′ B Ap
Dep◦M

′ and p = 2/(eε+1) following a similar approach

as done from (C.87)-(C.90), we find that

d2
B
(
A′(ρ),A′(σ)

)
≥

[
T
(
A′(ρ),A′(σ)

)]2 (C.99)

= (1 − p)2 [
T
(
M′(ρ),M′(σ)

)]2 (C.100)

≥
(1 − p)2

4

[
d2

B
(
M′(ρ),M′(σ)

)]2
(C.101)

≥
(1 − p)2

4(1800)2Lk,k′

[
d2

B(ρ, σ)
]2

(C.102)

≥
1

4(1800)2Lk,k′
d2

B(ρ, σ) min
{
1, (1 − p)2d2

B(ρ, σ)
}
, (C.103)

where Lk,k′ is defined in (6.51).

If (1 − p)2 ≥ 1/d2
B(ρ, σ), then we have that

d2
B
(
A′(ρ),A′(σ)

)
≥

1
4(1800)2Lk,k′

d2
B(ρ, σ) . (C.104)

This leads to

1
d2

B(ρ, σ)
≤ inf
A∈Bε

1
d2

B(A(ρ),A(σ))
≤

4(1800)2Lk,k′

d2
B(ρ, σ)

. (C.105)

Again together with (6.9) and (6.11), we conclude the proof.

225



C.5 Proof of the Lower Bound in Remark 36

In this appendix, we prove the lower bound given in (6.54).

First, we prove the following:

pe(ρ, σ, p, q) ≥ 2 min{p, q} pe(ρ, σ, 1/2, 1/2) (C.106)

To obtain that, consider the following chain of relations:

pe(ρ, σ, p, q)

= min
M1,M2≥0:
M1+M2=I

p Tr[M2ρ] + q Tr[M1σ] (C.107)

≥ 2 min{p, q} min
M1,M2≥0:
M1+M2=I

1
2

Tr[M2ρ] +
1
2

Tr[M1σ] (C.108)

= 2 min{p, q} pe(ρ, σ, 1/2, 1/2). (C.109)

Let the fixed error probability be α. Then, in the private setting choose Ai ∈ B
ε

for all i ∈ {1, . . . , n}. With that we have

α ≥ pe(A1(ρ) ⊗ · · · ⊗ An(ρ),A1(σ) ⊗ · · · ⊗ An(σ), p, q) (C.110)

≥ 2 min{p, q} pe(A1(ρ) ⊗ · · · ⊗ An(ρ),A1(σ) ⊗ · · · ⊗ An(σ), 1/2, 1/2) (C.111)

= min{p, q}
(
1 −

1
2
∥A1(ρ) ⊗ · · · ⊗ An(ρ) −A1(σ) ⊗ · · · ⊗ An(σ)∥1

)
. (C.112)

Rearranging the last inequality yields the following:

T (A1(ρ) ⊗ · · · ⊗ An(ρ),A1(σ) ⊗ · · · ⊗ An(σ)) ≥ 1 −
α

min{p, q}
C β. (C.113)

Applying Pinsker’s inequality, we get

D(A1(ρ) ⊗ · · · ⊗ An(ρ)∥A1(σ) ⊗ · · · ⊗ An(σ))

≥ 2
[
T (A1(ρ) ⊗ · · · ⊗ An(ρ),A1(σ) ⊗ · · · ⊗ An(σ))

]2 . (C.114)
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Together with the former, consider that

2β2 ≤ D(A1(ρ) ⊗ · · · ⊗ An(ρ)∥A1(σ) ⊗ · · · ⊗ An(σ)) (C.115)

=

n∑
i=1

D(Ai(ρ)∥Ai(σ)) (C.116)

≤

n∑
i=1

ε
eε − 1
eε + 1

T (ρ, σ) (C.117)

≤ nε
eε − 1
eε + 1

T (ρ, σ), (C.118)

where the first equality follows from the additivity of quantum relative entropy

and the first inequality follows from Proposition 25 with the assumptionA ∈ Bε.

Thus, by rearranging the terms, we conclude the proof of the lower bound

in (6.54).

C.6 Other Variants of QLDP and Relation to ε-QLDP

In Chapter 6, we discussed the impact of privacy imposed by ε-QLDP with

δ = 0 on the sample complexity of private quantum hypothesis testing. Next,

we show several relations between ε′-QLDP and (ε, δ)-QLDP framework when

δ > 0, so that we may use the derived results from Section 6.2.2 to infer about

the impact of privacy imposed by (ε, δ)-QLDP mechanisms.

From [95, Lemma 5], we have that (ε + δ, 0)-QLDP implies that (ε, δ′)-QLDP,

where

δ′ B 1 −
eε + 1

eε+δ + 1
. (C.119)

However, in this case δ′ is dependent on ε. Next, we show another relation

between the two frameworks without this dependence.
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Proposition 45. EveryA that satisfies (ε+ δ, 0)-QLDP also satisfies (ε, δ)-QLDP. i.e.,

(ε + δ, 0)−QLDP =⇒ (ε, δ)−QLDP. (C.120)

Proof. Proof follows analogous to the proof of one implication of [2, Lemma 5]

established for classical differential privacy. Fix 0 ≤ M ≤ I and assume that A

satisfies (ε, δ)-QLDP. Then, consider

Tr
[
MA(ρ)

]
≤ eε+δTr[MA(σ)] (C.121)

= eεeδTr[MA(σ)] + eεTr[MA(σ)] − eεTr[MA(σ)] (C.122)

= eεTr[MA(σ)] + (eδ − 1)eεTr[MA(σ)] . (C.123)

If eεTr[MA(σ)] + δ ≥ 1, then the following holds:

Tr
[
MA(ρ)

]
≤ 1 ≤ eεTr[MA(σ)] + δ. (C.124)

Now assuming eεTr[MA(σ)] + δ < 1, we have eεTr[MA(σ)] < (1 − δ). With this,

consider

(eδ − 1)eεTr[MA(σ)] ≤ (eδ − 1)(1 − δ) (C.125)

≤ (eδ − 1)e−δ (C.126)

= 1 − e−δ (C.127)

≤ δ, (C.128)

where the second and the last inequality follows from 1−x ≤ e−x for all x ∈ R. □

With the above implication together with Theorem 8, we have

SCε,δ
(ρ,σ) B inf

A∈Bε,δ
SCA(ρ,σ) ≤ inf

A∈Bε+δ
SCA(ρ,σ) ≤

2 ln
( √

pq
α

)(
(eε+δ + 1)

(eε+δ − 1)T (ρ, σ)

)2 , (C.129)

whereBε,δ is the set of all (ε, δ)-QLDP mechanisms. First inequality there follows

from (ε + δ, 0)-QLDP mechanisms are (ε, δ)-QLDP from Proposition 45, which
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makes the latter a larger set of mechanisms. The second inequality follows from

the upper bound in Theorem 8.

Inspired by [70, Lemma 3.2] for classical differential privacy, next we show

that (ε, δ)-QLDP mechanism also implies (ε′, 0)-QLDP for another mechanism

that depends on the original mechanism.

Proposition 46. Let A satisfy (ε, δ)-QLDP. Then, there exists A′ such that

T (A(ω),A′(ω)) ≤ η for η ∈ [0, 1]A′ satisfies (ε′, 0)-QLDP, where

ε′ B ε + ln
(
1 +

dδ
η

e−ε
)

(C.130)

with d being the dimension of the Hilbert spaceH .

Proof. ChooseA′ = Aη
Dep ◦ A such that

A′(ω) = (1 − η)A(ω) + η
I
d
, (C.131)

for η ∈ (0, 1). For that choice,

T
(
A(ω),A′(ω)

)
= ηT

(
A(ω),

I
d

)
(C.132)

≤ η, (C.133)

where the last inequality follows from the normalized trace distance being

bounded from above by one.

Since A satisfies (ε, δ)-QLDP and due to the data-processing property of

QLDP mechanisms, A′ also satisfies (ε, δ)-QLDP. This leads to the following

inequality for all 0 ≤ M ≤ I and states ρ, σ:

Tr
[
MA′(ρ)

]
≤ eεTr

[
MA′(σ)

]
+ δ. (C.134)
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By choosing a rank one projection P, we obtain the above inequality by re-

placing M with P. For that choice we have

Tr
[
PA′(σ)

]
= Tr

[
P

(
(1 − η)A(σ) + η

I
d

)]
(C.135)

= (1 − η)Tr[PA(σ)] +
ηTr[P]

d
(C.136)

≥
η

d
, (C.137)

where the last inequality follows from (1 − η)Tr[PA(σ)] ≥ 0 and Tr[P] = 1.

Now, let us consider

Tr
[
PA′(ρ)

]
≤ eεTr

[
PA′(σ)

]
+ δ (C.138)

= eεTr
[
PA′(σ)

]
+

dδ
η
×
η

d
(C.139)

≤ eεTr
[
PA′(σ)

]
+

dδ
η

Tr
[
PA′(σ)

]
(C.140)

=

(
eε +

dδ
η

)
Tr

[
PA′(σ)

]
, (C.141)

where the penultimate inequality follows from (C.137).

The above holds for all rank-one projections. For M = 0, the above inequality

holds trivially. We can write a general measurement 0 < M ≤ I using spectral

theorem as M =
∑

i λiPi with λi > 0 and Pi for all i are rank one projections.

Having Tr
[
PiA

′(ρ)
]
≤

(
eε + dδ

η

)
Tr[PiA

′(σ)] for all i, then multiplying both sides

by λi, and summing over all i, we arrive at∑
i

λiTr
[
PiA

′(ρ)
]
≤

(
eε +

dδ
η

)∑
i

λiTr
[
PiA

′(σ)
]
. (C.142)

This is equivalent to

Tr
[
MA′(ρ)

]
≤

(
eε +

dδ
η

)
Tr

[
MA′(σ)

]
, (C.143)

proving thatA′ satisfies (ε′, 0)-QLDP with

ε′ B ln
(
eε +

dδ
η

)
. (C.144)
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Simplifying the above with the identity ln(ab) = ln(a)+ ln(b) for positive a and b,

provides the desired result concluding the proof. □

However, it is not quite clear how to use Proposition 46 directly to obtain

a lower bound on the sample complexity of quantum hypothesis testing under

(ε, δ)-QLDP. We leave this as an open question.
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