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With the surging interest in quantum and hybrid classical-quantum sys-
tems, ensuring the privacy of generated quantum data is essential. Quantum
differential privacy (QDP) has been introduced to ensure privacy for quantum
states. However, the versatility of QDP is limited. We introduce a flexible pri-
vacy framework for quantum systems termed as Quantum PP (QPP). We show
that QPP is captured exactly by an information-spectrum divergence, endowing
the latter with its first operational interpretation. Then this divergence is used
to study properties of QPP mechanisms, showcasing distinctions that arise in
the quantum setting compared to the classical setting. We introduce the first
algorithms that can be used to audit for privacy given a mechanism, which fa-
cilitates new approaches with the access to quantum devices. We analyse how
the QPP framework provides better privacy-utility tradeoffs with the flexibility
to incorporate application-specific criteria. To provide further insights on QPP,
we comprehensively study measured hockey-stick divergences that find opera-
tional interpretation in the QPP framework as optimal privacy parameters.

Studying statistical problems under privacy constraints is vital for under-
standing the price that we have to pay to ensure privacy. To this end, the con-
traction of statistical measures and divergences under privacy constraints is an
important technical tool. However, in the quantum setting, this area of research
is largely unexplored even for fundamental statistical tasks. We characterize the

contraction of quantum divergences under a local variant of quantum privacy,



which enables this field of study. We completely characterize the privatized
contraction coefficient of the trace distance, among others. Next, we utilize the
information-theoretic tools developed to study statistical tasks under privacy
constraints. To this end, we characterize the cost of privacy in quantum hypoth-
esis testing and learning expectation of observables while ensuring privacy of
quantum states.

In sum, this thesis lays a theoretical foundation for ensuring the privacy of
quantum data by introducing flexible privacy frameworks tailored to quantum
systems. It also evaluates the tradeoffs involved in maintaining privacy during
the testing and learning of properties of quantum data, offering information-

theoretic tools to study statistical tasks under privacy constraints.
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CHAPTER 1
INTRODUCTION

1.1 Introduction

With the exponential increase in personal data shared online and recent ad-
vancements in data mining techniques, privacy concerns have become more
pressing than ever. Statistical privacy frameworks seek to address these threats
in a principled manner, subject to formal guarantees [56]. Differential pri-
vacy (DP) [40] is a popular framework that preserves the privacy of individ-
ual records while enabling aggregate queries about a database (see Defini-
tion 3). However, DP only deals with one type of private information (individ-
ual records modeled by rows of the database) and does not allow to incorporate
domain knowledge into the framework. To address these limitations, a versatile

generalization of DP called Pufferfish Privacy (PP) was proposed in [77].

PP allows for customizing which information is regarded as private and ex-
plicitly integrates distributional assumptions into the definition [77,121, 143]
(see Definition 4). PP has found use in several applications, including smart
metering [17, 74] and trajectory monitoring with location tracking [81, 141].
Information-theoretic formulations of classical DP and PP have been proposed

in [27] and [92], respectively.
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Figure 1.1: 2022-2033 salary data in four departments: HR, IT, PR, R&D. The
goal is to publish the average 2023 salary in each department (the average of
the blue cells) while hiding whether the number raises (marked by red frames)
is < 2 corresponding to g(-) = 0 or > 2 corresponding to g(-) = 1. The average
2022 salaries (yellow cells) are public knowledge [92, Figure 1]

1.1.1 Pufferfish Privacy

Let us study the following example (with classical data) to identify the distinc-
tions between DP and PP frameworks given in [92, Figure 1]. Consider salary
data from 2022-2023 at a company with four departments: HR, IT, PR, and
R&D. The company wants to publish the average 2023 salary in each depart-
ment while concealing whether more or less than m employees got a raise. The
average salaries from 2022 are publicly available. More formally, the goal is

to publish f(x) = iZ?: , X(i,2023) while privatizing whether g(x) = 14,, where



An = {l{i + x(,2022) < x(i,2023)}| > m}, x € X := {HR,IT,PR,R&D}, and x(i, j) is
the salary of the ith employee during year jin department x. The average salary
from 2022, i.e., w(x) = % ey X(1,2022)), is public knowledge. See Fig. 1.1 for an

instance of the described scenario (n = 4 and m = 2).

DP operates by making any pair of neighboring databases indistinguish-
able, with the definition of neighbors being up to the privacy mechanism de-
signer. In the scenario above, one may apply a DP-based approach by pair-
ing as neighbors every two departments between which there is a difference
in the function value g (whether the number of employees getting a raise is
more than m). For the example from Fig. 1.1, this amounts to the set of pairs
{(HR,PR), (HR,R&D), (IT, PR), (IT, R&D)} (marked by the dashed purple arrows
in the figure). However, by following this approach, we guarantee a stricter
privacy requirement than necessary. Indeed, upon observing the privatized
version of the published query f and assuming w is publicly known, we only
need to make the sets g7'(0) = {PR,R&D} and g~'(1) = {HR, IT} indistinguishable
(marked by the solid dark cyan arrow in Fig. 1.1). The benefit of targeting this
relaxed notion of privacy is that it enables us to achieve improved accuracy and
utility. The PP framework is designed to do just that, by enabling full customiza-
tion of the events that are regarded as private. In addition, PP allows integrating
into the framework domain knowledge on the distribution over databases; by
considering the set of all possible distributions, this reduces to the worst-case

requirement of DP.



1.1.2 Privacy for Quantum Data

The surging interest in quantum and hybrid classical-quantum systems has
sparked a parallel interest in their application for decision-making tasks. With
that, it is essential to ensure the privacy of quantum states in a similar vein
to classical data. Quantum differential privacy (QDP) has been recently intro-
duced to ensure privacy for quantum states [1,62,144]. However, as explained

in the classical setting, the versatility of QDP is limited.

In this thesis, we work towards designing flexible privacy frameworks for
quantum systems while incorporating features of quantum systems and identi-

tying whether these privacy frameworks satisfy desired properties.

In Chapter 3, we propose a versatile privacy framework for quantum sys-
tems, termed quantum pufferfish privacy (QPP). Inspired by classical puffer-
tish privacy, our formulation generalizes and addresses limitations of quan-
tum differential privacy by offering flexibility in specifying private informa-
tion, feasible measurements, and domain knowledge. We show that QPP can
be equivalently formulated in terms of the Datta-Leditzky information spec-
trum divergence, thus providing the first operational interpretation thereof. We
reformulate this divergence as a semi-definite program and derive several prop-
erties of it, which are then used to prove convexity, composability, and post-
processing of QPP mechanisms. Parameters that guarantee QPP of the depo-
larization mechanism are also derived. We analyze the privacy-utility tradeoff
of general QPP mechanisms and, again, study the depolarization mechanism as
an explicit instance. The QPP framework is then applied to privacy auditing for
identifying privacy violations via a hypothesis testing pipeline that leverages

quantum algorithms.



Chapter 3 is based on [95]:

T. Nuradha, Z. Goldfeld, and M. M. Wilde, “Quantum Pufferfish Privacy-
A Flexible Privacy Framework for Quantum Systems”, in IEEE Transac-

tions on Information Theory, August 2024, doi: 10.1109/TIT.2024.3404927.

1.1.3 Information-Theoretic Quantities to Analyze Privacy

In Chapter 3, we show that a special class of QPP framework, when the ad-
versary is allowed to use all possible measurements, can be equivalently for-
mulated in terms of the Datta-Leditzky information spectrum divergence. This
connection provides approaches to prove that the QPP framework satisfies the
desired properties. This approach cross-fertilizes two fields, namely quantum
information theory and privacy. In particular, this enables identifying opera-
tional interpretations of quantum information-theoretic quantities (the first op-
erational interpretation of Datta-Leditzky divergence) and, in return, provides
interesting behaviours of operational tasks such as privacy (e.g., how privacy

degrades when composing multiple quantum private mechanisms).

In Chapter 4, we expand the connection between quantum information-
theoretic tools and QPP further. The hockey-stick divergence is a fundamental
quantity characterizing several statistical privacy frameworks that ensure pri-
vacy for classical and quantum data. In such quantum privacy frameworks, the
adversary is allowed to perform all possible measurements. However, in prac-
tice, there are typically limitations to the set of measurements that can be per-
formed. To this end, we comprehensively analyze the measured hockey-stick

divergence under several classes of practically relevant measurement classes.



We prove several of its properties, including data processing and convexity.
We show that it is efficiently computable by semi-definite programming for
some classes of measurements and can be analytically evaluated for Werner and
isotropic states. Notably, we show that the measured hockey-stick divergence
characterizes optimal privacy parameters in the QPP framework. With this con-
nection and the developed technical tools, we enable methods to quantify and
audit privacy for several practically relevant settings. Lastly, we introduce the
measured hockey-stick divergence of channels and explore its applications in

ensuring privacy for channels.

Chapter 4 is based on [97]:

T. Nuradha, V. Singh, M. M. Wilde. "Measured Hockey-Stick Divergence
and its Applications to Quantum Pufferfish Privacy”. arXiv:2501.12359

(Accepted to International Symposium of Information Theory- ISIT 2025).

1.1.4 Statistical Tasks under Privacy Constraints

A quantum generalized divergence by definition satisfies the data-processing
inequality; as such, the relative decrease in such a divergence under the action
of a quantum channel is at most one. This relative decrease is formally known
as the contraction coefficient of the channel and the divergence. Interestingly,
there exist combinations of channels and divergences for which the contraction
coefficient is strictly less than one. Furthermore, understanding the contrac-
tion coefficient is fundamental for the study of statistical tasks under privacy
constraints. However, finding exact characterizations of contraction coefficients

of quantum divergences and studying statistical tasks under quantum privacy



constraints are still largely unexplored.

To this end, in Chapter 5, we establish upper bounds on contraction coef-
ticients for the hockey-stick divergence under privacy constraints, where pri-
vacy is quantified with respect to the quantum local differential privacy (QLDP)
framework, and we fully characterize the contraction coefficient for the trace
distance under privacy constraints. Next, in Chapter 6, we apply our find-
ings to establish bounds on the sample complexity of quantum hypothesis test-
ing under privacy constraints and learning expectation values with privatized
quantum states. Furthermore, we study various scenarios in which the sample
complexity bounds are tight, while providing order-optimal quantum channels
that achieve those bounds. With this, we characterize the cost of privacy in the

setting of hypothesis testing and learning.

Chapter 5 and Chapter 6 are primarily based on [99]:

T. Nuradha and M. M. Wilde, "Contraction of Private Quantum Channels
and Private Quantum Hypothesis Testing”, in IEEE Transactions on Infor-

mation Theory, March 2025, doi: 10.1109/T1T.2025.3527859.



1.2 Other Ph.D. Research Projects

In addition to the research publications featured in this thesis in detail, I also

co-authored the following papers during my doctoral studies.

1. T. Nuradha, and Z. Goldfeld, “Pufferfish Privacy: An Information-
Theoretic Study”, in IEEE Transactions on Information Theory, Nov. 2023,
doi: 10.1109/TIT.2023.3296288. [93]

To address the limitations of differential privacy, Pufferfish Privacy (PP)
was proposed, yet its flexibility comes with additional challenges in anal-
ysis and deriving mechanisms. We circumvent this impasse by propos-
ing a new structured PP framework along with a natural information-
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mutual information PP, in terms of conditional mutual information be-
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Bivariate classical fidelity (also known as Bhattacharya distance) is a
widely used measure of similarity between two probability distributions.
There exist a few extensions of the notion of similarity to more than two
probability distributions. Hitherto, quantum generalizations of multivari-
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we introduce several multivariate quantum fidelities, show that they sat-
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In this work, we study the sample complexity of quantum hypothesis
testing (QHT), wherein the goal is to determine the minimum number
of samples needed to reach a desired error probability. We characterize
the sample complexity of binary QHT in the symmetric and asymmetric
settings, and we provide bounds on the sample complexity of multiple
QHT. We also outline how the sample complexity of QHT is relevant to a
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fundamental concepts, including quantum algorithms for simulation and
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Mutual information (MI) is a fundamental measure of dependence be-
tween random variables. Sliced MI (SMI) was introduced as a surrogate
dependence measure that preserves much of the classic structure of MI
while being more scalable for computation and estimation in high dimen-
sions. In this work, we provide a multifaceted account of how SMI it-
self and estimation rates thereof depend on the ambient dimension, un-
der a broader framework termed k-SMI, which considers projections to
k-dimensional subspaces. We derive sharp bounds on the error of Monte
Carlo (MC)-based estimates of k-SMI and combine the MC integrator with
the neural estimation framework to provide an end-to-end k-SMI estima-

tor, for which optimal convergence rates are established.

6. V. Singh, T. Nuradha, M. M. Wilde. “Extendible quantum measurements
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In this work, we generalize the framework of unextendibility to quantum
measurements and define k-extendible measurements for every integer
k > 2. Our definition provides a hierarchy of semidefinite constraints that
specify a set of measurements containing every measurement that can be
realized by local operations and one-way classical communication. Fur-
thermore, the set of k-extendible measurements converges to the set of
measurements that can be realized by local operations and one-way clas-

sical communication as k — oo.

7. 1. George, C. Hirche, T. Nuradha, M. M. Wilde. “Quantum Doeblin Coef-
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The Doeblin coefficient of a classical channel provides an efficiently com-
putable upper bound on the total-variation contraction coefficient of the
channel. Here, we investigate quantum Doeblin coefficients by defining
various new quantum Doeblin coefficients and analysing their properties.
We also develop various interpretations of two of these quantum Doeblin
coefficients, including representations as minimal singlet fractions, exclu-
sion values, among others. We also show how our findings provide in-
sights on limitations on quantum learning algorithms that use parame-
terized quantum circuits (noise-induced barren plateaus), on error mitiga-
tion protocols, and on the sample complexity of noisy quantum hypothesis

testing.

. H. Westerheim, J. Chen, Z. Holmes, 1. Luo, T. Nuradha, D. Patel, S. Rethi-
nasamy, K. Wang, and M. M. Wilde, “Dual-VQE: A quantum algorithm to
lower bound the ground-state energy”, 2023, arXiv:2312.03083. [136]

The variational quantum eigensolver (VQE) is a hybrid quantum-classical
variational algorithm that produces an upper-bound estimate of the
ground-state energy of a Hamiltonian. In this work, we propose a dual
variational quantum eigensolver (dual-VQE) that produces a lower-bound
estimate of the ground-state energy. As such, VQE and dual-VQE can
serve as quality checks on their solutions; in the ideal case, the VQE up-
per bound and the dual-VQE lower bound form an interval containing the

true optimal value of the ground-state energy.

. J. Chen, H. Westerheim, Z. Holmes, I. Luo, T. Nuradha, D. Patel, S.
Rethinasamy, K. Wang, and M. M. Wilde, “QSlack: A slack-variable

approach for variational quantum semi-definite programming”, 2023,
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arXiv:2312.03830. [20]

Solving optimization problems is a key task for which quantum com-
puters could possibly provide a speedup over the best-known classical
algorithms. We propose the QSlack method for estimating the optimal
values of semi-definite programs (SDP). QSlack works by introducing
slack variables to transform inequality constraints to equality constraints,
transforming a constrained optimization to an unconstrained one via the
penalty method, and replacing the optimizations over all possible non-

negative variables by optimizations over parameterized quantum states.

1.3 Organization

This thesis is organized as follows. First, in Chapter 2, we establish the notations
that we use and the background about privacy frameworks. Next, in Chapter 3,
we propose a flexible privacy framework for quantum systems while analyzing
desired properties, mechanisms, and providing operational interpretations to
quantum information-theoretic quantities. Then, in Chapter 4, we define mea-
sured hockey-stick divergences and show how they find use in the analysis of
flexible quantum privacy frameworks. Furthermore, we study how the contrac-
tion of quantum divergences behaves with the privacy constraints imposed by
quantum local differential privacy in Chapter 5. Then, in Chapter 6, we utilize
those tools developed on contraction of divergences to study the impact of pri-
vacy in statistical learning tasks, including hypothesis testing of quantum states
and learning expectation of observables with access to only privatized quantum
states. Finally, in Chapter 7, we summarize the main contributions of this thesis

and state some potential future directions in the scope of the study of this thesis.
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CHAPTER 2
PRELIMINARIES AND BACKGROUND

In this chapter, we present the notation used throughout the thesis while
providing background on concepts related to existing privacy frameworks for

classical and quantum systems.

2.1 Notations and Quantum Divergences

2.1.1 Notation

Sets are denoted by calligraphic letters, e.g., X. For k,n € N, we use X to
denote the database space of n X k matrices; columns correspond to different
attributes, while rows correspond to different individuals. The (i, j)th entry of
x € X™* is denoted as x(i, j). The ith row and jth column of x are denoted by
x(i,-) and x(-, j), respectively. We denote by (Q2, 7, P) the underlying probability
space on which all random variables (RVs) are defined, with E designating ex-
pectation. RVs are denoted by uppercase letters, e.g., X, with Py representing
the corresponding probability law. For X ~ Px, we interchangeably use supp(X)
and supp(Px) for the support. The joint law of (X, Y) is denoted by Pxy, while Pyx
designates the (regular) conditional probability of ¥ given X. Conventions for
n X k-dimensional random variables are the same as for deterministic elements.
The space of all Borel probability measures on S € R? is denoted by P(S). The
Kullback-Leibler (KL) divergence between P, Q € P(X) with P < Q (absolutely
continuous) is given by D(P||Q) = Ep[ln(j—g)] , Where j—g is the Radon-Nikodym

derivative of P with respect to Q. For (X,Y) ~ Pxy, the mutual information be-
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tween X and Y is denoted by I(X;Y) := D(Pxyl|Px ® Py).

We now review basic concepts from quantum information theory and refer
to [75,137] for more details. A (classical or quantum) system R is identified with
a finite-dimensional Hilbert space H. We denote the set of linear operators
acting on Hg by L(Hg). The support of a linear operator X € L(Hy) is defined
to be the orthogonal complement of its kernel, and it is denoted by supp(X). Let
T(C) denote the transpose of C. The partial transpose of C € L(Hs ® Hg) on
the subsystem A is represented as T,(C). Let Tr[C] denote the trace of C, and
let Tr4[C] denote the partial trace of C over the subsystem A. The trace norm of
a matrix B is defined as ||B||; = Tr[ \/ﬁ] For operators A and B, the notation
A > Bindicates that A — B is a positive semi-definite (PSD) operator, while A > B

indicates that A — B is a positive definite operator.

A quantum state pg € L(Hg) on R is a PSD, unit-trace operator acting on Hx.
We denote the set of all density operators in L(Hg) by D(Hg). A state pg of rank
one is called pure, and we may choose a normalized vector |y) € Hy satistying
Ppr = ¥Xyl in this case. Otherwise, pg is called a mixed state. By the spectral
decomposition theorem, every mixed state can be written as a convex combi-
nation of pure, orthogonal states. A quantum channel N : L(H,) — L(Hp) is
a linear, completely positive and trace-preserving (CPTP) map from L(H,) to
L(Hp). We denote the adjoint of N by N. A measurement of a quantum system
R is described by a positive operator-valued measure (POVM) {M,},cy, which is
defined to be a collection of PSD operators satisfying .y M, = Iy, where Y is
a finite alphabet. The Born rule dictates that, after applying the above POVM to

p € D(Hpg), the probability of observing the outcome y is given by TI‘[Myp].
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2.1.2 Quantum Divergences

We define several quantum divergences that will be used throughout this thesis.

Definition 1 (Generalized Quantum Divergence). We call a distinguishability mea-
sure D(:||-) a generalized divergence [119] if it satisfies the data-processing inequality;

i.e., for every channel N, state p, and PSD operator o,
D(pllc) =2 DIN(p)IN(0)). (2.1)
Definition 2 (Glossary of Divergences and Information Measures). We define

several quantum divergences as follows.

1. The normalized trace distance between the states p and o is defined as

1
T(o.0) = Sllp = ol (2.2)

It generalizes the total-variation distance between two probability distributions.

2. Fory > 0, the quantum hockey-stick divergence is defined as [99,119]

Ey(pllo) = Tr[(p - yo) ] = (1 = y)s, (2.3)

where (A), = };.0 ailiXil for a Hermitian operator A = }; a;liXil, and (x), =

max{0, x} for real number x. For y = 1, observe that E,(p|lo) = T(p, o).

3. Uhlamnn Fidelity between two states p and o is defined as [127]

2
F(p,0) = || \Vp \/0’”1 (2.4)
and the square of the Bures distance dg(p, o) as

lds(p, o)) =2(1 - VF(p,0)). (2.5)
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4. The diamond distance between the two channels N, M : L(H,) — L(Hp) is

defined as [79]
IN = Mll, == sup [INa—(ora) = Ma—p(ora)ll; » (2.6)

PRA

where the optimization in the definition is over every reference system R and bi-
partite density operator pgra (with R allowed to be arbitrarily large). It is well
known, however, that it suffices to perform the optimization over pure bipartite
states such that the dimension of the reference system R is equal to the dimension

of the channel input system A.

5. The Petz—Rényi quantum relative entropy of order a € (0,1) U (1, o) of a state
p with respect to a PSD operator o is given by [108,109]: if « € (0,1) V (a >

1 A supp(p) C supp(o)) then

Da(pHO-) =

1
In Tr[p%c' 7] (2.7)
a—1

and oo otherwise. It is a generalized divergence for « € [0,1) U (1,2] [109]. The

special case of @ — 1 is called the quantum relative entropy and amounts to

Diplle) = Di(plle) := lim Dy(pllor) = Trlp(inp - In o) (2.8)

when supp(p) C supp(o) and it is equal to +co otherwise. The quantum entropy

of a state p is defined as
S(p) = -Tr[plnp]. (2.9)
Equivalently, S (p) = =D (plll), where I is the identity operator.

6. Fix @ € (0,1) U (1, ). The sandwiched Rényi relative entropy of a state p and a
PSD operator o is defined as [89,139]: if @ € (0,1) V (@ € (1,00) A supp(p) C

supp(o)) then

ailmnmﬁ&mﬂf] (2.10)

D, (pllor) =
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and oo otherwise. 1t is a generalized divergence for a € [1/2,1) U (1, 00) [46] (see

also [138]).
. Fix 6 € [0, 1], a state p, and a PSD operator o. The Datta—Leditzky information
spectrum divergences are defined as follows [29]:
D°(pllo) :=sup{y e R : Tr[(p — e’0),] > 1 - 6}, (2.11a)
D (ollo) = infly € R : Tr[(o — e'0),] < 61, (2.11b)
where (A), = ;..o ailiXil for a Hermitian operator A =}, a,|iXil. Hereafter,
we abbreviate these divergences as DL divergences. Proposition 4.3 of [29] shows

that
Dl =D (pllo). (2.12)

and so we can speak of a single DL divergence, which we set hereafter to be D’

from (2.11b). Slightly rewriting (2.11), we have the equivalent representations:

D°(pllo) =Insup{d >0: Tr[(p — A0),] > 1 — 6} (2.13a)

D'(pllo) = Ininf {4 > 0 : Tr[(p — Ao),] < 6. (2.13b)

. The max-relative entropy of a state p and a PSD operator o is defined as [28]

Dpax(pllo) == Ininf {1 : p < Ao} (2.14)
Tr[Mp]

=1In su , 2.15

verter TI[Mo] o

and the smooth max-relative entropy is defined for 6 € [0, 1] as

D (ollo) = inf  Dy(ollo), (2.16)

7 p-pll, <6
with the optimization taken over every state p. These quantities have been given

an operational meaning in [130]. The Thompson metric [125] is defined in terms

of the max-relative entropy as
Dr(pllo) := max{Dnax(ollo), Dmax(cll0)}, (217)
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and it has been given an operational meaning in [114,117].

2.2 Classical and Quantum Privacy Frameworks

In this section, we provide background on the existing definitions of privacy for
both classical and quantum systems, starting from classical DP and proceeding

to quantum DP.

2.2.1 Classical Differential and Pufferfish Privacy

DP allows for answering queries about aggregate quantities while protecting
the individual entries in a database [40]. To this end, the output of a differen-
tial privacy mechanism should be indistinguishable for neighboring databases,
defined as those that differ only in a single record (row). Formally, we say that
x, x € X™* are neighbors, denoted x ~ X/, if x(i,-) # x'(i,-) for some i € {1,...,n},
and they agree on all other rows. We also note that a randomized privacy mech-
anism A, as mentioned below, is described by a conditional probability distribu-

tion Pyx for its output given the data.

Definition 3 (Classical Differential Privacy). Fixe > 0and ¢ € [0, 1]. A randomized
mechanism A : X" — Y is (e, 6)-differentially private if

P(A(x) € B) < ¢° P(A(X) € B) +6, (2.18)
for all x ~ x" with x,x' € X”* and B C Y measurable.

As is evident from the above definition, DP aims to conceal whether any

particular individual (row) is in fact part of the database or not. While being a
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powerful and widely applicable privacy framework, it is often appropriate to
consider even broader frameworks. Pufferfish privacy [77] is a versatile gener-
alization of DP that not only allows flexibility in the definition of secrets but also
enables the integration of domain knowledge of the database space X”*. The

PP framework consists of three components:

1. A set of secrets S C X of measurable subsets;

2. A set of secret pairs Q € Sx S that need to be indistinguishable in the (g, §)

sense (c.f., (2.19) below),

3. A class of data distributions ® C P(X"™*) that captures prior beliefs or

domain knowledge.

As formulated next, PP aims to guarantee that all secret pairs in Q are indis-

tinguishable with respect to the prior beliefs Px € ©.

Definition 4 (Classical Pufferfish Privacy). Fix € > 0 and ¢ € [0, 1]. A randomized
mechanism A : X% — Y is (g, 6)-private in the pufferfish framework (S, Q, ®) if

P(A(X) € B|R) < ¢° P(A(X) € B|T) + 6, (2.19)

forall Py € ©, (R,T) € Qwith Px(R), Px(T") > 0, and B C Y measurable.

DP from Definition 3 is a special case of PP when S = X", the set Q contains
all neighboring pairs of databases, and ® = P(X™%) (i.e., there are no distribu-
tional assumptions, and privacy is guaranteed in the worst case). Other im-
portant examples that are subsumed by PP include (i) generic DP [104], which
allows for arbitrary neighboring relationships, and (ii) attribute privacy [143],
which privatizes global properties of a database (e.g., a column that corresponds

to some sensitive information, such as salary).
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2.2.2 Quantum Differential Privacy

Quantum differential privacy (QDP) lifts the notion of DP to the space of quan-
tum states, with the neighboring relation typically defined either in terms of
closeness in trace distance [144], reachability by a single local operation [1]," or
by quantum Wasserstein distance of order 1 [32]. We denote two states being

neighbors by p ~ 0.

Definition 5 (Quantum Differential Privacy [62,144]). Fix ¢ > 0 and § € [0, 1].
Let D be a set of quantum states, and let ‘A be a quantum algorithm (viz., a quantum

channel). The algorithm A is (g, 6)-differentially private if
Tr[MA(p)] < e’ Tr[MA(0)] + 6. (2.20)

for every measurement operator M (i.e., satisfying 0 < M < I) and all p,o € D such

that p ~ o.

This definition reduces to classical DP for discrete-output mechanisms with
an appropriate choice of the measurement set. See Section 3.2.3 below for fur-

ther details.

!Given two quantum states p and o of n registers each, call them neighbors if it is possible to
reach either o from p or p from o by performing a general quantum channel on a single register
only.
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CHAPTER 3
QUANTUM PUFFERFISH PRIVACY: A FLEXIBLE PRIVACY
FRAMEWORK FOR QUANTUM SYSTEMS

3.1 Introduction

With a surging interest in quantum and hybrid classical-quantum systems, en-
suring privacy of both classical and quantum data has become pivotal. Privacy-
preserving data analysis has been widely studied for classical systems by means
of statistical privacy frameworks. Differential privacy (DP) is an important sta-
tistical privacy framework that enables answering aggregate queries about a

database while keeping individual records private [40,41].

Quantum DP (QDP) is a generalization of the classical DP notion and has
been proposed in [144]. See also [1] for DP of quantum measurements and [62]
for an information-theoretic interpretation of QDP. Connections to quantum sta-
bility through private learning have been studied in [112]. Moreover, [37] has
explored how quantum classifiers can be made private by using the intrinsic
noise of existing quantum systems. See also [6,69,118,131] for applications of
DP in quantum machine learning. Additionally, privacy amplification of quan-
tum and quantum-inspired algorithms has been analyzed using QDP and clas-
sical DP notion in [4]. However, similar to the classical case, the versatility of

QDP is limited.

In this chapter, we propose a flexible privacy framework for quantum sys-
tems, termed quantum PP (QPP), that addresses these limitations. We provide a

comprehensive study of QPP, encompassing properties, mechanisms, privacy-
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Figure 3.1: Depiction of a setup where the goal is to hide whether the amount
of entanglement V present in the bipartite states p;, p», 071, and o, equals a or b.
In this diagram, large squares represent the entire quantum state, while small
rectangles correspond to a specific attribute of that state (i.e., the amount of
entanglement as quantified by the function V). The specific attribute can take
on one of two values, a or b, represented by solid or dotted lines, respectively.
As the goal is to conceal only the entanglement level, and not necessarily the
specific quantum state, we want the sets R = {p1,p02} and 7 = {0, 0%} to be
indistinguishable.

utility tradeoffs, as well as the first operational meaning of the Datta—Leditzky
information spectrum divergence [29] (hereafter abbreviated as the DL diver-

gence), which arises from our framework.

3.1.1 Motivation

We seek to address key limitations of QDP by exploring more flexible privacy
frameworks for quantum information processing. As delineated next, flexible

secrets, embedding domain knowledge, and relaxing the need for worst-case
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measurements are considerations central to our approach.

Flexible secrets. QDP guarantees that any pair of states that are classified as
neighbors are approximately indistinguishable, i.e., cannot be identified under
any possible measurement. However, scenarios may arise in which one wants to
hide specific properties of the states, as opposed to the state itself (e.g., whether
the states possess a certain symmetry or property, have any entanglement with
a special subsystem, or have secret correlations with other systems). In such
situations, QDP may be an overly pessimistic notion of privacy, which, in turn,
hinders utility. As an example, consider hiding the amount of entanglement V
present in the bipartite states in the set {p;, p2, 071, 072}, for which V(p;) = V(p2) = a
and V(o) = V(o) = b. As illustrated in Fig. 3.1, hiding whether V equals a or
b amounts to making the classes {p, 0>} and {o, 0} indistinguishable. This can
be achieved by applying a QDP mechanism to the state space {p;, >, 01, 02} by
choosing (p;, o)) for all i, j € {1,2} as neighbors, with the criterion that p and o
are neighbors if and only if |V(p) — V(o) = |la — b|. However, doing so provides a
stricter guarantee than required. The source of the issue is the inability of QDP
to account for secrets concerning collections of states (as opposed to singletons),

which is the first issue we aim to address.

Domain knowledge. In QDP, a worst-case privacy guarantee is provided for
all neighboring states. However, one may possess knowledge about the likeli-
hood of observing different states, e.g., via expert feedback. Referring back to
the setting from Fig. 3.1, if we have domain knowledge such that observing the
states p1, p2, 01, 02 is prescribed by the probability vector (p/2,(1 - p) /2,1/2,0),
for p € (0, 1), then the requirement simplifies to the indistinguishability of {p;, p,}

versus {o}. Classically, it has been demonstrated that domain knowledge can
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be leveraged to design privacy mechanisms with increased accuracy and util-
ity [12,77]. This calls for a quantum privacy framework that can also encode

domain knowledge.

Relaxing worst-case measurements. Another worst-case aspect of QDP is its
account of all possible measurements. However, such a requirement might be
too stringent in practice, especially in quantum systems. As an example, while a
joint measurement can accurately distinguish between entangled but physically
separated states, oftentimes only local operations and classical communications
(LOCC) are available (e.g., as considered in quantum data-hiding protocols [34,
42,57,58,80,85,124]). In such cases, one may achieve improved accuracy and
utility by relaxing the privacy requirement to account for LOCC measurements

only.

In sum, the rapid advancements in quantum technologies require designing
flexible privacy frameworks that can be adjusted to timely needs. Furnishing

such a framework is the main objective of this chapter.

3.1.2 Contributions

This chapter proposes a quantum analog of the PP framework that accounts
for the three aforementioned aspects. Our formalism enables reasoning about
the privacy of quantum systems using information-theoretic tools. We pro-
vide a comprehensive study of QPP, encompassing properties, mechanisms,
and privacy-utility tradeoffs. Our paradigm also gives rise to the first opera-
tional interpretation of the DL divergence [29]. The proposed QPP framework

comprises four key ingredients:
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1. the set of potential secrets,

2. the set of discriminative pairs that are required to be indistinguishable at

the output of the mechanism,

3. the set of data distributions, which encodes domain knowledge on the

occurrence of quantum or classical data, and

4. the set of measurements to be accounted for, which is specified based on

physical, ethical, or any other constraints.

See Definition 6 for a formal definition. QPP guarantees the indistinguishability,
under any allowable measurement, of sets of states formed based on the above

ingredients.

After defining the operational privacy framework, we observe that when
the measurement class contains all possible measurements, QPP can be equiv-
alently posed as a DL divergence constraint. To the best of our knowledge,
this provides the first operational interpretation of the DL divergence. We then
derive an efficiently computable formulation of the DL divergence as a semi-
definite program (SDP), which may be of independent interest. This SDP is uti-
lized to prove properties of the DL divergence, which are then used in the analy-
sis of QPP mechanisms. These properties include joint quasi-convexity and the
data-processing inequality under positive and trace non-increasing maps (see
Section 3.3). Our results also generalize the connection between the hockey-stick
divergence and QDDP, originally established in [62]. Moreover, we show that ex-
isting privacy frameworks such as classical DP [40,41], classical PP [77], utility-
optimized local DP (not subsumed by classical PP) [90], and QDP [62,144] are

special cases of our QPP framework.
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We then move on to derive properties of QPP mechanisms, encompassing
convexity, post-processing, and composability (both parallel and adaptive). As
a specific example, we characterize the flip parameter that guarantees QPP of
the depolarization mechanism. We also describe how QPP mechanisms im-
plementable on quantum devices can be instantiated to achieve classical PP.
We consider the associated privacy-utility tradeoff for QPP mechanisms. Our
utility metric captures how invertible the privacy mechanism is, which is for-
mulated as the infimized diamond distance between a post-processing of the
mechanism’s output and the identity channel. We show that this utility metric
can be computed as an SDP, and we analyze the privacy-utility tradeoff of the
depolarization mechanism. Lastly, we study optimal privacy-utility tradeoffs of

QPP mechanisms and characterize the achievable region in several settings.

Another application we consider is privacy auditing, which refers to certify-
ing whether a black-box mechanism satisfies a target privacy guarantee. While
several auditing methods are available for classical frameworks, there is cur-
rently no approach that can handle quantum data. We fill this gap by proposing
the first auditing pipeline for quantum privacy mechanisms. In contrast to exist-
ing approaches for classical DP and PP, which require first relaxing the privacy

notion and only then auditing, our approach audits for QDP directly.

Finally, we explore connections between QPP, existing quantum privacy
frameworks, and figures of merit. First, we provide bounds on quantum Rényi
divergences and the trace distance, which stem from QPP. This inspires relax-
ations of QPP that are defined via these divergences. Lastly, we present a variant
of QPP that can incorporate entanglement into the framework with the use of

reference systems.
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3.2 Quantum Pufferfish Privacy (QPP)

Inspired by the versatility of the classical PP framework, we propose a quantum
variant thereof. Termed QPP, our framework allows for customizing the notion
of private states, tailoring the feasible set of measurements to the application
of interest, and incorporating domain knowledge of the state distribution into
the model. As such, the QPP framework can generate a rich class of privacy
definitions for both classical and quantum systems, and for hybrid classical-

quantum systems as well.

3.2.1 Framework

The QPP framework requires a domain expert to specify four components: a
set S of potential secrets, a set Q C S x S of discriminative pairs, a set ® of data
distributions, and a set M of measurements. We expand on and explicitly define

each component next.

Set S of potential secrets: Secrets are modeled as subsets of density oper-
ators that share a certain property (these subsets are merely singletons in the
QDP case). The set S is a collection of such secret subsets. For example, if one
aims to privatize the resource value V of a state, then the corresponding set of

secrets is S = | Ji, 7;, where
Ti=1{p € D(H) : V(p) = a;} (3.1)

and {g;}}_, are the possible values that V can take (recall that, in Fig. 3.1, we

considered a setup relevant to hiding the resource value V being a or b).
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Set Q of discriminative pairs: This is a subset of S x S that specifies which
pairs of elements from S should be indistinguishable. Namely, if (77,7>) € Q,
then the goal of the privacy mechanism is to conceal whether the input belongs
to 71 or 7. Note that p € 77 = p ¢ 7,. We require that Q is symmetric, i.e., that
(7,7 € Qif and only if (7;,7;) € Q. Proceeding with the same example, we
can set

Q=|Jur 7). (32)
i#j

Set O of data distributions: A collection of probability distributions Py €
P(X) over a finite space X that indexes an ensemble of density operators {p*} cx.
Taking X ~ Py € ©, the matrix-valued random variable p* models a density
operator that is randomly chosen according to Py. Proceeding with the same
example, {p*}ex = {0 : 0 € T3, T: € S} € D(H). The set ® can be understood as

capturing beliefs that the adversary has regarding the state of the system.

In the above example, we have considered a subset of density operators (i.e.,
{phex € D(H)). There could be applications where we have to consider all
density operators. To incorporate this, we choose the following: Fix k € N and
let &, c 227 be the collection of all finite subsets of D(H) with k elements. For
each ¥ € §, we write P(¥) for the class of all distributions supported on ¥,
and define

PUDH)) = | | PF). (3.3)

FeFk

Every distribution P € P(D(H)) is supported on exactly k density operators.
Note that all density operators outside of the underlying finite set comprise of
the null set. We associate a random variable X ~ P = Py with each such distri-
bution and write X = supp(Py) for its support. Note the slight abuse in notation,

as the support of Py changes with the distribution, which is not reflected in the
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generic indexing set X. The set of data distributions in the QPP framework is

now taken as ® C P (D(H)) for some k € N.

Set M of measurements: This set is a subset of all possible measurements,
ie, M C{M:0< M < I}. The choice of M gives the flexibility to consider only

measurements that are possible under physical, legal, or ethical constraints.

Now, we are ready to present a formal definition of the quantum analog of

PP, which we call QPP.

Definition 6 (Quantum Pufferfish Privacy). Fix ¢ > 0 and 6 € [0, 1]. A quantum
algorithm A is (g, §)-private in the quantum pufferfish framework (S, Q, ®, M) if for all
Px € ©, (R, 7) € Quith Px(R), Px(T) > 0, and all M € M, the following inequality
holds:

Tr[MAR")| < e Te| MART)| + . (3.4)
where

PR = Z gr(x)p", (3.5)

{x:p°eR}

P

gr(x) = ﬁ%, (3.6)
Px(R):= ) Px(x), (37)

{x:p"eR}

and p” is defined similarly but with T instead of R. We say that an algorithm A satisfies
e-QPP if it satisfies (g, 0)-QPP.

Evidently, discriminative secret pairs in Q are indistinguishable at the output
of a QPP mechanism A in the (¢, §)-sense, under every measurement from the

class M.

Remark 1 (Semantics of the QPP Framework). The QPP framework provides the

following privacy guarantee for fixed (R,7) € Q and Px € ©: For a state p* chosen
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according to X ~ Px and input to the quantum channel A, an adversary applying a
measurement M € M on the channel output A(p*) draws the same conclusions regard-

less of whether p* belongs to R or T

Remark 2 (Incorporating Entanglement). We can incorporate entanglement in the
QPP framework by introducing a reference system. Specifically, we can modify the QPP
framework from (S, Q, ®, M) to (S, G, ®, M’), where

wlfA, a)RTA € D(Hr @ H,),
G=1{ (Wi, wh): TrR[wﬁA] = pR,TrR[w;gA] =p’, (3.8)
R,T) e

is a set of pairs of bipartite states with p® and p” defined similar to Definition 6. We
then say that A is (g,6)-QPP in that framework if for all Px € ©, M’ € M’, and

(WR,, wk,) € G, we have
Tr| M/ (I ® A)wfy)| < e Tr| M (T ® A)why))| + 6. (3.9)

However, it is unclear whether such a stronger privacy notion would be useful in prac-
tical applications. For example, consider oy = |0X0| ® p® and o, = |IX1| ® p”
with (R,7) € Q. If a measurement on the reference system can be applied, then a
computational-basis measurement distinguishes oy and o, perfectly. Thus, it is impor-
tant to choose A appropriately with a practically applicable M’, such that the required

indistinguishability is achieved.

We shall revisit a variant of this framework with quantum divergences in Sec-
tion 3.8.2. The strength of the privacy framework is determined by the underlying
quantum divergence. However, note that the problems discussed previously are not

completely solved by the variant proposed therein.
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3.2.2 Equivalent Formulation of QPP with DL Divergence

We present an equivalent formulation for (g, §)-QPP by means of the DL diver-
gence from (2.11b). To the best of our knowledge, this provides the first opera-

tional interpretation of the DL divergence.

Proposition 1 (Equivalent Formulation of (g,6)-QPP). Fix the framework
(S,Q, ®, M), with M corresponding to the set of all possible measurements. Then algo-
rithm A satisfies (&, 6)-QPP with respect to the framework (S, Q, M, ®) if and only if
forall Py € ®@ and (R, T) € Q, we have

D'(AQ™)|Ae") < «. (3.10)

Proof. We first show that (g, 6)-QPP implies (3.10). For fixed Py € ® and (R, 7") €

Q, observe that (g, 6)-QPP corresponds to

sup Tr| M (A(®) - e Ap"))| < 6. (3.11)
MeM
Since
sup Tr| M (A" - A" )| =Tr|(AQ™) - e*AR")) |, (3.12)

MeM

as a consequence of, e.g., [62, Lemma IL.1], the inequality in (3.11) is equivalent
to

Tr|(AG"™) - & AP")), | < 6. (3.13)

By the definition in (2.11b), this leads to ¢ being a possible candidate for the
optimization in Eé(ﬂ(pﬂ)”ﬂ(p(r)), and thus implies

D'(AEHIAE) < e. (3.14)

As this holds for every Py € ® and (R, 7)) € Q, we obtain the desired implication
(£,6)-QPP = (3.10).
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Next, we show that (3.10) implies (g, 6)-QPP. Suppose that for all Py € ® and
(R, 7) € Q we have l_)d(ﬂ(pﬂ)llﬂ(p(r)) < &. Then, for fixed Py € ® and (R, 7)) € Q,
let

D'(AQD||AE) = . (3.15)

which implies that Tr[(ﬂ(pﬂ) - evﬂ(pT))+] < 6. Recalling that v < & and noting
that 1 — Tr[(ﬂ(pﬂ) — eﬂﬂ(pT))Jr] is a monotonically decreasing function (c.f., [29,

Lemma 4.2]), we have

sup Tr|[ M (AR") - e AP)| = T (AR - &AR) | (3.16)
MeM
< Tr|(AQ"™) - &' AP")) | (3.17)
<4 (3.18)
As Py € ® and (R, 7)) € Q are arbitrary, (g, 6)-QPP follows. O

In the following remark, we highlight how the DL divergence also provides

a novel characterization for classical PP.

Remark 3 (Classical PP through DL Divergence). For discrete probability distribu-
tions p,q € P(Y), the DL divergence in Eq. (2.13b) reduces to

Bf(qu) = Ininf {/l >0: Z max{p(y) — 1q(y), 0} < 6}. (3.19)
yey

A randomized mechanism A : X™* — Y is (g, 6)-classical PP in the framework

(S., Q.,0,) if for all Px € ©,, (R,T) € Q. with Px(R), Px(T) > 0,
Bf(P AcoRlPacorr) < &, (3.20)

where Py, Pacxyr are the output distributions conditioned on the secret events R
and T, respectively. See also Remark 7 for further connections to information-theoretic

quantities characterizing classical privacy frameworks.

32



We further note that Lemma 1 below provides a semi-definite programming charac-

terization of the DL divergence, which in the classical case reduces to a linear program.

Remark 4 (Operational Interpretation of DL Divergence). For fixed Px € ©® and
(R,T) € Q, the DL divergence Bé(ﬂ(pﬂ)llﬂ(p'r)) is equal to the minimal & that can
be achieved for fixed 6 via the indistinguishability condition of the QPP framework
(S, Q, 0, M) stated in (3.4).

Remark 5 (Equivalent Formulation with Hockey-Stick Divergence). Another
equivalent formulation of QPP arises as a generalization of the information-theoretic
equivalence for QDP [62]. Specifically, A is (&,6)-QPP with respect to the framework
(S,Q,0, M), where M={M :0< M < I}, if

Eo(AQ@")|AP") < 6, (3.21)

for all Px € © and (R,T) € Q, where E,(pllo) := Tr[(o — vo),] is the hockey-stick
divergence for v > 1 [119]. Fixing Px and (R,T), the quantity Eee(ﬂ(pR)Hﬂ(pT)) is
the minimal 6 that can be achieved for fixed & under the indistinguishability condition

from (3.4).

3.2.3 Reduction to Existing Privacy Frameworks

The proposed QPP framework subsumes other important privacy frameworks

as special cases. These reductions are presented next.

Quantum DP

In QDP (Definition 5), secrets are singletons, discriminative pairs comprise

states satisfying a neighboring relation, while the measurement class M in-
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cludes all possible measurements. QPP recovers the QDP setting by making

the following choices while recalling (3.3) *:

S=9D,
Q={(,0):p,0€D,p~ 0},
(3.22)
0 = Pr(D(H)),
M={M:0<MZ<I).

More generally, one may add flexibility to the QDP formulation by considering
other subsets O (i.e., ® C Pr(D(H))) and M (i.e, M c {M :0 < M < I}). This
can be used, for instance, to treat situations in which only certain neighboring
pairs are of interest, namely, by choosing the distributions that assign positive
probabilities only to those selected density operators, and situations where only
certain classes of measurements are physically possible to perform. This can be

interpreted as adding domain knowledge to the original QDP framework.

Quantum Local DP

In quantum local DP (QLDP) [62] 2, we choose secret pairs to be pairs of arbi-
trary distinct states, while the measurement class includes all possible measure-
ments. Thus, QLDP realizes the same (S, Q, ®, M) framework as QDP, except
that Q = {(p, o) : p, o € D} for QLDP.

For each pair of states (o, 0), there exists at least one probability distribution that assigns
positive probability for these two states, which recovers the definitions of QDP.

2QLDP is also known as Local differential privacy (under the ‘extreme setting’, as compared
to standard QDP) in Section V.A of [62].
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Classical PP

Consider a classical PP framework (S., Q., ©,), as specified in Definition 4. As-
sume that py € O, are discrete probability distributions over the probability
space P(X"™¥). Let the encoding of the database x € X be p* = |xXx|, and
denote a projective measurement operator corresponding to outcome y as [yXyl.
Here note that {|x)},cx and {|y)},cy are respective orthonormal bases formed re-
lated to the input and output alphabets of the classical PP mechanism A,. Then,

classical PP is obtained from QPP by setting

S={p":xeR) R € Scl,

Q={({p" 1 xeR}L{p" 1 xeT)): (R, To) € Q}},

=0, (3.23)
M= ZIyXyI:BQM )
yeB
In this scenario, assuming the output of the algorithm is discrete, we have that
AP =D, pOIIIXXIP X (3.24)
yeY x'eX

where p(y|x) = P(A(x) = y).

Remark 6 (Utility-Optimized Privacy Models). As is evident from above, the mea-
surement set corresponding to classical PP entails every subset 8 C Y. However, when
some of the outcomes are not sensitive, we may want to relax this requirement to gain
utility (c.f., e.g., [90]). While classical PP does not allow for that, QPP gives extra
flexibility in choosing M and adapting it to the application of interest. Indeed, if we

only need to privatize outcomes within the set Y’ ¢ Y, the smaller measurement set

M= {Zyey, lyXy| : B C y’} is sufficient.
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3.3 Datta-Leditzky Information Spectrum Divergence

We now focus on the DL divergence [29], whose operational interpretation
in terms of QPP was provided in the previous section (see Remark 4), and
we study structural properties thereof, which will be useful when analyzing
the QPP framework. We first formulate a primal and dual SDP to compute
the DL divergence and then use that to prove joint-quasi convexity, the data-
processing inequality under positive, trace-preserving maps, and connections

to the smooth max-relative entropy.

3.3.1 SDP Formulations

We now present several SDPs for computing the DL divergence in (2.11b),
which may be of independent interest. (Recall that the other DL divergence

in (2.11a) is easily obtained by applying the equality in (2.12).)

Lemma 1 (SDP Formulation of the DL Divergence). For 6 € (0, 1), a state p, and a

PSD operator o, the following equalities hold

D'(ollo) = In Inf (4:Tr(Z] <6, Z > p = Ao} (3.25a)
=1In sup {Tr[Wp] —ué : Tr[Wo] <1, W < ul}. (3.25b)
w,W=0

Proof. Considering (2.13b), fix A > 0 and first observe that

Tr[(p — A0),] = sup Tr[A(p — A0)]. (3.26)

A:0<A<I
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Indeed, this follows because, for every 0 < A < I, we have that

Tr[A (p — 20)] = Tr[A ((p = A0), — (p — A0)_)]
< Tr[A (p — 10),]

< Tr[(p — 10),], (3.27)

and the inequalities above are all attained by setting A to be the projection onto

the support of (o — A0),. The SDP dual of this quantity is given by
Tr[(p — A0), ] = izng{Tr[Z] :Z>p—Ao}. (3.28)
We then find from (2.11b), (2.13b), and (3.28) that

Dl(pllor) = Ininf{1> 0 : Tr[(p — Ac),] < 6}

=Ininf {1:Tr[Z] <6, Z > p— Ao}, (3.29)

A4,2>0

which completes the proof of (3.25a).

The dual forms of these optimization problems are derived from the canon-
ical primal and dual formulations of SDPs, which are respectively given by
(c.f., [75, Definition 2.20])

; ol
inf {Tr[BY] L oY) > A} :
(3.30)
sup {Tr[AX] : &(X) < B},
X0

where A and B are Hermitian matrices and @ is a Hermiticity-preserving super-

operator. Comparing the former to (3.29), we make the following choices so that
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the general optimization problem recovers (3.29) (inside the logarithm):

1 0
Y = , B= , (3.31)
0 Z 00
) _Tiz1 0
DY) = , (3.32)
0 Z+ Ao
7—5 0
A= . (3.33)
0 p
Then, setting
0
x=" "1, (3.34)
0o w
we solve for the map ®(X) to find that
0||-Tr[Zz1] 0
Tr[XD (V)] = Tr a (3.35)
0w 0 Z+ Ao
= —uTr[Z] + Tt[W (Z + A0)] (3.36)
= Tr[(W — ul) Z] + A Tr{Wor] (3.37)
A 0| Tr[Wo] 0
=Tr (3.38)
0 Z 0 W —ul
= TH[YD(X)], (3.39)
so that
Tr[Wo] 0
O(X) = . (3.40)
0 W —ul

Plugging into the dual form, we obtain

sup {Tt{AX] : D(X) < B} = sup {Tt[Wp] — u6 : Te[Wor] < L, W <pul}.  (3.41)

X>0 u,W=0

Choose ¢ = p; € (0,1) and W = I such that 416 < p, < py, as a strictly

feasible solution to the above. For the other SDP formulation from (3.29), set A
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such that Tr[(p — A0).] < §,and Z = (p — A0), > 0 as a feasible solution. By
Slater’s condition, we conclude that strong duality holds, and the primal and

dual optimal values coincide. o

Corollary 1 (Another formulation of the DL divergence). DL divergence has the

following equivalent formulation:

—5 Tr[Wp] -6
D (p|lloc) =1n su _— 3.42
@l OSWSI,TrI[)Wp]za Tr[Wo] (3.42)

Proof. Consider the SDP formulation in (3.25b) and set W’ = % therein to arrive

at

_ uTe[Wp] — ué :
B (pllo) = In sup (3.43)
WOl T Wl <1, W <1

=In  sup M, (3.44)

o<W <ITi(Wwplzs  LI[WO]
where the last equality follows from identifying that u = 1/ Tr[W’o] is the u that
maximizes the former, given that Tr[W'p] > §. When Tr[W’'p] < §, optimum
p = 0 and the objective within the supremum becomes zero. Replacing W’ by W

concludes the proof. o

Remark 7 (Approximate-Max Divergence). In [41], §-approximate-max divergence

is defined as
Pr[Y € S]-06

max , (3.45)
SeSupp(Y).Priyesizs Pr[Z € S]

D’ (pyllpz) =In

where Y and Z are random variables distributed according to Y ~ py and Z ~ pz
By substituting classical distributions into Corollary 1, we observe that DL divergence
reduces to approximate-max divergence. Note that approximate-max divergence has
been used to characterize (g, 5)-(classical) DP in [41, Remark 3.1]. Thus, this showcases
that the equivalence we established for QPP with DL divergence herein reduces to the

existing equivalence on (classical) DP.
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3.3.2 Properties

We derive several properties of the DL divergence from (2.13b), which are
subsequently used in the analysis of the QPP framework. Basic properties of
the DL divergence, including the data-processing inequality, have been proven
in [29, Proposition 4.3]. Here, we generalize the data-processing inequality to
hold for arbitrary positive, trace non-increasing maps (beyond the set of quan-
tum channels) and also establish joint-quasi convexity of the DL divergence,
along with its connection to the smooth max-relative entropy (recall the defini-
tion in (2.16)). The proofs of these properties rely on the SDP formulation from

Lemma 1.

Proposition 2 (Properties of the DL Divergence). Fix ¢ € (0, 1), and let p, py, . .., px
and o,0,...,04 be two collections of states and PSD operators, respectively. The

DL divergence in (2.13b) satisfies the following properties:

1. Data-processing inequality: For every positive, trace non-increasing map N, we
have

D’ (pllor) = D' (N()IIN (). (3.46)

2. Joint-quasi convexity: Let p; € [0,1], fori € {1,..., k}, with Zf;l pi = 1. Then

k k
56(2 Dipi Z Pio'i) < max 56(/0;'”0';') , (3.47)
=1 =1 l
and, more generally,
(& k s
D [Z pipil pm) < max D" (pillory), (3.48)
i=1 =1 l

where & = f.‘zl pid; with §y,...,6; € (0, 1).
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3. Relation to smooth max-relative entropy:
—0 ) =~ ’
D’(pllor) < Dl (plir) < D (plle) = In(1 = &), (3.49)

where &' =1 - V1 - 6% € (0, 1), and the second inequality above can be equiva-
lently written as

DY (pllo) < D (pllor) — In(1 = &) . (3.50)

max

4. Quasi subadditivity: Let 6,6, € (0, 1) satisfy 61 +0, < 1, with ¢! == V6,2 - 0;) €
(0,1) for i € {1,2}. Then

—0+6} —5 —5
D" (p1 @ pallory ® 02) < D (pullory) + D (palloa) — In((1 = 61)(1 = 65)).

(3.51)
Furthermore,
(a) if 6 = 6, = 0, then
—0 —0 —0
D (p1 ® palloy ® 02) < D (pilloy) + D (p2lloa). (3.52)
(b) if oy, 0, are states, then
—s —s —s
D (o1 ®palloy ® 02) < D (pillor) + D (pallora), (3.53)
where
6= min{(51 4P eilons 5,y e562<p2“(’2)51} . (3.54)

Proof. Property 1: The statement was proven in [29, Proposition 4.3] for a quan-

tum channel N by using the inequality
Tr[(o — €’0);] = Tr[(N(p) — €@ N(0)), ], (3.55)

which holds for all y € R. Here, we prove the data-processing inequality, but we
generalize it to hold for a positive, trace non-increasing map N. Our derivation

relies on the SDP formulation of the DL divergence from (3.25a).
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Let 2* and Z* be optimal choices® in the optimization for 56(p||0'), so that
56(p||0') = InA*, Z* > p — A*o with Tr[Z*] < 6, and Z* > 0 (indeed, note that
the infimum is achieved with Tr[(p — 27*0),] = §). Since Z* — (p — 1*0) > 0, it
follows that N(Z* — (o — 2*0)) > 0 from the assumption that N is a positive map.

Consequently, we obtain
Z' = N(Z*) = N(p) - *N(0). (3.56)

Furthermore, Z’ > 0 since Z* > 0 and N is a positive map. Additionally, since N

is trace non-increasing, it follows that
Tr[Z'] < Tr[Z*] < 6. (3.57)

Thus, A* is a feasible point for 55(N ©)IIN(0)). We conclude the proof by noting
that the quantity 56(N (0)IN(0)) involves a minimization over all such feasible

points, implying the desired inequality:
—0 * =
D (N()IIN(0)) < In(2*) = D (pllo). (3.58)

Note that this property can also be derived using the proof of [119, Lemma 4].

Property 2: We again consider the SDP from (3.25a). Let A* and Z* be optimal
for D' (pilo), so that D (pyllor) = In(4¥), ZF > pi— Ao with Te[z¢] < 5,and Z* > 0.

Define

Z = Zkl piZr > Z DiPi — Z A pio;. (3.59)

and observe that Tr[Z] < 6 and Z > 0. This implies that Z > Zf;l Pipi —

max; A* Z’;: | pjoj, which suggests that max; A* and Z are (candidate) infimizers

in the SDP formulation of 55(25‘:1 pip,-”Zf.‘: | pia'i). Consequently, we obtain

k
56(2 PipPi
i=1

3When the DL divergence is finite, the infimum is achieved by a standard continuity plus
compactness argument. The stated relations trivially hold when the DL divergence is infinite.

k
Z p,-oy) < ln(max /ll*) = max Bé(pillai). (3.60)
P i i
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The proof of the general case follows along the same lines by observing that

Tr(Z] < 35, pidi.

Property 3: From [130, Appendix B], we have that

- e A:p < Ao, Tr[Y] <6, )
mar(plle) = 1In inf | N s (3.61)
flpl=1, Y>p—-p

Let 4, Y, and p be arbitrary operators satisfying the constraints for D’ (ollo).

max

Then by combining the inequalities p < Aocand Y > p — p, we get
Y>p- Ao (3.62)

We see that 1 and Y satisfy the constraints needed for A and Z, respectively, in

the SDP for Bé(pllcr), whereby
D (ollo) < A. (3.63)

Since the argument holds for all 4, Y, and p satisfying the constraints in the

definition of D°

max

(pllor), we further obtain
D' (pllo) < Dy (pllor): (3.64)

The proof is concluded by invoking the following lemma (proven in Ap-

pendix A.1).

Lemma 2. Fix 1 > 0, let p be a state and o a positive semi-definite operator, and define

6 == Tr[(p — A0),]. Then

DY) (pllor) < InA —In(1 - 6). (3.65)

max

For fixed § € (0,1), by definition, we have 55(p||0') = In(A*) with § =

Tr[(o — A*0),]. With that, Lemma 2 with the reparametrization § — 1 — V1 - §2,
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yields

Dl pll) <Dl + 1n( (3.66)

1
=)

This completes the proof.

Property 4: This follows by invoking Property 3 and using the fact that the

smooth max-relative entropy satisfies subadditivity (Appendix A.2) with

D22 (o) ® pylloy ® o) < DS (pillory) + D22 (02lloma). (3.67)

max max max

Part (a) now follows by taking the limits 6, — 0 and 6, — 0 in (3.67), and

applying Property 3.

To prove Part (b), we use the SDP formulation in (3.25a). Let l_)éi(piHai) =
In(2¥) for i € {1,2}. It follows that Z; > p; — A¥o; with Tr[Z;] < § and Z; > 0.

Consider that
(,01 ®p2) —/lT/l;(O'l ®O’2) = (p1 ®p2) - /l?O'l ®,02 + /l?O'l ®p2 —ﬂf/l;(gl ®O'2)
= (pl —ﬂ.?O’l)®p2 +/1TO'1 ®(p2 —/I;O'z)
<Z X p2 + /er’l ®7Z, = 7. (368)
Observe that Z > 0 and Tr[Z] = Tr[Z,] + A7 Tr[Z,], since Tr[p;] = Trlo] = 1.

Consequently, we have Tr[Z] < 6, + A]6,, and A} A is a candidate infimizer. For

0" = 01 + A76,, we now arrive at

_6’ *
D (p1 ®p2||0'1 ® 0'2) < 111(/1?/12) (369)
= In(27) + In(2}) (3.70)
-1 —02
=D (pillo) + D (pallo). (3.71)

The above holds for ¢" = 6,+156, as well, by adding and subtracting 7p,®c

instead of 470" ® p,, and then following the same argument. O
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3.4 Properties and Mechanisms for QPP

3.4.1 Properties of QPP Mechanisms

Modern guidelines for privacy frameworks [76] render properties such as con-
vexity and post-processing (also known as transformation invariance) as ba-
sic requirements for privacy frameworks. Composability is another important
property, which implies that a combination of privacy mechanisms is itself pri-
vate. These properties are known to hold for the classical mutual information
PP framework, and all of them, except for composability, hold for the classical

PP framework; c.f., [92, Theorem 2] and [77, Theorem 5.1], respectively.

Before proving these properties for the QPP framework, we discuss their
operational interpretation. Convexity means that applying a QPP mechanism
that is randomly chosen from a given set of such mechanisms still satisfies QPP.
Post-processing ensures that passing the output of a QPP mechanism A through
a channel N preserves QPP; see Fig. 3.2a. Parallel composability is illustrated in

Fig. 3.2b and guarantees that QPP holds after applying
k
AV = (R A=A @A @ @AY (3.72)
i=1

to the input p*' ® " ® - - - ® p™, with X; ~ Px € ©, where each X; is independently
chosen. Informally, the semantic meaning of this property is that after applying
AY, the same conclusions can be drawn about the input p*' ® p** ® --- ® p*

regardless of whether each p* belongs to R; or 7;, where (R;,7;) € Q for all
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Figure 3.2: Properties of QPP mechanisms: (a) refers to post-processing of QPP
algorithm A; If A satisties QPP, then N o A also satisfies QPP. (b) refers to paral-
lel composition of k QPP mechanisms; composition of k mechanisms indepen-
dently in a parallel fashion satisfies QPP if each A; satisties QPP.

i € {l,...,k}. In this setting, the set of discriminative pairs is taken as

RO = (Ri,.... R,
QY = RO, T 17O = (77,...,T7) : (3.73)

Viel{l,...,k} (R, T) e

Furthermore, the class of product measurements is ®le M; (i.e., the output
of algorithm A; is followed by a measurement from M;, for all i € {1,...,k}),
while the set of all possible measurements on the k systems, including joint
measurements, is denoted by M. We note here that one could consider other
classes of limited measurements, such as local operations and classical commu-
nication (LOCC) measurements and positive-partial-transpose (PPT) measure-

ments [87].
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The formal statement of these properties is as follows.

Theorem 1 (Properties of QPP Mechanisms). The following properties hold:

1. Convexity: Let Ai,...,Ar be (g,6)-QPP mechanisms in the framework
(S,Q,0, M). Take I to be a k-ary categorical random variable with probability dis-
tribution (py, ..., px). Then the mechanism A = A, (i.e., A = A; with probability p;,
forie({l,...,k}) also satisfies (g, 6)-QPP in the same framework (S, Q, ®, M).

2. Post-processing: If a mechanism A satisfies (g,6)-QPP in the framework

(S, Q,0, M), then, for a quantum channel N, the processed mechanism N o A also
satisfies (&, 6)-QPP in the framework (S, Q, ®, M"), where M’ C {M’ NT(M) € M}

3. Parallel composability (non-adaptive): Let A,, ..., Ay be mechanisms such that

A; is (g;,0;)-QPP in the framework (S,Q,0, M,), for each i € {1,...,k}. Then the
composed mechanism
k
AW ®0'i = A(o) ® -+ - @ Ar(oy) (3.74)
i=1

satisfies (21, &, X5, 6;)-QPP in the framework (S,Q%, ©, XL, M)
Proof. See Appendix A.3. o

More broadly, parallel composition (i.e., Property 3 of Theorem 1) holds un-

der separable measurements that are defined as follows:
{Z MP@--- @M :Viell,.. .k Y M e M,}. (3.75)
J J

where product measurements considered in Theorem 1 is a special case.

The latter two properties of Theorem 1 change if one considers a measure-

ment class that comprises all possible measurements M, as opposed to only
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product measurements. This is one of the main distinctions between the semi-
classical and quantum cases, where, for the latter, joint measurements may infer
more information and thus privacy degrades. The following theorem accounts

for this latter scenario.

Theorem 2 (Properties of QPP with M = M). The following properties hold for the

case in which the measurement class is M:

1. Convexity: Let Ai,...,Ar be (&,6)-QPP mechanisms in the framework
(S,Q,0,M). Take I to be a k-ary categorical random variable with parameters
(p1...,p). Then the mechanism A = A, (ie., A = A; with probability p;, for
i €{l,...,k}) also satisfies (g,6)-QPP in the framework (S, Q, ©, M).

2. Post-processing: If a mechanism A satisfies (g,6)-QPP in the framework

(S,Q, 0, M), then, for a quantum channel N, the mechanism N o A also satisfies (&, 6)-
QPP in the framework (S, Q, ©, M).

3. Parallel composability: If A; satisfies (g;,6,)-QPP in (S,Q,0, M) for i € {1,2},

then the composed mechanism A; @ A, satisfies (¢',6")-QPP in the framework
(S, Q?, 0, /\_/(2) where

/e 1
E =& +82+11’1((1 “ond _52)), (376)
8 = 6,2 -6)) + V6,2 - 62). (3.77)

and A, ® A, also satisfies () + &2, 0)-QPP where
0= min{61 + 68152, 0p + 682(51}. (378)

Observe that, if 6; = 0 for i € {1, 2}, then A, ® A, satisfies (g; + &,)-QPP for the parallel

composed framework.
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Proof. The proof of Theorem 2 relies on properties of the DL divergence estab-
lished in Proposition 2. Items (1), (2), and (3) follow from joint quasi-convexity
(Property 2), data processing (Property 1), and quasi subadditivity (Property 4),

respectively. o

Remark 8 (Comparison to Existing Results). In [62, Corollary I11.3], the parallel
composition of two mechanisms that satisfy (e;,6;)-QDP for i € {1,2} is shown to be
(&1 + £2,0)-QDP, where 6 is given in (3.78). The proof technique is, however, different
from ours. Property 3 of Theorem 1 also reveals that if one considers a restricted class of
measurements (e.g., product measurements), then it is possible to achieve tighter privacy
guarantees (namely, (&) + &2, 01 + 6,)-QDP) than those obtained when allowing all joint
measurements on the two systems. Also note that &' in (3.77) is independent of &, and
&, whereas 6 in (3.78) depends on them. Depending on the particular values that the
parameters g; and 6; take, for i € {1,2}, one of these aforementioned results provides

sharper privacy guarantees.

Adaptive Composability

Adaptive composition refers to the case when each subsequently composed
mechanism is chosen based on the outputs of the preceding ones. The goal
is to quantify the overall privacy leakage at the output of the adaptively com-
posed mechanism. This idea has been studied in detail for classical privacy

settings [41], and here we explore it for the quantum setting with QPP.

We first focus on the setting depicted in Fig. 3.3. Fix X; ~ Px € ©® fori € {1,2},

which are independently chosen, and let the input state be

o= pN @ p*. (3.79)
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Figure 3.3: Setup for adaptive composition: On the top system, the channel A,
is followed by the quantum instrument {&,},cy, and then the random classical
outcome Y is used to choose the channel A}. In this setting, we analyze how
well an adversary can learn properties of the input state o; by applying mea-
surements on the output state.

On the top subsystem in Fig. 3.3, the channel A, is followed by the quantum
instrument {&,},cy, which is a collection of completely positive maps such that

the sum map

£=%¢ (3.80)

yey

is trace preserving [30,31,103]. Depending on the measurement outcome Yy,
the channel A, is chosen and applied to the bottom subsystem. The combined
output state at stage O, as marked in the figure, is
7o = ) &(A(E™) @ lyXyl® A ™). (3.81)
yey
We focus on the adaptive composition of two quantum mechanisms in the
above-described setting. Suppose that A, is an (g, ;)-QPP mechanism in the

framework (S,Q, 0, M,). Suppose furthermore that, for each outcome y € Y,

the mechanism A, satisfies (&,,6,)-QPP in the framework (S,Q, ®, M,) in the
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following sense: for all (R,7) e Qand M € M,,
Tr[ MA (™) < e Te MA(07)| + 6. (3.82)

Under adaptive composition, we want to guarantee the indistinguishability of
pairs of states

o =pf®p® and o] =p"" ®p", (3.83)

where (R;, 7;) € Qfor i € {1,2}. This means, informally, that the adversary would
draw the same conclusions regardless of whether p* belongs to R; or 7;, for
i € {1,2}, when the initial input o7 to the system in Fig. 3.3 is given by (3.79). The
following proposition provides parameters under which QPP of the adaptively

composed mechanism is guaranteed.

Proposition 3 (Adaptive composition of QPP). Fix the framework (S,Q, ®, M.
Suppose that A, satisfies (e1,6,)-QPP and A, satisfies (g, 6,)-QPP for every measure-
ment outcomey, as in (3.82). Then the mechanism in Fig. 3.3 satisfies (&1+&, 62+ |Y|)-
QPP in the framework (S,Q X Q, 0, M® M) where |Y| denotes the cardinality of the
set Y.

Proof. See Appendix A 4. O

Note that, when 6; = 0 for i € {1,2}, the privacy parameters are additive.
However, when §; # 0, the privacy parameter 8, + 6;|Y| degrades linearly with

an increasing number of measurement outcomes.

Remark 9 (Composability with Correlated States). In Property 3 of Theorem 1 and
Proposition 3, we considered the case in which two mechanisms composed in parallel,
receive independent inputs (i.e., the input being p*' ® p* where X; ~ Px € @ for

i = {1,2}, which are chosen independently). In Appendix A.5 we study the setting in
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which the inputs are correlated. There, we observe that QPP shares similar properties
related to the composability of classical PP frameworks, where the class of ® plays a key

role in composability to hold in general.

In Proposition 3, we assume a local structure of measurements conducted in
the process, as shown in Fig. 3.3. This assumption is mainly motivated by tech-
nical considerations, as we can treat the resulting setting using our existing set
of tools. Exploration of advanced adaptive composition techniques, which hold
for more general classes of measurements is an interesting avenue for future
work. In Section 3.8.2, we present a variant of QPP where adaptive composition

holds for general measurements and strategies (refer to Fig. 3.8 and Remark 23).

3.4.2 Mechanisms for QPP

We propose mechanisms to achieve e-QPP and (¢, 6)-QPP using the depolariza-
tion channel. In addition, we provide a general procedure to generate (&, 6)-

(classical) PP mechanisms using a quantum mechanism satisfying (e, 6)-QPP.

Depolarization Mechanism

Let

AL p) = (1-p)p+ 51, (3.84)

where p € [0, 1] and d is the dimension of the Hilbert space on which p acts.

Theorem 3 (¢-QPP depolarization mechanism). Fix p € [0, 1] and a privacy frame-

work (S, Q, 0, M). Let & be a quantum channel. Then ﬂ{;ep(c‘)(-)) (in Fig. 3.4) is e-QPP
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Figure 3.4: Depolarization mechanism to achieve QPP: This corresponds to a
channel & followed by a depolarizing channel. Note that we can choose & = I
to be the identity channel as well.

if
dK
> Sl 3.85
P=dk+e—1° (3.85)
where ” ”
| M]]oo &™) - &) |
K = su X su . 3.86
em TIM] ™ o mibea 2 (3.86)

This further implies that the depolarization channel with parameter p achieves e-QPP

whenever
£> ln( M) (3.87)
p
Proof. Fix Px € ®,(R,7) € Q and M € M, and consider that
Tr| MAL, (E0D)] )
e[ MA, (E(7))]
- PTr|MEPR)| + 5Te(M]
- (3.88)
(1 — P)Tt[MEPT)] + 5Tr[M]
T Ry - &E@”
- p)Te| M(E(™) - (7)) 659
(1 — PT[MEP™)] + LTe[M]
_ - p[r{m(Ee® - &67)|
> (3.90)
ETr[M]
Given the above, if
d(l - p)‘Tr[M(S(pR) - a(p"f))”
e>In|1+ (3.91)

pTr[M] ’
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then
p R
ot (66
e[ MA, (E(7))]
Recalling that (R, 7") € Q if and only if (7, R) € Q, the roles of p* and p” can be

(3.92)

interchanged, and we conclude that

R
e < Tr[Mﬂgep(g(p ))] (3.93)
Te| MAL (E(07)|
Consider that
ER) - &(p”
Tr[M(&(0") - &(07))| < M., & 5 i )”1. (3.94)

Indeed, consider the following Jordan-Hahn decomposition EPR) - &) =
P — Q, where P and Q are the positive and negative parts of E(p®) — E(p”), re-

spectively, satistying P, Q > 0 and PQ = 0. Then

Tr| M(E(%) - &)

= Tr[M(P - Q)] (3.95)

< Tr[MP] (3.96)
EER) - E(p”

< M|l e 5 w )”1, (3.97)

where the last inequality follows from Holder’s inequality and because

1€0") - &(07)||, = Tr[P]+ Tr{Q] = 2Tr[P] since Tr|E(0%) - E(p”)| = 0 = Tr[P - Q1.

Collecting all terms and supremizing over M and ® and all secret pairs of Q

yields the desired result. |

Note that the parameter K derived from Theorem 3 represents the do-

main knowledge accessible and incorporated into the privacy model of the

(S, Q,0, M) QPP framework.

54



Corollary 2 (s-QDP with Domain Knowledge). Fix p € [0, 1], and a privacy frame-
work (S, Q, ®, M) for QDP that encodes domain knowledge. Let & be a quantum chan-

nel. Then ﬂﬁeP(S(-)) is e-QPP with
(1-pyd_, |M]|
e>In|ll + ————Kk" su , 3.98
2]9 MeM TI‘[M] ( )
where
kK = sup  [[E@™) = EE)I, , (3.99)
(0*1,072)eWe

We = {(p",p") € Q| APx € ® Px(xy), Px(x,) > 0}. (3.100)

Note that the domain knowledge encoded into the QDP framework may
guide towards an improved accuracy/utility, as opposed to considering all
neighboring states as secret pairs and all possible measurements. For the QDP

framework without domain knowledge, [144, Theorem 3] shows that

1-p)d
£> ln(l + (2—1?) sup |lo — O'||1) (3.101)

p~0
is a sufficient condition to ensure (g, 0)-QDP. Compared with that due to the

condition

1Ml x x
sup x sup 8™ &™), < supllp - ol (3.102)
MeM TI'[M] (p*1,p2)eWe p~o

a QDP framework that has the capability to incorporate domain knowledge may
cause less perturbation to the useful channel output of & in some cases. The
rightmost inequality holds because Wy includes only the neighboring pairs of

states such that their occurrence has a positive probability, while p ~ o denotes

1M]l
T{M]

all possible neighboring pairs. Furthermore, we always have that < 1 for

every measurement operator M.

Remark 10 (Local DP). For the setup in Section 3.2.3, Theorem 3 reduces to

d

> 1
“dte-1 (3.103)

P
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with the choice of the identity channel instead of & in Fig. 3.4. This occurs because
lo — oll, < 2, with equality for pairs of orthogonal states, and ||M||,, < Tr[M], with
equality holding whenever M is a rank-one measurement operator. This is analo-
gous to a version of the randomized response technique used to achieve classical local
DP [43,44,73]. For a finite alphabet X with cardinality |X|, the randomized response
mechanism outputs the true value with probability 1 — q, and it outputs a randomly

chosen realization with probability q/|X|. Then, if

IX]

>l 3.104
1= X+e -1 (3.104)

g-local differential privacy is achieved. This analogy further suggests that the depolar-
ization mechanism can be considered as a quantum version of the randomized response

mechanism that achieves classical privacy guarantees.

Considering the scenario in which we want to provide a privacy guarantee
for all possible measurements (i.e., M = M), next we derive the parameter p to

achieve (g, 6)-QPP.

Proposition 4 ((g, 6)-QPP Depolarization Mechanism). Fix p € [0, 1] and the pri-
vacy framework (S, Q, ®, M) with M ={M : 0 < M < I}. Let & be a quantum channel.
Then ﬂ{;ep(é‘(-)) is e-QPP if

) d(K' - 0)
p= mln{O, K+ o 1}, (3.105)
where
EP®) - &)
K' = sup ” w b ”1 (3.106)

0,(R7)eQ 2

Proof. The proof follows from the use of the equivalent formulation through

the hockey-stick divergence and the properties of this divergence. By [62,
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Lemma IV.I], we have

Eoe(Aner(607)) I70(607)) < (1 = )5 + (1 = pEL(EENERD)). (3107)

We also have the property [62, Lemma I1.4]

16" - &6,
. .

E(&@M)NIEP) < (3.108)

Combining these relations, and supremizing over ®, and secret pairs (R,7") € Q,
we can choose

§>(1- es)g + (- pK. (3.109)

Then, rearranging the terms we arrive at

d(K' - 0)
>— 3.110
P=aKkve—1 (3.110)
Since p > 0, when K’ — 6 <0, we set p = 0. m]

Classical PP Mechanisms from QPP Mechanisms

The QPP formalism provides a direct methodology to design classical PP mech-
anisms with the assistance of QPP mechanisms. # In this case, we use quantum
encoding to convert classical data to quantum data. We denote the quantum
encoding of classical data x € X as p* = |xXx| (recall that py € ©, are discrete
probability distributions over the probability space P(X"*) and this lead to a
tinite collection of {p*}, quantum encodings). Then, we ensure the privacy of
the quantum data (quantum encoding) such that the privacy is ensured for the

underlying classical data.

“In the context of classical PP mechanisms, the main attempt has been the introduction of
Wasserstein mechanisms, based on the infinity order Wasserstein distance and its modifications.
In particular, [121] and [91] introduced these mechanisms to achieve (g, 0)-PP and (g, 6)-PP, re-
spectively. However, it is important to note that these approaches may encounter computational
intractability challenges.
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Figure 3.5: Generation of classical PP mechanisms from QPP mechanism A:
First, the classical data is encoded using quantum encoding techniques, then
the QPP mechanism A, and if needed any other channel 7, and finally the mea-
surement channel.

Proposition 5 ((¢, 6)- (Classical) PP Mechanism). Given an (g, 5)-QPP mechanism
A within the framework (S, Q, ©, M) when p* = |xXx| with

S={{p":xeR}: R €S},

Q={({p" :xeR}{p" :xeT}): (R, T) € Q}},
(3.111)

O = {{px(x),p"}x : px € O},
M={M:0<M< 1},
any post-processing of A by a quantum channel J followed by applying a POVM

{M,},cy denoted as A : X™* — Y as shown in Fig. 3.5 is (g,5)-PP in the framework
(S, Qc, Op).

Furthermore, for a selected post-processing J and POVM {M,},cy, it is sufficient
for MJ C M for A to be (g, 5)-PP, where

M = {J* [Z M,

yeB

:Be J/}. (3.112)
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Proof. Fix 8 € Y. Consider that

P(A(X) € BIR,)
_PAX) € B} N R)

SR (3.113)
@ xer, P(XO)P(A(x) € B)
@ ZxeRe 3.114
Py(R) (.114)
(b) erve(. p(x) ZyeB P(A(x) =y)
Y 3.115
Py(R) (3.115)
) Zprer PX) e T MLT 0 A"
() “F Y y
© 3.116
_ Py(®) (3-116)
@ . P
4 Tr_yezg M, T ﬂté >R ) (3.117)
21| g {Z My) A(p") (3.118)
L yeB
LT[ mMAE"). (3.119)

where: (a) from R = {p* : x € R.}; (b) from B being a collection of y € Y; (c)
from M, being the measurement applied to obtain the outcome y; (d) from the
linearity of trace operator and quantum channels A, J; (e) from the definition

of p?, and J" being the adjoint of J; and finally (f) from M = g (Zyeg My).

Similarly, P(A(X) € B|T,) = Tr[Mﬂ(pT)]. Then with the assumption that A is

(g,0)-QPP for (S, Q, ©, M) mentioned in the proposition statement, we have
P(A(X) € BIR) < ¢* P(A(X) € B|T) + 0. (3.120)
concluding the proof. o
Depolarization is a common kind of noise considered in quantum informa-

tion processing. Thus, this offers a method for designing classical PP mech-

anisms by combining the results presented in Proposition 5 and Theorem 3.
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However, it is essential to recognize that quantum encoding of classical data
would require additional computational resources, shifting the complexity of

the mechanism design phase to the encoding phase.

3.5 Quantifying Privacy-Utility Tradeoff

In this section, we aim to assess the utility achievable through the implemen-
tation of a privatization mechanism while adhering to privacy constraints and
characterize the inherent tradeoffs involved in this process. To achieve this, we
define a utility metric grounded in an operational approach and demonstrate
its representation via an SDP. Subsequently, we leverage this metric to conduct
an in-depth analysis of privacy-utility tradeoffs, with a specific emphasis on the

depolarization mechanism.

3.5.1 Utility Metric

Let A denote a privacy mechanism. We focus on assessing the potential of re-
versing the effects of A by applying a post-processing mechanism 8 to recover
the initial input state to A up to an error 1 — y, we define y-utility in terms of
how distinguishable 8 o A is from the identity channel employing the normal-

ized diamond distance as the distinguishability measure.

Definition 7 (y-Utility). Let A : L(Ha) — L(Hc) be a privacy mechanism, and fix
y € [0, 1]. We say that A satisfies y-utility if

1
U = 1 ~inf 2 IT - Bo Al 2, (3.121)
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where the infimum is taken over every quantum channel B : L(Hc) — L(Hp).

The defined utility metric can be reformulated as an SDP by using the dual
SDP form of the diamond distance [133, Section 4] and rewriting the quantum
channel 8 in terms of its Choi matrix I'2,, as well as translating the conditions
for B to be a channel to conditions on its Choi matrix, namely I's, > 0 and

Trp [rg)] = I.

Proposition 6 (SDP Formulation of y-Utility). The y-utility of a privacy mechanism
A can be formulated as the following SDP:

W Zap = Tap — T35,
UA) =1~ inf ply > TrplZapl, (27 (3.122)
Zzgzo
I"?DZO TI'D[F?D] = IC
where
557 = Tre| (I ® T2,) (Te@MT) @ I )| (3.123)

and T represents the Choi matrix with the subscripts showing the input and the output
system of the channel, while the superscript indicates the channel considered, with no

superscript for the identity channel.®

Note that a similar SDP formulation for approximate degradability, where
the identity channel in Definition 7 is replaced by the complementary channel,

is presented in [122, Proposition 9].

Remark 11 (Characterizing Optimal Privacy-Ultility Tradeoffs). The optimal util-
ity attained by an (g, 6)-QPP mechanism can be characterized as an SDP. To achieve
this, we combine the equivalent formulation of QPP via the DL divergence from Propo-

sition 1 with the SDP formulation of DL divergence in Lemma 1. Combining this with

5The Choi matrix of the composed channel 8 o A is denoted by ngﬂ and (3.123) follows
from [75, Eq. (3.2.22)].
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the SDP formulated from Proposition 6 enables computing the privacy requirements
and quantifying utility together. Additionally, we determine the optimal privacy pa-
rameters for fixed utility requirements. For a comprehensive discussion of this point,
please refer to Appendix A.6. The utilization of the SDP derived for the DL divergence
in this operational task highlights an advantage of the equivalent formulation for QPP

using the DL divergence.

3.5.2 Analysis of Depolarization Mechanism

We now instantiate A as the depolarizing channel with parameter p, denoted as

A, (as defined in (3.84)), and proceed to analyze U(AY,,)-

Dep

Proposition 7 (Utility from Depolarization Mechanism). Fix p € [0, 1]. The depo-

larization mechanism satisfies y-utility if and only if

2 _

UAR,) = 1= =

Dep (3.124)
Proof. The proof below relies on observing that the optimization term (in the

p
Dep

utility metric) is minimized by setting 8 = 7, and then evaluating HI - A

<o

using the Choi states of the channels ﬂgep and 7, due to the joint covariance of

the two channels under unitaries (i.e., AL o U =Uo A, and ToU =Uo T

Dep Dep

for every unitary channel U).
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Consider that

|l7-Boa,|

2|uod-BoA,)ou'|| (3.125)
® Hj_wogofw o AL) ‘ (3.126)
© fd‘LI HI—%IOBO(LITO&"IIISEP) . (3.127)
< I—LﬁﬂﬁUoBoujoﬂ;Q : (3.128)

where: (a) follows from the unitary invariance of the diamond norm with U
representing a unitary channel; (b) from the commutative property of Ap  with
every unitary channel; (c) with d¥f denoting the Haar measure over the unitary
group and from the left-hand side being independent of U; and (d) from the

convexity of the diamond norm.

Next, observe that B* = f dU UoBoU'isa quantum channel, and it is in

fact equal to a depolarization channel [67]. Then, 8* = A’

Dep for some g € [0, 1].

The composition of two depolarization channels

B* = ?I"Dep o ﬂgep (3.129)
is also a depolarization channel with the parameter p* = 1 — (1 - p)(1 — ¢).

The minimum value is attained by the choice ¢ = 0, where AY,  in that case

corresponds to the identity channel.

With that, we arrive at

(3.130)

Dep

%WJ—BoﬂP

o ‘ <o

With the property of joint covariance of 7 and ﬂ"Dep under unitaries [75, Propo-

sition 7.82], we simplify this to
1

o d

ﬂ]—’

Dep
1—‘AD - FAD

'V—ﬂp

Dep

(3.131)
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Then consider that

1 AL
p Lap —FABP 1
o 1
@ 2r,, - ((1 — )ap + Bldz) (3.132)
d d 1
p 1
== |[xp — =1 3.133
d AD d d? . ( )
FAD 1 1 I_‘AD
=pl|=22(1- = |- = (1, - =22 3.134
o (i- ) (- 22| (.13
Tap
®) 1\(||ITap Lp — =7
= 1—— 1
© 1
9 2p(1 - E)’ (3.136)

P
where: (a) from FTDDW = (1= p)Tap + £1p; (b) from F’jTD, and I, — F*‘TD being orthog-

onal; and (c) from trace norm of quantum states being equal to one.

Combining the above chain of arguments together completes the proof. O

Next, we focus on understanding the privacy-utility tradeoff with respect to
the parameter p governing a depolarization mechanism. From Proposition 7, to

achieve y-utility, we require that

(1 —y)d

Conversely, to achieve £-QPP in the chosen privacy framework (S,Q, ®, M),
from Theorem 3, we require that

dK
> 3.138
P=ik+e -1 (3.138)
These two inequalities provide insight into the privacy-utility tradeoff associ-
ated with the depolarization mechanism. Consequently, it is essential to care-

fully adjust the parameter p based on the desired utility, characterized by v, as

well as the privacy parameter &.
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(a) (b)

Figure 3.6: (a) For fixed d = 2, the figure depicts the optimum utility y for ¢
achievable with the depolarization mechanism in Theorem 3. The value of K
encodes the domain knowledge available, where K = 1 corresponds to no such
additional information being available. (b) For fixed K = 1, the figure depicts
the optimum utility y for ¢ achievable with the depolarization mechanism in
Theorem 3 for d € {2,4,8, 16}.

Effect of Domain Knowledge: Fig. 3.6a illustrates the optimal utility achievable
using the e-QPP depolarization mechanism presented in Theorem 3. Notably,
as the value of K reduces, the attainable utility region expands. The parame-
ter K derived from Theorem 3 represents the domain knowledge accessible and
incorporated into the privacy model of the (S,Q, ®, M) QPP framework. This
observation underscores the significance of incorporating such domain knowl-
edge to enhance utility gains while simultaneously ensuring the necessary pri-

vacy assurances.

Effect of Dimension: In Fig. 3.6b, we observe a prominent privacy-utility trade-
off as the dimension increases for the depolarization mechanism presented in

Theorem 3. Regarding the utility of the depolarization mechanism (given by

d2-1)
1— D( -

), we can always establish the following lower bound for every d:

22 s 1-p, (3.139)
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where this lower bound is attained as d — co. However, the achievable privacy
level ¢ in (3.87) degrades at most by an order of In(d). Hence, it is crucial to
identify the optimal privacy parameters achieved by private mechanisms, par-

ticularly in high-dimensional scenarios.

Remark 12 (Application Specific Privacy-Utility Tradeoffs). In the previous anal-
ysis concerning the depolarization mechanism in Fig. 3.4, we chose & = I, the identity
channel. However, it would be an interesting future work to explore the utility of user-
specific & channels. Specifically, we can choose 1 — % infgecprp [|E— B o &Zlgep o&||, as the
utility metric. If & possesses certain symmetries, one can potentially utilize arguments
akin to those presented in the proof of Proposition 7. This investigation could shed light
on tailoring privacy mechanisms to specific application needs, leading to more effective

privacy-utility tradeoffs.

3.6 Auditing Privacy Frameworks

Auditing for privacy aims to detect violations in privacy guarantees and reject
incorrect algorithms (see [33,35,71,94] for classical approaches). In this section,
our focus is on utilizing quantum information theory tools and quantum algo-
rithms to audit the privacy of quantum systems. Specifically, we concentrate on
auditing algorithms for QDP guarantees, and it should be noted that these ideas
can be extended to audit algorithms for privacy guarantees demanded by QPP

(see Remark 15).

The main idea behind auditing classical privacy frameworks (DP and PP) in-
volves translating the privacy requirement into a weaker privacy notion that can

be efficiently computed. For example, in [94], sliced mutual-information-based
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DP is used to audit for DP by utilizing neural estimation techniques proposed
in [52]. By doing so, algorithms failing to meet the privacy conditions imposed
by the relaxed privacy notion are concluded to violate the original privacy re-
quirement. However, a pitfall of this approach is the inability to quantify the
gap between the constraints stemming from the original DP or PP notion and
the relaxed privacy notions. In other words, even if we verify that the relaxed
privacy notion is satisfied, we cannot determine whether the original privacy
requirement is also satisfied. In contrast, in this chapter, we focus on auditing

QDP without translating it into a relaxed privacy notion.

3.6.1 Techniques for Auditing QDP

Using Semi-Definite Programs:

By leveraging the equivalent formulation from Proposition 1 and adopting
the specific choices of (S,Q,®, M) as provided in Section 3.2.3, for (¢, 6)-QDP,
we have that

sup D (AP)IA@)) < . (3.140)

p~0

Then, we can compute the left-hand side above by using the SDP formulation of
56(-||~) presented in Lemma 1. This approach is particularly beneficial for low-
dimensional setups, as the time complexity of SDP computation is polynomial
in the dimension of the quantum states. However, it is essential to note that the
complexity of this approach grows exponentially with the number of qubits,

making it less feasible for higher-dimensional systems.

Additionally, using the equivalent formulation in Remark 5, consider that
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(g,0)-QDP is equivalent to

sup E(AIA) < 6 (3.141)
where

Ey(pllo) i= Tel(p - yor),] (3.142)

= 2l ol + 52, (3.143)

with ¥y > 1 for quantum states p and o [62, Eq. (I.2)]. As shown in (3.26)
and (3.28), the quantity on the right-hand side of (3.142) can be evaluated by
means of an SDP. Then, auditing QDP reduces to computing E, (A(p)||A(0)) for
p ~ o. However, similar to the previous approach, the time complexity of this
SDP also grows exponentially with the number of qubits. Thus, computing

these SDPs remains challenging for higher-dimensional quantum systems.

Using Quantum Circuits:

Another approach is to borrow the results of [132,134] and use the con-
nection of E,(pllo) to the trace distance given in (3.143). Despite this connec-
tion, evaluating E,(pllo) remains computationally challenging, even for quan-
tum computers [132,134]. Nevertheless, there are proposals for evaluating the
trace distance using variational quantum algorithms [21,115] (which, however,
do not give particular runtimes), and for cases in which the quantum states have

low rank [129].

In the subsequent analysis, we explore an approach from [21,115] (via vari-
ational algorithms with parameterized quantum circuits) to estimate the quan-
tity || A(p) — e°A(0)ll;. Using such an estimate, for a fixed value of the privacy
parameter ¢, we can validate on which values of § the needed guarantees are

satisfied.
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Figure 3.7: Quantum circuit assisted in estimating QDP: U?, U are the unitaries
used to prepare p and o by tracing out Ry, R, systems, respectively. Then A is
applied on the systems S, for i € {1,2}. The unitary Q takes inputs F;, B; and
outputs F!, T;, where F; and T; are qubit systems. Finally, each of the T; systems
is measured and the (classical) output random variable is denoted as X, for i = 1
and X, for i = 2. Here X,,X, € {0,1}. This procedure is repeated a sufficient
number of times, and the outcomes of the trials are used to estimate P(X, = 0)
and P(X,, = 1).

Firstly, let us focus on how to estimate E.-(A(p)|A(0)) for a fixed p ~ o and
€. With the ideas developed in [115, Algorithm 14], we discuss how a so-called
quantum interactive proof can be used for estimating the privacy level. For
that, refer to the quantum circuit in Fig. 3.7: the unitaries U” and U“ are used to
prepare the states p and o, by tracing out systems R, and R,, respectively. Then
the algorithm A is applied on the systems S; for i € {1,2}. The unitary Q takes
inputs F;, B; and outputs F}, T;, where F; and T; are qubit systems. Finally, both
of the T; systems are measured in the standard basis {|0), |1)}, and the (classical)
output random variable is denoted as X,, for i = 1 and X, for i = 2. Here X, and

X, take values in {0, 1}. This procedure is repeated a sufficient number of times,

and we use the results to estimate P(X, = 0) and P(X,, = 1).

Next, consider a scenario in which one could maximize the following utility
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function over all possible choices of Q:

e(‘;‘

et + 1

8(0,p,0,A, &) = P(X, = 0) + P(X, = 1). (3.144)

ef + 1
In quantum complexity terminology, this action could be conducted by a quan-
tum prover who has unbounded computational power (we discuss how to relax
this assumption in Remark 13). From [115, Eq. (128)] and the discussion therein,

we conclude that

flp,o, A, ) = sup g(Q, p,0, A, €) (3.145)
Q

1 1
=-[1 e :
2( + =1 [ Ap) — e ﬂ(o-)||1), (3.146)
where the optimization is over every unitary Q.

If

1 2 £ —1
f(PaU',ﬂ’S)S §(1+L)’

147
et +1 3 )

then E.-(A(p)[A(0)) < ¢, due to (3.142). Then, by changing the role of p and o

in (3.144), we obtain f(o, p, A, &). Next, we select the maximum of these quanti-

ties
f(p, 0, A, &) = max {f(p, o, A, &), f(c, p, A, &)} . (3.148)
To this end, if
— 1 26+¢ -1
sup f(p, o, A, 8) < = (1 + L) (3.149)
o~ 2 e +1

it can be verified that A is (g, §)-QDP.

Remark 13 (Relaxing the Computationally Unbounded Assumption). As the
number of qubits increases, classical methods (e.g., using SDPs) often become in-
tractable due to the exponential growth in computational complexity. So in light of this,

the above approach is desired with the increasing dimension of the quantum system.
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However, finding the Q that achieves the optimum utility in (3.144) is practically
infeasible. To relax this assumption, we replace the action of the prover (who finds
this Q) with a parameterized circuit Qq. Then we can use (3.144) as a utility func-
tion for training a variational quantum algorithm [13,19] to estimate a lower bound
for (3.145). With that we obtain a lower bound on E.-(A(p)|[A(c)), which we denote as
EEB(A()IA(0)). A lower bound gives a sufficient condition for ruling out algorithms
that do not satisfy (&,6)-QDP. This claim follows because the estimated lower bound

ELB(A)|A(0)) > 6 implies that E.(A(p)|A(0)) > 6.

Remark 14 (Neighboring Pairs). To verify (g,6)-QDP, it is required to compute
whether f(p,o, A, &) < %(1 + 25:%“) for all neighboring pairs (p,0) € Q. However,
checking this requirement has increasing computational complexity as the cardinality
of the set Q increases. If the privacy requirements can be relaxed so as to encode domain
knowledge as in the QPP framework, the effective set Q may be a small set in some appli-

cations of interest. For example, consider an application where hypothesis testing is car-

ried out between the states p and o under privacy constraints where Q = {(p, o), (7, p)}.

Remark 15 (Auditing QPP®). To audit for (e, 6)-QPP in the framework (S, Q, ©, M),
one can use the ideas described above by choosing p® and p” for all Py € ©,(R,T) € Q
instead of p and o. In that case, the complexity of the approach relies on the set of Q as

well as distributions contained in ©.

3.6.2 Formal Guarantees for Auditing QDP

The question of quantifying the success of a privacy auditing approach, specif-

ically in correctly accepting and rejecting an algorithm with given privacy re-

®Note that the following ideas can also be extended to auditing for variants of QPP in Sec-
tion 3.8 as well (See also Remark 19).
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quirements, is a crucial consideration in privacy auditing research. The authors
of [35,94] have worked towards answering this question for auditing classical

DP, but using a relaxed privacy definition.

To tackle this for the quantum setting, we propose a hypothesis testing-based
auditing pipeline tailored specifically for QDP (also for QPP). In this pipeline,
we use the trace-norm estimation quantum algorithm proposed in [129]. This
quantum algorithm provides an estimation with at most @ additive error from
the exact value, with high probability, which allows us to achieve the desired

significance in the hypothesis test.

Let us define

Té‘(p’ g, ﬂ) =

1 M) — e A@; - (3.150)

Fix (p,0) € Q. If algorithm A satisfies (g, 0)-QDP, then E,.(A(p)||A(c)) < 6. By
applying (3.142), we arrive at

20 +ef -1

T*(p,0,A) < =: g(¢, 9). (3.151)
e+ 1

Next, by estimating the quantity on the left-hand side, and using g(e,¢) as a
threshold, we design an auditing pipeline for QDP by means of the following

null and alternative hypotheses:

Hy : max{T*(p, 0, A), T*(c, p, A)} < g(&,9), (3.152)

H, : max{T*(p, o, A), T*(0, p, A)} > g(&, 9). (3.153)

Let the estimates of T%(p, o, A) and T%(c, p, A) from a randomized algorithm
(in our analysis we use the algorithm corresponding to [129, Corollary 3.4]) be

74(p, o, A) and T%(c, p, A), respectively. We choose
1?0, 0 A) = max{T*(p, o, A), T°(o, p, A} (3.154)
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as our test statistic.

Estimation of the Test Statistic:

Lemma 3 (Estimating trace distance using samples of p, o — restatement of [129,
Corollary 3.4]). Given access to identical copies of d-dimensional quantum states p and
o, there is a quantum algorithm that estimates the normalized trace distance T (p, o)

(recall (2.2)) within additive error a and with probability not less than 1 — B, by using

0(10g(é) % 1og2(£) 10g2($)) (3.155)

samples of p and o, where r is an upper bound on the rank of p and o-.

Lemma 3 is obtained by using the existing result in Corollary 3.4 of [129],
and combining its argument in Theorem 2.6 therein on estimating Tr[Ap] within
additive error a with probability 1 — 3, by using O(% log(é)) identical samples
of p. The algorithm proposed in [129] is designed based on the following idea.
Let V := (p — 0)/2. Consider its singular value decomposition as V = WEU".

Then the trace distance can be expressed by the following identity:
1
T(p,0) = 3 (Tr[p sgn(V)] — Tr[o-sgn(V)]), (3.156)

where sgn(V) := Wsgn(Z)U', and sgn(-) is the sign function. Then, Tr[psgn(V)]
and Tr[o sgn(V)| can be estimated separately, by combining the techniques of
quantum singular value transformation [51] and the Hadamard test [3]. To this
end, to implement unitary block-encodings of p and o approximately, the tech-

nique of density matrix exponentiation [84] is used.
The same techniques can be employed to compute 7°(p, o, A) since

T(p,o,A) =

e (Tr[Ap) sgn(V?)] — e*Tr[A(o) sgn(V?)]), (3.157)
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where V© = (A(p) — e*A(0))/(e° + 1).

Type-1 Error Analysis

We arrive at the following bound on the Type-1 error of the proposed hy-

pothesis testing pipeline.

Proposition 8 (Type-1 Error). Fix arbitrary a,§ > 0 and consider the above hypothesis

testing pipeline. Then

sup B(75,,(p. o A) > 9(&.6) + a| Ho) < . (3.158)

p~0

if the algorithm from Lemma 3 has access to

2
O(log(l) r_5 10g2(1) logz(l)) (3.159)
B a a a
identical copies of the states p and o, such that p ~ o~ and where

r := sup max{rank(A(p)) , rank (A(c))}. (3.160)
p~o
Proof. Fix p and o such that p ~ 0. Under the null hypothesis and the assump-

tion that 7°¢

max

(p, 0, A) = T%(p, o, A), we have that

(T (p. 0 A) > 9(e.0) + )

=P(7*(p, 0, A) > g(e.06) + ) (3.161)
< B(1* (0.0, A) - T(p, 0, A) > ) (3.162)
< P(I7*(p. o A) = T*(p, & A)| > ) (3.163)
<8 (3.164)

where: (a) follows since T*(p, o, A) < g(¢, 6) under the null hypothesis; (b) from
the high probability statement in Lemma 3. Similarly, the above inequality holds

when T

max

(p, 7, A) = T%(0, p, A) concluding the proof. o
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Proposition 8 provides a bound on the number of samples of the states re-
quired to achieve type-I error (significance) of . In that case, we would use
a threshold of g(e, 6) + a for accepting the null hypothesis, such that the null

hypothesis is accepted when the test statistic is less than or equal to g(e, 6) + a.

Remark 16 (Computational Complexity with Rank r). From Proposition 8, it
is evident that the copy complexity of the algorithm grows as O(r*log*(r)). Let
A+ L(Hy) — L(Hp) be a quantum channel. Then, r < dp, where dg is the di-
mension of the Hilbert space Hp. To handle computational complexity, one possibility
is to compose A with another quantum channel N that translates the space to a low-
dimensional setting. However, due to the data-processing inequality for the trace dis-
tance, it will only provide a lower bound. With that, it is possible to reject algorithms
if T*(p, 0, N o A) > g, 8), which implies that T*(p, o, A) > g(&,0). Consequently,
it may lead to limitations similar to classical auditing approaches that use relaxed pri-
vacy notions, since the contraction gap between T*(p,o, N o A), and T*(p, o, A) is
hard to quantify. In the quantification of the gap, finding the contraction coefficient
nn of the channel N would be useful if ny < 1 (recall that the contraction coefficient

of a channel N under a generalized divergence D, as given in Eq. (2.1), is defined as

NN = SUP, oeD, D(pllo) 20 %)

In summary, we proposed a hypothesis testing pipeline for auditing the pri-
vacy of quantum systems, offering formal guarantees on auditing QDP using
quantum algorithms designed for estimating trace distance. However, an essen-
tial task for further investigation is analyzing the Type-II error of this approach.
This analysis would allow us to quantify the power of the test and assess its abil-
ity to correctly accept algorithms with the desired privacy requirements, which

is left for future work.
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3.7 Information-Theoretic Bounds from QPP

In this section, we begin by investigating several information-theoretic bounds
that stem from an algorithm satisfying QPP constraints. Later on, we utilize the
derived bounds to assess the relative strength of the QPP variants introduced in

Section 3.8.

In [62], it was highlighted that finding bounds on quantum relative entropy
and mutual information resulting from QDP is an interesting open problem.
We address this question in a general setting, encompassing QDP as a special
case. We offer bounds for relative entropy and Holevo information, along with
bounds for Rényi relative entropies and trace distance. For the rest of the dis-

cussion, we adopt the fixed privacy framework to be (S, Q, 9, M.

Proposition 9 (Bounds on Quantum Rényi Relative Entropy and Quantum Rel-
ative Entropy due to QPP). Fix @ > 1. If A is e-QPP (i.e., (g,0)-QPP) in the frame-
work (S,Q, 0, M)for all Px € ® and (R, T) € Q, then

2
Do(AEDIIAP")) < min{%, s}, (3.165)

where D, (:||-) is an arbitrary quantum Rényi relative entropy satisfying data process-
ing.” Furthermore,
2
D(AEAP")) < min{%, g}, (3.166)

where D is the quantum relative entropy in (2.8).

Proof. &-QPP of the framework (S,Q, 0, M) implies that for all Py € ® and
RT)e@
Dr(AEIAPN) < &, (3.167)

"Note that Petz—Rényi in (2.7) satisfies data processing for « € (0, 1) U (1,2] and sandwiched
Rényi in (2.10) satisfies data processing for @ € [1/2, 1) U (1, c0).
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where Dy is the Thompson metric from (2.17). This follows by the definition of
the max-relative entropy defined in (2.15) and Thompson metric in (2.17), and
recalling the definition of QPP framework for 6 = 0 and M = M (see Defini-
tion 6). By this implication and the fact that every quantum Rényi-divergence
D, of order « satisfying data processing is bounded from above by Dy, [126,

Eq. (4.36)], e-QPP implies that for all Px € ® and (R,7) € Q,
Do(AE"APT)) < &. (3.168)
By a different argument via the maximal extension presented in Lemma 4, we

can further arrive at the following, for all Py € ® and (R, 7) € Q,

2
DA IAR")) < 5. (3.169)

This completes the proof of the first inequality.

Next, noting that the Petz—Rényi relative entropy in (2.7) satisfies data pro-
cessing for a € (0,1) U (1, 2], and then taking the limit @« — 1%, we arrive at the

bound on quantum relative entropy by using the equality in (2.8). o

Lemma 4. Fix @ > 1, and p, o PSD operators. The following inequality holds:

D, (pllor) < %(Df(pna»z. (3.170)

Proof. See Appendix A.7. o

Remark 17 (Operational Interpretation of Thompson Metric). An operational in-
terpretation of the Thompson metric has appeared in symmetric postselected hypothesis
testing (a setting allowing for an inconclusive outcome along with two general con-
clusive outcomes and postselecting on the conclusive outcomes) as the asymptotic error

exponent of discriminating two quantum states p and o [114], as well as in the resource
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theory of symmetric distinguishability [117]. Here, by referring to (3.167), the QPP
framework also provides another operational interpretation of the Thompson metric. In
the framework (S, Q, ©, M), for fixed Py € @ and (R,T") € QS the Thompson metric
given by Dr(ﬂ@R)llﬂ(pT)) is equal to the minimal & needed to achieve e-QPP.

Proposition 10 (Bounds on Trace Norm). If A is e-QPP, then

sup [ AR®) - A", < minfe, V2¢}, (3.171)
0.RT)Q
and if A is (g,6)-QPP, we have

ke o 41-9)
oo A = AED], <2

(3.172)

Proof. The first inequality holds by applying the quantum Pinsker inequality
(% llo = olIF < D(pl|o)) [102, Theorem 1.15] and Proposition 9.

For the second inequality: (0,")-QPP is equivalent to

76" - AT
<

0,(RT)eQ 2 B

5. (3.173)

Then, adapting Lemma 5 and fixing &’ therein to zero leads to the desired result.

mi
Lemma 5. Fix (S, Q, ©®, M) privacy framework. Then, we have
(£,6)-QPP = (&',8')-QPP, (3.174)
where & < & with
§=1- w (3.175)

(ec+1)

Proof. The proof follows similarly to the proof of [27, Property 3] for classical
DP and is presented in Appendix A.8. o

8by definition also for (7,R) € Q
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3.8 Variants of Quantum Pufferfish Privacy Framework

We now propose variants of QPP via generalized divergences (as defined
in (2.1)).” We provide an operational interpretation of generalized divergences

as privacy metrics and characterize the relative strength between them.

Here, we focus on QPP in the framework (S, Q, ®, M) and formulate QPP
based on generalized divergences, which we denote by (D, £)-QPP, where D is a

placeholder for the generalized divergence being used.

Definition 8 ((D, £)-QPP). Fix a privacy framework (S,Q,0, M) and & > 0. An
algorithm A is (D, £)-QPP if

sup  D(AQP®)IIAP")) < &, (3.176)
0,(RT)HEQ

where D is an arbitrary generalized divergence and p® and p” are defined as in Defini-

tion 6. Note that these two density matrices depend on elements of ® and Q.

Indeed, Definition 8 encompasses variants of classical DP [15, 88] and
QDP [62], which rely on Rényi divergences as the generalized divergence
along with the appropriate choice of QPP framework (S, Q, ®, M) stated in Sec-

tion 3.2.3 and Section 3.2.3, respectively.

Remark 18 (Properties of (D, £)-QPP). Post-processing holds, by the definition of
generalized divergences. Convexity follows if D satisfies the direct-sum property, as
defined in [75, Eq. (4.3.7)], from which it follows that D is jointly convex [75, Proposi-
tion 4.15].

Parallel composability: If A; satisfies (g;,6;)-QPP in (S, Q, O, M) foriefl,... .k},

then the composed mechanism, as defined in Theorem 1, satisfies (D, Zf.‘zl z—:,-)—QPP n

Due to the definition of generalized divergences, the privacy notions defined based on them
inherently satisfy post-processing.

79



the framework (S, Q®. 0, /\_/(k), if D satisfies subadditivity (i.e., if D(p; ® palloy ® 073) <
D(pilloy) + D(psllo) for all states py, p», o1, and o). It is worth noting that by
employing this privacy notion based on generalized divergences, we achieve improved
composability results, even in scenarios involving joint measurements (recall property 3

of Theorem 2).

Remark 19 (Auditing Variants of QPP). The methodologies proposed in Section 3.6
can be used to audit the variants of QPP (based on generalized divergences) as well. In
this regard, quantum algorithms and procedures for estimating respective generalized
divergence (e.g., Rényi relative entropies) would be useful. This motivates the develop-
ment of novel techniques for estimating them efficiently and accurately, beyond those

already established in [128].

3.8.1 Variants Based on Rényi Divergences

First, let us recall definitions of the following quantities. The measured Rényi

divergence of order a € (0, 1) U (1, o) is defined as [48, Egs. (3.116)—(3.117)]

D, (pllo) = Skﬂp D, (M(p)IIM(0)), (3.177)
where
1
DyMPIIM(@) = — IH(Z(p(x))“(q(x))]_“J, (3.178)
xeX

with p(x) = Tr[M,p] and q(x) := Tr[M.o] for M corresponding to a POVM
{M,}ex. The Rényi preparation divergence of order « € (0, 1) U (1, o) is defined
as [86]

D, (pllo) = IJ{BEDD(l(PIIQ), (3.179)
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where P is a classical-quantum channel, P(P) = p, P(Q) = o, and the classical

Rényi divergence is defined as

1
D(PlIQ) = 1 ln(Z(P(x))"(Q(x))l‘“). (3.180)

@ = xeX
The quantities in (3.177) and (3.179) satisfy the data-processing inequality for all
« € (0,1) U (1, 0) by construction, following from this property holding for the

underlying classical divergence. Moreover, the following bounds hold
Do(pllor) < Dolplio) < Do(pllor). (3.181)

where D, is an arbitrary quantum Rényi divergence that satisfies data process-

ing [60, Eq. (3.7)].

Remark 20 (Relative Strength of Privacy Metrics). Choosing the preparation di-
vergence D, = D in (D,e)-QPP gives a stronger privacy metric that satisfies the
post-processing property for the family of quantum Rényi divergences of order «, while
D, = D gives a weaker privacy metric from that same family of divergences. That is, we
have that

.3 Do( AR APT))

< sup D(APD)IAPT)) (3.182)
0,(RT7)eEQ

< sup Dy(AEINAED). (3.183)
0,(RT)eQ

so that
(D,,8)-QPP = (D,,&)-QPP = (D,, ¢)-QPP. (3.184)

The above relations follow by the direct application of (3.181) and Definition 8.
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Remark 21 (Operational Interpretation as Privacy Metrics). Choose

S =ip.ol, (3.185)
Q = {(p, )}, (3.186)
0 = {{Px(x),p'hex : Px € P(X), p* € {p,0}}, (3.187)

M=M. (3.188)

The strongest privacy metric that can be generated from the family of quantum Rényi
divergences of order «, which is also a generalized divergence, is devised by setting
D = D,. In the chosen QPP framework (S, Q, ®, M), the value of € that divides the
region where (D, €)-QPP is achieved and the region where it is violated, for an identity

channel, is Do (pl|0).

The sandwiched Rényi relative entropy D in (2.10) satisfies data processing
fora € [1/2,1)U(1, o) [46,138], and the quantum relative entropy D in (2.8) also
satisfies data processing [83]. Thus, both of these are candidates for a general-

ized divergence.

Proposition 11. Fix (S,Q,0, M), @ € [1/2,1) U (1,0), and § € (0,1). Then, for an

algorithm A, we have that

&-QPP = (D,,&)-QPP = (&*,5)-QPP, (3.189)
where
, , ga
£ = min &> (3.190)
| 1 1
8* =& + a—1 ln(ﬁ) + ln(l_—dz) . (3191)
We also have
e-QPP = (D,&")-QPP = (&,6)-QPP, (3.192)
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where

82
gl= min{s, E} , (3.193)
K:= sup T(AQP"),AP") (3.194)
0,(R7)eQ

&= %(s’ +K)+ ln( ) (3.195)

1 - 62
Proof. The first implication in both (3.189) and (3.192) follows from Proposi-
tion 9. Then for the second implication, recall from item 3 of Proposition 2 that

Bé(plla') < D, (pllo). Then applying [130, Propositions 5 and 6], we arrive at:

max

D (pllor) < Do(pllor) + — 1n(61—2) + ln( 1 _152) : (3.196)
D (ollo) < é (D(pllo) + T(p, o)) + 1n(1 - 52). (3.197)

Finally, to conclude the proof, invoke Proposition 1 to establish the required

relationship to the QPP framework from there. o

Note that the chain of implications in (3.189) holds for every Rényi diver-
gence D, satisfying data processing, beyond just D,, because data processing is
the key property to adapt Proposition 9 and [130, Proposition 6] (see Egs. (K51)
and (K52) therein).

Remark 22 (Comparison to Existing Results for QDP). In the special case of QDP,
the dependence on the (e, «) parameters in (3.189) provides a strict improvement over

previous results. Specifically, Lemmas V.4 and V.5 of [62] show that

£&QDP — (D,,£)-QDP = (&,8)-QDP, (3.198)
with
n(1/(1 = V1 =62 2
e+ n(1/¢ — ) zg+1“652_/51), (3.199)
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where the approximation holds for small 6. Our first implication in (3.189) is tighter
compared to this since &' < & and the second implication is also tighter (i.e, e* < &) if

we choose 8> < 1 — 2051) in the small & regime.

3.8.2 Variant Incorporating Entanglement

In this subsection, we introduce a novel variant of QPP that incorporates ref-
erence systems. This extension potentially allows us to explore the impact of

entanglement on the privacy of the system of interest.

Definition 9 ((D®,&)-QPP with Reference Systems). With the same setup
(S,Q,0, M) in Definition 6, a quantum algorithm A : L(Hs) — L(Hp) is (&, D)-
QPP with reference systems if
sup  D((Tx ® ANWi)ITr ® A)why)) < &, (3.200)
O.(wyy Wk )EG

where the set G is defined in (3.8).

Since there is no restriction on the reference systems, the supremum in Defi-
nition 9 is also taken over the dimension of the reference system R, which is an
unbounded set. However, following from isometric invariance of generalized
divergences, together with purification and the Schmidt decomposition, it suf-
tices to take the supremum over pure bipartite states with the reference system

R isomorphic to the channel input system A.

Remark 23 (Properties). Similar to variants of QPP (recall Remark 18), this variant,
incorporating reference systems, also satisfies post-processing, convexity, and parallel

composability.
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R

Figure 3.8: Adaptive composition with reference systems: First A, is applied on
the upper system, then the quantum channel N on both the systems, and lastly
A, on the upper system. Then the adaptive composition is QPP if A, and A,
are.

Adaptive composition: Let A; be a (D®, &;)-QPP algorithm for i € {1,2}. Consider
the adaptive composition of A, and A,, as shown in Fig. 3.8: First A, is applied on the
upper system, then the quantum channel N acts on both systems, and lastly A, acts on
the upper system. Adaptive composition of A, and A, also satisfies (DX, &,)-QPP. This
shows that the adaptive composition illustrated in Fig. 3.8 does not degrade privacy,

showcasing the strength of the privacy framework in Definition 9.

Next, we observe that Definition 9 is a stronger privacy guarantee than Def-

inition 8, which does not take into account reference systems.

Corollary 3 (Strength Compared to (D, £)-QPP). (D®, &)-QPP implies (D, £)-QPP.

This follows from the data-processing inequality for the underlying general-
ized divergence D, choosing the channel as the partial trace over the reference
system R. It highlights that in certain scenarios where the system of interest is
entangled with other reference systems, the general QPP guarantees defined in

earlier sections may not be sufficient.
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The choice of D could heavily affect the design of useful privacy frameworks
with entanglement (recall the example in Remark 2 with the choice D = D,
along with the equivalence of Dy, to e-QPP, as given in (3.167)). Therefore,
careful consideration of the appropriate generalized divergence is essential for
developing effective and meaningful privacy frameworks that account for en-

tanglement effects.

3.9 Concluding Remarks

In this chapter, we proposed QPP as a flexible privacy framework for quantum
systems. We showed that QPP is captured exactly by the DL divergence, en-
dowing the latter with an operational interpretation of the DL divergence. The
DL divergence representation was used to study properties of QPP mechanisms
and characterize privacy-utility tradeoffs. As a concrete case study, we explored
the depolarization QPP mechanisms and characterized the parameter values to
achieve privacy. A methodology for auditing quantum privacy (the first of its
kind) was also developed. In the longer term, the proposed framework could

lay the foundations for privacy-preserving learning in quantum systems.
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CHAPTER 4
MEASURED HOCKEY-STICK DIVERGENCE AND ITS APPLICATIONS
TO PRIVACY

4.1 Introduction

In classical and quantum information theory, divergences quantify the discrep-
ancy between two probability measures and between two quantum states, re-
spectively. Due to the non-commutative nature of operators, a wide spectrum of
quantum divergences generalizes their classical counterparts. One route for in-
troducing a quantum divergence is to perform a measurement on the quantum
states and then evaluate the supremum of the classical divergence of the result-
ing probability measures over all quantum measurements [36,61, 110]. These

are known as measured divergences.

However, in practice, not all measurements can be implemented due to
physical restrictions or design considerations. Hence, it is important to study
settings in which only limited measurements are allowed. To this end, Refs. [24,
87] analyzed the measured trace distance under restrictive measurements while

Ref. [116] analyzed locally measured variants of Rényi divergences.

In this chapter, we focus on measured variants of the hockey-stick diver-
gence under practically relevant classes of measurements. The hockey-stick
divergence has recently found application as one of the fundamental quanti-
ties characterizing optimal privacy parameters in various classical and quantum
privacy frameworks [5,7,62,63,95]. Quantum differential privacy (QDP) is one

such privacy framework, which ensures that it is difficult for an adversary to
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distinguish between two distinct quantum states under all possible measurements

that an adversary can perform [62,144].

Generalizing QDP, we proposed a flexible privacy framework termed quan-
tum pufferfish privacy (QPP) in Chapter 3. One key feature of the QPP frame-
work is the flexibility to specify the allowed set of measurements. It was shown
in [95] that the QPP framework for the special case of all measurements is equiva-
lent to a constraint on the hockey-stick divergence, by generalizing the connec-

tion established for QDP in [62].

Inspired by these connections, we study measured variants of the hockey-
stick divergence. These variants can further provide insights into the study of
privacy in quantum systems with QPDP, taking into consideration practically mo-
tivated measurement classes. In particular, this analysis introduces avenues for
quantifying optimal privacy parameters in the QPP setting and auditing pri-
vacy by computing the measured hockey-stick divergences, which were not ad-

dressed in previous works.

41.1 Contributions

The main goal of this chapter is to provide a comprehensive analysis of mea-
sured hockey-stick divergences under restricted measurements. We first show
that, under an additive constraint on the measurement operators (satisfied by
all measurement classes that allow classical post-processing), the measured
hockey-stick divergence is achieved by two-outcome measurements. We then
derive key properties satisfied by the measured hockey-stick divergence, in-

cluding data processing, triangular inequality, and convexity.
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Next, we provide computational methods for estimating the measured di-
vergence. We show that the positive-partial-transpose (PPT) measured hockey-
stick divergence can be computed by a semi-definite program (SDP). We arrive
at analytical expressions for Werner and isotropic states under restricted mea-
surements. There, we show that they coincide for different classes of measure-
ments, including PPT measurements and measurements that use local opera-

tions and classical post-processing.

Furthermore, we show that the measured hockey-stick divergence finds op-
erational meaning in (g, 6)-QPP as the optimal ¢ that can be achieved for a fixed ¢
privacy parameter, extending the connection between hockey-stick divergences
and QDP established in [62]. Then, we utilize the derived results to obtain opti-

mal privacy parameters in specific privacy settings.

Lastly, we introduce the measured hockey-stick divergence for channels. To
this end, we provide SDP-computable expressions for the channel divergence
under PPT measurements and its connection to the divergence between the
Choi states of channels for jointly-covariant channels. With that, we establish
analytical expressions for the channel divergence for depolarizing channels. We
also highlight an application of these channel divergences in ensuring the pri-

vacy of channels.
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4.2 Measured Hockey-Stick Divergences

Let p and o be states. For y > 0, the hockey-stick divergence is defined as [99,
119]

Ey(pllo) = sup Tr[M(p —yo)] = (1 =), (4.1)

0<M<I
where (x), = max{0, x}. In this case, M and I — M are valid measurement op-
erators that satisfty 0 < M < Iand 0 < I - M < I. For the classical setting
with (discrete) probability distributions P and Q, the hockey-stick divergence

for y > 0 is defined as

Ey(PIQ) = ) max{0, P(x) - yQ()} = (1 = y), (42)

In this chapter, we are interested in restricted measurement operators, which
are inspired by the practical feasibility of only certain measurements. Let M

denote the restricted measurement operator set, and let us define
My = {M: M,1-Me M. (4.3)

Also, note that M, = M in many cases, including all possible measurements and
PPT measurements. With that, we define the measured hockey-stick divergence

related to the measurement set M.

Definition 10 (Measured Hockey-Stick Divergence). Let p and o be states. For
¥ > 0, we define the measured hockey-stick divergence based on the measurement set M

as follows:

E)(pllo) = sup {Tr[M(p —yo)]} = (1 = )., (4.4)

MeM;

where M, is defined in (4.3).
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By choosing y = 1, we arrive at the measured trace distance, as used in [24,

87].

An alternative way to define the measured variant of the hockey-stick diver-
gence is as follows: Let ”™ correspond to the classical probability distribution
with atoms {Tr[M,p]},, and let u”* correspond to {Tr[M,c]}, for a POVM {M,},.

EM(pllo) = sup {Ey(,u“”Mllu‘T’M) : M, >0, Z M, = 1}, (4.5)
(M eM}, x
where the maximization is over {M, € M}, POVMs and the classical hockey-

stick divergence is defined as in (4.2).

4.3 Properties of Measured Hockey-Stick Divergence

In this section, we show that the measured hockey-stick divergence defined
in Definition 10 coincides with the alternative definition in (4.5) in many set-
tings, and it satisfies several other properties, including data processing under
measurement-compatible channels, the triangular inequality, and convexity. In

this chapter, we focus on the case when y > 1, and note that our results extend to

M

1 /y(crllp) proved

y > 0 by utilizing (4.4) and applying the equality E}'(ollo) = yE

in Lemma 6.

Next, we establish conditions under which Definition 10 coincides with the

alternative definition in (4.5).

Proposition 12. Let y > 1, and let p and o be states. If My, + M, € M holds for all

M\, M, € Msuch that M, +M, < I (coarse-graining), then the following equality holds:

E}(pllo) = E}'(pllor), (4.6)
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where E}' is defined in Definition 10 and E}" is defined in (4.5).

Proof. See Appendix B.2. o

Remark 24 (Measurement Sets Satisfying Equality). The coarse-graining process
in Proposition 12 can be achieved by classical post-processing of the measurement out-
come. Therefore, as long as classical post-processing of the measurement outcomes is
allowed in any set M, then (4.6) holds. The set of PPT measurements and the set of
local measurements with classical post-processing also satisfy the coarse-graining prop-

erty (see Section 4.4 for details).

We define a channel N to be M-compatible under the measurement class M
if
MeM = N'(M)e M. (4.7)

Proposition 13 (Properties of Measured Hockey-Stick Divergence). Let M be the
set of allowed measurement operators, and suppose that p and o are states. Then E)'

in Definition 10 satisfies the following propertes:

1. Data Processing under M-compatible channels: If N satisfies (4.7) under M,
then

E}'(pllo) = EY'(N(p)IN(0)). (4.8)
2. Triangular inequality: Let y,,y, > 1, and suppose that  is a state. Then

E)! (plio) < E)(pllr) + y1 E)(xllor). (4.9)

3. Monotonicity in y: If y; =y, > 1, then

Ey\(pllo) < Ep!(pllor). (4.10)
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4. Convexity: Let p i= Y, cx PxPx ANd 0 = ), cx Px0x, Where p € P(X) is a proba-

bility mass function and (p,), and (o), are tuples of states. Fix y > 1. Then,
EMpllo) < 3 pEY(piliory). (4.11)
xeX

Proof. See Appendix B.3. o

4.4 Special Classes of Measurements and States

In this section, we consider special classes of measurements, M, and states
in Definition 10, such that E}' is computable analytically or by using a semi-

definite program (SDP).
Let us define several special classes of measurements.

The set of all measurements is defined as
MaL ={M:0<M<I}. (4.12)
The set of local measurements (LO) is defined as
Mo = {E} ® Fy, : {E}}, and {Fy}, each form a POVM]}. (4.13)
The set of local operations with classical post-processing is defined as

2y T(X,VE ® Fy:

Myor = { {EX}, and {F}}, each form a POVM, - (4.14)
0<T(x,y)<1Vx,y

The set of local operations and one-way classical communication (1IW-LOCC)

based measurements is defined as

Miw.roce = { S EX®@Fy {EX}, and {F}'}, ¥ x, form a POVM } - (415)
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This set can also be understood as consisting of measurement operators that
correspond to applying a IW-LOCC channel and then a local measurement, fol-
lowed by classical post-processing. Similarly, the local operations and classical
communications (LOCC) measurement set My occ is comprised of measurement
operators generated by applying an LOCC channel followed by a local measure-

ment and classical post-processing. The set of PPT measurements is defined as
Mepr = {Myp : 0 < Myp, Tg(Map) < 1}. (4.16)

By choosing M = Mppr, we also have that Mppr = M,, where M, is defined

in (4.3). This follows because M € Mppr implies that I — M € Mppr.

Proposition 12 implies that EX(pllo) = E}(pllo) for
M e {Miox, Miw.Locc, Miocc, Mppr}. For the choice of PPT measurements, the

measured hockey-stick divergence can be formulated as an SDP as follows.

Proposition 14 (PPT measured Hockey-Stick Divergence). Let y > 1, and let
0,0 € D(H, @ Hp). The quantity EyPPT can be expressed as the following SDPs:

sup (Tr[Myp(p —y0)] : 0 < Tp(Myup) < I} =

0<Myp<I

%rl% {Tr[Ys+ Y3]: Y3=Y, + Tp(Yy—Y3) > p—vyo}. (4.17)

Proof. See Appendix B.4. o

The above SDPs can be used to provide upper bounds on the locally mea-
sured hockey-stick divergence when the measurement set is comprised of LO,

LO*, IW-LOCC, and LOCC, because

E°(pllo) < EY% (pllo) < E;°“(pllor) < E3F T (pllor) (4.18)
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for all states p and o.

Next, we consider the Werner states [135], for which we characterize the

measured hockey-stick divergence analytically. We define a Werner state as fol-

lows:
w’ = pO + (1 - p)O*, (4.19)
where p € [0, 1], and
I+F I-F
O=— 0= ) 4.20
dd+1) did-1) ( )

with F = 3 liXjl ® 1iXil.

Proposition 15 (Hockey-Stick Divergence for Werner States). Let p, g € [0, 1]. For

v > 1, we have that

E,(0|w”) = max{0,q — yp,(1 — q) — y(1 — p)}. (4.21)

Proof. See Appendix B.5. |

Proposition 16 (Measured Hockey-Stick Divergence for Werner States). Let
P, q € [0, 11. The following holds for y > 1 and M € { Mo+, Miw.Locc, Mrocc, Mppr):

(4.22)

E)//V[(wq“wp) = max {0’ M’ 1 - v - M} .

d+1 d+1)

Proof. We prove the inequality “>" by specific choices of measurement opera-
tors that are LO*: M =0, M = Zf.l:l liXi] ® |iXi], and M = Zi&j:l liXjl ® |iXjl. Then
to obtain the inequality “<”, we utilize the symmetry of Werner states and the

PPT measurement operators. See Appendix B.5 for a complete proof. |

Remark 25 (High Dimensions). When d — oo in Proposition 16, we see that the

measured hockey-stick divergence converges to zero, while with all measurements, it
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can still be strictly positive, as shown in Proposition 15. This highlights that Werner
states are distinguishable with all measurements, while with limited measurements, that

distinction decays with increasing d. We utilize this property in Proposition 18.

Remark 26 (Isotropic States). We obtain an analytical expression for the measured
hockey-stick divergence of isotropic states in Appendix B.6. They also coincide for dif-

ferent classes of measurements, similar to what we obtained for Werner states.

4.5 Applications to Privacy

In this section, we show how the measured hockey-stick divergence finds use
in ensuring privacy for states, where privacy is imposed by quantum puffer-
tish privacy introduced in Chapter 3. We also utilize the tools developed in

Sections 4.3 and 4.4 to study the privacy of quantum systems.

For simplicity, let us consider a special case of QPP. We call this special set-
ting restricted quantum local differential privacy (QLDP). Note that the results
below equally apply to the general QPP setting with the appropriate optimiza-

tions in Definition 6.

Definition 11 (M, S)-Restricted QLDP for States). Fix € > 0 and § € [0, 1]. Let S
be a subset of quantum states (i.e., S € D(H)). Let A be a quantum algorithm (viz.,
a quantum channel). Then A is (g, )-local differentially private under (M, S) if the

following condition is satisfied:
Tr[MA(p)] < Tr[MA(0)] + 6, (4.23)

forall p,o € Sand all M € M,, where M, is defined in (4.3) with the chosen M.
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Proposition 17 (Equivalent Representation). (g, 6)-local differential privacy under

(M, S) of a mechanism A (as defined in Definition 11) is equivalent to

sup EXN(AP)IA()) < 6. (4.24)

p,0€S

Proof. This follows by rearranging terms in Definition 11 and recalling Defini-

tion 10 with y = ¢* > 1. O

Remark 27 (Operational Interpretation). Proposition 17 provides an operational in-
terpretation for the measured hockey-stick divergence EX' as the optimal § for fixed &

when the adversary is allowed to use measurements belonging to the set M.

Proposition 18 (QLDP for Werner States). Let S = {w” : 0 < p < 1}. Then, for

M = M, the identity channel is not private; i.e., § = 1 forall € > 0.

Furthermore, the identity channel is (¢,2/(d + 1))- QLDP under (M, S) for € > 0
and for M € {My o+, Miw-Locc, Mrocc, Mppr}.

Proof. The proof follows by choosing A = I in Proposition 17, using the convex-
ity of hockey-stick divergence in Proposition 13, and applying Propositions 15
and 16. |

Proposition 18 shows explicitly how the measurement class plays an inher-
ent role in ensuring privacy, if we are aware of the measurements that the ad-
versary can perform. In particular, an algorithm will be completely non-private
with a certain class of measurements (all measurements in Proposition 18) and
almost completely private for another class of measurements (LOCC measure-

ments in Proposition 18 with increasing dimension).

Remark 28 (Privacy Auditing). Auditing privacy refers to identifying whether an

algorithm is private, as demanded by Definition 11. In many practical scenarios, the
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set S relevant to an (M, S)-restricted QLDP setting contains a finite number of el-
ements, which allows for a computationally feasible method to audit privacy. For a
channel A, a measurement set M C Mppr, and a set of states S with finite number
of elements, one can compute EYY (A(p) , A(o)) for each pair (p,0) € 8 X S via an
SDP. If max, yes EXXN(A(p) , A(0)) < 6, then the mechanism A is guaranteed to be
(&, 6)-restricted QLDP under (M, S).

Although the method described above provides a computationally feasible way to
verify if a mechanism is private, the time complexity of this algorithm is exponential in
the number of qubits and polynomial in the cardinality of S. This calls for more efficient
algorithms to estimate the measured hockey-stick divergence and its optimization over

a given set of states, which we leave for future investigation.

4.6 Measured Channel Divergences

In this section, we extend the study of measured hockey-stick divergence to

quantum channels.

Definition 12 (Hockey-Stick Divergence for Channels ). Let 4,5, Qa—p be chan-
nels, and let M be the allowed set of measurements on systems R and B. Then for y > 0,

the channel divergence for the measured hockey-stick divergence is defined as

EMPIQ) = sup E}'(P(or)IQ(ora)) . (4.25)

PRA

where the optimization is over all states with an unbounded reference system R.

Using the Schmidt decomposition theorem and the convexity of measured
hockey-stick divergence in Proposition 13, the optimization in (4.25) can be re-

stricted to pure states with the R system isomorphic to the A system.
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Next, we show how the channel divergence of the measured hockey-stick di-
vergence appears in applications related to ensuring privacy for quantum chan-

nels.

Privacy for Channels: Previously, privacy of states has been considered under
the QDP and QPP frameworks [62,95,144]. However, there are also scenarios
where one needs to privatize the channel used in the quantum operation. These
will find use in quantum reading [111], where encoding different values corre-
sponds to applying different channels. In this setting, we require the channels
to remain indistinguishable to the adversary. To accomplish that, we define a
privacy framework that ensures privacy for channels. This is accomplished via
superchannels, which are linear maps that transform one channel to another

channel [26,53].

Definition 13 ((M, C)-QLDP for Channels). Fix € > 0 and § € [0,1]. Let © be
a superchannel, and let C be a subset of channels from L(H,) — L(Hp). The al-
gorithm/supermechanism @ is (g, §)-local differentially private under (M, C) if for all
Pa—pQup € C the following condition is satisfied for all pra € D(Hg ® Hy) and for
all M € My:

Tr[M (©(P)(pra))] < €°Tr[M (O(Q)(Pra))] + 6, (4.26)

where M, is defined in (4.3) with the chosen M.

Similar to Proposition 17, we next show that there is an equivalent represen-

tation for Definition 13 using the channel hockey-stick divergence.

Proposition 19 (Equivalent Representation). (g, §)-local differential privacy under

(M, C) of a supermechanism © (as defined in Definition 13) is equivalent to

sup EX(@O(P)IOQ) < 6. (4.27)
P .QeC
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Proof. This follows by rearranging terms in Definition 13, recalling (4.25), and

applying Definition 10 for y = ¢® > 1. o

Notably, Proposition 19 shows that the channel hockey-stick divergence is
the fundamental quantity in the task of guaranteeing privacy of quantum chan-

nels, thus providing an operational interpretation for it.

Special Measurements and Channels

Here, we focus on the channel divergence by considering special classes of
measurements, including PPT measurements and special classes of channels,

namely, jointly-covariant channels.

For the class of all measurements, the channel divergence is SDP com-
putable. For depolarizing channels, we derive analytical expressions for them.
See Appendix B.7 for a detailed study. We next show that the channel diver-

gence under PPT measurements is also SDP computable.

Proposition 20 (Channel Divergence under PPT Measurements). Let P45 and

Qu be two quantum channels, and let y > 1. Then E}*"(P|Q) is equal to

Tr|Qup(Tpy = Y1) :

sup Tr[pr] = 1, Qgrp < pr ® I = (4.28)
PR2RB20
Tp[Qrp] = 0, Tp[Qrp] < pr ® I
. FR?B - yng < Zgp + Tp(Yrp — Lgp)
inf , (4.29)
#ZO,ZRBZO

Lgg,Yrp>0 ulrp > Trp[Zgp] + Trp[Yrs]

where Ty, is the Choi operator of the channel N_,p.
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Proof. See Appendix B.8. o

Let G be a finite group, and for every g € G, let g — Ua(g) and g — Vg(G)
be unitary representations acting on the input and output spaces of the channel,
respectively. A quantum channel N,_, is covariant with respect to these repre-
sentations if the following equality holds for every input density operator p4 €

L(H,) and group element g € G: Na—s(Ua(8)aU}(8)) = V(@) Naonoa) V().

For covariant quantum channels, the input states can be restricted to a spe-
cific form in the optimization in (4.25) and can further be characterized by the

Choi states of the channels if the representation {U4(g)},ec is irreducible.

Proposition 21. Let G be a finite group with {Ux(8)}eec and {Vg(8)}eec unitary repre-
sentations. Let Pa_,p and Qa_,p be quantum channels that are covariant with respect to

the group G. Then E}*"(P|Q) is equal to

sup {EyPPT(PAﬁB(l//RAN|QA—>B(¢’RA))}’ (4.30)
KPA:%/'ISS@A)
where system R is isomorphic to system A, ya = Trglygal, and To(ws) =

i Zeea Ua(@waU}(2).

Furthermore, if the representation {U(g)}eec is irreducible, then an optimal
state in (4.30) is the maximally entangled state ®g,, so that EJ"'(PIQ) =

EYT(Passp(Pra)llQa5(DPra)).

Proof. See Appendix B.10. The proof relies on the data-processing of EJ*" under
PPT-preserving channels and similar techniques used in the proof of [75, Propo-

sition 7.84]. O

101



Next, by using Proposition 21 and Proposition 38, we derive an analytical

expression for EJ*" for two depolarizing channels.

Proposition 22 (Depolarizing Channels). Let p,q € [0, 1] and y > 1. Then

— d_
A :maX{O,l—q_y(l_p)+ (¢ dwp)’ _

E)I/’PT ( Al

Dep

1
(g - yp)} . (431)

where ﬂgep is a depolarizing channel with parameter p and d is the dimension of the

input space of the channel A7, .

Proof. The proof follows by applying Proposition 21 together with the analytical

expressions for EJ*" of isotropic states (Remark 26). See Appendix B.11. O

4.7 Concluding Remarks

In this chapter, we provided a comprehensive study of measured hockey-stick
divergences for states and channels. We showed that they satisfy several desir-
able properties, including data processing, triangular inequality, and convexity.
We also showed that, for some classes of measurements and states, they are SDP
computable or analytically characterized. We discussed their use in providing
privacy for states and channels, with an emphasis on quantum pufferfish pri-
vacy. To this end, we introduce a privacy framework for quantum channels,

extending the QPP framework for states.
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CHAPTER 5
CONTRACTION OF PRIVATE QUANTUM CHANNELS

5.1 Introduction

Statistical privacy models aim to tackle privacy risks in a principled man-
ner [27,40,41,77,94]. Local differential privacy (LDP) is one such model
(Definition 14), where individual data is protected while answering aggregate
queries [43]. Studying statistical problems under local privacy constraints is
vital for understanding the price that we have to pay to ensure privacy. To
this end, the contraction of statistical measures and divergences under privacy
constraints is an important technical tool. One such tool is the contraction co-
efficient of the total-variation distance TV(p, g) := % lp — qll, for two probability
distributions p and ¢: In [72], it was shown that, under &-LDP privacy con-

straints,

VM), M@) _ e =1 _ ey, (5.1)

su =
Meg% TV(p,q) e+ 1
TV(p,9)#0

where B¢ denotes all e-LDP mechanisms and M(p) and M(g) represent the prob-
ability distributions resulting from processing p and g by the private mechanism
M, respectively. Bounds for the contraction coefficients of other divergences, in-
cluding chi-square, Hellinger, and Kullback-Leibler divergence, which are ob-
tained by replacing total-variation distance in (5.1) by the respective divergence,

have been studied in [8,38,39].

With the development of quantum technologies and the generation of quan-
tum data, ensuring the privacy of quantum systems is an important research

direction. To this end, statistical privacy frameworks for quantum data have
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been developed recently, which are generalizations of classical statistical pri-
vacy frameworks [1,62,95,144] as explained extensively in Chapter 3. Quantum
local differential privacy (QLDP), which is a generalization of LDP, ensures that
two distinct quantum states passed through a quantum channel are hard to dis-

tinguish by a measurement [62].

Quantifying the contraction of quantum divergences under quantum pri-
vacy constraints enables the study of statistical tasks under privacy constraints
(QLDP constraints). Earlier efforts in this direction include the following: en-
tropic inequalities under QLDP constraints on algorithms and measurements
were discussed in [6], while upper bounds on contraction of divergences un-
der QLDP algorithms were studied in [62,63]. However, finding an exact char-
acterization of contraction coefficients of quantum divergences under privacy

constraints is still largely unexplored.

5.1.1 Contributions

In this chapter, we study the contraction of quantum divergences under privacy

constraints imposed by QLDP.

First, we derive an upper bound on the privatized contraction coefficient
of the hockey-stick divergence (Theorem 4, Corollary 4). As a result, for the
special case of y = 1, we find an upper bound on the privatized contraction co-
efficient of the normalized trace distance. Using this to establish the converse
and mechanism that satisfies QLDP (Proposition 23) for achievability, we show
that the privatized contraction coefficient for the normalized trace distance un-

der e-QLDP mechanisms is precisely equal to (e® — 1)/(e® + 1). Moreover, using
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the above results, we provide upper bounds on the contraction of the Bures
distance and quantum relative entropy relative to normalized trace distance in

Proposition 24 and Proposition 25, respectively.

5.2 Quantum Local Differential Privacy

We review privacy frameworks for both the classical and quantum settings, fo-
cusing especially on the local setting in which the privacy of individual entries
and quantum states is ensured, respectively. Local differential privacy (LDP) al-
lows for answering queries about aggregate quantities while protecting the in-
dividual entries without the need of a central trustworthy data curator [43]. We
note that a randomized privacy mechanism A, as mentioned below, is described
by a (regular) conditional probability distribution P4y for its output given the

data.

Definition 14 (Classical Local Differential Privacy). Fix € > 0 and § € [0, 1].

A randomized mechanism A : X — Y is (&, 6)-local differentially private if
P(A(x) € B) < e* P(A(X') € B) + 6, (5.2)
for all x,x' € X and B C Y measurable. We say that A satisfies e-LDP if it satisfies
(g,0)-LDP.
Quantum local differential privacy (QLDP) ensures the privacy of quantum
states, which are given as inputs to a private quantum channel [62,95].
Definition 15 (Quantum Local Differential Privacy). Fix € > 0 and 6 € [0, 1]. Let

A be a quantum algorithm (viz., a quantum channel). The algorithm A is (g, 6)-local
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differentially private if
Tr[MA(p)] < *Tr[MA(0)] + 6, Yo,0 € D(H), YM:0<M<I. (5.3)
We say that A satisfies e-QLDP if it satisfies (¢,0)-QLDP.

Remark 29 (Connection to Hockey-stick Divergence). (g, 6)-QLDP of a mechanism

A is equivalent to the following condition:

sup  En(AP)IA@)) < 6, (5.4)
p,0€D(H)

where E,(-||-) is defined in (2.3) for v > 1. This was shown for (g,6)-QLDP in [62,
Eq. (V.1)]. We provide a brief proof here for convenience: For all states p and o and
for every measurement operator M (i.e., satisfying 0 < M < I), the e-QLDP criterion

in (5.3) can be arranged as Tr[M (A(p) — e*A(0))] < 6. Then, we have

sup  E.(A(p)lA(0) = sup  Tr[(Alp) — e A(0)), ] (5.5)
0,05€D(H) 0,05€D(H)

= sup sup Tr[M (A(p) — e A(0))] (5.6)

0,0€D(H) 0<M<I

<o, (5.7)
concluding the claim. For the case in which 6 = 0, e-QLDP is equivalent to

sup  Ee(A()llA(0)) =0, (5.8)
p,0€D(H)

since Tr[(A(p) — e A(0)), ] = 0in (5.5).

Furthermore, it is sufficient to consider the supremum over orthogonal pure states

in (5.4). That is, (g,0)-QLDP is equivalent to

sup  E(A(p)|A(0)) = sup Ee(Alp)lA($2)) <6, (5.9)

po€D(H) P1len
where ¢, and ¢, are orthogonal pure states. This is implied by the proof of [62, Theo-
rem I1.2]. We provide an alternative proof for this fact in Appendix C.1.
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Remark 30 (Connection to Max-Relative Entropy and Datta-Leditzky Diver-
gence). e-QLDP is also equivalent to the following constraint:
sup  Dinax(A)IIA(0)) < &, (5.10)
0,05€D(H)
as shown in (3.167) (see also [62, Lemma 1I1.2] with § = 0), where the max-relative

entropy is defined as [28]

Dpax(pllo) :== Ininf {1 : p < Ao} (5.11)
Tr[Mp]

=1n su . 5.12

oertes Tr[Mr] 512)

The inequality in (5.10) can also be inferred from the dual formulation of max-relative

entropy in (2.15), together with Definition 15.

By adapting Proposition 1 in Chapter 3, (g, 0)-QLDP is also equivalent to the fol-

lowing condition:

sup D (AP)AW@)) < &, (5.13)
p,0€D(H)
where
D’ (pllo) = Ininf {2 > 0 : Tr[(p — A0),] < &} . (5.14)

Furthermore, it is sufficient to consider the supremum over orthogonal pure states

in (5.4). That is, (g,6)-QLDP is equivalent to

sup D (AP)IA) = sup D (Al A)) < &, (5.15)

p.o€D(H) Prlen
where ¢, and ¢, are orthogonal pure states. The proof of this fact is in Appendix C.2.
For 6 = 0, this can also be deduced from [54, Theorem 5.7].
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5.3 Contraction under Quantum Privacy Constraints

In this section, we first propose a quantum mechanism that satisfies e-QLDDP,
and we then proceed to evaluate the contraction of generalized divergences,
with an emphasis on the hockey-stick divergence and normalized trace distance

under privacy constraints, as imposed by QLDP.

Let A}, be the depolarizing channel

AL p) = (1= p)p + gz, (5.16)

where p € [0,1] and d is the dimension of the Hilbert space on which p acts.
A depolarization mechanism achieving standard quantum differential privacy
with a neighboring relation declared by the closeness of normalized trace dis-
tance was presented in [62,144]. Considering the worst case scenario where the
normalized trace distance constraint evaluates to one, a mechanism achieving -
QLDP based on a depolarizing channel can be obtained, as shown in Remark 10

in Chapter 3. However, the parameters therein depend on d.

In [5, Lemma 5.2], a general recipe to derive privacy mechanisms by apply-
ing a POVM followed by a classical privacy mechanism has been studied. The
next proposition derives a QLDP mechanism using a similar technique, where
a two-outcome POVM is followed by the application of a depolarizing mecha-
nism. In this mechanism, the parameters are independent of the dimension d of

the input states.

Proposition 23 (QLDP Mechanism). For all € > 0 and p € [0, 1], the mechanism
AP, © M satisfies e-QLDP if
(5.17)

T et + 10
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where, for a fixed measurement operator M (satisfying 0 < M < I) and for an input

state w, the measurement channel M is defined as

M(w) = Tr[Mw]|0XO0| + Tr[(I — M)w]|1X1]. (5.18)

Proof. Fix p,o, d =2, and M such that 0 < M < I and consider that

Tr| MAL (M(p)]
Tr|MAL, (M(0)]
(1 = PT[MM(p)] + LTr[M]
- _ (5.19)
(1= p)Tr[MM(o)] + §Tr[M]
_ (L= pTMM(p) - M@))] (5:20)
(1 - pTrMM(o)] + ETr[M] '
(1 = p)|Tr[M(M(p) — M(0))]
< | T |. (5.21)
d
Consider that
M) - M
THMM(p) - M) < M), A0 : @ll; (5.22)
< Tr[M], (5.23)

where the last inequality follows because |M||; = Tr[M], given that M > 0, and

the normalized trace distance of quantum states is bounded from above by one.

Given the above, together with (5.21), if

os ln(l L da - p)), (5.24)
p
then
T MAL, (M(p))| . (5.25)
Te| MAL, (M(@)] ~

By recalling that d = 2, and rearranging terms in (5.24), we arrive at (5.17). O
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5.3.1 Contraction Coefficients under Privacy Constraints

Let p and o be quantum states. A generalized divergence, by its definition

in (2.1), satisfies data processing under every channel N; i.e.,
D(pllo) =2 DIN(p)IIN (o)) . (5.26)

For some cases, this contraction can be characterized more tightly if there exists

np € (0, 1) such that the following inequality holds for all p and o~

1o D(pllo) = DIN(p)IN(0)) . (5.27)

Here we define a privatized contraction coefficient for a generalized diver-

gence D as follows:
sup DN (p)IIN(o))
Nes, D(pllo) ~
p,0€D,
D(pllc)#0

&

i = (5.28)

where 8° corresponds to the set of all e-QLDP mechanisms, defined formally as

B = {N € CPTP: sup E.(N@IN(0)) = 0}. (5.29)
p,0€D(H)

In the above, we made use of the previously stated fact that (5.8) is equivalent

to e-QLDP.

Contraction under private channels has been studied in [62] by choosing nor-
malized trace distance as the quantum divergence. In particular, Corollary V.I

therein states that, for a channel N that satisfies e-QLDP,
T(N(p), N(o) <n7T(p,0), (5.30)

where
ef —1

(5.31)
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Observe that Theorem 4 below improves this upper bound, and Theorem 5

states that the bound from Theorem 4 is in fact tight.

In this spirit, we define the following privatized contraction coefficient for

the hockey-stick divergence E,:

E,(N()IN(c))
€ = . 5.32
e = e E(pllo) (5.32)
0,0€D,
Ey(p||0')¢0

Observe that y = 1 corresponds to the normalized trace distance.

Next, we provide an upper bound on the privatized contraction coefficient
defined in (5.32) for y € [1,¢°]. Note that 17‘;::7 = 0 for y > ¢°, as a consequence
of (5.8) and the fact that E, is monotone non-increasing in y [29, Lemma 4.2].
The privatized contraction coefficient of the hockey-stick divergence in the clas-
sical privacy setting (i.e., analogous to Theorem 4) was established in [140, The-

orem 1], and our proof below is inspired by their proof.

Theorem 4 (Privatized Contraction Coefficient of Hockey-Stick Divergence).
Fory € [1,€°], the privatized contraction coefficient 1y, satisfies the following inequal-
ity:

& e -
< . .
A 5:33)

Proof. Let N be an arbitrary channel from L(H,) to L(Hp). By [62, Theorem I1.2],

we have that

E, (N N
YNNG o E N aXaDINQwXuD) (5.34)
p.0€D Ey(pllo_) @) LI
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where |¢) L |¢) denotes orthogonal state vectors. Then consider that

Mg, = sup sup E,(N(#XeDIN (I Xy1) (5.35)
NEB* 1) L)
= ‘guh}; E,(N(IoXoDIN (wrXvo)) (5.36)

N+ EANXeDIN (Xr)=0,
EANWXUDIN(6X1)=0

< sup E,(0'llo’), (5.37)
/)’,U'/ED((}’[B),dBZI,
Ep'llo")=E(c”"|lp")=0

where the second equality follows from the hockey-stick divergence equiva-
lent form of QLDP given in (5.8), and the last inequality because the set being
optimized over is larger. Note that the case dg = 1 is trivial since the only one-
dimensional state is the number 1, and the hockey-stick divergence is equal to

zero for such one-dimensional states.

Next, we show that we can restrict the above optimization to a qubit space

dp = 2 as follows: consider the measurement channel
M(w) = Tr[I1,w]|0XO0| + Tr[(1 — IT,)w]|1X1], (5.38)

where I1, is the projection onto the positive eigenspace of p” — yo’. With that,

one can check that, forall y > 1,
E,(0'llo’) = E,(M()IIM(c)). (5.39)

To this end, by data processing and non-negativity of the hockey-stick diver-

gence, we arrive at
0= Ex(p'llo’) = Ecs(M(EHIIM(c)) = 0, (5.40)

implying that E.-(M(p")IIM(c”)) = 0. Proceeding with the above ideas, we can
rewrite the right-hand side of (5.37) as

sup E,(M(p"IIM()). (5.41)
0,0’ €D(Hp),dp>2,
E MM )=E s« M(")IM(p"))=0
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Define the state

w, = plOX0| + (1 = p)l1X1], (5.42)
and observe that the output of the channel M is a special case of this state with
p = Tr[Il,w]. Then, we find an upper bound on (5.41), which is

sup E (wpllwy). (5.43)

p-q<l0,1],
E e (wpllwg)=E s (wyllwp)=0

Putting this together with the inequality in (5.37), we arrive at

77%7 < sup Ey(wpllwq) (5.44)
p4€l0.1],
E{wpllwg)=E. wgllw, )=0

= sup P —vq (5.45)
P-q€l0,1],
q<p<minf{qe®, ge *+1-e%}
et —
-y (5.46)

e+ 1
The fact that (5.44) and (5.46) are equal was stated in the proof of [140, The-
orem 1]. Here we provide a short proof for convenience: The first equality
above follows from the fact that the states w, and w, correspond to Bernoulli
distributions with parameters p and ¢, respectively, and the reasoning given
below: Ees(wpan) = 0 is equivalent to p < e°q and (1 — p) < €°(1 — ¢), and
Ees(quwp) = 0 is equivalent to ¢ < ¢°p and (1 — ¢) < €°(1 — p). Without loss of
generality, suppose that ¢ < p. Then all of these inequalities can be written in
the following compact form: ¢ < p < min{ge®, ge™® + 1 — e”*}. The last equality
follows from solving the linear program. Indeed, we can eliminate p by noting
that min{ge®, ge™® + 1 — ¢7°} < 1 and thus we can maximize its value by picking
p = min{ge®, ge® + 1 — e ?}. From there, observe that ge? < ge®+ 1 —e°is
equivalentto g < 1/(e®+1),and ge® > ge™®+1—e " isequivalent to g > 1/(e® +1).

With this, p — yq is supremized at g = 1/(e® + 1). O

113



Lemma 6. Let y > 0 and p and o be states. Then,

E,(pllo) = yE 1 (allp), (5.47)

where E,(-||-) is defined in (2.3).

Proof. Let 0 <y < 1. By applying (2.3), consider that

E,(pllo) = OSILPITY[M(P —yo)] -1 -7) (5.48)
= sup Te[(I = M)(p — yor)] - (1 = 9) (5.49)

0<M<I
= sup Tr[M(yo - p)] (5.50)

0<M<I
=1y sup Tr[M (0' - lp)] (5.51)

0<M<I Y

= 7E$(0'||P), (5.52)

where the last inequality follows by applying (2.3) with 1/y > 1 sincey < 1.

For y’ > 1, substituting v = 1/ in (5.52), we conclude the proof. ]

Recall that A € B° is equivalent to

sup  Ee(A(p)l|A(0)) = 0. (5.53)
p,0€D(H)
Now, using Lemma 6, we also have that
sup  E-(A)||A(0)) = 0. (5.54)
p,0€D(H)
Furthermore, using the monotonicity of ' — E, for y’ > 1, we find the follow-

ing fory < e

EL(AP)IIA0) < Ee(A)IA0)) = 0. (5.55)
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This then leads to E,(A(p)||A(c)) = 0 for y < e™® and

sup  E,(AQ)IA0)) = 0. (5.56)
0,05€D(H)
Next, we quantify the contraction of the hockey-stick divergence for y €

[e7?, 1], similar to Theorem 4 for y € [1, ¢°].

Corollary 4 (Contraction of Hockey-Stick Divergence under QLDP). Let y €

[e7®, 1], A € B¢, and p and o states. Then, we have that

£

ve® — 1

E(APIA@) <~

E,(pllo), (5.57)

where E,(:||) is defined in (2.3). Furthermore, fory € [e™®, 1], the privatized contraction
coefficient of hockey-stick divergence, iy, , satisfies the following inequality:

ve® — 1
T y(er+ 1)

E
Mg,

(5.58)

Proof. Since y € [e7*, 1], it follows that 1/y € [1,¢°]. By applying Lemma 6, we

obtain the following:

E(AQIA@) = yE,(A@IAR)) (559)
e —1

<7k olp) (5.60)
_oyef—1

- JE B, 5.61)

where the first inequality follows from Theorem 4 with 1/y > 1 and the last

equality by applying Lemma 6 again.
By dividing both sides by E,(pllo), and supremizing over all A € B° and all
states such that E,(p|lo) # 0, we arrive at the desired result. O
Theorem 4 and Corollary 4 strengthen the previously known upper bound

on the privatized contraction coefficient for the normalized trace distance (i.e.,
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175 by choosing y = 1), as recalled in (5.31). Next, Theorem 5 states that the up-
per bound from Theorem 4, for trace distance, is indeed tight. Under e-classical
local differential privacy (recall Definition 14), Theorem 5 was presented as [72,
Corollary 2.9]. Our proof method is different from that presented for [72, Corol-
lary 2.9].

Theorem 5 (Privatized Contraction Coefficient of Trace Distance). Let £ > 0 and
p and o be states such that T (p, o) # 0. We have

TIN(),N(o)) e —1
news  Tp,0) e+ 1

(5.62)

Consequently, the privatized contraction coefficient for the trace distance under e-

QLDP is given by

(5.63)

Proof. In Proposition 23, choose M = II. for the measurement channel M, which

is the projection onto the positive eigenspace of p — . We then conclude that
T(M(p), M(0) = T (p, o). (5.64)
To this end, consider the composition ﬂl’;ep oM,

T((AD,, © M)(p), (AL 0 M)()) = (1 = P)T(p, ), (5.65)

Dep Dep

and choose p = 2/(ef + 1) to ensure that ﬂgep o Mis e-QLDP.

Then, for the channel A »© M and states p and o, we find that

T((Ap,, © M)p), (A, © M)(@)) -

Dep Dep 1
=l-p=

T(p,0)

In addition, by the definition of 7%, for this choice of channel and states, we get

T (5.66)

the following inequality:

T((AD,, 0 M), (AD, o M)(@)) o5 1
T(p. o) S 567)
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By picking y = 1 in Theorem 4, we also conclude that

e -1

e+ 1

Mg, =Mr < (5.68)

We conclude the equality in (5.62) by combining (5.67) and (5.68), and the equal-

ity in (5.63) by supremizing over p and o such that T'(p, o) # 0. o

Next, we apply the findings of Theorem 4 and Theorem 5 to obtain contrac-

tion bounds for other quantum divergences under QLDP privacy constraints.

Proposition 24 (Contraction of Bures Distance under e-QLDP). Let A be an &-

QLDP mechanism, and let p and o be states. Then

2 (P = 1)

[ds(A(p), A(0))]” < 2e£TT(Pa o). (5.69)

Proof. Recall from [63, Eq. (5.50)],
ds(p, )’ =2(1 = VF(p, o)) < Hipplplor). (5.70)

where
1

Hiplplio) = 3 f |E,(plio) + Ey(cllp) |y~ dy. (5.71)

1

Now, as a consequence of the fact that A € B° implies that E.-(A(p)|A(c)) = 0
and E.:(A(0)||A(p)) = 0, consider that
sup Hy (Al A(0)) < sup Hy (AP A(e)) . (5.72)

A A EAA(p)|A0)=0,
EAA@)|1A(0)=0

We use this to show the following, employing similar techniques used in the

proof of [8, Theorem 1]:

/2 _ 1 2
sup Hy (A A < 28—~

T(p,0). (5.73)
AcBe et +1
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To this end, by definition,

sup Hyjp(Alp)||A(e))
A: EAAPIA)=0,
EAA@|APR)=0

1 00
= s o f |E,(AQIA@) + ELA@IAE)]y 2 dy  (5.74)
A EAlp)||A(0))=0, 1
E (A A)=0

£

1 (° _
- s [ E@GIAG) + EG@IA]y Py 679
A EAAp)||A(0))=0, 1
E (A0 A())=0

£

1 (¢ e — _
< sup o f —[E,pllo) + E(crlp)] y 2 dy (5.76)
A EAAPIA@)=0, = J1 €+
EAA@)||AP))=0
-5 [ Y E pllo) + Ey(olio)] vy (5.77)
2 1 e+ 1 L4 4
et e.g_
<Eipllo) [ S 2y Ry (578)
1 € +1
(68/2 _ 1)2
=2 " 7.0, 5.79
1) [ (5.79)

where the second equality follows from the fact that E.(A(p)lA(c)) =
E (A0)AP)) = 0 and y — E,(|) is a monotonically decreasing function
for y > 1; first inequality by applying Theorem 4; third equality by E,(pllo) <
E\(pllo) for y > 1; and finally the last equality by solving the integral and substi-
tuting E,(:||-) = T(, ).

With the use of (5.70) and the inequality derived above, we conclude the

proof of the upper bound. o

Remark 31 (Another Contraction Bound for Bures Distance). By [142, Theo-

rem 2.1] we have

eDmax(ﬂ(p)”ﬂ(a'))/z

1= VF(Ap), A)) < T(Ap). AN 5o (5.80)
Applying Theorem 5 together with the fact that ‘A € B° is equivalent to
sup D (A(P)IA(0)) < &, (5.81)

0,05€D(H)
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forall p,o € D, we obtain the following:

& _ &/2
[do(A), A < 2— &~ 1

e e (5.82)

However, this bound is weaker than the bound presented in Proposition 24.

Proposition 25 (Contraction of Quantum Relative Entropy under Local Pri-
vacy). Let A be an e-QLDP mechanism, and let p and o be quantum states. Then

ef -1
et + 1

D(A(p)|A(0)) < 8( ) T(p, o). (5.83)

Proof. Using the integral form of the quantum relative entropy in [63, Eq. (1.6)],

we have
PRI = fl °° %Ey(ﬂ@)llﬂ(v)) + %Ey(ﬂ(O')Hﬂ(P)) dy (5.84)
- [ E@eiae) dr+ [ E @A) dr 685

where

ry = PrADIA@) L D AIAR) (5.86)

and we made use of [63, Eq. (2.3)]. Since A € B¢, we have

SUP,, yeniry Pmax (A(P)|IA(0)) < & and we arrive at

£ £

4

1 1
DA AW < f _ELA@IAC) dy + f SEA@IAR) Y (557)
1 1

“lef—y 1 ef—vy
< - E — E d 5.88
< f1 S Bl + 5 Bl dy (5.88)
“lef—y lef—vy
< T(p, - — 5.89
- ('DO-)(j]‘ ye€+1+7268+1d7) ( )
e —1
= T .
e P:0), (5.90)

where the second inequality follows from Theorem 4; the third inequality from
E,(pllo) < Ei(pllo) = T(p,o) for all y > 1 due to monotonicity of the hockey-
stick divergence with respect to y; and finally the last equality by evaluating the

integral. O
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Note that the inequality in (5.83) can alternatively be obtained by using [63,
Proposition 5.3] together with Theorem 5. In that case, it is also important to
note that Theorem 4 is a key ingredient in the proof of Theorem 5 to obtain a

tight privatized contraction coefficient for the trace distance.

Let f : (0,00) — R be a convex and twice differentiable function satisfying
f(1) = 0. Then, for all quantum states p and o, recall the quantum f-divergence

defined in [63, Definition 2.3]:

D (o) = fl P OIEpllo) + 77 E (@ llo) dy. (5.91)

Using Lemma 6, we obtain the following equivalent expression for the above

quantum f-divergence.

Proposition 26 (Equivalent Expression for f-Divergence). Let p and o be states.

Then, D(pllo) defined in (5.91) is equivalent to the following expression:

Dy (pllor) = fo £ OE,pllo) dy, (5.92)

where E,(-||-) is defined in (2.3).

Proof. Consider that

f Y2 (y HE,(ollp) dy = fl YL O DYE (pllo) dy (5.93)
1

- [ rreEelnd 699

1

1
_ fo S DE,pllo) dv (5.95)

where the first equality follows from Lemma 6 and the last equality follows by

change of variables with the substitution v = y~'.
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Then, we have that

00 1
Dy(pllor) = f " ME,(plio) dy + f " ME,(pllo) dv (5.96)
1 0
- [ rroE e 597)
concluding the proof. o

Similar to previous cases, the privatized contraction of such an f-divergence
(defined in (5.91)) relative to the normalized trace distance can be bounded from

above as follows:

Proposition 27 (Contraction of f-Divergences under Privacy Constraints). Let
A be an e-QDP mechanism. Then for all p, o states we have

fe) + e fe)

D (A A(0)) < 1

(0,0), (5.98)

where D(:||-) is defined in (5.91).

Proof. Consider that

e —vy
ef+ 1

D (AP A)) < f £ =—LE,pllo) + v "y HY—LE (ollp)dy (5.99)
1

et + 1

1
< ( fl " +y> N -y dy | T, o) (5.100)

e+ 1
_fe)+efe),

e+ 1

(0, 0), (5.101)

where the first inequality follows from Theorem 4 together with (5.8), the sec-
ond inequality from E,(pllo) < T(p,0) for all y > 1 and the last inequality by
integration by parts with the use of f(1) = 0 and dd—;y fy™hH = y3 (™) (also

see the proof of [63, Proposition 5.2]). o
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Note that the inequality in (5.98) is tighter than the bounds obtained by com-
bining [63, Proposition 5.2] with the contraction bound previously known for

trace distance (i.e., that in (5.31)).

Proposition 28. For & > 0, the following equality holds:

(5.102)

sup D (AP A) = LT
AeB?, ef + 1
p,0€D

where D (:||) is defined in (5.91) and the optimization is over all e-QLDP channels A
and states p and o-. The equality is achieved by a pair of orthogonal states and a channel

A with the output dimension two.
Proof. See Appendix C.3. o

Define the chi-square divergence as follows:
el =2 [ Bl + 7 Ey (o). (5:103)
1

We also mention a useful upper bound on the contraction of the chi-square

divergence derived in [23].

Proposition 29 ( [23, Lemma 4.7, Eq. (4.17), Eq. (4.19)]). Let A € B°. Then, for all

p and o states, we have that

Y (AQIA)) < 2e72(" — 1) [T(p, )] (5.104)

5.3.2 Contraction under (&, 6)-QLDP channels

Until now in this section, we have focused on the privacy constraints imposed

by e-QLDP with § = 0. Generalizing (5.28), set § > 0, and define privatized
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contraction coefficients under (g, 6)-QLDP privacy constraints as follows:

sup D(N(p)IIN(o))
wews  Dllo)

p.0€D,
D(plloc)#0

77;‘5 = (5.105)
where 8¢ corresponds to the set of all (g, 6)-QLDP mechanisms, defined for-

mally as

B = {N €CPTP: sup E.(NQ@)IN(©)) < 5}. (5.106)
0,0€D(H)

Next, we quantify the contraction of the normalized trace distance by instanti-
ating the generalized divergence to be the normalized trace distance. The fol-
lowing extends Theorem 5 and provides an alternative proof for the converse

bound in the proof of Theorem 5.

Theorem 6 (Contraction of Trace Distance under (g, §)-QLDP Constraints). Let

£,6 >0, and let p and o be states such that T(p, o) # 0. Then

TIN(p), N(0)) _ e —1+26

= 5.107
NeBeS T(p, 0-) et + 1 ( )

Consequently, the privatized contraction coefficient for the trace distance under (g, 6)-

QLDP is given by
. ef—1+26

Proof. Converse bound: Let p and o be states, let y > 1, and consider that

(y+ DT(p,0)=(y+1) sup Tr[M(p — o)] (5.109)
0<M<I
= Sup. {Tr[M(p — yo)l + Tr[M(yp — o)1} (5.110)
< sup {Tr[M(p — yo)l} + sup {Tt[M(yp - o)1} (5.111)
0<M<I 0<M<I
= E,(pllo) +7y sup Tr M(p — l0')] (5.112)
0<M<I Y
= Ey(pHO-) + Ey(o-”p) +y-1, (5113)
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where the penultimate equality follows from the variational representation of
the hockey-stick divergence from [62, Lemma II.1] and the last equality follows
from the following reasoning (see also the symmetry property of hockey-stick

divergence in [62, Eq. (IL.21)]):

E,(cllp) = osipzTr[M (o —vyp)] (5.114)
= sup Tr[(I — M)(o — yp)] (5.115)
0<M<I
= Tr[o — yp] + sup Tr[M(yp — o)] (5.116)
0<M<I
=1 —-vy)+vy sup Tr[M (p - l0')] . (5.117)
0<M<I Y

With the above setup, choose p = A(l¢pX4l) and o = A(YXyl), where A € B

and |pX¢l, [y Xy| are orthogonal pure states together with y = ¢°. Then, we have

(e” + DT (A(IpXD), Ay X))

< Eec(A(pXSDIANYXYD) + Eoe (A XYDIA(SXP)) + e — 1 (5.118)
<26+ -1, (5.119)

where the last inequality follows due to A € 8% and applying the constraints

E.(pllo) < 6 and E.:(olp) < 6. We arrive at

20+e° -1
T(AGSXID, AW < = —— (5:120)
Next, with the choice y = 1 in (5.34), we have for all A € B*°
T(A(p), A
D AD) — sup T(AGSXD. A (5.121)
0,0€D T(p’ O-) [§) LI
20+ -1
< (5.122)

where the last inequality follows from (5.120).
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So we conclude that

TAP, A@) _ o5 20+ -1

5.123
T T S T e (5123)

Achievability bound: Let A = ﬂ’gep o Mwith p = 2(1 = 6)/(e? + 1), where M

corresponds to (5.18). First, we need to show that A € B°°. To this end, consider

that
E (A(p)||A(0)) < maX{O, (1- €8)§ + (1 = p)E. (M()|IM(c ))} (5.124)
< max{O, (1- e":)g + (- p)} (5.125)
< max{0, ¢} (5.126)
=, (5.127)

where the first inequality follows from [62, Lemma IV.1], the second inequality
from E. (M(p)IM(c)) < 1, and the last inequality by substituting p = 2(1 -
6)/(e?+1). This shows that for all p, o, E.- (A(p)||A(c)) < 6, proving that A € B,

Now choose M in (5.18) to be the projection onto the positive eigenspace of

o — o. With that, we have

T(A(p), A(o)) = (1 = p)T(p,0) (5.128)
20+ -1
= Q1 T(o,0), (5.129)

showing that for all p, o such that T(p,0) # 0 with the specific choice of A =

ﬂpDep o M, we achieve the upper bound in (5.123), concluding the proof. |

Corollary 5 (Contraction of f-divergences under (g, 5)-QLDP). Let €,6 > 0 with
A satisfying (&,6)-QLDP. For states p and o, we have

D ApIA@) < T 2D (oo, (5.130)

where D(-||-) is defined in (5.91).
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Proof. Proof follows by applying the fact that the contraction coefficient of the f-
divergence is upper bounded by the contraction coefficient of trace distance [63,

Lemma 4.1] together with Theorem 6. O

Remark 32 (Improvement Compared to Existing Results). [62, Corollary V1]

states the following upper bound:
(5.131)

Theorem 6 provides a tight characterization of the privatized contraction coefficient un-

der (g,0)-QLDP constraints, which can be seen from

eg—l+6_e8—1+26_(1—6)(e‘9—1)>
e® ec+1  efefr+ 1)

0. (5.132)

Note that Theorem 6 also improves the best known bound for the contraction of total

variation distance in the classical setting (See [7, Lemma 1]).

By using Theorem 6 instead of (5.131), it is possible to improve the upper bound
on the error exponent in asymmetric hypothesis testing with privatized quantum states
(A(p) and A(0)), as presented in [63, Corollary 5.14], as follows: For all A satisfying
(g,0)-QLDP we have that

1 f—1+20
lim —— InB,(AQ* IA@) = DAPIA@) < ——=D(pllr),  (5133)

where v € (0, 1) and

Tr[AWA(0)®"] :
B(AE)*" | A(0)®") = 1Ar(1§ Tr[(I%" — A)AP)®* ] < v, ¢- (5.134)

0<A™ < [®"

We study further on the non-asymptotic setting (finite n € N) of hypothesis testing with

privatized states in Chapter 6.
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54 Concluding Remarks

In this chapter, we derived upper bounds on the contraction of quantum di-
vergences under privacy constraints imposed by channels that satisfy e-QLDP.
Notably, we fully characterized the privatized contraction coefficient of trace
distance, proving the converse by deriving an upper bound on the contraction
of the hockey-stick divergence, and proving achievability by proposing a novel
QLDP mechanism that achieves the bound. In addition, we also characterized
the privatized contraction coefficient of trace distance under (g, §)-QLDP mech-

anisms.

We utilize the tools developed in this chapter to analyze the cost of privacy
one needs to pay in ensuring privacy in statistical testing and learning tasks

in Chapter 6.
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CHAPTER 6
PRIVATE HYPOTHESIS TESTING AND LEARNING

6.1 Introduction

In this chapter, we study statistical tasks under quantum privacy tasks by uti-

lizing the tools developed in Chapter 5.

One can reexamine classical and quantum information processing tasks un-
der privacy constraints to quantify the cost one is expected to pay to ensure
privacy. One such task is symmetric hypothesis testing, which is a well-studied
operational task both in classical and quantum information theory [11, 59, 65].
In this task, a weighted average of the type I and type II error probabilities is
minimized, where weightings are based on prior beliefs of the occurrence of
the two hypotheses. For distinguishing two probability distributions (classical)
and two quantum states (quantum), asymptotically optimal error exponents are
characterized by the classical Chernoff bound [25,64] and its quantum general-

ization [9,10,101], respectively.

In the classical setting, the non-asymptotic regime of symmetric hypothesis
testing has been well studied. To this end, the number of samples (i.e., the sam-
ple complexity) needed to distinguish two probability distributions p and g up
to a fixed non-zero error is characterized by ©(1/H*(p, q)), where H?(-,-) is the
square of the Hellinger divergence, defined as

H(p,q) = 2[1 - «/p(X)q(x)], (6.1)

xeX

for p,q € P(X) discrete probability distributions over the domain X (see also

the recent work [107]). The sample complexity of symmetric quantum hypoth-
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esis testing was recently studied in [22], showing that it is characterized by
O(1/ [ds(p, 0)]* ), where [ds(p, o)]* is the Bures distance defined in (2.5) (see also
Theorem 7).

Symmetric hypothesis testing under LDP constraints (when one has access
to privatized data samples in contrast to the data from the original distribu-
tions) has been extensively studied in a chain of works [8,16,38,39,105]. In [38],
a contraction bound for the Kullback-Leibler divergence relative to the total-

variation distance has been derived, which implies that one needs

1
"=l i) (6'2’

samples to achieve a constant error probability while ensuring e-LDP, for ¢ < 1.
In [8, Lemma 2], the following lower and upper bounds were established to
achieve &-LDP, for € > 0, and a fixed error probability of 1/10, with the prior

probabilities of the distributions occurring fixed to 1/2:

4 { e (e + 1)? } 21n(5)(e* + 1)>
— max R <n<
35 2(e? — D[TV(p, )1* (e = 1)’ H*(p, q) (e — 1)?[TV(p, ¢)]

In the quantum setting, under local privacy constraints, an upper bound on

~. (6.3)

the error exponent in asymmetric hypothesis testing (minimizing the type II
error probability while the type I error probability is fixed) was presented in [63,
Corollary 5.14]. However, the study of the non-asymptotic regime of symmetric
quantum hypothesis testing under privacy constraints has been left as an open

research direction.

6.1.1 Contributions

In this chapter, we study statistical tasks including testing and learning under

quantum privacy constraints imposed by QLDP.
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First, we consider the non-asymptotic regime of the statistical task of quan-
tum symmetric hypothesis testing when we have access to privatized quantum
states. Together with the tools developed in Chapter 5, we provide upper and
lower bounds on the sample complexity when symmetric hypothesis testing is
carried out with access to privatized quantum states (Theorem 8). For the spe-
cific case in which the states are orthogonal, we prove that the sample complex-
ity scales as @([(es +1)/(ef — 1)]2), showcasing the cost of privacy (Corollary 6).
Furthermore, for ¢ € (0, 1), we establish that the sample complexity is character-
ized by @((1/ [eT (p, 0')])2). In these two cases, we show that a channel belonging

to QLDP mechanisms proposed in Proposition 23 achieves order optimality.

We also find that under certain low-privacy regimes (higher &), the pri-
vate sample complexity behaves similarly to the non-private setting (Proposi-
tion 30). We extend our analysis to private sample complexity bounds for mul-
tiple hypothesis testing and asymmetric hypothesis testing in Remark 37 and

Remark 38, respectively.

Furthermore, we study the task of estimating the expectation of an observ-
able Tr[Ap] for an observable A while ensuring privacy of a state p in Section 6.3.
We obtain lower and upper bounds on the number of samples of data are re-
quired to achieve a probabilistic accuracy tolerance of estimating the expec-
tation value in Proposition 31 and Proposition 32. When the rest of the pa-
rameters except the privacy parameter ¢ are treated as constants, we show that
asymptotically the number of samples to achieve a fixed error tolerance scales

as O([(¢* + 1)/(e° - 1)]’) with high probability in Proposition 33.

Lastly, with the use of the contraction bounds derived in Chapter 5, in Propo-

sition 34 we provide stronger characterizations of fairness through QLDP chan-
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nels compared to the known result [95, Proposition 14]. We also address the
open question of providing bounds on the Holevo information after applying
private channels identified in [18], by formally deriving that those private chan-

nels satisfy Holevo information stability (see Proposition 35).

6.2 Applications to Private Quantum Hypothesis Testing

In this section, we first review the problem setup of symmetric hypothesis test-
ing without privacy constraints, and then we formulate the private hypothesis
testing setup. With the use of tools developed in Section 5.3, we characterize
bounds on the sample complexity of the private variant, both in the general and

special settings.

6.2.1 Quantum Hypothesis Testing with No Privacy Con-

straints

Problem setup: Suppose that there are two states p and o, and p*” is selected with
probability p € (0,1) and o®" is selected with probability ¢ = 1 — p. The sam-
ple complexity is equal to the minimum value of n needed to reach a constant
error probability in deciding which state was selected. To define this quantity
formally, let us recall that the Helstrom—Holevo theorem [59, 65] states that the

optimal error probability p.(p, o, p, q) of symmetric quantum hypothesis testing
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is as follows:

p(o, 0, p,q) = Mm]viln>O {p Tr[Myp] + g Tr[M 0] : M, + M, = I} (6.4)
1,22

= 2 (1 =lipp - golh). ©5)

With this in mind, we are assuming in this paradigm that there is a constant

@ € [0, 1], and our goal is to determine the minimum value of n such that

n n 1 n n
P00, p.q) = 5 (1= ||pp™ - qo®|,) < . (6.6)
2
To this end, let us define
SCi.o(@, p,g) == min{n € N : p,(0®", 0", p,q) < . (6.7)

We also use the shorthand SC, ;) to refer to this quantity when (a, p, g) are clear

from the context.

Theorem 7 (Sample Complexity of Symmetric Hypothesis Testing (Theorem
7 and Corollary 8 of [22])). Fix the error probability a € (0, pq). Then for non-

orthogonal states p and o,

1 — a(l-a)

In(pq/a) Pq
ax R
—InF(p, ) [dy(p, )]

21n(@)

a

—In F(p,0)

} < SC(p,O’)(a,, P 51) <

} . (6.8)

By using the fact —In(+/x) > 1 — +/x for all x > 0, we have that —In F(p, o) >
[ds(p, o)]*. Then, considering a, p, g to be constants and applying Theorem 7, we
arrive at

SCp.o (@, p,q) = @( (6.9)

[ds(p, 0')]2) .

6.2.2 Private Quantum Hypothesis Testing

In Section 6.2.1, we reviewed the notion of sample complexity of symmetric

quantum hypothesis testing and recalled bounds on it. Now, we ask the ques-
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tion: how will this be affected if the privacy of the quantum states is required?
In particular, when we have access to the states A(p) and A(c), where A is a pri-
vate quantum mechanism, how many samples of an unknown privatized state

(i.e., A(p) or A(c)) do we need to achieve a fixed error probability «?

In this chapter, we employ QLDP as our privacy metric, which is defined in

Definition 15.

Now, we are ready to formally define the sample complexity of private hy-

pothesis testing. Let A be an e-QLDP mechanism. Then
SCl (@, p,g) =min{n € N : p,(A@E)™, (AW)™, p,q) < @}, (6.10)

where p,(-) is defined in (6.5). The sample complexity under e-QLDP is defined

as follows:
SC‘(EP,(,)(CL/, p.q) = 5}1151311 SCé‘m(a, P>q), (6.11)

where B° represents all e-QLDP mechanisms, as defined in (5.29). We also use
the shorthand SC, , to refer to the above quantity when (a, p, ¢) are clear from

the context or when they are treated as constants.

Remark 33 (Worst-Case Sample Complexity). When defining SC{, ,,, we infimize
over the set of channels, B°. This corresponds to the best-case scenario. However, if we
consider the worst-case scenario by instead taking the supremum over 8, the resulting
sample complexity is unbounded. To see this, let us consider a replacement channel
R, where the channel replaces all inputs to the channel with a fixed, arbitrary state w.
Then the channel described is indeed private with R(p) = R(o) = w. However, in this
construction, we cannot distinguish p and o by having access to the privatized data

(i.e., R(p) and R(0)), leading to an unbounded sample complexity.

Next, we provide upper and lower bounds on SC(, ..
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Theorem 8 (Bounds on Private Sample Complexity). Let p € (0,1),setg:=1-p,
and let p and o be states. Fix the error probability a € (0, pg). For € > 0, the following
holds:

Copaga In(pg/a)e®
max {SCW(Q P T o) 2 - D2 [T(p, )] }

21n( ‘/p_q)( @+ 1)

2
< SC, (. p,q) < - \e—re )H (6.12)

where SC, (@, p, q) is defined in (6.7) and

e ] — =) e 4
Cepgo = max{ln(pQ/a)(e +1) ( pq )(e + )}

glec=1) 7 2(ef2-1)? (6.13)

Proof. First notice that, by applying a QLDP channel A, for € > 0 on states p and
o, it is guaranteed that the states A(p) and A(c) are not orthogonal. This is due
to the fact that orthogonal states can be perfectly distinguished, which indeed
violates the privacy requirement if it happens. With this, the current setup of

privatized states satisfies the requirements needed to apply Theorem 7.

Upper bound: Notice that due to —In(x) > 1 — x for x > 0

I 2 2
< < ,
—In VE(p,0)  [de(o, )~ [T(o, )]

where the last inequality follows from the Fuchs-van-de-Graaf inequalities [47],

(6.14)

as below:

T(p.0) < T Fip.o) < 2(1 - VE(p.0)) = da(p. ). (6.15)

By fixing a private channel A, consider the distinguishability of the states
A(p) and A(o). To this end, by applying Theorem 7 and (6.14), we see that the
sample complexity SCé‘m satisfies the following;:
21n( ) }

A
(p,o‘) -

. (6.16)
[T (Ap), A(0))]
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With that, we have

21n(22)
SCf, < inf —— |, (6.17)
A8 [T (Ap), Al0))]

This can further be bounded by choosing a specific channel that satisfies &-
QLDP. To this end choose A = A, o M from Proposition 23 by setting M =TI,

which is the projection onto the positive eigenspace of p — 0. This channel has

also been used in the proof of Theorem 5. From there, apply (5.66) to get

21n(22)
SC ) < . (6.18)
| T(AL,, © M)(p), (A, © M)(@)]
s (VPa e+1) \
- 21“( @ )((eE—I)T(p,O'))]’ (6.19)

concluding the proof of the upper bound in (6.12).

Lower bound: To obtain the first part of the lower bound, observe that with

the data processing of the channel A®*" and applying [75, Proposition 5.2] we

have
PP, 7", p,q) < p((AP)™", (AN, p.q). (6.20)

Then using the definitions of sample complexity in (6.10), we have that
SC.(@: p,q) < SCL, (@, p, q). (6.21)

Next, optimizing over A € B°, we arrive at

SCpo (@, p,q) < SC{, , (@, p,q). (6.22)

To obtain the second part of the lower bound in (6.12), notice that
~InF(p,) = Dia(pller) < Dipller), (6.23)

where D, 12 is the sandwiched Rényi relative entropy of order a = 1/2 [89,139],

and the last inequality follows from the a-monotonicity of the sandwiched
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Rényi relative entropy, as well as the fact that lim,_,, D, = D (see also Propo-

sition 7.28 and Proposition 7.29 in [75]). This leads to the following set of in-

equalities:
. . In(pg/a)
SCom 2 I T F @), A0 (624)
In(pq/a)
= s DAPIA) (6.25)
12z (e + 1)
= 1“(3) e — )T (p,0)’ (6:26)

where the last inequality follows from Proposition 25.

The second part of the lower bound follows by using Proposition 24 and the

lower bound from Theorem 7 as follows:

St > inf —24- 0= (6.27)
AB pq [dp(A(p), A0))]
—a(l - “+1
> (pq — a( a)2) (e + ). (6.28)
2pq (e = 1)"T(p, )
To prove the third part of the lower bound, we use that
D(pllo) < x*(plio), (6.29)
where
X (pllor) = 2f Ey(pllo) +yEy(cllp) dy. (6.30)
1
From Proposition 29, we have that for A € B°
DAPIAW@)) < x*(AP)IA)) (6.31)
<2[T(p, )] e (e - 1) (6.32)

Then, plugging this inequality in (6.25) gives the desired lower bound.

Combining the three lower bounds completes the proof of the lower bound

in (6.12). O
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Corollary 6 (Sample Complexity for Distinguishing Orthogonal States). Let p

and o be orthogonal quantum states. For ¢ > 0 and & < pq, by choosing a, p,q as

constants,
. e +1Y
SC,,, = @((68 - 1) ) (6.33)
Furthermore, in the high privacy regime (i.e., when & < 1), we obtain the following:
. 1
SC2,,, = ®(;). (6.34)

Proof. First notice that
£2 _ 1\2 g2 1\2 £/2 2 e 1\2
(P12 _(@P-17 @+ _(e 1),

ee+1 = e+ ee+1 \er+1 (6.35)

with the first inequality following from (e*/> + 1)> > ¢° + 1. Then the lower bound

in (6.28) simplifies to

_ _ & 2
gor s (Pa-all-a) @ +1)

. 6.36
PO 2pg (ef = 12 T(p, o) (6.36)

Together with the upper bound in Theorem 8 and the substitution T'(p,0) = 1

for orthogonal states, we complete the first part of the proof.

The equality in (6.34) follows from applying (6.33), along with the constraint

€ < 1, as follows: Firstly, we have

™
+
[S—

> =, (6.37)

M | =

—_—

e —
by observing that the left-hand side is equal to (tanh(*/))”' and applying

tanh(*/2) < x for all x > 0. Also

11 4
cr 2 (6.38)
ee—1" ¢
due to tanh(*/2) > x/4 for x € [0, 1]. This concludes the proof of (6.34). O

Remark 34 (Order Optimality). In the setting discussed in Corollary 6 for orthog-
onal states, the e-QLDP mechanism presented in Proposition 23 is order optimal (i.e.,

optimal up to constant factors) for all & > 0.
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Theorem 9 (Sample Complexity in the High-Privacy Regime). Let p and o be
quantum states. For ¢ € (0,1) and a < pq, by choosing «, p,q as constants, the

following holds:

1
Sc =0 ———|. 6.39
e [sz [T(p, a)]z) (¢

Proof. Recall from Theorem 8

In(pg/a)e? . ( \/pq)( (ef +1) )T
<SC ,p,q) < |21 . 6.40
2e — 12 [T(p, )] < SCho (@ P @) < [ e N2 - DTG0, ) (6.40)

By choosing «, p, g as constants, together with (6.38) we obtain that

1
SC¢ < C———, (6.41)
v = 2 T, o))
for a constant C;.
For the lower bound, consider that for € < 1
£ 1
¢ (6.42)

_ > —
(e —1)2 ~ 2&2
which follows since the function g(e) := 2&%¢® — (¢ — 1)*> > 0 for € € (0, 1). This

can be verified since the first derivative g’(g) = 2¢° ((8 +1)2 - eg) >0foree(0,1)

leading to g(¢) being a non-decreasing function of ¢, so as to arrive at
g(e) 2g(0)=0 (6.43)

for € € (0, 1). Then, by combining the lower bound in (6.40) along with (6.42) we

have
1
SC ;) =2 Cr—, 6.44
(p,0) 282 [T(p’ O_)]z ( )
which concludes the proof together with (6.41).
O
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Remark 35 (Cost of Privacy). For orthogonal states, we need only one sample of the
unknown state to declare whether it is p or o when we have access to non-privatized
samples of p or o. However, to achieve e-QLDP, the input states are privatized by
applying the channel A, so that we have access to A(p) and A(c) only. To this end,
we need samples on the order of ®(((e£ +1)/(e® - 1))2) for all € > 0, which is apparent
from Corollary 6.

For states p and o, when the privacy level is demanded by € € (0,1), we need

1
g2 [T(p,O')]

between the two states, which can be deduced from Theorem 9.

samples on the order of @( 2) to achieve a fixed non-zero error in distinguishing

In addition, by [95, Proposition 10], for an e-QLDP mechanism A and for all states
p and o, we have

2
D(AQ)AT)) < min{s, %} . (6.45)

Applying that in the proof of the lower bound of Theorem 8 (in particular, in (6.25)), it

follows that, for all distinct states p and o, we require

1
£ = ——— A4
SCha) (min{g, 32})’ (6.46)

in order to ensure e-QLDP, where & > 0.

Remark 35 discusses the cost of privacy when we have access to privatized
data samples instead of original data. Next, we show that when certain condi-
tions are met, the impact of privacy on the sample complexity is not significant
and is comparable to the non-private sample complexity. This also provides a
sense of how large the privacy parameter € should be in order to achieve a sim-
ilar sample complexity as in the non-private case, where we do not need to pay

an extra cost to ensure privacy, dg(p, o) > 1.
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Proposition 30 (Sample Complexity in the Low-Privacy Regime). Let p and o be

qubit states, and let € > 0. If

e~ 1Y 1
> : (6.47)
ef+1 [dB(p7 0-)]2
then
1
SCE,. = @[—) (6.48)
"7 s,
Furthermore, for p and o general quantum states, if
e 1\2
ey, 1 (6.49)
ef+1 [dB(p’ 0-)]2
then
Q(;z) <SC;,,, < O(Lk—kz] (6.50)
[dp(p, 0)] ’ [ds(p, )]
where
. 2
Ly = (max{l, %}) : (6.51)

k= ln(4/ [ds(p, 0')]2), and k is the number of distinct eigenvalues of the operator
p#o™!, as defined in Eq. (C.84).

Proof. See Appendix C.4. o

Note that from Proposition 30, when p and o are qubits, the order optimal-
ity in sample complexity is achieved by the privatization mechanism presented
in Proposition 23 by choosing the measurement channel to correspond to the

measurement in the eigenbasis of p#o".

Remark 36 (Different Private Mechanisms). Previously, we considered the setting
in which the same private mechanism A € B° is applied to each sample of p or . We

can also define another variant in which different mechanisms are applied at each stage;
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namely, A; € B° forall i € {1, ...,n}. Then, we define the associated sample complexity

as follows:

(6.52)

By choosing each A; to be the same mechanism, we conclude the following inequality:

SC. . <SC®

o) < SC - (6.53)

With that, the upper bound given in Theorem 8§ still holds. However, the lower bound

may not hold. To this end, we prove the following: for @ < min{p, g}

2 £
a ) (e +1) (6.54)
q}

SC.  >2(1- .
o) = ( min{p, glec = DT (p,0)

The proof is presented in Appendix C.5.!

Under this setting, also for orthogonal states p and o and choosing «, p, q as con-

stants, when € < 1, we arrive at
—~c 1

implying that having different mechanisms may not improve the sample complexity for

this case.

Above, we considered A; chosen independently of A;, where i # j. It is an interest-
ing question for future work to understand whether adaptive strategies can decrease the
sample complexity or number of copies of the privatized states required to minimize the

cost of privacy.

Remark 37 (Private Multiple Hypothesis Testing). The sample complexity of pri-

vate multiple hypothesis testing for a tuple of states (p,,))_, with the prior probabilities

INote that this lower bound also holds in the case where we consider the same private chan-
nel for every copy of the state.
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(pm))_, to achieve at most « error probability is defined as

M
& 3 . : ®n __ A (n) n
SC;, = Inf {n eN: ( inf ; PuTe| (1" = A) (Apu)™| < a}, (6.56)

where A", ..., AV > 0and 3 AW = I%". Then, with the use of tools from the proof

of Theorem 8 and [22, Theorem 11], we arrive at

In( 2222 ) (e + 1)

([7/11 +I7/71)(¥
max <
mzm g(ef — 1)T (0, Pi)

. 2
SC? <[max21n(M(M_1)‘/p_m‘/p_"”)( @ +1) H (6.57)

CUCI e 2 (e® = DT (om, pin)
Remark 38 (Private Asymmetric Hypothesis Testing). We define the private asym-
metric hypothesis testing sample complexity as follows: Let p and o be states with

a,ap €(0,1) and e > 0

n €N : Tr[(I®" — AD)A@P)®"] < a1,
(0,0 6, @1, @) = inf inf DL (658)
AcBE A Tr[A(n)ﬂ(o_)®n] < @, 0 < A(n) < I®n

where B° is defined in (5.29). A lower bound on n*(p, o, &, a1, @) is as follows:

ln((l—m)ﬂ,) ln((l—az)ﬁ/)
[e%) (431

) 2 O it o221 || | minte e | O
where B’ = [%. The proof follows by applying [95, Proposition 9] together with the

lower bound presented in [22, Theorem 9]. In particular, we use the following inequal-

ity: Let A € B° and > 1
—_ . gzﬁ
D(A)||A(0)) < mln{e, 7} < 400, (6.60)

where Dy(wl|7) = ﬁ In Tr[ (P28 1-PI2BYY s the sandwiched Rényi relative en-

tropy of order B [89,139].

Remark 39 (Private Quantum Hypothesis Testing under (g, 6)-QLDP). In The-

orem 8, we provide bounds on the sample complexity of private quantum hypothesis
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testing where privacy constraints consist of e-QLDP with § = 0. For the case where

8 > 0, the upper bound therein can be generalized as follows:

2
' A VPq (e"+ 1)
ﬂlggfa , SCl.0 )( :

(6.61)

(@, p,q) < [ﬂn( a N\(ef=1+28)T(p,0)

This follows by the use of the mechanism introduced in the achievability part of the proof
of Theorem 6, together with similar techniques used in the proof of the upper bound

in Theorem 8.

We leave the general characterization of sample complexity of hypothesis testing
when privacy is imposed by (g,0)-QLDP for future work. The main technical tools
needed to obtain the lower bounds as given in Theorem 8 are the characterization of
the contraction of quantum relative entropy and Bures distance under the privacy con-
straints imposed by (g,6)-QLDP. In Appendix C.6, we provide some tools that may be
of relevance to accomplish this goal. In particular, we prove several connections between
&-QLDP and (g, 6)-QLDP mechanisms, which may potentially be used to infer about
the impact of (¢, 5)-QLDP constraints using the formal guarantees derived for e-QLDP

in Theorem 8.

6.3 Learning with Privacy

In this section, we study how well one can do learning and inference of proper-

ties of quantum data while ensuring the privacy of the data.

Here we focus on the following setup where one needs to estimate Tr[Op] for
an observable O € O and a quantum state p. However, we also need to ensure
the privacy of the quantum state. With privatization, we have access to A(p),

where A is a private channel that satisfies Definition 15. The task is to estimate
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Tr[Op] with a minimum number of samples from the privatized state A(p).

Next, we formally define the task as follows: Let A € B°. Let E(A,p,O0,n)be
the estimate for Tr[Op] obtained by a procedure P, that takes (A(p))*" as input

such that the following condition is satisfied:
[Tt{Op] — E(A, p,0,n)| < B (6.62)

with probability at least 1 — 6, for 8 > 0 and § € (0,1). We define the optimal
sample complexity for estimating the expectation value while ensuring e-QLDP
as follows: Let O € O be an observable and let S be the set of quantum states of

interest. Then, the optimal sample complexity is defined as

n'(S.0.p.6.):= inf {neN: |Tt{0p] - E(A.p.O.n)| <Bwp. 1-6¥peS].

(6.63)

We next prove upper and lower bounds on the sample complexity of infer-
ence by utilizing the contraction bounds on quantum divergences under privacy
constraints developed in Chapter 5. To this end, we consider the following as-
sumptions on the set of observables O and the set of states S: We choose O € O
to be a measurement operator such that 0 < O < I to arrive at the upper bound.
For the lower bound, we assume that there exist two states p,o € S such that
those two states can be differentiated by the outcomes of at least one of the ob-
servables in the set O. We leave the expansion of the study to a more general set

of observables and states for future work.

Proposition 31 (Sample Complexity Lower Bound with QLDP). let &,8 > 0 and
6 €(0,1/2). If Ap, o € S such that maxpeo |Tr[O(0 — 0)]| = 2B, then, we have that

(6.64)

i < _ 2 <
n*(S’O,ﬁ,&g)ZmaX{(l 20)(ef + 1) (1 —26)*(e +1)},

(ee—1) =~ 2e2-1)
where n* is defined in (6.63).
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Proof. To prove lower bounds, we first use the same strategy as used in the proof
of [123, Theorem 1]. Fix p, o and O € O such that Tr[O(p — 0)]| > 2B. Let A € B~.
Also identify that $, in this case is a quantum channel (quantum to classical)
that takes n samples of the privatized state(A(p) or A(c)) and outputs a classical
value that refers to the random estimate E(A, w, 0, n) with w € {p, o} with the

underlying probability distribution being fo . This means that we have

Po(Aw)™) = f Foul@laXal da, (6.65)

where {a}, refers to the classical estimates for Tr[Ow]. With this setup and re-
calling the condition in (6.62) together with [123, Eq. (A4)] (note that & therein

refers to ¢ in our setup), we have that
T(Po((AE)®"), Po((A(@)™)) = 1 - 26. (6.66)

Next, by applying the data-processing property of trace distance, we have

1 =26 < T((APE)®", (A)™") (6.67)
< nT(A(p), A)) (6.68)
<n (Z - i)T(p, o) (6.69)
_n(Z;i) (6.70)

where the first inequality follows from the sub-additivity of trace distance; the
second inequality from A € B° and Theorem 5; and finally the last inequality

from T'(p,0’) < 1 for two states p and o

Since (6.70) holds as long as there exists p, o € S such that maxpeo [Tr[O(p —

o)l = 28, by rearranging the terms of (6.70), we arrive at the first lower bound.

For the second lower bound, we consider

126 < T((A@E)™", (A@)") (6.71)
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together with
[T(o, )]’ < 1-F(p,0)
= (1= VFGo.) (1 + VFp. )
<2(1 - VF.0)
= [dy(p. I,

where F(p, o) is defined in (2.4) and [ds(p, o)]” in (2.5).

This leads to
(1 = 26)* < [T((AQE)®", (A@)®™)]

< [dp((A@E)®" , (AW)*™)]

_, [da((AQ)™"  (AC)™)]
2

2 n
_ 2(1 ) (1 _ [ds(Ap), A@))] ] )
2
< n[ds(Ap), A0

(63/2 _ 1)2

<2
=N e+ 1

®n ®n\12
2[1 B (1 _ [ds((A)) 2,<ﬂ<a>> )]

(6.72)
(6.73)
(6.74)

(6.75)

(6.76)

(6.77)
(6.78)

(6.79)

(6.80)

(6.81)

(6.82)

where the third equality holds due to multiplicativity of fidelity; penultimate

inequality since (1 — x)" > 1 — nx for x € [0, 1] for n € N; and the last inequality

by Proposition 24 for A € B° together with T'(p,0) < 1.

By rearranging the terms, we conclude the proof of the second lower bound.

O

Next, we obtain an upper bound on the sample complexity to estimate the

expected value of an observable with respect to a quantum state p € S by de-

vising a protocol with the use of a depolarization mechanism. To this end, we
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consider the scenario where observable O satisfies 0 < O < I with the assump-
tion that we have access to Tr[O]. This is the special case of the observable being
a measurement operator. Furthermore, for a Pauli operator P one can choose

O = (I + P)/2 so that the condition 0 < O < I holds.

Proposition 32 (Sample Complexity Upper Bound with QLDP). let ¢, > 0 and
5 € (0, 1). Then, for O € O observable such that 0 < O < I, we have that

- 2
7S, 0,B,6,€) < [i ln(z) (ee—id) , (6.83)

282 \o

where d is the dimension of the Hilbert space where states of S belong to and n* is

defined in (6.63).

Proof. We obtain the desired upper bound by showing that there exists a pro-
tocol Py to estimate Tr[Op] for all p € S given access to n copies of A(p) for a

particular e-QLDP channel A.

We fix A = A[ to be the depolarizing mechanism in (3.84) with

d
By (3.103), we have A € B°. With that choice, consider
TH{OAP)] = (1 - p)Tr{Op] + STr[O] (6.85)
= (1 = p)Tt[Op] + sTr[O]. (6.86)

Now, consider the following protocol where each copy of A(p) passes
through the measurement channel formed by O such that 0 < O < I. Note that
we do not consider the complexity of implementing the measurement channel.

Measurement channel refers to
Mo(w) = Tr[Ow] [1X1] + Tr(I — O)w] [0XO. (6.87)
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We pass all copies of the state A(p) independently through M, and record the
classical outcomes {X;}_, (note that these outcomes are i.i.d. random variables
due to the randomness of the measurement channel and the channel being ap-

plied independently on each copy). We use the following as the estimator

.\ 1 1< )4
E(A, p,O,n) = - X, — Tr[O]. 6.88

b0 = s 25 T o (059
Also, observe that E[X;] = (1 — p)Tr[Op] + ETr[O].

With this estimator, let us consider the following:

Pr(|£(A, p. 0.n) - Tr{Op]| = B)

= Pr(|(1 = pEA.p, 0.n) = (1 = p)THOp]| = (1 - p)B) (6:89)
1 n

:P{ZZ;&—U—pHﬂ@ﬂ—gﬁm]ZU—pW] (6.90)
1 n

:H{;g;XVJHX]Z(I—pW) (6.91)

< 2exp(-2n(1 - p)’f*). (6.92)

where the last inequality follows from Hoeffding’s inequality by using 0 < X; <

1 since X; € {0, 1}.

Then, choosing n such that 2exp(—2n(1 - p)zﬁz) < 6, we obtain

|E“(ﬂ, p,0,n) — Tr[Op]| < B with probability at least 1 — §. Thus, we need

1 (2)\(ef—1+d)’
2 —Inl- )| ———| . .
e L)t 69
To this end, by choosing
1 (2)\(ef—1+d)’
we arrive at the desired success criterion, concluding the proof. o
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Proposition 33 (Cost of Privacy). Let € > 0. Let O € O be an observable such that
0 < O < I. Also assume that there exists p, o € S such that maxoco |Tr[O(0 — 0)]| = 2.
Then, by considering 8,0, and d the dimension of the respective Hilbert space where

states in S lie as constants, we have that

s 2
n'(S,0,5,6,8) = @((2 + 1) ) (6.95)

where n* is defined in (6.63).

Proof. For the lower bound, consider

(eg/Z _ 1)2 B (68/2 — 1)2 % (88/2 + 1)2 _ (68 — 1)2 , (6.96)

ee+1 = e+ ee+1  \ec+1
with the first inequality following from (¢*/? + 1)* > ¢° + 1. Then, with the second

lower bound in Proposition 31, we obtain that there is a constant C; depending

on ¢ such that

e+ 1)2

(6.97)
et —1

n'(S,0,B,6,€) = C1(

For the upper bound, consider that

& 2 & 2
(e—1+d) :(e +1+d—2) (6.98)

et —1 ee—1 e -1
& _ & 2
S(e +1 N (d—-2)(e +1)) (6.99)
et —1 et —1
e+ 1\
=(d—1)2(68_ ) (6.100)

With the above together with Proposition 32, we obtain that there exists a con-

stant C, depending on d, 3, ¢ such that

E 1 2
(S, 0,B,6,¢) < cz(;f 1) . (6.101)
Combining (6.97) and (6.101), we conclude the proof. O
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6.4 Other Applications

In this section, we show how the results presented in Section 5.3 find use in
several applications, including quantum fairness and learning settings, in which
we provide formal guarantees on the level of fairness and stability of learning

algorithms.

6.4.1 Quantum Fairness through QLDP

Classical decision models, including machine learning models, are prone to dis-
criminating against individuals based on different characteristics, for example,
skin color or gender [45]. This has even led to legal mandates of ensuring fair-
ness. With the introduction of quantum machine learning models, there is also
a risk of whether fairness will be ensured for both classical and quantum data
fed into these algorithms. In [55], it was shown that noisy quantum algorithms
can improve fairness. Since fairness and privacy are related domains, it is vital

to understand the impact of private algorithms on ensuring fairness as well.

Formally, quantum fairness aims to treat all input states equally, meaning
that all pairs of input states that are close in some distance metric (e.g., close in
normalized trace distance) should yield similar outcomes when processed by
a quantum channel [55]. Define A := M o &, which is a quantum-to-classical
channel where a quantum channel & is followed by a measurement channel
comprised of a POVM {M,};co. With that, quantum fairness is defined in [55] as

follows.

Definition 16 ((«, 8)-Fairness [55]). Let A = Mo &, and let D(-||-) and d(-||-) be
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distance metrics on D(H) and D(O0), respectively. Fix 0 < a,8 < 1. Then the decision
model A is (a, ) fair if for all p, o € D(H) such that D(pllo) < a,

d(Ap)I|A()) < B. (6.102)
By choosing D to be the normalized trace distance and d(A(p)|A(c)) =

3 ST MEQp - 0]
it is also (@, Ve'/2)-fair, where & = min{e, £2/2}. Note that for the case € > 1,

, Proposition 34 states that A satisfying ¢-QPP implies that

the above bound could be weak. With Theorem 5, we improve the existing
bound on achievable fairness through e-QLDP mechanisms (for a special class
of QPP), which is applicable for all £ > 0, and we also extend them to cases for

which ¢ > 0.

Proposition 34 (Fairness Guarantee from (g, 6)-QLDP). Suppose that D(llo) =
Hlo - oll, and d(AP)IA() = L 3,[Te[ME(p — o)]|- If E satisfies (e,5)-QLDP, then
A =1{E,{M}ico) 15 (a, € (@))-fair for all p, o € D(H) such that D(pllo) < a, where

ef—1+26
(@) =a|————|. 1
g(a) a/( ] ) (6.103)
Proof. From Theorem 6, the channel & being (&, §)-QLDP implies that
1 ef—1+20(1
5”8([))_8(0')“1 < W(EHP_O'Hl) (6.104)
ef—1+20
— 1
il (6.105)

where the last inequality follows from the assumption D(p||o") < a.

Then consider the measurement channel that performs the following trans-

formation:

E(p) — Z Tr[M,E(p)] liXil. (6.106)

€0
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It follows from the data-processing inequality for the trace distance that

1 D" (T MEp)] - THME@) liXil| - < L1200 (6.107)
2 P | e?+1
This leads to
1 ©_1+26
dAPIA©@) = 5 3 [TMEp - )| < e—-Z=.  (6.108)
concluding the proof. o

6.4.2 Stability for Quantum Learning through Private Chan-

nels

Designing learning algorithms that also ensure privacy for input data is of im-
portance, and it has been widely studied in the classical setting (for example,
see [73]). A learning algorithm is known to be stable if its output does not
depend too much on any individual training data [14,113]. It is also known
that stability and generalization of a classical learning algorithm to new inputs
are closely related, where stability implies generalization using information-
theoretic tools [113]. Classical differentially private learners were proved to
generalize well [113, Theorem 5]. In [94, Proposition 6], it was shown that learn-
ers satisfying a mutual-information-based variant of differential privacy also

satisfy algorithmic stability, and hence generalize well for new data.

It is a natural research question to explore whether quantum private learners
also provide stability and generalization in quantum learning settings. In [18],
it was shown that the generalization error of classical-quantum learners is

bounded from above by a function of mutual information between input space
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and output space, and a Holevo information term (see Theorem 1 therein for an
example). To this end, the authors of [18] showed in Egs. (5.7.1)—(5.7.6) therein
that the mutual information terms decay fast for learners comprised of e-QLDP
channels and left the analysis of the Holevo information term as an open ques-
tion. In this section, we show that e-QLDP learners also provide Holevo infor-
mation stability, and we do so by bounding the Holevo information from above

by a function of the QLDP privacy parameter .

Holevo Information Stability from QLDP: Let X ~ Py be a random variable,
which can take values in an alphabet X. Depending on X, the state p* is chosen

X1}, Then the state p* is sent through a quantum channel

from the set {p!,...,p
As-p satisftying QLDP. Afterwards, the goal is to identify X by performing a

measurement described by the POVM {M,},cy, which realizes the output Y.

Here, we focus on how much information about X can be learned from
the output of the quantum privacy mechanism A(p*) with an emphasis on the
Holevo information I(X; B),.. Here, we define the classical-quantum state

Oxp = Z Px(x) [xXx| ® A(pY), (6.109)

xeX

and the Holevo information of oy as
I(X; B), = D(oxgllox ® op), (6.110)
with Ox = TrB[O'XB] and Op = Trx[O'XB].

We show that Holevo information stability, i.e., I(X; B) < 8, can be achieved
by e-QLDP mechanisms. To this end, we establish a bound improving upon the

existing bound B = min{g, £*/2} given in [95, Proposition 15], with the improve-

€

—1
ef+1

ment following because s( ) < min{e, £2/2) for all € > 0.
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Proposition 35 (Holevo Information Stability from QLDP). Let As_ 5 be a quan-
tum channel. If A satisfies (&, 6)-QLDP, then the Holevo information has the following

upper bound:

I(X; B), < s(z . i) (6.111)

Proof. Consider that

I(X:B), = ) Px(x) D[ﬂw 2 Px<x'>ﬂ<pf>) (6112)
xeX x'eX
< 37 PyPx(x) D(AE"|AR™)) (6.113)
xeX x'eX
e
< a(Z - 1)2 > Px()P(x) T(ps ) (6.114)
xeX x'eX
< a(: - i) (6.115)

where the first inequality follows from the joint convexity of quantum relative
entropy [82]. The second inequality follows from Proposition 25 and the last

inequality from T'(p, o) < 1 for states p and o, concluding the proof. o

6.5 Concluding Remarks

In this chapter, we studied quantum private hypothesis testing and provided
bounds on the sample complexity when we have access to privatized samples.
We showecased the cost of privacy on this statistical task while providing tight
sample complexity bounds on special sets of states (i.e., orthogonal states), and
special classes of private channels (i.e., high-private channels with & < 1). Next,
we studied the impact of privacy on the estimation of the expectation of an ob-

servable with high probability. We provided upper and lower bounds on the
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number of samples needed to achieve a fixed error tolerance with high proba-
bility. Finally, we explored how the contraction of divergences derived in Chap-
ter 5 can be applied in other applications, including ensuring fairness and pro-
viding formal guarantees on stability and generalization for quantum learning

settings by addressing an open question posed in [18].

155



CHAPTER 7
CONCLUSION AND FUTURE DIRECTIONS

In this thesis, we introduced a theoretical foundation to flexible privacy
frameworks for quantum systems (quantum pufferfish privacy), while show-
casing that they satisfy desired properties, such as post-processing, composi-
tion, that are important in private data analysis. We also discussed several dis-
tinctions that may arise in the quantum setting, with the possibility of degrad-
ing the level of privacy when several quantum systems are jointly doing the
inference. We designed the first formal methods to audit the privacy of black-
box quantum mechanisms and verify whether they indeed satisfy the privacy
level as demanded. Furthermore, we presented several variants of QPP while

establishing information-theoretic connections between them.

Notably, we provided the first operational interpretation of Datta—Leditzky
information-spectrum divergence [29] when the QPP framework consists of
the scenario where an adversary is allowed to perform all possible measure-
ments. Extending this connection to general QPP mechanisms, we studied
measured-hockey-stick divergences under practically relevant measurement

classes, which quantify optimal privacy parameters.

Moreover, we studied how the contraction coefficients of quantum diver-
gences behave with privacy constraints imposed by quantum local differen-
tial privacy (QLDP). In particular, we completely characterized the contraction
coefficient of trace distance under (g, §)-QLDP. The tools developed here en-
abled new fields of study, including studying statistical tasks under privacy
constraints, which was largely unexplored before this. To this end, we stud-

ied how the sample complexity of quantum hypothesis testing and the learning
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expectation of observables scale with the required privacy level when we have

access to privatized quantum states in contrast to the original quantum states.

Next, we present several future directions that arise with the developments

made in this thesis towards ensuring privacy in a quantum world.

Composition of Private Mechanisms: In private data analysis with quantum
data, it is vital to understand how privacy degrades when multiple private
mechanisms are combined. This process is what we refer to as the composition
of private mechanisms. We studied the consequences of sequential, parallel,
and adaptive composition of QPP mechanisms in Section 3.4. However, it is not
known whether the composition of two QPP mechanisms (when the measure-
ment set comprises of all measurements) with parameters (g;, ;) for i € {1,2}
provides a privacy level demanded by (g + &;,8; + §,) when 6; # 0. One possi-
ble way to provide an answer to this question is to study the sub-additivity of
quantum divergences, including the Datta—Leditzky divergence ((2.11)) and the
hockey-stick divergence ((2.3)). In particular, for the setting of parallel compo-

sition, it is about showing whether
— ? —¢ —
D (p1®pallo1 ® 02) < D (pillort) + D (pallor2) (7.1)

holds or not for ¢’ € [0, 1). Proving the above will provide insights on how we
should go about the private data analysis with provably tighter privacy guar-
antees, improving Theorem 2. If one disproves this inequality, this provides
a clear distinction between classical and quantum systems when ensuring pri-
vacy, with the possibility of joint measurements inferring more information, de-

grading the level of privacy.

Privacy-Utility Analysis: To solely achieve privacy, one can fully perturb the

157



quantum state using a replacement channel. However, then we will not be able
to learn anything from that privatized state, making the entire process useless.
Therefore, it is crucial to evaluate the utility retained by a privatization mecha-
nism under privacy constraints and to characterize the tradeoffs between pri-
vacy and utility. In Section 3.5, we introduced a utility metric grounded in
an operational approach where this metric facilitated an in-depth analysis of
privacy-utility tradeoffs, particularly for the depolarization mechanism. Re-
cently, in [54], the optimal privacy-utility tradeoffs of unital private mechanisms
are studied when the quantum local differential privacy (a special case of QPP)
is used as the privacy metric. However, the utility metrics in these settings re-
flect a worst-case scenario and may impose stricter accuracy demands than re-
quired for specific applications. Consequently, developing application-specific
utility metrics, in conjunction with the flexible QPP privacy framework, is es-
sential. This approach would open new research paradigms to explore opti-
mal privacy-utility tradeoffs for various information-processing tasks, tailored

to operationally relevant privacy and utility metrics.

Auditing Quantum Privacy: Auditing for privacy aims to detect violations
in privacy guarantees and reject incorrect algorithms. We proposed the first
hypothesis-testing-based auditing pipeline for the setting of quantum differen-
tial privacy in Section 3.6 and analyzed its type-I error. Analyzing the type-II
error of our quantum privacy auditing pipeline is an interesting future research
direction since it provides insights on the power of the test to avoid incorrectly
accepting algorithms. We also highlighted how one can use classical methods,
including semi-definite programs (SDPs), to do the same task. However, as
we elaborated, those methods become infeasible with the increasing number

of qubits in the quantum systems. Another avenue to address this is to use
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quantum algorithms and methods to estimate quantum divergences, such as
Datta-Leditzky divergence and hockey-stick divergence. Since these quantities
are SDP computable, it is an interesting direction to explore on how quantum
methods to solve SDPs can benefit for this task. For example, it is possible to
use the Qslack method introduced in [20] as a means to estimate quantum diver-
gences that will in return, provide guarantees on the privacy of specific quan-

tum algorithms.

For flexible privacy frameworks with practically motivated classes of mea-
surements, we provided methods for auditing using measured hockey-stick
divergences in Chapter 4. Towards this, for the class of local measurements
with classical post-processing, and one-way local measurements with classical
communications, it is interesting to explore how the extendible measurements
proposed in [120] will provide efficiently computable bounds on measured di-
vergences that can be used for auditing. Furthermore, these studies will pro-
vide insights towards designing efficient quantum algorithms that achieve QPP

through the examples found through auditing.

Statistical Learning under Privacy Constraints: Studying statistical problems
under privacy constraints is vital to understanding the price that we have to pay
to ensure privacy. To this end, the contraction of statistical measures and diver-
gences under privacy constraints is an important technical tool. However, in the
quantum setting, this area of research is largely unexplored even for fundamen-
tal statistical tasks. We characterized the contraction of quantum divergences
under a local variant of quantum privacy (QLDP in Definition 15), which en-
ables this field of study. There are quite interesting questions left to be answered

in terms of the QLDP setting and also for general privacy frameworks.
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First, it is an interesting future direction to precisely characterize privatized
contraction coefficients of other quantities (e.g., quantum relative entropy), sim-
ilar to classically known results in [8, Theorem 1] for commuting states. Specif-
ically, for the classical setting with the privacy constraints imposed by e-local

differential privacy, the privatized contraction coefficient is characterized as fol-

e = (eg_ 1) . (7.2)

lows:

e’ +1
It is an interesting question to see whether this characterization is true for the

quantum setting with the privacy constraints imposed by QLDP.

With the same goal in mind, we see that Bures distance has appeared in the
analysis of a hypothesis testing task through [22]. To this end, finding contrac-
tion coefficients of the Bures distance, denoted as 73, would potentially give a

lower bound for the sample complexity as follows: for some constant C > 0,

sce sc— L (7.3)

YO ldstp. o))

Future work also includes exploring tight upper and lower bounds related
to Theorem 8 in the general setting with § > 0 and analyzing the cost of privacy
and the impact of adaptive strategies on sample complexity. Another interest-
ing research question is characterizing the sample complexity of asymmetric bi-
nary quantum hypothesis testing. Here, one could make use of the non-private
sample-complexity bounds presented in [22, Theorem 9]. Preliminary results in

this direction are found in Remark 38.

Furthermore, the study of estimating expected values of observables with
respect to some input states while ensuring privacy of the state also requires

further exploration. In Section 6.3, we studied several special cases of observ-
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ables satisfying certain properties (e.g., O being a measurement operator to de-
rive achievability protocols). To extend these ideas to a broader class of observ-
ables, the tools developed in relation to classical shadow tomography will be
useful [68,78]. The main goal of classical shadow tomography is to reconstruct
and estimate key properties of a quantum system without needing to fully de-
termine its quantum state, which is a computationally expensive task. In partic-
ular, developing private variants of classical shadows will be a potential direc-

tion to make progress in this study.

With the framework proposed for ensuring privacy of channels in Defini-
tion 13, it is a promising direction to explore the impact on the task of discrim-
inating between two channels when one has access to privatized channels. To-
wards this, it is important to derive contraction coefficients for channel diver-
gences under privacy constraints. With that, one can also utilize the non-private
query complexity of channel discrimination (i.e., number of channel accesses
required to achieve a fixed tolerance of guessing the channel correctly) derived

in [100] as the baseline for the comparison and cost evaluation.

Moreover, our work opens up new research directions in studying
information-constrained statistical problems. The main technical tools for this
kind of analysis are the contraction coefficients under the relevant information
constraints. These constraints can be access to noisy channels instead of noise-
less channel access, communication constraints, memory constraints, network
constraints (distributed parties in a network), and many more. Toward this di-
rection, in a recent work [50], the sample complexity of noisy quantum hypoth-
esis testing is studied using the Doeblin coefficient defined as follows:

a(N) = sup {Tr[Xp]: [y ® X5 < Ty} (7.4)

XpeHerm
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as an assisting tool to provide efficiently computable bounds on the contraction

coefficients of general noisy channels.

In the longer term, the tools and frameworks developed in this thesis will
provide a theoretical foundation for private data analysis with classical and

quantum data in quantum systems and networks.
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APPENDIX A
CHAPTER 3 OF APPENDIX

A.1 Proof of Lemma 2

The proof given below is closely related to the proof of [126, Lemma 6.21], but

there are some subtle differences and so we provide it here for completeness.

Let

Y= (p-Ao0),, (A.1)

G :=)'"* (o +2)7 V. (A.2)

Note that

0<G'G (A.3)

= Ao +2)"? (o) Ao +X) 12 (A.4)

<o+ (o +Z) (Ao +X)? (A.5)

<I (A.6)

From the fact that p — Ao < %, it follows that

p< Ao+ (A.7)
Define the following state:
— GpG'
= A.
p Tr[GTGp] (A8)
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Consider that

1 — Tr[GpG']

= Tr[( - G'G)p]

< Tr[(I - G'G) Ao + 2)]
= Tr[(I - G'G) (Ao + 2)]

= Tr[do + X]

- Tr[(/lo +3)"2A0) (Ao + )2 (A0 + 2)]

= Tr[Ao + X] - Tr[Ao]
= Tr[X]

=0

This implies that
Tr{GpG'] > 1 - 6.

Then it follows that

GpG'

P = MGGy

< G (o +2)G'

Tr[GTGp]
B Ao
- Tr[GTGp]
Ao

< .
1-¢

(A.9)
(A.10)

(A.11)

(A.12)
(A.13)
(A.14)

(A.15)

(A.16)

(A.17)
(A.18)
(A.19)

(A.20)

Let yra = +/pal'ra vpa be the canonical purification of p, with T'rs == 3, ; liXjlzr ®
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— t
liXjla, and let yrra = (T;:lgi?Gp? purify p. Then

1
VHeD 2 GGy
> Ylralr @ GalY)ral

= [(Tlkalx ® VPaGa VoA kA

= [Tr[Gpl]

K¢lralr ® Galy)ral

> Re[Tr[Gp]]

= Tr[ap]

=1-Te[(I - G)pl.
where

G+G'

G =
2

(A.21)

(A.22)
(A.23)
(A.24)
(A.25)
(A.26)

(A.27)

(A.28)

The first inequality follows from Uhlmann’s theorem for fidelity, and the second

follows because Tr[G'Gp] < 1. Observe that G < I because ||G]l, < 1 and by
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applying the triangle inequality. So this means that -~ G > 0. Now consider that

Tr[(l — 5) Pl
<Tr((I - G) (Ao + 2)] (A.29)
= Tr[Ao + 2] - Tr[G (A0 + 2)] (A.30)

= Tr[Ao + 3] — % Tr[ (1) (Ao + 277 + (A + 27 (10)?) (A + T) | (A.31)

= Tr[Ao + X] - % Tr [u(f)”z Ao+ 27V (o + 2)]

= % Tr[ (1o + )72 (10)'? (Ao + 3)] (A.32)
= Tr[Ao + 2] - % Tr [(A0)'? (10 + )| - % Tr|(10)'* (A0 + 2)'?| (A.33)
= Tr[Ao + 2] - Tr| (1) (A0 + )| (A.34)
< Tr[Ao + 2] - Tr|(10)'* (A0) | (A.35)
= Tr[Ao + =] - Tr[Ao] (A.36)
= Tr[X] (A.37)
= 6. (A.38)

So all of this implies that

VE@,p) = 1-6, (A.39)
and in turn that
F(p,p) > (1 -0)>. (A.40)
By applying the inequality
1
Slo=7ll, < VT=F(o.), (A41)
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we conclude that

1
Sl =7lly < 1= (1-0 (A42)

= J1-(1-26+8) (A.43)
= V26 - &2 (A.44)
= \0(2-0). (A.45)
Putting everything together, we see that p is a quantum state satisfying
1
Ellp—fﬂll < V6(2-9), (A.46)
Ao
p<—. A 47
P15 (A.47)
This means that p and 1275 are feasible for D,Y>*(p|lo), and so it follows that
DY) < 1n( f(s) (A48)
1
=Ilnd+ ln(1 — 5) . (A.49)

This concludes the proof.

A.2 Subadditivity of Smooth Max-Relative Entropy

Lemma 7. Given 6,,6, € [0, 1], states p, and p,, and PSD operators o\ and o, the

following subadditivity relation holds

D2 () ® pylloy ® o) < DS (pillory) + D22 (02lloma). (A.50)

max max max

Proof. Let p; and A; be optimal choices for Dl (oilloy), for i € {1,2}. Then, con-
sider that

ﬁl®ﬁzﬁ/110'1®52 S/110'1®/120'2:/11/120'1®0'2. (A51)
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Furthermore, consider that

e -pepml, =5 P8 -5 o +hiem-papl,  (A5)
=21 © B~ o) + B - ) ), (A53)
<2l e@ -, + 516 -p)epl,  (A5Y
o R R R P N )
=252~ pol, + 5 1 - ol (A56)
< 68, + 6, (A.57)

where (A.52) follows from the triangular inequality for the trace norm and the
final inequality from the assumption that p; are the optimizers for Dl (oillo),

forie {1,2}.

Finally we have shown that p, ® p, and 4,4, are candidates for the optimiza-

tion for DL (p; ® pyllo; ® 02), thus concluding the proof. O

A.3 Proof of Theorem 1

For (1): Fix (o?,p”) in (3.4), M € M. Consider

Tr[MARP")| = Tr

k
MZpiﬂm] (A.58)
i=1

e M-

ll
—

piTr| MA"S))| (A.59)

_
INS

pi (e Tr| MAT)| + 6) (A.60)

pie°Te| MAT)| + 6 (A.61)

M-

Il
—

1

= T MAG")| + 6, (A.62)
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where (a) follows due to each A; being (e, 6)-QPP. This relation is true for every

(R, p"), and so it is true for all such pairs generated from (S, Q, ©, M).

For (2): Fix 0 < M’ < I such that M" € M’ as stated in the property. With that

assumption, there exists M € M such that M = N'(M’). Consider that

Te[ M N(APD))] = T N (M)A | (A.63)

= Te| MA")| . (A.64)
where N7 is the adjoint of N, implying that
O<NMy=M<1I (A.65)

because N is positive and unital by the assumption N is a quantum channel.
Similarly, we have that Tr[M’N (&*’l(pT))] = Tr[Mﬂ(pT)], and we conclude that
the processed mechanism satisfies (g, 5)-QPP with the choice of M" C {M’ :

NI (M) e M).

For (3): Fix (R;,7:) € Qforie(l,...,k},and ®f:1 M; e ®le M,;. Denote
APER) = AR @ A (p™) ® ... A(P™) (A.66)
and A% (p”"") similarly by replacing R with 7".

Fixi e {l,...,k}. Consider that Tr[M,-&*’li(pRl’)] <1 < 1+6; because Tr[Miﬂ,-(pR")]
is a probability. Combining with the inequality Tr[Miﬂi(pR‘)] < eg"Tr[Miﬂi(pT")] +

;, which holds from the assumption that QPP holds, we conclude that

Tr| MiA("™) | < min{e” Tr| M:Ap")| 1} + 6. (A.67)
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Consider that

[ rmne)
i=i
< (min{1, e Tr| M, A, (™) |} + 61) ﬁ e[ M A (0™ (A.68)
=2
< min{1, e Tr| M, A, (0™) |} ﬁ e[ MiA("™) | + 6, (A.69)
< min{1, e Te| M, A, (0™) |} >l<_2
(min{1, e Tr| Mo A2 (07) |} + 62) ﬁ Te| M A (™) + 6, (A.70)
sﬁ n{e Te| M;A(07)) . l}ﬁTr |M:AE™)| + 61 + 6 (A.71)
i1 i3
< eZii ﬁ e[ M AT | + i Sis (A.72)

i=1 i=1
where the last inequality follows by proceeding with similar expansions for each

remaining term of the product as carried out in the first three steps.

A.4 Proof of Proposition 3

Fix M',M € M, Px € ©,and (R, 71), R, T2) € Q Let M, == ()| @ DM'(ly) ® I)
and note that M, is a measurement operator in M. Recall the definition of the

channel

&= Zay. (A.73)

yey
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Consider that

Tr|(M & M) [Z &A™ ®IyXyl © ﬂi(p’”)ﬂ
yey

= Zy] Tr| ME (A (™)) @ M’ (1yXyl & A (0™))] (A.74)
YE

= Zy Tr{ME' (A (0™ )] THLM (yXyl © Fy(0"™))] (A.75)
ye

- Z Tr[ME (A (p™)] T M, (p™)] (A.76)
yey

< Z Tr[ME' (A (p")] (min(1, e T M A (p")]1} + 62) (A.77)
yey

_ Z T & (M)A (p")] (min{ 1, & Tr[M[A (0™)]} + 6,) (A.78)
ey

D T MEA, (016, + Z (Tr[&" (M)A (™) min{1, e Tr[ M A (0")]}) (A.79)

yey
< 5 + Z Tr[E (M)A, (p"1)] rnin{l, e Tr[M;ﬂg(pﬁ)]} (A.80)
yey
o, + (e Tr[E (M)A (p7)] + 61) min{ 1, & Tr[MA, (07)]) (A.81)
ey

< " (¢ THE (M)A (™)e™ THM; A (07)] + 61) + 6 (A.82)
ey

- Z (2 Te[&1 (M)A (0" )] Tr[MA(07)] + 61 ) + 6 (A.83)
ey

=" Tr|(M® M’)[Z E AN e Xe ﬂé(p%)]} +62+011Y1, (A.84)

yey

where: (a) from Tr[M;ﬂﬁ(pRZ)] <1 <1+ 6, and A, being (&, 5,)-QPP; (b) and (c)

from
Tr Z M)A (T | = Tr MZ EA(p" )} (A.85)
yey yey
= TI[ME(A(p"))] (A.86)
<1; (A.87)
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and (d) from A, being (&1,5,)-QPP and the fact that &7(M) is a measurement

operator in M.

A.5 Composability with Classically Correlated States

In Property 3 of Theorem 1 and Proposition 3, we considered the case in which
two mechanisms, composed either in parallel or adaptively, receive indepen-
dent inputs (i.e., the input being p*' ® p*» where X; ~ Py € O for i = {1, 2}, which
are chosen independently). We now focus on the setting in which the inputs are

classically correlated. The input is chosen as a separable state of the form

o= Z q(2) W ® T, (A.88)
€Z

where g represents a probability distribution with g(z) > 0 and } > q(z) = 1,
and w® and 7° are quantum states for all z € Z'. One special case of interest is as

follows:

oy = Z Px(x)p* ®p". (A.89)
xeX

In this setting, QDP ensures the indistinguishability of the input states

o = Z @D ®7 and o7 = Z q(2) W5 ® 75, (A.90)
€Z €Z

where w{ ~ wj and 75 ~ 75 are neighbors for all z € Z.

We consider an instance of the QPP framework, called flexible QDP, where
(8,Q,0, M) is such that ® and M are chosen based on user needs, while the
other parameters are as given in Section 3.2.3. Flexible QDP then satisfies the

following composability properties.

!Note that (A.88) covers the case of having input states of the form o = Deyexsy 46, y) W' ®
7’ where for all x € X and y € Y w* and 7’ are states, by considering z to be an index for multiple
variables, i.e., setting z = (x, ).
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Corollary 7 (Composability of Flexible QDP). Let the initial input to the two mecha-
nisms A, and A, be of the form 3. .- q(z) w*®7°. The following composability properties
hold for the QDP framework.

Parallel composability: Consider the parallel composed mechanism . . > q(z) Ay (w*)®

ﬂz(‘[’z).

1. If A; is (&;,0,)-QDP in the framework (S, Q, ®, M,), for i € {1,2}, then the com-
posed mechanism satisfies () + &5, + 6,)-QDP in (S, Q?,0, ®12: X M,-)

2. If A; is (&;,6;)-QDP in the framework (S, Q, ©, M), for i € {1,2}, then the com-
posed mechanism satisfies (&',5")-QDP in (S, Q?%,0, /\_/(2) with

/e 1
g =g +82+1H((1_51)(1_52)), (A.91)
8 = 612 = 6)) + V62(2 — 62). (A.92)

and also satisfies (g; + &, 0) in the same framework with ¢ := min{d; + €°'6,, 5> +

%0}

Adaptive composability: Suppose that A, satisfies (g1,6,)-QDP and A, chosen

adaptively satisfies (&,,0,)-QDP, as in (3.82). Then, the composed mechanism in
Fig. 3.3 with o in (A.88) satisfies (€1 +&,, 62 +611Y|) in the framework (S, QX Q, O, M
M.

Proof. Item 1 in the parallel composability part follows by a similar argument as
given in the proof of Property 3 from Theorem 1. For the proof of Item 2, first,
we use quasi-convexity of the DL divergence (property 2 in Proposition 2) and
then adapt Item 3 of Theorem 2. The adaptive composition result follows along
the same lines as the proof of Proposition 3 for fixed z, and then averaging over

all z € Z gives the desired result. o
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Remark 40 (Extensions Beyond Flexible QDP). Corollary 7 does not hold for the
general QPP framework. Indeed, it fails to hold, for instance, for the classical PP frame-
work [77, Theorem 9.1]. Nevertheless, Corollary 7 can be extended to account for input
states Y, .cx Px(x) p* ® p* subjected to additional structural assumptions on the class of

admissible distributions:

YRT) e, Ax,x X
O CiPxeP(X): (A.93)
5.t gr(x) = gr(x) = 1
where qg and q are defined as in Definition 6. The classical version of this condition

for PP is known as “universally composable scenarios” [77, Corollary 9.4].

A.6 Characterizing Optimal Privacy-Utility Tradeoff

In this Appendix, we focus on identifying the optimal utility that can be ob-
tained by applying an (g, §)-QPP mechanism. Here, we first focus on the setting
in which Q = {(R1,Rp), (R, R}, M = {M : 0 < M < I}, and ® = {Pyx}, but the
following ideas can be extended to the case when Q is an arbitrary finite set and
O includes a finite number of probability distributions. However, the computa-
tional complexity involved in identifying the optimal utility increases with the
cardinality of the set Q and ®, due to the addition of more constraints to the

optimization problem.

To incorporate privacy requirements, we use the equivalent formulation of
QPP via the DL divergence presented in Proposition 1. To this end, first, we
employ the SDP formulated in Lemma 1 to compute the relevant DL divergence
and then use that in the optimization of utility. We showcase the use of this SDP

in characterizing optimal utility next.
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Proposition 36 (Optimal Utility for Fixed Privacy Constraints). The optimal util-
ity, as quantified by the y-utility metric, for every privacy mechanism that is (g, 6)-QPP
in the (S,Q, 0, M) framework, where Q = {(R1, Ra), (Ra, R1)}, is given by the following:

u:
Zap 2 Tap = Trc|TE, T
uly > TrplZapl,

Trp [FZgD] = I,

Trp| T | = L,

In(1;) < &,
VedRi Ry = 1 - TrY,] < 6, . (A94)
E;D§ Y1 2 Tra|(T(oR) @ 1) |
ﬁ;i%C:i;iS — i Tea|(T(0™) ® )T
In(1y) < &,
Tr[Y>] <0,

Yy 2 Trs|(T(p™) ® Ic)T|

—ﬂzTrA[(T(Pﬁl) ® IC)Ff;qc]

Proof. The proof follows from the SDP formulation of the y-utility given in
Proposition 6, and the privacy constraints

(i.e., max{ﬁé(ﬂ(pﬂ')llﬂ(pﬂz)) ,Bé(ﬂ(pﬂz)llﬂ(pﬂ' ))} < &) imposed through the SDP
formulation of DL divergence presented in Lemma 1. We also used the fact
that for a superoperator A from system A to C, the following equality holds [75,
Eq. (3.2.14)]

AP™) = Tra|(T™) ® Ie)T e |- (A.95)

O

Remark 41 (Privacy Constraints via Equivalent Formulation through Hockey-
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Stick Divergence). Instead of using the DL divergence, we can also encode the privacy
constraints through the equivalent formulation in Remark 5. To this end, the dual for-

mulation of the hockey-stick divergence (can be obtained by (3.28)), as
E (pllo) = 1221; {Tr[Z] : Z = p — Ao}, (A.96)
can also be incorporated to compute the optimum utility.

Remark 42 (Optimal Privacy Parameters for Fixed Utility). To find out the optimal
(minimal) privacy parameter * for a given mechanism A with the utility constraint vy,

and fixed tolerance ¢, first we compute the following quantity:
A:Zup>Tap — Trc[r?gDTC(rAf“ ] :
(I =Yy 2 Trp[Z4p],

TrD[rgD] =1,

A} (A.,6) = inf (A.97)
Zap>0 Tr[Yl] < 6,
2,20
1120 Y, > TrA[(T(pRI) ® IC)FAJ"‘C]

~ATeg[(T(p") © Ie)T T |
Similarly A} can be obtained by exchanging p™ and p". Then the optimal value is
given by

£ (A, v,0) = In(max{A* (A, y,5), (A, y.0)) . (A.98)
The optimal (minimal) ¢ for a fixed € with a utility constraint can be obtained by encod-

ing the privacy constraint through the dual form of hockey-stick divergence, as given in

Remark 41.

A.7 Proof of Lemma 4

The proof follows analogously to the classical version of this bound in [15,

Proposition 3.3], along with the upper bound for an arbitrary D,(-||) satisfy-

176



ing data processing. Set @ > 1. Then, for such D,(:||-), from [126, Equation 4.34],

which is obtained by choosing a specific preparation channel, we have that

@ 1_ - log Tr[O'l/z(O'_l/ZPO'_l/z)a 0-1/2] ' (A.99)

D, (pllor) <
Let us use the following substitution:
Dr(pllo) = &. (A.100)

Then we have D, (pllo") < € and D, (c||p) < €. Moreover, with the definition of

Do (¢|I') in (2.14), we have p < ¢fo- and o < ¢°p. Then we find that

el <o Ppo? < el (A.101)

1

Suppose that o ?pc~!/? has the following spectral decomposition Y, l¢;Xil-

Then e® < 1; < €%, and so for all i, 4; € [0, 1] such that

t= e + (1= A)e™. (A.102)
Consider that

@ DDalplle) < Tr[gl/z(g—l/ng—l/z)“ 01/2] (A.103)

= Tr|o!/2 Z(ﬁief +(1 = 1)) [giXepil 2 (A.104)

= ) (e + (1= )e™) TrlalgiXoil (A.105)

< Z(aiem + (1 = A)e*) Tr[cle:Xil] (A.106)

= €c; + e, (A.107)

where the first inequality follows from the inequality in (A.99), the second from

the convexity of the function x* for a > 1, and the definitions
c = Z ATe[olgiXil] (A.108)

C = Z(l — W) Tr[olgiXeil] - (A.109)
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In (A.107), we arrive at a function of @ (i.e., e**c; + e **c;). Observing that
¢1 +c; = 1, we can find ¢, and ¢, by evaluating this function of @ at @ = 1, which

turns out to be equal to one because
D iTrloigXeill = Trlp] = 1, (A.110)

where ¢ is given in (A.102). Proceeding with this we get ¢; = 1=%=. Then,

ef—e~€

collecting all these relations and simplifying, we obtain,

sinh(g) (A-111)

Together with [15, Lemma B.1], we can further bound (A.111) from above by

e”@=De*/2 With the substitution in (A.100) we conclude the proof.

A.8 Proof of Lemma5

Fix Py € ® and (R, 7) € Q. By assumption, we have that
Tr[ MAR")| < T MAPT)| + 6. (A.112)

With the choice for ¢’ as in the Lemma statement (i.e., (3.175)), we have 6 — §’ =

(1 =8)(e® —e°)/(e? + 1). Plugging this in, we find that

Tr[MAE®)| < & T MAPT)| + 6 + (6 - 8) + (" - )T MAPT)|  (A113)

= " Tr[MAP")| + 5 + (¢ — &) (Tr[M.?((pT)] - 61161 ) (A.114)

Since & < &, we get the desired inequality if Tr[M&—’l(pT)] <=2
By choosing the measurement operator / — M, we also have

Tr[(1 - M)AP")| < & Te| (1 - M)AP®)| + 6. (A.115)
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Rewriting (A.115), we arrive at
Tr[MAQP®)| < 1= (1 = 6) + e T MAR")|. (A.116)
Similar to the previous manipulations, we get

— 51) (A.117)

Tr| MAPD)| < & T MAPT)| + 8 + (¢ ™) (—Tr[Mﬂ(pT)] + el "

Since & < &, we arrive at the desired inequality when Tr[Mﬂ(pT)] > =% By

these two arguments, the desired inequality holds for either of the cases, prov-

ing its validity.

A similar inequality holds for every (R,7") € Q and Py € ©. Thus, the desired

implication has been proved.
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APPENDIX B
CHAPTER 4 OF APPENDIX

B.1 Other Properties of Measured Hockey-Stick Divergence

Lemma 8. Let y > 0, and let p and o be states. The following equality holds:

E)(plio) = yEY (o llp),

where E)\(||-) is defined in (4.5).

Proof. Let 0 <y < 1. By applying (4.4), consider that

E)(pllo) = sup Tr{M(p — yo)] = (1-)
MeM,

sup Tr[({ — M)(p —yo)] - (1 —)
MeM,

sup TH{M(yor - p)]
MeM,

vanrlle- )

MeM;

= yEY(collp),
Y

(B.1)

(B.2)

(B.3)

(B.4)

(B.5)

(B.6)

where the last inequality follows by applying (4.4) with 1/y > 1 sincey < 1.

For y’ > 1, by substituting y = 1/y’ in (B.6), we conclude the proof.

Lemma 9. Let p and o be states, and let y > 1. The following inequality holds:

(v + DEM(pllo) < E)(pllo) + E ' (olp) + v — 1.
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Proof. By applying (4.4), consider that

(v + DEM(pllo) = (y + 1) sup T{M(p ~ )] (B.8)
= sup {Tr[M(p — yo)] + Tr[M(yp — o)1} (B.9)
< sup {Tr[M(p — yo)l} + sup {Tr[M(yp — o)]} (B.10)
MeM, MeM,
= E)(pllo) +y sup Tr[M (p - 10')] (B.11)
MeM, Y
= E)(pllo) + y(E/Iw(pIIO') +1- %) (B.12)
= E)pllo) + E)'(allo) + v — 1, (B.13)

where the penultimate equality follows from (4.4) with 1/y < 1 and the last

equality follows by some algebraic manipulations, along with Lemma 8.

B.2 Proof of Proposition 12

Consider an arbitrary POVM {M,I — M} € M,, where M, is defined in (4.3).

Then the following inequality holds for every y > 1:

Tr[M(p — yo)] < max {0, Tr[M(p — yo)]} (B.14)
< max {0, Tr[M(p — yo)]} + max {0, Tr[(I — M)(p — yo)]}  (B.15)

< sup ) max (0, Tr{M,(o - yo)]}, (B.16)
{MyeM)}

where the last inequality follows because {M,I — M} is a POVM in M. By opti-

mizing the left-hand side over all M € M,, we arrive at
E)'(pllo) < E}'(pllo). (B.17)
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To prove the reverse inequality, we consider a POVM {M, € M},cx that obeys
the coarse-graining condition; that is, M, + M, € M for all x,x" € X. Consider
the following equality:

Z max {0, Tr[M.(p — yo)]} = Z Tr[M,(p — yo)] (B.18)

x:Tr[MX(p—yU)] >0

= Tr[M, (p - yo)] (B.19)
< sup Tr[M(p — yo)], (B.20)
MeM,

where the second equality follows from defining

M, = Z M, (B.21)
x:Tr[Mx(p—y(r)]ZO

and the last inequality follows because M., I — M. € M with the coarse-graining

assumption and

I-M,= > M, (B.22)

x:Tr[MX(p—yzr)] <0

Finally, optimizing over all POVMs {M, € M},, we obtain the inequality
E)'(pllo) < E}'(pllo), (B.23)

and together with (B.17) we conclude the proof.

B.3 Proof of Proposition 13

Data Processing: Under the assumption that the channel N is M-compatible, it

follows that N7(M) € M for all M € M. Since the adjoint of a trace-preserving

map is unital, it also follows that N7(1) = I,leading to N'(I-M) = I-NT(M) € M.
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With that and fixing M € M, such that M,I — M € M, consider that

Tr[M (N(p) = yN(o))] = TN (M) (p - yo)] (B.24)
< sup Tr[M’ (p —yo)] (B.25)

M’ eM;
= E)'(pllo). (B.26)

We arrive at the desired inequality by optimizing the left-hand side over all

M e Msuchthatl — M e M.

Triangular Inequality: Let y;,y, > 1. Then

E) (pllo) = sup Tr[M (p - y1720)] (B.27)
MeM,
= sup Tr[M (o — Y17 + %17 = ¥1%20)] (B.28)
MeM,
< sup Tr[M (p - yi7)] + sup Te[M (17 = y1720)] (B.29)
MeM, MeM;
= EX(plit) + y1 EX(1llo). (B.30)

Monotonicity: Let y; > y, > 1. Then y,0 > y,0 and p — y,0 < p — y,0. Since

M > 0, we have that for all M e M,
Tr[M (p — y10)] < Te[M (p — y20)] . (B.31)
Supremizing over all M € M,, we obtain the desired inequality.

Convexity: Let {p.},.x be a probability distribution, and let {p,},.x and {0} cx

be sets of quantum states. Then for every M € M, and y > 1, the following
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equality holds:

Ti[M (p = yo)] = > pTe{ M (p, - y)] (B.32)
X T M x X 833

< Zx:p Sup t[M (p. = yo.)] (B.33)

=" PE)(pillory). (B.34)

By optimizing over M € M, on the left-hand side, we conclude the proof.

B.4 Proof of Proposition 14

Recall the standard form of primal and dual SDPs, as characterized by the Her-

mitian matrices A and B and a Hermiticity-preserving superoperator ® [75, Def-

inition 2.26]:
sup {Tr[AX] : ®(X) < B}, (B.35)
X>0
inf (Te(BY]: @'(Y) > A}. (B.36)
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The SDP for the PPT measured hockey-stick divergence can be written in the

standard form as follows:

00 0 O
00 0 O
B= ,
00 Lz O
0 0 0 I
-M 0 0
0 -TzM) 0
d(X) =
0 0 M
K 0 0 Tz(M)

Setting
Y 0 0 O
0O Y 0 O
Y =
0O 0 Y3 O
i 0O 0 0 Y,
we find that

Tr[®(X)Y] = Tr[-MY, — Tg(M)Y, + MY3 + Tp(M)Y4]
= Tr[M(Y3 = Y1) + Ta(M)(Y4 = Y2)]

=Tr[M (Y3 =Y, + Tp(Ys — Y2))I,

0
0
0

(B.37)

(B.38)

(B.39)

(B.40)

(B.41)
(B.42)

(B.43)

where the last equality holds due to Tr[Ts(Lag)S agl = Tr[LagTs(S ap)] with the

adjoint of the partial transpose superoperator being the partial transpose super-

operator. This leads to

O'(Y)=Ys - Y, + Tp(Ys — 1>).
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Strong duality holds due to Slater’s conditions by the following choice of
feasible and strictly feasible solutions: choose Y3 = (p — yo),, ¥; = 0 for all
i € {1,2,4} as a feasible solution for the dual SDP and choose M = (1 — §)I43
with § € (0, 1) as a strictly feasible solution to the primal SDP. Together with the

strong duality, we conclude the proof.

B.5 Werner States

Here, we analyze the measured hockey-stick divergence between two Werner
states. We first obtain a simpler expression for the measured hockey-stick di-
vergence between two Werner states using the symmetries of Werner states,
which we state in Lemma 10. We then use the statement of Lemma 10 to prove

Propositions 15 and 16.

Let I} and IT;;" be the projections onto the symmetric and antisymmetric
subspaces, respectively. These projections can be written in terms of the identity

and swap operators as follows:

Sym 1

I = E(IAB + Fyp), (B.45)
asym 1

HAI}; = E(IAB - FAB) . (B46)

Note that the states ®,; and ©,, can be obtained by normalizing the aforemen-

tioned projectors. That is,

0,y = n;yg __ dd2 e (B.47)
Ty dd+1)
Hasym o)
Oy = —— = " (B.48)
Tyt dd =1
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Lemma 10. Fix p,q € [0, 1]. For y > 1, the measured hockey-stick divergence between

two Werner states, ' , and o', 5, is equal to the following:

Tr[MABHSym] Tr[MABH"“ym]
EM(oll) = Jup Tﬁm —yp) + Tﬁ‘ﬁ(l —q-y(1-p)|,

(B.49)
where 11,5 and TIy" are the projections onto the symmetric and antisymmetric sub-

spaces, respectively.

Proof. Consider the following twirling channel:
Tas() = de (Ua® Up)() (Us ® Up)". (B.50)

The action of this channel on an operator X,z € L(Ha ® Hg) results in an oper-

ator of the following form [135]:

) Tr[XABH;y;“] - Tr[XABHng“‘] -
TAB(XAB)_W A WHM : (B.51)

It is easily verified that the Werner states are invariant under the action of 7.

Also, note that the Hilbert-Schmidt adjoint of 745 is 745 itself.

The measured hockey-stick divergence between two Werner states, w, and
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wh , can be written as follows:

M(, q |, P
E, (wAB”wAB)

= sup Tr[MAB(wiB - 7w/’;3)] (B.52)
MeM,

= sup Tr[MAB(TAB(wiB) — y’TAB(wf\B))] (B.53)
MeM,

= sup TT[TAB(MAB)(CUZB - Vwig)] ’ (B54)
MeM;

Tr| M I Tr| M g™
- o o g, ) T )
(B.55)
sym asym

= sup TI[MA—iriM](q—yp) + Tr[LfﬁlB](l —q—y(1-p)), (B.56)

meme e[| Tr[ 1" |

where the second equality follows from the fact that Werner states are invariant
under the action of the twirling channel 7,5, the third equality follows from the
fact that 75 is self-adjoint, the penultimate equality follows from (B.51), and the
ultimate equality follows from the definition of Werner states along with (B.47)

and (B.48). m]

Proof of Proposition 15: The statement of Proposition 15 can be obtained from

Lemma 10 by considering M to be the set of all measurements.

For y > 1, at most one of the two quantities can be positive: ¢ —yp or 1 —

g — y(1 = p). Choosing M to be the set of all measurements and ignoring the
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negative term in (B.49), we arrive at the following;:

Tr[MABHSym] Tr[MABH"“ym]
Ey(wallofls) = sup Tﬁfﬁ(q —yp) + Tgﬁl‘ia —g—y(1-p))
(B.57)
Tr[MABH;y;“] Tr[MABH;Sg‘“]
< Sup max {W(q - Yp), Tr[Hjsgm] (I-g-y(-p)
(B.58)
<max{0,q—yp,1—q-y(-p)}, (B.59)

where the last inequality follows from the fact that M < I and that M = O is a

valid choice of measurement.

To show that the inequality in (B.59) is saturated, consider IT};;" to be a spe-
cific choice for the measurement operator in (B.57), which implies Ey(wg sl B) >
g—yp. Furthermore, choosing M, = IT,;" leads to Ey(wz sl B) >1-g—y(1-p),
and choosing M,z = 0 leads to Ey(cuf1 sllwh B) > 0. Combining the three inequali-

ties, we arrive at the following inequality:

E)(w,llwh,) = max{0,q = yp, 1 - g - y(1 - p)}, (B.60)

which completes the proof.

Proof of Proposition 16: Lower bound: Recall that for y > 1

EX%(pllo) = sup Tr[M(p —yo)]. (B.61)
MeLO*

Since the measurement operators M = 0 and / — M = I, trivially belong to the set
of LO* operators, we have

EL (w|w’) > 0. (B.62)
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Observe that M = ¢, [iXil®liXil and I-M = ¥, iXil®|jXjl = - XL, liXil®|iXi]
belong to the set of LO* operators as we can see by the following argument:
This measurement can be implemented by Alice and Bob first measuring their
local systems in the computational basis. Then they perform a classical post-
processing of their measurement outcomes by accepting if the outcomes match,
which corresponds to the measurement operator Zf-l:l iXil4 ® |iXils. and rejecting
if the outcomes do not match, which corresponds to the measurement operator
Lig — Zf.’:l iXil4 ® |iXila. With the former, we obtain the inequality

d
ELO" (@) = Tr| 3" 1iXil @ liXil (g = yp)O + (1 = ) = ¥(1 = p) ©*)|  (B.63)

i=1

2
:(CI—)’P)Xm"‘((l—Q)—V(I—P))XO (B.64)
g —

where the first equality follows by Tr[M®] = 2/(d + 1) and Tr[M®*] = 0.

Furthermore, with the choice I — M = },.;|iXi| ® |jX,jl, we arrive at another

lower bound as follows:

EL° (w'wf) > Tr

d
[1 - > lixile IiXiIJ (g =) +((1-q)—y(1-p)6~)| (B.66)
i=1

_2q-vyp) (B.67)

-1-
4 d+1 ~

where the equality follows from (B.65).
Combining (B.62), (B.65), and (B.67), we obtain the following inequality:

2(q - yp) 2(q - yp)} _ (B.68)

LO*
Ey (w?|w”) > max {0, W,(l —-y) — W

Upper bound: Now we will show that the lower bound on EL®" (w?||w?) ob-

tained in (B.68) is also an upper bound on E}" (w?||w?).
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Let M,z be a PPT measurement operator; that is, 0 < Mz < I45 and 0 <

Tp(Myp) < I45. From Lemma 10, we know that

Tr[MABHSym] Tr [MABHaSym]
PPT q V4 _ _ — g — —
ENFM (o gllwhy) = S (9=yp)+ ] (1-q-y(1-p)).
(B.69)
The condition 0 < Mup < I3 implies that
0 < Te| MapIT}y | < TH[ITY | (B.70)
0 < Te| MapITyy" | < Te[II35"]. (B.71)

The partial transpose of the swap operator is the unnormalized maximally

entangled vector. That is, Tg(F4g) = [I'XI'|ag, where

d—1
IDhas = ) li)ali)s, (B.72)
i=0

where d is the dimension of systems A and B. We will use the notation I'4p =

ITXT |45 for conciseness. Now consider the following identity:
Ty(ITy — T3") = Ts(Fas) = Tas. (B.73)

The PPT condition for M,z implies the following inequality:

0 < Tp(Map) < Ing (B.74)

= 0 < (ITp(Map) II') < (TT") (B.75)

— 0 < Tr[Tp(Map) Tapl < d (B.76)

= 0 < Tr[Tp(Myp) T5(IL}y - T13")| < d (B.77)

= 0 < Te| Map(IT3y - IT3")| < d (B.78)

= Te| Myplly)" | < Te[ MpIT3 | < Te MupIT" | + d, (B.79)

where the fourth line follows from (B.73) and the fifth line follows from the fact
that the partial transpose map is the Hilbert-Schmidt adjoint of itself as well as

the inverse of itself.
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Let us first assume that ¢ — yp > 0. We can rewrite (B.69) as follows:

PPT q 4
E, (wAB”wAB)

sym asym asym
o Tr[MAilsz:B] ) Tr[MABEf N M -y (B50)
DM e[ 1137 | e[ 135" | e[ 135" |
Tr| MapIT™| e My pITS™ Tr| M pITS™
< wp [T Aiyf]— i ABSYQB] <q—vp>+r[+syff]<1—y> (B.81)
e U mr| Ty | 15"
Tr| M 22"
< sup Lsm(q—yp)+r[+yf](l—y) (B.82)
OS(EQ/IA/SI)ISI Tr[HAB] Tr[HAB ]
2(g-yp)
< ﬁ’ (383)

where the first inequality follows by modifying the denominator of the second
term because Tr[HZy;" ] > Tr[Hjsgm], the second inequality follows from (B.78), and
the final inequality follows by substituting the value of Tr[l'[;y;n ] and ignoring the

second term in the penultimate inequality because it is negative.

Now let us assume that 1 — g —y(1 — p) > 0, which also implies that g—yp < 0
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since y > 1. We can rewrite (B.80) as follows:

PPT(, q ||, P
E, (wAB”wAB)

Tr| MasITy™ | (- T|TE" | Te| MasIT}y|
T oo eI {Tr[M " | Ty ) 1) @=ypr=i= 7]
0<Tp(M)<I AB AB
(B.84)
asym asym sym
o Tr[MABaE[ym ] TI‘[Hifm] Tr [MABHasym] G-yp)+1—g—y( - p))
oeet TGN UTe T | T Map I
(B.85)
asym asym
< sup Tr[MAB,Em ] Tr[nifm](q —yp)+1-q-y(- p)) (B.86)
Os(%ggjt/[/vsl)ld TI‘[H ] Tr[HAB ]
Tr| 113" |
< max —bym(q yp)+1—-q—-y(-p),0 (B.87)
r[H AB ]
:max{l - %,o}, (B.88)

where the first inequality follows from (B.79) and the fact that g—yp < 0, the sec-
ond inequality follows from (B.71) and the fact that M = 0 is a valid choice, and

the final equality follows by substituting the values of Tr[ Sym] and Tr[ asym].

For the last case, if both ¢ — yp < 0and 1 — g — (1 — p) < 0, then the optimal
choice is Mup = 0 leading to EPPTY(wZBIwa;B) = 0. Therefore, the inequalities

in (B.83) and (B.88) imply that

(B.89)

2(q-yp) 2(q -yp)
EYPPT(wZBIwa‘B) < max {O, T 1 -y —1 [

Recall that
E;O*(ijnwﬁB) < E;W-LOCC(ijuwf;B) < E;OCC(ijnwf;B) < E§PT(ij||w§B). (B.90)

Therefore, the inequalities in (B.68) and (B.89) imply that all the aforementioned

quanitities are equal for y > 1.
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B.6 Isotropic States

In this appendix, we analyze the measured hockey-stick divergence between
two isotropic states. We first obtain a simpler expression for the measured
hockey-stick divergence between two isotropic states using the symmetries
of isotropic states, which we state in Lemma 11. We then use the statement
of Lemma 11 to prove Propositions 37 and 38. We define a d-dimensional

isotropic state as follows: for p € [0, 1]
Fi=p®+(1-po, (B.91)
where

IAB—(D
d?-1"

IR RSV .
@.:EZ|1><J|®|1><J| and @' = (B.92)

ij=1

Note that ®45 and 145 — ®45 are orthogonal projections.

Lemma 11. Fix p, g € [0, 1]. The following equality holds for all y > 1:

Tt[Map(Isp — Pap)]
E;\A(Q)ZB”(UZB) = sup Tr[Msp®ap] (q _,yp) + AB\1AB AB

sup o1 (I'=g—y(1-p).

(B.93)

Proof. Consider the following twirling channel:
Tan() = f dU(Us® Up)()(Us ® Us)', (B.94)

where U denotes the complex conjugate of U. The action of 75 on an arbitrary

Xap € L(H, ® Hp) results in an operator of the following form [66]:

Tr[Xag(Iap — Pap)]
d? -1

Tas(Xap) = Tr[X45DQa5] Oap + (I — DPap) - (B.95)

It can be easily verified that isotropic states remain invariant under the action of

T4 Also note that T4 is the Hilbert-Schmidt adjoint of itself. The measured
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hockey-stick divergence between two isotropic states can then be calculated as

follows:

EN(Eialets) = sup Te[Mas(, =743, (5.96)
= sup Tl Ms(Tn(c1s) = YT (¢40)] 6.9
= sup T Tas(Man) (s = Y235) 599

Tr[Msp(Isp — Dap)]
sup Tr[Mag®agl (g —yp) + AlileB 1 =
MeM B

(I=g—y(-p),
(B.99)

where the second equality follows from the invariance of isotropic states under
the twirling channel 74, the third equality follows from the fact that 7 is self-
adjoint, and the final equality follows from (B.95) and the definition of isotropic

states in (B.91). O

Proposition 37 (Hockey-Stick Divergence for Isotropic States). Let p,q € [0, 1].

We have that for y > 1
E,("1¢7) = max{0,q —yp, (1 - q) = y(1 = p)}. (B.100)
Proof. For y > 1, at most one of the two quantities can be positive: g — yp or

1 — g —y(1 — p). The equality in (B.93) leads to the following:

E(Z14lIZ4)
Tr[Map(Iap — Pap)]

= sup Tr[Map®agpl(qg —yp) + 71 (1-g—-y(-p)) (B.101)
0<M<I -
Tr[Myp(Ig — Pap)]
< sup max {Tr[MABoDAB] (q—p). ‘“;(;B 1 iy~ g -y - p))} (B.102)
<M<I -
<max{0,q—yp,1 —q—y(1-p)}, (B.103)

where the first inequality follows by ignoring the negative term in (B.101) and

the last inequality follows from the fact that 0 < Myp < I45.
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To show that the inequality in (B.103) is saturated, consider ®,; to be a spe-
cific choice for the measurement operator in (B.101), which implies Ey(§ZB||§§B) >
g—yp. Furthermore, choosing M,p = I43—®4p leads to Ey({ZBH{/‘ZB) > 1-g—y(1-p),
and choosing M, = 0 leads to Ey(gj S B) > 0. Combining the three inequalities,

we arrive at the following inequality:

E,(£15I%;) = max {0, — yp.1 - g —y(1 - p)}, (B.104)
which completes the proof. o

Proposition 38 (Measured Hockey-Stick Divergence for Isotropic States).
Let p,qg € [0,1]. We have the following equality for v > 1 and M €
{Mrox, Miw.Locc; Mroce, Mppr}:

(I-=¢)—y(1-p)

d
EM(¢l1¢") = max {0,q — yp + (-9 -y1-p)}.

d+1 d
(B.105)
Proof. Lower bound: Recall that for y > 1
LO* o
E” (pllo) == sup Tr[M(p —yo)]. (B.106)

MeLO*
Since the measurement operators M = 0 and / — M = I, trivially belong to the set
of local operators, we have

EL°(41¢7) > 0. (B.107)

Observe that M = Zf-’zl liXil®liXiland I-M = ¥, ;liXil®|jXjl = I—Zle lIXi|®iXi]
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belong to the set LO* operators. With the former, we arrive at the inequality

ELO(ZN1¢7)

d
> Tr[z liXil ® liXil (g — yp)® + (1 — q) — y(1 — p)) D*) (B.108)
- d d
= (q-yp)Tr (Z iXils @ |z'><i|3] Oup|+ (1 =)=y = p) Tr (Z iXils @ |iXi|B) )5
i=1 i=1
(B.109)
1
=(@-yp)+({(1 -9 -y(1-p)—s, (B.110)

d+1

where the first equality follows from the linearity of the trace operator and by

substituting (B.92).

Furthermore, with the choice I — M = },.;[iXi| ® |jXjl, we arrive at another

lower bound as follows:

d
ELO°(91L") > Tr (1 - Z liXil ® IiXiI) (g =yp)® + (1 - q) —y(1 = p) ®)| (B.111)
i=1
1
=1 —7—((61—7p)+((1 —q)—y(1-p)) m) (B.112)
d
=——(@-g)—-y(I-p), (B.113)

d+1

where the first equality follows from (B.110).

Combining (B.107),(B.110) and (B.113), we obtain that

* 1 d
EL"(Z1¢7) = max {O,q —Yyp+ m(l —-q—y(l-p)), T+ (1 =¢q)—y(1 - p))}-
(B.114)

Upper bound: Let us first consider the following inequalities that hold for
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every PPT measurement operator:

0 < Ts(Mup) < Lip (B.115)

= 0< %TT[TB(MAB)(IAB - Fyp)] < %Tr[IAB — F4p] (B.116)

= 0< % Tr[MapTe(Iap — Fap)l < % Tr[lsp — Fasl (B.117)

— 0< %Tr[MAB(IAB —dD,p)] < %(cﬂ —d) (B.118)

= 0 < Tr[Mup(lug — Ppp + (1 —d)Pup)l < d* —d (B.119)

— 0 < Tr[Mag(Iup — Pap)] — (d — 1) Te[Map®ap] < d(d — 1) (B.120)

- di 1= d21— 1~ Tr[gf[lgn(/fljsq;j;%)] = dJlr A 1)T1~CE’MAB(DAB]’ (B.121)

where F 5 is the swap operator defined just after (4.20). In the set of inequalities
mentioned above, the second line follows from the fact that %(IAB — F4p) is a
projector, the third line follows from the fact that the partial transpose is a self-
adjoint map, the fourth line follows from the fact that the partial transpose of
the swap operator is the unnormalized maximally entangled vector, and the last

line follows by rearranging the terms.

Recall the equality in (B.93), which leads to the following:

EYN(Z5l1h )

Tr[Myp(Isp — Dup)]
= sup Tr[Map®@asl(g—7vyp) + AZZABl =
0<M<I, B
0<Tp(M)<I

(I-g-y(-p) (B122)

Tr[Mapg(Iap — Pap)]
(d? — 1) Tr[MpDas]

sup Tr[MABq)AB](q —Yp+ (1-g—-y(1- P)))- (B.123)

0<M<I,
0<Tp(M)<I

Consider the case when g — yp > 0, which implies that 1 — g — y(1 — p) < 0. The

inequality in (B.121) yields the following inequality:

I
ESN({sIcts) < sup Tr[MAB(I)AB](q —yp+ (- -y - P))) (B.124)

0<M<I, d+1
0<Tp(M)<I
1
Smax{q—yp+m(l -gq—-vy( —P)),O}, (B.125)

198



where the last inequality follows from the fact that M4s < 1jand M = Ois a

valid choice.

Now consider the case when 1 — g — (1 — p) > 0, which implies that g —
yp < 0. The equality in (B.123) and the inequality in (B.121) yield the following

inequality:

EX (25020 5)

1 d
< sup Tr[MapDagllg —yp + N o
OO?%%’, Mas AB](‘] P (d+1 (d+1)Tr[MABd)AB])( 7= P)))

(B.126)

= sup Tr[Map®4p] X

0<Mm<«lI,

0<Tp(M)<I
1—L(— )—L(—1)+ d (1- —(1—)))
d+1)97 P Y d+ DMy, 1770 7P
(B.127)
d
< OSSEI;)I’ Tr[MABq)AB]((d n 1)Tr[MAB(I)AB](1 —g—vy( - P))) (B.128)
0<Tp(M)<I
d
= (—q-y-p), (B129)

where we arrived at the last inequality by ignoring the non-positive terms.

Finally, if both ¢ —yp < 0and 1 — g — (1 — p) < 0, then the optimal choice
is Mg = 0, which leads to EI;PT(ggBHng) = 0. Combining this fact with (B.125)

and (B.129) leads to the following inequality:

1 d
PPT
EYP(Z45l1% ) < max {O, q=yp+ (=g =y(l=p),——— (1 -g-y1- p))} :
(B.130)
Recall that the right-hand side of the above inequality is a lower bound on
ELO"(£4501% ;) in (B.114). Since

ESO (£451%5) < ENVEOC(Z5l1h ) < EXOCC(28,N1chs) < BN (£0glEhs) . (B.131)
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we conclude that all of the above quantities are equal to each other, and their

value is given by max {O,q —yp+ 5(l—g—y(1 - p), 750 —g—y(1 - p))}- m

Remark 43 (High Dimensions). When d — oo, we see that the quantity in Proposi-

tion 38 is equal to the quantity in Proposition 37.

B.7 Channel Divergence with All Possible Measurements

Let M denote the set of all measurements. Then,
E,PIQ) = E}'PIQ. (B.132)
Proposition 39 (Properties of Hockey-Stick Divergence for Channels). The

hockey-stick divergence for channels satisfies the following properties:

1. Quasi Sub-Additivity: Let P; and Q; for i € {0, 1} be channels such that Py and
Qo are linear mappings from A to A’ and P, and Q, are linear mappings from A’
to B. Also, let y1,y, > 1. Then,

E, ,(P1 o PollQ; o Q)

< min{E,, (PollQ) + v1E,,(PillQ)), E,,(P1IQ)) + 71 E,,(PollQy)}.  (B.133)

Proof. Quasi sub-additivity: Let #; and @; for i € {0, 1} be channels such that P,

and @ are linear mappings from A to A" and #; and Q, are linear mappings

from A’ to B. Also, R is a reference system isomorphic to A.
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Consider that

E, ., (P10 PollQi o Q)

= sup E,,,,(P1 o Po(ora)lIQ1 © Q(pra)) (B.134)

PRA

< sup Ey, (P1 o Polera)llP1 © Qo(pra)) + V1 Ey, (P10 Qu(era)llQ1 © Qo(pra)) (B.135)

PRA

< S;:F Ey, (Po(ora)llQ(Pra)) + v1Ey,(P1 0 Qo(pra)lQ1 © Qo(pra)) (B.136)
< Spl:f Ey, (Po(ora)lIQo(Pra)) + 71 S/)I:F E,,(P1 0 Qo(pora)llQ1 © Qo(pra)) (B.137)
= Ey,(PollQo) + 71 ilg) E,,(P1 0 Qo(ora)lQ1 © Qo(pra)) (B.138)
< Ey, (PollQo) + 71 (S;IRJF E,,(P1(ora)IQi(Tra")) (B.139)
= E,,(PollQo) + 71 E,,(P1lIQ), (B.140)

where the first equality follows from the triangular property of the hockey-stick
divergence [62, Eq I1.16]; the second inequality from the data processing of the

hockey-stick divergence [119, Lemma 4].

The second expression can be obtained by choosing Q; o Py(pr4) instead of
P o Qy(pra) in the second equality above and proceeding with the similar de-

compositions and arguments. |

We show that the hockey-stick channel divergence and the PPT-measured

hockey-stick channel divergence are SDP computable.

Proposition 40 (SDP for E, Channel Divergence). Let P and Q be two quantum
channels, and let y > 1. Then, the channel divergence E,(P|Q) is equivalent to the

following expression:

E,(PIQ) = sup { Tr[Qup(Tpy = YT%)| < Trlpr] = 1. Qs < pr ® I } (B.141)

Qrp=0,0r=0
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where FQ’B is the Choi operator of the channel Ny_,p.

Furthermore, its dual expression evaluates to the following:

EY(PHQ) = inf { M rﬁB - ’)’FgB < Zgp, plgrp > Trp[Zgp] } (B.142)

1>0,Zrp>0

Proof. By the joint-convexity of hockey-stick divergence [62, Proposition II.5]
together with the Schmidt decomposition, we have that the supremum in the
channel divergence is achieved by pure states. Then, together with the varia-

tional form of hockey-stick divergence, we have that

E,(PIQ) = sup sup Tr[Mrg(Pasp(Pra) — YQa—p(dra))], (B.143)

PrAED 0<Mpp<I

where ¢, is a pure state with the system R isomorphic to system A.

We can rewrite the above as follows:

Trlpral = 1, Trl¢2,] = 1,
E,(PIQ) = sup {Tr[Mgp (Passp(Pra) — YQa—p(Pra))] : ,
Vs Mgy <1

(B.144)
where ¢4 is a pure bipartitie state that satisfies Tr[¢ga] = 1, Tr[¢?e Al =1,0r4 2 0.

Note also that it is equivalent to

Tr{¢ral = 1, Tr[gpa] = 1,
E,(PIQ) = sup { Tr[Mrp (Passp(Pra) — YQa—p(Pra))] : ,
e Mgp <1, ¢ >0

(B.145)
since the set of pure states with reduced state ¢ positive definite is dense in the

set of all pure states. Then, any such pure state can be written as
Sra = XelraXp (B.146)

for some linear operator X such that Tr[X;XR] = 1 and |Xz| > 0, where I'g,4 is the

unnormalized maximally entangled operator defined just after (B.72).
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Using this, we find that the objective function can be rewritten as

Tr[Mgg (Pa—p(Pra) — YQa—p(dra))]

= Tr[MRB (Pasp — YQa—p) (XRFRAXD] (B.147)
= Tr[X;;MRBXR (Pasp — ¥YQa-p) (FRA)] (B.148)
= Tr| X MgsXr (s — YT5) | - (B.149)

Also, the following equivalence holds:
0 < Mgy < Igp & 0 < XjMppXg < X; Xz ® I. (B.150)
With that we choose Qgp := X;MgpXx, pr = X, Xk since we have Tr[X}Xx] = .
Using the substitutions selected along with (B.145) and (B.149), we arrive at
E\PIQ = sup {Tr|Qus(Thy; —yTap)| : Trlor] = 1. Qs < pr® 5} (B.151)

Qrp=0,0r=0

This completes the proof of the primal formulation.

203



To obtain the dual representation, consider

E,(PlQ) (B.152)
= su Tr|Qrp(Th, — T+ inf  u(1 — Tr[pg]) + Tr[Z, ® Iz — Qrp)]
p rRB\L gp = Y1 pp H [or] rB(OR ® I RB
Qrp>0,0r>0 HER,ZRrp>0
= sup inf {Te[Qes(Th, — yTy)| + (1 = Tripg]) + Tr[Zrs(or ® I5 — Qps)])
QRBZO,pRZO#ER’ZRBZO
(B.153)
< inf sup  {Te|Qea(Thy — yTap)| + (1 = Trlpg]) + Te[Zes(or ® Is — Qgs)]]
HER,ZRp>0 Qrp>0,0r>0
(B.154)
= inf sup {u+ Te|Qrs(Thy — YUgs — Zgs)| + Trlog (—ul + Trs[Zeg))|
/JER,ZRBZO QRBZO,{)RZO
(B.155)
= inf {,u + sup  Tr|Qpp(Ths — YT, — Zgs)| + Trlor (-l + TrB[ZRB])]}
FGR’ZRBZO QRBZO,pRZO
(B.156)
= inf {u:Thy —yTes < Zgs, ul > Trp[Zgp]) (B.157)
HER, Zrp>0
= inf Ty — YT, < Zpg, pul > Trg(Zgs). (B.158)
ﬂZO,ZRBZO

where the last inequality follows since Zgg > 0 and then ul > Trg[Zgp] holds only

when u > 0.

Now, what is remaining is to show that the strong duality holds. To see this,
choose Zzp = FR?B — ﬂﬁg + 0lgp and p such that pulgx = Trp[Zgp] + 01k together
form a strictly feasible point for all § > 0 and a feasible point for the primal (i.e.,
supremum formulation) is pr = mg, which is the maximally mixed state (in the

Hilbert space Hg) and Qgp = g ® I5. This concludes the proof. O

Proposition 41 (Channel Divergence for Depolarizing Channels). Let p, g € [0, 1]
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and y > 1. We have that

q-p q—YpP
(Depllﬂnep) max{O,(l—q)—Y(l—p)+ PR e } (B.159)

where AL, is the depolarizing channel with parameter p and d is the dimension of the
input space of the channel A, .
Proof. Since E, satisfies data-processing, it is a generalized divergence. Also,
with the fact that depolarizing channels are jointly covariant, using [75, Propo-
sition 7.84], we have that

q
ﬂDep

( DepHﬂDep) - Ey[ Rj

FﬂlD]ep
| (B.160)

4

where I',; is the unnormalized Choi-state of the channel Ay . By using the
fact that
; Ip
Dep = (1 - )FRA + pF (B161)
consider
ﬂ’]é)ep
4
d - (1 - )— + Eldz (B162)
=(1-p)d+ —2(1d2 O+ D) (B.163)
(g — D)
:(1 _p+ﬁ)q>+—(d2— =L (B.164)
=" (B.165)
where n := 1 - p + £ in (B.91).
With that, by choosing 7’ := 1 — ¢ + %, we arrive at
E\(AL NAG ) = Ey(¢7[17). (B.166)
Then, we conclude the proof by applying Proposition 37. o
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B.8 Proof of Proposition 20

The proof of the supremum formulation (primal) follows similarly to the proof
of Proposition 40 with the added constraints as given below. For PPT measure-

ments, we require

0 < Tp(Mgp) < 1. (B.167)

This is equivalent to enforcing
0 < XpTp(Mpp)Xp < XjXp® Iy = 0 < Tp(Qgs) < pr ®Ip, (B.168)

with the choices Qgp == X;MRBXR and pp = X}EXR.
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For the derivation of the dual, consider that

u(1 = Tr[pg]) + Tr[Zrg(or ® Ip — Qr5)]

sup TT[QRB(F?;B - 7I§B)] + Rirzlf o) T TrlLrsT5(Qrp)]
i

+ Tr[Yrp (0r ® Ip — T(Qgrp))]

y Tr|Qrs(Ts — YTig) | + (1 = Trlpr]) + Tr| Zrs(or ® I5 — Q)]
= sup n

k520,080 ﬁff,’f,fig + Tr[LrpTp(Q2-p)] + TT[Y &B (PR ® Ip — TB(QRB))]

(B.170)

, Tr|Qrs(Ts — YTig) | + (1 = Trlpr]) + Tr| Zrs(or ® I5 — Q)]
< inf sup

liilflz’zfgig rp20.0r20 | 4 Tr[LrgTp(Q2rp)] + TT[Y &B (PR ® Ip — TB(QRB))]

(B.171)

Tr[QRB(r?e)B - Vl—gg — Zgp + Tp(Lgp) — TB(YRB))]
= inf qu+ sup (B.172)

a0 | @wn200820 4 Te[pp (—pl + Trg[Zgs] + TralYra))]

= inf {,U : rﬁg - VFRQB < Zgp + Tp(Yrp) — Tp(Lrp), ul = Trp[Zgp] + TrB[YRB]}
HER, Zrp>0
Lrp,Yrp>0

(B.173)

inf {,U : FR?B - YFf?B < Zgp + Tp(Yrp) — Tp(Lgp), pd > Trg[Zgp] + TrB[YRB]} ,
1>0,Zrp>0
Lgp,Yrp=0

(B.174)
where the last inequality follows since Zgg, Yrg > 0 and then ul > Trp[Zgg] +

Trg[Yrs] holds only when u > 0.

Now, what is remaining is to show that the strong duality holds. To see

Q
RB’

this, choose Zgp = I, — YIS, Yrp = S1lrp, Lrp = 021gp and p such that ulg =
Trg[Zrs] + Trg[Yrg] + 031 together form a strictly feasible point for all §; > 0

with i € {1,2,3} and a feasible point for the primal (i.e., supremum formulation)
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is pg = mg, which is the maximally mixed state (in the Hilbert space Hy) and

Qgp = g @ Ip. This concludes the proof.

B.9 Data Processing under PPT Measurements

Note that E)' for a measurement class M may not satisfy data processing un-
der every quantum channel in general. Next, we show that E}*" satisfies data-
processing under special classes that are PPT preserving. PPT preserving chan-
nels are defined as follows: A bipartite channel N4z_,4 5 is called as PPT pre-

serving channel if Ty o Nyp_ap © T4 is a completely positive map.

Note that we highlight what bipartition is considered when PPT-measured
hockey-stick divergences are written, and we omit those systems when it is clear

from the context.

Proposition 42 (Data processing of EYPPT). Let pag and o ag be quantum states, and
let Par—pr be a PPT preserving channel with A, B systems belonging to one party and

R, R’ systems belonging to the other party. Then

EY P (oAl Par-i () < By P (aellorar). (B.175)

Furthermore, for a local isometric channel Wg_ g 4 acting on the input system R, and

a channel Na_p on input system A, we also have that

EXPTER (N p(0ar) INASB(0aR))

= EXTEROW pear ® Nacs(ar) Wrora ® Nasp(Tar) - (B.176)
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Proof. Let Mg be such that 0 < Mpg < Igg,0 < Tp(Mpgr) < Ipp and consider that
Tr[MBR’ (Par—sr (Par) = YPar—pr (T AR))] = Tr[PZ;Rr_,AR(MBR/)(pAR - Yo AR)] .
(B.177)

Since 0 < Mg, Tg(Mpr) < Igg and P is a CPTP map (PT is also CPTP and unital),

we also have that

0 < PhpaeMsr) < Pl ansr) = Iig. (B.178)
Also consider
Ta (P;R’HAR(MBR')) =Ty (PERf_mRTB (TB(MBR’))) (B.179)

=Ta 0 Phear © T (Ta(Mgr)), (B.180)
where the first equality holds since the inverse of Ty is Tj itself.

Let Xpp and Yag be arbitrary positive semi-definite operators. Since Tp o

Par—pr © Ta is a positive map,

0 < Tr[Xpp Tp (Par—pr (Ta(Yar)))] (B.181)
= Tr[Tp(Xpr )Par—nr (Ta(Yar))] (B-182)
= TI'[TA o PLR’HAR o TB(XBR’)YAR] , (8183)

which leads to T4 o P, . © Ts being a positive map. With that, we arrive at
0<TaoPppup© To(To(Mpr)) < Ta o Pppup 0 Tollsr) = Iar (B.184)
with the use of 0 < Tp(Mpr) < Ipp and (B.178). Then, this shows that

Pl axMar) € {Mag : 0 < Mag < Ing, 0 < Ta(Myg) < Ing} - (B.185)
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With that, we have

Tr[Mpr (Par—sr (Par) = YPar—sr (T ar))] = Tr[PZ;Rr_,AR(MBR/)(pAR —yo AR)] (B.186)

< sup Tr[Mur(0ar — YO ar))
0<M AR, TA(MaR)<IAR
(B.187)
= EYPPT(A:R)(PARHO' AR)- (B.188)

Finally, by supremizing over Mgg such that 0 < Mgg, Tg(Mpr) < Igg, we con-

clude the proof of the inequality presented in (B.175).

The equality in (B.176) follows by applying the data-processing inequality
under isometric channel Wx_r 4 ® I g and its inverse channel ‘W1;1_> ra ®1p, both
of which belong to the set of PPT preserving channels with respect to the partial

transpose on system B. O

B.10 Proof of Proposition 21

Let G be a finite group with {U4(g)}se¢ and {Vg(g)},e¢ unitary representations.
Since the set {¢/ra : Y4 = Tc(Wa)} is a subset of all pure states, we immediately
obtain the following inequality:
EX(PIQ) > sup {EEPT(pAHB(l/’RAN|QA—>B(¢RA)) tYa = TG(LZ’A)}- (B.189)
YURA

What remains to show is the reverse inequality.

Let ps € L(H,) and yYga be a purification of state p4. Let ps be the group

average of py, i.e,;

1 :
Pri= i 2, Un@palj(e), (B.190)

geG
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and let ¢, , be a purification of p,.

Let us also consider the following state ¢/, ,, which is also a purification of
the state p4 with the purifying systems P and R’ with P system being a classical

system and R’ being isomorphic to system R:

1
—_— I @ U , B.191
m; 19p ® (T ® Ua(9)))ra (B.191)

where {|g)},ec is an orthonormal basis for Hp indexed by the elements of G.

1Y prra =

Since all purifications of a state can be mapped to each other by isometries
acting on the purifying systems, there exists an isometry Wg_,pp' that forms the

isometric channel ‘Wx_ pr such that

lﬁszA = Wrorr (¢§A)- (B.192)

Consider that,

EEPT(R:B) (pA_)B((l)gA)”QA_)B(gﬁ@A))

_ EEPT(PR':B)((WR_)PRr oPspo0 ((]ng)”(WR—»PR’ o QA_>B(¢§A)) (B.193)
— EspT(PRI:B)(PAﬁB(lﬁl]zR/Aﬂ|QA—>B('70FI_)3R’A)) (8194)
o 1 1
> EEPT(PR .8(@ ; lgXglp ® (Pamp o Ua(g)) (Yra) Gl ; lgXglp ® (Qa_p 0 UAQ)) Wra)
(B.195)
g 1 .
> B, -B(@ gz(; 2Xelp ® (Va(@)' 0 Passs 0 Ua(2)) Wra)
1
G 2 18Xsle ® ((Va(e)' © Quoss 0 Un(g)) (m)) (B.196)
geG
ol 1 1
- EYPPT(PR B) Gl gGZG lgXglp ® Pasp(Wra) Gl gZG: lgXglp ® QA—>B(¢’RA)] (B.197)
> BT PPy p(ra)|Quo(Wra)) (B.198)
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where the first two equalities follow from (B.176), the first inequality by ap-
plying data processing of E}*" in Proposition 42 for the dephasing channel
X — Y. lgXelX|gXgl on system P (a PPT preserving channel); the second in-
equality by applying the data processing under the unitary channel given by
the unitary ¥, lgXglr ® Vj(g) |; third equality by the joint-covariance of the

channels £ and Q@ such that
((VB(g))T 0 Pap o Us(g) = Passs, ((VB(g))T 0 Qup 0 Ua(g) = Qa—5; (B-199)

and finally the last inequality by the data processing under the partial trace

channel on the system P by using Proposition 42.

By definition, the pure state ¢, is such that its reduced state on A is invariant
under the channel 7. Then, by optimizing over all such pure states, and noting
that R’ is isomorphic to system R, we obtain that

EYTER(P ) pra)|Qamss(Wra)) < S¢UP {EyPPT(PA—»B(¢RA)||QA—>B(¢RA)) Dha = ‘TG(¢A)}-

(B.200)

Since the above inequality holds for all pure states ¥4, we obtain the reverse
inequality,
E)"(PIQ) < sup {Eng(PAHB(@bRAN|QA—>B(wRA)) S = TG(lﬁA)}- (B.201)
YURA

Then, we conclude the first equality by combining (B.189) and (B.201).

To prove the next claim, if the representation {U4(g)},ec acting on the input

space of the channel # and Q is irreducible, then for every state g4 such that

!This is because that one could implement this operation on these states as a classically con-
trolled LOCC operation where the von-Neumann measurement |gXgl,c is applied on the reg-
ister P followed by a rotation given by the unitary channel (V5(g))". Recall that we chose the
system P to be classical, so the mentioned procedure can be followed.
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pa = Ya, it holds that py = I,/D,. Then, since the maximally entangled state is a

purification of the maximally mixed state, we let ¢§ 4 = Ora, which implies that

EFT D (P |[Quon(@n) = BT D Pas(@ri)|Quon(@ra)) . (B.202)

Using (B.198), we obtain that
EYTER(P ) p(Ora)l|Qass5(Pra)) 2 EN TPy p(ra)|Qass 5(WrA)) (B.203)
for all states yg4. So, by optimizing over all states g4 we have that
EN(PIQ) < E}"T (P p(@ra)l|Qa—5(Pra)) - (B.204)

By choosing the pure state to be the maximally entangled state in (4.25), we

obtain the reverse inequality, concluding the proof of Proposition 21.

B.11 Proof of Proposition 22

Proof follows similar to the proof of Proposition 41. With the use of Proposi-

tion 21, we have that

Aep || - bep
EN(AL AL, ) = Eﬁ”[% r%] (B.205)
= E;77(¢7 )17, (B.206)

where the last equality follows by the substitution in (B.165) together with n :=

l-p+p/d®andy =1-q+q/d.

Finally, we conclude the proof by adapting Proposition 38 to (B.206).
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APPENDIX C
CHAPTER 5 AND 6 OF APPENDIX

C.1 Properties of Hockey-Stick Divergence

Proposition 43. Given a channel A and y > 1, the following equality holds:

SUP E,(AP)IA(0)) = sup E,(Ale)lAle2)), (C1)
p1le2

where the optimization on the left-hand side is over all states p and o and the optimiza-

tion on the right-hand side is over orthogonal pure states ¢, and ¢,.

Proof. First, consider that the inequality

Sup E,(A(p)IA(0)) = sup E,(Alp)|[Alg2)) (C2)
Q1le
trivially holds due to the containment {(¢;, ) : ¢1 L @2} C {(p, 0)}. So it remains
to prove the opposite inequality:
SUP Ey,(A)IA(0)) < sup E (Ale)|A(p2)). (C3)

p1le

First, from the joint convexity of E, (see [62, Eq. (I1.17)]), it readily follows that

sup E,(A(p)|A(0)) < sup E,(AW)IIAP), (C4)
fXox g

so that it suffices to perform the optimization over pure states. As such, we now

prove that
SUP E,(AW)|AP)) < sup E,(Alp)|[Al(p2)). (C.5)

p1Lle
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From Lemma 12, the operator inequality in (C.11) holds. Applying that then

gives
E\(AW|IA(P)) = sup {Tr[M(AW) = yA@)] : M < I} (C.6)
< sup {Tr[M A, (Aler) —yAle2))] - M < 1} (C7)
< i;lzpo{Tr[M (Alp)) = yAle2))] - M < 1} (C.8)
= Ey(A(@)lA(¢2)) (C9)
< sup E,(ApD|A(p2)). (C.10)

The first inequality follows from (C.11). Since this inequality holds for all pure

states ¢ and ¢, we conclude (C.5). m]

Lemma 12. For pure states y and ¢, a positive map A, and y > 1, the following

operator inequality holds:

AW) = yA(P) < Ay [Alpr) — yA(p2)], (C.11)

where a spectral decomposition of y — y¢ is given by

U —yd = Lip — L, (C.12)

with ¢, and ¢, orthogonal pure states and

1
A = 5[\/(7+ 1)? —4yF(y,4) - (y - 1)] € [0, 1], (C.13)

1
/12 = E [\/(7+ 1)2 _47F(¢” (p) + (7’ - 1)] € [7 - 1’7] ’ (C14)

and the fidelity F(, ¢) = |(|p)-

Proof. Consider y > 1 and the operator ¥ — y¢. Now consider that |¢) and |¢)

span a two-dimensional subspace, and in this subspace we can write
) = cos(0)|¢) + sin(©)l¢™), (C.15)
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where |¢) is a pure state vector orthogonal to |¢). Observe that F(y, ¢) = cos*(6).
Then

Xyl = cos*(O)lgX ¢l + sin() cos(®) (1pXd"'| + I Xgl) + sin*(@)|p*Xp*|  (C.16)
and thus, in the basis {|@), |¢*)},
W —yd = WXyl - YigXgl (C.17)

(C.18)

cos?(6) —y sin(6) cos(d)
sin() cos(d)  sin’*(0) '

For a 2 x2 matrix A, the following well known expression exists for its eigenval-

ues:

A = %(Tr[A] + \/(Tr[A])2 - 4det(A)). (C.19)

In this case, we find that Tr[y — y¢] = 1 — y and det(y — y¢) = —ysin*(6), so that

the eigenvalues of ¢ — y¢ are given by

1
L= l-y+ \/(1 -y +4y sin2(9)) (C.20)

1
=S[1-v= Jo- e aya-Fu, ¢>>) (C21)

1
=5|1-7+ \/(y +1)* = dyF(y, ¢)). (C.22)

Thus, there exist orthogonal state vectors |¢;) and |¢,) such that

U=y = A + A_@,. (C.23)

Observe that 4, € [0,1] and A_ € [—y,—(y — 1)] because F(y,¢) € [0,1]. Now

identifying 4; = A4, and 1, = —A_, we can write

U —yd = Lip) — L, (C.24)

and conclude that 2; € [0, 1] and A, € [y — 1, ], as claimed.
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To prove the operator inequality in (C.11), consider that

AW) — yAP) = AW - v¢)
= A1) — 1)
= L A1) — LA(P2)
= L A(p1) — YL A(p2) + YA A(@2) — L A(2)
= A1 [Alp) — yA2)] + [y = 2] Alg2)

< A [Alpr) — yA(er)] .

(C.25)
(C.26)
(C.27)
(C.28)
(C.29)

(C.30)

The last inequality follows because y4; — 1, < 0 and A is a positive map, so that

[yAd1 — 1] A(p>) < 0. Indeed, consider that
I =y =Trly — yp] = Tr[d1p1 — apa] = A1 — Ay,
which implies that

ylh—L=yli—Ai+41— A
=(y-HA4+d-y)
=—-(y-Dd-41)

<0.

Here, we used the fact thaty > 1 and A; € [0, 1].

(C.31)

(C.32)
(C.33)
(C.34)

(C.35)

O

Remark 44 (Hockey-Stick Divergence for Pure States). For two pure states y and

¢ and y > 1, their hockey-stick divergence is equal to

E,Wllp) = 5 (Voy + 12 —4yF(y,¢) + 1 - 7).

| =

(C.36)

This follows by considering the positive eigenvalue in (C.12) together with (C.13). Note

that with the above equality, it follows that the upper bound in Eq. (I1.11) in [62] is

saturated for pure states.
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C.2 Datta-Leditzky Divergence

Proposition 44. Given a channel A,y > 1, and § € [0, 1), the following equality holds:
—5 —5
sup D (A(P)|A(0)) = sup D (Alp)l|A(p2)), (C.37)
P Y1l
where the optimization on the left-hand side is over all states p and o and the optimiza-

tion on the right-hand side is over orthogonal pure states ¢, and ¢,.

Proof. First, consider that the inequality
—o —
sup D (A(p)IA(0)) = sup D (A1)l A(p2)) (C.38)
e Xou P1le2
trivially holds due to the containment {(¢;, ) : ¢1 L @2} C {(p, 0)}. So it remains
to prove the opposite inequality:

sup D (A)IA@)) < sup Ey(A@)AW2)). (C.39)
yeXea

P1Lle

First, from the joint quasi-convexity of D’ (see [95, Eq. (67)]), it readily follows
that

sup D (AP A(0)) < Swuf D (AW)IA®)), (C.40)
PO E

so that it suffices to perform the optimization over pure states. As such, we now

prove that

Swuf D' (AWIIA)) < sup D (Ap))|A(p2)). (C.41)

p1le2

By [95, Corollary 1], we have that

—s TH[WAW)] - 6
D (AW)||A = 1 C.42
Sff (ADIA@) St/},lg " OSWSI,TSrl[lV]I;/)ﬂ(w)]Zé Tr[WA($)] ( )
Tr[ AWy | - 6
= In sup sup (C.43)

Ub O<WSITr[ AWy |26 Tr[ AT (W)¢]
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Then consider that

sup D' (AW)IA@)) = Insup sup

U 0<W<I

{Tr[ﬂ*(W)w] -

. T
A : Tr|A (W)w]za} (C.44)

< Insup sup
vb 0<W<I

/lmax(ﬂT(W)) -0
Amin (AT(W))

Tr[ AT (Wyw| - 6 T
{ AW (A (W))zé} (C.45)

<In sup
0<w<I

 Aax(AT(W)) 2 5} (C.46)

where the first inequality follows by the implication Tr [ﬂT(W)w] >0 =
/lmax(\?l*(W)) > ¢ with A (B) denoting the maximum eigenvalue of B; the last in-
equality follows by Ayin(B) < Tr[By] < Amax(B) for a state ¢ with A,,(B) denoting

the minimum eigenvalue of B.

Next, observe that the upper bound in (C.46) is achieved by picking ¢ and ¢
to be the pure states formed by the eigenvectors corresponding to the maximum
and minimum eigenvalues of A'(W) for all W such that 0 < W < I. Also note
that these eigenvectors are orthogonal. With this, we conclude that (C.41) holds,

and then together with (C.38), we conclude the proof of the proposition. o

C.3 Proof of Proposition 28

Converse:

For all A € 8° and p and ¢ states, by (5.98), we have
f(e®) + e fle” )T

sup D(A(p)l|A(0)) < sup . (o, o) (C47)
AcB?, AcH?, e’ + 1
p,0€D p,0€D
< f(e®) +efle )’ (C.48)
et +1

where the last inequality follows because T'(p, o) < 1.
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Achievability: First we define the measurement channel M as

M(w) = Tr[Mw]|0XO0| + Tr{(I — M)w]|1X1], (C.49)

where M is a measurement operator (satisfying 0 < M < I) and w is a quantum
state. We also define the classical binary symmetric channel Ag . with the flip

parameter p € [0, 1/2] as follows:
Agsc(0X0D) = (1 = p)IOX0l + pl1X1], (C.50)
Apsc(1X1) = (1 = p)l1X1] + plOXO]. (C.51)

With that we consider the composite channel Ag . o M, and for the input state

w we have
Apsc © M(w) = ggloX0l + g1, (C.52)
where
gy = (1 = p)Tr[Mw] + p(1 - Tr[Mw)) (C.53)
=p+ (1 -2p)Tr[Mw], (C.54)
q; = pTr[Mw] + (1 - p)(1 - Tr[Mw]) (C.55)
= p+(1-2p)(1 - Tr[Mw)). (C.56)

For states p and o, we consider

h_y_h=d (C.57)
95 9
_ p+ A =2p)Ti[Mp] ~ (p + (1 - 2p)Txr[Mo])

p+ (1= 2p)Tr[Mo] (C.58)
< 2p)Tr1[9M(p — (C.59)
s SR (C.60)
p
< (C.61)
p

220



where the first equality follows since (1 — 2p)Tr[Mo] > 0 when p € [0,1/2];
second inequality follows due to T(p,0) = sup, ., Tr[M(p — 0)]; and the last

inequality by T'(p, o) < 1.

With that, we arrive at

1
i <—-1. (C.62)
4 P
Now, we choose p = 1/(¢° + 1); then we see that
f<1_1—e (C.63)
4 P
Similarly, we can show that
i;sl—lzeg (C.64)
9 P
by using the fact that
q¢ =p+ {1 -2p)Tr[(I - M)w] (C.65)

and following analogous proof arguments as in (C.57).
With that, we show the following: for all p and o with p = 1/(e® + 1),

es(ﬂgsc o M(p)”ﬂBSC © M(O-))

= Tr| (Abge © M(p) — Al o M(0). | (C.66)
= Ti| (45— €40)I0XO1 + (¢ — e*gDIIX1]), (C.67)
= max{0, ¢, — ¢°q3 }Tr[|0X0] + max{0, ¢} — e“g{}Tr{|1X1]] (C.68)
= max{0, ¢, — ¢°q3} + max{0, ¢ — e°q) (C.69)
=0, (C.70)

where the last equality follows by using (C.64) and (C.65).
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Then we conclude that

sup Eee( A 0 M(p)lIAfs. o M(c)) =0, (C.71)

p,0€D

so that AL, o M € B° satisfies e-QLDP with p = 1/(e* + 1) by (5.8).

Let us consider the special case in which p” and o’ are orthogonal states.
Then choose M = II,,, which is the projection onto the support of the state p’.
With that choice

Tr[Mp']=1 and Tr[Mo’]=0. (C.72)

For states p’ and ¢”, then we have

d =1-p, (C.73)
q5 = p. (C.74)
With that, we define two binary classical distributions as follows: w € {p’, 0’}

g = qg10X0l + (1 — gHITX1I. (C.75)

Recall that for classical discrete distributions p and ¢, f-divergences can be

written as

Di(plp = 3 q(x)f(%) (C.76)
= fl i T WE,pllg) + ¥ £y HE,(gllp) dy. (C.77)

For this setting, we have
Dy(Abs. 0 M)l Abs. 0 M) = Dy(g”llg”) (C78)
= > a7 f(;ij] (C.79)

xe{0,1} x
- pf(1 = p) . p)f(%) (C.80)
p l-p

= esi Sf(e) + ef: -f(e), (C.81)
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where the last equality follows by substituting p = 1/(e® + 1).

This then leads to

1 & e’ - ’ ’
T F € = Do o MEDI A5 0 M) < sup DUAQIAC)
p,0€D

(C.82)

by recalling that AL . o M € B°.

Finally, we conclude the proof by combining (C.48) and (C.82).

C.4 Sample Complexity in the Low-Privacy Regime

In this appendix, we prove Proposition 30. We use the following shorthand:
d2(p, o) = [dg(p, )] . (C.83)

Let p and o be states with dimension d. Let M be the measurement channel
comprised of the POVM formed by the eigenbasis of p#o~! with k < d POVM el-
ements, where A#B denotes the matrix geometric mean of positive semi-definite

operators A and B. It is defined for A and B positive definite operators as
12
A#B = AV (A72BAT ) 410, (C.84)

and as lim,_,+(A + e)#(B + €l) in the more general case when A and B are pos-
itive semi-definite. With that measurement (POVM) achieving fidelity [49] and

recalling (2.5), we have
dy(p, o) = dy(M(p), M(0) . (C.85)

Also recall that

[T(p, )] < da(p, o) < 2T(p, o). (C.86)
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Fix p = 2/(ef + 1) and d = 2. Also choose A := A°._ o M € B¢. With these in

Dep
hand, consider that
d3(Ap), A() = [T(Ap), A(0)]’ (C.87)
= (1 - p)* [T(M(p), M(o))]* (C.88)
2
> P (M), M| (C89)

1
> 2 dy(M(p). M(@) min{1, (1 = pdy(M(p). M)} (C.90)

= }ldé(p, o) min{1, (1 - pY’dj(p. o)}, (C.91)
where the last equality follows from (C.85).
This leads to the inequality
BAR, AN = 1d3(p.) (€92)

if

(1-p)°=

1
> . (C.93)
d(p, o)
By data processing, for all A € 8°, we have

d2(Ap), A(o)) < di(p, o). (C.94)

Combining both these bounds, we have

. < inf ! <4 (C.95)
d(p.0) ~ A B Ap), A) ~ diy(p, )
if
-1\ 1
(68+ 1) > ooy (C.96)

Then under this constraint on ¢, together with (6.9) and (6.11) we have that

. 1
SC2,,, = ®(—d§(p, 0)). (C.97)
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Next, we consider the case where p and o are general quantum states. Recall
that k is the number of POVM elements formed by the eigenbasis of p#o~!. Let
N be a classical channel with input dimension k and output dimension two. By
applying [106, Corollary 3.4] and considering that M’ = N o Mis a two-outcome

measurement channel, we have that

2 i !
< LML M) 1800max{1,w}, (C.98)
A2 (M (p), M(07)) 2

where k' = In(4/d3(p, 7).

With the choice A" := AL oM’ and p = 2/(e°+1) following a similar approach
as done from (C.87)-(C.90), we find that

dA(A (p), A (7)) = [T(A (), A ()] (C.99)
= (1= p [TM' (o), M/ (o)’ (C.100)
1 - 2
> 4” ) [2(M (o), M ()| (C.101)
(1 - p)2 2 2
= H(1800) Ly [ite. ) (€102
1

= mdﬁ(p’ oymin{l, (1 - pY’dy(p.c)},  (C.103)

where L is defined in (6.51).
If (1 - p)* > 1/d3(p, o), then we have that

dx(A (), A (o)) = dx(p, o). (C.104)

4(1800)2Ly 0

This leads to

2
L 1 _ 41800V Ly

——— < inf — <= (C.105)
Bp.0) ~ AB B(AP). AW) ~ dyfp.0)

Again together with (6.9) and (6.11), we conclude the proof.
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C.5 Proof of the Lower Bound in Remark 36

In this appendix, we prove the lower bound given in (6.54).

First, we prove the following;:

Pe(p, 0, p,q) > 2 min{p, q} p.(p, 0,2, ')2)

To obtain that, consider the following chain of relations:

Pe(p, 0, P, q)

= i p Te[Mop] + q Tr[M, 0]
M+My=I1

) .1 1

> — —

> 2min{p, q} er,nn}zgo; > Tr[M,p] + 5 Tr[M, 0]
M +My=I

= 2min{p, g} p.(p,0, '/, /).

(C.106)

(C.107)

(C.108)

(C.109)

Let the fixed error probability be a. Then, in the private setting choose A; € B°

foralli e {l,...,n}. With that we have

a2z pe(ﬂl(p) X ® ﬂn(p)’ ﬂl(o-) - ® L7{11(0-)’ D> Q)
> 2min{p, g} p(Ai1(p) ® - @ A,(p), A1(0) ® - - - @ Ay(0), /2, ' 2)

1
= min{p, g} (1 ~ 5 M) @ ® Aulp) = A(@) @ - - @ A, |-

Rearranging the last inequality yields the following;:

(01

T(AP)®-- @A), A(0) @ - - @A (0)) 2 1 — —
min{p, g}

= B.

Applying Pinsker’s inequality, we get

DA (p) ® -+ @ Ay () A1 () ® - - - ® A,(0))

> 2 [T(A(P) ® -+ - ® Au(p), A () ® - - ® Au(0)] .
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Together with the former, consider that

26° < D(A(P)® - ® AL A () @ -+ ® Au(0)) (C.115)
= ), DAEIA@)) (C.116)
i=1
|
< ;seg —T0.0) (C.117)
< nszz - 1T(p, o), (C.118)

where the first equality follows from the additivity of quantum relative entropy

and the first inequality follows from Proposition 25 with the assumption A € B°.

Thus, by rearranging the terms, we conclude the proof of the lower bound

in (6.54).

C.6 Other Variants of QLDP and Relation to e-QLDP

In Chapter 6, we discussed the impact of privacy imposed by e-QLDP with
6 = 0 on the sample complexity of private quantum hypothesis testing. Next,
we show several relations between £-QLDP and (g, §)-QLDP framework when
d > 0, so that we may use the derived results from Section 6.2.2 to infer about

the impact of privacy imposed by (g, 6)-QLDP mechanisms.

From [95, Lemma 5], we have that (¢ + 6, 0)-QLDP implies that (¢, ¢")-QLDP,

where
e+ 1

o =1- .
et 4+ 1

(C.119)

However, in this case ¢’ is dependent on &. Next, we show another relation

between the two frameworks without this dependence.
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Proposition 45. Every A that satisfies (¢ + 6,0)-QLDP also satisfies (&, 6)-QLDP. i.e.,
(6+6,0-QLDP = (&,6)-QLDP. (C.120)
Proof. Proof follows analogous to the proof of one implication of [2, Lemma 5]

established for classical differential privacy. Fix 0 < M < I and assume that A

satisfies (&, §)-QLDP. Then, consider

Tr[MA(p)] < e Tr[MA(0)] (C.121)
= ?TIIMA(0)] + e“TIIMA(0)] — e*Tr[MA(0)] (C.122)
= e TIIMA(0)] + (° — De*TI[MA()]. (C.123)

If e*Tr[MA(0)] + 6 > 1, then the following holds:
TH[MAP)] < 1 < ETIMA()] + 6. (C.124)

Now assuming e*Tr[MA(c)] + 6 < 1, we have e*Tr[MA(0)] < (1 — ). With this,

consider
(@ — DefTrMA(0)] < (¢° = 1)(1 = 6) (C.125)
< (e - 1)e? (C.126)
=1-e7 (C.127)
<6, (C.128)

where the second and the last inequality follows from 1 -x < e™* forallx e R. O

With the above implication together with Theorem 8, we have

\/P_Cl)( (e +1)
a (e - DT (p,0)

g0 . A . A
SCry = inf SC7,, < inf SC{, < {2 ln(

ﬂ , (C.129)

where 87 is the set of all (&, §)-QLDP mechanisms. First inequality there follows
from (¢ + 6,0)-QLDP mechanisms are (g, 6)-QLDP from Proposition 45, which
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makes the latter a larger set of mechanisms. The second inequality follows from

the upper bound in Theorem 8.

Inspired by [70, Lemma 3.2] for classical differential privacy, next we show
that (¢,0)-QLDP mechanism also implies (¢’,0)-QLDP for another mechanism

that depends on the original mechanism.

Proposition 46. Let A satisfy (e,6)-QLDP. Then, there exists A’ such that
T(A(w), A'(w)) < n forn € [0,1] A’ satisfies (¢',0)-QLDP, where
do
g =+ ln(l + ;e“g) (C.130)

with d being the dimension of the Hilbert space H.
Proof. Choose A’ = A, o Asuch that
1
A (w) = (1 - nA(w) + 7 (C.131)

for € (0, 1). For that choice,

I
T(Aw), A (w)) = nT(ﬂ(w), Zz) (C.132)

< (C.133)

where the last inequality follows from the normalized trace distance being

bounded from above by one.

Since A satisfies (g,0)-QLDP and due to the data-processing property of
QLDP mechanisms, A’ also satisfies (g,5)-QLDP. This leads to the following

inequality for all 0 < M < I and states p, o

Tr[MA (p)] < e Tr[MA ()] + 6. (C.134)
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By choosing a rank one projection P, we obtain the above inequality by re-

placing M with P. For that choice we have

Tr[PA (0)] = Tr[P ((1 - nA(o) + né)] (C.135)
= (1 = ) TPA)] + "T;[P] (C.136)
> (C.137)

2
where the last inequality follows from (1 — n)Tr[PA(0)] > 0 and Tr[P] = 1.

Now, let us consider

THPA ()] < ETHPA ()] + 6 (C.138)
= S T[PA (0)] + ? X g (C.139)
< THPA ()] + %Tr[Pﬂ’(O')] (C.140)
- (f ; %‘S)Tr[m'(a)] , (C.141)

where the penultimate inequality follows from (C.137).

The above holds for all rank-one projections. For M = 0, the above inequality
holds trivially. We can write a general measurement 0 < M < I using spectral
theorem as M = ), ;;P; with 4; > 0 and P; for all i are rank one projections.
Having Tr[ P, A (p)] < (e‘g + %)Tr[P,&’(’(a)] for all i, then multiplying both sides

by A;, and summing over all i, we arrive at

AT PA (p)] < (ea + %) > AT PA ()] (C.142)
This is equivalent to
’ d6 ’
Tr[MA (p)] < (e‘9 + ;) Tr[MA (0)], (C.143)
proving that A’ satisfies (¢, 0)-QLDP with
g = 1n(e£ + @) (C.144)
n
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Simplitying the above with the identity In(ab) = In(a) + In(b) for positive a and b,

provides the desired result concluding the proof. o

However, it is not quite clear how to use Proposition 46 directly to obtain
a lower bound on the sample complexity of quantum hypothesis testing under

(&,0)-QLDP. We leave this as an open question.
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