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End-to-end encrypted (E2EE) messaging is a modern success story for user pri-
vacy. Even if the servers of iMessage, WhatsApp, or Signal were breached, the
content exchanged over those platforms would not be available to attackers.
This threat model, though strong, does not account for harms that may arise
from the content itself. Hate, harassment, and misinformation are several exam-
ples of such harms. Platforms protect users from abuse via content moderation.
Yet such mitigations often require visibility of the content, which is at odds with
end-to-end encryption. This tension has led to calls for “private” scanning of
E2EE content, which have been sharply criticized by privacy advocates.

This dissertation presents novel techniques for balancing user safety with the
strong privacy guarantees of end-to-end encryption. In particular, I investigate
how providing enhanced tools for community moderation and content report-
ing can protect users without compromising on their privacy or agency. First,
I introduce a novel framework for private hierarchical governance, which en-
ables rich governance features for encrypted messaging groups while allowing
for platform-driven moderation. I then go on to propose a new cryptographic
primitive called transcript franking, which extends prior work on reporting en-
crypted messages to handle sequences of messages with integrity over their
causal ordering. Finally, I propose shared encrypted state franking, which en-

ables the maintenance and reporting of shared state in E2EE platforms.
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CHAPTER 1
INTRODUCTION

With the rise of the Internet came many new digital platforms allowing users
to generate and exchange content. Early examples include email and instant
messaging. Traditionally, these platforms operate directly on user data. A plat-
form server would act as an intermediary between users, storing, processing,
and transmitting their data as needed. When Alice sends a message to Bob, her
client device (phone, tablet, laptop, etc.) contacts a platform server, conveying
the message along with the intended recipient. When Bob comes online and
establishes a connection to the server, he receives the message sent by Alice. Al-
though this arrangement is simple and straightforward, it makes the server a
valuable target for hackers attempting to obtain access to user data, which can
often contain sensitive information. Although client-server encryption via TLS,
which protects data in transit, somewhat addresses this issue, user data at rest
is still visible to the server. In addition to external bad actors, malicious insid-
ers can directly obtain user data. Users may also feel uncomfortable with this
setup, given the possibility of the platform surveilling their communications or

surreptitiously using their data in ways that can violate their privacy.

End-to-end encryption (E2EE) empowers users by giving them exclusive ac-
cess to the keys used to encrypt their data. Platform servers in the E2EE setting
simply ferry ciphertexts decryptable only by the endpoints of the communica-
tion. In addition to strengthening user privacy, E2EE provides defense in depth:
even compromised or malicious platform servers cannot breach user communi-
cations. Popular messaging platforms such as WhatsApp, iMessage, and Signal,

support end-to-end encryption for billions of users. Meanwhile, there is a rapid



growth of E2EE platforms beyond the realm of messaging: password managers,

tile-sharing, document editing, as well as other forms of social media [19].

The emergence of digital platforms brought not only security and privacy
concerns, but also new worries surrounding user safety. In response to these
worries, platforms had to rapidly develop content moderation policies [75],
which provided systematic ways for them to handle abuse of their services. This
work was often led by Trust and Safety (T&S) teams. The traditional central-
ized model of platform access to user data facilitated the work of moderation,
providing the platform with a direct view into potentially harmful content and
enabling it to operate proactively. End-to-end encryption presents a barrier to

T&S in this regard, since the platform cannot directly access user content.

A line of work has emerged examining content moderation approaches in
encrypted messaging. The Facebook secret conversations whitepaper [1] was
among the earliest such proposals: it introduced the notion of message frank-
ing, which enables reporting of E2EE messages to the platform. Following work
has expanded message franking to metadata-private and third-party modera-
tion settings [113], tracing forwarded content [115], and notifying users when
they receive known harmful content [77]. More controversially, some proposals
have advocated for privacy-preserving scanning of illegal content. One such
proposal was put forth by Apple in 2021 [34]. Privacy experts denounced such
approaches as backdoors vulnerable to government and law-enforcement over-
reach [23]. Designing content moderation mechanisms for E2EE platforms that

do not compromise on user privacy or agency poses a unique challenge.

My dissertation addresses this challenge by developing novel protocols for

community moderation and improved reporting in E2EE platforms. In partic-



ular, I propose a novel approach for private hierarchical governance [96] in en-
crypted messaging and expand message franking to sequences of messages and

shared encrypted state.

Chapter 2| details private hierarchical governance, which provides mecha-
nisms for community moderation within encrypted messaging groups while
maintaining channels for reporting to the platform. In doing so, we achieve user
agency while allowing the platform to set and enforce its own policies. We em-
phasize that community moderation is highly aligned with the encrypted mes-
saging setting as community members have direct access to content exchanged

within groups while platform moderators do not.

Chapter 3| proposes transcript franking, which allows reporting sequences of
messages sent through an E2EE channel with causality guarantees. This builds
on top of prior approaches that handle single-message franking and require in-
teraction from both parties in order to disclose full transcripts of messages. We
provide novel security definitions and constructions, along with an extension to

the group messaging setting.

Chapter 4| discusses shared encrypted state for encrypted platforms, in par-
ticular, how this state can be maintained in order to allow reporting to platform
moderators. Such state arises in private hierarchical governance and in settings
such as file-sharing and broader E2EE social media. We provide security defini-
tions and a construction for shared encrypted state franking, along with bench-

marks to demonstrate practicality.

Chapter 5| provides a discussion of the societal implications of this work and

Chapter|f] concludes.



CHAPTER 2
PRIVATE HIERARCHICAL GOVERNANCE FOR ENCRYPTED
MESSAGING

2.1 Introduction

Today, end-to-end encryption (E2EE) helps protect the private communications
of billions of people [124] from data breaches, overzealous advertisers, and
snooping governments. At the same time, surveys [110,(119] show that people
are being harmed by online abuse: almost half of respondents report experienc-
ing abuse online, the fraction of those reporting experiencing abuse is growing

each year, and much of this abuse is carried out over messaging apps.

As a result, many large E2EE messaging platforms have dedicated trust and
safety teams that develop and execute moderation policies to mitigate abuse.
But E2EE makes moderation hard with existing techniques [105]. Content-
oblivious approaches [100] do not handle most types of abuse, and those that
allow reporting content [1,50,63,67,113,126] rely on a centralized platform-
operated moderation service that, in turn, relies on a combination of auto-
mated tools and large groups of human moderators [47, 60,61, 75]. Such
centralized moderation infrastructure represents a dangerous accumulation of
power [109,123] and struggles with nuanced, contextualized, or community-

specific abuse [53]].

Some plaintext platforms, like Reddit [8] and Discord [5,70] instead employ
a hierarchical governance structure. Certain community members, known as

community moderators, define and enforce community policies, while modera-



tors at the platform level oversee communities and enforce platform policies.
This leads to a separation of powers in which most moderation of user activ-
ity happens at the community level. Community moderators also benefit from
tools that automate parts of the moderation process [68]. For instance, Subreddit
moderators can automatically flag posts based on keywords with the AutoMod-
erator tool, lessening the burden of moderation. Decentralizing and distributing
power in this way can better respect user agency and enables a diversity of com-
munity approaches to governance [69], and much work has explored the design
of tools to support or enable community governance [58,68,74,127] for plaintext

systems.

In this paper, we explore for the first time private hierarchical governance for
encrypted group messaging. This entails a platform design that provides rich
community-level governance features, while achieving strong E2EE privacy, in-
tegrity, and accountability guarantees for both content and governance-related
tasks. For example, even a malicious platform should not be able to infer who
are a community’s moderators, nor undetectably interfere with governance ac-
tions moderators have taken. As in the plaintext setting, we aim to provide
community moderators with tools that help automate moderation tasks, like
Reddit’s AutoModerator. We give users the choice of reporting content to com-
munity moderators and platform moderators. Given the private nature of the
E2EE setting, the platform will mainly rely on user reports to inform its moder-

ation.

Realizing private hierarchical governance in the E2EE setting requires over-
coming a number of challenges, chief among them that the platform is assumed

to be malicious and must not learn anything about content exchanged within



groups. This complicates enabling automated moderation policies, similar to
those available to community moderators on Reddit and Discord, in which the
platform handles policy execution. One could enable such policies by adding
a centralized governance service as a trusted endpoint, however this is unde-
sirable from a usability and security standpoint. Users should not be burdened
with setting up the infrastructure for such an endpoint nor should they have to

trust a third-party platform for managing one.

Our approach instead shifts community governance to be client-side logic.
But in so doing, we must determine how to manage governance actions in a
distributed, asynchronous network setting where the messaging platform is po-
tentially untrustworthy. One straw approach would be to just use standard tech-
niques for consensus [97,99] or state-machine replication [106] to all community
content and actions, but this would not be practical. A key enabling insight
is that our desired governance functions can be achieved while only requiring
clients to consistently agree on a small portion of community state related to
governance tasks, allowing more expensive consensus mechanisms to only be

needed rarely.

Given this insight, we detail a modular approach to private, hierarchical
governance. We suggest extending E2EE group messaging systems to support
ordered application messages (OAMs) for which the group achieves consensus
on the content and order of these messages. Existing E2EE protocols such as
message layer security (MLS) [28,32] already have suitable consensus mecha-
nisms to support our OAM extension; our suggested extension to MLS can be
viewed as a generalization of a recent mechanism proposed in [27]. We expect

our extension to be of broad utility; here we show how we can build a gover-



nance layer distributed across clients in a group that agree on state via OAMs.

Our governance layer provides a full role-based access control (RBAC) [57]
mechanism and a policy engine, inspired by prior work [127], that allows execu-
tion of expressive policies securely using OAMs. To demonstrate the generality
of our governance framework, we use it to implement a policy for voting on
changing the group name. We analyze how our approach provides strong cryp-
tographic guarantees of governance privacy, integrity, and accountability that
prevents adversarial platforms from monitoring or interfering with community
messages or governance actions, and prevents adversarial clients from prevent-
ing abuse reports or reporting messages they did not receive. We also support
reporting abuse to platform moderators to enable hierarchical governance; un-
reported messages stay private from them. Note that our focus is on providing
the technical infrastructure for realizing a broad range of automated governance
policies, and leave to future work how to guide the design of good policies and

prevent abusive policies.

In order to provide a concrete instantiation of private hierarchical gover-
nance, we build a full prototype E2EE messaging platform called MlsGov on
top of a suitably modified MLS implementation, and show via extensive per-
formance analysis that our governance framework is practical. To encourage
further work on building governance for encrypted messaging, we release Mls-

Gov as an open-source projec

We summarize our contributions below:

e Our paper proposes the goal of private, hierarchical governance, which

https://github.com/AME2E/MLSGoV
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E2EE Govw. Gow. Generic Govw.

System Content Confidentiality Integrity RBAC Policies Enforcement
Matrix Yes No No Multi-role No Server
Signal Yes Yes No Two-role No Server
Whatsapp Yes No* No* Two-role No Server*
Discord  No No No Multi-role Yes Server
A-GCKA  Yes No Yes Two-role No Client
This Work Yes Yes Yes Multi-role Yes Client

Figure 2.1: A comparison between our work and other messaging platforms that
support communities. * - based on our assessment (no public documentation).

shares moderation and other tasks across communities and platforms, while

retaining the security benefits of E2EE.

o We present a design that allows for governance policies while limiting the
amount of consensus needed across clients. An extension to MLS that we
propose allows for shared governance state. We analyze the security of our

design by reasoning through possible attacks.

o To demonstrate practicality, we build a prototype E2EE messaging platform
called MlsGov that is the first to support a wide range of governance fea-
tures previously only available in plaintext settings, and measure its perfor-

mance.

2.2 Background and Related Work

Community governance. Social media platforms have developed a wide range
of governance strategies to counter abusive content, including both industrial
moderation approaches as well as community-reliant approaches [37,)59]]. In in-

dustrial approaches, governance is primarily centralized at the platform level,



with policies set by trust and safety teams and carried out by commercial con-
tent moderators [75,102], whereas in community-reliant platforms, commu-
nities have broader latitude to define their own governance. In these cases,
each community has volunteer moderators who can designate and enforce
community-specific rules [92,107]. However, the platform still retains the power
to step in and enforce its rules, including banning accounts and removing or
quarantining entire communities [38,39], forming a two-level hierarchical gov-

ernance structure [69].

Some community-reliant platforms provide a powerful set of tools to com-
munities to automatically carry out policies [107]. For instance, subreddit mod-
erators can use the Automoderator tool to automatically filter and act on posts
based on their content [68]. Discord has a strong ecosystem of third-party tools
that community moderators can use to customize their community [74]. More
recently, academic work has explored richer governance approaches, where
communities can define and execute arbitrarily complex governance procedures
written in code [127], enabling communities to vote on new moderators, enforce

content filters, or institute reputation systems.

Abuse mitigations in E2EE settings. In E2EE messaging platforms, governance
is complicated by the fact that moderators cannot by default verify the plain-
text contents of communications. A body of work has explored how to enable
cryptographically secure reporting of individual encrypted messages, starting
with Facebook’s message franking feature [1]. Subsequent academic work for-
malized message franking and characterized (in)secure methods for achieving
it [50,163,67,113]. In addition to reporting abusive messages, moderators may

benefit from the ability to trace the spread and identify the origin of forwarded



messages. Recent work has explored how to realize this feature for E2EE plat-

forms [67,098,/115].

Another abuse mitigation approach is automated content detection. Given
the scale at which content is exchanged on platforms, many plaintext platforms
have turned to automated content detection that alerts platforms when particu-
lar content is sent or received [82]. Perceptual hashing [56] is a popular tool used
in these approaches, particularly for the detection of child sexual abuse media
(CSAM). These techniques are not immediately applicable to E2EE platforms as
platform servers cannot observe the plaintext contents of messages and client
devices might not be allowed to see the plaintext contents of the harmful con-
tent list (especially in the case of CSAM). Recent work has explored how multi-
party computation can be used to navigate these challenges while respecting
user privacy [34,|77]. Such proposals have been met with criticism owing to
their potential to undermine the privacy goals of E2EE [23] because they auto-

mate reporting to platform moderators without user consent.

Existing E2EE governance tools. Given the difficulty of conducting effective
moderation at the platform level without violating privacy, some attention has
been paid toward strengthening governance tooling at the community level.
Matrix [3], a protocol for federated E2EE messaging, provides some basic com-
munity moderation features via role-based access control (RBAC) [6]. How-
ever, information about user roles is directly visible to the homeserver (platform
server). Mjolnir [4] provides server-level moderation features such as banning
users, taking down content, and managing user accounts. However, it does
not enable arbitrary programmable governance and cannot process content in

encrypted rooms.
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WhatsApp’s recent launch of Communities makes it easier for groups of over
a thousand people to use the platform [125]. Whatsapp groups allow for two-
level access control (between users and moderators). Although no public doc-
umentation describes how or where Whatsapp enforces governance, it bears
mentioning that group metadata such as the profile picture and topic associated
with a group are visible to Whatsapp. As such, we suspect that governance
metadata such as the roles and permissions within a group are visible to the

platform and that the platform enforces these roles.

Signal has explored private group management for E2EE chats, using a
combination of anonymous credentials and a server-managed encrypted list of
members [42]. Their design allows the server to authenticate community mod-
erators in the sealed sender setting. This achieves governance confidentiality,
but the reliance on platform-enforced access control weakens governance in-
tegrity. There is also some leakage of which encrypted entries perform actions
on the governance state. Furthermore, their design does not handle other as-
pects of governance, such as allowing for rich and programmable moderation
policies, such as those enabled via Discord moderation bots, the Reddit Auto-

moderator tool, and PolicyKit [127].

The recently proposed A-CGKA construction [27] suggests embellishments
to the message layer security (MLS) protocol involving cryptographically en-
forced roles, such as administrators, for group encrypted messaging. Their so-
lution, however, does not describe a mechanism for keeping administrator roles
confidential. They achieve governance integrity, but do not tackle governance
confidentiality as a goal. While they do not provide the rich governance fea-

tures our solution provides, our modifications to MLS are similar to theirs; we

11



compare and contrast in more detail in Section

These solutions all stop short of the rich governance features that many com-
munities have available to them on non-E2EE community-reliant platforms.
In addition, there has been little work examining how community-level gov-
ernance intersects with governance happening at the platform level, such as
banning accounts and communities from the platform. We summarize the gov-
ernance capabilities of popular messaging platforms in Figure We define
governance privacy and integrity in detail Section Role based access con-
trol (RBAC) allows users to define permissions and roles within their commu-
nity. The “Generic Policies” column refers to whether the system supports pro-
grammable governance logic. We also indicate whether governance is enforced
on the platform server or on client devices. Asterisks indicate aspects that are
not publicly documented and the values we provide in those entries are our
conjectures based on the available information we have. In summary, no prior
work tackles the design of rich governance tools in E2EE that takes into account

both community and platform levels. Our work fills this gap.

2.3 Overview and Goals

Our paper presents a framework for building and testing governance for E2EE
online communities. In this section we provide an overview of our goals and

approach, and detail various components further in subsequent sections.

Private, hierarchical governance. We seek to enable governance frameworks
for E2EE social media, in particular private direct and group messaging like

that offered by Signal and WhatsApp. But unlike today’s messaging solutions,

12



our system should allow groups of users to form self-governed communities
with the support of a rich suite of governance features. Going forward, we use
the term “group” and “community” interchangeably. A group should be able to
elect one or more moderators who retain special privileges within the group to
perform various actions, including removing users, adding users, and blocking
messages. These moderators can change over time. Group members should be
able to send abuse reports to community moderators to help inform moderation
decisions. We further aim to provide group members with features that help
automate parts of governance, such as handling votes for new moderators or

enforcing a moderator-specified word filter.

Consider the following scenario, which we will use as a running example
to illustrate the types of governance issues that our framework can handle. A
community consisting of NV users Uy, ..., Uy has a single moderator U;. Group
member U, proposes to change the community guidelines so that profanity is
not allowed within the group. The other users vote to pass this change. Later, U;
sends an abusive direct message (DM) to U, for proposing this change. After re-
ceiving the message, U, reports the message to the moderator U;, who decides
to remove Us from the community as a result. As U; knows sending abusive
messages is against platform guidelines, U; forwards the report to the platform
moderation endpoint M. A platform moderator receives the report and decides
to ban Us for one week for violating platform guidelines. As a result U; is tem-
porarily unable to participate in any community hosted on the platform. A

diagram summarizing this scenario appears in Figure

Looking ahead to our threat model, we want governance actions like those

in the scenario above to be private by default. That means that governance ac-
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Figure 2.2: Diagram of an example governance scenario in which a user U, re-
ports another user Us to a community moderator U;, who kicks that user from
the community and escalates by reporting the abuse to the platform’s modera-
tion systems. This results in a temporary ban of U; from the platform. Execution
of community governance is handled on clients (denoted by the gears) and re-
mains private to the community. Only when a user chooses to report to the
platform does the latter become involved.

tions should be cryptographically secure and opaque to the messaging platform
provider (from now on, simply the platform), so that, for example, the platform
should not need to know that U, is the moderator, that U, proposed a new pol-
icy, that it was adopted and who voted for it, or that U; violated it. Designing
privacy as a default for governance is conservative: not all users and commu-
nities require such privacy, but it can be critical for those that do—e.g., political
activists, journalists, or community organizers from marginalized groups, any
of whom may be targeted by nation-state or other powerful adversaries. In par-
ticular, governance metadata can be sensitive information; for instance, being

a moderator of an activist group may also indicate being a leader within that

group.
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But not all governance actions can be handled within a single commu-
nity. For example, U; decided in the scenario that the in-community problems
caused by U; warrants further action, possibly to help protect other communi-
ties from U; misbehavior. Thus, we want to balance privacy with accountabil-
ity and support what we call hierarchical governance. In addition to group-level
governance, users can choose to report in-group misbehavior, as done by U, in
the example. Even abusive behaviors of community moderators should be re-
portable. Because the platform ultimately retains control over who is allowed to
use it, governance forms a hierarchy where platform moderators can overrule

community moderators.

Such hierarchical governance has already been explored in plaintext systems
such as subreddits and Facebook Groups [69], but adding in privacy surfaces
new challenges, since by default platform moderators will not have access to
group messages or community moderator identities. A key challenge addressed
by our work is providing a framework to explore the design space of private,

hierarchical governance policies and supporting mechanisms.

Platform architecture and layered design. To achieve E2EE communities with
private, hierarchical governance, we will use an architecture consisting of three
services: a delivery service (DS), an authentication service (AS), and a platform mod-

eration service (MS).

The DS and AS form what we call the messaging layer. The DS provides
API endpoints to route messages and service metadata between clients. The
AS provides bindings between identities and public keys. These are similar to
existing messaging service solutions and serve to ensure confidential and au-

thenticated delivery of messages between users intermediated by a platform.
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In particular, the DS and AS are analogous to services of the same name in the
ongoing MLS [32] standard. However, governance needs cryptographic sup-
port from the messaging layer, in particular the ability of a group of clients to
asynchronously agree on an ordered sequence of governance messages (in the
presence of potentially adversarial clients). We show how a relatively straight-
forward modification to MLS provides the features necessary to build our gov-

ernance layer in a modular way (see Section [2.4).

Logically sitting above the messaging layer we have a governance layer. This
layer consists of logic within the clients to enact governance actions taken within
the community, such as group members electing a new moderator or a group
moderator kicking a member. One approach here would be to hard-code partic-
ular governance mechanisms, but we instead adopt the viewpoint underlying
PolicyKit [127] that governance should be easily customizable. PolicyKit allows
on-the-fly customization of the software used by individual communities on a
platform. We build a similarly expressive governance layer for the E2EE setting.
To address our security goals (detailed below), the policy engine execution is
handled by clients that must agree on the current state of the group. Managing
this state in the presence of adversarial clients introduces complexity compared
to insecure plaintext approaches, but our layered design approach means that
the complexity can be largely ignored by those developing applications on top

of our governance layer. We describe the governance layer design in Section

To provide hierarchical governance, we include the MS to receive abuse re-
ports from community members. For simplicity, we realize the MS via a dis-
tinguished, virtual user (operated by the platform or someone to which it dele-

gates) to which report messages can be sent—this ensures a level of simplicity
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and flexibility that will be beneficial in deployment. We emphasize that the MS
only becomes involved when a user affirmatively chooses to submit a report to
the platform moderator: in our example above the MS only observes the com-

munity moderator’s report about Us.

Lastly, all of this enables the application layer in which applications that sup-
port community governance may be built. As a showcase, we build a group
messaging application using MlsGov that supports expressive governance poli-

cies.

Threat model and security goals. Our system is designed to achieve our gov-
ernance and privacy goals even in the presence of malicious parties. We use
the term malicious to refer to parties that deviate from the protocol, and use
the term abusive to refer to clients that send legitimate protocol messages but
with an intent to cause harm. We consider both malicious users within the com-
munity and a malicious platform-operated DS and MS. Our design assumes
that the AS is honest, which can be enforced using separate mechanisms such
as public key infrastructure (PKI) transparency [41,94,95,]112]. In accordance
with the MLS Architecture Document [32] §2.3.3, we expect the DS to aid with
message ordering when needed and to allow for eventual delivery of client mes-
sages sent over successful network connections. Nonetheless, when the DS vio-
lates these expectations, we will have mechanisms for the eventual detection of

such misbehavior.

Integrity: Recall that we introduce a governance layer that includes client-
side state, called the governance state. State will include information like the
permissions of group members such as who is a moderator, what policies are

being enforced, etc. As such governance state evolves over time and the current
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governance state determines how actions performed by users produces future
versions of the governance state. A system achieves governance integrity if all
honest, online clients in a group agree on the same sequence of governance
states. This requires that clients observe a consistent sequence of governance
state updates and that they apply these updates according to their governance

functionality.

We target achieving governance integrity even in the presence of one or more
malicious clients in the group that collude with a malicious DS and MS. A ma-
licious DS can drop and reorder encrypted messages, including governance-
related messages. This means that denial of service by a malicious DS is always
possible. A malicious DS can partition the group into subgroups, by not de-
livering messages across their maliciously chosen partition. This can fork the
governance state across the two (or more) subgroups, but such an attack should
be detected as soon as the first cross-partition message is delivered. We note
that this is the same security level achieved by MLS (c.f., [32]), and absent fur-

ther infrastructure there is no way to avoid partitioning.

Accountability: We target user and reporter accountability. This means that
abusive users, even ones that are malicious (i.e., using compromised, adversar-
ial client software) should be reportable to honest community moderators and
to the MS. Reporting an abusive user to an abusive community moderator may
not lead to desired outcomes. So user accountability extends to moderators,
meaning any user should be able to report abusive moderators to the MS. On
the flipside, reporter accountability means that community moderators and the
MS must reject malicious reports, such as reporting messages that were never

sent. In the cryptographic literature [113], user and reporter accountability are
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sometimes referred to as sender and receiver binding, respectively.

An abusive group is one in which all members are abusive. For example, a
group that is trading child-sexual abuse material (CSAM) or other abusive con-
tent. In this work, we have as a non-goal automated detection of abusive com-
munities, such as considered in recent proposals by Apple [34] and others [77].
While automated detection might be necessary to detect abusive groups, pri-
vacy advocates raised serious concerns about their deployment (c.f., [23]). Our
governance mechanisms will all be user initiated, which makes them less use-
ful for mitigating abusive groups but still critical in mitigating all other types
of abuse. We believe our results would be compatible with future automated

mechanisms, but leave detailed exploration to future work.

Confidentiality: In addition to traditional message confidentiality, we target
governance confidentiality. This means that even in the face of a malicious DS and
MS, a group’s governance remains private to the group and the amount of in-
formation leaked about the governance state is minimized. So for example, the
DS and MS should not be able to infer a group’s current governance state, in-
cluding who are the moderators, what policies are being enforced, and whether

a user has been reported to a community moderator.

Complete governance confidentiality should last until the first report is
made to the MS. At this point, the report may reveal some information about
governance state within the group, e.g., that an abusive moderator exists. But
this revelation should be minimal, meaning that governance state and actions
not involved in a particular report remain undisclosed to the platform (e.g., who
else is a moderator remains hidden). If a community moderator adds someone

to the group, that will be revealed to the platform (a limitation of the underlying
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MLS protocol we utilize), but removing members from the group will not be.

Similarly, and like in other prior works on content-based moderation in en-
crypted messaging [1,63)113], we will also ensure confidentiality of unreported
messages. In our hierarchical reporting structure, this surfaces as confidentiality
from community moderators and the MS in the case of direct messages (DMs)

and from the MS in the case of group messages (GMs).

Further non-goals: In addition to our non-goal of automated detection of
fully abusive groups and denial of service, we also do not focus on resisting
traffic analysis attacks. It could be that the pattern of encrypted messages sent
reveals, for example, information about governance actions, such as who is a
moderator. Whether such attacks work and, if so, what obfuscation strategies

can be used is an interesting question for future work.

We also do not target prevention of bad policies: their design and the crite-
ria that define what makes a robust policy are beyond the scope of this work.
Poorly or maliciously designed polices could have loopholes that enable abuse
or circumvention, much in the same way a badly specified multi-party com-
putation functionality can directly reveal secret inputs. Other work addresses
questions of policy design and specification [121]. As new insights arise in the
literature on policy design, our system will enable rapid prototyping of these

ideas in an encrypted messaging setting.

We also do not specifically target private governance while achieving meta-
data privacy, i.e., sender or receiver anonymity [46,49,(85,186|(118]. That said,
our layered approach means that if one can build a metadata private encrypted

messaging system that provides an ordered message primitive, then our tech-
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niques would also work in that context. That said, we are not aware of any
metadata-private systems that can easily provide ordered messaging primitives

for groups, and so this remains an open problem.

Finally, we do not target deniability [36] and, relatedly, coercion resis-
tance [71]. MLS does not provide deniability. But just like metadata privacy our
system should be adaptable to a deniable encryption layer (e.g., [36,90,101,116]),
by replacing our use of non-deniable digital signatures with deniable message
franking tools [113]]. Policies that include voting are subject to coercion, and
again asymmetric message franking would help make the system more coer-
cion resistant since they would not be as useful as proof to a coercer of how

someone voted.

24 The Messaging Layer

In this section, we describe how to construct an E2EE messaging layer that
supports our governance layer. Our encrypted messaging layer will also be
useful more broadly for privacy applications that require synchronized, dis-
tributed state. We start from the messaging layer security (MLS) draft stan-
dard [28,32] which provides encrypted group messaging with strong security
properties and scales to large group sizes. Then we describe a crucial—but in
hindsight straightforward—modification that endows MLS clients with the abil-
ity to maintain synchronized application state. We will use this capability for

governance, but note that our extension to MLS is likely of broader interest.

MLS Overview. MLS relies on an authentication service (AS) for maintaining

user credentials and on a delivery service (DS) for transmitting messages. The
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MLS protocol [28] supports efficient encrypted group messaging with strong
guarantees including confidentiality, authenticity, integrity, forward secrecy,
and post-compromise security. We provide more background on MLS in Ap-
pendix Content messages in MLS are not expected to be broadcast in a
consistent order, hence we refer to them as unordered application messages
(UAMs). On the other hand, messages that update cryptographic state must

be consistently ordered.

Consensus in MLS. MLS uses a simple consensus mechanism for shared cryp-
tographic state: updates to this state are conveyed through proposals and com-
mits. Proposals convey an intention to carry out an action, such as adding some-
one to the group. The MLS protocol currently supports eight proposal types,
most of which have to do with group membership. Add, Remove, and Update
are examples of MLS proposal types that allow adding a group member to the
bhargavanTreekem18, removing one from it, or allowing a user to update their
public KEM key (e.g., for forward secrecy). A proposal message contains infor-
mation relevant to carrying out its associated operation. For instance, an Add
proposal contains the cryptographic information of a user to be added to the

group. By default, proposal messages are private messages.

A commit message contains one or more proposals, and when a client pro-
cesses a commit, they carry out the actions specified in those proposals, advanc-
ing to a new epoch, which is the fundamental and atomic unit of shared group
state in MLS. The history of group state evolution in MLS proceeds in epochs
with commit messages referencing the epochs directly before them. Commit
messages are likewise by default private messages. In our implementation, both

proposal and commit messages are private.
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MLS requires that all group members agree on a total ordering over all com-
mit messages, in order to ensure a linear progression of epochs. Relatedly, MLS
clients must have an established way for dealing with the scenario in which
two or more clients attempt to submit conflicting commits building off of the
same prior epoch. The MLS protocol does not specify a concrete way for clients
to agree on ordering or handle conflicting commits; these are left as imple-
mentation choices for MLS clients and servers. For our design, we assume a
strongly consistent DS that provides a consistent message ordering to clients,
which handle conflicts by merging commits that arrive first according to the

server-provided ordering.

Ordered application messages. A key insight underlying our approach to gov-
ernance is developing a method for maintaining a consistent, shared view of
governance state within MLS groups. Looking ahead, governance state will in-
clude information on user roles, group topic, information regarding ongoing
governance processes such as votes. This requires that we extend MLS to al-
low transmitting arbitrary application-defined data in a way that is atomically
updatable; this is already solved within MLS to support shared cryptographic
material. We therefore can use the same consensus mechanism (proposals and

commits) to maintain arbitrary shared group state.

We extend MLS to include a new proposal type called an ordered application
message (OAM) proposal. It contains an arbitrary sequence of bytes, similarly to
application messages. The difference is that by introducing this as a proposal
type, we force the sequence of bytes to be committed to: clients must agree on
this string and when it was committed to. Committing an OAM proposal trig-

gers an epoch change. In addition to ordered application messages, we devise
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a mechanism for bootstrapping existing governance state for new group mem-
bers and eventual detection of incorrectly supplied initial state. We call this

mechanism group state announcement and describe it in detail in Section

Our design includes a DS that provides a total ordering on commit mes-
sages. When a client sends a commit message to the DS, the DS includes in its
response a list of messages intended for the client that arrived before its commit
message, according to the server’s ordering. If this list contains no other commit
messages that attempt to build on the same previous epoch as this client’s com-
mit message, the client proceeds to merge their commit, applying the proposals

contained within it and progressing to a new epoch.

As already mentioned in the MLS specification [28, §14], clients can end up
starved of the ability to submit a commit. This means that not all application
features are suitable for implementing via OAM proposals, e.g., switching reg-
ular text messaging to have ordering would have significant negative impact on
performance. However, we do not have the same requirement of consistency of
text message ordering as we do for governance state updates. Since we expect
governance state updates to be sent with less frequency than user text messages,
our usage of OAMs achieves consistent state evolution with performance. The
only case in which we would expect a high volume of ordered messages in a
short period of time is with voting, and we describe an optimization in Sec-
tion 2.5/ that is able to handle this scenario effectively. We empirically evaluate

the performance of our approach in Section[2.7]

The messaging layer API. To make precise the interface between our extended
version of MLS and our governance layer, we define a messaging layer API.

This API maps between higher-layer requests (in our context, the governance
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Function Description MLS messages

send_uam Send bytes to group, without Application msg
ordering guarantee

send_oam Send bytes to group, with con- OAM P+C

sistent ordering guarantee
add_user Add user to group Add P+C, Welcome msg
remove_user Remove user from group Remove P+C

update_user Update user’s public keys Update P+C

get_epoch Retrieve current epoch num- N/A
ber for a group

Figure 2.3: Functions exposed by our message layer API, including inputs and
the MLS messages invoked to handle the API request in our implementation.
Here P+C stands for the indicated proposal type followed immediately by a
commit.

layer) to underlying MLS message types. We follow as closely as possible the
OpenMLS API [7]. OpenMLS is a mature implementation of the MLS protocol.
More pragmatically, we will build off OpenMLS in our implementations. A
summary of our messaging layer API is shown in Figure Here we focus on
the subset of the API related to messages and group maintenance. Each API

function call maps to one or more underlying MLS protocol messages types.

2.5 The Governance Layer

The messaging layer described in the last section provides cryptographic APIs
upon which we can build a governance layer. This layer sits between applications
and messaging, interposing on application layer requests to apply policies. A

pseudocode specification of our core governance layer logic can be found in

Appendix

Recall from Section our example of a governance flow: (1) a user U,
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Action Description Content Governance MLS Messages

Text message append message to mes- Vv UAM
sage history

Invite update cryptographic v/ OAM, Add,
state and share with invi- UAM
tee

Kick update cryptographic v OAM, Remove
state and share with kic-
kee

Rename Group modify group name in v/ OAM
shared group state

Define Role define a new role as a set v OAM
of allowed actions

Assign Role assign a role to a user v/ OAM

Content takedown remove specified content v UAM

Report send a report of received v UAM
message

Vote send a vote on a proposed v OAM or UAM
action

Accept acknowledge acceptance v UAM

of invitation to group

Figure 2.4: A subset of our supported actions, whether they affect governance
state or content state, and the MLS messages they produce. UAM refers to an
unordered application message, OAM refers to an ordered application message,
and Add/Remove refers to a commit with the Add/Remove proposal.

proposes a vote to change community guidelines; (2) U; harasses U, after the
guidelines change; (3) U, sends an abuse report to community moderator Us;
and finally (4) U, escalates by reporting the abuse to the platform moderator.
In this section we detail the abstractions that our governance layer provides to
realize such governance actions, and how they are implemented on top of our

messaging layer.

Community structure. Our governance layer organizes users into groups,
which are also tagged with community identifiers. A group consists of two or
more users involved in a shared messaging channel. We do not make a distinc-

tion between DMs and GMs, rather these are both implemented as groups (of
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size two or more, respectively). We assume distinct namespaces for usernames,
group identifiers, and community identifiers. These are assumed public, but
users can choose them to be semantically meaningless (like random numbers)
— we support having internal groups names that remain private to the current
members and can be chosen and modified by members. A user can initiate a
group by invoking a group creation API call at the messaging layer. Then they
can then add users via the messaging layer. The initiator of a group and group

membership is platform-visible.

We associate to all users a public key and secret key for use by the gover-
nance layer, we refer to these as governance keys. Clients pick their governance
keys, and the public key is registered with the AS like other public keys used in
the messaging layer. As we discuss below, adding a separate pair of keys allows
for clean separation of the layers, while incurring little performance impact, as

we show.

Our governance layer supports a rich role-based access control (RBAC) [57]
mechanism. The RBAC gates who can perform what kinds of governance ac-
tions (a notion we will define soon), what we refer to as a permission. A set of
permissions defines a role. This will support, in our running example, having
a community moderator U; that has the permissions to remove U;, while other
users do not have this ability. Our RBAC mechanism is more expressive than

recent suggestions for cryptographic group administration [27].

Governance and content state. To support governance mechanisms, we need
some consistent state replicated across clients. We refer to this state as the gover-
nance state. The governance state is a key-value store that includes information

such as user roles and privileges within the group, current policies like prohib-
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ited word lists, and the group name.

We delineate between governance state and all other group-related state,
such as sent plaintext text or image content that’s been sent to the group or
via DMs. We refer to this non-governance state as content state. A key enabling
architectural decision is that we can separate between aspects of group state for
which governance only works should clients agree on that state, versus other
state for which it is allowable for clients’ views to diverge. This is important
for performance and deployability: we show that useful governance policies
can be implemented even when many aspects of shared group state are poten-
tially inconsistent. In our running example, the group guidelines are part of the
governance state because the group must agree on the current policies, but in-
dividual messages and reports end up as part of the content state. This means
the group does not “agree” on the fact that a report occurred, but the moder-
ator U; can verify that Us’s harassment occurred while the group agreed on a

no-swearwords policy.

When a new user joins a group, the inviter includes in the welcome mes-
sage a serialization of the current governance state. We assume some efficient

canonical way of encoding the governance state. We use JSON in particular.

Actions. To guide and reason about how community state changes over time,
our governance layer defines a set of possible actions. An action is a message
broadcast within a group that can produce changes to the shared group state or
content state. Examples of actions include sending a text message and chang-
ing the group name. We classify actions, depending on whether they affect
the governance state, into two categories: governance actions which can change

the governance state and the content state, and content actions which can only
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change the content state. For example, sending a text message to a group only
changes the content state, so it is a content action, while changing the group
name changes the governance state, so it is a governance action. We provide
more examples of actions and which types of state they may modify in Fig-

ure All application-layer requests result in one or more actions.

To communicate an action, the governance layer prepares an action mes-
sage. A header is constructed that includes the sender username, an action ID
(a unique identifier for the action), the group ID, and the community ID. An
unambiguous encoding of the action-related data follows, such as the plaintext
data for sending content or the new group name. Finally, all this is serialized
and signed using the sender’s governance digital signing key. This signature is
checked once a message is received, before it is evaluated by the RBAC or pol-
icy engine. While in theory we could utilize the messaging layer’s digital sig-
natures to provide accountability for action messages, using governance keys
allows for clean separation between abstraction layers — otherwise we would
have to modify the messaging API to expose low-level details of how MLS mes-
sages are framed. It also means we can swap out our MLS messaging layer with

any API-compatible variant.

As an example of an action, consider when U, wants to report to U; the abu-
sive DMs received from Us. To do so, U, builds a report action whose payload
consists of one or more action messages. In this case it would be Us;’s DMs,
which were, themselves, action messages that are signed. The report therefore
includes a full serialization of the reported action messages, including their sig-

natures, making it possible for U; to verify them.

Updating state via OAMs. Content actions result in a call to send_uam in the
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messaging layer, while governance actions use ordered messages via send_oam.
Governance actions need to use ordered messages to ensure that governance
state is modified consistently across all clients. Since there are no ordering guar-
antees on UAMs, using them to encode governance actions can potentially fork
governance state, leading to security and correctness issues. An ordered ap-
plication message, when processed by a client, potentially changes the shared
group state. As all clients begin from a common state and process OAMs in the

same order, they retain a consistent group state.

Initializing governance state. While ordered messages allow current group
members to perform consistent governance state updates, we require a sepa-
rate mechanism to provide newly invited members with their initial governance
state. In our design, we have a designated action for group state announce-
ment, which contains an encoding of the group state at the epoch during which
the new member joins. The group state announcement is sent by the inviter as
an UAM. The new member assigns their current group state to the one in the
encoding and includes a hash of this state in their Accept message, which is
broadcast to the entire group. If a member detects this hash to be inconsistent,
they can alert the new member and group (and/or platform) moderators. We

analyze the security of this approach in Section [2.6]

There are alternate possible approaches in which a group state announce-
ment could be sent via an ordered message that immediately follows the Add
message. However, doing so results in a more complex state machine, is worse
in terms of performance, and can lead to DOS attacks. In contrast, our approach

has existing group members check the Accept message of the new member for
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consistency with their current view of the governance state.

Policies. We support developer-defined policies. A policy is an arbitrary pro-
cess defined using code which determines whether an action should be exe-
cuted, in the context of a particular group. Here we adopt the viewpoint of, and
some of the concepts underlying, PolicyKit [127], which built powerful gover-
nance mechanisms for settings where all traffic can be seen by a service. To
support privacy we position policy enforcement at the clients, by way of a pol-
icy engine that is applied to broadcast actions. Policies must be written such
that only actions broadcast in OAMs update shared state. This guarantees gov-

ernance state consistency.

The policy engine defines an execution model for determining if actions
should proceed. Following PolicyKit, we hardcode that our RBAC engine takes
precedence, so that when processing an action the engine first checks if the user
has a role whose permissions allow the action. If so the action is invoked. For
example, a user who has the moderator role will typically have the permission
to immediate remove a user from the group. If an action cannot immediately
pass according to the RBAC, it is fed into the policy engine, which will deter-

mines when, if at all, the action will pass.

As with PolicyKit, our policies are defined by a template consisting of several
functions that get called from within the policy engine: (1) filter defines the
scope of the policy. It takes as input an action message and returns a boolean
to indicate whether it is relevant to the policy. This allows policies to choose
which kinds of actions they impact. (2) init defines how to initialize state
for the policy’s execution of a specific action, and can potentially modify the

client state (3) check evaluates an action. It takes an action and returns one
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of passed, failed, or proposed. The latter allows for policies that can’t yet
determine whether they pass or fail, such as when handling a vote action that
requires waiting some period of time for votes to arrive. (4) pass determines the
effect if the action passed. It takes as input the action and temporary state, and
it modifies the governance or content state. (5) fail determines the response if
the action failed. Normally this routine does nothing, but in some cases policies
may want to display a message to users or clean up state All functions have

access to the governance and content state held by the client.

The policy engine executes policies as follows. The engine is called anytime
an action is broadcast to the group and does not pass the RBAC. The engine
loops over all policies in a predetermined, developer-defined order. For each
policy, the engine calls in turn filter, init, and then check. The first policy
for which filter returns t rue will be the policy that governs this action. If
check returns proposed, then the engine keeps track of the action as pending.
If it returns passed then the engine calls pass, which executes the action and
otherwise calls fail. Once an action passes or fails, these routines are expected
to clean up state allocated by init. The policy engine will periodically attempt
to pass proposed actions by re-running check, whose output can change based

on the policy’s current state.

Voting. Although our policy framework is quite general, we are interested in
how it can enable collective action among users to effect change within the
community. A classic example of this is voting, in which community mem-
bers indicate their preference for a change, and carry it out if there is sufficient
support. Our policy framework allows the expression voting procedures for

arbitrary actions, including changing the group name and promoting users to
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moderator status. Individual votes can be cast within ordered messages, how-
ever, our design admits an optimization for high-volume voting behavior. If
many votes were to be cast simultaneously through individual ordered mes-
sages, there would be a high degree of contention and many retransmissions of
votes. However, votes for a single poll can be aggregated in any order if we
consider simple majority or threshold votes. Therefore, we allow clients to send
votes in unordered messages. Multiple votes can then be batched into a sin-
gle commit (for instance, when enough messages are collected to bring a vote
to completion), at which point they are fed into the policy engine. As a result,
a group can process many votes within a short period of time, as we show in

Section2.71

Hierarchical governance. All the above facilities support community gover-
nance in a way that is, by design, opaque to the platform. But we also want
to allow community members to escalate problems to moderators run by the
platform, such as in our example when U, reports U; to the platform for their

behavior. We refer to this as hierarchical governance.

Our governance layer therefore includes the ability to interact with a mod-
eration service (MS) operated by the platform. This service can have the ability
to receive reports, process reports, and limit users at the platform level, e.g., by
instructing the AS to revoke a user’s keys or temporarily blocking them from

sending messages.

While there are multiple ways to build an MS, we do so by setting aside a dis-
tinguished username, e.g., @moderation, which is authorized for taking plat-
form moderation action and receiving reports on behalf of the platform. This

design choice enables us to reuse existing infrastructure and allow for conversa-
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tions surrounding reported content. We define a structured report as a plaintext
byte string consisting of a serialization of a username, sequence of one or more
action messages, and an (optional) reason for the report (an arbitrary byte string
in our current implementation). The structured report is sent to moderation
via send_uam in a group that consists of the user and moderation (the group

has some distinguished group identifier).

As implied by using a UAM, we do not require consistency: delayed or
dropped reports can be resent by the user just like regular messages. The mod-
eration service can verify digital signatures in the included action messages,
providing reporter accountability. Unlike in traditional platforms, the technical
capabilities of the MS are limited to user-level limiting (since communities are
implemented client-side). In particular, the moderation service can block a user
at the platform-level (either indefinitely or for a limited time), but cannot block

specific messages, groups, or communities based on their content.

2.6 Security Evaluation

In this section, we analyze MlsGov in terms of its ability to achieve our security

goals: governance integrity, accountability, and confidentiality.

Prior work has analyzed the MLS protocol [25]26,120], establishing that
it achieves strong message confidentiality and authenticity. MLS additionally
provides post-compromise and forward secrecy, though we will not need this
for our subsequent analyses. Note that the modifications we made to the MLS
messaging layer (ordered application messages) reuse the existing underlying

proposal plus commitment mechanisms, and therefore inherits their security.
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To analyze governance extensions with respect to our security definitions
(Section , we enumerate possible attacks. For each attack, we analyzed the
extent to which our system prevents, mitigates, or allows the eventual detection
of the attack. This is in line with the methodology used in the Tor paper [49]
and in the MLS Architecture Specification [32] to establish confidence in the
security of complex protocols. Additional discussion of out-of-scope attacks

and security goals appears in Appendix

Attacks against integrity. We analyzed attacks that seek to undermine a group’s
governance state. At a high level, the authenticity of MLS and its hash transcript
for epochs ensures that honest clients will reject maliciously generated state up-
dates. Even with a colluding, malicious DS, the best an adversary can do in most
cases is partition the group forever, a form of denial of service since it means the
partitioned honest users can never be allowed to talk to each other again (lest
they detect the attack). In more detail, we considered attacks including policy
violation, impersonation, governance state partitioning, and invalid initial state,

and vote suppression:

Policy violation: Suppose malicious clients collude to attempt to violate the
policy of the group by trying to perform an unauthorized action, such as one
malicious client performing an action outside that client’s RBAC-defined role.
Since all honest clients have the same governance state and run the same code
to interpret the governance state, they will not accept this unauthorized action.

This is true even if the malicious clients collude with a malicious DS.

Impersonation: A malicious client or DS could attempt to impersonate a
member of the group and send messages as that other member. But the authen-

ticity of MLS messages plus our assumption that the AS is trustworthy rules out
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such impersonating messages being accepted by honest clients.

Governance state partitioning: Suppose a malicious client colludes with a
malicious DS in an attempt to produce inconsistent governance state within the
group. This means that the goal is to have two distinct subsets A, B of the group
have different governance states; A and B must have at least one honest client
each. We refer to this as a partitioning attack on the governance state. Since the
governance state can only be updated by commit messages that are included in
the MLS hash transcript, such a partitioning attack can proceed only as long as
no honest client in A receives a message from B (or vice versa), as the first such
message will not verify by the recipient. Thus, the adversary can at best split

the group and never allow future communication.

Invalid initial state: Any malicious client, regardless of their RBAC per-
missions, can send an Invite message with an incorrect initial governance state.
For example, consider our running example group, we could have that the abu-
sive user U instead behaves maliciously and invites a new member U, to the
group, but providing an initial governance state that does not include the pol-
icy against swearing and has U; with the RBAC role to add users. Honest clients
will reject this invite message, but the newly invited client does not know that
this is invalid. However, when the new member sends an Accept message, this
message will contain a hash of the received governance state. By collision resis-
tance, that hash will not match the one expected by honest clients. Thus, while
U, may send additional messages or interact with Us, no honest user will accept
U,’s messages and, moreover, as soon as they come online, they will detect that
an attack occurred. Thus, even with collusion by the DS, the malicious client

can at best partition the group.
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Vote suppression: A malicious DS may attempt to prevent one or more
client’s votes from counting. Because votes are encrypted, it isn’t directly re-
vealed to the DS which are votes (and for what election). Thus, naively the DS
would have to just drop all messages emanating from the target clients. But
even if the DS can somehow precisely target UAMs and OAMs for dropping,
a client can still detect if their votes are being suppressed: the transcript hash
consistency mechanism enables clients to obtain a consistent ordering over com-

mits, which contain all the registered client votes.

Attacks against confidentiality. Recall that for confidentiality we want to, by
default, ensure the privacy of group content and governance actions from a ma-
licious DS. This covers other confidentiality threats, like network adversaries,
who see less than the DS. Here we rely primarily on the confidentiality of MLS
messages, and do not consider traffic analysis attacks here (see discussion at the

end of this section). We considered the following attacks:

Inferring the content of governance state: A malicious DS may attempt to
infer the content of the governance state based on the transcript of messages it
relays on behalf of clients. For example, the DS might want to identify modera-
tors or admins. But all updates to governance state are sent through encrypted
commit messages. Group state announcements that supply new members with
the current governance state are sent via encrypted UAMs. By the confidential-
ity of the encryption scheme MLS uses, the DS cannot observe the content of the

governance state.

Inferring content of unreported messages: All messages and reporting sig-
natures are encrypted via MLS, and MLS’ confidentiality guarantees ensure

that even learning about one message does not leak any additional informa-
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tion about another encrypted plaintext. As a result, even a malicious DS would
not be able to infer anything about the contents of unreported messages beyond

what is revealed by a reported message.

Inferring content of user votes: An adversarial DS may attempt to learn the
value of votes that clients cast for policies that involve voting. Vote messages are
encrypted through MLS, and therefore remain confidential as the DS observes

only ciphertexts.

Inferring outcome of a vote: The DS could attempt to learn the outcome of
a vote. However, votes are encrypted and aggregated on client devices. After
aggregation, the change a vote produces, if successful, is applied to the local

governance state. As a result, the DS cannot infer the result of a vote.

Attacks against accountability. A malicious user may attempt to circumvent
accountability either by sending a message that is accepted by a recipient but
unreportable to a moderator or framing an honest sender for having sent an
incriminating message. We prevent both types of attacks via the authenticity
properties of digital signatures used at the governance layer. Recall that denia-

bility is not a goal of our system since MLS itself does not provide it.

Report evasion: A malicious user may attempt to arrange for their messages
to not be reportable, violating what is often called sender binding. An attack
here seeks to send a message that verifies for an honest recipient, but does not
verify for a moderator. Since we use a standard digital signature, and we trust
the AS to provide correct signature public keys, these verification procedures
are equivalent, ruling out such sender binding attacks. We note that this also

covers moderators and other privileged users within the group, and that all
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UAMs and OAMs are reportable, including those associated to actions.

Fake reports: A malicious user can attempt to frame a user, violating what is
often called receiver binding. Here the malicious client tries to trick a moderator
into accepting a reported message that was not sent by the honest user specified
in the report. Because we trust the AS, doing so would result in an existential

forgery against the digital signature scheme.

2.7 Implementation and Evaluation

We now describe a concrete realization of our governance approach: a proof-
of-concept messaging platform, called MlsGov, that supports an expressive set
of governance policies. This implementation helped us explore the ease with
which developers might build platforms with rich governance features. It also
allowed us to assess performance overheads relative to governance-free en-

crypted messaging.

2.7.1 The Platform: MlsGov

We call our platform prototype MlsGov. We forked the Rust implementation
OpenMLS [9] to add our new ordered application message proposal type and
to modify the exposed API as needed. The changes to the library are minimal,
reflecting our goal of modular design. We then implemented our governance
layer logic in Rust. It totals 3,988 lines of code as counted by the cloc utility,

not counting specific policies.
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Operation Latency & Traffic

Action Request Network Post- Total  Traffic
Gen. Overhead Processing Latency
(ms) (ms) (ms) (ms) (KB)
Invite (for 63 4.78 650.96 12.62  823.47 636.94
invitees)
Add (for 63 20.76 360.39 0.15  485.25 176.65
invitees)
GovStateAnn. 0.58 258.08 0.12  259.02 9.62
Accept® 1.28 254.2 0.02  255.72 3.65
RenameGroup 10.18 350.0 0.13 360.68  44.91
VotePropose 10.12 313.45 0.16  324.07  33.95
(Rename)
Vote® (Rename) 0.37 255.58 0.05  256.25 3.89
Send (10-char Text) 0.40 257.13 0.08 257.87 3.54
Send (100-char 0.40 2574 0.08  258.13 3.86
Text)
Sync® Latency & Traffic
Action Network Message  Total Traffic
Overhead Processing Latency
(ms) (ms) (ms) (KB)
Add (for 63 482.88 2.03 486.18 124.92
invitees)
Accept® 625.19 28.77 65529 223.79
RenameGroup 404.32 1.88 40735  56.7
VotePropose 392.95 1.87 39599  51.22
(Rename)
Vote® (Rename) 720.08 37.65 759.04 378.59
Send (10-char Text) 371.85 0.63 373.71  37.32
Send (100-char 360.62 0.60  362.38  37.65

Text)
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Figure 2.5: Latency breakdown for various messaging operations and traffic for
a user in a group of 64 users in MlsGov (5-trial average). Clients are on US-
East AWS instances while DS/AS are on US-West. For operations® requested
by multiple clients simultaneously, data from the 33rd starting client is used.
Total latency represents the time between loading the pre-operation group state
and saving the post-operation group state, including server processing and key
package generation/update delays. The top table shows operation latency and
traffic; the bottom table shows sync latency and traffic for applicable operations.
Sync request generations take consistently < 0.01 ms. For results in a group of

1024, refer to Figure 2.7/in Appendix



We implemented MIsGov by designing a set of policies, as we elaborate on
below. We constructed a CLI client in Rust, totaling 1,431 lines of code. It is
capable of managing histories and states for multiple groups in multiple com-
munities. Additionally, we developed simple yet efficient DS and AS services,

also in Rust.

Delivery service architecture. Our delivery service is responsible for ferrying
ordered, unordered, and welcome messages between clients. Additionally, the
DS distributes user-submitted cryptographic material (KeyPackages), which are
used by other users to add them to MLS groups. In line with our asynchronous
setting, users send and receive messages via issuing requests. There are sepa-
rate requests for handling ordered and unordered messages. In our implemen-
tation, ordered messages are inserted into per-group synchronized queues to
ensure total ordering. Unordered messages are placed in individual per-user
queues. This means that we have that group membership is revealed to the DS
(recall that we do not target membership privacy). When users send ordered
messages, in the response, they receive all ordered messages that arrived before
theirs in that group. This enables clients to break ties among ordered messages
to ensure consistency, all while ensuring minimal lock usage which is important

for achieving high throughput.

Included governance features. MlsGov includes RBAC that enables flexible
permissions hierarchies among group members. For instance, our system can
support having admins that can remove users from a group, add new members
to the group, takedown content, change the (private) group name, assign a new
moderator, and more. Importantly, admins have the ability to add more RBAC

roles and permissions; a common pattern we expect is to have admins delegate
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to moderators the ability to takedown content and remove regular users (except
the admins). But this is just an example that we implemented, and different

moderation hierarchies are configurable via governance actions.

We also built a policy to support voting. Any user can initiate a poll to decide
on whether to perform a governance action, which votes to elect new modera-
tors, change the name of the group, modify community guidelines, takedown
some content, or perform other governance actions. Our initial implementation
waits for all current members of the group to vote, and then executes the gover-
nance action, a rename action in our proof of concept, if a simple majority voted
to do so. It would be easy to modify the policy to instead have the vote end
after a set duration, and take a decision based on who participated (and even
set thresholds on how many need to have participated). As described in Sec-
tion we optimized the process to minimize the usage of ordered messages,
significantly reducing contention and hence total latency. We also support polls
that perform no governance actions, as may often be the case when users want

to vote on something that happens off the platform.

Our experience writing policy code indicates that it enables rapidly building
rich governance features. We have also begun prototyping reputation systems
(modifying user permissions dynamically based on reputation score), setting
word filters to automatically block content (which would give a mechanism
to enforce the profanity ban mentioned in our example from Section [2.3), and

more.
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2.7.2 Performance Evaluation

MlsGov is the first system we are aware of that builds rich extensible gover-
nance features in an E2EE setting. In this section we evaluate the performance
overheads of our governance approach over the baseline of a basic messaging
platform. For the latter we use as baseline a version MlsGov with all governance
features turned off. We refer to this as MlsBase. This means that no authoriza-
tion checks occur, reporting signatures are not included with messages, and the
policy engine is not run. Our evaluation focuses on assessing the latency and
bandwidth overheads incurred by our approach to governance, as well as its

effect on scalability in terms of group size and server resources consumed.

We note that, as far as we are aware, ours is the first comprehensive end-
to-end benchmark of a messaging system built on MLS. Hence, these absolute

performance numbers may be of independent interest.

Experimental setup. We perform our experimental evaluations in a networked
setting. We use AWS EC2 to run our AS and DS (on a m7g.medium in US-
West-2), and our client machines (in US-East-2, 8 clients per t4g.small instance),
in order to test in the WAN setting, with the only exception of server process-
ing time analysis (where all instances are in US-East-2). See Appendix for

additional details.

Microbenchmarks. We present both client latency and client-to-server band-
width metrics for various operations in Figures and across group sizes
ranging from 8 to 1024. Latency is measured from the initiation of a client re-
quest to the end of processing of server responses, possibly containing new

messages from other members. This latency breakdown includes request and

43



Total Operation Latency over various Group Sizes Message Size over different group sizes

L —— OAM: RenameGroup 3009 o OAM: RenameGroup
000 - oAM: RenameGroup (Baseline) -+~ OAM: RenameGroup (Baseline)
- UAM: GroupStateAnnounce ) UAM: GovStateAnn
E g00{ - UAM:SendText 2 900 © UAM:SendText
E‘ -~ UAM: SendText (Baseline) IS -+- UAM: SendText (Baseline)
3 ; )
5 6001 %
£ @ 100
o) %]
B 400 A =
200 + *7‘4‘»“”7”#_‘_ _____ ‘_ _____ ‘4 ()7?1_079‘_@_“0;_-,0_-‘, ,,,,, ‘_ _____ ‘,0
0 200 400 600 800 1,000 0 200 400 600 800 1,000
Group Size Group Size
(a) (b)
Vote Latency over Different Group Sizes Vote Traffic over Different Group Sizes
. ‘ 6,000 . ‘
6.000 UAM: Sync (Post Voting) UAM: Sync (Post Voting)
1 —— OAM: VotesBatching —o— OAM: VotesBatching
m —— OAM: VotePropose (RenameGroup) = —e— OAM: VotePropose (RenameGroup)
& UAM: Vote (RenameGroup) ¥ 4,000 UAM: Vote (RenameGroup)
& 4,000 ~ 2
3 =
£ 2,000 g 20007
. //0/0/'—¢ )
0-+— O F—
T T T T T T T T T T T T
0 200 400 600 800 1,000 0 200 400 600 800 1,000
Group Size Group Size
(©) (d)
0] Server latency: 512 groups of 2 members e Server latency: 16 groups of 64 members
< 300 < 300
n i+ Send+Sync All OAM @ —Send+Sync All OAM
= —+Send Only All OAM = i~ Send Only All OAM
g Send+Sync 50% OAM g Send+Sync 50% OAM
8 200 { —+ Send Only 50% OAM | S 200 I Send Only 50% OAM
8 | Send+Sync 90% UAM ! 2 —+— Send+Sync 90% UAM
£ —+—Send Only 90% UAM £ i~ Send Only 90% UAM
e Send+Sync All UAM 2 Send+Sync All UAM
2 100 Send Only All UAM 2 100 Send Only All UAM
g = g
5 / G
| ‘ —
5} () e ———
50 el 50 e
g 01 T T T T T g 01 T T T T T
E 0 30,000 60,000 90,000 120,000 % 0 2,000 4,000 6,000 8,000
Number of requests sent by all clients Number of requests sent by all clients
(e) (f)

Figure 2.6: Experimental evaluation of MIsGov. Results, averaged over 5 trials,
include standard deviation as error bars. In (a)(b), data is from the last starting
client for multi-client operations. Only (e)(f) feature data from both servers and
clients in US-East, instead of cross-regional — this was an optimization to allow
for faster server benchmarks.
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its corresponding sync request generation, network communication, and pro-

cessing.

Most message types, when compared to MlsBase, bear extra bandwidth
overheads due to digital signatures, each adding an average of 882.20 bytes on
average across 5 trials of all group sizes. The impact on latency and bandwidth

varies with group size, as illustrated in Figure

Governance state in group additions depends on group size, growing ap-
proximately linearly. This state is only relayed in a GroupStateAnnouncement

message when adding users and is depicted in Figure

A significant portion of end-to-end latency is dominated by network channel
establishment and data transmission, accounting for 99.6% ~ 99.7% for UAM
and 68.8% ~ 99.0% for OAM, appeared as Network Overhead in Figure
MlsGov latency is mostly negligible, with exceptions being the addition of many
members or syncing large message quantities in large groups. OAM bears a sig-
nificant overhead than UAMs and incurs a longer generation and processing
time. This is because OAMs are sent through commit messages, which by de-
fault carry out key rotations for forward secrecy and post compromise recovery.
Our evaluations involve a worst-case configuration of an MLS group in which
these updates are linear in size. Governance state announcements increase in
size linearly in group size because the RBAC, which is part of the governance

state, tracks information for each group member.

For a group of 64, a text message’s transmission requires 258 ms and 3.54 KiB
of bandwidth. Meanwhile, adding all 63 members takes 485 ms and incurs a

bandwidth of 177 KiB. These metrics are tabulated in Figure Notably, costs
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for sending text messages remain constant, but costs scale linearly for group
rename actions and governance state announcements, largely due to key rota-

tions, request metadata, and RBAC-related data.

Voting macro-benchmark. To assess the performance of a complex governance
procedure, we benchmarked a representative voting workload. For groups
ranging from 16 to 1024 members, we measured latency and bandwidth (av-

eraged over 5 trials, with standard deviations) for a vote to rename the group,

reporting the results in Figures 2.6c/ and [2.6d| In our tests, one user starts the

vote, and all members cast votes simultaneously via unordered messages. Once

a client receives enough votes, it batches them in an ordered message.

We noted a linear rise in time and bandwidth (communication complexity
of sent messages). For a group of 1024, it takes about 0.50 (0.17) seconds (stan-
dard deviation in parentheses) for all to vote and 1.58 (0.35) seconds for a mem-
ber to batch and commit votes with an OAM. Our data shows operations use
9.53 (0.02) KB network traffic per voter and 4227.70 (113.53) KB for the batching

member, making our voting approach viable for large groups.

Server evaluation. We evaluate how well our system implementation scales
with different request loads by measuring how fast our delivery service can
handle requests. The latency is defined as the timespan from the start of the

tirst client’s request to the end of the last client request.

We test 1024 users with various workloads: 100% unordered messages with
21-character strings, 100% ordered rename messages of length 11 4 2 characters
(we have the group names depend on the client name, which can vary in size),

and randomly generated mixed workloads with either half or 90% unordered
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requests, with the remainder as rename requests.

We vary the total number of requests for these four different workloads and
measure total latency provided by our server and the achieved throughput. The
offered workload ranges from 0 up to 2'7 requests, capped at around 250 sec-
onds. We performed the same benchmark in a setup with 512 and 16 groups
of sizes 2 (direct messaging) and 64, both involving 1024 clients (see Appendix
2.12).

We report on our results in Figures and In situations with ordering
contention, when others’ valid OAM arrives at the DS before a client’s generated
OAM does, the client needs multiple messages and communication rounds for
its request completion. Larger group size means more read per request and also

higher contention likelihood, which resulted in a slower completion.

Yet, even under challenging conditions where all OAMs are within large
groups, our system can handle an average of 32.89 incoming requests (accompa-
nied by over 2,072 message retrievals) every second. In a more typical scenario
with 90% UAM and 10% OAM, the server processes a minimum of 127 requests
(8192 message retrievals) per second for groups of 64, and 585.14 requests per
second for groups of 2. Employing a more powerful server could decrease the
message retrieval latency, but its efficacy may diminish with a high volume of

ordered messages per group.
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2.8 Conclusion

This paper introduces the novel goal of private hierarchical governance for
encrypted group messaging. We show how community moderation systems
widely used on plaintext platforms can be adapted to the E2EE setting while
maintaining privacy, integrity, and accountability. Our solution is a radical
departure from prior E2EE moderation approaches which focus on platform-
driven moderation. As a result, private hierarchical governance opens up new
possibilities for abuse mitigation that do not suffer from the transparency and

accountability issues that arise with platform-driven solutions.

Our design pushes the execution of governance to client devices and makes
use of the messaging layer to maintain shared encrypted state. Instead of
focusing on hard-coding specific policies, our design enables a framework
for expressing general policies, such as voting and content filter enforcement.
Through enabling reporting to both platform and community moderators, our
design provides channels to inform moderation at both levels. We conduct a
security analysis of our design by reasoning through possible attack scenarios.
We build and benchmark a prototype encrypted messaging platform that real-

izes private hierarchical governance in order to demonstrate its practicality.
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2.9 MLS Background

In this section, we summarize details about the MLS protocol that are relevant

to our work.

MLS architecture. MLS [32] relies on two services: an authentication service (AS)
for managing user identities and a delivery service (DS) for transporting mes-
sages. The concrete design of these services are not specified, and implementors

are free to design within the API [28].

The AS is a service that serves the role of a traditional PKI, mapping user
identities (usernames) to certificates. Looking ahead, we use credentials that
include for each user a long-lived digital signature public key. This long-lived
public key can be used to verify the authenticity of further cryptographic keys,
and ultimately allows cryptographically verifying, for example, sent messages
as emanating from a particular sender username. As in any PKI, security re-
lies on the AS being a trusted third-party that provides users with the most
up-to-date views of these mappings. We suggest that deployments use a key
transparency mechanism [41,94,95,112] to enable users or auditors to check for

malicious behavior on the part of the authentication service.

The DS transfers (encrypted) messages between users in the network. In
contrast to solutions built out of independent pairwise channels, in our imple-
mentation we opt for a server fan-out design. Clients send messages to the de-
livery service along with a list of intended recipients. The DS then forwards the
messages along to those recipients. Over the course of its operation, the delivery

service does not need to keep track of who belongs to which group, however, it
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can infer membership based on which recipients a message specifies.

Protocol overview. The MLS protocol [28] provides a mechanism for group en-
crypted messaging. To do so, it uses the bhargavanTreekem18 protocol [33}45]
to allow a group to efficiently maintain a shared secret that evolves over
time. KEM (key encapsulation mechanism) public keys are authenticated via
long-lived signing keys that are, in turn, authenticated by the AS. bharga-
vanTreekem18 allows for efficient changes to group membership and provides

strong forward secrecy and post-compromise security guarantees.

Protocol messages in MLS can be either public or private. Public MLS mes-
sages are signed by the sender. Private MLS messages are signed by the sender
and then encrypted using a current group-held symmetric key with an appro-
priate authenticated encryption with associated data (AEAD) scheme (such as
AES-GCM [93]). Group members can verify the sender of both private and pub-
lic messages; public messages can additionally be verified by the DS should that

be useful to applications.

MLS has two classes of messages, application messages and handshake messages.
The former are private messages used to transmit plaintext data to the group.
Delivery of application messages is best-effort, and MLS is explicitly designed
to allow message reordering or even dropping of messages. Handshake mes-
sages are more complicated as they are used to maintain shared group state,
such as the current bhargavanTreekem18. To add a new client to a group, the
user adding the new client prepares a welcome message. These include a se-
rialization of the current shared cryptographic state, and are sent as a private

message.
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The shared group state must evolve consistently over time, as users join and
leave, with updates to user KEM public keys for forward secrecy, etc. MLS
therefore requires a consensus mechanism to ensure that clients agree on this

evolution.

2.10 Additional Security Analysis

Our design prevents the platform from directly learning about governance ac-
tions, messages, the group name/topic, block list, votes cast, election outcomes,
and member profiles. However, the platform may be able to infer via traffic
analysis who serves as the moderator of the group, the outcome of a vote, and
the type of governance messages sent in the group. Whether such attacks will
be effective in practice is unclear, given that all messages are encrypted and
the possibility of deploying countermeasures that have been explored in other

contexts such as TLS [52].

To elaborate, suppose a group has a policy in which only moderators can add
new members. Although Add messages are encrypted, the DS may still infer
which messages add new members through keeping track of the recipient list
of messages. For instance, the DS may notice that after U; sent a message (whose
contents are encrypted), the recipient list in U;’s next message contains one more
user, Us. As a result, the DS can infer that the first encrypted message probably
added U, to the group and that U; is authorized to add new members to the
group. These inferences are likely to work in some settings and not others (e.g.,
due to noise), and so future work will be needed to evaluate their practicality.

What’s more, our approach to governance is amenable to deployment of traffic
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analysis mitigations such as padding, dummy messages, and metadata private

messaging.

Only received action messages can be reported with cryptographic assur-
ance to the moderator, others will only be trustworthy should client software
be honest. To elaborate, in a conversation between Alice and Bob, Alice can
report the messages she receives from Bob but cannot cryptographically prove
that Bob received particular messages from her. This limitation also exists for
other asymmetric cryptographic message franking solutions [113|]. The reason
is that nothing prevents a malicious reporter with modified client software from
generating a new action message, signing it, and reporting it to a moderator—

without actually sending the action message to any group.

Another related limitation is that ordering information of messages is not
currently cryptographically verifiable, and only trustworthy should client soft-
ware be honest. In fact there is no absolute ordering of content actions, since
these are encoded as UAMs, and so this issue is in some sense fundamental.
That said, one might add DS-signed time stamps to (encrypted) messages to

enforce some partial ordering.

Our reporting mechanisms do not immediately enable the reporting of devi-
ation from protocol behavior. For instance, a malicious client sending an honest
client an incorrect initial state is not reportable. Even though the incorrect group
state announcement is reportable, proving that it is incorrect would require re-
porting every commit sent in the group in order to compute what the correct
group state should be. This is in general not practical or desirable. Future work
could explore providing cryptographic assurance for commit sequences using

zero-knowledge proofs. Regardless, honest clients can still issue claims to the
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platform moderator that a client generated an incorrect group state announce-
ment. If many such reports are received, say from a majority of a group, a plat-

form moderator would have reason to take action against the reported inviter.

MLS provides strong forward-secrecy (FS) and post compromise security
(PCS). FS entails the confidentiality of messages sent before a compromise oc-
curs and PCS guarantees the confidentiality of messages sent after a healing
procedure following a compromise. We now discuss how our addition of gov-
ernance, in particular, our mechanism for shared encrypted state, interacts with
the FS and PCS properties of MLS. Recall that state updates are sent via en-
crypted commit messages and that new users learn the current aggregate state
via a message sent by a current group member. These update messages are pro-
tected by FS and PCS, but the reliance of our system on maintaining long-term
aggregate state changes the implications of FS. In particular, when a group state
update message (sent upon a new user joining a group) is compromised, the
attacker can infer the contents of prior messages that led to the aggregate state
they observed. This issue surrounding FS seems inherent to similar systems
that must maintain long-term accumulated state, such as end-to-end encrypted
backups. Semantic information from compromised messages can also leak in-
formation about prior messages sent, even if those messages are cryptographi-
cally protected by FS. Finally, given that users are often not required to turn on
disappearing messages, device compromise trivially reveals to an attacker past

messages in the clear, which are stored on-device.

In summary, our governance mechanism requires maintaining long-term en-
crypted state that may reveal information about messages sent before FS ratch-

ets. The extent of such leakage is highly dependent on what specific policies
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are deployed. Furthermore, we cannot deploy a “disappearing messages” type
feature for governance state in a straightforward manner. If our aim were to
hide information about past governance messages, we could do so by re-setting
governance state (like the list of moderators) periodically, but this would likely
be prohibitive from a usability standpoint. To be clear, the addition of gover-
nance does not impact forward secrecy of content-carrying messages. Rather,
maintaining long-term state that gradually evolves over the lifetime of a group
necessitates that prior governance messages be reflected within the current gov-

ernance state.

2.11 Additional Implementation Details

Communications and Persistent States. We designed and implemented a cus-
tom protocol for communication between clients and the two servers. To do
so we use standard approaches, and used JSON for data serialization and web

sockets for transferring messages between clients and servers.

Signature. We use the ed25519-dalek [48] implementation of ed25519 for gov-
ernance digital signatures. Clients sign all actions and include the signature in

the request.

Unordered and Ordered Voting. We implemented both voting in all ordered
and unordered (except for the start and ending batch-commit message(s) being
ordered) format. When all clients start to vote at the same time, ordered voting
can have very high contention that even if coupled with an exponential back-

off mechanism (a common retry strategy), the completion time could still last
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for minutes for bigger groups. Unordered voting on the other hand brings vot-
ing time down to seconds, but unordered messages are relayed best-effort and
could be lost, with a remedy that the client can batch-commit their unordered
vote themselves should their vote does not appear in other members’ batch-

commit.

2.12 Additional Experimental Results and Details

Additional results. We include additional experimental results for our system
in Figure which reports micro-benchmark results for a group consisting of

1024 members.

Client Instances. To mimic performance on a low-budget device, every 8 clients
run on a t4g.small instance, which has 2 GiB of RAM and 2 vCPU, and network
bandwidth up to 5 Gbps.

Server Instance. The AS and DS run on a single m7g.medium instance, which

has 4 GiB of RAM and 1 vCPU, and network bandwidth up to 12.5 Gbps.

Text Field Length. Text message content consists of strings of 10 + 1 (default
unless specified otherwise) or 100 characters. Rename message content contains
strings of 15 £ 1 characters. Vote message content contains the string “yes”.

Invites add a single new user with a name consisting of 1 ~ 4 characters to the

group.

Benchmarking Tooling. We use boto3 with SSH (Paramiko) to automate the

process of creating and running instances for experiments. We use an t4g.xlarge
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Operation Latency & Traffic

Action Request Network Post- Total Traffic
Gen. Delay Processing Latency
(ms) (ms) (ms) (ms) (KB)
Invite (1023 invitees) ~ 66.941.09  1170.27075)  200.25017)  1866.37(10333)  10254.38(285
Add (1023 invitees) 337.32075)  551,04(253) 1.3(009) 1283.113956)  2752.14(09)
GovStateAnnoun. 1.95007) 298 87(2203)  (,53(0.04) 363.62(194) 72.1200-11)
Accept 3.84024) 25445667  0,070:07 259.12(:30) 9.26(0:02)
RenameGroup 141.370:9)  644.03(8249) 0.5(002) 937.78(8264) 600.5(0:16)
VotePropose (Rename)  94.42%60)  57426(7446) (85005 8014401464 394 29(11398)
Vote (Rename) 0.63001)  54778(18357) 0500 549,16(17216) 9.53(0:02)
Send (10-char Text) 0.720003) 27194028 ,08(001) 273.83(1:24) 9.17(0:02)
Send (100-char Text) 0.65(009)  257.31(062) 0.080:0) 259.01059 9.47(002)
Sync Latency & Traffic
Action Network Message Total Traffic
Delay Processing Latency
(ms) (ms) (ms) (KB)
Invite/ Add/Ann (1023 invitees) 3563.57(1948.93) 20.100-83) 3585.59(154201) 1795 37(047)
Accept 2535.59(1149.73)  614428.4165168751)  616969.1(193098) 3529 £1(064)
RenameGroup 1476.81(266:87) 8.2125) 1486.5224827)  748.49(019)
VotePropose (Rename) 1242.37(358.08) 6.272:45) 1250.14(264.72) 645.38(56-95)
Vote (Rename) 3606.64(620-86) 602.40(26-95) 4214.05(447:57)  5913,89(56.18)
Send (10-char Text) 613.35(4362) 0.620:09) 615.59(40-18) 454.1(0.08)
Send (100-char Text) 593.480-72) 0.65(002) 595.85(%-37) 454.38(009)

Figure 2.7: Operation latency breakdown for a user in a group of 1024 users
in MlsGov (5-trial average (std.)). Clients are on US-East AWS instances while
DS/AS are on US-West. For operations requested by multiple clients simul-
taneously, data from the 513th starting client is used. Total latency represents
the time between loading the pre-operation group state and saving the post-
operation group state, including server processing and key package genera-

tion/update delays.
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instance to issue the operation command to all instances, which can reach 1024
clients (128 instances) within 3 seconds unless the commands are too demand-

ing and are draining instance resources.

Server Evaluation Detail. The workload is generated by each client looping
through requests consisted of the target distribution, with all clients starts uni-
formly in the loop. We disable group state saving to reduce client-induced over-
heads. To mimic natural interactions, users send sync messages before their

requests in these workloads.

2.13 Pseudocode Specification

We present a pseudocode specification of our governance protocol in Fig-
ure and Figure We indicate explicitly where our system calls
out to MLS. The MLS.SendUnordMsg call corresponds to sending an MLS
ApplicationMessage. The MLS.SendOrdMsg corresponds to usage of our
new ordered application message proposal type. An overview of the MLS-level
functionalities can be found in the MLS protocol specification [28] and Open-
MLS documentation [7]. We use the variable st,s to denote state associated
with the MLS messaging layer. The variable st,., represents shared governance
state within a group. The local state a client maintains is represented by stiq..
In addition to storing the shared governance state, stj,. contains the content
state st.on, which may differ between users of the same group, due to a lack
of ordering guarantees for content-carrying messages. Groups have associated
identifiers, denoted as gid. The signature key pair (pky, skr) enables reporting

signatures on messages.

57



InitClient(u) — Stioc, Stmis:

Stms s MLS.InitClient()

pkg, skr <3 S.KeyGen(); store skg in st
Post pky and KeyPackages for user u to AS
return (stioc, Stmis)

CreateGroup(stioc, Stmis) = (Sthye, Stioe, 8id):

Initialize default stgoy

Initialize empty content state stcon

Add entries (gid, stgoy) and (gid, stcon) tO stioc
return (stmis, Stioc)

SendContentMsg(stmis, Stioe, ™, gid) — (¢, sti i, Stio.):

mls’

o < S.Sign(skr,m)
Append m to st for gid
return MLS.SendUnordMsg (st s, (m, ), gid), stioc

SendGovMsg(stmis, Stioc, M, gid) = (¢, sti, Stoo):

mls’

o + S.Sign(skr,m)
Append m to stcon for gid
return MLS.SendOrdMsg(stpys, (m, o), gid), stioc

SendReport(st s, Stioc, M, gid) — ¢

Retrieve reporting signature o for m
Append m to steo, for gid
return MLS.SendUnordMsg(stys, (Report, m, o), gid)

Figure 2.8: A pseudocode specification of our governance protocol.
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RecvMsg(stmis, Stioc, €, gid) = (st 1, Stioc):

m, stms < MLS.Recv(stpms, ¢, gid)

Retrieve entries (gid, stgov), (gid, stcon) from stjoc
Stgov, Steon <— Execute(P,m, stgoy, Stcon)

Update entries (gid, stgov), (gid, stcon)

return (stms, Stioc)

Accept(stmis, stioc, welcomeMsg, cgov) — (st

/ B
mls’ Stloc’ C)‘

Stmis, gid < MLS.JoinGroup( st s, welcomeMsg)

stgoy <= MLS.Recv(stmis, Cgov, gid)

Initialize empty content state stcon

Store entry (gid, stgov) and (gid, steon) to stioc

m < (Accept, , H(stgoy))

¢ <—s MLS.SendUnordMsg( st s, (M, S.Sign(skr, m)), gid)
return (stys, Stioc, €)

VerifyReport(stmis, Stioc, ¢, gid) — b:

(Report,m, o) + MLS.Recv(stpys, ¢, gid)
return S.Verify(pkg, m, o)

MLS.SendOrdMsg( st mis, m, gid) — st/

mls*®

return MLS.SendCommit(stys, OrdAppMsgProp(m, gid))

Figure 2.9: A pseudocode specification of our governance protocol (continued).
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CHAPTER 3
TRANSCRIPT FRANKING FOR ENCRYPTED MESSAGING

3.1 Introduction

End-to-end encrypted (E2EE) messaging is used by billions of people through
platforms like Whatsapp, Signal, and iMessage [124]. As a result, users enjoy
strong security and privacy protections even in the face of messaging platform
compromise by malicious insiders, remote attackers, or government overreach.
Abuse, hate, and harassment, however, are not prevented or mitigated by en-
cryption, and encrypted messaging platforms are used to spread misinforma-
tion, incitements of violence, and illegal content [87]. As a result, a rapidly
growing body of work has sought to provide trust and safety features for en-

crypted messaging, without diminishing its privacy benefits [105].

One important line of work targets secure reporting of abusive messages
(see [105]). When users receive harmful content, they can report it to the plat-
form, which can in turn take appropriate action against the user that sent the
problematic content. Such user-driven reporting features are widespread on
plaintext platforms and play an instrumental role in content moderation across
a wide range of abuse types [100]. In encrypted messaging, however, the plat-

form cannot trivially verify that a report corresponds to a transmitted message.

Facebook’s message franking feature [1] was the first to target cryptograph-
ically verifiable abuse reports. Message franking targets not compromising the
confidentiality of unreported messages, and preventing attacks that undermine

the trustworthiness of reporting: users should not be able to report messages

60



that were not sent, nor be able to send messages that cannot be reported. These
security properties were first formalized in [63] as receiver binding and sender
binding, respectively. While Facebook’s first design had a sender binding vul-
nerability [50], we now have message franking protocols with strong assurance
in their security [50,63|65]. Subsequent work extended to provide asymmetric
message franking schemes (AMFs) [67,/113] for two-party sender-anonymous
messaging, group AMFs [78], franking for two-party channels [65], and mes-

sage franking that allows only revealing parts of messages [81]].

All those treatments of message franking only support reporting individ-
ual messages. In practice, however, moderators typically need visibility into
more of a conversation to make judgements, and indeed existing abuse report-
ing workflows do report surrounding messages when one is reported [11,63].
Recent work [122] reports that users would find it useful to have more agency
in specifying what portions of their private conversations are disclosed to mod-

erators, which is not something current approaches offer.

Despite this, to date, there has been no attempt to show how to provide
cryptographically verifiable reporting of multi-message conversations. Near-at-
hand approaches, including those used in practice, do not provide a satisfying
level of security. Consider reporting with message franking: each individual
message can be verified along with a platform timestamp of when it was sent.
But a malicious client can simply undetectably omit messages from a report. For
example consider the conversation between Alice and Bob shown in Figure
If Alice reports the conversation with omission of m; it blocks moderators from
interpreting Bob’s message ms as replying to m; rather than mocking Alice’s

loss. A more subtle issue is that even high-precision timestamps do not establish
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Alice Bob Alice Bob

(my) My stand-up set (m1) My stand-up set
went great last night! went great last night!
(ms) I'm so sad, my (m3) I knew you were
goldfish just died! going to kill it!

(m3) I knew you were (m2) I'm so sad, my

going to kill it! goldfish just died!
(m4) How could you (m4) How could you
say that? say that?

Correct Order Reported Order

Figure 3.1: An example conversation in which message ordering impacts in-
terpretation. A report of this conversation should confirm for moderators the
causal ordering.

strict causal ordering [79]. Let m < m/ represent that m was received before m/
was sent. Returning to the figure, it could be that m, < ms, or it could be that
ms was sent before Bob received m,. The result in the latter case would be Bob’s

view of the conversation being different from Alice’s.

The problem of conversation ordering and moderation has been known to
practitioners since at least 2014 [89], but only recently has there been a first effort
to address it by Chen and Fischlin [44]. They propose a message franking pro-
tocol, MFCh.pg, in which clients report observed message ordering via franking
metadata alongside content. While their approach provides a novel augmenta-
tion of message franking with causality, they stop short of providing a fleshed
out solution for multi-message franking. Their security modeling considers re-
porting individual received messages. Meanwhile, allowing reporters to dis-
close sent messages is crucial to multi-message reporting with full context. One
could consider a natural extension of MFCh pp in which the report function is in-
voked for each message and both parties are involved in disclosing each other’s
messages. This, however, is susceptible to denial of service as the abusive party

can simply refuse to cooperate and go offline, withholding crucial context.
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Moreover, MFCh.pg is susceptible to integrity attacks. Since causality data is
client-generated, malicious clients can provide incorrect information about mes-
sage ordering. Consider the example conversation in Figure We demon-
strate an attack in which Bob makes Alice observe the view on the left while
making it so that Alice can only report the view on the right. Bob simply sends
mg after having received m, but attaches causality metadata to m3 indicating
he has seen only m,. Hence, Bob can force Alice to observe an upsetting mes-
sage ordering while making seem as if it were due to the network reordering

messages.

Our contributions. We suggest a new approach that we call transcript franking.
This cryptographic protocol goal allows users to report some or all of two-party
or group conversations with stronger security guarantees about message order-
ing and omissions. We define the syntax and semantics of a transcript franking
scheme and provide formal security definitions. We go on to detail transcript
franking schemes for both the two-party and group messaging settings; our
schemes are practical to deploy and avoid issues like those above, clarifying in
a single report all relevant information about the messages reported, including
causal ordering. To do so, our schemes deviate from Chen-Fischlin’s approach
of using client-provided causality metadata, instead taking advantage of the fact
that the platform can establish causal ordering over ciphertexts and check that
reports are consistent with it. We prove that our new schemes meet our new

security goals under standard assumptions.

We treat both two-party (direct) and group messaging settings; we explain

turther each, starting with the former.
Two-party transcript franking. We start with the two-party case, where only
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two clients are involved in a conversation (sometimes called direct messaging).
Our goal is to enable either participant in the encrypted conversation to report
all or part of the conversation to the platform. Our starting point is symmet-
ric message franking (SMF) [63}65], in which the clients encrypt messages us-
ing committing authenticated encryption with associated data (AEAD) and the
platform MACs (portions of) the resulting ciphertexts to produce a reporting
tag. To report a message, the ciphertext, secret encryption key, and the report-

ing tag are all sent to the provider.

In this setting where we rely on fast symmetric primitives, the veracity of a
ciphertext can only be checked by those who have access to the secret keys—
before reporting, just the two clients. Prior work on SMFs took this to mean
that one cannot support reporting a sent message, since the reporter could be
unreliable. But if we want to allow reporting more of a conversation, we must
support this. Intuitively, our approach will be to leverage acknowledgements

of received ciphertexts to register their validity for their use in reporting.

To do so, we first enrich the architectural model to surface how the provider
manages sending and receiving events separately. This more accurately cap-
tures the asynchronous nature of messaging. Formally, the platform is repre-
sented by a pair of algorithms TagSend and TagRecv. We allow the platform to
maintain per-conversation state; we also give a way to outsource this state se-
curely to clients. A client sends a message by running an algorithm Snd and sub-
mitting the resulting ciphertext to the platform by calling TagSend. To receive a
message, a recipient client runs an algorithm Rcv on it, and if it accepts the mes-
sage, indicates so to the server, which then calls TagRecv. The latter readies a

cryptographic reception acknowledgement for both the sender and the receiver.
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A set of messages can be reported by submitting their ciphertexts, their cor-
responding secret keys, and platform-provided reporting tags. The modera-
tor can process them via an algorithm Judge that verifies them, and produces a
causal graph providing the moderator with: (1) a partial ordering over all mes-
sages that implies a total ordering over messages sent in either direction; and

(2) indication of gaps—unreported messages sent between reported messages.

We require that transcript franking schemes provide confidentiality and in-
tegrity of messages that aren’t reported in the face of a malicious provider. More
complex is the security of reporting, in which the platform is trusted, but clients
are not. Here we formalize two security goals for transcript franking schemes,
which can be viewed as strengthening SMF sender and receiver binding. Com-
ing up with definitions that capture transcripts, rather than individual mes-
sages, proved challenging. For example, any given conversation can now give
rise to all sorts of possible reports: the entire conversation or any subset of that

conversation, including possibly just a single message.

Our first definition is transcript reportability. Here the security game tasks an
adversary controlling one client with interacting with the provider and some
other honest client. The adversary attempts to generate a message transcript
such that the honest client cannot successfully report some adversarially-chosen
subset of messages. In the case where only a single message is reported, this
coincides with sender binding, but it goes much beyond since it requires that
any subset of the conversation be reportable, including messages sent by the

reporter.

The second main security notion is transcript integrity. Intuitively we want to

not only ensure that no maliciously generated report can frame someone as hav-
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ing sent something when they have not, but, moreover, ensure that the reported
transcript does not lie about ordering or omissions. Perhaps counterintuitively,
we increase the adversarial power over prior treatments of receiver binding by
allowing the adversary to control both clients in a conversation to arbitrarily de-
viate from the protocol. The adversary has oracles to send ciphertexts to the
platform and register having received them. The game keeps track of a ground
truth graph of message transmission. This matches the view of the platform in
terms of sending and receiving event orderings for each transmitted ciphertext.
Then, the adversary’s goal is to come up with either a report that generates a
causality graph inconsistent with the ground truth graph, or two reports that
are inconsistent with each other. We define consistency relative to our causality

graph abstraction.

The quad-counter construction. We now turn to constructions. We want to en-
sure practicality, using fast cryptographic mechanisms and avoiding unrealistic
storage constraints. The main underlying idea is to have the platform carefully
attest to the observed causal order of ciphertexts. Since we allow stateful plat-
forms, we could of course just store a log of all sending and reception events that
occurred, with their corresponding ciphertexts. But this would be prohibitively
expensive in terms of storage. Instead, we can use MAC’d counters of events.
Namely, for each party we have a pair of counters, a sending counter incre-
mented each time that party sends a ciphertext, and a reception counter incre-
mented each time a ciphertext is registered as received. The platform generates
a cryptographic acknowledgement for each send and receive event: a tuple in-
cluding the party identifiers, the type of event (send or receive), a binding com-
mitment to the ciphertext, and the current counters, together with a MAC over

the tuple using a platform-held secret key. Cryptographic acknowledgements
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are shared with both parties. The platform need only retain the four counters,

hence the name of this protocol as the quad-counter construction (QCC).

A reporter can choose any subset of messages, and submits the identity of the
sender, the message itself, the cryptographic commitment to the message, and
both the sending and reception cryptographic acknowledgements. The plat-
form can then verify each tuple, and construct a causality graph that indicates
the precise causality order of the reported messages plus how many send and

receive events were omitted from the report.

We show that, under standard assumptions on the MAC and commitment

scheme, we achieve transcript integrity.

Extensions. The quad-counter construction readily extends to work in group
messaging settings, by having a sending and reception counter for each party
(for a total of 2n counters where n is the number of participants). The crypto-
graphic acknowledgements are otherwise similar to the two-party case. We for-

malize this setting, showing how our definitions and results handle it securely.

One potential downside of the quad-counter construction and its generaliza-
tion, as compared to in-use (but insecure) approaches like timestamps, is that
the platform must now keep per-conversation state. While this state is tiny, it
would be better to avoid, due to it complicating large-scale deployments where
one would prefer to have platform servers stateless and able to load balance any
message event across any server without having to synchronize state. We de-
scribe an extension to our approach which outsources the state to the clients, at
the cost of slightly extra data being sent to the platform, and relying on honest

users to report replays. See Section [4.6] for details.
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3.2 Preliminaries

3.2.1 General Notation and Primitives

Let Z* denote the non-negative integers {0, 1, ...}. To indicate the range of ele-
ments {0,1,..., N — 1}, we use the shorthand [N]. The symbol A € Z* denotes
the security parameter. For an adversary A in a game G, we use Pr[G(A) = z]
to denote the probability that the G outputs x when run with adversary .A. With
a tuple, we refer to its elements via 0-indexed positions or names. For instance,
c.z or c[0] refer to the first element of the tuple ¢ = (z,y, z). Multiple indexing
is also allowed: c.(z, z) extracts the first and third elements of the tuple, while
c[1 : 2] extracts the last two elements (for ranges, both the start and end indices
are inclusive). We indicate structs as sets of variables, e.g., s < {z,y, z}. When
s is in scope, we allow accessing z directly in order to simplify notation. The
notation d < D(z) indicates obtaining the output d from a deterministic algo-
rithm D, when fed input z. For a randomized algorithm R, we write 7 <—s R(z)
to denote obtaining the output r from the input z. We utilize the terms algorithm,

routine, and procedure interchangeably.

Bidirectional channels. To model two-party communication, we make use of a
bidirectional channel abstraction, borrowing syntax from [44]. A bidirectional
channel Ch consists of three procedures Ch = (Init, Snd, Rev), defined over a key
space K, a message space M, a party space {0,1}, a ciphertext space C, and
a state space S. The variable P and the labels {0, 1} are used to indicate the
two parties. Let the notation P be shorthand for 1 — P. We elaborate on these

procedures below.
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* st < Init(P, k) generates initial channel state st € S for party P € {0,1}
with key k € K.

* st’,c<—sSnd(P, st,m) produces a ciphertext ¢ € C from party P € {0, 1} for

plaintext m € M and client state st, yielding updated state st'.

* st',m,i < Rev(P, st,c) decrypts a ciphertext ¢ € C, received by the party

P € {0,1}, to plaintext m € M along with a sending index i € Z*.

Correctness of a channel requires that all honestly sent messages can be suc-
cessfully received with the correct sending index. For security, we expect stan-

dard confidentiality and integrity properties. See [44] for more details.

Message authentication code. A message authentication code (MAC) consists
of the algorithms MAC = (KGen, Tag, Ver) defined over a key space I, a message
space M, and a tag space 7. The key generation procedure KGen outputs a
random key k € K. The procedure Tag(k,m) outputs a tag t € 7 for a message
m € M. To verify a tag ¢t on a message m, one runs the procedure Ver(k,m,t),
which outputs b € {0,1}. An output of 1 indicates a valid tag on the message
while an output of 0 indicates an invalid tag. For a MAC to be considered secure,
it has to satisfy existential unforgeability under a chosen message attack (EUF-
CMA). This means that, when given oracle access to Tag(k, -) and Ver(k, -, ), for
k <—s KGen(), an adversary A has a negligible probability of producing (m, ),
where m is not previously queried to Tag, that passes the verification check. We

denote this probability as the advantage Adviiie™ (A).

Commitment scheme. A commitment scheme CS consists of a pair of al-
gorithms (Com, VerC) defined over a message space M, a key space K, and

a commitment space Q. The randomized algorithm Com(m) outputs a pair
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(k,c) € K x Q, where c is the commitment and £ is a key that allows open-
ing the commitment to the original message m € M. In terms of security, a
commitment scheme is often required to be hiding and binding. To satisty the
hiding property, the commitment ¢ must reveal nothing about the message m.
We formalize this via a real-or-random notion that requires that no efficient ad-
versary can distinguish a commitment from a random bit-string of the same
length. The binding property requires that an adversary A has a negligible prob-
ability in producing a tuple (m, k, m', k’, ¢), where m # m’, VerC(m, k,c¢) = 1, and
VerC(m/, k', c) = 1.

Message franking. User-driven reporting for end-to-end encrypted messaging
is captured by message franking [1}50,/63]. For now, we focus our attention on
two-party conversations between users. For the sake of notational simplicity,
we elide associated metadata that clients or the server may associate with the
message (e.g., timestamps). In accordance with our usage of messaging chan-
nels, we draw on message franking channels [65]. We opt for the syntax used in
Chen and Fischlin’s work [44]. The procedure Rev(P, st, c) outputs st’,m, ky, i,
where k; is a key opening the commitment c.c;, which is stored as part of the
ciphertext c. There is also a server tagging procedure SrvTag(sts, P, cs), which
outputs a tag ¢ on a franking commitment c;, which corresponds to a ciphertext
sent by party P. A reporting procedure Rprt(sts, P,m, k¢, cys,t) verifies for the

server that ¢ is a server tag on c;, which opens to a message m.
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3.2.2 Causality Graphs

In order to model message transmission in a way that accounts for asyn-
chronous networks, we use causality graphs. We define our causality graph
object here, which draws heavily on the graph formalism used in [44]. A causal-
ity graph G modeling two-party messaging is a directed bipartite graph con-
sisting of two disjoint sets of vertices 1, and V; and an edge set £. An edge
is a pair of vertices (vy,v2) where v; € Vp and v, € Vj for some P € {0,1}.
We write V' = V[, U V; to refer to the full set of vertices within the graph. Each
vertex v € V contains four pieces of data: an action type ¢t € {S, R}, a send-
ing counter cs, a reception counter cr, and a message m € M. Indeed, these
four pieces of data are sufficient to uniquely identify a vertex within a single
conversation. We can therefore define a vertex space V as the direct prod-
uct {S, R} x Z* x Z* x M, and the edge space £ as V x V. The action type
t indicates whether the vertex corresponds to a sending (5) event or a recep-
tion (R) event. For any message sent from P to P, there is an edge from a
sending vertex in P to a receiving vertex in P. We define the sub-graph re-
lation as follows: for two graphs G; = (Vi, Ey) and Gy = (Va, Es), we write
Gy C Gyif Vi C Vo and Ey € E,. We will also allow causality graphs that
do not contain messages, which will become useful for our security definitions.
Let G be a causality graph; we denote the message-excluded version of G as

G=({v[0:2]|veGV}{(v]0:2],1[0:2)) | (v1,1) € G.E}).

The counters cs and cr are monotonically increasing counters over sending
and reception event respectively for each party P € {0,1}. The addition of a
sending event to Vp increments the sending counter for Vp» while the addition

of a reception event increments the reception counter. Consider a sending vertex
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Figure 3.2: Examples of causality graphs. Let the a nodes correspond to Alice
and the b nodes correspond to Bob. The left graph corresponds to a situation
in which both Alice and Bob view the left ordering from Figure The right
graph leads to Alice viewing the left ordering and Bob viewing the right order-
ing from the same figure.

v € Vp. We have that v.t = S, there are v.cs — 1 sending events that precede v
and v.cr reception events that precede v. The nodes in Vp are totally ordered by
the lexicographic ordering over v given by (v.cs,v.cr). For a message m' sent
from P to P, there are vertices v, € Vp and v, € Vp, where v,.t = S, v,..t = R,

vs.m = v..m =m/, and (v, v,) € E.

Now that we have introduced the semantics of the data contained within
the graph, we define graph operations associated with sending and receiving

messages, and how they modify the data contained within the graph.

Graph initialization. An empty graph G consists of empty vertex sets 1}, and
V1 along with an empty edge set E. Each vertex set Vp has an associated send
counter cs and reception counter cr. We use the notation Vp.cs and Vp.cr to
refer to these counters for party P. Initially, Vp.cs = Vp.cr = 0 for P € {0,1}.

The counters will be treated as auxiliary state as opposed to part of the graph.
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We use the symbol ¢ to denote the empty graph.

Addition of send operation. We use the notation G < G + (S, P,m) to denote
the addition of a sending operation for message m' from party P. First, we
increment Vp.cs (Vp.cs < Vp.cs + 1), then create a new vertex v with v.t = S,
v.cs = Vp.cs, v.er = Vp.cr, and v.m = m/. Finally, we add v to Vp. When

updating a non-message-inclusive graph, we simply write G < G + (s, P).

Addition of reception operation. The addition of a reception for the message
with sending index i from party P is denoted by G < G + (R, P,i). Note that
this operation enforces that such a message with sending index i exists in G.V5.
First, we increment Vp.cr, then create a new vertex v with v.t = R, v.cs = Vp.cs,
v.er = Vp.cr, v.m = vs.m, where vy, € Vp, v5.t = S, v5.cs = i (by construction,

there is only one such vertex). We add v to Vp and add (v,, v) to E.

Graph validity and consistency. A causality graph G is valid if there exists a
sequence of send and reception operations that lead to its construction from an
empty graph. A sub-graph G’ is valid if there exists a valid graph G such that
G" C G. Two graphs G and G’ are consistent if there exists a valid graph G*
such that G C G* and G’ C G*. We write G ~ G’ to indicate that G and G’ are
consistent, and we use G' % G’ to indicate that they are inconsistent. Notions of

validity and consistency will be important in our security definitions.

Partial ordering over events. As we mentioned before, there is a total order-
ing over the events within 1 and V;. For v;,v2 € Vp, we have that v; < vy if
v1.cs < vg.cs, vy.cr < vg.cr, and (vy.cs, vy.cr) # (va.cs,vq.cr). The causality par-
tial ordering v, < v, for vy, v, € V is defined as the transitive closure of these

individual total orders along with the edge relation (i.e., vi <p v} if (v],v5) € E).
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Observe that this is an ordering over the sending and reception of messages as

opposed to an ordering of the messages themselves.

Contiguity and gaps. When a moderator views a sub-graph of a full conversa-
tion, it will be useful to understand which events are contiguous (in the sense
that no other events can be ordered between them) and which events have gaps.
This makes clear where there might be missing context, which can later be pro-
vided by either party if requested. The inclusion of sending and reception coun-
ters within the graph provides rich information that allows interpretation of the
contiguity of events. Consider two vertices v,v" € Vp where v < ¢'. If we have
that max(v'.cs — v.cs,v’.cr — v.cr) = 1, then by construction there can be no
v" € Vp such that v < v” < v/, so v and v’ are contiguous with one another,
among the vertices in Vp. Taking into consideration the edges in £, we can as-
certain whether any nodes in V5 can be ordered between them. If we have that
(v'.es —v.cs,v'.cr —v.cr) = (a,b) for v,v" € Vp, we know that there are a send
events and b reception events that occurred after v, including ¢’. In this way,

these counters provide rich interpretability of gaps within sub-graphs.

3.3 Two-Party Transcript Franking

Prior work on message franking has focused on reporting single messages that
were received by the reporting user. Often, single messages do not contain suf-
ficient context for understanding online harassment. Hence, we aim to extend
message franking to enable reporting sequences of messages. We propose a new
cryptographic primitive we call transcript franking that captures this goal. In

addition to providing integrity over the contents of messages contained within
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a sequence, a transcript franking scheme must have cryptographic assurance
over the ordering and contiguity of messages reported within a sequence. Due
to the inherent asynchrony of messaging, honest users may observe differing
but valid views of the message order. We aim for users and platform moder-
ators to be able to see the view of the transcript from the perspective of each

party as well the causal dependencies between messages.

Limitations of current approaches. The original Facebook white-paper that in-
troduced message franking suggests including server timestamps within the
data tagged by the server [1]. As prior work points out, this is insufficient
for capturing causal dependencies between messages since it does not directly
reflect client-side views and capture message concurrency [44]. Furthermore,
timestamps do not assure integrity over the contiguity of reported messages
within a conversation. Recent work suggests incorporating causality meta-
data into message franking channels, however since this metadata is client-
generated, it can deviate from the actual ordering of sending and reception
events that clients experience [44]. As we explain in the introduction, this leads
to attacks in which a malicious party can force the other party to view an upset-

ting message sequence while only being able to report a plausibly benign one.

A further limitation is that all prior treatments of message franking allow re-
porters to disclose only messages they have received from the other party. From
a motivational standpoint, this seems reasonable since the goal of reporting is
to demonstrate that an abusive party, presumably the non-reporting party, sent
harmful content. However, when reporting multiple messages within a con-
versation, a reporter may have to include their own sent messages to provide

sufficient context. In Figure for instance, Alice should be able to show her
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message that precedes the message Bob sends in order for the moderator to
evaluate whether it is abusive. The obvious solution of a reporter disclosing
their own sent messages is insufficient since the corresponding ciphertexts may
be malformed for the other party, and existing treatments of message franking
provide no way for recipients to indicate this to the service provider. An alter-
native would be to involve both parties in the reporting process. Yet this can
lead to a denial of service attack in which the accused party refuses to partici-
pate. Even with an honest accused party, requiring both parties to be online is
an unfavorable limitation. Hence, we must devise a reporting protocol that is
not contingent upon the participation of the non-reporting party. Note that such
a protocol may still allow the non-reporting party to continue to disclose more

context if they decide to do so.

Our suggested platform model. In line with the model used by the messag-
ing layer security (MLS) standard [28], we conceptualize the platform as pro-
viding a delivery service (DS) for message transmission and an authentication
service (AS) for managing user identities. Additionally, we consider a platform-
managed moderation service (MS) for accepting user reports and taking action
against abusive user accounts. Clients issue a Send request with a payload con-
taining the message ciphertext to the DS. To receive messages, a client issues a
Recv request, to which the server responds with outstanding message cipher-
texts. In a real platform, clients may be identified via usernames or phone num-
bers. Our transcript franking abstraction, on the other hand, simply identifies

parties within a conversation via the numeric labels {0, 1} for direct messaging.

Our model assumes a client receives a notification that indicates when the

DS has successfully received their message and another notification when the
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recipient client device has successfully received the message. These two events
correspond to the first and second checkmarks shown in widely used messaging
platforms such as Whatsapp and Signal [10,[12]. Messages may still be dropped
or reordered, but we will concern ourselves with reporting only messages that
were successfully received. We remark that this differs slightly from traditional
platform models for message franking, in which the platform simply tags a mes-
sage once it is sent and shares this tag with just the recipient. It turns out this

model will be crucial to achieving our transcript franking security goals.

Transcript franking syntax and semantics. We draw heavily on [44] as inspira-
tion for our syntax and will later provide a comprehensive comparison between
their approach to incorporating causality into message franking and our notion
of transcript franking. A transcript franking scheme is a tuple of algorithms
TF = (Srvlnit, Init, Snd, Rev, TagSend, TagRecv, Judge), defined over a server state
space Sg, a client state space S¢, a key space K, a message space M, a com-
mitment space Q, a franking key space K, a message-sent tag space 7s, and a
reception tag space Tz. We detail each algorithm below. Input and output vari-
ables names are unique, and we indicate the “type” (the set of possible values)
and description of a variable only the first time it is introduced in order to re-
duce verbosity. In general, st will refer to client or server state the before the

invocation of a routine, while st’ refers to the updated state after the invocation.

* stg <—s Srvlnit() outputs an initial server state stg € Ss.

* st <sInit(P, k) outputs initial client state st € S¢ for party P € {0,1} and

a secret shared channel key £ € K.

e st',c<—sSnd(P, st,m) is a client procedure that produces a ciphertext ¢ € C

and updated client state st € S¢ for party P, with original client state
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st € S¢, corresponding to an input message m € M. The ciphertext ¢
contains a franking tag c; € Q, which is a commitment to m, and a sending
index ¢ € Z*.

st's, ts <— TagSend(stg, P, cy) is a server procedure that produces a tag ¢, €
Ts for a message sending event, where P is the sending party, and ¢, is the

franking tag for the message.

sts,t,. < TagRecv(stg, P, cy) is a server procedure that produces a tag ¢, €
Tr for a message reception event by receiving party P. This procedure
is invoked only when the receiving client indicates that the message was

successfully received and valid.

st',m,ky,i < Rev(P, st,c) is a client procedure that processes a received
ciphertext ¢ € C and decrypts it to a message m € M U {L} with sending
index i € Z* and a franking key k; € K;. The message m is L if and only

if decryption fails.

G < Judge(sts, p) takes as input the server state stg as well as a client-
provided report p € {({0,1} x M x K; x Q x Tg x Tr)}, which is a set
of tuples of the form (P, m, k¢, ¢s,t,,t,). This procedure verifies the report
and, if the report is valid, produces a causality graph G € (V x &) U {1}
for the messages contained within the report. If the reporting informa-
tion is invalid, the procedure outputs L. Note, we enforce here that only

messages that have been sent and received can be reported.

To illustrate the semantics of a transcript franking scheme, we provide a brief

example of how these procedures are invoked. At initialization time, the server

runs Srvinit to produce an initial state. When two clients initiate a conversation,

both clients run Init(P, k) over a shared key £ to obtain initial client states. When
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client P sends a message m, it obtains c from the output of Snd(P, st, m). The ci-
phertext c is sent to a platform server, which then invokes TagSend(stg, P, ¢f) to
produce a tag t,, which is returned to P. Eventually, P contacts the server to re-
trieve outstanding messages. Upon doing so, the server transmits the ciphertext
¢, along with ¢,, to P, which decrypts it by invoking Rcv. Upon indicating valid
reception to the platform, the server runs TagRecv to produce ¢,, which is sent
to both P and P. When party P wishes to report a set of messages, they com-
pile (P, m, k¢, cy,ts,t,) for each message in p. The moderator then runs Judge to

produce a causality graph G.

Correctness. Informally, correctness requires that all honestly generated and
tagged messages can be successfully received and that any sub-graph of the full
causality graph can be reported. We make this precise with the game shown in

Figure and define the correctness advantage of an adversary A as
Advie'(A) = Pr{GFE(A) = 1] .

Formally, a transcript franking scheme TF achieves correctness if Advyg (A) =0

for all adversaries .A.

Tagging reception events. We discuss in detail what it means for the platform
to tag a successful reception event. Recall that our goal is to enable reporters
to include their own sent messages within a report without interaction from
the other party. The reception tag serves as a way to achieve this goal, acting
as an acknowledgement from the other party that the reported message was re-
ceived. However, in order for this acknowledgement to be meaningful, we must
carefully consider at which point the platform generates the reception tag. One
option is to generate the tag once the recipient sends a message to the service

provider indicating that their verification check passed, meaning the franking
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GSE(A):

ksw <3 KC, st.a, kcn <3 A(), win < 0
stg <—s Srvinit(ksyy)

st s Init(0, kcn), st1 <—s Init(1, kcp)
Rta Rra R A {}7 {}7 {}

.AO(StA, k(jh)

return win

0O.SendTag(P,m):
(stp,c) <sSnd(P, stp,m)

O.RecvTag(P,c,ts):

Assert (P, c.cp,ts) € Ry
Assert (P, c,ts) € R
Add (P,c,t,) to R
stp,m,ky,i < Rev(P, stp,c)
if m # L then
stg,t, < TagRecv(stg, P, cy)
G+ G+ (R,Pci)
Add (P, m, kf,cr ts, t.) to R,
else

win <1

stg,ts < TagSend(stg, P, c.cy)
return m, k¢, ts,t,

G+ G+ (s,P,m)

Add (P, c,ts) to R

return c, t, O.Rep(p):

Assert |p| > 0

G’ = Judge(sts, p)

ifpCR NG =L)V(GZL@G)):
win < 1

Figure 3.3: The security game for transcript franking correctness.

tag corresponds to the received plaintext. This would require two round-trips,
the first for to retrieve the message, and the second to explicitly tell the server

that it was well-formed.

Another option is to do this in one round trip: immediately tag the reception
event and send the reception tag along with the ciphertext. If the ciphertext is
malformed, the recipient can issue a complaint to the service provider, nulli-
tying the reception tag in question. Therefore, two round trips are made only
if the ciphertext is malformed. An implementation may also enforce a reason-
able time window within which to make such a complaint. We discuss receiver

acknowledgement further in Section

Comparison to Chen-Fischlin. Observe that our formalism, unlike that of [44]
includes two server-side tagging procedures as opposed to one. This makes
possible acknowledgement of message receipt by the platform and message de-

livery to the recipient client device. As a result, the server, as opposed to client
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devices, becomes the authority on message ordering, leading to additional secu-
rity benefits as we discuss next. Instead of having a single Init procedure shared
by the client and server, we specify Srvinit, and Init. The syntax and seman-
tics of the message franking channel in Chen-Fischlin does not enable parties to
report their own sent messages while our formalism does. While Chen and Fis-
chlin focus on two-party channels, we show how to enable transcript franking

for group channels in Section We provide a more in-depth comparison in

Appendix

3.4 Security Definitions for Two-Party Transcript Franking

In this section, we introduce security notions for transcript franking. Our set-
ting requires that the platform is the same entity that handles moderation re-
ports. Recall that we defined the transcript franking syntax and semantics in
Section [3.3] Our security definitions formalize notions of confidentiality and ac-
countability for the reporting process. Accountability consists of two properties,
reportability and transcript integrity, which we further explain in the remainder

of the section.

Threat model, informally. As the platform is trusted for handling user reports,
we trust it to serve as source of ground truth for the ordering of messages. This
does not mean that we trust the platform with the contents of messages or that
we assume a malicious platform will not attempt to maul ciphertexts. We do not
explicitly model the public key infrastructure used to authenticate users, though

we note that solutions such as key transparency [43,80,88,95,(112] enable PKIs
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without placing full trust in the service provider.

Transcript reportability. When a client accepts a message as valid, it should be
the case that this message can be successfully reported to the moderator as well.
Transcript reportability, which is formally specified by a security game in Fig-
ure 3.4} is a security property we define that captures this goal. The adversary .A
attempts to craft a report, containing messages accepted by an honest recipient,
that does not verify for the moderator. We define the reportability advantage of

an adversary A for a transcript franking scheme TF as follows:

AV (A) = PrIGEP(A) = 1]

Transcript integrity. To model malicious reporters that attempt to trick modera-
tors into accepting incorrect causality graphs, we define a security notion called
transcript integrity, which is captured by the game in Figure The adversary
A controls both parties and has access to three oracles: SendTag, RecvTag and
Rep. A ground truth causality graph G is maintained by the game and updated
by SendTag and RecvTag. The adversary wins if it can produce two valid re-
ports, where at least one is not a sub-graph of the ground truth causality graph,

or where the generated sub-graphs are inconsistent.

To elaborate, we recall some definitions regarding causality graphs that were
given in Section First, recall that G refers to the graph with message la-
bels removed, allowing us to compare with the ground-truth causality graph ¢
maintained by the game. Second, two causal sub-graphs are consistent if there
exists a valid causality graph G’ of which they are both sub-graphs. This final
consistency condition means that there is a unique ground truth causality graph

from which sub-graphs can be reported. We view this as a natural lifting of the
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Gre " (A):

ksrv —s IC

sta, kch < A()

win < 0; R < {}

sts <s Srvinit(ksp )
Stg ¢ Init(O, kCh)

sty s Init(1, kcn)
G,Rt,R, + &,{},{}
AC (st 4, k)

return win

O.RecvTag(P,c,ts):

Assert (P, c.cp,ts) € Ry

Assert (P, c,ts) € R

Add (P,c,ts) to R

stp,m,ky,i < Rev(P, stp,c)

if m # 1 then
stg,t, <—s TagRecv(stg, P, cy)
Add (P, m, kf,cr,ts, t.)to R,

G+ G+ (R, P ci)

return m, ks, s, t,

0.TagSend(P, cy):

G+ G+ (s,P)

stg,ts <—s TagSend(stg, P, cyf)
Add (P, Cf,ts) to Rt

return ¢,

O.Rep(p):

Assert |p| > 0
G’ + Judge(sts, p)
if G’ ¢ GApCR,:

win < 1
O.Send(P,m):

(stp,c) <sSnd(P, stp,m)
return c

Figure 3.4: The security game for transcript reportability.

receiver binding notion proposed in [63] to the multi-message setting. The ad-

vantage of an adversary A in the transcript integrity game is defined as follows:

AV (A) = Pr{GYEM(A) = 1] .

Confidentiality. In order for a transcript franking scheme to achieve confiden-
tiality, the reporting process must not reveal any information about unreported
messages. Of course, the underlying messaging channel itself must provide
confidentiality as well. We formalize this property in a security game in Fig-
ure inspired by the real-or-random multi-opening confidentiality notion
proposed in [63]. Our definition uses the function clen : M — Z*, which out-
puts the length of a ciphertext for plaintext m. The ROR-advantage against the

confidentiality of a transcript franking scheme TF for an adversary A is:

AdvST(A) = | Pr[GSP(A)] — Pr{GSR (A)]] -
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Giint(A):

ksp s IC; win < 0
sta, k(:h s A()

stg < Srvinit(ks,)
stg s Init(0, kCh)
sty +s Init(1, kcp)
G, R, R < E,{},{}
AC (st .a, kcn)
return win

0.SendTag(P, c¢):

G+ G+ (s,P)
sts,ts < TagSend(stg, P, c.cy)
Add (P,c,t,) to R,

return ¢,

O.RecvTag(P,c,ts):

Assert (P, c,ts) € Ry

Assert (P, c,ts) € R

Add (Pc,ts) to R

sts,t, < TagRecv(stg, P, c.cy)
G+ G+ (R,P,c.i)

return ¢,

O.Rep(p1, p2):
Assert |p1]| > 0and |pa]| >0
G1 + Judge(sts, p1)
G2 « Judge(stgs, p2)
i Gy A LAGy £ LA
(G1 L G)V (G2 £ G)
V (G1 % G9)):
win < 1

Figure 3.5: The security game for transcript integrity.

Gl (A):

b« A9 (st )

return b

Y+ Yu{c}

return c

ksn, 3 /CS; kCh 3 /Cc

sta+sA(), Y + {}

stg <s Srvinit(ksy)

sto s Init(0, kcp), st1 s Init(1, kcp)

O.Send(P,m):
(stp,c) <sSnd(P, stp,m)

O.Recv(P,c,ts):

O.ChalSend(P, m):

Assertc e Y
stp,m,ky,i < Rev(P, stp,c)
return m, kg

(stp,co) s Snd(P, stp,m)
c s {0, 1}c|en(m)
return ¢,

Figure 3.6: The security game for transcript franking confidentiality.

3.5 Our Construction

The key idea of our construction is to report platform-tagged acknowledge-
ments of message sending and reception. These acknowledgements contain
counters, maintained as part of the server state, that allow the moderator to
reliably reconstruct a portion of the causality graph corresponding to the plat-
form’s view of message transmission. Since our construction uses four counters

per conversation, we call it the quad-counter construction (QCC). We present
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the pseudocode specification of our construction in Figure which specifies
how the service provider handles state for a single conversation between two
parties. Parallelizing this for multiple conversations can be done in a straight-

forward manner, as we further discuss in Section

Client logic. The client procedures Init, Snd, and Rcv comprise a secure messag-
ing channel with reportable franking tags c;, committing to plaintext content m,
with the opening k. Indeed, these three procedures form a message franking

channel [44,65].

Server logic. Upon server initialization, sending and reception counters for
each party are initialized to 0 and the server samples a MAC key. When a party
P sends a message, the server increments the send counter for P and tags the
send event. Similarly, it increments the reception counter for P when P suc-
cessfully receives a message, and then produces a tag for this event. In the
pseudocode, the symbols S and R are labels that denote sending and reception

events respectively.

Reporting. To report a set of messages, a client compiles the message contents
m, the franking key £/, the franking tag c;, the send tag TagSend, and the re-
ception tag ¢, for each message. The client then forwards this information to
the platform within a single report object p. The platform verifies the commit-
ments for each message along with its own MAC tags. Then, it uses the indexes
within the tags to construct and order the vertices for the sub-graph, and it adds
edges between vertices that correspond to the same message. A moderator can

interpret the contiguity of vertices as explained in Section

Security proofs. We now demonstrate the security of our transcript frank-
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Srvinit(): Rev(P, sty e, ts, tr):

kmac <3 IC; ¢sg, cro, ¢s1, cr1 < (0,0,0,0) (st.stch, m, kg, i) < Ch.Rev(P, stch, ¢)

return {ky.c, ¢S, cro, €S1, CT1} if m= 1V VerC(m, ky,c.cy) =0
return |

Init(P, k): return st,m, k¢, 1

return Ch.Init(P, k) Judge( )
udge(sts, p):

Snd(P, st,m): Initialize empty graph G
(kf,cp) « Com(m) For (P,m, kg, cy,ts,tr)inp
(St.StCh, Ce) 3 ChSnd(P, St.SﬁCh, (m, kf)) b Ver(kmac, tS'aCk7 ts‘tag) A

Ver(kmac, tr.ack, t,.tag)A
VerC(m, ks, c.cy) Nts[0] = S A
TagSend(stg, P, cy): tr[0] = RAts.cp = tr.cy
ifb=0:

return |
csp, crp = tg.ack.(cs, cr)
csp, crp = tr.ack.(cs, cr)
vs = (S, csp, crp,m
TagRecv(stg, P, cy): v, = ER7 csl;, cr;, m))
crp < crp+1,ack < (R, P, P,cy, csp, crp) Add vs to G.Vp,add v, to G.Vj
t, < (ack, Tag(kmac, ack)) Add (vs,v,) to G.E
return stg,t, return G

return st, (c.,cy)

csp < csp+1,ack < (S, P, P,cy, csp, crp)
ts < (ack, Tag(kmac, ack))
return stg, s

Figure 3.7: Pseudocode for our two-party transcript franking construction.

ing construction, TF. We begin by proving transcript integrity. The following

lemma will be helpful for our proof.

Lemma 1. Let Gy and G be two valid two-party causality sub-graphs. Suppose Gy~
CTQ but Gy % Go. Then there must be v; € G1.V and vy € Go.V such that v1[0 : 2] =

v9[0 = 2] but vy.m # vy.m.

Proof. Assume for the sake of contradiction that for all v; € G;.V and v, € G5.V,
that if v1]0 : 2] = [0 : 2|, then v;.m = vy.m. Since 671 ~ GNQ, there exists some
valid causality graph G such that G1,Gy C G. This means that there exists
a sequence of send and receive operations that constructs G. We can use the
same sequence of operations to generate a valid message-inclusive graph G*,
such that Gy,Gy C G*, contradicting the assumption that G; # G,. In each

send operation, we simply include the message corresponding to the vertex v €
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G1.V U G,.V, if the counters for that send operation correspond to a vertex in
the union of the two vertex sets. By our initial assumption a unique such vertex
exists. For all other send operations, we can include an arbitrary message, the

empty string for instance. This completes the proof.

]

Theorem 1. Let TF be the transcript franking scheme given in Figure Let A be
a transcript integrity adversary against TF. Then we give an EUF-CMA adversary B
and V-Bind adversary C such that

AdviE(A) < Adviad™(B) + Advig™(C) .

Adversaries B and C run in time that of A plus a small overhead.

Proof. We proceed via a sequence of game hops with Game G, equivalent to
GTt, defined in Figure To aid with future game definitions, we provide
some additional bookkeeping, initializing an empty set R’ at the start of the
game. Game G adds (S, P, P, c.c;, G.(¢csp, crp)) to R’ before the return state-
ment of SendTag. Similarly, it adds (R, P, P, c.c;, G.(¢sp, crp)) to R’ before the

return statement of RecvTag.

The adversary A can only win if it is able to produce p;, p, such that @vl Z G
or CTQ Z G or G1 % Gy, where Gy < Judge(stg, p1), Go < Judge(sts, p2), and G
is the ground truth graph maintained by the game. From (p;, p2), we will show
that we can break either the unforgeability of the MAC or the binding property

of the commitment.

We consider two cases: (1) the adversary wins with @Vl or @; not a sub-

graph of G or (2) the adversary wins with G; # G,, but CTl,CTg C @. The
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tirst case will allow us to reduce to the EUF-CMA security of the MAC while
the second allows us to reduce to the binding security of the commitment.
Each case will correspond to a distinct failure event. Let G; be the same as
Gy, except we abort and output 0, right before setting the win flag, if A pro-
duces a valid (p1, p2) in case (1). We denote the event that this abort occurs as
Fi. Let G; be the same as G; except we abort and output 0 at the same lo-
cation if A produces a valid (p1, p2) in case (2). We denote the event that this
abort occurs as F,. Note that | Pr[Gy(A) = 1] — Pr[G,(A) = 1]| < Pr[F] and
| Pr[Gi(A) = 1] — Pr[Gs(A) = 1]| < Pr[Fy]. Furthermore, Pr[Gy(A) = 1] = 0,
so we have Adv™™(A) = Pr[G((A) = 1] < Pr[F] + Pr[F).

We now demonstrate an adversary B where Adv®*™™*(B) = Pr[F,]. The
adversary B perfectly simulates G to .A, while routing Tag and Verify calls to its
challenger oracles. If F; occurs, then we have that a ¢ G for some i € {1,2}.
For r an element of p, define f(r) = {r.t,.ack,r.t,.ack}. Observe that G; Z G

implies there is some r* = (P*, m*, k%, ¢}, t5,t;) € p;, such that f(r*) Z R'.

s 7r

To see why this is, observe that the construction mirrors the updates of the
causality graph perfectly. Put formally, if J,.., f(r') € R' and G’ < Judge(p),
then G’ C G. We have that G.(csp,crp,csp,crp) = (0,0,0,0) and the server
counters (csp, crp,csp,crp) = (0,0,0,0) at the start of the game. When
SendTag is called, we increment G.csp and stg.csp. Similarly, when RecvTag
is invoked, we increment G.crp and stg.crp. A simple proof by induction on the
number of oracle calls shows that G.(csp, crp) = sts.(csp, crp) for P € {0,1} by
the end of each call to SendTag and RecvTag. This means that v € GV im-

pliesv € G.V and e € G'.E impliese € G.E.

If Fy occurs, then we retrieve the r* = (P*,m*, k}, ¢}, 15, t;) in question, and

s r
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observe that Verify(kpac, t.ack, t*.tag) = 1 and Verify(kpac, t:.ack, tf.tag) = 1, be-
cause the output of Judge is not L. We must have that at least one of ¢;.ack or
t¥.ack was not queried to the MAC challenger oracle, otherwise both would be

in R'. Let t* denote this tag. We output (¢*.ack, t*.tag) as a forgery.

Now, we construct adversary C where Adv{e™(C) = Pr[F,]. If F, occurs,
we have that the adversary A was able to trigger G; # G, while évl, a; C G.
By Lemma [1| there exists v; € G; and v, € G, such that v1[0 : 2] = 1[0 : 2]
but v1.m # wvy.m. Note that there must also be a single ¢; and k}l), kJ(fQ) such
that VerC(vy.m, k\", cg) = 1 and VerC(vy.m, k2, cy) = 1. This breaks the binding
property of the commitment, and so C outputs (v;.m, k;l), Vg, kf), cr) to win

with probability Pr[F3]. This completes the proof. O

We now show that our scheme also achieves perfect reportability.

Theorem 2. For all adversaries A, we have Adv =P (A) = 0.

Proof. Observe that the check that an honest recipient performs in Rcv, namely,
that VerC(m, kg, c.cy) = 0, is replicated in Judge. The only way Judge can return L
is if this check fails, if any of the MAC checks fail, or if the input p is malformed.
Since we are dealing with an honest reporter, this cannot be the case, so Judge

must always return a non-_L value.

Our scheme achieves correctness via the correctness of the underlying chan-
nel Ch, the correctness of the MAC scheme (Tag, Verify), the correctness of the
commitment scheme (Com, VerC), and the fact that the counters in our construc-

tion perfectly mirror those of the ground truth graph (see the proof of Theo-
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(=) O

Figure 3.8: Example of group causality graph

rem [I). Observe that our construction boils down to a commit-then-encrypt
scheme, which was proven secure for the multi-opening real-or-random confi-

dentiality notion in [63], hence we omit the proof of confidentiality here.

3.6 Multi-party Transcript Franking

Up to this point, our constructions have considered transcript franking in the
two-party direct messaging context. We now discuss how our approach gener-
alizes to an arbitrary number of parties. A group consists of a set of N parties
{0,..., N —1}. The goal of a group transcript franking construction is to be able
to reconstruct a causality graph like that shown in Figure Note that, un-
like the two-party setting, one send event can correspond to multiple reception
events, as there are now multiple recipients. Each edge corresponds to a single
copy of the broadcast message. We build on the multi-party channel commu-
nication graph formalism proposed in [91], adapting it to our causality graph

abstraction.

90



Causality graphs for group messaging. For N-party communication, a causal-
ity graph is an N-partite graph G = (V, E), where V' = (J;c 5 Vi All vertex
sets V; for i € [N] are disjoint. The edge set E consists of pairs (v,v’) where
v e Viand v € V;, where i,j € [N] and i # j. The vertex space, as before, is
{S,R} x Z* x Z* x M. The notation and updates for adding a send event is the
same as the two party version. For adding a reception event to party Pr from
party Ps, we write G <— G + (R, Ps, Pg, c.i), incrementing the reception counter
for Py before adding the vertex. We then add an edge between the sending ver-
tex and the new reception vertex, as before. The partial ordering over events
is given by the transitive closure over the total orders for each vertex set and
the edge relation. The total order within each vertex set is given by the lexico-
graphic ordering over v.(cs, cr) for v € Vp. Event contiguity and gaps can be

interpreted similarly as the two-party case, as described in Section 3.2}

Group messaging channels. A group messaging channel Ch is defined as the
tuple Ch = (Init, Snd, Rev). The main difference here is that instead of P € {0, 1},
we have that P € [N], and our reception procedure accepts the identity of the

sending party Ps associated with the ciphertext c.

e st <—sInit(P, k) outputs initial client state st € S¢ for a new channel for

Party P € [N]and a key k € K.

e st',c<—sSnd(P, st,m) is a client procedure that produces a ciphertext ¢ € C
corresponding to an input message m € M, and an updated client state

st' € Sc.

* st',m,i < Rev(Pg, st, Ps, c) is a client procedure that processes a received
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ciphertext ¢ from party Ps € [N] to party Ps € [N] (where Ps # Pg) and
decrypts it to a message m € M U {1} with sending index i € Z*. The

message m can be L if decryption fails.

Group transcript franking syntax and semantics. The Init, Snd, and Rcv proce-
dures inherit the syntactic changes discussed above, and our TagRecv procedure
accepts an additional argument for the sending party Ps € [N]. This additional
argument is required in the group case since a client can receive a message from

more than one party. We inherit notational conventions from Section

* stg <sSrvlnit(N) outputs initial server state stg € Sg for an N-party
group.
* st <sInit(P, k) outputs initial client state st € S¢ for a new channel for

Party P € [N]and a key k € K.

* st’',c<sSnd(P, st,m) is a client procedure that produces a ciphertext ¢ € C
corresponding to an input message m € M, and an updated client state

st € Sc.

o stly,ts < TagSend(sts, Ps,cy) is a server procedure that produces a tag
ts € Ts for a message sending event, where Ps € [N] is the sending party,
cy € Q is the franking tag for the message, and st'y € Sg is the updated

server state.

* stg,t, < TagRecv(stg, Ps, Pg,cy) is a server procedure that produces a tag
t. € Tr for a message reception event by receiving party Pr € [N] for a
message sent by party Ps € [N]. This procedure is invoked only when the
receiving client indicates that the message was successfully received and

valid.
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o st m, ks, i < Recv(Pg,st, Ps,c) is a client procedure that processes a re-
ceived ciphertext ¢ € C and decrypts it to a message m € MU {1} and a

franking key &k € Ky. The message m can be L if decryption fails.

e G < Judge(sts,p) takes as input the server state stg € Sg as well
as a client-provided report p, which is a set of tuples of the form
(Ps, Pr,m, k¢, cy,ts,t,). This procedure verifies the report and, if the re-
port is valid, produces a causality graph G € (V x £) U {L} for the mes-
sages contained within the report. If the reporting information is invalid,

the procedure outputs L.

Security definitions. Our security notions in the group setting are a natural ex-
tension of those for the two-party setting. The main difference is that NV parties
are initialized and any of these parties can send and receive messages within
the same channel. Correctness and confidentiality definitions generalize in a
straightforward manner, hence we omit full descriptions of them for brevity.
We present our group transcript reportability definition in Figure [3.9/and our
group transcript integrity definition in Figure To denote the advantage of
an adversary A in the N-party reportability game, we write Advyr x(-A). Simi-

larly, Advi{"y (A) is the advantage of A in the N-party transcript integrity game.

Our construction. The group messaging transcript franking construction gen-
eralizes naturally from the two-party version. We provide a pseudocode specifi-
cation of our group transcript franking protocol in Figure[3.11} Counter updates
happen nearly identically in TagSend and TagRecv, except now N pairs of coun-

ters are maintained, one for each party.

Security analysis. The security analysis of our group construction closely mir-
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GEEFre]{’, (A): O.RecvTag(Pg, Ps,c,ts): O.TagSend(P, cy):

ks <5 K Assert (Ps, c.cp,ts) € Ry sts,ts < TagSend(stg, P, cy)
sta, kch s A() Assert (P,c,ts) ¢ R Add (P, cy,t,) to Ry
win « 0; R « {} Add (P,c,ts) to R return ¢
stg <—s SrvInit(ksy) stp,m,ky,i < Rev(P, stp,c)
For i € [N] if m # L then O.Rep(p):
st; s Init(i, kcn) sts, tr < TagRecv(sts, Pr, Ps, cf) agsert |p| > 0
Ri, Ry {}, {} Add (Ps, Pr,m, ky, ¢y, ts, tr) G’ = Judge(stg, p)
AC (st a, kcn) to R, ifG'=1LApCR,:
return win return m, ky, s, ty win « 1

Figure 3.9: The security game for transcript reportability for N-party messaging.

G (A): O.SendTag(P,m,c, k¢): O.RecvTag(Pg, Ps, c, t,):

ksp s K win < 0 G+ G+ (S,P,m) Assert (P, c,ts) € Ry

st 4, kep <3 A() sts,ts < TagSend(stg, P,c.cy)  Assert (P,c,ts) € R

Sstg <3 Sernit(kSrv) Add (P, c, ts) to Rt Add (]D7 C, ts) toR

For i € [N] return ¢, stg,t, < TagRecv(stg, Pr, Ps,c.cy)
st; +=s Init(4, kcp) G + G+ (R, Pg, Pg, c.i)

G, Rt, R «+ return ¢,
e {h{}

AP (514, kcn) ORep(p1, p2):

return win Assert |p1| > 0and |p2| > 0

G1 < Judge(sts, p1)

Go < Judge(stg, p2)

if Gy #LANGy# LA
(G1 £G)V (G2 £ G)
V (G1 % G9)):
win <1

Figure 3.10: The security game for group transcript integrity for N-party mes-
saging.

rors that of the two-party construction. As with the two-party construction,
our group construction achieves perfect reportability because the Rev procedure
performs the same commitment checks as the Judge procedure. Below, we prove

the transcript integrity of our scheme.

Theorem 3. Let TF be the group transcript franking scheme given in Figure Let

A be an N-party group transcript integrity adversary against TF. Then we give an
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SrvInit(N): Rev(Prg, st, Ps, ¢):

kmac s IC (St.StCh, m, /Cf, Z) — Ch.RCV(PR, StCh, Ps, C)
Fori € [N] do ¢s;, cr; < 0,0 if m= 1V VerC(m, ky,c.cy) =0
return {kmac} U {csi, criticin return L
return st,m, kg,
Init(P, k):
return Ch.Init(P, k) Judge(sts, p):
Initialize empty graph G
Snd(P, st,m): For (Ps, Pr,m, k¢, cy,ts,t,) in p:
(ks cp) < Com(m) b < Ver(kmac, ts.ack, ts.tag) A
(st.stch, ce) <—s Ch.Snd(P, st.stch, (m, ky)) Ver(kmac, tr-ack, tr.tag) A

VerC(m, ks, c.cp) A
ts[0] = S At [0] = RA
TagSend(sts, P, cy): " tbs-cfoz tr.cy
ifb=0:

return |
csp, crp = tg.ack.(cs, cr)
cSpy, Crp, = tr.ack.(cs, cr)
vs = (S, csp, crp,m)
vr = (R, cSpg, CTpy, M)

return st, (c.,cy)

csp < csp+1,ack < (S, P,cs, csp, crp)
ts < (ack, Tag(kmac, ack))
return stg, ¢

TagRecv(sts, Pr, Ps,cy):

crpg ¢ crp, +1 if v, € G.Vp

ack < (R, Ps, Pr,cf, cSpy, CTpy) Add v, to G.Vp

tr < (ack, Tag(kmac, ack)) Add v, to G.Vp,, add (vs,v,) to G.E
return stg,t, return G

Figure 3.11: Pseudocode for our N-party transcript franking construction.
EUF-CMA adversary B and V-Bind adversary C such that
AdVIET (A) < Adviiae™ (B) + Advg™(C) .

Adversaries B and C run in time that of A plus a small overhead.

Proof. We proceed as with the proof of the two-party construction. The games
Gy, G1, and G, are defined as before, with a similar security argument. Here,
we highlight notable differences in the group case. The additional bookkeep-
ing R’ is initialized to {}, as before, at the start of the game. Game G, adds
(S, Ps, Pr,c.c;,G.(csp,crp)) to R’ before the return statement of SendTag.
Similarly, it adds (R, Ps, c.cy, G.(csp, crp)) to R’ before the return statement of

RecvTag. The failure events F and F; are defined as in the proof of Theorem
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We now demonstrate an adversary B where Adv®"™™*(B) = Pr[F,]. The
adversary B perfectly simulates G to .A, while routing Tag and Verify calls to its
challenger oracles. If F; occurs, then we have that G; ¢ G for some i € {1,2}.
For r an element of p, define f(r) = {r.t,.ack,r.t,.ack}. Observe that G; Z G

implies there is some r* = (Pg, Pj, m*, k}, ¢}, t5,t7) € p;, such that f(r*) £ R'.

s 7r

This results from the fact that (J,., f(r') € R’ and G’ < Judge(p) implies
G' C G. We have that G.(csp,crp) = (0,0) for P € [N] and the server counters
sts.(csp,crp) = (0,0) for P € [N] at the start of the game. When SendTag is
called, we increment G.csp and stg.csp. Similarly, when RecvTag is invoked,
we increment G.crp and stg.crp. This means that v € GV implies v € G.V and
ceG.E implies e € G.E. This allows us to produce a forgery as shown in the

proof for the two-party case.

Now, we construct adversary C where Adv{e™(C) = Pr[F). If F, occurs, we
have that the adversary A was able to trigger GG; % G5 while ,th @; C G. Itis
straightforward to see that the group version of Lemma [I|holds, so there exists
v1 € Gy and vy € G such that v1[0 : 2] = 5[0 : 2] but vy.m # ve.m. We proceed

as in the proof of Theorem 1|to produce a binding violation. O

3.7 Discussion and Extensions

Composing causality preservation with transcript franking. Our work is pri-
marily concerned with how malicious parties can interfere with the reporting
process. Causality preservation as proposed in [44] aims to model how parties
in a messaging channel can obtain consistent causality graphs in the presence

of a malicious service provider. Indeed, transcript franking can be instantiated

96



with a channel that achieves strong causality preservation to reap these benefits.

Reports with redacted messages. We remark that our construction allows
clients to report transmission patterns of messages, via causality sub-graphs,
without having to disclose every message within the causality sub-graph. Do-
ing so simply requires omitting the opening key k; for the messages that a client
wishes to redact within a report. In Chen and Fischlin’s construction of a mes-
sage franking channel with causality, this would not be possible as the causality

metadata is committed to alongside the plaintext message [44].

Malicious clients refusing acknowledgement. In our protocol, clients indicate
reception of a well-formed ciphertext to the server before a reception event tag
is created. Malicious clients may refuse to make this acknowledgement to the
server, preventing the sender of that message from being able to report it. We
can mitigate this via notifying senders of message delivery and recipient vali-
dation separately, thereby flagging malicious behavior in-band. Upon detecting
this behavior, a client may refuse to further communicate with the misbehaving

client, but we do not yet support cryptographically reporting this misbehavior.

To explain in more detail, when P sends a message to P, there are three key
events in the course of message transmission: (1) the reception of the message
sent from P by the platform server, (2) the reception of the message by P, and

(3) platform reception of a valid message acknowledgement from P.

If P is malicious, it could refuse to indicate the validity of the message, omit-
ting step (3) as described above. When (an honest) P notices that only events
(1) and (2) occurred for a particular message, while P continues to send and ac-

knowledge subsequent messages, it knows that P is acting in an aberrant man-
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ner and will halt interactions with P (tear down the conversation and alert the
user). So detection of deviation is built into our protocol. But our protocol does
not enable P to cryptographically prove to a moderator that P misbehaved in
the way described above. A messaging system might trust client software to
report such misbehavior, but cryptographically secure reporting of this class of

misbehavior is an open question.

The above issue is analogous to an honest client receiving a message with a
malformed franking tag in the standard single-message franking setting. Here
the recipient should drop the message, but cannot cryptographically prove to

the moderator that the sender sent a malformed ciphertext.

One might wonder if the key-committing aspect of the encryption scheme
can come to the rescue here: if a ciphertext can be decrypted only under one key,
then the sender needs to simply reveal the key in order to show the ciphertext is
well-formed. In messaging protocols, these keys are often intended for one-time
use and revealing them does not compromise forward-secrecy or post compro-
mise security. The issue is that there is no straightforward way to prove that the
recipient should have been able to derive a particular key from the ratcheting
protocol. Hence, proving that a message is decryptable is not sufficient to show
that the recipient should have been able to decrypt it. Designing protocols that

allow for proving such statements is an interesting future direction.

Deployment considerations. Our definitions consider single conversations,
however our constructions can be parallelized in a straightforward manner for
multiple conversations. Indeed, the same server MAC key can be used, and
as [1] suggests, periodically rotated. Tags will additionally have to include con-

versation specific identifiers in order to ensure that messages cannot be falsely
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reported across conversations. This would amount to appending the identifier
cid to ack before tagging it in TagSend and TagRecv. Instead of using numerical
indices to identify parties, one might use unique user identifiers. This is espe-
cially important for groups as membership can change over time, hence so can
the mapping between party indexes and user identities within a group. Present-
ing causality information in a user-friendly way to messaging parties and con-
tent moderators is an open question, which was also raised in [44]. Concretely,
both the MAC and the commitment scheme can be instantiated with HMAC-
SHA-256 [30]. A drawback of our proposed construction is that the server must
maintain counters for each party in each channel. At scale, keeping track of this
state can be prohibitive. In the remainder of this section, we describe a modifi-

cation of our scheme that mitigates this issue.

Outsourced-storage transcript franking. We now propose mechanisms for al-
lowing clients to store the counters while the server verifies how it is updated.
In our no-server-storage solution, clients send these counters in the associated
data of their messages. We present a solution for two-party transcript frank-
ing with outsourced storage in the remainder of this section. In Appendix
we provide a security analysis of this solution and outline its generalization
to group transcript franking. We present pseudocode for our outsourced con-
struction in Figure highlighting the procedures that differ from the server-

storage version.

Formally, an outsourced two-party transcript franking scheme is a tuple of
algorithms OTF = (Srvinit, Init, Snd, Rev, TagSend, TagRecv, Judge, JudgeReplay),
defined over a server state space Sg, a client state space S¢, a key space K, a

message space M, a commitment space Q, a franking key space Ky, an initial-
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ization tag space 77, a message-sent tag space 7g, and a reception tag space 7x.
We detail these algorithms below:
* stg, t(()o), t(()l) s Srvlnit() outputs an initial server state stg € Sg, along with

initialization tags ¢V, t(") € 77 for each party.
* st <sInit(P, k) is defined as in Section 3.4
* st',c<sSnd(P, st,m) is defined as in Section 3.4

* sty,ts < TagSend(sts, P, cy,t) is a server procedure that produces a tag
ts € T for a message sending event, where P is the sending party, c; is the

franking tag, and t € Tg U T U 7; is the last tag issued for P.

* stg,t. < TagRecv(stg, P, cy,t)is a server procedure that produces a tag t, €
Tr for a message reception event by receiving party P. As with TagSend,

t € Ts UTr UT; is the last tag issued for P.
o st',m, ks, i < Rev(P, st,c) is defined as in Section [3.4}
o ( + Judge(stg, p) is defined as in Section 3.4

* P < JudgeReplay(stg,t,t') is a server procedure that takes as input two
tags t,t' € Ts U Tr U T;. It outputs a party P € {0,1} if it determines
that the tags constitute a replay attempt by P, or L if no replay attempt is

detected.

Preventing fast-forwards. When sending a message, a client increments its
send counter and appends to the causality data a server tag for the previous
counter. This prevents the client from incrementing the counter too far into
the future, resulting in what we term a fast-forward attack. Doing so would re-

quire the client to forge a MAC, since it would have to produce a valid server
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Srvinit(): TagRecv(stg, P, cy, t):

kmac <3 IC; ¢sg, cro, ¢s1, cr1 < (0,0,0,0) if TI(t) # P V Verify(kmac, t-ack, t.tag) = 0:
For P € {0,1} return stg, L

t(()P).ack = (Init, P, 1,0,0) (csp,crp) < tack.(es,cr)

t((JP).tag = Tag(kmac, tép).ack) crp < crp+1,ack (R7 P, P, Cf,Csp, CTP)

t, < (ack, Tag(kmac, ack))
return stg, t,

(0) (1)
return {kmac, ¢so, cro, ¢s1, cr1}, ty 5t

TagSend(stg, P, cy,t):

if TI(t) # P V Verify(kmac, t-ack, t.tag) = 0:
return stg, L

(esp, crp) « t.ack.(cs, cr)

csp + csp+1,ack «+ (S, P, P, cf, CSp, CTP)

ts « (ack, Tag(kmac, ack))

return stg,ts

JudgeReplay(stg,t,t'):

if TI(¢) # II(t) then return L

b + (Verify(kmac, t.ack, t.tag) = 1) A
(Verify (kmac, ' .ack, t’.tag) = 1) A
((t.ack.cs + t.ack.cr) =
(t'.ack.cs + t'.ack.cr))

if b =1 then return II(¢)

else return |

Figure 3.12: Pseudocode for our two-party transcript franking construction with
outsourced storage. Let II(¢) be the sending party if ¢ is a sending tag and the
receiving party if ¢ is a reception tag. The routines Init, Snd, Rcv, and Judge
remain unchanged relative to the pseudocode given in Figure

tag on a message the server had not tagged before. Syntactically, this means
we modify TagRecv and TagSend to take in an additional input ¢, the latest
tag issued by the server to party P. At the initialization of a conversation,
the server provides each party P with a special starting tag t(()P), which are
additional outputs from Srvinit, where t(()P).ack = (Init,P,1,0,0). We write
TagSend(stg, P, cs,t) and TagRecv(stg, P, ¢f,t). In our modified construction, the
server first checks that ¢ is a valid tag and obtains the initial values of the coun-
ters as (csp, crp) < t.ack.(cs, cr) instead of retrieving them from its own stor-

age, for both TagSend and TagRecv. If the check on ¢ fails, TagRecv and TagSend

output L.

Preventing replays. If a client attempts to send a message with a repeated past
counter, an honest recipient can report the repeated counters to the server as
proof of sender misbehavior. Such a report provides resistance against rollback

attacks for counters. For message reception tags, we follow the same exact ap-
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proach as it applies to receive counters. We add a new procedure to the con-
struction: P < JudgeReplay(stg,t,t'), where P is the party that attempted the
replay. If the provided tags do not constitute proof of a replay, then the out-
putis L. In our modified construction, the server returns P if (Verify(kyac, t.ack,
t.tag) = 1), (Verify(kmac, t'.ack,t’.tag) = 1), ((t.ack.cs + t.ack.cr) = (t'.ack.cs +
t'.ack.cr)), and (t.ack # t'.ack), where P is the sending party within a send
acknowledgement or the receiving party of a reception acknowledgement — if
these are not the same between ¢ and ¢/, then we output L. To submit a false
replay report framing an honest party would require a client to forge a MAC.
We term the submission of a false replay a replay framing attack, for which we

provide a game-based definition in Appendix

Replay reportability. In addition to ensuring that honest clients cannot be
falsely framed for attempting a replay, we must guarantee that actual replays
by malicious clients are reportable. For a party P that has been issued a server
tag t € Ts U Tg U T;, that then generates ¢’ and ¢” by invoking TagRecv and/or
TagSend with the same ¢ given as the previous tag, JudgeReplay(stg,t',t") must
output P. This holds for the construction in Figure[3.12]by the checks performed

in JudgeReplay.

3.8 Related Work

Message franking. Message franking has been studied in various settings.
Symmetric message franking provides a reporting solution when the platform
houses the moderation endpoint for receiving reports, and when sender and re-

cipient identities are known [1,50,63,65]. Our own work is situated within this
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setting. Asymmetric message franking (AMF) generalizes to metadata private
platforms and allows for third-party moderation [67),113]. Recent work has also
generalized AMFs to group messaging [78]. There are also proposed reporting
mechanisms built from secret sharing [54]. All of these works consider message

franking at the single-message level.

Causality in cryptographic protocols. Prior work has investigated incorporat-
ing causality in cryptographic channels [55,91]. Notably, recent work by Chen
and Fischlin has introduced stronger causality notions and shown how to com-
bine them with message franking protocols [44]. However, as we have dis-
cussed, their message franking formalism does not meet our goals for transcript
franking, due to its reliance on client-reported causality information and the in-
ability for reporters to disclose their own sent messages. See Appendix for
more details. The distributed systems literature has long considered the prob-
lem of ordering events over communication networks via devising notions of

logical time [79] and distributed snapshots [40].

Cryptographic Abuse Mitigation. In addition to enabling user-driven report-
ing, other cryptographic solutions have been proposed for targeting abuse in
encrypted messaging. For messaging platforms that allow forwarding content,
message trace-back is a cryptographic primitive that allows a platform to deter-
mine the origin of harmful content [67,98,115]. Message franking concerns user-
driven content reporting. Recent work has also considered automated reporting
for messages that match a list of known harmful content [34]. Such proposals
have been met with strong criticism from privacy advocates. Follow-on work
has attempted to navigate the privacy vs. moderation trade-off through added

transparency and placing limitations on what content can be traced [29][104].
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Another line of work explores how cryptography can be used to aid with user-

blocking [103,114].

3.9 Conclusion

Existing treatments of message franking only consider how reporters can dis-
close individual messages that they receive. This is insufficient for including
necessary context within reports. Our work provides definitions and construc-
tions for transcript franking, an extension of message franking protocols that
allows reporting sequences of messages with strong guarantees over message
ordering and contiguity. We generalize our results to multi-party messaging
and show how to securely outsource state to clients, allowing for more practical
deployment. How our techniques can be generalized to asymmetric message
franking, in order to be applicable to metadata-private and third-party moder-

ation settings, remains an interesting open problem.

3.10 Comparison with Causality Preservation

Recent work by Chen and Fischlin considers the problem of assuring order-
ing integrity for messages within cryptographic channels, as well as extending
this integrity to message franking [44]. They introduce a security notion called
causality preservation, which captures the ability for two parties to recover a con-
sistent causal dependency graph over the messages they exchange, even in the
presence of a malicious network provider. To achieve causality preservation,

clients self-report the order in which messages were sent and received via addi-
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tional metadata. As a result, clients obtain a shared view of the partial ordering
in which messages were sent and received. This partial ordering is captured by
a causality graph, which we describe in Section Our work additionally con-
siders the problem of multi-message franking in the group setting while Chen

and Fischlin focus on two-party messaging.

Overview of MFC with causality preservation. The causality metadata is in-
corporated into a message franking scheme, enabling reporting of this order in
addition to the contents of the messages. Such context is valuable as the or-
dering and contiguity of messages sent within a conversation can heavily influ-
ence a moderator’s interpretation of the reported messages. To illustrate what
this metadata looks like, we briefly recall the causal message franking channel

MFCh.rp presented in the Chen-Fischlin paper.

A sender attaches causal metadata consisting of a queue () and an index
ir to each sent message. The queue () contains the actions performed by the
sender that have not yet been acknowledged by the recipient. Messages can
be uniquely identified by their sending index and party. An index with a bar ¢
indicates a received message with sending index i. Actions recorded in () sim-
ply consist of these indices. Once the recipient indicates the latest message it
has received, the sender removes all elements from () up to and including the
one associated with that latest message. To communicate this, the index i, sent
alongside (), indicates the largest message index received by the sender from the
other party, and the value ig keeps track of the largest iy received from the other
party. Intuitively, the message with sending index iz, now confirmed to have
been received by the other party, contains all elements of () up to and including

the sending action i, allowing those actions to be safely removed from Q. De-
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spite the optimization that /s and iy enable, () can grow arbitrarily large, and
the overall bandwidth can increase in a quadratic manner if messages are not
acknowledged. In single-message franking, a user reports only messages they
have received. In causality-preserving message franking, the same is true, ex-
cept these messages contain metadata about the order in which other messages

have been sent and received.

Reporting self-sent message contents. Recall that the message franking chan-
nel formalism allows you to only report the messages and content received
from the other party. This poses an issue for transcript franking since we may
have to report messages sent by the reporter themselves. Currently, The Chen-
Fischlin construction does not have a solution to this problem. Their reporting
formalism only allows reporting messages received from the other party. One
workaround would be to require an interactive reporting process in which each
party reports the messages of the other party, filling out the causality graph. Of
course, this is less than desirable, especially in the case where an abusive party
refuses to participate. In our solution, we propose a way in which clients can ex-
plicitly acknowledge reception of well-formed messages, thereby allowing the

senders of those messages to independently report them.

Misbehavior by malicious clients. Via (), clients self-report orderings of mes-
sage sending and reception events. An issue here is that clients can self-report
arbitrary such orderings, even ones that do not align with how messages were
transmitted through the service provider. Figure 3.1illustrates an example for
which arbitrary self-reported messages orderings can enable malicious behav-

ior.
Beyond the ability to deviate from the actual interleaving of messages, a
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malicious sender or reporter can lie about messages having been dropped or
delivered out of order. For these reasons, relying on client-reported orderings is

insufficient for reporting sequences of messages.

Attack on prior construction. The augmented Facebook message franking
channel construction presented in [44], MFCh.rg, allows clients to report mes-
sage orders that do not align with the ground truth. We illustrate this via a
simple attack that mirrors the idea presented in Figure In order to provide a
fair comparison, we first describe a natural lifting from the Chen-Fischlin notion
for message franking channels to our setting. To instantiate a Chen-Fischlin-
style message franking channel in our setting, we define a TagRecv function that
simply returns L for the tag. The Judge function is defined in the natural way,
by running Extr repeatedly for all messages involved in the report in order to

construct the full graph.

The adversary A chooses Party 0 as the malicious party (this is opposite of
the attack presented in Section[3.1} but it applies in the same manner) and issues
the following oracle calls. We specify the exact causal metadata that Party O

embeds within the messages it sends to achieve this goal within each send call.

Sequence 1:

1. ¢; <—s SendTag(0,my;Q = (),ig = —1)
2. RecvTag(1,¢)

3. ¢y +-sSendTag(1,my; Q = (1),ir = 1)
4. RecvTag(0,cs)

5. ¢3 <—s SendTag(0,ms;Q = (1),ig = —1)

6. RecvTag(1,c3)
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7. c4 s SendTag(0,my; Q = (1,2,1),ig = 1)

8.

RecvTag(1,c,)

The adversary A embeds causality metadata that suggests Party 0 having

observed the ordering (m;, ms, ms, m4). Meanwhile, Party 1 observes the order-

ing (m1, mo, m3, m4), which also aligns with what Party 0 should have observed

had it not deviated from the protocol. The ordering of SendTag and RecvTag

calls differs from the ordering specified in the @) sent along with m,. Below, we

show the causality metadata Party 0 would have attached had it followed the

protocol honestly:

Sequence 2:

1. ¢; s SendTag(0,m;Q = (),igp = —1)

2.

3.

RecvTag(1,¢;)

¢y s SendTag(1,my; Q =
. RecvTag(0, c2)
. ¢3 <s SendTag(0, m3; Q =
. RecvTag(1, c3)
¢4 <sSendTag (0, my; Q =

. RecvTag(1,¢y)

(1)7 iR = 1)

(I>7 Z.R = 1)

(172)7iR = 1)

As a result, the graph recovered from Extr differs from the graph maintained

by the security game. The adversary A can issue a report, from either party,

indicating the wrong causal ordering, winning with probability 1.

Impossibility result. The attack we just presented works because the server has
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no way to tag reception events. Since the message franking channel presented
in [44] does not enable such tagging, it is impossible for any scheme within their
model to satisfy our transcript integrity security notion. Intuitively, any scheme
that doesn’t enable the server to certify when messages are received requires
the recipient party to self-report when reception events occur. In particular, the
attack we just presented generalizes to any scheme that does not enable the
server to tag reception events. Hence, we extend the message franking model

to allow the server to tag reception events, via that TagRecv procedure.

Theorem 4. Any message franking channel MFCh that does not tag message reception

events does not satisfy transcript integrity.

Proof. We consider Sequence 1 and Sequence 2 as defined above and note that
they provide a scenario in which the sending events occur in the same order, but
the reception events occur in a different order. Given that client input cannot be
trusted to report the ordering of reception events, the Judge routine needs to
somehow recover the causality graph given just information about the order
in which messages were sent, which it can record upon invocation of TagSend.
Since Sequences 1 and 2 have the same ordering of send operations ordering,
but correspond to different causality graphs due to the difference in reception
ordering, we see that it is impossible for Judge to distinguish between these
two scenarios in general. In the transcript integrity game, the adversary can
randomly choose to execute Sequence 1 or Sequence 2 with probability 1/2. For
any fixed Judge routine, the probability of outputting the correct causality graph
is at most 1/2. Hence, no scheme that fails to consider reception events can

achieve our notion of transcript integrity. O
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3.11 Security for Outsourced-storage Transcript Franking

In this section, we elaborate on the security analysis of our outsourced tran-
script franking scheme, which we introduced in Section Correctness for
outsourced transcript franking is captured by the game in Figure We adapt
the security notions for server-side-storage transcript franking to the outsourced

setting and prove that our outsourced scheme achieves security.

Transcript integrity. In Figure we present our transcript integrity defini-
tion for outsourced transcript franking. The goal of the adversary is the same
as in the non-outsourced transcript integrity game, except now the adversary
must submit valid server tags to generate new ones. Moreover, the adversary
cannot replay tags in a way that is undetected by JudgeReplay. The advantage of

an adversary A in the outsourced storage transcript integrity game is

AdVEI(A) = PrGEM(A) = 1]

Replay framing. In Figure we present a security game for replay framing.
Given two parties that honestly interact in the protocol, the adversary attempts
to generate a replay that is detected by JudgeReplay, in effect framing an honest
party for attempting to replay a server tag. The advantage of an adversary A in

the outsourced storage replay framing game is

AdvSE(A) = PHGSE(A) = 1] .

Security proofs. We now provide proofs for the transcript integrity and reply
framing security of our outsourced storage transcript franking scheme. The fol-

lowing theorems establish the security of our outsourced construction.
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GS¥(A):

ks <=5 K, sta, kch <=5 A(), win < 0
stg, tgo)’ tgl) s Srvinit(ksy)

st s Init(0, kcn), st1 <—s Init(1, kcp)
to,ty « t

Rh RT — {}7 {}

AO(St_A, kCh)

return win

O.SendTag(P,m):

(stp,c) <sSnd(P, stp,m)

stg,tp s TagSend(sts, P, c.cy,tp)
G+ G+ (s,P,m)

Add (P, ¢, tp) to R,

return c,tp

O.RecvTag(P,c,ts):

Assert (P, c.c,ts) € Ry
stp,m,ky,i < Rev(P, stp,c)
if m # | then
stg,tp <—s TagRecv(stg, P,cy,tp)
G+ G+ (R,P,ci)
Add (P,m, kf,cr ts, tr) to R,
else
win < 1
return m, ks, ts,tp

O.Rep(p):

Assert |p| > 0 G' = Judge(sts, p)
ifpCR NG =1L)V (G ZQ)):
win < 1

Figure 3.13: The security game for outsourced-storage transcript franking cor-

rectness.

G (A):
ks <3 IKC; win < 0
st 4, kch <3 A()

0O.SendTag(P, c,t):

Assert forall ¢1,t> € R,
JudgeReplay(stg,t1,t2) =0

O.RecvTag(P, c,ts,1):

Assert (P, c,ts) € Ry
Assert forall ¢t1,t5 € R,

sto, t0) 18 s

Srvinit(ksp)

stg,ts < TagSend(stg, P, c.cy,t)
if t; = 1 then return 1

JudgeReplay(stg,t1,t2) =0
sts,t, < TagRecv(stg, P, c.cs,t)

sto s Init(0, kcn) G+ G+(s,P) if ¢, = L then return L
sty s Init(1, kcp) Add (P,c,t;) to Ry, add ts to R G« G+ (R, P, c.i)
G,R., R+ ¢,{},{} returnt, Addt. toR

A (st hens 140 return t,

return win
O.Rep(p1, p2):
Assert |p1| > 0and |p2]| > 0
G1 < Judge(sts, p1)
G2 + Judge(sts, p2)
ifGL#LANGy # LA
(G1 £ G) V(G2 £ G)
V (G1 # G2)):
win < 1

Figure 3.14: The security game for outsourced-storage transcript integrity.

Theorem 5. Let TF be our outsourced-storage transcript franking scheme in Fig-
ure Let A be a transcript integrity adversary against TF. Then we give EUF-
CMA adversaries B and C, and a V-Bind adversary D, such that

AdvTET™(A) < Adviiad™ (B) + Adviad™ (C) + Advis™ (D) .
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GSE(A): O.RecvTag(P,c,ts): O.SendTag(P, cy):
ksw <=s K; win <= 0 Assert (P, c,t,) € Ry stg,tp
StA,kch 8 .A() Assert ¢ €R TagSend(stS,P, C.Cf,tp)
st t3) 18 s stg,tp . iftp = 1 thenreturn L
Srvinit(ks) TagRecv(sts, P, c.cy,tp) Add (P,c,tp) to R; return tp
sto <s Init(0, kcn) if tp = 1 then return L
sty +s Init(1, kcn) Addcto R O.RepReplay (¢, t'):
to,ty + t, ¢ return ¢p P + JudgeReplay(stg, t, ')
Ry R Ry = if P# L:
AL win « 1
AO(StA7 kch, téo), tél))
return win

Figure 3.15: The security game for outsourced storage replay framing.

Adversaries B, C, and D run in time that of A plus a small overhead.

Proof. We proceed via a sequence of game hops. Define Gy to be the same as
G$Eint with the additional bookkeeping as defined in the proof of Theorem
Let G; be the same, except we abort if at any point G.(csp, crp) # sts.(csp, crp).
Let F; denote this event. We have |Pr[Gy(A) = 1] — Pr[G;(A) = 1]| < Pr[Fy],
and we will construct B such that Adv{ise™ (B3) = Pr[F,]. We have that B simu-
lates G to A while routing Tag and Verify calls to its challenger oracles. Observe
that the only way for F} to occur is for A to produce a t* € R, which means that

t* was never queried to the Tag oracle, hence B outputs it as a forgery.

The rest of the proof proceeds similarly to the proof of Theorem O

Theorem 6. Let TF be our outsourced-storage transcript franking scheme in Fig-
ure Let A be a replay framing adversary against TF. Then we give an EUF-CMA

adversary B such that
AdVEE(A) < Adviiem(B)

Adversary B runs in time that of A plus a small overhead.
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Proof. Our adversary B perfectly simulates G to A while routing calls to Tag
and Verify to its own challenger oracles. For any two tags t,, t, output by the Tag
oracle, we must have that JudgeReplay(sts,t1,t2) = L, since these tags are the
output of the honest TagRecv and TagSend procedures. Therefore, if A wins, it
must have produced a pair (¢, ') where at least one of these tags was not output
by the Tag challenger oracle. Let t* be that tag. The adversary B outputs t* and

wins with the same probability that adversary .A wins. O

Group outsourced transcript franking. The construction and analysis we pro-
vide for outsourced two-party transcript franking generalizes naturally to the
N-party group messaging setting. We sketch the necessary modifications here.
As with the two-party outsourced setting, we have that Srvinit, in addition to
stg, outputs a list of initial tags téo), - ,téN_l). The server-side tagging proce-
dures TagSend and TagRecv accept an additional argument ¢ for the previous
tag issued to a party. We include an additional procedure JudgeReplay(sts,t,t),
which outputs a party P if (¢,t’) constitute a replay attack by P, or L otherwise.

We outline our outsourced group transcript franking construction in Figure[3.16]
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SrvInit(N): TagRecv(stg, Pr, Ps,cy,t):

kmac <3 K if TI(t) # Pr V Verify(kmac, t.ack, t.tag) = 0:
For P € [N] return stg, |

tép).ack = (Init, P, 1,0,0) (espg, crp,) < t.ack.(cs, cr)

t(()P).tag = Tag(kmac, tép).ack) Crpg <= crpg, +1

csi, cry < 0,0 ack < (R, Ps, P, cy, cspy, cTpy)

t, + (ack, Tag(kmac, ack))

return {Enac} U {csq, criticn, {t(()i)}ie[N]
return stg, t,

TagSend(stg, P, cy,t):

if TI(t) # PV Verify(kmac, t.ack, t.tag) = 0:
return stg, 1

(csp,crp) + t.ack.(cs, cr)

csp < csp+1,ack < (S, P,cy, csp, crp)

ts < (ack, Tag(kmac, ack))

return stg,ts

JudgeReplay(stg, t,t'):

if TI(¢) # (¢') then return L

b + (Verify(kmac, t.ack, t.tag) = 1) A
(Verify (kmac, t'.ack, t'.tag) = 1) A
((t.ack.cs + t.ack.cr) =
(t'.ack.cs + t'.ack.cr))

if b =1 then return II(t)

else return L

Figure 3.16: Pseudocode for our N-party transcript franking construction with
outsourced storage. Let II(¢) be the sending party if ¢ is a sending tag and the
receiving party if ¢ is a reception tag.
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CHAPTER 4
GROUP STATE MANAGEMENT AND REPORTING FOR ENCRYPTED
PLATFORMS

4.1 Introduction

Billions of users of end-to-end encrypted (E2EE) messaging applications enjoy
numerous security and privacy benefits [124]. Text messages, images, videos,
and other media are encrypted under keys accessible only to the endpoints of
the communication [76]. Therefore, platform compromise or law enforcement
overreach cannot threaten user privacy; the platform has no way to see the
plaintext content exchanged by users. While beneficial for privacy, this poses
a challenge for content moderation, the process by which a platform sets and
enforces rules for the type of content it hosts and transmits [61,75]. Meanwhile,
online harms, such as harassment and misinformation, have grown increasingly
prevalent in recent years [110]. These harms manifest on E2EE platforms as well,
such as widespread misinformation on WhatsApp [87]. The tension between
mitigating online abuse and E2EE has led to a new Crypto Wars [24,72], with
governments and law enforcement calling for client-side scanning [34] for abu-
sive materials while privacy advocates label these efforts as harmful back-doors

that threaten security and civil liberty [23].

To better navigate these tensions, recent work proposed private hierarchical
governance, which provides community moderation for end-to-end encrypted
messaging groups, while still allowing reporting to the platform [96]. With com-
munity moderation, users are given tools to set and enforce moderation policies

within their own groups [68]. Moderation policies may specify access control
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for various group members, such as allowing some members to take down posts
and remove abusive users. These policies can also automatically filter content
based on words/URLs. Examples of tools that provide these functionalities in-
clude the Reddit Automoderator [68] and Discord moderation bots [74]. Some

tools even allow users to specify community policies via code [127].

Importing these tools to the E2EE setting must be done with care so as not to
undermine privacy benefits. Such tools keep track of the privileges associated
with each group member, a list of group rules, the content filter for the group,
etc. This information may be sensitive and therefore should not be revealed to
the platform by default. Thus, E2EE community moderation necessitates shared
encrypted state (SES) among group members. The MlsGov system is an exam-

ple of one such approach that achieves this [96]].

In addition to empowering communities to perform their own moderation,
platforms must have mechanisms for enforcing their own policies, especially in
the presence of communities that are largely malicious. Within encrypted plat-
forms, user-driven reporting mechanisms largely fulfill this role. In encrypted
messaging, reporting allows users to disclose messages sent within groups to
platform moderators. If the platform determines that the messages demonstrate
a violation of platform policies, it can take action by restricting users and/or
groups via bans and content takedown. Securely achieving this functionality is
the goal of message franking, a cryptographic mechanism that allows message
disclosure without compromising the privacy of unreported messages, achiev-
ing reportability of valid messages, and disallowing the reporting of content
that was never sent through the platform [50,63]. All current work on mes-

sage franking considers only the messages as reportable content. However,
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when groups maintain shared encrypted state, disclosing this state and report-
ing messages in a way that ties them to the shared state at the time they were
sent becomes crucial for reporting. Although the MlsGov system from prior
work provides management for SES, it does not support reportability of this

state [96].

To see the utility of reporting shared state, consider the following example.
A messaging platform includes within its moderation guidelines a rule against
promoting hate speech. Despite this, a group includes hateful language within
its name or community guidelines, which are encrypted and not visible to the
platform. After joining the group, a non-abusive member is shocked to discover
this and reports it to the platform. Upon receiving the report, the platform asks
the user to disclose the moderator(s) of the group for further intervention. It is
impossible to securely support this type of interaction using existing franking
techniques that apply to standard content-bearing messages. Beyond report-
ing abusive messages, it would also be beneficial to flag malicious clients to the
platform. Such clients may produce invalid or even non-decryptable SES. The
ability to rapidly identify such clients is crucial to ensuring smooth group oper-
ation. Furthermore, it would be beneficial to situate group messages within the

context of the shared state at a particular point in time.

For example, consider a group policy, expressed in the shared state, that
mandates that group moderators place members on a mute-list (also part of the
shared state) upon violation of group norms. Reporting messages contextual-
ized within the shared state would allow a group member to raise moderator

negligence to the platform.

Goal. We aim to specify a mechanism for maintaining shared encrypted state
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among group members in a way that facilitates reporting of this state. We refer
to such a mechanism as a shared encrypted state (SES) franking scheme. A
group begins with an empty initial state, denoted by _L, that members modify
via update messages that follow a total ordering. We identify versions of the
state via an epoch counter i, which is initially 0. The evolution of group state
is defined via a deterministic group state update function gs’ < GSUp(P, gs, u),
where P is the sender of the message, gs is the shared state before the update
at epoch i, u is the update message, and gs’ is the shared state at epoch 7 + 1.
Our system must be able to recover from invalid or malformed updates that
malicious clients may attempt to submit. Messages within a group can also
indicate the epoch within which they were sent. Clients should be able to report

that the shared state at some epoch i* was gs™.

Technical challenges. Maintaining SES in MlsGov involves ordered encrypted
updates that clients apply to their local state [96]. Newly joined clients receive
the aggregate group state as an encrypted blob. All clients achieve a consistent
state because they process the updates in the same order. If a malicious client
issues an invalid update, honest clients will simply ignore it and still achieve a

valid and consistent shared state.

A natural straw solution to SES franking is simply reporting these update
messages and having the moderator reconstruct the shared state by applying
the updates one after the other. This suffers from several issues. First, exist-
ing message franking schemes are tailored to reporting individual messages.
A moderator would not be able to tell if certain updates were omitted or re-
ordered. To fix this, one could append an epoch counter to the updates. Yet, for

long-lived groups, this would require disclosing prohibitively many messages.
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In addition to being undesirable from a bandwidth standpoint, this is bad for
privacy as it reveals the full history and evolution of the group state as opposed

to the group state at a particular point in time.

Iterating on this, one may consider applying message franking on top of
broadcasts of the consolidated group state gs. The issue is that the platform
cannot verify that the state is valid or accepted by all honest group members.
Furthermore, this solution does not adequately handle malformed ciphertexts,
which do not decrypt correctly for honest group members. A malicious client
may post a ciphertext for which only they know the decryption key and attempt

to issue a report of the group state.

There are powerful cryptographic tools that allow clients to proactively as-
sert the validity of updates. For a relation R(x,w) over public statements x and
witnesses w, a zero-knowledge proof system is a protocol that allows a prover
to convince a verifier that there is some w such that R(z, w) = 1 without having
to reveal w [66]. Recently, zero-knowledge succinct non-interactive arguments
of knowledge (zk-SNARKS) have gained traction in the realm of verifiable com-
putation [62]. In principle, we could use zk-SNARKSs to have clients reveal the
group state at a particular epoch without revealing prior updates. We could also
use them to have the client prove to the server that the ciphertext they submit
for the SES correctly applies an update to the prior SES. However, zk-SNARKSs
can be prohibitively expensive for complex computations, leading to concerns
for scalability State of the art SNARKSs that do not require trusted setup incur
large costs in terms of latency and proof size just to prove knowledge of the
pre-image of a SHA256 hash [84]. Proving statements about shared encrypted

states must incur even larger costs. Given that we target deployment on mobile
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devices, we must adopt a lightweight approach.

Our SES construction. We now provide a brief overview of our construction
for SES franking. To update the state, a client supplies an update token u and
a commitment ¢y to new group state gs’ after the update, and an opening k; to
the commitment. Both v and k; are sent via the encrypted group channel and
are tagged by the server, which also tags c;. The server acts as the authority
on ordering, determining which update is applied if two arrive simultaneously,
attempting to build off the same previous update. The server also maintains a
counter for the updates in order to be able to tie content messages to particular
versions of the shared state. Platform moderators can thereby know the group
state at the time a particular message was sent, which may add useful context
that informs the interpretation of a particular reported message. For instance,
a reporter could show that another group member is violating group norms
included within the shared state by disclosing messages demonstrating this and

tying them to the shared state at the time they were sent.

We ensure group state validity and reportability via a natural acknowledge-
ment and flagging mechanism, assuming an honest majority of clients at any
given point in time. Upon receiving an update message v and commitment cy,
a client applies u to their local view of the state to obtain gs’. The client then
checks to see if ¢; verifies with ¢gs’, v and k;. If this check verifies, the client
sends an acknowledgement of validity to the server, which the server tags. Oth-
erwise, if decryption fails or if the commitment does not verify, the client flags
this to the server. For a group of N clients, assume > t are honest. Then a group
state can be reported once > ¢ acknowledgements for it are tagged by the server.

Conversely, an update can be reported as malformed once > ¢ flags are received
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for it. To enable efficient reporting, we make use of aggregate MACs [73].

Our key insight is that we can use simpler and more efficient cryptographic
primitives if we target post hoc reportability of deviation by malicious clients as
opposed to preventing deviation proactively. Proactive prevention while main-
taining privacy would require use of costly generic zero-knowledge proofs,
which would be burdensome on lightweight client devices, and on servers deal-
ing with billions of clients. An added benefit of our approach is that honest
clients can continue to proceed normally even in the presence of invalid up-
dates. The invalid updates are simply ignored. Reporting to the server, how-
ever, can only happen once a threshold (> t) number of acknowledgements or
tflags are produced. The value we choose for ¢t depends on the application set-
ting and report purpose, which we further discuss in Section Our usage of
aggregate MACs allows for scalability in threshold reporting by lowering the
bandwidth associated with sending acknowledgements. In Section we dis-
cuss optimizations that this enables for both storage on the server and on client

devices.

Beyond governance state. Although our instantiation of shared encrypted state
greatly benefits governance for encrypted messaging groups, we remark that
this primitive is useful in other contexts. File sharing services and other E2EE
applications that require shared state can benefit from our paradigm as well.
A user may wish to report abuse in a file within a shared cloud folder for in-
stance. With new developments in E2EE social media with platforms such as
Germ [17], efforts to bring E2EE to the ActivityPub protocol [18], and E2EE col-

laborative document editing [2], reportability of shared encrypted state will find
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other applications.

Contributions. In this work, we formalize a primitive for shared encrypted
state in encrypted messaging groups and extend message franking to accom-

modate verifiable disclosure of this shared state to platform moderators.

We define our threat model and specify syntax, semantics, and security

definitions for SES franking in Section

* We give a construction for SES and provide a formal security analysis in

Section

* To show our construction is practical, we provide benchmarks of an im-

plementation of it in Section

* We provide deployment considerations and discuss various extensions in

Section 4.6l

4.2 Preliminaries

Notation. The symbol Z* shall refer to the non-negative integers {0,1,2,...}.
The notation {0, 1}* denotes the set of bit-strings of length ¢. To indicate the
range {0,1,..., N — 1} for some N € Z*, we use the shorthand [N]. Assigning
a variable y to the value v is shown as y < v. Assigning y to the output of a
deterministic algorithm (equivalently, procedure or routine) Alg on the input x
is written as y < Alg(x). If Alg is randomized, we write y <—s Alg(z). To denote
sampling a value 7 uniformly at random from a set S, we write r <—s 5. We

express security via games involving an adversary, which we often denote via
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A, drawing on the code-based games framework of Bellare and Rogaway [31].

Group channels. We adopt an encrypted group messaging channel formalism
inspired by [91] and [44]. We define a group channel Ch as a tuple of algorithms
(Init, Snd, Rev) defined over a key space IC, message space M, party space P, and

ciphertext space C:

* st <sInit(k) initializes the channel with a randomly sampled shared key

k € K, producing client state st.

* c<sSnd(P, st,m) takes as input a party P € P, client state s¢, and message

m € M. It outputs a ciphertext c € C.

* m,i < Rev(FP,,st, Ps, c) takes as input the receiving party P, € P, client
state st, sending party P, € P, and ciphertext c. It outputs a decrypted

message m € M and message sequence counter i € Z™.

A secure channel provides confidentiality and integrity properties — we
adopt the notions discussed in [44]. Concretely, this channel would be im-
plemented via a protocol such as MLS [25], and can also provide forward se-
crecy (FS) and post compromise security (PCS). The advantage of our channel
abstraction is that it hides low-level details of the underlying key-agreement
mechanism, which will be advantageous when we specify the message frank-
ing component of our protocol. Note that this abstraction does not explicitly

handle dynamic groups. We discuss an extension of our approach to dynamic

groups in Section

Commitment schemes. A commitment scheme consists of two algorithms

CS = (Com, VerC). The randomized algorithm Com takes as input a message
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m and outputs the tuple (k, c) where c is the commitment and £ is the open-
ing key. The algorithm VerC(m, k, c) outputs 1 if £ is a valid opening of ¢ and
0 otherwise. A commitment scheme is hiding if ¢ reveals nothing about m and
binding if it is impossible to find m # m' and k, k¥’ such that both VerC(m, k, c)
and VerC(m, k', ¢') output 1. HMAC-SHA-256 with a random key instantiates

such a commitment scheme [63].

Message franking. A message franking scheme allows reporting of messages
sent through an E2EE platform while maintaining confidentiality for unre-
ported messages. The first proposal for message franking was specified in the
Facebook secret conversations whitepaper [1] and later analyzed in [63], which
formalizes message franking in terms of committing AEAD. Each ciphertext
has associated with it a hiding and binding commitment c; to the plaintext. The
platform tags c; for sent ciphertexts via a message authentication code (MAC).
Later, when a user wishes to report a message, it provides the opening (m, ky)
to ¢; along with the platform-generated MAC tag 7. The platform verifies the
MAC and the commitment c; to determine whether the reported message is

valid.

Aggregate MACs. A message authentication code (MAC) consists of a tuple of
algorithms (KGen, Tag, Ver). The randomized key generation algorithm KGen()
outputs a symmetric key k. The tagging algorithm Tag(k,m) takes as input
this key k£ and a message m and outputs a tag 7. The verification algorithm
Ver(k, m, ) verifies that 7 is a valid tag on the message m. Verification typically
amounts to recomputing the tag on m using k and verifying that this matches
7. Aggregate MACs [73], similar to aggregate signatures [35], allow one to com-

bine a set of MAC tags over multiple pairs of keys and messages into a single
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tag that can later be verified over that set of key-message pairs. The basic idea
is that a set of MAC tags can be aggregated via an XOR operation. Verification
amounts to recomputing and XORing the tags, then checking equality. The EUE-
CMA game for aggregate MACs is essentially the same as the standard game,
except that the adversary submits a set of messages and a single aggregate tag
to the challenger. Winning the aggregate MAC game requires the adversary
to produce a tag that verifies against this set of messages, and for there to be
at least one message within this set that was never queried to the challenger’s

MAC oracle.

Shared state. We model the evolution of shared state within a group via an
intuitive abstraction that we refer to as a shared state mechanism (SSM). An SSM
is defined over a party space P, a shared state space G, and an update space U.
We use the variable gs € G to denote the shared group state at any given point
in time, which is measured in epochs. An epoch ¢ € Z* identifies a version of
gs. At group creation time, i = 0 and gs = L. Shared state evolves as group
members issue updates. The state evolution is defined via a function GSUp :
P xGxU — G. For aparty P € P, group state gs € G, and update v € U,
the procedure GSUp(P, gs, u) outputs the new group state gs’ after applying the
update u issued by P to gs. This operation advances the group state gs at epoch i
to the new group state gs’ at epoch i + 1. The epoch counter ¢ can be maintained
alongside the group state. Figure {4.1| provides a visual representation of this
process. We illustrate our abstraction with a simple example. Consider an SSM
that maintains a key-value store. Update messages are of the form (put, k,v)
and the group state consists of a set of key-value pairs. An example execution

can look like the following
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1. (P, L, (put,a, 1)) — {(a,1)}
2. (P3,{(a,1)}, (put,b,2)) = {(a, 1), (b,2)}

3. (P2 {(a,1),(b,2)}, (put, a,2)) = {(a,2), (b,2)}

On the left-hand side of each arrow, we show the initial state and on the
right-hand side we show the state after applying the specified update. Observe
that clients achieve consistent shared state by applying the same updates in the
same order. Looking forward, the platform will bear the responsibility of ensur-
ing a consistent ordering of these updates. Prior work incorporates client-side
verification mechanisms to ensure consistency over the sequence of updates be-

ing applied [96].

This mechanism for maintaining shared state is quite generic and can sup-
port a wide range of computations beyond maintaining a shared key-value
store. MIsGov uses this style of shared updates to support policies such as
maintaining group roles, voting for moderators, and implementing updatable
content filters [96]. Any mechanism for which the shared state is a deterministic

function of the update messages can be supported by this approach.

Pllul PZruZ

Figure 4.1: A depiction of shared state evolution for two epochs. The initial
shared state gs, is L. Then party P, applies update u; to obtain the shared
state gs, for epoch 1. This updated state gs, is the output of the shared update
function GSUp on inputs (P, sy, u1). Party P, then applies u; to gs, to obtain
the new shared state gs, for epoch 2.
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4.3 Shared Encrypted State

In this section, we provide an overview of how we model our system, our threat
model, introduce SES franking syntax and semantics, and provide our security

definitions.

Platform model. In E2EE messaging, the platform is often conceptualized as
providing an authentication service (AS) for user identity management and a
delivery service (DS), which transmits message ciphertexts — these are terms that
we borrow from the MLS specification [28]. For the purposes of this work, we
do not explicitly model user identity management and hence we focus on the
DS-oriented aspect of the platform. In line with standard symmetric message
franking, we assume that the DS knows sender and recipient identities, and is
responsible for tagging and verifying messages. Trusting the platform in this

way is reasonable as it is the moderation entity to which users report messages.

Clients can issue updates to the SES for groups to which they belong. These
updates can be sent via an independent encrypted channel, separate from the
one used for standard group messages. We rely on the platform to act as the
authority on ordering state updates. Consequently, it acts as a tie-breaker in
case of a simultaneous update to the SES. The platform manages an SES epoch

counter for each group.

Settings for SES. The primary motivation for SES is maintaining shared state
for encrypted group messaging. Often, this state pertains to group governance,
containing information such as the list of moderators of the group, community
guidelines, and group member reputations. With the release of the WhatsApp

communities feature, more advanced group management functionality has en-
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tered mainstream E2EE messaging. Meanwhile, WhatsApp acknowledges the
role it has as a platform to moderate abusive communities [125]. The What-
sApp security whitepaper does not make any mention of encrypting the shared
state associated with groups [13]. However, doing so is crucial to upholding the
goals of end-to-end encryption, and SES franking enables platform moderation

for such a setting.

Beyond the group messaging context, settings such as encrypted collabora-
tive document editing and E2EE social media can benefit from SES reporting.
CryptPad is an example of an E2EE platform that supports real-time document
editing [2]. Recent work has also explored bringing end-to-end encryption to
services such as Git [83]], providing yet another application of shared encrypted
state. Facilitating abuse reporting in such settings will also be of interest. SES

enables users to report files containing harmful content.

Newer social media platforms provide features that require shared en-
crypted state. Peergos, which provides E2EE file sharing and social media fea-
tures [19]], serves as one such example. Germ, a messaging platform, supports
encrypted user profiles that can be updated over time [17]. Supporting full-

fledged abuse reporting for these platforms requires reportability of SES.

Threat model. We aim to achieve confidentiality of unreported messages, even
to a platform that may tamper with messages. One may wonder about the im-
plications of platform compromise for management of shared group state and
reporting, especially considering that the platform acts as the ordering author-
ity on messages. Honest clients can maintain ordering information locally and
compare it with the ordering reported by the platform. Any deviation here

would flag malicious platform behavior to honest clients. Furthermore, a mali-
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cious platform could simply choose to not produce valid reporting tags or fail
to properly verify tags. This would also become apparent to an honest client

during the reporting process.

SES franking syntax and semantics. An N-party SES scheme provides inter-
faces for updating and obtaining the latest version of the shared state. In ad-
dition, it allows reportability of the shared state to a platform moderator. For-
mally, an SES scheme is defined as a tuple of algorithms SES = (Srvlnit, Init,
Put, Get, TagPut, TagGet, GenReport, Judge), defined in relation to a key space K,
a server state space Sg, a client state space S¢, a ciphertext space C, a shared
state message space M, an update space U, report space £, a franking tag space
F, and a server tag space 7. An instantiation of an SES franking scheme is pa-
rameterized by a group state update function GSUp. We detail the algorithms

below for a group of size N € Z*.

* stg <s Srvlnit() is a randomized procedure that outputs an initial server

state stg.

* st <s Init(P, k) outputs an initial client state st € S¢ for party P € [N] with

shared initial key % € K.

* st'.c,gs, cc <—s Put(P, st,u) is a client procedure that takes a party P € [N],
client state st € S¢, update u € U. Upon executing a Put operation, the
client updates their local state to st and produces a ciphertext ¢ € C that
encrypts the update, along with other information that enables verification

and reporting. The updated group state gs is also returned.

o st',m, ks < Get(P,,st, P, c) is a client procedure run by receiving party

P, € [N]. It decrypts the ciphertext ¢ € C from sending party P;, where
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P, € [N], with receiving party client state st € S¢. In the event of suc-
cessful decryption, we have m = (u, gs, cc), where u € U is the update,
gs € M is the new group state for the new epoch cc € Z*. If decryption
fails, m = L. The epoch counter is incremented once a new valid cipher-
text is processed, updating the local version of the shared state. An invalid
ciphertext will not increment cc. The value k; is the franking key, which is

used in the event of a report.

sts, t, < TagPut(sts, P, cs) is a server procedure that outputs a reporting
tagt, € 7 ona group state update franking tag c¢; € F from party P € [N],

using the server state sts € Ss.

st'y, ty < TagGet(sts, Ps, P,, cs) is a server procedure for tagging a cipher-
text with franking tag ¢y € F upon client acknowledgement by P, € [N] of

a message sent by P, € [N], producing ¢, € T, using server state stg € Sg.

p < GenReport( Py, t,, Ty, u, gs, cc, cs, cr, ky) is a client procedure that gener-
ates report information p € £ for a group state modification u € U to yield
gs € M initiated by sending party P, € [N] for a set of get tags T, € {7}
and a put tag t, € 7. The procedure also accepts the client epoch counter
cc € Z*, the server epoch counter c¢s € Z*, as well as the franking tag

¢y € F, and the opening ky.

st'y, b < Judge(sts, Ps, R, u, gs, cc, cs, p, cs) is a server procedure that takes
as input the sending party P, € [N], the set of recipient parties R € {Z},
server state sts € Sg, state update u € U, group state gs € M, clien-
t/server epoch numbers cc, cs € Z*, and report information p € &, and
franking tag c;. It outputs a bit b € {0, 1}: 1 if the gs is determined to have

been the group state at epoch cc resulting from update v and 0 otherwise.
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This abstraction hides the details of the underlying CGKA mechanism for
updating the shared secret. Our syntax also elides metadata, such as times-
tamps and group identifiers, which message franking systems often include
within server-produced tags [1]. Observe that our treatment does not explic-
itly incorporate the threshold for the number of recipients, but rather has the
Judge routine accept a set of recipient identifiers for clients that acknowledged

successful reception of the update.

Security definitions. For security, we propose two accountability notions
specifically tailored to our setting. The accountability definitions, in line with
prior work on message franking, include sender and receiver binding notions
that we refer to as reportability and integrity. We take inspiration from the
channel-oriented definitions used by [44]. We restrict our attention to adver-
saries that provide well-formed inputs to the game oracles. If an input to an
oracle is malformed, we assume the oracle outputs L. Our games and pseu-
docode specifications make use of the assert P macro for a boolean predicate
P, which will cause the oracle or algorithm in which they appear to immediately

return L if P is false, similar to the behavior of the require macro in [27].

Correctness. We opt for a game-based definition of correctness in order to cap-
ture the stateful nature of our primitive. Our game captures the set of all valid
interactions with the SES mechanism. The goal of the adversary is to attempt
to induce an invalid state. We formalize correctness via a security game in Fig-

ure The correctness advantage of an adversary A is defined as follows:

Advgesy' (A) = Pr{GggsR (A) = 1]
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w O.PutAndTag(P, u):
ksr s KK stp,c, gs, cc <3 Put(P, stp,u)

cs* < cs* +1

R’ R97Rt < {}a {}v {}
Ty |[P]  Too[P] + 1

sta, kch < .A()

0.GetAndTag(P,, P, c,t,, cs'):

win < 0 Tgs[P] — GSUp(P7 Tgs[P]’u)
gS*,TCC,Tgs — if (gsv CC) # (Tgs[P]ach[P]):

L{L{} win <1
stg s Srvinit(ksy,) stg, tp <= TagPut(sts, P, c.cy)
For P € [N]: Add (P, ¢, tp,, cs*) to Ry

stp « Init(P, kcp) return c, gs, cc, t,, win

Tee[P] < 0

Tys[P] + L O.Rep(Ps,tp, Ty, u, gs, cc, cs,cf, ky):
A° (st 4, kcn) p < GenReport(Ps, t,, Tyu, gs,
return win cc, cs,cp ky)

assert p # |

sts,b <+ Judge(sts, Ps, R, u, gs,
cc, ¢S, p, cy)

S = {(Ps,tp, tg,u, gs, cc, cs, tg.cr)
ity € Ty}

if b=0A(Ps,tp.cq,tp, cs) € Ry
NS CRy:
win < 1;

return win

assert (P, c.cp,t,, ¢s’) € Ry
assert (P, Ps,c,t,, cs’) ¢ R
Add (P, Ps, ¢, ty, cs’) to R
stp,.,m, ky < Get(P,,stp,, Ps,c)
if m # | then
(u, gs, cc) < m
Tee|P) < Tee|P] + 1
Tys[P] <= GSUp(P, Ty [P], u)
if (g5, cc) # (Tyu[Pl, Tuc P):
win < 1
stg,ty <—s TagGet(stg, Ps, Py, c.cy)
Add (P, tp, tg,u, gs,
ce, cs' ecp) to Ry
else win « 1
return stp ,u, gs, cc, kg, tp, tg, win

Figure 4.2: The security game for SES Correctness.

A correct SES scheme is one for which for all efficient adversaries A, we have

that AdvEEsyy”

and allows the adversary to pick a channel key.

(A) = 0 for all values N € Z*. The game initializes a server key

The adversary is provided with a Put AndTag oracle, which executes a Put

operation with the specified update u, and then a TagPut operation over this

update. Similarly, there is an oracle Get AndTag that executes a Get operation

followed by a TagGet operation. Finally, the oracle Rep generates and judges a

report for the specified inputs. The remaining security games follow a similar

structure with slight variations reflecting the particular security properties they

model.

Note that the adversary can win if it forces clients to obtain states that are
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GZGES;GIE(A): O.Put(P,u): 0.GetAndTag(P,, P, c,t,, cs'):

kg s K stp,c, gs, cc +s Put(P, stp,u) assert (Ps,c.ct,ty, cs') € Ry
R,Ry, Ry « {},{},{} returnc,gs,cc assert (P, Ps,c,t,, cs’) ¢ R
st a4, ken <5 A() Add (P, Ps, ¢, ty, cs’) to R
win < 0, cs* < 0 O.TagPut(P,cy): stp,.,m, ky < Get(P,,stp,, Ps,c)
stg «—s SrvInit(ksy) cs* «— cs* 41 if m # | then
For P € [N]: stg.,t, < TagPut(stg, P, cy) (u, gs, cc) <= m
stp < Init(P, kcn) Add (P, ¢y, t,, cs*) to Ry stg,ty <—s TagGet(stg, Ps, Py, c.cy)
AO(St_A, kcn) return ¢, Add (P, tp,tg, U, gs, cc,
return win cs',c.cp) to Ry

O.Rep(Ps,tp, Ty, u, gs, cc, cs,cy, ky):return stp ,u, gs, cc, kg, tp, ty

p < GenReport(Ps, t,, Ty, u, gs,
ce, s, cp ky)

assert p £ |

stg,b < Judge(sts, Ps, R, u, gs,
ce, ¢s, p,cy)

S = {(Ps,tp, tg,u, gs, cc, cs, ty.c5)
ity € Ty}

ifb=0A (Ps,tp.cr,tp, cs) €Ry
NS C Ry
win < 1; return 1

else return 0

Figure 4.3: The security game for SES Reportability. This game is similar to the
correctness game, however the main differences are that we model a malicious
sender that does not have to execute valid Put operations.

inconsistent with the accounting the game performs using the tables 7. and 7.
Observe that all ciphertexts provided to the Get AndTag must have been the
output of an honest Put operation from the Put AndTag, hence the adversary

wins if a ciphertext does not properly decrypt.

Reportability. Our reportability definition is akin to what is often known as
sender binding in the message franking literature. At a high-level, we require
that all messages that successfully decrypt and verify for an honest client must
be reportable to the judge, even for a malicious sender, in our case, a party
performing a Put operation. We formalize this in the security game in Figure[4.3

The reportability advantage of an adversary is defined as follows:
Advggs v (A) = PrGggs v (A) = 1]

133



Gy (A):
ksrv —s )C
Ry, Rg,Ri, R
44804
sta, kcn <5 A()
win < 0, ¢cs* + 0
stg <—s SrvInit(ksy)
For P € [N]:
stp < Init(P, kCh)
A© (st a, kcn)

return win

O.PutAndTag(P,u):

stp,c, gs, cc <3 Put(P, stp,u)

cs* —cs*+1

stg, tp < TagPut(stg, P, c.cy)

Add (P, ¢, tp,, cs*) to Ry

Add (P, u, gs, cc, cs*, c.cy) to
Ry

return i,

O.Rep(Ps, R, u, gs, cc, cs, p,cy):

sts, b+ Judge(sts, Ps, R, u, gs,
cc, ¢s, p,cy)
if b = 0 then return 0
if (Ps,u, gs, cc,cs,c5) € Ry -
win < 1; return 1
for P. € R:
if (Ps, P, u, gs, cc,cs,cp) &
Ry:
win < 1; return 1
return 0

0.GetAndTag(P,, P;, ¢, tp, cs'):

assert (P, c,t,,cs’) € Ry
assert (P, Ps,c,t,, cs') ¢ R
Add (P,, Ps,c,tp, cs’) toR
stp,,m,ky < Get(P,, stp,, Ps,c)
if m # | then
(u, gs, cc) < m
stg,ty < TagGet(stg, Ps, Py, c.cy)
Add (P,, Ps,u, gs, cc, cs', c.cy)
toRy
return stp ,u,gs, cc,ky,tp, tg

Figure 4.4: The security game for SES Integrity.

The adversary A wins the game if it is able to generate a report that should

verify, according to the bookkeeping the game performs, but ends up failing to

verify with the Judge procedure. The check happens in the Rep oracle. The set

R, accumulates all messages for which Get successfully executes. The adversary

wins if it can produce report information p that does not validate for the Judge

procedure, even though p is generated from valid tags.

Integrity. Integrity for SES franking is analogous to the receiver binding prop-

erty in symmetric message franking. To provide integrity, it must be computa-

tionally infeasible for a malicious reporter to produce a never-tagged SES report

that verifies for the judge. The corresponding SES integrity advantage is:

AdvsgsTy (A) = Pr[GSEN (A)

:1]

Formally, the adversary A has to produce report information p, such that
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it verifies for the judge while deviating from the ground truth that the game
maintains in its own bookkeeping. The set R, keeps track of the state and update
information associated with Put operations from the PutAndTag oracle. The
set R, keeps track of the state and update information successfully received by
honest clients and is updated in the Get AndTag oracle. The adversary wins if
it can successfully report state information that contradicts the accounting that

R, and R, perform.

Confidentiality. Confidentiality requires that the franking tag does not reveal
anything to the server about the contents of the underlying plaintext to get. This
property is inherited in a straightforward manner from the hiding properties
of the commitment scheme that will be used in our construction presented in

Section 4.4, We omit a detailed security game for brevity.

Choosing a threshold. Our SES formalism allows flexibility for the number of
Get tags required to establish the validity of a report. The choice of how many
such tags are required depends on the context of a report. Consider the fol-
lowing example: Suppose the platform receives multiple reports about policy
violations within a particular group. In order to intervene, the platform wishes
to reach out to the current moderator(s) of the group. The identity of the group
moderators is part of the SES, and so verifiably disclosing it would require a
report. Preventing malicious users from impersonating as a moderator to the
platform requires a sufficiently large (e.g., a majority) threshold. On the other
hand, if someone wishes to report a moderator for changing the group guide-
lines to contain abusive language, it would suffice to include just one Get tag.
The worst a malicious user could do is implicate themselves for having done

something objectionable. Similarly, with encrypted profiles, typically just one
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user (the owner of the profile) updates the shared state. Hence, a single Get tag
suffices to report a user for issuing an update to their profile that goes against
platform policies. Indeed, in order for an abusive client to be able to have their
harmful content viewed by an honest client, the ciphertext and franking tag

must be well-formed, otherwise the harmful content will not be displayed.

4.4 Qur Construction

In this section, we outline our construction for SES franking. First, we discuss
some intuitive straw proposals and point out their weaknesses in order to mo-
tivate our approach. We then specify our construction and then analyze its se-

curity using the definitions we established in Section

Challenges with straw solutions. In Section we outlined two straw so-
lutions for maintaining reportable shared encrypted state. The first involved
reporting all updates sent within the group to the moderator, allowing them to
independently reconstruct the consolidated group state. The second entailed
sending and franking the full group state every time it is updated. We now
discuss in more detail why standard message franking approaches employed in

these solutions fail to achieve our goals for SES franking.

The first solution relies on maintaining ordering integrity over the updates.
Although there are approaches to message franking that enable reporting mes-
sages with such information [44], such approaches do not directly allow report-
ing which total ordering is agreed upon by all honest clients. This suggests that
there must be some sort of acknowledgement mechanism so that clients can

indicate which updates are accepted in the event of conflicting updates. Fur-
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thermore, the number of updates can grow arbitrarily large, making reporting
expensive over time, linear in the number of updates. In certain deployments
with disappearing messages, group members may not even have access to all
updates that led to a particular group state. This is also a burden on client-side

storage.

Broadcasting the full group state appears somewhat better in terms of mit-
igating these issues, yet this causes the bandwidth to significantly increase for
every update. Identifying valid group state broadcasts remains an issue with
this solution, again suggesting the importance of acknowledgements of valid-
ity. We therefore consider a hybrid of these two solutions: broadcast individual
group updates, but commit to the consolidated group state after applying this
update. On top of this, we include a mechanism for clients to indicate that the

update and commitment are valid.

Overview of our construction. We present our construction in Figure The
key insight is that the franking tag commits to the update u, the full group state
after the update gs, and the client state counter cc. This way, update messages
can be succinct, as opposed to having to convey the full group state, yet still
commit to the full group state, enabling reporting. Meanwhile, the server tag-
ging procedure incorporates a server state counter cs, which maintains a logical
time that the server can use to tie standard content-bearing messages to par-
ticular versions of the group state. Furthermore, our use of aggregate MACs
decreases the bandwidth required for reporting and reduces client-side tag stor-
age requirements. See Section [4.6|for a discussion of the optimizations that tag

aggregation affords.
Client procedures. The client initialization procedure initializes the channel via
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a shared key. The shared state gs is initialized to L while the client state epoch
counter cc is initialized to 0. A Put operation takes as input an update u. The
client commits to the update, the new group state, and a counter for the version

associated with the group state.

A Get operation takes as input this ciphertext. Upon decryption, a client
applies the update and verifies the commitment against the update, new group
state, and new state counter. If this verification fails, the client reverts the group

state to what it was before.

Server procedures. The server initialization procedure samples a key for com-
puting MACs and initializes a counter cs to keep track of versions of the shared
encrypted state. The server tags Put operations via TagPut, MAC-ing over the
party that performed the Put along with the franking commitment c;, and a
server-side update counter cs. This server counter is necessary since the client
counter may be out of sync due to malformed updates. Including a server
counter additionally allows the server to link non-shared-state messages within
a group to particular versions of the group state. The server counter also en-
forces a total order over updates while preventing replays. Once a client indi-
cates successful reception and verification of a ciphertext, it prompts the server
to initiate a TagGet, which additionally MACs over the receiving party. The
output of a TagGet serves as a cryptographic acknowledgement of successful

message reception.

Reporting. A client generates report information using the GenReport proce-
dure, which XORs all the Get tags together along with the Put tag. In fact, this
creates an aggregate MAC tag [73]. The report information includes the iden-

tifiers associated with the recipients that validate the committed state. Upon
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Srvinit():

kmac <3$IC, cs < 0
return {knyac, cs}

Init(P, k):
cc<+ 0,95+ L
return {Ch.Init(P, k), cc, gs}

Put(P, st,u):

gs’ < GSUp(P, st.gs,u); st.cc < st.cc+ 1
(ks,cy) <—s Com(u, gs', st.cc)

(st.stch, ce) <= Ch.Snd(P, st.stch, (u, ky))
st.gs < gs’

else return st, (ce, cy)

Get(P,, st, Py, ¢):

(st.stch,u, ks, 1) <= Ch.Rev(P,, stcp, Ps, ¢)

assert u # L

gs’ < GSUp(Ps, st.gs,u); st.cc « st.cc+ 1

if VerC((u, gs’, st.cc), ky,c.cy) =0:
return L

st.gs + gs'

return st,u, st.gs, st.cc,ky

TagPut(sts, P, ¢):

stg.cs < stges + 1, ack < (Put, P, ¢s, c.cy)
t < (ack, Tag(sts.kmac, ack))
return stg,t

TagGet(stg, Ps, Pr, c):

ack < (Get, P;, Py, c.cy, cs)
t < (ack, Tag(sts.kmac, ack))
return stg,t

GenReport(Ps, tp, Ty, u, gs, cc, cs, cr, ky):

if VerC((u, gs, cc), k¢, cs) = 0 then return L
S {ty.Pr:ty € Ty}

tagg < ( D ty.tag) & ty.tag
t,€T,

return (Ps, S, tagg, u, gs, cc, s, cy, ky)

Judge(stg, Ps, R, u, gs, cc, cs, p, cy):

(Ps, R, tagg, u, gs, cc, cs, cp, kyp) < p
if VerC((u, gs, cc), ky,cs) = 0 then return 0
return t,g; =

( 6@ Tag(sts.kmac, (Get, Ps, Py, cs,cy)))
P.€R

@ Tag(sts.kmac, (Put, Ps, ¢s, cy))

Figure 4.5: Pseudocode for our SES construction.

report verification, the server re-generates these tags for the identified recipi-
ents and XORs them together with a regenerated t,, comparing the result to the
provided aggregate MAC in the report information. The server also checks the
franking tag commitment to ensure the validity of the reported triple of update,

shared group state, and state counter.

Security analysis. We now show that our construction achieves reportability
and integrity as defined in Section Correctness of the scheme follows from
the correctness of the underlying encrypted messaging channel, the aggregate
MAC, and the commitment scheme, hence we omit a full security proof here. In
the remainder of this section, we provide proofs of reportability and integrity

for our SES construction SES*.
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Theorem 7. Let SES™ be the construction in Figure 4.5 and let A be a reportability

adversary. For all N € Z*, we have that Advggg: '\ (A) = 0.

Proof. The checks performed in the Judge procedure mirror those performed in
the Get procedure. Hence, if the commitment verifies for the client, it must also

verify for the judge. O

Theorem 8. Let SES™ be the construction in Figure[d.5\and let A be an integrity adver-
sary. Forall N € Z* we give an aggregate MAC EUFCMA adversary BB, and a commit-
ment V-bind adversary C, such that Advigery (A) < Adviggggf,}jfccma (B) +Advid™(0),

where B and C run in the time of A plus some small constant.

Proof. We proceed via a sequence of game hops. The game G is the SES In-
tegrity game. Our goal is to bound Pr[G(.A) = 1]. Our analysis considers two
cases: the adversary wins by forging the aggregate tag ¢.,, or the adversary wins
by opening the commitment ¢, to a value other than what was originally com-

mitted. We define failure events F; and F; respectively corresponding to these

scenarios.
More precisely, let F; denote the event that A wins and (F;,-,-,-, ¢s,cf) &
R, or there is some P, € R such that (P, F,,-,-,-,cs,¢;)) ¢ Ry where

(Ps, R, tagg, u, gs, cc, cs,cs, kg) = p. Let F, denote the event that A wins with-

out either of these events occurring.

We define (G; to be the same as G, except an abort occurs if F; occurs. The
game G is the same as (1, except an abort occurs if F, occurs. Observe that
Pr[G5(A) = 1] = 0 and therefore, by standard arguments that Pr[G¢| < Pr[F] +
Pr[Fy).
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We give an aggregate MAC EUF-CMA adversary B such that Adv®"™™(B) >
Pr[F}]. The adversary B simulates the SES Integrity game to A, routing calls to
the MAC to its own challenger in the aggregate MAC EUF-CMA game. If F}
occurs, then A produced a value that verifies, but was never queried to the

MAC challenger oracle. Thus, B outputs
<{(P87 cs, Cf)} U {<P57 By, cs, Cf) VS R}7tagg)
as a forgery, winning the game with probability Pr[F].

We give an adversary C such that Adv*™™4(C) > Pr[F,]. Now it remains to
show that F, must produce binding violation. The adversary A can only win by
having Judge output 1 while (P;, u, gs, cc, cs,cy) € R, or (Ps, Py, u, gs, cc, ¢s,cp) &
R, for some P, € R. Simultaneously, the aggregate MAC must verify for the set
of messages {(DPs, P,, cc,cs) : P, € R} U{(Ps, cc,cr)} and ¢; must open for the
message (u, gs, cc). If the adversary wins without F; occurring (i.e. the event
F5), then by definition of F, we have that (7, -, -, -, cs,cf) € R,and forall P, € R
we have (P, Py, -, -, -, ¢cs,cp) € Ry. Let (v, gs', cc’) be the tuple associated with ¢;
stored in R, and R, — by construction and by the way these sets are updated in
the game, only one such tuple can exist. The adversary C can find this tuple by
simulating the integrity game and noting the oracle arguments supplied by A.
Moreover, we must have that (v/, gs', c¢’) # (u, gs, cc) for the adversary to win.
If 5 occurs, then we must have that VerC((u, gs, cc), kf,c;) = 1. This gives a

collision ((u', gs', ec'), K%, (u, gs, cc), k¢, cg). Thus, C wins with probability Pr[F5].

]
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4.5 Implementation and Evaluation

In order to show the practicality of our SES construction, we implemented a

proof of concept in Rust and performed various microbenchmarks.

Implementation details. We chose Rust [21] for our implementation due to
its high performance guarantees. For cryptographic operations we use AWS
Libcrypto [15]. For serialization, we use the Serde crate [22]. The core imple-

mentation consists of 443 lines of code, as counted by the cloc utility [16].

Experimental setup. We performed microbenchmarks using the popular Crite-
rion tool [64]. In particular, we measure the latency associated with various SES
franking operations, and we report the bandwidth (communication complex-
ity) of various objects of interest in our construction. All of our experiments ran
on an AWS t2.medium EC2 instance, with 4 GiB of RAM and 2 vCPUs [14].
The shared group state we opted for in our benchmarks is a simple key value
store. Updates to the group state consist of a key-value assignment. We test
with workloads consisting of key value pairs where both keys and values are
base 64 encodings of 32 random bytes. The main factors influencing the perfor-
mance of the SES operations are the size of the state and the number of clients.
We find that this setup allows us to exercise the core functionality of our SES
franking construction and understand its scalability as a function of the size of

the shared state and number of parties involved.

Put and get operations. The performance of Put and Get operations depends
primarily on the number of operations within the group state. This is because

the group state is part of the commitment which is generated in the Put oper-
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ation and checked in the Get operation. With our setup, it is the only input to
the commitment that is variable in size. Initially, the group state is empty for all
clients. A single group member emits updates as other group members process
them. For the purposes of our benchmarking, it suffices to measure the timing
of the Get operation for a single client over repeated iterations. We present our
measurements in Figure Over 1024 Put operations, we measure a mean Put
ciphertext size of 1255 bytes with a standard deviation of 15.3 bytes. This minor

variability is due to the nature of our serialization approach with Serde [22].

Server tagging operations. Our tagging operations run in time independent of
the number of group members, the size of the update, and the size of the group
state. As such, we report on their latency directly. For the TagPut operation, we
record a mean latency of 2117.5 ns with a standard deviation of 15.4 ns. The
TagGet operation measures at a mean 1749.7 ns with a standard deviation of
15.3 ns. We compute these values from 100 Criterion samples. Note that an
individual Criterion sample consists of multiple iterations of the benchmarked

function to ensure accuracy.

Report creation and judging. The latency measurements for report creation and
verification are shown in Figure[d.7] We observe that judging takes significantly
longer due to the validation of the aggregate MAC requiring multiple MAC
evaluations — one for each included Get tag. The generation of the aggregate tag

simply requires XOR-ing the individual tags together, which is much faster.

Memory overhead of reporting. Our usage of aggregate MACs [73], greatly
improves the bandwidth required for sending reports. A naive approach would

require sending t MAC tags whereas our approach requires sending only one.
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We show the bandwidth overhead associated with reporting in Figure for
a report of a group state after 1024 update operations. The size of the group
state itself is roughly 92 KiB. We define the overhead as the difference between
the size of the report object, which contains the group state, and the group state
itself. This allows us to quantify how much bandwidth the cryptographic in-
formation incurs. In our measurements, we make use of Concise Binary Object
Representation (CBOR) serialization [20]. We observe that the overhead grows
linearly with the number of client get tags included within the report. This is
due to the fact that the report includes a list of recipient identifiers. Although we
can aggregate the MAC tag itself, we have to include this list to reconstruct the
messages against which we are checking. Nonetheless, this overhead amounts
to 3.1 KiB for a group of 1024 members. Furthermore, reporting is a somewhat

infrequent operation, hence this overhead is not prohibitive.

Latency of Put and Get Client Operations
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Figure 4.6: The latency of Put and Get operations. We report the mean values
taken over 100 Criterion samples along with error bars showing one standard
deviation.
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Figure 4.7: Latency associated with report creation and report judging. The

plotted points show the mean measurements taken over 100 Criterion samples.
The error bars show one standard deviation.
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Report Memory Overhead
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Figure 4.8: Memory overhead of cryptographically verifiable group state report-
ing, measured as the difference in the length of the encoding of the state and the
length of the full report object with cryptographic material attached.

4.6 Discussion

In this section, we discuss deployment considerations for SES, extensions to our

approach, and comment on limitations.

Integration with messaging. Our presentation provides an analysis of SES as
an isolated component of an encrypted platform. We now discuss how it can
integrate with a messaging platform, such as MlsGov [96], that supports shared
state for groups. Recall that SES is reported with a client-side counter that in-
dicates the version of the state and a server-side counter that keeps track of the
number of updates. These counters may diverge in the event that clients sub-
mit invalid updates. The server counter can be included as metadata associated
with non-shared-state messages in order to indicate the governance state at the

time a message was sent. This way, abuse reports can include governance state
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as associated context.

Selective opening. There exist message franking approaches that allow re-
porters to disclose portions of a message as opposed to the message in its en-
tirety. For example, recent work has proposed constructions that enable reveal-
ing portions of a message at the block level that contain offensive content [81].
This approach, as well as other approaches based on vector commitments, such
as Merkle trees, can be composed with our construction to allow the client to
disclose parts of the state as opposed to the entirety of it. This has benefits for

improving privacy and reducing the report size.

Optimizations. Our use of aggregate MACs enables server-side and client-side
optimizations, beyond the benefits we have already discussed in saving report
bandwidth. As clients receive Get tags, they can accumulate a running XOR for
each message, noting which recipients have contributed the tags. This saves
space over storing individual tags separately, and this approach is particularly
beneficial for large groups. An interval tree can be used to allow clients to ef-
ticiently keep track of which group members have issued Get tags for which
messages. One may also consider pruning reporting data for older messages.

Indeed, this aligns with implementations of disappearing messages.

The server can similarly accumulate Get tags for messages as it prepares to
deliver them to group members. When a group member receives a message, the
server can send a running XOR of all Get tags at the time the message is being

delivered. This saves on server storage as well as bandwidth.

Dynamic groups. To provide a streamlined presentation and analysis, we

model a group messaging abstraction that handles static groups. That is, we
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assume that the membership of a group is defined and fixed at its creation, and
we do not explicitly model how members can be added to or removed from
the group. We point out that extension to dynamic groups boils down to boot-
strapping new members with the existing state of the group. A straightforward
way to do this is to send newly invited members the current state of the group.
Then, the inviter can issue a no-op update, one that does not change the state
of the group, committing to the current shared state via our SES mechanism
using cy. Although the full state only needs to be sent to the new members, c;
is broadcast to all members via the platform. Therefore, producing a discrep-
ancy between the state new members receive and the shared state maintained

by existing members requires producing a binding violation for c;.

Limitations. A limitation of our approach is that it requires a threshold number
of Get tags to enable reporting of shared state, depending on the particular use
case, as we discussed in Section This leads to a potential lag in report verifi-
cation for the platform. A requisite number of honest clients must come online
to obtain these acknowledgements of state validity. In most scenarios, this is not
a significant drawback, considering reporting is a highly asynchronous process.
Moderators may not address a report long after it is submitted, at which point
the appropriate Get tags have been accumulated. Moderators can also specula-
tively review and act on reports and roll back a decision if a state update is later

flagged as malicious.
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4.7 Related Work

E2EE reporting. Early work on E2EE reporting focused on symmetric mes-
sage franking, a setting in which the moderation entity is the platform itself
[1,50,63]. This is the setting that our work targets. Later, asymmetric message
franking (AMF) considered metadata-private and third-party moderation set-
tings [67,113]. Follow-on work has also explored extending AMFs to the group
messaging setting [78]. Beyond reporting messages, there has been a line of
work on tracing the source of viral misinformation that is forwarded via E2EE

messaging platforms [29//67,98,115]

Private scanning. While reporting provides a reactive moderation mechanism,
a line of work has explored cryptographic protocols that enable the platform
to proactively scan for harmful content. Most prominently, Apple proposed a
system, based on private set intersection, for privately scanning iCloud photos
for child sexual abuse material (CSAM) [34]. Due to backlash from academics
and civil society, the protocol was never deployed. Nonetheless, some academic
proposals provide alternate system designs with better accountability and trans-
parency [104}[111]. Although SES allows for proactive moderation at the group

level, it does not tackle platform-driven proactive moderation.

Cryptographic group management. The Signal private groups paper details
a mechanism for group-level access control in the sealed-sender setting [42].
Their approach makes use of anonymous credentials that allow privileged users
to demonstrate they are authorized to perform membership management op-
erations without revealing their identity. Administrative CGKA proposes an

augmentation on CGKA protocols that supports access control for group ad-
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ministrators [27]. Private hierarchical governance contributes a mechanism for
broader group moderation policies for encrypted messaging groups [96]. SES
builds off of this approach to provide a richer reporting functionality that sup-
ports disclosure of shared state and platform-verifiable detection of malicious

clients.

Verifiable computation and zero-knowledge. As discussed in Section one
could use techniques from the verifiable computation literature [117] in order to
enforce that only valid updates to the group state are performed. Recent work
has proposed stateful anonymous credentials backed by zero-knowledge proofs
[108]. Such techniques are computationally heavy, and hence would not work
well in our setting to generalize to sophisticated shared state mechanisms, such
as the policies supported by MlsGov [96], or for large-scale E2EE platforms.
Our goal in this paper is to provide a lightweight solution based on simple and

efficient cryptographic primitives to encourage streamlined adoption.

4.8 Conclusion

Our work initiates the study of shared encrypted state (SES) franking, moti-
vated by applications in encrypted messaging and E2EE platforms broadly. We
present security definitions and constructions for SES franking, in addition to
an implementation and experimental evaluation, demonstrating the practical
nature of our constructions. With the increasing prevalence of E2EE platforms
that support novel rich features comes a growing reliance on shared encrypted
state. This work provides a foundation for handling this state in a way that is

compatible with content moderation and user safety. Future work may examine

150



how to realize SES franking in metadata-private scenarios and situations with

relaxed state consistency requirements.
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CHAPTER 5
SOCIETAL IMPLICATIONS

In this chapter, we discuss the benefits and challenges raised by the contribu-
tions we have detailed in the preceding chapters. In particular, we provide rec-
ommendations for how these contributions can be deployed in a way that best
balances user safety, agency, and privacy for end-to-end encrypted platforms.
While the results presented in this thesis focus on the technical infrastructure
that enables enhanced safety features for E2EE platforms, we touch upon the
human-related factors with which practitioners must grapple when implement-

ing these solutions in the real world.

5.1 Private Hierarchical Governance

The focus of Chapter|2]is to provide tools to realize a broad range of governance
policies, as opposed to prescribing specific instantiations of well-designed poli-
cies. These tools facilitate community moderation. Notably, however, these
tools, and private hierarchical governance broadly, do not address groups in
which all participants are bad actors. In a fully abusive group, no user would re-
port harmful content to the platform. Private scanning approaches, such as the
one proposed by Apple [34], are tailored for this use case, however they raise
concerns regarding surveillance and censorship. Follow-on work has examined
how transparency can be paired with these approaches to enable accountabil-
ity on the part of the platform [104,111], yet these efforts are orthogonal to the
goal of providing community moderation tools to users, which is the goal of our
work. Providing governance tools to users helps automate the work of commu-

nity moderation, allowing local interventions without requiring action from the
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platform, which is more supportive of user agency and privacy.

It may be unclear to users what policies are “good” in terms of promoting
positive outcomes and protecting against autocratic takeovers of the commu-
nity. Certain policies could, for instance, allow some group members to accu-
mulate power and cement control of the group. Fields such as social choice
theory and game theory may offer insights for policy design. There is also an
opportunity for HCI work investigating how users choose and navigate differ-
ent governance policies. In an actual deployment scenario, the platform should
present users with a set of safe and well-designed default policies, along with
an interface for customization. Works such as Pika [121] can serve as the foun-
dation for usable policy design interfaces. Pika similarly provides a set of good

defaults and identifies the exploration of “good” policies as future work.

5.2 Transcript Franking

Transcript franking enables more flexible reporting processes by allowing users
to disclose sequences of messages within a conversation with strong integrity
guarantees on the causal ordering over those messages. Although our construc-
tions give users control over the exact context they disclose, there remain us-
ability questions surrounding interfaces for disclosing messages and how to
display and interpret message causal ordering. Further work will have to be
done to determine appropriate designs for reporting procedures that allow the
revelation of sufficient context so that moderators can make informed decisions,
while minimizing the impact to user privacy. Our constructions allow for in-

cremental disclosure, which allows users to add context in additional rounds,
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which is useful for moderators who request additional information to interpret

the report.

5.3 Shared Encrypted State Franking

Shared encrypted state franking is motivated by the need to provide more flex-
ible reporting in the private hierarchical governance setting, in addition to ac-
commodating broader forms of E2EE platforms and social media. This raises
questions about what E2EE social media should look like and how user-driven
reporting should fit within it. Most current E2EE platforms center messaging.
As platforms expand in functionality, accommodating larger groups and facil-
itating user and content discovery, employing safety mechanisms becomes in-
creasingly important. Harmful content can disseminate more rapidly and reach
users with greater ease, relative to the messaging setting. Accordingly, E2EE
platforms must set appropriate safeguards when adding new features in order
to limit the spread of harmful content. Such safeguards may include limiting
group sizes, mandating structured community moderation, and throttling con-
tent forwarding and dissemination. Prior work has discussed where and how
content moderation should fit within the technology stack [51]. There is a gen-
eral understanding that platforms are more responsible for content than cloud
services, due to their role in distributing and amplifying content. As encrypted
platforms grow in functionality, especially in their capacity to disseminate con-

tent, so too does their responsibility in engaging in moderation.

When using SES franking to report governance-related information in a

group, there remain open questions regarding how platforms should take ac-
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tion. For instance, if a report of the governance state reveals that a group is
involved in activity that violates platform guidelines, it is unclear how the plat-
form ought to intervene. Platform moderators can reach out to community
moderators, whose identities are also contained within the governance state,
and urge them to govern in accordance with platform policies. If group mod-
erators fail to comply, the platform may sanction them, demote their status,
or even remove them from the group. However, it is not obvious who would
be appointed in their place and how governance in the group should proceed
thereafter. Future work should investigate users preferences surrounding plat-

form intervention in such cases.
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CHAPTER 6
CONCLUSION

In addition to providing strong privacy protections for users, end-to-end en-
cryption provides defense in depth. Even if a platform itself is compromised,
user data remains protected. Still, users must be protected from online harms,
which continue to grow, accelerated now by the advent of powerful Al tools,
which can facilitate the creation and dissemination of harmful content. The
expansion of such tools also raises concerns regarding mass surveillance and
data collection. End-to-end encryption enables powerful privacy protections
for users. It is therefore imperative, especially now, that digital platforms begin
moving toward end-to-end encryption. Yet while doing so, they must provide
users with robust protections. At a time when online harms and threats to user
privacy are rising, developing trust and safety mechanisms for E2EE platforms

is critical.

For end-to-end encrypted platforms, governance and enhanced reporting ca-
pabilities serve as a strong foundation for user safety. This thesis presents novel
approaches toward furthering these goals. End-to-end encryption is rapidly
spreading beyond the realm of messaging. I hope this work serves as a founda-

tion for securing and building safety into new and emerging E2EE platforms.
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