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Distributed multiparty protocols such as multicast, atormbommit, or gossip are
currently underutilized, but we envision that they could used pervasively, and
that developers could work with such protocols similarly tow they work with
CORBA/COM/.NET/Java objects. We have created a new programming model and a
platform in which protocol instances are represented asctdpf a new type calldd/e
distributed objectsstrongly-typed building blocks that can be composed inpetyafe
manner through a drag and drop interface. Unlike most pbggat-oriented distributed
protocol embeddings, our model appears to be flexible entmglacommodate most
popular protocols, and to be applied uniformly to any paraafistributed system, to
build not only front-end, but also back-end componentshsag multicast channels,
naming, or membership services.

While the platform is not limited to applications based ontiast, it is replication-
centric, and reliable multicast protocols are importariding blocks that can be used to
create a variety of scalable components, from shared dausrteefault-tolerant storage
or scalable role delegation. We propose a new multicasitaotire compatible with
the model and designed in accordance with object-orientetiples such as modu-
larity and encapsulation. The architecture representsicast objects as compositions
of smaller objects, glued using a decentralized membersieghanism. The benefits
include support for heterogeneous networks by allowingnglsimulticast protocol in-
stance to simultaneously leveragé&elient mechanisms infikerent parts of the Internet.

Finally, we describe and evaluate a scalable reliable oasgtiprototype that incor-



porates a novel approach to scaling with the number of pobiostances by leveraging
regular patterns of overlap. The system achieves exceptparformance, scalability,
and stability in the presence of perturbations, in part kkao a novel application of
techniques such as priority scheduling or pull-based msing. We describe a previ-
ously unnoticed relationship between memory overheadssaheduling and the per-
formance and scalability of a reliable multicast protod®ur results demonstrate that
to build a new global Web operating system that the live dbjecsion leads to, the

distributed protocol and the local system architecturenoabe treated in isolation.
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Chapter 1
Introduction

The work reported in this dissertation, and the long-terseaech agenda of the author,
are motivated by the desire to make distributed computingssible to the end user, and
in particular by the vision of a world, in which distributeduitiparty protocols, such as
leader election, reliable multicast, atomic transactigassip, and consensus, are used
pervasively. We envision that creating new instances oh farotocols would be as
easy and natural as defining new variables, and that devslopeld treat distributed
protocols simply as reusable building blocks that can beeddd their applications as
needed, anywhere they seem to naturally fit as a functiomabpa larger system, much
in the same way one uses queues, lists, dictionaries, filesckiets whenever necessary.
We'd like to enable developers to work with distributed npdtty protocols as one
of the common programming abstractions, cleanly embedatedtheir development
environment, and supported by the operating system, lgyggaad programming tools.
In particular, we'd like to enable building applicationsthuse distributed protocols by
leveraging the same kinds of visual rapid application dgwelent (RAD) tools based on
drag and drop technology as those used today for desktodianttgerver applications.
We envision that instances of distributed multiparty peols would be represented as
components that can be dragged and dropped from toolboxksamily connected to
one another, and that even users with little programminge&pce could compose
complex distributed systems with ease simply by “mashirigrapgous building blocks.
For example, we'd like the user to be able to build a sharedmeat by dragging a
replicated data structure template from a toolbox onto ydesheet and connecting it to
a graphical user interface (GUI) on one end, and a reliablacast protocol component
on the other. The reliable multicast protocol, which woulsbabe dragged from a

toolbox, might then need to be connected to an unreliabldicast component and



a membership component, again both dragged from a toolbaxstvared folder with
components created by other users, and so on. When an djgplicamposed this
way is instantiated on multiple machines, a complex distad system would arise that
involves instances of reliable and unreliable multicastnmership, and data structure
replication protocols running behind the GUI. Because fis&riduted protocols used
to implement such application would be represented as bdibailding blocks, users
could build such systems without having to understand ttiieaties of these protocols,
much in the same way one can currently use sorting functiopsiority queues from
a standard template library without having to understagdne sorting algorithms or
balanced tree data structures used to implement them.

In this dissertation, we describe a programming model aagkatform designed to
support this vision. The approach is based on the idea dirige@stances of distributed
protocols much in the same way we treat “objects” in an objeiginted programming
language, or components in CORBA [198, 144, 234], .NET [98COM [53]. Thus,
for example, we would like to be able to talk about “distrigaittypes” of protocols,
and consider a distributed transaction and leader eleas@rotocols of a dierent dis-
tributed type. We would like to be able to compose distridypeotocols into more
complex distributed entities, and do so in a type-safe manvith type-checking sup-
port from the platform. These distributed entities woulsbahave distributed types, and
could be recursively composed to form complex stronglyetygistributed applications.
We envision that the abstraction could be used pervasiaely,that the entire future
Web could be built from strongly-typed distributed enstidown to the hardware level.

We do believe this is possible, and, in fact, inevitable,dose it reflects the way
modern software is built today, and the way developers bkéink about their systems.
Developers have gotten used to building systems from réaibailding blocks that may

be developed independently, but can be composed in a typersaner thanks to their



strongly-typed interfaces and the underlying “manageditime environment, such as
JavaJ2EE or .NET. Complex functionality can be designed visyaften without writ-

ing any code. The paradigm has many benefits: modularitgnsitility, collaborative
development, code reuse. Making contracts between compoeeplicit and their code
more isolated reduces the risk of bugs resulting from una@ied or implicit assump-
tions, cross-component behaviors and sitieats. So far, distributed systems developers
have been denied many of these benefits.

To emphasize this object-oriented perspective on dig&tbprotocols, we’ll refer to
an instance of any distributed multiparty protocol dsva distributed objegtor simply
alive object The termlive objectthus represents a certain distributed activity: a pro-
gramming logic executed by a set of software componentsiigdit reside on dierent
machines and communicate by sending messages over theketwe termlive object
will refer to all aspects of implementation and executiom@frotocol instance, includ-
ing the data maintained locally on each node by the softwangponents involved in
running the protocol instance, as well as any processingmeed internally by those
components and any messages they might exchange with otileeaower the network.

At first, the notion of an instance of a distributed protoaad #hat of an object might
seem fundamentally incompatible. One might want to sayghatbcol instancénple-
mentsan object, or that iprovides accest an object, but not that a protocol instance
is an object, the reason being that we typically think of “ob§é@as encapsulating data,
or providing a service, and of protocols as means of acogssservice. However, if we
look closely, the dierences turn out to be insignificant. A protocol instanceghmike
an ordinary object, can also encapsulate data: the stateaimegd by the software com-
ponents running it. In certain protocols, such as repldtatate machines, there is really
a single logical unit of data replicated across all nodescandistently updated, whereas

in some others, components running the protocol eint nodes might be infikerent



states, and consistency might be weaker. At the same tintedarary object, like many
protocols, might not store any data at all: the object migha Istateless service that per-
forms computation on demand or orchestrates the executmther services. Similarly,
both objects and protocol instances may be either entidgipe, and only respond to
external events, or active, and encapsulate an interreadhof execution. If we aban-
don the data-centric perspective and think of “objects”nnoaject-oriented language
simply as black boxes that might encapsulate certain statgpeogramming logic, and
that communicate with their environment by messages, tegattion matches our live
object definition naturally: a live object (a running pradbmstance) also encapsulates
certain state and logic, and it communicates with its emvitent via events: those are
the events exchanged by the software components runniriyéhabject (the protocol
instance) with the operating system and application coraptathey are connected to.

The main diference between what we shall aa@dular objectgobjects in the same
sense as in CORBA, .NET or COM) and our live objects stems ftwrfact that while
a regular object normally exists in a single location, a lolgect exists in multiple
locations at once: at any given time, a live object (a prdtotstance) in some sense
exists simultaneously on each of the nodes running it. Assaltref this distributed
existence, the state of a live object is also distributed¢peeplicas, or versions of this
state are stored simultaneously in multiple locations),smare its interactions with the
environment. One might exchange messages with a live obyeiciteracting with any
of the software components running it, on multiple nodesustiameously.

Because of this dierence, it is more dicult to classify a live object’s behavior and
assignitatype. While for regular objects, one can readgnedil define their semantics
in terms of request-response patterns, in a live object #ltteqms of interaction might
be more complex because they involve exchanges of event$eatdt locations (nodes

running the protocol instance), and the set of such locatioight vary (nodes might



join and leave the protocol instance). For example, an esenit to a live object on

a single node might result in events delivered by the liveeobjo the application on
multiple other nodes. Live objects thus ddfdr from regular objects, and as we'll
argue later, trying to completely mask thesffatiences and hide the distributed nature
of protocols may have been one of the main reasons for theelinaidoption of the past
approaches to embedding distributed computing withincibpeiented programming.

Despite these elierences, one can embed distributed multiparty protocadstire
object-oriented programming paradigm in a way that retaihat we believe are the
key benefits of object-orientation — encapsulation and supr type-safe composition
— while respecting the distributed nature of protocols.hils tissertation, we propose
a new object-oriented programming model for distributemt@rols designed to address
this limitation and a prototype development platform sugpipg it. In contrast to most
of the prior approaches to embedding distributed protowatlsin an object-oriented
environment, the model we propose can be applied uniforrolpfthe front-end down
to the hardware level, and it is flexible enough to accomnedatide range of modern
protocols, and yet it is easy to use.

In the remainder of this chapter, we discuss step by step tisvation, approach,
prior work, and the specific contributions of this disseotat We begin by arguing that
distributed protocols are currently underutilized, anat #in emerging class of interac-
tive decentralized applications carries the potential péevasive use of this paradigm.
In the following chapters, we focus on what we believe arefr@plem areas that need
to be addressed for the paradigm to be adopted on a large scale

The first of these has just been introduced: prior distrithpr@gramming platforms
did not treat protocols as components in the same way as aeenfmin CORBA, .NET
or COM. Our new distributed component integration model pladform designed to

enable this are discussed in Chapter 2.



The remaining problem areas are focused on just one typgebbjects: reliable
multicast channels. As explained later in this chapteialoéd multicast protocols play a
special role in our vision, in that they are extremely valsais building blocks that can
underlay implementations of many kinds of higher-levetriiisited components. Thus,
while the overall vision is not limited to reliable multida® to applications using it, a
discussion of reliable multicast objects is highly relavan

Prior multicast systems typically focused on a single djeprotocol instance at a
time. One consequence was to impose a single mechanisns dlseoknternet, thereby
ignoring necessary forms of heterogeneity. In practicestragstems are comprised of
many independent, and often venyffdrently configured, administrative domains. In
Chapter 3, we propose a new architecture for building lsage reliable systems that
addresses these limitations. The architecture is inspiyeubject-oriented design prin-
ciples, especially encapsulation, isolation, and sejeraf concerns, and it is compat-
ible with the model discussed in Chapter 2. Another consacgief the single-protocol
focus was to largely ignore a crucial performance metrialadality with the number of
protocols running simultaneously. In Chapter 4, we outdimew approach to achieving
scalability in this dimension, by leveraging regular patseof overlap between sets of
nodes running the fferent protocol instances.

Also, prior work on multicast protocols has focused too maclthe network. Most
designs are evaluated in emulators such as NS [143], vidaiios, or on systems like
Emulab [309] that emphasis network loss and latency. In &nap we demonstrate that
effects such as memory overheads or scheduling and the int&gtlaeen these and the
distributed protocol can have serious performance imfina. Our results show that in
order to build a new global Web operating system that maydséana logical outcome
of pursuing our vision, distributed protocols and localtsys architecture cannot be

treated in isolation.



We believe that the techniques discussed in this dissemtatithe context of reliable
multicast objects are useful for implementing other typids/e objects. Our vision for

achieving this is outlined in Chapter 5 and Chapter 6.

1.1 The Limited Adoption of Distributed Computing

At a first glance, the claim that distributed protocols ardemtilized may seem pre-
posterous. Many distributed protocols have already beeptad on a massive scale. In
particular, technologies such as web services, serviegted architecture (SOA) [158],
or RSS [33] are commonplace, and have been cleanly interateprogramming lan-
guages and operating systems. Peer to peer applicatioassaracreasingly popular,
and protocols such as BitTorrent [84] and other forms of filarsxg have grown to be-
come a major source of titec on the Internet, with the estimates ranging from 35% and
90% [247, 100] of overall bandwidth, to the point that theyrspd a heated debate over
network neutrality316].

However, few protocols have been this successful. The webramity has so far
strictly adhered to the client-server paradigm, and evethenmost recently proposed
standards, such as BPEL [161] or SSDL [245], the notion of #ipauty computation
is limited to a rather shallow concept of a business processg a fixed set of named
participants. Higher-level constructs such as groups ahtlessynchronization options
related to rigorous notions of reliability are absent. Tke of distributed protocols by
this community is mostly limited to unreliable content dissnation or atomic transac-
tions through a version of thisvo-phase commiprotocol [270]. Essentially the same
is true of the grid computing community and standards suchrag303], and even of
the most recent initiatives, such as Croquet [272, 85], Wimtroduce the concept of
a replicated object and share some of the goals and teclanwgjtlethe work reported

here. Likewise, although the dynamically evolving field eep-to-peer computing has



produced many sophisticated protocols, the most widelg o§éhese systems are lim-
ited to a rather narrow category of tasks, such as file shariegntent distribution.

Meanwhile, the research community developed a tremendaristy of protocols.
There has been a long line of work on replication [124, 123,435 1, 267, 136], and
many group communication toolkits [125, 42, 222, 95, 29%, PO, 13] were designed
over the years to support building fault-tolerant systeriibe distributed consensus
[183] problem never ceased to be popular: new protocolswaented even today [178].

Although these kinds of academically interesting proteeoay dfer provable ben-
efits relative to alternatives, it is rare to see even besteéd solutions in use, to say
nothing of widespread use. Instead, sophisticated prid@re used almost exclusively
in clusters within large data centers, or to implement taatisns in financial institu-
tions. They are buried in layers of heavyweight, proprietaiddleware. Systems that
use these protocols are typically designed from scratchnimllggroups of engineers,
and reuse is uncommon. Moreover, since their creationwegx degree of “black wiz-
ardry”, they are expensive to maintain or adapt as a systefaes; When occasionally
made available to developers as general-purpose comtieey tend to be employed
for a great variety of dferent tasks, often including improper uses for which thegewe
not designed for, so that access to these tools eventualiohze limited [58].

One might argue that the reason why replication, group conication, and other
types of complex multiparty distributed protocols withostg semantics have not made
their way into the mainstream use is because their sophistiqproperties are just not a
good match for the Web. This may have been true in the pastheweb has evolved,
and as we shall argue in the following section, the next geiwar of Internet browsers
and operating systems will likely need to use distributexqarols rather heavily to keep

up with the demand for interactive “live” experience acriasge numbers of users.



1.2 The Active Web

A brief look at the evolution of the Web helps us identify a rhenof apparent trends.
A premise of the work reported here is that the demand foreshanteractive, real-
time experience across large groups of users is pushingat@ataomputation away
from the costly servers in data centers, and towards cli¢ateliminate the central
point of bottleneck, and to reduce the perceived lag. Exletmng this trend points
to an emerging category of applications that would shifadgatd computation directly
onto the clients, and thus require distributed protocothsas replication in order to
be implementedféciently. This perspective flies in the face of contemporadusstry
mantras such as Google’s much-touted “cloud computing1[2but we believe it is
better supported by the facts than other visions for theréutu

First, web content is increasingly dynamic, and bundledhwitecutable code. In
some sense, this has been true since the invention of the $Wedg unlike the pre-
assembled FTP [252] content, HTML [34] web page content veaembled on the
user’'s machine from parts that could reside iffedent locations. At the time when
the initial drafts of the HTTP [110] protocol started ciratihg in 1995, the Netscape
browser already supported JavaScript [112], an intergri&aguage based on Java
[133], which was essentially invented for the Web. A yeagialavaScript morphed into
ECMAScript [97] and became a Web standard, and a few yeasdale rise to Ac-
tionScript [88], a technology used extensively in Flas3nimations that are present
on nearly every web page today. Flash itself was inventel inat996, simultaneously
with the ActiveX [101] standard for embedding executablgots, and it is still widely
used for video playback in sites such as YouTube [322], faractive games and ani-
mated commercials. Executable code became so pervasivectinge X and other forms
scripting have become one of the main security threats (neasihtly, Google’s “caja”

[130] attempts to address some of such concerns), and Fdashtidgements on some of



the popular websites consume enough CPU cycles to serisiasiydown even modern

PCs. By now, the tendency to bundle content with executatdie d1as crossed even
to what traditionally has been the domain of passive andapsembled content: selling
copies of movies, recorded on media such as optical discsiagdetic tapes, by record-
ing companies such as Sony or Universal and their distributo home users. In the
past, such content used to be non-interactive; once mdstacereplicated in millions

of copies, it only allowed passive playback of the pre-rdedrcontent. The Blue-Ray
[325] specifications completed in 2004, however, now ineladanguage BD-J based
on JavaScript, and since 2007 all new Blue-Ray players nauable to run it.

Second, web content is increasingly personalized, inteea@nd involves frequent
communication between the client and the server at whicledinéent originated. The
origins of such interactions, frequently referred toemote scripting17], date back to
the introduction of the IFRAME [86] element in 1996. In thddaving years, Microsoft
and Sun introduced Microsoft's Remote Scripting (MSRS) @3 JavaScript Remote
Scripting (JSRS) [16]. In 2002, the temch Internet application$8, 195] was coined
to refer to web sites that mimic the features and functidyali traditional desktop ap-
plications. Since then, several technologies such as A&tibe[6], Adobe AIR [5],
Ajax [17], Google Web Toolkit [131], Microsoft Silverlighi209], and Java FX [211]
were created, specifically to enable this sort of functibypaln these, the traditional
request-response pattern of communication is replacecetgssof asynchronous up-
calls and downcalls between the client and the server, anthtéractions have become
more fine-grained and limited to a small portion of the contksplayed by the client.

Third, web content is becoming short-lived, in large partéaese from the point
of view of a typical user, the Internet is becoming less ofr@ormation archive, and
more of a platform for social interactions and a meeting sgacgroups of users. This

is visible in the growing popularity of portals such as My&p4239], the purpose of
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which appears to be not as much about documenting one’solifarthival purposes
and broadcasting one’s personal information, as it is abmméting others and interact-
ing with them in real time. Indeed, users have repeatedlyesged concern about the
prospect of mining their personal records [173]. This treawdards dynamic interaction
is even more visible imassively multiplayer online role-playing gam@MORPG),
such as World of Warcraft (WoW) [49], and the closely-retbtencept okirtual reali-
ties such as Second Life [189].

At this point, we should note that technically speaking, MRIEGs and virtual
worlds are not Web applications in the strict sense. Howekiey do attract millions of
active players, and an even larger number of casual onesnanihciple, the general
model for interacting with the users is similar as in the cafsa regular browser: the
user navigates around a large virtual space composed oft aveasof interconnected
locations (rooms, islands), watches content stored iretlaxstions (other users, virtual
objects, billboards, or screens), and sometimes can akogehthe world by posting
new content (leaving objects behind). We believe that elveagh currently, one cannot
navigate into MMORPGs and virtual realities using a regulaeb browser, this is bound
to change. Users have traditionally liked “media centeglagations and all-in-one de-
vices that allow them to accesdigrent types of content through a single interface, and
there have been many examples of technology convergenbe paist; one recent ex-
ample is video streaming, which is now embedded directly b sites and does not
require the use of an external player any more. Likewise, xped that MMORGPS,
social networks, and the Web will eventually converge intsirggle virtual space of
dynamic, interactive content, and Web browsers of the &utuitl serve as portals into
this space (indeed, experiments with this idea have alrbagyn [85]). We expect that
the distinction between today’s Web browsers and gametsligill vanish; the future

Web browsers will simultaneously play both roles, servélgpes of content combined
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into mashups, and allow the user to navigate betwegardnt types of content seam-
lessly, without the need to explicitly switch between a lsewwa MMORPG client, and

a virtual world client. For the reasons just articulatedthie remainder of this section
we’ll build our argument based on the assumption that MMORRB(& going to shape
the future of the Web, and we’ll use the term “browser” in therengeneral sense of
an application that displays the content of the future Weth&user, in a traditional

2-dimensional or 3-dimensional form, and allows the useragigate around it.

Early systems were crude because of limited technologythautdea goes back to
themulti-user dungeon@VUD) in late 1970s, which are essentially text-based precu
sors of MMORPGs. The first MMORPGSs, with a crude graphicadriiaice, started to
appear as early as 1991, roughly contemporaneously witfirdtdnternet browsers.
Commercial MMORPG platforms, such as Active Worlds [3]raatuced the concept of
a 3D web page as early as in 1995, soon to be followed by openesmitiatives such
as WorldForge [315] in 1998, and eventually Blizzard’s Wasf Warcraft in 2001. By
the time of writing this thesis, the number of actively playiWoW users has grown to
over 7 million. This is about as many as the number of custerokENetFlix [227], the
today’s largest movie-rental company, and over twice asymaarthere are user channels
on YouTube [322], the most popular video-publishing web.sit

Some of the MUDs and MMORPGs allowed users to modify the &lnvorld they
are in. Most recently, SecondLife implemented this cajitgbit a particularly atractive
way, and since its creation, it has gained much publicithermedia.

We believe that MMORPGs will continue to gain popularitydahat within a few
years, virtual realities and other variants of MMORPG-&#thtertainment will become
a dominant form of web content. This trend has profound iogpions. Note that unlike
a typical, archival content, createdfime, published to persist and to be indexed, a

virtual reality is dynamic, and most of the fii@ does not need to be indexed or archived.
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Thus, for example, words spoken by a user in virtual readityions the user has taken,
music or videos the user is currently streaming to othersjsezed to be féciently
distributed, but not necessarily stored, and as the useagesgin new activities, the
history of the user’s interactions ceases to be importanhiléA\for some users, the
concept of recording their interactive experience mighttieactive, doing so for all
users would represent unnecessary overhead, and woulderégmendous resources.
From this perspective, considering that certain types ta da not need to be stored
centrally for archival purposes, one might question thelrieerelaying all data through
the server. Indeed, in terms of content dissemination, oiggitncompare the central
server in a data center to a proxy that relaystitaand represents a bottleneck. For
the type of dynamic content that requires fine-grained, wag-asynchronous interac-
tions with the place where it is stored, and often does natiregndexing or archiving,
one should consider at least partially delegating respditgifor certain tasks, in par-
ticular maintaining state and relaying updates, to thentdie This is not to say that
servers should be eliminated: they play several other itapbroles besides just relay-
ing updates and storing state, e.g., they provide secaiity,serve a number of other
administrative tasks, such as organizing clients into gspetc. Also, for certain types
of content, such as the contents of a virtual room, one woeddira level of persistence
that may be hard to implement in a purely peer to peer fastbaspite this, there is a
merit in getting clients involved; the potential pdlys a greatly improved scalability,
achieved by means of harnessing the computation power afstres’ machines.
Traditional push-based approaches to scalability suchediscaching [126] are not
of much help in the scenarios we outlined because the coistentdynamic. In fect,
the load on the serversrises in proportion to the numbereritsd. To deal with this load,
most MMORPGs patrtition the world across servers, and lingtiumber of users that

can access a particular world to a few thousand. Secondikesta dierent approach,
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and divides the virtual land into 256m x 256m square piecash ef which is controlled
by a separate server. Maintaining such infrastructureiresjgsubstantial resources: in
2006, SecondLife was reportedly [289] using over 2579 doaé Opteron servers, and
at peak usage each server was handling 3 users at a time, aytopiulation of about
230,000 active players. Although according to the samertepther virtual world
implementations hosted up to 100 users per server, the nsnolied are still orders
of magnitude below what one would need if this style of intéicm were to become
as massively popular as more “traditional” content prossgdeuch as MySpace with its
110 million active users, and images and posts counted liorsl [239]. Moreover,
Second Life currently still fiers a rather primitive experience.

From the point of view of the end user, maintaining this exgpanpool of servers
represents irficiency. This inficiency is expensive: most MMORPGs, such as WoW,
require monthly subscriptions at a price comparable to t® of high-bandwidth In-
ternet connection. SecondLife is reportedly selling \attland, and thus essentially
renting server space, for prices comparable to top-end wsting dferings. Google is
believed to have acquired YouTube with the intention to meatiés advertising to com-
mercials in video clips, and has recently submitted a pdtenhis purpose [221]. Yet it
is not at all clear that users will tolerate pervasive adsig in contexts such as games,
social networks and private experiences. One may questitimtbe scalability and the
economic rationale behind the use of cloud computing as thaehfor the future Web.

We believe that in the longer term, decentralization ofudttworlds is inevitable
because most content will never betstiently popular to justify maintaining dedicated
infrastructure, and could be handled in a peer-to-peeidadietween smaller groups of
users. Most studies on web fiiia point to a heavy-tailed Zipf-like distribution [54, 120,
241], and studies of peer-to-peer sharing applications asi&azaa [265] suggest that in

case of the file sharing content, the distribution is evenenflat and heavy-tailed. This
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is consistent with the fact that the Web is becoming, in soemse, more “democratic”,
and content created by users dominates. At the time of \gritime number of home-
brew video clips on YouTube has grown to nearly 80 millioneoad, about 1000 times
more than the total number of movies available at NetFlixybafch only about 5%
are available for viewing online. We believe that when fatuirtual realities take b
on a massive scale, the heavy-tailed trend will continud,ary given piece of virtual
content would be accessed by perhaps 10-100 users at a tiraee@ge, and at a rate
that would make it relatively easy to support it using a pegpodaer approach outlined
in the following section, but that multiplied across miti® of objects and users, the
aggregate load would be impossible to host in a centraliasklidn in a data center.
The above analysis suggests that the Internet browsers dititre will render con-
tent that is hosted in a distributed fashion, and since asawe bbserved, today’s content
is bundled with code, creating such content will involveatieg instances of distributed
protocols. Our ultimate goal is to make this as painless agdig today’s web pages.
Moreover, as we will see, this step creates new opporteriti@automate the introduc-

tion of reliability, security, and privacy-preserving kemlogies.

1.3 The Emerging Paradigm

Our vision of the future Web suggests that today’s serveetlaveb content will be re-
placed by content that resides on client machines, andginaintained by the group of
its clients in a collaborative, peer-to-peer fashion (Fégi.1). We will henceforth refer

to such content aslave distributed objector simply alive object Here live reflects the
fact that each user owns a dynamic “view” of the object thag besynchronized in real
time with the view presented to other users, and may be ictieea permitting any user

to modify it, whereaglistributedreflects the fact that this is achieved in a decentralized

manner, by running a distributed multiparty protocol. Niebsv this naming convention
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Figure 1.1: A live distributed object accessed by multiens. The state of the object,
if any, is replicated among the users accessing the objedtisaupdated in a peer-to-
peer fashion through a distributed multiparty protocolseynding updates and control
messages directly between clients, without a central aitytaxcting as an intermediary.
conforms with the earlier definition of a live object as antamee of a distributed proto-
col. A replicated data structure maintained in a collabeedtishion by the group of its
clients is certainly an example of a live object in the serefindd earlier: it exists on
multiple nodes, it may have distributed (replicated) statel the software components
implementing it communicate with each other by passing agessover the network.
The reader may have noticed that while the focus of the destsam is a general pro-
gramming environment for live objects defined as instanéemy type of distributed
multiparty protocols, our vision of the future Web at a glancay seem to only motivate
one patrticular type of live objects that have replicateteséad graphical interface. It is
not immediately clear why one would need support for featgrech as type-safe com-
position. In the remainder of this section, we explain th®rale for the more general
problem statement and argue that approaches focused iggtjusn the presentation
aspects of the development, or that force programmers tk within a narrow model
and a single class of protocols, can facilitate only a smeait pf the overall program-

ming efort involved in building the future Web, and thus in order taka a diference,
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we need an object-oriented programming environment tleditédes building any type
of distributed components, not only the front-end, and tiee the ability to leverage
any type of distributed protocols as reusable building kdod his motivates the earlier
broader definition of a live object as an instance of anyithsted protocol, and the need
for a general-purpose development platform that can stepfuiemew class of objects.

Indeed, at the first glance, live objects of the sort justdieed could be realized sim-
ply as state machine replication protocols that internalrage some form of reliable
multicast. For example, if an object represents a docuno@et)ing it may correspond
to joining the underlying multicast protocol and receivengopy of the replicated state
from another user. This state may include the document bmdyadata, or locks on
sections of it acquired by other users. Individual edits rhayannounced by reliable
multicast to all clients using the document. Similarlyhiétobject represents a room in
a virtual world, walking into or out of the room may correspldo joining or leaving the
protocol. The replicated state may include the interioigiesa list of users or objects,
their positions, etc. Users may announce their actions wliicast when they speak,
walk, pick up or drop objects, etc.

Given this, one might optimistically assume that to enaléefuture Web, it is Siti-
cient to deploy an Internet-wide reliable multicast sudtgtiusing some scalable, high-
performance protocol, wrap the protocol into some easy tterstand language con-
struct, such as a shared variable, that abstracts all aftiisacies away and hides them
from the developer, and let the developers use this meahgmésvasively, on a mas-
sive scale, simply by adding application-level logic thahdles user interface events,
etc. Indeed, this is exactly the approach of the Croquet,[273] project, which paints
a similar vision of the Web composed of objects driven byiogpion protocols, and
even has a metaverse browser Cobalt [85], which looks ginalthe prototype of our

platform. Croquet uses a fixed communication model, baseati@two-phase commit
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protocol, and with peculiar real-time synchronizationpg®dies. All objects in Cro-
guet are derived from the base cld€3bjectand inherit its default replication behavior,
augmenting it with application logic. The system is implerteel in Smalltalk [127].
One one hand, the work done by the Croquet team is impregsoféers an intuitive
interface, and extremely useful capabilities such as dgihgghe system from within
itself (a mechanism that was first explored in an earlier vasrkKansas [275], a runtime
environment for the programming language Self [293, 274} mspired by Smalltalk).
On the other hand, the platform is limited to a set of buileommunication and
replication mechanisms, and provides little flexibilitytimeaking the underlying infras-
tructure. Thus, for example, it would be hard to change sbescy model of a critical
object to Byzantine state machine replication, protecsilmg a secure key management
protocol, or leverage a time-critical multicast protocot bbjects that might be a part
of a battlefield visualization. Thus, while the environmenght be well suited for one
class of applications that resembles a simplistic versf@eaond Life, its mechanisms
might be completely inadequate for uses in real systemstenthe performance, reli-
ability, security, or fault-tolerance demands might vayd where an entirely flerent
replication scheme and communication substrate shouldéxto meet these demands.
The same problem is visible in the closely related work ortieze collaborative
editing. Systems of this sort started appearing as early 4986. Examples include
CES [137], DistEdit [175], MULE [249], GROVE [99], IRIS [50Puplex [240], Jupiter
[228], adOPTed [257], REDUCE [282], and more recently, Mgoft's Groove 2007
collaboration suite [208]. Several approaches to presgreonsistency among repli-
cas were surveyed in [281, 280], and [75]. What is most stgkifter reviewing this
work is the diversity of approaches applied to this seemyitrglial task. Some of these
approaches use voting, some use transactions or group caigatian, many restrict

synchronization to a small part of the state, use varioumg$oof locking, and tolerate
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inconsistent ordering of updates using various applicaigvel techniques. Clearly, no
single “one size fits all” solution has a chance of massiverhet-scale adoption: dif-
ferent users and applications hav&elient needs, and protocols that cater to those needs
will contain complex application-specific logic, and apgplion-specific optimizations.

Even though most live objects could be implemented usintppads such as state
machine replication [267], consensus [183], virtual synadly [44], or other techniques
based on totally ordered reliable multicast [312], useeswatlikely to accept the uni-
formly high cost imposed by these solutions. While usingéhtechniques would be
adequate for objects that are part of a trading system or kirgampplication, they
would be a bad choice of a transport for applications such distebuted version of
WoW or SecondLife. There, simple anéfieient FIFO ordering would usually fice
or could be augmented with a simple locking scheme. Manystgh@eipdates are idem-
potent or made obsolete by subsequent ones. The state @flwarowned by a user
who crashed or otherwise ceased to use the object is irrdlana can be ignored, etc.

A single graphical live object could also internally rely@mariety of other protocols
(Figure 1.2). For example, replication involves reliablalticasting, which involves
unreliable multicast. The latter may be implementeffiedently depending on where
the object runs: it should leverage IP multicast [91] whemewailable if used in an
enterprise LAN, but switch to a peer-to-peer overlay aceogsographically distributed
set of nodes. Reliable multicast also often relies on a podtthat provides the group
of object replicas with consistent view of membership [7H, @ failure detection [73].
Often, the protocol relies on discovery and haming servibgEmbership services may
internally use a protocol such as Paxos [183, 71]. Certaitefstl objects might need a
backup protocol to persist their state when no users aressiocethem.

Overall, the infrastructure “behind” a single live objedthva graphical user inter-

face running in a browser might involve protocols as diversgossip, multicast with
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Figure 1.2: Live objects can represent low-level or higkeleomponents. An applica-
tion object with a user interface and a replicated state earebursively decomposed
into protocols, down to the hardware level, and each disteithprotocol instance in such
decomposition is itself a live distributed object that “stilacross a set of machines.
different types of consistency, ordering or timing, Byzanteqication, distributed hash
tables, credential management, naming, locking, and nodistribution protocols, fail-
ure detectors, etc., and these might vary depending on tretopology, number of
users, the expected pattern or volume of workload, etc.

In the light of this discussion, if we want to enable the fetWeb, we cannot focus
on just one type of protocols, and we cannot focus merely enfribnt-end; that is
why we defined the concept ofleve distributed objecto mean not only a front-end
component in a browser that a user may interact with, but menerally, an instance of
any type of distributed multiparty protocol that might foerpart of the infrastructure
supporting such interactive interface. In this unified pecdive, the “infrastructure”
protocols mentioned earlier, such as multicast, memberslaming, discovery, gossip,
etc., are all live distributed objects. Some of these mayubeaing on client machines,
some within clusters in data centers, and some might be mgaiéed in the networking
hardware. In our new perspective it is “live distributedeatig all the way down”. Our
goal is to make it easier for developers to build such objaststo compose them into

complex applications such as SecondLife.
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As we shall argue in Section 1.4.1, prior attempts to marsyridhuted protocols and
the component-oriented paradigm have not been entirelyesstul in the sense that in
the attempt to provide an easy to use, uniform, fool-prochit®logy that fits all uses,
they neglected to respect the diversity of the underlyirgjquols involved in building
such systems. In consequence, they tended to impose rigitbss with properties that
for most applications are either too weak, or too strong amceaessarily costly.

The above is nicely illustrated in the case of fault-tol€ @@RBA [198]. The stan-
dard provides an object-oriented embedding of a state machplication protocol that
completely hides the distributed nature of the underlymglementation from the pro-
grammer by encapsulating groups of services and presethtémg as a single, fault-
tolerant remote object. The resulting model is extremelpgparent, but it is based on
a very rigid form of state-machine replication that can bedusnly with determinis-
tic, event-driven components, and precludes the use ohiggbs such as multithread-
ing, thus enforcing a style of programming that many develspvould find unnatural.
Moreover, the embedding is useful only for a handful of pcote with strong seman-
tics, and is a bad fit for most others. For example, the CORBAablabstraction would
not be a clean interface to atomic commit, leader electiogpssip protocols.

We believe that while developers may indeed demand unifgythiey also chafe at
rigid constraints that may not fit their needs. The concluiom these past experiences
is that in building the language and infrastructure supparta future Web, the key
design principle should be a respect for the diversity ofritisted protocols and the
heterogeneity of the Internet, achieved through an arctoite that treats distributed
protocols as reusable building blocks.

In this work, we explore two key aspects of this componerdgried perspective:
functional compositionalitgndstructural compositionality

The former type of compositionality, illustrated on Figure, allows instances of
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Figure 1.3: Multiple local “sub-protocols” combined into énternet-wide structure.
The local sub-protocols implement the desired functiapdlilocally within the respec-
tive organizations, using fierent techniques and leveragingfdient types of hardware
support, e.g., by locally organizing nodes into a token,rangtar topology, or by using
IP multicast. A cross-organization protocol coordinateswork performed by the local
protocols in such a way as to achieve the desired functigrifilacross the Internet.
different protocols to be stacked together in a type-safe maorerld complex struc-
tures, in which the individual protocol instances act asfiomal components that im-
plement diferent internal tasks, such as multicast, membership,tstatsfer, discovery,
etc. In Section 2, we propose a new programming model desifgmehis purpose.

The latter type of compositionality, illustrated on Figir8, allows asingleprotocol
instance to be constructed in a modular way: a protocol thet across the Internet, and
spans multiple administrative domains, could be constdifrtom local “sub-protocols”
that run within certain regions of the Internet, combinethva higher-level “glue” pro-
tocol that connects the “sub-protocols” into a single Strces

At first, it might not be obvious why this type of compositidityais necessary, and
indeed, we are not aware of any prior work that would enabtetyipe of modular pro-
tocol construction. For example, as explained in SectidrB]learlier work on multicast
protocols has focused almost exclusively on systems thad$e uniform mechanisms

across the entire network. However, recently several resees have pointed out that

the Internet is heterogeneous, and that techniques thb f&cognize this aspect tend
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to perform poorly [36, 48].

Recently, several techniques have been proposed thatsadtidain types of het-
erogeneity: for example, there has been worlcapacity-awaretopology-awareand
locality-awareoverlays that attempt to factor in aspects such as node itapamet-
work latency when deciding which nodes should establishipgeelationships, or how
to route data and control messages. We believe that the wotrkawvare systems is
important and useful, but also that there is a limit to how lmaee can achieve through
a single, uniform solution that leverages the same protacass the entire Internet. In
our view, the path to achieving performance and scalability heterogeneous system
leads not through a single monolithic scheme, no matter looaptex and sophisticated,
but through a composable, modular architecture that haattitiey to leverage dterent
mechanisms in diierent parts of the network.

For example, while the use of application-level multicasadequate in WAN set-
tings, where IP multicast is disabled, most enterprise LANG datacenters do support
IP multicast, and a modular system that has the ability tesush hardware mechanisms
locally, wherever available, has a much greater poteritaal techniques strictly limited
to application-level multicast. Similarly, while most WAINks have low throughputs,
there do exist mechanisms such as National LambdaRail fgab¢an move data across
large distances at throughputs exceeding 10Gbps, and, againdular system that can
make use of such hardware where available has the potemtaitperform techniques
optimized for the “average” case. Finally, aside from al ghysical aspects of hetero-
geneity, there is also an importdamimanfactor: the Internet is collectively owned by a
large number of organizations, each of which is governed $gparate authority, with
its own local management policies. Thus, while one ISP milggeble IP multicast and
enable peer-to-peer fiec, another ISP, given the same constraints, may do the dpposi

In Chapter 3, we propose a modular architecture, inspiresbijgct-oriented design
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principles, that enables hierarchical composition of @cots. The discussion focuses
on reliable multicast, but the approach appears to be gaitergl, and we are currently
working on extending it into a general-purpose platfornt #@uld support structural
composition of protocols as diverse as multicast, virtyakcfrony, or transactions. We
briefly discuss elements of this platform in Chapter 5.

By now, the reader might wonder about the precise natureefalationship be-
tween live objects and multicast, and the treatment of iwastiin this dissertation. Pre-
viously, we have noted that many types of objects, in pddidhe types of objects with
graphical user interface discussed at the very beginnirtgisfsection, can be imple-
mented using reliable multicast; yet the concept of a liectds broader and includes
many other types of protocols, as well as larger entitiespmsad of multiple protocol
instances.

Reliable multicast protocols play an especially importafe in our vision, in that
they are very useful as components of most distributed egupdins we have considered
so far, and many protocols that are not classified as multprasocols can in fact be
viewed as variants of reliable multicast. For example, icadtt could be used to reliably
and consistently delegate tasks in a scalable role detegsystem, keys or revocations
in a security protocol, or lock requests in a locking protoéa the same time, protocols
such as consensus, transactions, or atomic commitmevendissemination of data to
agree upon, confirm or reject, and can be thought of as examopleliable multicast
with a particularly complex logic dictating what happensite disseminated messages.

The importance of multicast as a building block and the gty of certain types
of commonly used protocols to multicast suggests that thsilbdity of the live objects
vision depends, to a large degree, on whether the model atfdiph can accommodate
multicast objects cleanly, and whether it is possiblefficiently support the patterns of

use that would emerge if our vision tookk @n a large scale. The key issue is related to
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scalability, especially scalability in dimensions thavéaot been extensively explored
in prior work, such as scalability in the number of multicaktects running simultane-
ously on overlapping sets of nodes. Addressing the scdlabliallenge for multicast

objects, and exploring the practical architectural andgperance questions revolving
around the use of multicast protocols within our live obgeitamework is thus an im-

portant first step towards making our model useful. Indeedlbelieve that techniques
described in Chapter 3 and Chapter 4 in the context of mgltican be generalized;

some of our ongoing work in this direction has been brieflgdssed in Chapter 5.

1.4 Prior Work

In our treatment of prior work, we adopt a historical perspec we divide the work into

three functional areas, and within each, we identify theseghent waves of research.
Our account is not meant to be exhaustive: our main goal isrwothstrate how research
in each of these domains has drifted into a direction thatited in most sophisticated
systems, but failed to address the fundamental needs oktleapers, and how in the

end, the most widely adopted solutions were often the |egitisticated ones.

1.4.1 Embedding

In this section, we focus on the problem of embedding disteéd multiparty protocols
into a modern object-oriented language and developmeiroemaent.

The history begins around 1967 with Simula [89], the firstabjoriented program-
ming language. Together with the packet switching parad@®p, Simula led to the
development of thé\ctor model [148] of computation in 1973, the concept that every
software artifact is an entity that communicates conculyeand asynchronously with

its environment by exchanging messages. Smalltalk [123 tbis concept to the ex-
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treme, and proposed that every part of the computer prograsuding numbers and
operators, classes, and stack frames, be an object. Oomyvisiwhich every protocol is
a live object within a larger system, and the message-pag#ierface we have chosen,
are directly inspired by Smalltalk.

Experiments with distribution began early in the 1980s, arahy remote object
systems emerged, including Chorus [25], Argus [191, 190h0aba [223], Eden [10],
TABS [277], Clouds [90], Emerald [167], Camelot [278], anétiWork Objects [47].
The key capabilities researchers focused on were locatamsparency, mobility, and
support for nested transactions across groups of remoteoch@tvocations. More re-
cently, modern remote object implementations sualeaste method invocatidiRMI)
in Java,remotingin .NET, orweb servicesind SOA, have incorporated some of these
mechanisms, in particular the concept of making local amdote objects accessible
through the same interface. Jini [303], built upon Java ah,Ras taken this idea
further and added elegant and clean support for code mobilit

Strictly speaking, remote objects were ndtributedin the sense of the word used
in this dissertation: these objects resided in specifictions, and did not involve mul-
tiparty protocols. Another major line of research pursuethis decade, and perhaps
somewhat closer in spirit to our model, wdsstributed shared memorfpSM). Ivy
[188] was the first DSM system, and Linda [64], with tigple spacewas the first
example of a “language embedding”, essentially a crude fifroontent-based publish-
subscribe. Linda was revived again a decade ago with JacaSpal4], as a part of
the Jini initiative. Researchers loved Linda for its elegaand simplicity, but mod-
els based on DSM were problematic, in that they pretendedattstributed system is
not really distributed, and were intrinsically fragile ietsngs where faults would occur
[288]. The desire to provide transparency in terms of diation, by hiding it from the

programmer, resulted in a mechanism that is inherentlysuaable: implementing the
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shared memory abstraction in a decentralized manner ies@ostly synchronization.

Most other models invented throughout the 1980s (survegsdiography can be
found in [230, 77, 65, 102, 56]) shared the general charatitss of remote objects and
DSM. A notable exception, and perhaps the first attempt toeghattruly “distributed”
entity into the programming language was the workfault-tolerant objectswhich
dates back to the Isis system [46] in 1985. However, the mosied in Isis was lim-
ited to replication, did not have the concept of @ject type and while their objects
could be replicated, the replicas were assumed to residristecs of servers, and were
contacted by the clients remotely, in the traditional dliserver fashion. Another work
that followed the design philosophy advocated in this diasen was thdragmented
objectsmodel [200], which proposed objects that have replicas ittipie locations,
and internally us&€onnective objectthat encapsulate a multicast protocol and expose
multiple communication endpoints. However, the model hashyrof the same limita-
tions as fault-tolerant objects in Isis. Later, the Glob@7Psystem slightly relaxed the
model, by supporting composition of the sort shown on Figu& Our work on live
distributed objects is inspired by and extends the Isignfrented objects, and Globe
approach by addressing several limitations of these egshgms.

Meanwhile, throughout the late 1980s and 1990s, reliabléicast systems similar
to Isis flourished. The@rocess group40, 76, 44] andnessage buk36] mechanisms
were popularized as general-purpose programming akismactDistributed ML [180]
pioneered the idea of embedding these abstractions asléisstprogramming language
constructs. The idea was to choose a single underlying conmamion paradigm, and
then present it through a typed interface. In the followirggans, many middleware
platforms incorporated various forms of message busefdif@awved the same approach.

The typed channel abstraction provided by these systemssedal, but the em-

bedding was very superficial. The new language entity thaesented a communica-
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tion port, a multicast group, or a channel had the look antidéan object, but did
not support composition. Thus, for exampleffelient types of reliable channels were
not compositions of unreliable channels and higher-leveiqzol layers implementing
some flavor of reliability. If the abstraction supportedtelient types of reliable chan-
nels, the desired flavor of reliability was simply passed asmmeter, chosen from a
fixed list of reliability modes. Also, the new distributectgynwas limited to the concept
of a communication channel, but not higher-level cons#ruthus, for example, it could
not represent a shared document, or a composition of a leimablticast protocol that
depends on a membership service with a membership protdcobrdingly, the notion
of a distributed type was also shallow, limited to the typeha transmitted data, and
perhaps parameterized with the type of reliability supgabty the channel. In essence,
from the point of view of a programmer, using a communicatibrary through these
typed channels did not fler much from accessing it through an ordinary API, and the
embedding did not make writing distributed applicatiorsndatically easier.

In the attempt to address this problem, many researchedsttridevelop more trans-
parent language embeddings that would completely hide igighaited aspects of the
protocol from the developer; an example of this has beenahk-folerant variant of
CORBA [198] mentioned earlier. Our earlier argument agdengt-tolerant CORBA'S
approach to distributed protocol embedding by transpgrand hiding applies also to
other, similar language-centric approaches, and illtesravhat we believe is a general
principle. Developers use entirelyfiirent methods to access a system depending on
whether it is hosted on a single remote server [40], clonetbid-balancing on a clus-
ter [198], or using state machine replication [267], andsthare only a few of the many
distributed computing paradigms. Each of these matchestiacli style of applications
[229], and each has its own constraints and interfaces.unerlying diversity of styles

runs contrary to transparency and uniformity, which peshexplains why distributed
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computing has remained a world of tools one either re-implasfrom scratch or ac-
cesses at a code level through esoteric interfaces. Herstecassful marriage of the
object-oriented and distributed computing paradigms otiha achieved by hiding. To
the contrary, the distributed nature of a protocol and itsupar properties should be
explicit, and reflected by the interface and type of the lagguentity representing it.

The recent trends seem to agree with this observation. Adthohe emerging fam-
ily of web services specifications include standards fotrithsted paradigms such as
publish-subscribe notification [134, 52], distributedhsactions and other sorts of coor-
dination [61, 87, 62], none of these mechanisms has beegratésl as a programming
language entity into either .NET or JWWAEE. Writing applications that use standards
such as WS-Notification [134] or WS-Eventing [52] thus gatigirequires either man-
ually dealing with SOAP [138] messages, or using thirdypteortls such as WSRF.NET
[159]. The lack of broad adoption certainly does not provitlyat these standards are
not useful, but through our own experience and a dialogue ether users, we did dis-
cover these standards to be too inflexible to be a good matechdny types of practical
uses.

We conclude this section by comparing live objects with [BAB], a recent initiative
that, to a degree, shares the overall vision and some of deifigs of our proposal. Jini
[303] introduced the concept of a single uniform Java-bdsegtnet-wide “space” of
services. Jini services could be local or remote, and coalidiplemented in hardware,
yet to the clients, their location and physical access patare opaque. Jini services
“live” within a global Internet-wide space of Java objecad can be dynamically dis-
covered and transparently accessed. Jini achieves thigrimgndcally retrieving the
code that implements a service and encapsulates the skevgr access protocol, and
dynamically loading this code into the client process.

Our approach is inspired by Jini, in that we also perceivéthb as a global “space”
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of protocols that “live” in it, and much like Jini, the code plementing these protocols
can be dynamically loaded into the client process, in a parent manner, and poten-
tially with assistance of “infrastructure” objects, suchdiscovery or naming protocols.

However, our vision is driven by a fundamentallytdrent philosophy. Jini is, at its
core, a service-oriented technology, and is rooted in ileatckerver paradigm, similarly
to the modern web services standards and SOA. In Jini and &®&éYyice is an abstract
entity with an ordinary procedure-call APIl, embedded inghegramming language of
the client, and the underlying protocols are simply a medm@€cessing it. In contrast,
our vision focuses primarily on the protocols themselves:attempt teaccommodate
any protocol type as a usable building blockni enthusiasts have proclaimed “the end
of protocols” [304]. In our work, it is the protocols that aree very center of attention.

At a first glance, the dierence may seem superficial. Jini’s procedure-call APl may
consist entirely of asynchronous calls, and the dynanyidadélded code for accessing a
Jini “service” may, in fact, run a multiparty distributedgpocol such as reliable multi-
cast. Hence, Jini could, in theory, be used in a purely pe@eter manner. Nevertheless,
it is evident throughout the standard that the platform igedir by a client-server design
philosophy, and this has profound implications. Thus, etechnically the peer-to-peer
style of use is possible in Jini, the platform lacks expketipport for this scenario.

First, the standard lacks [220] a rigorous notion of a “gfpapd any notions depen-
dent on it, such as consistency across multiple membersroigogor replication within
a group. For example, Jini’s lookup, discovery, and joinc#pmtions [286, 284, 285]
lack notions such as@nsistent view of memberstapsynchronized state transfeand
there is no discussion of problems such as consistent éadlatection, which are fun-
damental in building reliable systems. Thus, althoughisesvin Jini can be grouped,
and clients can discover multiple service instances, intf@the expressiveness of this

mechanism is extremely limited and the model is not stroraugh to associate a true

30



semantics with these groups, such as replication, faldtance, etc. In particular, Jini’s
infrastructure does not appear to be capable of suppottafgihds of replicated objects
described in Section 1.3.

More broadly, the notion of auto-discovery, a fundamentaioept in Jini, is inher-
ently rooted in the client-server paradigm, and makes nsesgmthe context of peer-to-
peer replication. A client accessing a live object, such stsased document or a virtual
room, must bind to a specific protocol, and the naming and neeshilp mechanism
through which the clients discover each other must be détestic and produce results
that are consistent across the entire group. Auto-disgauénoduces unpredictability
that runs contrary to consistency. In our approach, we rejgt-discovery: protocols
for accessing lookup services are themselves live objactsare recursively embedded
in the descriptions that clients use to instantiate objeplicas. Thus, all actions that
need to be performed by clients accessing a given objecbagstent across the group.

Second, Jini's infrastructure mechanisms are inflexilsien&ny respects, these stan-
dards resemble the WS-* family of web service specificatiansl the two approaches
share many weaknesses. In particular, Jini’s version opth@ish-subscribe standard
[255], with mechanisms such asre-and-forward agenendnotification filters resem-
bles WS-Notification [134] and WS-Eventing [52]. In bothiJand SOA, the multicast
infrastructure is a notification tree, does not support f@qreer recovery, and cannot
provide strong end-to-end reliability guarantees neededsé multicast for replication,
etc. In the same spirit, Jini’s support for atomic trangawi[287], much like the corre-
sponding web services specifications, is limited to the plvase commit protocol. Since
its invention three decades ago, this protocol has beerdftmihave serious limitations
[31], and it has been superseded with a number of more netsdied better performing
alternatives [269, 170], but as of this writing, the Jinirngtard does not appear to permit

replacing this default protocol with aftierent one. The core of the problem is that,
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unlike in our approach, Jini’'s eventing and transactionimeems are not “objects” in
any real sense, and thus cannot benefit from the core ohjectted mechanisms, such

as encapsulation, reusability, decoupling, and type-safgposition.

1.4.2 Composition

In the preceding section, we concluded that prior work onryirag object-oriented and
distributed computing has been focused on the wrong seswégs The main motivating
factor has been the uniformity, transparency, and easeegptbus the desire for elegant,
transparent language embedding is in conflict with the dityeof distributed protocols,
and as we argued, we believe that the developers tend td rigjec“one size fits all”
solutions that may not precisely fit their specific needshis $ection, we focus on sup-
port for what we believe is the true essence of object-ce@programming: type-safe
composition, encapsulation, extensibility, and reusigbilEach of these concepts di-
rectly or indirectly depends on the notion gpeotocol type hence protocol “types”, the
ways of expressing them and the relations between themeatsatto our discussion.
In most object-oriented programming languages, the hibyaof types reflects two
concepts:structural inheritanceandfunctional subtyping As noted in [276], the two
concepts are independemheritanceis focused on inheriting thenechanismit saves
the programmingféort by allowing for code reuse, incremental developmend, ge-
cialization. On the other handubtyping as defined in [276, 12], is focused on inherit-
ing thebehaviorof an object, hence it is focused on replacing the existingrarism by
another, equivalent mechanism, rather than reusing egistide. Behavior of a derived
class, defined as a set of event traces or histories, may rsosieset of the behavior of
the base class. Likewise, two classes that do not share andere not derived from
one another, may behave identically. Thinfieritanceandsubtypingare orthogonal.

Past approaches to associating “types” with distributedgamols fall roughly into
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two categories, depending on which of these two approadtessdpted for, and the
systems that fall into these two categories have, in somgeseomplementary sets of
features. In what follows, we shall shed light on their rglastrengths and weaknesses.

This part of the history begins in 1962 with Petri Net [250fathematical represen-
tation of a distributed system, in which computers commateiwia messages. Petri Net
was the first attempt to formally model the behavior of dmtted protocols, and ironi-
cally, nearly five decades later, it might just be the mosypendormalism for modeling
the interaction between web services and web service catiggofR12]. Over the fol-
lowing three decades, several other such formalisms, so@eteferred to aprocess
calculi, emerged: the Actor model [148}ace theory[203], Communicating Sequen-
tial Processes (CSP) [153], Calculus of Communicatinge3yst(CCS) [214], Algebra
of Communicating Processes (ACP) [3Bistory monoid268], 7-calculus [216, 215],
and Activities [179]. Based on those formalisms or theiriasis, several languages
were created, such as Occam [264], LOTOS [55], and Wrighb§&ed on CSP, SAL
[7] based on the Actor model, or dataflow languages Lucid][a@8 Lustre [67].

This early work on process calculi is important, in that is peovided the founda-
tions for formally modeling and reasoning about protocdideors, which, as we have
argued previously, can be used as a basis for defining prlotygwes In our work, we
have also adopted this perspective: in Section 2.1.4, weallfe object types in terms
of the patterns of events that can flow between the protoglicess and their environ-
ment.

However, the early process calculi focused on interactimisreen named sets of
participants. As such, they werefBaient for expressing the behavior ofbaisiness
processbut lacked the notion of a group and the expressive powezgortbe strong se-
mantics, such as replication, consensus, atomic transacttc. Most recently, the web

services family of specifications and related formalisrashsas WSFL [187], XLANG,
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BPEL [161], JXTA [128], Web Services Conversation Langu@g&CL) [24], SSDL
[245], OWL-S [202], have been proposed for describing axtéons between groups
of services. Unfortunately, although these formalismsaagture logic such as condi-
tional branching, preconditions, or concurrency, theyaak expressive power to sup-
port replication, much like the models they were based ongllys CSP orr-calculus).

Further work on process calculi, such as PEPA [96], ambiglctitus [63], or fusion
calculus [246], has focused on issues such as uncertaintglitity, a recent survey can
be found in [2]. As recently noted in [118], still none of therent process calculi can
express the replication semantics, and th@graveak support for composition.

The second wave of research, starting with hutomata [196] in 1987, and con-
tinuing into early 1990s with BAN logic [57], GNY logic [129]TLA [182], and vari-
ous temporal logics [141], has produced very expressivadtisms that could capture
very complex reliability and security properties of prattsc /O automata and tempo-
ral logic have been successfully used to formally specibugrmembership and group
communication [14, 39, 149, 171, 79]. For the first time, asmlundation has been laid
out for formally defining a behavioral type system for distiied protocols, and several
researchers have made steps in this direction, e.g., in dhke @n type signatures for
network stacks [38] and layers of the Ensemble group comeation system [39, 149].

Probably the first example of use of formal behavioral protspecifications in the
context of protocol composition was the work on stronglgest protocol stack composi-
tion in Horus [169] and Ensemble [294] in the late 1990s. Id@mid Ensemble were not
object-oriented programming environments, their prok®ogere not objects, and their
specifications were not types in the strict sense. They haoirdar of limitations, such
as support only for strictly vertical protocol stacks, aadked a clean object-oriented
embedding. Nevertheless, this work has preceded andéagpbie work described in this

dissertation, and although its objectives have beéergint, it represents an important
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technical advance on the path towards realizing the liveaibjvision.

However, the early work on automatically verifying comgiusis of protocol lay-
ers in Horus and Ensemble has not evolved into a formal betevype system and
language embedding. At that time, most researchers hausddwn using formalisms
such as/O automata in the context of proving the formal propertieprotocols rather
than on using them as a foundation for behavioral distribyietocol type systems.
The Promela [155] specification language, its descendats P9, 30], and the model
checker SPIN [156] targeting it, the work on Proof-Carrydgde (PCC) [226], and the
use of theorem provers for dynamic protocol layer compasith Ensemble [194], have
all focused on the relationship between the protocol codkitgrformal specification.
While the use of theorem provers at the source code levekefiuis enforcingtyped
contracts between components, it is completely orthogantie problem ofdefining
such contracts andomparingthem, and only the latter is relevant in the context of
component integration.

Perhaps a part of the reason why researchers have not margyapursued this
direction at the time has been due to the fact that complet®q@ol specifications in
formalisms such ag® automata were excessively complex and detailed. While the
protocoltypeshould be essentiallytheoremthat specifies the protocol’s behavior at an
abstract level, theodecan be thought of as an actyabof of this theorem at a very
mechanical level. When comparing the behavior of two praitoto determine whether
one is a subtype of another, such low-level implementati@shanics are irrelevant.
Much work has been done to combat these problems, and icgarton improving the
modularity of specifications if® automata and related formalisms [166, 39, 318, 147,
172, 115], but as stated earlier, the focus was mainlgromingprotocol properties.

Independently, starting with STREAMS [258] in 1984, andtoaunng for the next

two decades, manyrotocol compositioframeworks have been proposed, initially only
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for point-to-point communication. RTAG [15] modeled protds as grammars. Subse-
guent work based on x-Kernel [160] introdugamtocol graphg4237], and was the first
to introduce principles such as encapsulation, reusghalitd composability; our model
is strongly influenced by this work. Other work from this petincludes Consul [218]
and ADAPTIVE [266]. Horus [296] was the first to use protocohgposition in the
context of distributed protocols. As mentioned earlienvbeer, Horugmicroprotocols
could only be stacked vertically, and they all had identictdrfaces.

BAST [121, 122] was the first framework in which distributebiocols could be
arbitrarily composed and had strong types. Indeed, liveaibjand BAST share many
similarities, e.g., BASTtrategiesare similar to ouproxies However, typing in BAST
reflected the manner in which objects are constructed: aq@obttype” was simply
the type of the class implementing it. Composition was aadevia inheritance, by
creating new protocol libraries that inherit and overridestng code. The creators of
BAST concluded [122] that inheritance was not a good basidétining a type system.
We strongly agree with this statement. While this languegygric approach may seem
natural, it is flawed in the sense that it severely limits egiility. Where a protocol of
typeAis expected, only a protocol that was physically derivedifdcan be used, even
though many independent implementations could have @igdise same behavior, and
be functionally perfect replacements #rInspired by the work on BAST, we created a
model is which there is no construct equivalent to inhedéaor “importing” a library.

In the following years, many other protocol compositiomieworks were proposed,
e.g., a membership service in [152], Coyote [37], Cactud]l&nd most recently Appia
[217, 206]. However, the focus in those system had driftearéas unrelated to type-
safe composition. For example, in Coyote and Appia, allqool layers had access
to the same events, and registered for those they were stgdran. This improved

performance by avoiding the overhead of forwarding eveetwéen the protocol layers,
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but it also went against object-oriented design principdesh as encapsulation.

Meanwhile, after major middleware providers incorporategssage buses and other
sorts of eventing substrates into their systems througiheut 990s, their attention had
turned to the concept of a typed event channel, where theneh&ype was parameter-
ized by the type of events flowing through it. The idea was &sgilored in 1993 in
Distributed ML [180], which incorporated virtually synamwous groups into ML [132].
Later examples of use of the typed channel concept and fateiiiitions of distributed
types include 2 [146]. Since around 2000, the typed channel idea was incatpdinto
several systems via mechanisms through which the prograooé control the type
of received events, e.g., in MSMQ [207], CGM232], CORBA Event Service [234],
TAO Event Service [144], CORBA Notification Service [233]CE [140], Cambridge
Event Architecture (CEA) [18], Java Message Service [28B|] Distributed Asyn-
chronous Collections (DAC) [106, 105, 104, 103]. Some o$éhsystems were nothing
more than just variants of content-based publish-subschbt some, like DAC, and
earlier Distributed ML, were actual language embeddingdCDvent further, in that
it provided an entire family of typed event channels withieas reliability properties.
However, much as was the case with BAST, the types of thesmelawere essentially
the types of the protocols implementing them, and in thiseePAC has not departed
from the inheritance-based proposed earlier in BAST.

At the time of this writing, modern business process spettifios, such as BPEL,
JXTA, WSCL, or SSDL, and the earlier work on protocol layeeafications in Horus
[169] and Ensemble [294], are the closest to our overalbwisthey specify behav-
iors, and as standards created by developers, they arenddsigth properties such as
simplicity, interoperability, and composability in mind.

Our work is an attempt to find a common framework, within whigdcould embed

the many diferent past approaches, and leverage the earlier work onl[fJQAutomata,
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temporal logic, and formal specifications such as [14, 39, 141, 79], within a com-

mon strongly-typed and object-oriented protocol compasienvironment.

1.4.3 Replication

In this last section, we focus on replication mechanismsrthight support live objects.
Our discussion will center around reliable multicast, agg@lication technology most
relevant in this context. Although, as stated earlier, oxgrall vision is not limited to
reliable multicast protocols, it is clear that whether oppr@ach can be adopted on a
massive scale depends to a large degree on whether we camaeglreliable multicast
in a way that scales in the major dimensions.

Work on replication dates back to the invention of the priyAaackup scheme [11]
and the invention of thevo-phase commyjirotocol [135] in late 1970s. In the following
years, researchers focused on devising mechanisms wathgssemantics [124, 123,
35, 44, 1, 267, 136]. Most of these mechanisms were muchgaraian what the
live objects vision requires, yet at the same time, due to tmplex and thus costly
semantics, they were relatively slow, and their scalabilias limited.

Having recognized the scalability challenge, many re$eascturned their attention
to combating these problems. It quickly became clear thext éive most basic forms of
reliability, such as ensuring that in a system without na@elees, all recipients receive
the same data despite the possible packet loss in the netarerkiificult to ensure in
a scalable manner. While hardware mechanisms such as IRastitould unreliably
disseminatelata to hundreds of nodes, reliability requikadlectingfeedback from the
recipients in a scalable manner, and for the latter, harel\w@red no support.

Throughout the 1990s, many reliable multicast protocolehaeen proposed with
the simple semantics mentioned above: RBP [74], MTP [114]PA\2 [51], RMP [308],
XTP [306], TMTP [320], LBRM [154], RAMP [176], RLM [204], SRM113], RMTP
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[248], RMTP-II [219], LMS [244], TRAM [78], SMFTP [213], RMP [261], Digital
Fountains [59], H-RMC [205], and ARM [321], among others.ngwehensive surveys
and analysis of these approaches can be found in [251, 283288, 142]. Here, we
limit ourselves to a brief summary. The earliest implemgats, which relied on the
exchange oacknowledgemen{&\CK) or negative acknowledgemer{idAK) between
the sender and the recipientsfifeued from what has been known as an ACK or NAK
implosion with a large group of recipients, the overhead of receiand processing
feedback at the sender was the main factor limiting perfocea SRM pioneered the
use of IP multicast to limit this overhead, by allowing a $engode to report a network
loss to the entire network, which prevented other nodes ffog the same. However,
the technique was based on the assumption that losses eglatad, whereas in modern
networks, losses occur mostly on the recipients, in theaipey system. Packets are
dropped due to Hier overfill, because the system sometimes becomes so avedoa
that the applications are unable to process the incomirgy diatsuch scenarios, losses
are uncorrelated, and systems such as SRM exhibit what istsoges referred to as a
crying baby syndromeéOne node with a flaky network interface can destabilize tiiee
network by issuing NAK requests for losses that are locdlifeus causing unnecessary
IP multicast retransmissions. RMTP pioneered a more maciipproach, by having
the recipients hierarchically aggregate AGKK information, and perform peer-to-
peer recovery. The latest of systems cited here focused gmenting thereactive
approaches based on ADYAK feedback withproactive approachelsased oriorward
error correction (FEC) [259, 231, 162, 181], but this technique only makesseam
networks with high loss rates, e.g., wireless, or in apgibices where achieving low
latency at the expense of other performance metrics, sutinasghput, is important. In
most systems, losses are negligible and tend to be burstihamse of FEC runs against

the general engineering principle of optimizing for #t@mmon casat the expense of
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therare cases. Recently, some of these protocols were evaluatbd context of grid
computing, and tree-based protocols such as RMTP, andasiteithniques based on
token rings, were reported as the most appropriate for this@ment [184].

A common characteristic of these early approaches is tlegt fibcused on scala-
bility in terms of the number of recipients, but ignored egiti the problem of scaling
with the number of simultaneously active multicast protscdt is not hard to see that
if the live objects vision is massively adopted, each nodghmparticipate in tens to
hundreds of multicast protocols corresponding to thiEerknt objects displayed in the
user’s browser, hence this dimension of scalability is wergortant. Most of the early
systems that leveraged IP multicast were designed for ubeansingle multicast pro-
tocol at a time: some did not support multiple protocols &twahile others ran each
protocol instance independently, and had overheads lingae number of protocols.

Running each protocol instance independently is partiljupaoblematic with pro-
tocols such as RMTP, which construct peer-to-peer trezdikring-like structures to
aggregate ACKNAK information and perform peer-to-peer recovery. Redtadit the
main reason for creating such structures is to prevent theéesgor any other node in
the system, from having to interact with a large number oéptiodes, a situation that
would create a bottleneck similar to A@KAK implosion. However, if diferent proto-
col instances construct their ACK trees independently,thnde ACK trees overlap on
the same set of recipients, individual nodes may still havgd numbers of neighbors:
perhap®(1) in each ACK tree, bud(m) in total withm overlapping trees (Figure 1.4).
Furthermore, systems that use IP multicast, and allocagparate IP multicast address
for each protocol instance, alsoffar from a problem known asstate explosionOne
might naively think that scalability with IP multicast cesfor free, but in reality, each
IP multicast group requires a certain amount of resourogsiticular each router has to

maintain forwarding state proportional to the number oftinatt trees passing through
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Figure 1.4: With overlapping ACK trees, nodes can have untled indegrees. Even
if in each individual ACK tree, a node interacts with no mdnartk other nodes, this
upper bound grows linearly with the number of protocols thdenis participating in.
it [313]. Several techniques have been proposed to reméglgribblem [253, 290, 109],
but as of today, the problem still persists, and is recoghaea serious issue even in
large data centers. One can verify this experimentally lyrigaone machiné\ on a
switched Ethernet subscribe to a random>setf multicast groups, and flood the net-
work with packets, and another machiBeon the same switched network, subscribe
to a random seY of multicast groups, wher¥ N'Y = (), and observe that as a result
of flooding, CPU usage on machiivewill rise. With 2 nodes and 1 high-performance
switch, the author observed a linear growth of about 1% of @Elization per 1000
multicast groups, clearly indicating that hardware filigris failing, and the operating
system on machinB is involved. The study in [313] shows that in such scenatios,
router also becomes increasingly overloaded and eveyptiedbmes lossy. In large data
centers, with tens of thousands of nodes, the problem is\pally even more serious.

In this work, we propose a way to alleviate the problem by isigarvorkload across
multicast protocols in scenarios where there is a cormgldietween the sets of nodes in-
volved in running diferent protocols. In particular, as we shall argue, thisesctse for

some of the scenarios targeted by live objects. The ovevatiept is somewhat similar
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to shared ACK treefl86], but it is used in an entirely flerent setting. More recently,
a few multicast channeling and scalable overlay constvadgchniques, somewhat re-
lated to the problem we have described, but designed foliahle multicast and using
a very diferent approach, have been independently proposed in [PR2, 8

Although no longer a part of the mainstream, work on IP ma#iibased techniques
has been ongoing until today, mostly in the context of highfgrmance clusters and
grid computing. Some of the recent protocols include MDF7[1®yRAM [199], and
NORM [4]. Other approaches and surveys can be found in [1572&, 19, 150, 184].
Generally, these systems appear to share weaknessesaviystiems discussed earlier.

Meanwhile, starting in 1993 with the Isis toolkit [125, 42hd later systems such
as Totem [222], Transis [95], Horus [295], Ensemble [14&]aluips [20, 21], and most
recently, the Spread toolkit [13], another group of redears focused on building group
communication systems with strong reliability propertiémlike the former group of
systems, which were designed for scalability in the numlb@odes, group communi-
cation systems often did not scale with the number of nodgsdid explicitly support
a simultaneous use of multiple multicast protocols. Néwdess, scalability in this di-
mension was still very limited: although Isis and Spread sigoport large numbers of
lightweightmulticast groups [13, 125, 262], the groups seen by appicaiare an illu-
sion; in actuality, there is just one physical multicastugroln Isis, the group consists
of the union of the members of the lightweight groups. Spnesek a slightly dfer-
ent variant of this approach: client systems connect to dlenst of servers, and each
application-level multicast is relayed through one of thesch server multicasts the re-
guests of its clients in the physical group, and the remgiservers actively filter each
incoming message, accepting it only if they have any cligntke lightweight group to
which it is addressed; finally, messages are unicast totsliddoth techniques incur a

high cost. In Isis, all nodes are burdened by undesirgtidria lightweight groups to
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which they do not belong, whereas in Spread the servers aseags contention, and
the indirect communication pathway results in high latency

A decade of work on IP multicast based reliable multicastquols has also led re-
searchers to realizing that the scalability of reliabletinakt is, to a large degree, limited
by the ability of the protocol to sustain stable throughpugpite of minor perturbations,
which are common in real systems. The issue was particutasly illustrated in the
work on Bimodal Multicast [43], where it has been shown thifiaially freezing a se-
lected node to simulatdfects such as an excessive load or flaky network interfaces has
a dramatic &ect on throughput, to a degree that grows with system size.efperi-
ence confirms these observations, and we believe that uadénsg the phenomena that
cause instabilities and mechanisms that can be used topréesn is an essential step
towards realizing our vision. Much research has been domeldoess these problems
by leveraging probabilistic techniques such as gossip,ie.Bimodal Multicast [43] or
Lightweight Probabilistic Broadcast [107]. However, véhdrobabilistic techniques are
amazingly éicient at curing instabilities, they did not leave us with angbete under-
standing of what the underlying cause is, in part becausthtbeghputs these systems
achieved, at the level of 100-200 messdgiesere nowhere close to the hardware lim-
its, and the somewhat degenerate scenarios that they veted Begainst were not quite
representative of a healthy network, where, as our expagishows, minor perturba-
tions and instabilities are still a major factoffecting scalability. Other attempts at
addressing the instability problem included the work ontioast congestion control
[299, 260, 311, 317, 165, 310]. Here, the focus was mostlynoarporating TCP-like
flow control mechanisms and achieving fairness betweffardnt protocol instances.

In the period from 2000 until 2005, problems with the adoptéIP multicast by the
Internet service providers (ISP) [94] spurred another we#vwesearch, focusing on re-

placing hardware-based dissemination techniques su¢hraslticast withapplication-
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level multicas{ALM) protocols, in which multicast forwarding trees arerieed by the
end-hosts subscribed to a particular multicast group. €8ystin this category include
e.g., Overcast [164], NICE [23], NARADA [82], Scribe [70],uBet [177], BitTorrent
[84], Splitstream [69], and Chainsaw [242]. ALM protocosde remarkably scalable,
and perform well in tasks such as video streaming, for whiely have been highly op-
timized. However, this over-specialization is also a weslen Many of these systems,
e.g., Overcast or NICE, are designed to disseminate datavapdérom a single source
to a large number of users, and would not be very useful folempnting a virtual room
or similar functionalities with multiple interacting endlipts. Others, such as Scribe or
SplitStream, do not have any end-to-end loss recovery nészing. Bullet and BitTor-
rent dfer recovery mechanisms that are probabilistic in nature,itais not clear what
their specific guarantees are, and how useful they might hieeircontext of replica-
tion. Moreover, in most ALM systems, messages follow ciimus routes from source
to destination, incurring very high latency. For examplgjtStream and Chaisaw have
delays measured in seconds.

While the prior work on ALM is important, and the lack of a wgpwead adoption of
hardware-based techniques makes it clear that the futulbendlihave to leverage some
sort of an application-level scheme, the ALM systems shaoecommon weaknesses.

First, scaling in the number of simultaneously active protsis still largely ignored.
Existing ALM systems fall roughly into two categories: s#sis like Overcast, which
run each protocol independently, and systems like NARADAicl build a backbone
tree-like or mesh-like network, and run multicast over ttoagnmon structure. In the
former group, overheads are linear with the number of pa$y@nd nodes can have
unbounded indegrees, much as for the RMTP-like protocalsudised previously. In
fact, the issue is even more acute, because nodes can atsartzasunded outdegrees,

and may be forced to forward tiec to large numbers of destinations. On the other hand,
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in the latter systems, the mapping of the actual protocad ti¢ backbone structure
often results in some of the client nodes having to relay maghs of messages that
do not interest them, which incurs overheads, and due toyimengtric, peer-to-peer

nature of these systems, this burden may be randomly askigratients that may not

have stficient capacity to play this role.

Second, existing ALM protocols tend to overload under-miawmed clients and fail
to utilize spare capacity of the better provisioned onesstnob these systems are in-
sensitive to the heterogeneity of the Internet, and eithezagl the load uncontrollably,
or attempt at an even distribution, neither of which is ddsdg. Reports of bad perfor-
mance of popular peer-to-peer systems in such settinggd6ave spurred research on
capacity-awareoverlays and supporting tools that attempt to distributdenodegrees,
forwarding overheads and other load factors proportigialthe declared nodes capaci-
ties [301, 298, 324]. Much in the same way, earlier expeasndth the unpredictability
of routing in DHTs, on which many peer-to-peer schemes asedhaspurred research
on atopology-awareand proximity-awareoverlay construction [68, 305, 319, 323],
which avoids creating direct peering relationships betweedes separated by large
distances or network latencies. As already mentionedezavlie believe that the work
on capacity-awaretopology-awareandlocality-awareoverlays is a step in the right di-
rection, but also that ultimately, what we need is compo+e@nted techniques of the
sort we propose in Chapter 3 that would allow federation dépendently developed,
and locally optimized systems, into global, Internet-watieictures.

To conclude this section, we briefly mention one other lineetdévant prior work:
publish-subscribesystems. Its beginnings can be traced back to the first erpats
with USENET [108] in 1979, and the creation of the NNTP [168ptpcol in 1986.
A year later, a news tool in the Isis system was the first formuddlish-subscribe im-

plemented over a multicast protocol. In 1993, the conceptroéssage bug36] was
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proposed, which evolved the concept into the form that wies lased within a num-
ber of commercial middleware products. Eadpic-basedoublish-subscribe systems,
such as Tibco Rendezvous [291], were essentially multgalsstrates, but optimized
towards a slightly diferent model, where events were handédamthe communication
medium, which served the role of a reliable event store, aigtitbe delivered at a later
time, persisted for fault-tolerance or logged for queryietg. The end-to-end guaran-
tees might be weak or non-existent. Nevertheless, techaigsed to implement recent
topic-based publish-subscribe systems, such as Herdlo{&brona [254], are similar
to those used in ALM, and the distinction between the two lea®tme somewhat blurry.
The comments we have made earlier about ALM apply to thosersgs too. Today,
most research in this area seems to focus ordnéent-basegublish-subscribe model,
in which recipients might specify complex queries, thffedively selecting a subset of
the data stream. Gryphon [279] was the first such system; reoemt examples include
Siena [66] and Onyx [93]. The content-based publish-sulbscnodel has the potential
to be useful in building the future Web. Often, the user woultht to observe only a
subset of events related to a particular object, for exaaplavatar in a virtual space
might only receive updates on objects located within a 9freeviewing angle ahead of
it, and at a distance smaller than 100m. Nevertheless, aldealontent-based publish-
subscribe substrate still needs to face many of the samerpehce and scalability
challenges as the reliable multicast systems discussédreand introducing expres-
sive queries, by itself, does not contribute in any way tewadlting these problems. The
same could be said about expressive variants of publisbesible that permit temporal
gueries, such as Cayuga [92]. The problems these system adibeit important, are to

a large degree orthogonal to the types of scalability wedacuin this dissertation.
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1.5 Contributions

In this section, we briefly summarize the key contributiorelby this dissertation. A
much more comprehensive discussion can be found in Chapter 6

In Chapter 2, we propose a hovel programming model that coestihe distributed
computing and object-oriented paradigms, and we desaniipe f the techniques used
to implement a prototype of the system. Our new model andrbttype implementa-

tion have several advantages over the prior work in the area.

e Our approach is unique in that it creates the opportunityotaldne the “best of
breed” from several previously disjoint lines of work ontdisuted object embed-
dings, protocol composition, and protocol specificatidle.hnave combined ideas
from systems as diverse as Jini, Smalltalk, Ensemble, x&{eBAST, WS-* fam-
ily of specifications, /O automata, and Object Linking and Embedding (OLE), to
create a seamless whole that is extremely natural, ingyitimd appealing to the
developers, yet sticiently powerful to accommodate a variety of protocols with

a single unified object-oriented environment.

e Unlike earlier approaches, discussed in Section 1.4.1oloject-oriented embed-
ding is not limited to any single class of distributed obggstuch agemote objects
replicated objectsor publish-subscribe objectand may be the first development
platform that is genuinely protocol-agnostic, in the setise it can supporany
type of a distributed protocol as a reusable component.tiBgiembeddings are
“protocol agnostic” only in the limited sense that one cazthdose among several

different protocols to implement their distributed primitives

e In contrast to existing distributed object systems, whisbus on one category
of application objects, such as replicated data structur&snt-end components,
our object model extends from the user-interface layer dovtine hardware level,

and may be the first such system designed for distributedpauly components.
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Earlier systems based on a similar vision, such as Jini, iwesiamentally rooted
in the client-server paradigm, anéfered no explicit support for distributed pro-
tocols: mechanisms such as discovery, transactions, aifctaion, defined as

distinguished infrastructure services in Jini, are simgijectsin our framework.

e Our model for the composition of distributed protocols uadsehavioral notion
of a distributed protocol type and supports functional cosifon in a language-
agnostic manner, in contrast to many earlier protocol caitipn frameworks that
typically either lacked the notion of typed compositiondefined protocol types
by the types of the implementing classes and achieved catigrothrough in-
heritance. Horus and Ensemble used behavioral protocoifiaéions, but these
systems were not general-purpose platforms for compon&gration; their ap-

plicability was mostly limited to composing reliable mhist protocol stacks.

e Unlike earlier language-centric approaches, ours suppartean integration with
legacy applications. Our prototype has been used to implefiige” spread-
sheets, in which ranges of cells are connected to multicagdqols, and to inter-

face to relational databases via triggers.

¢ In contrast to most existing language-centric compondagnation platforms that
either require communicating components to import the sexternal library and
agree on a common interface, or use expensive techniquesswserialization to
move data between the two connected parties, our platfomplately eliminates
notions such as “static dependency”, “external libraryd dobject inheritance”,
and has a (limited) ability to connect certain pairs of byrismcompatible compo-

nents by dynamically generatingfieient proxy code.

In Chapter 3, we propose a novel architecture for hieraatipimtocol composition that
allows a single instance of a reliable multicast protocdetgerage dierent hardware

mechanisms and fierent implementation strategies iftdrent parts of the network and
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at different levels in the hierarchy. Our approach has numerowméatyes listed below.

We are currently not aware of any prior work that woufteoa similar range of benefits.

e Our technique does not rely on proxies or other infrastmectand can generate
efficient overlays or use mechanisms such as IP multicast to uhatzedirectly
between the clients. While our architecture does rely onesiofinastructure com-
ponents, these components play the role similar to DNS, ambtparticipate in

data dissemination or in the recovery protocol

e We present a protocol construction that uses a new kind ofralreeship service.
Our membership service maintains membership informati@ndistributed form
in the network, and rather than routing all membership eserb a single point
or disseminating information to all clients, uses its dlstted information to as-
sign roles to nodes running the protocol in a decentralizadmar. Unlike most
protocols, which rely on global sequence of membership sjg@sotocols in this
model are controlled by a decentralized, but consisterbveng hierarchy of

membership views maintained by a background infrastractur

e Based on our experience with the model and initial evalnatie believe that the
approach can be used to construct protocols with very st@iability properties,
in particular various forms of state machine replicatiarg enight be generalized

to support an even broader class of protocols.

In Chapter 4, we describe our implementation of a subseedditbhitecture discussed in
Chapter 3, a simple high-performance reliable multicastesy optimized for use in en-
terprise LANs and data centers. We report on our experiegmo@sliscuss architectural

insights gained by building this system. Our work is noveha following respects.

¢ We outline a new approach to scaling reliable multicast Withnumber of simul-

taneously running protocols, by leveraging structurallsinties between the sets
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of nodes running dierent protocols to amortize work acrosfelient protocol in-
stances. While our technique is not completely general aed dot yield benefits
in all scenarios, and we lack realistic traces to evaluatasefulness in practice,

it appears to be a good match for a range of applications.

Our system leverages IP multicast and delivers messagesidifrom senders to
receivers, and does not use filtering, yet uses relativaelyPemulticast addresses,

thus avoiding the state explosion problem discussed in@ett4.3.

We describe a previously unnoticed connection between meosage and local
scheduling policy in managed runtime environment (.NEM®Y eulticast perfor-

mance in a large system.

We discuss several techniques, such as priof@dysicheduling and “pull” proto-

col stack architecture, developed based upon these olisesjghat can increase
performance by reducing instabilities causing broaddastrss, unnecessary re-
covery and other disruptive phenomena. While the techsiguesused are them-

selves not new, their use in this context, and the insightgidat, are novel.

Our system achieves exceptional performance with low CRitpfint. The max-
imum throughput decreases by only a few percent while sgdiom 2 to 200

nodes and degrades gracefully with loss and other typesrifrpations.
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Chapter 2
Programming

In this chapter, we describe the live distributed objectgpamming model. We explain
how live objects can be defined, constructed, and composedléefihe live object types
and the meaning of notions such@gect referencén the new model, and we explain
how the new concepts are embedded into the developmenbanent.

The chapter is divided into two parts. In Section 2.1, we $oon aspects of the pro-
gramming model independent of any concrete implementasiach as introducing the
definitions and concepts, overall design philosophy, tyfesyuage abstractions, and
composition. In Section 2.2, we focus on our prototype imatation, in particular
on the embeddings of the concepts introduced in Sectiomfolai concrete operating
system and a concrete programming language. Although tmaitpues discussed in

Section 2.2 were used in a specific context, we believe treefaaty general.

2.1 Programming Model

2.1.1 Objects and their Interactions

To remind the definition introduced earlier:lige distributed objec{or live objec) is
an instance of a distributed protocol executed by a set opoom@nts that may reside on
different nodes and communicate by sending messages overwuwekighe notion of a
live object encompasses all internal aspects of the prosaececution, such as internal
state, processing logic, and any network messages exathamgenally. A live object
communicates with its environment via typed events, as ialbafk.

For example, a running instance of a reliable multicastquait might be executed

by a set of processes that have linked to a communicatioarfiimplementing this
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protocol, and that have created instances of a reliableicasttprotocol stack. These
reliable multicast protocol stack instances corresportiéd'software components” in
the above definition: each is located on fiefient node, and each maintains its own local
state, such as a sequence of messages sent, received, cigenly stable, delivered,
or persisted, perhaps the last received checkpoint etc.diffezent reliable multicast
protocol stack instances might leverage IP multicast toroamicate with one another,
and they might create point-to-point TCP connections. Tigesinfrastructure consist-
ing of the protocol stack instances, their local states,thanl network communication,
represents a running live distributed object. This liveeabmay communicate with its
software environment via events suchsandm) andreceivém), passed between the
protocol stack instances located offelient nodes and the instances of application code
linked to those protocol stacks. From the point of view ofsh&ware environment, the
exact form of state maintained by the protocol stack ingaien each node, and the pat-
terns of physical communication over the network, areawaht. The only aspect that
matters is the kinds of events that may be exchanged withrtiteqol stack instances,
and the various guarantees that the protocol might makenrstef the patterns of those
events. For example, we may know that the protocol accagigm) events, and that
there is a certain form of a guarantee that each of thesesigrventually followed
by a correspondingeceivém) event on each node, and thiateivém) events are gen-
erated by the protocol in a manner that preserves some foordefing. This type of
characterization of a protocol instance through eventsrisames or produces and their
patterns, and ignoring any implementation aspects inetuthie exact form of network
communication or internal data structures, is a key defifeagure of our approach.
When nodeY executes live objecX, we'll say thata proxy of live object X is running
on Y. Thus, a live object is executed by the group of its proxiégufe 2.1). Proxies cor-

respond to the “software components” or “protocol stackanses” mentioned above.
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Figure 2.1: Live objects are executed by proxies that ictar@a endpoints. A proxy is
a software component that runs a protocol instance on a nimaccess a live object,
a node starts the corresponding proxy. Proxies diemint nodes can communicate by
sending messages over the network. Proxies démint objects running on the same
node can communicate via endpoints: strongly-typed, éutional event channels.

A live object proxy is a functional part of the object runniog a node.

We model proxies in a manner reminiscent/@ hutomata [196]. A proxy runs in a
virtual context consisting of a set b¥e object endpointsstrongly-typed bidirectional
event channels, through which the proxy can communicate ethier software on the
same node (Figure 2.1). Unlike i automata [196], a proxy can use any external
resources, such as local network connections, clocks,eoC#U. These interactions
are not expressed in our model and they are not limited in ay Wowever, interac-
tions of a live object proxy with any other component of thetdbuted system must be
channeled through the proxy’s endpoints.

All proxies of the same live object run that live objeatsde Unlike in state ma-
chines [198, 267], we need not assume that proxies run irhsgnyg, in a deterministic
manner, or that their internal states are identical. dd@ssume that each proxy of a
live objectX interacts with other components of the distributed systsmgithe same
set of endpoints, which must be specified as paiX’sftype. To avoid ambiguity, we
sometimes use the terimstance of endpoint E at proxytB explicitly refer to a running
event channek, physically connected to and used By

Live objects havdehavioral typesexpressed in terms of the patterns of events their
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proxies exchange with their software environment. Typdhegidiscussed in more de-
tail in the following section; here, we’'ll just limit ourseds to a brief example. Suppose
that objectA logs messages on the nodes where it runs, using a reliatay tordered
multicast to ensure consistency between replicas. OBjesight offer the same func-
tionality, but be implemented fierently, perhaps using a gossip protocol. As lonédas
andB offer the same interfaces and equivalent properties (consistesliability, etc.),
we’ll want to consideA andB to be implementations of the same type. The concept of
behavioral equivalence is the key here; we define it morduéren Section 2.1.2.

A natural concern to raise at this point is one related thonaif a live object’s iden-
tity. One might expect that each live object has associaitdit\a unique identifier in
some common global namespace. This is often the case fougagpes of distributed
entities, such as multicast groups or web services, whiglusmally identified by some
sort of a globally unique address. However, we do not makeaasymptions about the
existence of globally unique object identifiers. A live atijen general might not have
any sort of a global identifier at all, or it might have muléphdependent identifiers.

To understand the reasons motivating this decision, censidegular object in a
desktop environment, for example a € object. The object resides in memory, hence
one may think of it as being identified by its memory addresswvéler, one may just as
well create a @+ object in a section of shared memory mapped fiedent processes at
different addresses, at which point an object’s identity defingdis manner ceases to
make sense. In a managed environment such as .NET, objedtsbmomoved around,
and their addresses might change. By modern standardstearstisat uses memory
addresses as identifiers would be considered buggyffésteregular objects lack any
meaningful notion of a unique address or name. Yet despgewie can still talk about
their identity, in the sense of there being a single distinct individuaitgrhat might

encapsulate a logical unit of data or an internal thread e€etion.
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They key here seems to be the realization that an objectereferis simply a de-
scription of how to access or interact with the same singtiyetmat encapsulates the
unit of data or processing, and thdtdrent references are all valid, functionally equiva-
lent descriptions of this sort. A globally unique identifigraddress is a special type of a
description that relies on the existence of some commoreaddipace or a namespace.

Accordingly, we consider the live object’s identity to be@lenined not by an iden-
tifier or by address of any sort, but by a complete descriptiotive protocol instance,
including the protocol’s code as well as any parametersrthigiht afect its execution,
and that would distinguish it from flerent instantiations of the same protocol code. We
will consider all software components executing this digsicn at any point in time as
running the same protocol instance, and thus represerairg @f the same live object.

For example, an instance of a reliable multicast protocat tises IP multicast and a
membership service could be uniquely identified by the detson of the protocol, in-
cluding any parameters that might determine the precisasgos or control the built-in
optimizations, plus parameters such as an IP multicaseaddrsed to transfer data, an
IP address of the membership service, and the name of thecastlgroup within the
namespace governed by this membership service. Any notlexbeutes this descrip-
tion, with all the specific parameters embedded in it, willlppending messages to, and
reading from the same message sequence. It is thus fair tingbgll such nodes are
executing the same protocol instance, or that they are mgrthe same live object.

Accordingly, areference to a live object ¥ simply a complete set of instructions
for constructing and configuring a proxy ®fon a node; this definition corresponds to
the “complete description of the protocol instance” in thegeding discussion. Thus,
when nodeY wants toaccesdive object X, nodeY uses a reference 9 as a recipe
with which it can create a new proxy fof that will run locally onY. The proxy then

executes the protocol associated with For example, it might seek out other proxies
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for X, transfer the current distributed state from them, and eonhitself to a multicast
channel to receive updates.

Unlike proxies, which can have state, references are jsstiy® stateless, portable
recipes. In the context of what we have just discussed, ilavaoiake no sense for live
object references to carry a mutable state; in order to erikat all nodes constructing a
proxy from the reference indeed follow the same protocolneed to know that each of
these nodes uses the exact same set of instructions. Fartieersason, we do not use
auto-discovery: as a description of a protocol instancéyeadbject reference cannot
contain ambiguous elements that could be resolvé&@réntly depending on the net-
work location or other local factors, thus resulting iffelient nodes taking inconsistent
actions within the same protocol instance, usirffedent instances of external services,
or otherwise winding up with an inconsistent view of failsyrenembership, naming etc.

The instructions in a live object reference must be complaté need not be self-
contained. Some of their parts can be stored inside onlp@sitories, from which they
need to be downloaded. Rather than using a fixed APl and a fixetdaoa of identi-
fying such repositories, such as URLs or other identifiers sunply model the access
protocols that need to be used to contact these repositorigsvnload the missing part
of the reference as live objects. The references to thessaprotocols are recursively
embedded within the reference that uses this sort of intir@ecThis way, given a live
object reference, a node can alwagseferencet without any prior knowledge of the
protocol. An exception is thrown if dereferencing failsr(lexample, if a repository
containing a part of the reference is unavailable).

Defining live objects through their references (completgcdptions of protocol in-
stances) has profound implications. For example, we do raienany assumptions
about “connectedness”, i.e. the ability of nodes runnirglibe object to reach one

another. Indeed, we do not even assume that any commumidaties place. In an
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extreme example, a live object description may state thdési@xecuting it generate a
certain type of an event and deliver it to the applicatioregutar time intervals, without
any synchronization. In this case, we will still think of albdes executing this descrip-
tion as executing the same live object. Of course, this igy@lerate example; our goal
is to potentially express more sophisticated protocolb wimplex behaviors.

One concern that may arise at this point is the question oflmeeship. We have just
stated that nodes executing the complete protocol degxript any point in time are
part of the same live object, but the set of such nodes migirigdy, hence the definition
might seem ambiguous. Again, our approach to modeling #pe@ of protocol execu-
tion is to not make membership an explicit part of the modet,rather capture it as a
dependency on another live object. Thus, we will not assinaiethe machines running
the live object “know” about one another, or that their asc@sthe protocol is some-
how coordinated. If the knowledge of the set of componengseting the live object or
coordination of this sort are essential for the correct apen of the protocol, we will
capture this as a dependency of this live object on anotheobject — one that repre-
sents an instance of a membership protocol. If the live dljgernally needs to make
assumptions about connectivity, we will model this as a ddpacy on a membership
protocol with specific guarantees in terms of handling parting failures. Similarly,
we will not make any assumptions about the failure modelhdf¢omponents running
the protocol depend on such assumptions, these assumpfiibagain be captured as
dependencies on other live objects that represent sperifis bf membership services
or that encapsulate failure detection, discovery, andairmmfrastructure protocols.

By now, it will not come as a surprise to the reader that we d@assume live objects
to have replicated state. Thus, a live object could be ammust of a replicated state
machine protocol tolerant of Byzantine failures, wheral®tates evolve synchronously

in a lock step manner, but it could also be an instance of apobtvhere the local state
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of protocol members is not synchronized in any way, an ircgasf a gossip protocol
where these local states might be loosely synchronizedndPamulticast channel,
where no local state is kept.

Considering the generality of our definitions, the readey marry that the model is
not capable of expressing anything meaningful; after ai§ hard to express anything
without making assumptions. Note, however, that in our aagh, strong assumptions
can indeed be expressed; assumptions about connectedyiesisrony, membership,
failure models, state, and so on are not a built-in, core gfatie basic model, but they
could be expressed as dependencies on other live objettgpnasent protocols imple-
menting the respective functionality. The given objechirt defined asequiringthose
other objects for its correct operation, and its behaviaerms of failures, membership
changes, partitioning events, and in various other sucecaspis then defined in terms
of the patterns of events that the object exchanges withlifexts it depends on.

This design is motivated by the desire to make our model flexéand extend its ap-
plicability and benefits such as reusability and encapisuats far towards the network
and hardware as possible, to avoid imposing on the deve@ssumptions that might
not fit their application scenarios. Also, it allows us to rabdspects such as failure
detection, network connectedness, membership, or symglusing the same language,
and the same behavioral type system.

To stress the fact that our model is designed to facilitatepgmmnent integration and
that it is designed to be used pervasively at all levels ofieajon development, we
adopt a somewhat radical perspective, in which the entiséegy, all applications and
infrastructure, including low-level network servicescbias failure detection, naming,
membership, discovery, are live objects, typically expeglsas compositions of, or con-
nected to other, simpler objects. Accordingly, endpoirita ve object’s proxy will

be connected to endpoints exposed by proxies of other liygxtsrunning on the same
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Figure 2.2: Applications are composed of interconnectezldbjects. Objects are “con-
nected” if endpoints of some pair of their proxies are coteekc The connected ob-
jects can thenféect one-another by having their proxies exchange everdsghrthese
endpoints. A single object can be connected to many othexcthj Here, a reliable
multicast objectr is simultaneously connected to an unreliable multicaseathj, a
membership objeatn, and an application objeet The same object can be accessed
by different machines in fferent ways. For example, membership object m is used in
two contexts: by the reliable multicast objectieft), and by replicas of a membership
service (right). The latter employs a replicated state nmach, which persists its state
to replicas of a storage object p.
node (Figure 2.2). When proxies of twdldirent object andY are connected through
their endpoints on a certain nodewe’ll say thatX and Y are connected on&hen two
objects have proxies on overlapping sets of nodes, thgeotise proxies may connect
and interact. We can think of the live objects as interadimgugh their proxies.
Example (a) Consider a distributed collaboration tool that uses bédianulticast
to propagate updates between users (Figure 2.2) a betan application object in this
system that represents a collaboratively edited docuniFokies ofa have a graphical
user interface, through which users can see the documersidomaiit updates. Updates
are disseminated to other users over a reliable multicasv@ol, so that everyone can
see the same contents. The system is designed in a modulasavimgtead of linking
the Ul code with a proprietary multicast library, the docuninebjecta defines a typed
endpointreliable channel clientwith which its proxies can submit updates to a reli-

able multicast protocol (evesend and receive updates submitted by other proxies and

propagated using multicast (eveateivg. Multicasting can then be implemented by a
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separate objeat, which has a matching endpoirgliable channel Proxies ofa andr
on all nodes are connected through their matching endpo8itsilarly, objectr may
be structured in a modular way: rather than being a singleatitbic protocol,r could
internally use objecti for dissemination and objeah for membership tracking. End-
pointsunreliable channeandmembershigerve as contracts betweeand its internal
partsu andm. Objectmis an example of an “infrastructure” object; it providewith a
notion of a “group”, whiclhr uses internally to control its own configuratidl.

Figure 2.2 illustrates several features of our model. Fagpair of endpoints can
be connected multiple times: there are multiple connestimiween dierent instances
of the reliable channelendpoint of object and thereliable channel clienendpoint
of a, one connection on each node whareuns. Since objects are distributed, so are
the control and data flows that connect them. ffatient proxies of were to interact
with proxies ofa in an uncoordinated manner, this might be an issue. To pteken
each endpoint has a type, which constrains the patternseot®that can pass through
different instances of the endpoint. These types could speaBring, security, fault-
tolerance or other properties. The live objects runtimé mot permit connections be-
tweena andr, unless their endpoint types declare the needed properties

A single object could also define multiple endpoints. One2aalen this occurs is
when the protocol involves fierent roles. For example, the membership objetias
two endpoints, for clients and for service replicas. The aflthe proxy in the protocol
depends on which endpoint is connected. In this sense, arid@oe like interfaces in
object-oriented languages, giving access to a subset afldjeet’'s functionality. An-
other similarity between endpoints and interfaces is thudh Iserve as contracts and
isolate the object’s implementation details from the aggilons using it. We also use
multiple endpoints in objeat, proxies of which require two kinds of external function-

ality: an unreliable multicast, and a membership serviaghBre obligatoryr cannot
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be activated on a platform unless both endpoints can be ctethe

Earlier, we commented that not all live objects replicatgrtbtate. We see the latter
in the case of the persistent stqurelts proxies present the same type of endpoint to the
state machins, but each uses aftierent log file and has its own state.

Our model promotes reusability by isolating objects frommeotparts of the system
via endpoints that represent strongly typed contractsn iblgject relies upon external
functionality, it defines a separate endpoint by which ihgaiccess to that functionality,
and specifies any assumptions about the entity it may be ctetht® by encoding them
in the endpoint type. This allows substantial flexibilityorFexample, objecti in our
example could use IP multicast, an overlay, or BitTorrent as long as the endpoint
thatu exposes ta is the samer, should work correctly with all these implementations.
Of course this is conditional upon the fact that the endpgpe describes all the relevant

assumptions makes about, and thauu does implement all of the declared properties.

2.1.2 Defining Distributed Types

The preceding section introduced endpoint types, as a wdgftoe contracts between
objects. We now define them formally and give examples of hyming can be used to
express reliability, security, fault-tolerance, and t@ak properties of objects.

Formally, the typed of a live object is a tuple of the forl® = (E,C,C’). E in this
definition is a set of named endpoini,= {(ny, 71), (N2, 72), , (Nk, )}, Wheren; is the
name and; is the type of thé!" endpoint.

For example, i® is the type of reliable multicast objects like objeéh Figure 2.2,
it may define three endpointg, = {e, e,, en}, wheree, = (“reliable channél, 7;) rep-
resents the reliable channel endpoint of typ@xposed to application objects such as
aon Figure 2.2g, = (“unreliable channél r,) represents the unreliable channel end-

point of typer, that needs to be connected to an unreliable multicast afjett asi on
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Figure 2.2, and finallyg,, = (“membershif 7,) represents the membership endpoint of
typer, that needs to be connected to a membership object suntoad-igure 2.2.

C andC’ represent sets of constraints describing security, rétigland other char-
acteristics of the objec)), and of its environment’). C models constraintgrovided
by the object, such as semantics of the protocol: guaratitaethe object’s code deliv-
ers to other objects connected to@. models constraintequired which are prerequi-
sites for correct operation of the object’'s code. Constsaian be described in any for-
malism that captures aspects of object and environmenwhha terms of endpoints
and event patterns. Rather than trying to invent a new, doWermalism that subsumes
all the existing ones, we build on the concepts of aspeeted programming [174],
and we define€C to be a finite function from some s@tof aspects to predicates in the
corresponding formalisms. For example, constraits {(a;, ¢1), (a2, #2), , (@m, dm)}
would state that in formalisra; the object’s behavior satisfies formulga and so on.

Examples of various practically useful formalisms and tamsts that can be ex-
pressed in these formalisms are discussed in the follovanotos.

Typet of an endpoint is a tuple of the form= (I, O,C, C’). | is a set ofincoming
eventghat a proxy owning the endpoint can receive from some othenpO is a set
of outgoing eventghat the proxy can send over this endpoint, &edndC’ represent
constraints provided and required by this endpoint, defsm@darly to constraints of the
object, but expressed in terms of event patterns, not ind@frendpoints (for example,
an endpoint could have an event of tyjpae, and with a constraint that time advances
monotonically in successive events). Each of the kaisd O is a collection of named
events of the formrE = {(ny, &), (N2, &), ..., (N, &)}, wheren; is the name of theth
event and; is its type.

For example, ifr,, is the type of a membership endpoint such as the onerthat

exposes tan in Figure 2.2, therl might include eventn, = (“membership vieWe,)
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that proxies ofr may receive from proxies ah, and O might include eventsn; =
(*join group’, €;) andm = (“leave group, ) that proxies of can send to proxies of.
The three types of events would constitute the interfacedostr andm.

Event types can be value types of the underlying type systaeah as .NET or Java
primitive types and structures, or types described by WSE1, [but not arbitrary object
references or addresses in memory. We assume that eveserialezable and can be
transmitted across the network or process boundaries. plaiard later, references to
live objects are simply textual descriptions in a live obgamposition language, hence
they are serializable, and can also be passed inside eVértsubtyping relation on the
event types is inherited from the underlying type system.

The purpose of creating endpoints is to connect them to otfetiching endpoints,
as described in Section 2.1.1 and illustrated on Figure@o2necis the only operation
possible on endpoints. For endpoint types= (I1, 01, C;,C)) andr;, = (2, 0., C,, C))

we say that theynatch denotedr; « 75, when the following holds.
71Ty & O~ I, A0y~ I3 AC; = CyAC, = C (2.1)

The relation— between two sets of named events expresses the fact thas &eenthe

first can be understood as events from the second. Formalgxpress this as follows:
E~E & v(n,e)eE 3(n,e’)eE/ €€ (2.2)

The operatoki on types of any kind represents the subtyping relation sxdtgsertation.
The types of events, and the corresponding subtyping oelatire inherited from the
underlying object-oriented environment.

The relation= between two sets of constraints expresses the fact thabtistraints

in the first set are no weaker than constraints in the secarthdily, we write this as:
5~ @ .,
C>Ceoe V(a,q)’)eC’ 3(&¢)Ec ¢ = ¢ (23)

L@, . . .
Relation= is simply a logical consequence in formalism
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Intuitively, the definition of= states that iiC’ defines a constraing’ defined in
some formalisma, thenC must define a constraigtthat is no weaker thag’, also in
formalisma. For example, iC’ defines some reliability constraint expressed in temporal
logic, thenC must define an equivalent or stronger constraint, also ipteat logic, in
order forC = C’ to hold.

The formal definition ofr; o« 7, may be intuitively understood as imposing the

following two conditions.

1. For each output evemt of type e of either endpoint, its counterpart must have
an input event with the same namgand with a types” such thate < €. This
guarantees that if proxies of two live objects expose endpaif typer; andr,
and those endpoints are connected to one another, all éhantsriginate in one
of the proxies and are passed through its correspondingoantdgan be deliv-
ered through the other connected endpoint and correctygrdted by the other
proxy. This condition ensures that in a mechanical sensegamication between

proxies connected by such endpoints is possible.

2. The provided constraints of each of the endpoints mudiifiye no weaker than)
the required constraints of the other. This ensures thaetitpoints mutually

satisfy each other’s requirements. This will be furtherlaxped below.

For an example of the second condition, consider an apgicabjecta and a multicast
channel objectn connected through a pair of endpoints, both of which havesémee
name and types andt’, accordingly. Assume that the two types’ mechanically fit
and define events through which proxiesaafan issue multicast requests to proxies of
m, and through which proxies ofi can deliver multicast messages to proxiea.dflow,

the typer of a's endpoint might include a required constraint stating thassages are
delivered at most once and in FIFO order, and a provided minstdeclaring that its

multicast requests will have unique identifiers and thay th#l never be issued twice.
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The typer’ of m's endpoint might include a required constraint stating thalticast
requests should have unique identifiers, and a providedreamsdeclaring that it will
deliver messages at most once, but also at least once witlalpiiity 0.99, and in total
order. The sets of constraints defined#gndr’ are compatiblea satisfies the unique
identifier requirement, anch provides the at most once and FIFO ordering semantics.
For a pair of endpoint types, andr,, the former is a subtype of the latter if it can
be used in any context in which the latter can be used. Sircertly possible operation
on an endpoint is connecting it to another, matching onerdltadionr, < 7, holds it
7, matches every endpoint that matches, i.er; < © Y. ((r2 x ) = (11 x 7)),

which after expanding the definition afcan be formally expressed as follows:
7197 O~ Oy Aly~ L AC; = C,AC, = C (2.4)

Intuitively, 71 <7, if (@) 7, defines no more output events and no fewer input events than
7,, (b) the types of output events of are subtypes and the types of input events,of
are supertypes of the corresponding events,pénd (c) the provided constraints of
are no weaker and the required constraints,are no stronger than thoseof

Subtyping for live object types is defined in a similar manAgpe®, is a subtype
of ®,, denotedd; <1 ®,, when®; can replac@,. Since the only thing that one can do
with a live object is connect it to another object througheitglpoints, this boils down
to whether®; defines all the endpoints th& defines, and whether the types of these
endpoints are no less specific, and whetBeguarantees no less and expects no more

than®,. Formally, for two type®; = (E;, C;, C)) and®; = (E,, C,, C)), we define:
@, <90, E; <E,AC; = C,AC) = C, (2.5)
Relation= between sets of named endpoints used above is defined agdollo

E<E & v(n,r/)eE’ H(n,T)eE TAaT (26)
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The use of types in our platform is limited to checking whetthe declared object
contracts are compatible, to ensure that the use of objentssponds to the developer’s

intentions. The live objects platform performs the follagrichecks at runtime:

1. When a reference to an object of typas passed as a value of a parameter that
is expected to be a reference to an object of t@pethe platform verifies that

01O,

2. When an endpoint of typeis to be connected to an endpoint of tyge either
programmatically or during the construction of compositgeots, the platform

verifies that the two endpoints are compatible i.e. thatr’.

Practical uses of endpoint matching and object subptym@tagions in our platform are
further discussed in Section 2.1.5.

We believe that in practice, this limited form of type safedysuficient for most
uses. For provable security, the runtime could be made éyvbat live object’s code
implements the declared type prior to execution. Techrscgueh as Proof-Carrying
Code (PCC) [226], and domain-specific languages with lichéepressive power such

as our Properties Language [238], could facilitate this.

2.1.3 Constraint Formalisms

In this section, we discussftirent formalisms that can be used to express constraints in
the definitions of object and endpoint types. The detail®ateete formalisms and their
concrete syntax are beyond the scope of this dissertatiolnai@ an ongoing work. Our
objective in building the model was not to lock into a spedifiomalism, such as tem-
poral logic, but rather to provide an environment in whichiatient existing formalisms
can be embedded. An example of how such specifications fithetbve object defini-

tions in our platform can be found in Section 2.2.2. We discus progress and plans
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for future refinement in more detail in Section 6. Here, we fatus on explaining
what types of formalisms can be embedded in our model, andchostraints in those
formalisms can be defined in terms of proxies, endpoints gardts.

The issue is subtle because on the one hand, a type systenotbk very helpful if
it has nothing to check, but on the other hand, there are &gmeaty of ways to specify
protocol properties. It is not much of an exaggeration taysestjthat every protocol of
interest brings its own descriptive formalism to the tal#s.noted earlier, many prior
systems havefgectively selected a single formalism, perhaps by definipg$ythrough
inheritance. Yet when we consider protocols that mightudeltime-critical multicast,
IPTV, atomic broadcast, Byzantine agreement, transagtgacure key replication, and
many others, it becomes clear that no existing formalismdcpassibly cover the full
range of options; hence the need for extensibility. Our got@l provide a framework, in
which users can define custom formalisms, and then use th@sebtate their objects.

As noted in Section 6, defining an ontology for formalisms fatare work at this
point, but the general structure and an initial startingipat this stage is the following:
the “mechanical” part of an object or endpoint type thaslibie endpoints and events,
along with their names, provides the basic structure. A ttooted predicate that rep-
resents an endpoint or object constraint and that capturedain aspect of behavior is
then expressed in terms of this structure. A predicate castdlk about endpoints be-
ing connected or not, it can talk about the occurrence oftevitawing through specific
endpoints, and although it cannot refer to specific instan€any given endpoint, it can
potentially refer to the set of all instances of an endp@nt express conditions such as
“everywhere” (in all endpoint instances) or “somewherei’ §ome of the endpoint in-
stances), which correspond to general and existentialtifjieas, as well as potentially
to different notions of time, such as a global time, causality etus & perhaps best

explained through examples.
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For example, one formalism popular in the systems liteeséund possible to embed
cleanly in our model is temporal logic [141, 79]. Here, wewsss a global time and a
set of locations, and a function that maps from time to evidrasoccur at those loca-
tions. In the context of endpoint constraints, we can thihikstances of the particular
endpoint as the equivalent of “locations” or “nodes” in tergd logic formulas, and
the endpoint’s incoming and outgoing events, and the exmlannectanddisconnect
events assumed by our model, as the “events” of the tempmial IConstraints are then
expressed as formulas over these events, identifying tia¢é®ent sequences within the
(infinite) set of system histories.

Example (b). Consider theeliable channekndpoint, exposed by the reliable chan-
nelr in the example in Section 2.1.1. The endpoint’s type miglindeone incoming
eventsendm) and one outgoing evemeceivém), parameterized by message bady
Constraints provided by the channel objechight include a temporal logic formula,
which states that if evemeceivém) is delivered byr through some of the instances of
the endpoint sooner thaaceivént), then for any other instance of the endpoint, if both
events are delivered, they are delivered in the same seguenc

Note how the formulas in this example have been construdiedy are built upon

the following kinds of basic elements and patterns:

e eventP occurs at . . instance of endpoir®

e ...some of the instances of endpo@t ..

... all of the instances of endpoifi. ..
e ...precedes.. at... instance of endpoir®

e if ...then...

Note how each of these only refers to endpoints, occurreotcesents at given end-
points, time and causality, and refers to the individuatanses of endpoints either

anonymously via an existential quantifier, or as a group \gargeral quantifiell
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Readers familiar with group communication [40, 76] mightnder how to make
the notion ofall instances of an endpoimhore rigorous. Indeed, the general quantifier
refers to all instances of a given endpoint that might exisany node in the network
at any point in time, including the nodes running the objemt,modes that existed in
the past, or nodes that will join the protocol and create ayend an instance of the
endpoint in the future. Reliability properties, howeveg asually expressed in terms of
finite membership views with a fixed list of nodes. These viéwm a sequence, and
new views are generated as nodes join or leave the protocol.

We have previously stated in Section 2.1.1 that to make tlséesy flexible and
extensible, we chose to not make strong assumptions abociiigny, failure models,
or membership a part of the core model, but rather express #sedependencies on
other live objects. An example of this was shown on Figure 2h2re, the reliable
multicast object was connected to the membership objactProxies ofr interacted
throughmwith the membership service, registered as members of thedyy passing
events to proxies ah, and received membership views through their endpoints.

In order to express dependency on membership, the desifghermulticast objeat
will simply define a membership endpoint, and specify thein@mnents and guarantees
made by the membership service as constraints on the endyoén The developer will
then specify constraints on the occurrences of events kettfee communication and
membership endpoints to express virtually synchronousaeéos, much in the same
way it is done in group communication specifications [79].

In the context of Example (b), the developer could thus dedimenstraint stating
that if an evensendm) occurs after eventiew(k, s), but not afteview(k + 1, ) at any
endpoint instance, then eveneiceivém) cannot occur at any endpoint instance before
viewk, s), or afterview(k + 1, s). If the membership endpoint defines the appropriate

conditions for eventsiew(k, s) to form a notion of a group, for example as in [79], then

69



this condition &ectively constrains delivery of each message to a certaad taad well
defined set of participants. Note that this sort of a constigtill uses the same small
number of elements and patterns introduced in the exant@eprtly diference is that
the condition now involves events on two types of endpoi@ise can thus still express
rigorous notions such as “group” in this model despite iggaapnt simplicity. Seman-
tics in the presence of failures, partitioning, connecésdn and similar aspects can be
captured in a similar way, through constraints that linkréséetween two or more end-
points, one of which is an “infrastructure” endpoint thahnects proxies of the object to
proxies of an external membership, failure detector, oresother infrastructure object.

One issue with behavioral typing in general is the incongriess of specifications,
in a purely formal sense. Example (b) illustrates a safetperty of a type for which
temporal logic is especially convenient. In prior work [/@mporal logic has been used
to specify a range of properties of reliable multicast pcots. However, the FLP im-
possibility result establishes that these protocols ceguarantee liveness in traditional
networks. Thus, while we can express liveness constraistich a logic, no protocol
could achieve it. In fect, one may question the usefulness of such a protocol type i
real systems. We come back to this issue in Section 6.

Temporal logic is just one of many useful formalisms. Ré&aketand performance
guarantees are conveniently expressed as probabilistragiees on event occurrences,
e.g., in terms of predicates such as “at lgapercent of the timeseceivém) occurs at
all endpoint instances at mdsteconds followingendm),” or “at leastp percent of the
time, receivém) occurs at all dierent endpoint instances in a time window of at most
t seconds”. Note that these predicates are still confinededdasic structure laid out
earlier, and talk about event occurrences fiedent endpoint instances using existential
or general quantifiers, and only augmenting it with the pbaliigt of occurrence and the

temporal distances between events at specific locations.
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Yet another useful formalism would be a version of tempargld that talks about
the number of endpoint instances in time. For example, cainss of the sort “at most
one instance of thpublisherendpoint may be connected at any given time” could de-
scribe single-writer semantics and other similar asswnptmade by the protocol de-
signer. Constraints of this sort could also express varfauli-tolerance properties,
e.g., define the minimum number of proxies to maintain a cergplication level, etc.
Again, the shape of these constraints again follows theclpagtern, this time augment-
ing the quantifiers with patterns such as “at mogndpoint instances” or “at leakt
endpoint instances”. Again, if these need to be made moceais and need to re-
fer to numbers of endpoint instances within specific mentbprgews, one can easily
achieve that by defining such constraints in terms of evemtsnalpoints connected to
membership or other infrastructure objects.

In our work on a security architecture, still underway, we kroking into using a
variant of BAN logic [57] to define security properties prded by live objects or ex-
pected from their environment. It seems that the structiudsdut above, with endpoints,
events, diferent kinds of quantification, defining events across two orenendpoints,
and perhaps the use of time and causality, could be carriedtovhis setting as well.

In general, with formalisms like those listed above, typeakting might involve a
theorem prover, and hence may not always be practical. ktipea however, the ma-
jority of object and endpoint types would choose from a reddy small set of standard
constraints, such as bedtart, virtually-synchronous, transactional, or atomicseisi-
nation, total ordering of events, etc. Predicates thatisgt common constraints could
be indexed, and stored as macros in a standard library of gnectcates, and the ob-
ject and endpoint types could simply refer to such macro® rtintime would then be
able to perform type checking by comparing such lists, usaahed “known” facts, for

example that a virtually synchronous channel is also biéstteind ordered.
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One might wonder why we do not simply compile a list of relldii security, prop-
erties, and list all properties that a protocol satisfieslloang this idea, a virtually
synchronous reliable multicast protocol would bsist ¢gfort andFIFO among the many
guarantees it provides. The reason for the more generaltaw®firs the desire to sup-
port new types of protocols, new types of guarantees, aneethdeven new types of
formalisms, thus making the model extensible.

By taking advantage of late binding and reflection, featafe®NET and Java plat-
forms, it is easy to make these mechanisms extensible inug “@hd play” manner.

We’'ll describe the way this is achieved in our platform in 5@t 2.2.2.

2.1.4 Language and Type System Embeddings

Our model has a good fit with modern object-oriented programgrtanguages. There
are two aspects of this embedding. On one hand, live objet# can be written in a
language like Java and C#, as shown in Section 2.2.2. On liee band, live objects,
proxies, endpoints, and connections between them areclass- entities that can be
used within C# or Java code. The types that the runtime asgssawith these entities
are based upon and extend the set of types in the underlyingged runtime environ-
ment. In this section, we’ll discuss each of the new programgrfanguage entities we
introduce. An example of their use is shown in Code 2.1.

A. References to Live Objects Operations that can be performed on these refer-
ences include reflection (inspecting the referenced dbjggie), casting, and derefer-
encing (the example uses are shown in Code 2.1, in lines Q&rMab06 accordingly).
Dereferencing results in the local runtime launching a nesxy of the referenced ob-
ject (recall from Section 2.1.1 that references include glete instructions for how to
do this). The proxy starts executing immediately, but itdpmints are disconnected. A

reference to the new proxy is returned to the caller (in o@ngxle it is assigned to a
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/* This is an example code of a handler for a proxy’s incomingregvThe

event in this example is carrying a reference to some otkierdbject. *
01 void ReceiveObject(ref<liveobject> ref_object)
02 {

/¥ We can use reflection to inspect the referenced objectis &puntime,
e.g., to make decisions based on reliability or securitypprties or needs./*

03 if (referenced_type(ref_object) is SharedFolder)
04 |

/¥ Casting provides access to the desired set of endpoints. *
05 ref<SharedFolder> ref_folder := (ref<SharedFolder>) ref_object;

/¥ Dereferencing a reference creates a local proxy, which adrately starts
executing. At this point, custom wrappers might also bentgited. ¥
06  SharedFolder folder := dereference(ref_folder);

/¥ Communication with the proxy is only possible by connertmone of
its endpoints. We request the desired endpoint, by spegiftd name.
The exact type of the endpoint is pre-determined by the [sralass. ¥
07 external<FolderClient> folder_ep := endpoint(folder, “folder”);

/* Unlike interfaces, endpoints do not expose methods; tanconicate via
the proxy’s endpoint, we need to create a matching privatipeimt. *
08 internal<FolderClient> my_ep := new_endpoint<FolderClient>();

/* Here would be code that registers handlers for any incongugnts that
may arrive from the proxy through the newly created endpdjnt
09 my_ep.AddedElement +=..;

/¥ After connecting, events start to flow in both directionsda&allbacks on
both sides of the connection are invoked to notify the conating
parties that the connection has been establishgéd. *
10  connection my_connection := connect(folder_ep, my_ep);

/¥ The remaining code would store the connection referencéhduration
of the session. Disposing the reference would terminatedhaection. #
11 ...
12}
13 }

Code 2.1: A live object event handler code in a C#-like largguaMe use a simplified
syntax for legibility. Here, “ReceiveObject” is a handldram incoming event of a live
object proxy. The event is parameterized by a live obje@resfce “refobject”. If the
reference is to a shared folder, the code launches a new pya@onnect to the folder's
protocol and attaches a handler to event “AddedElementigead by this protocol, in
order to monitor this folder’s contents.
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local variablefolder). This reference controls the proxy’s lifetime. When it isaarded
and garbage collected, the runtime disconnects all of theyfs endpoints and termi-
nates it. To prevent this from happening, in our example eeelenust store the proxy
reference before exiting (we would do so in line 11).

Whereas a proxy must have a reference to it to remain actixefegence to a live
object is just a pointer to a “recipe” for constructing a prdar that object, and can be
discarded at any time.

An important property of object references is that they areazable, and may be
passed across the network or process boundaries betweaaspob the same or even
different live objects, as well as stored on in a file, etc. Thereefee can be deref-
erenced anywhere in the network, always producing a funalip equivalent proxy -
assuming, of course, that the node on which this occurs sttaf running the proxy.
In an ideal world, the environmental constraints would gets to determine whether
a proxy actually can be instantiated in a given setting, batworld is obviously not
ideal. Determining whether a live object can be derefergmta given setting, without
actually doing so, is probably not possible.

The types of live object references are based on the typeégeablbjects, which we
will define formally below. To avoid ambiguity, ® is a live object type, and is a
reference to an object of tyg®, we will write ref<®> to refer to the type of entity.

The semantics of casting live object references is sindldhat for regular objects.
Recall that if a regular reference of typleo points to an object that implemetRar,
we can cast the referencel®ar even ifIFoo is not a subtype ofBar, and while as a
result the type of the reference will change, the actuakreeieed object will not. In a
similar manner, casting a live object reference of tygfe®> to someaef<®’> produces
a reference that has afdirent type, and yet dereferencing either of these refesetive

original one or the one obtained by casting, result in thallaantime creating the same
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proxy, running the same code, with the same endpoints. Aaefe can be cast to
ref<®> without causing exception at runtime as long as the actpal ¢y the live object
constructed by this reference is a subtyp@®of

B. References to Proxies The type of a proxy reference is simply the type of the
objectit runs, i.e. if the object is of typ®, references to its proxies are of tyPe Proxy
references can be type cast just like live object referenéase diference between
the two constructs is that proxy references are local andatdre serialized, sent, or
stored. Another dierence is that they have the notion of a lifetime, and can §godied
or garbage collected. Discarding a proxy reference destioy locally running proxy,
as explained earlier, and is like assignmgl to a regular object reference in a language
like Java. The live object is not actually destroyed, sintteeoproxies may still be
running, but if all proxy references are discarded (and igorlestroyed), the protocol
ceases to run, as if it were automatically garbage collected

Besides disposing, the only operation that can be perfownetproxy reference is
accessing the proxy endpoints for the purpose of connettditige proxy. An example
of this is seen in line 07, where the proxy of the shared folulgect is requested to
return a reference to its local instance of the endpoint nificéder”.

C. References to Endpoint Instances There are two types of references to end-
point instancesexternalandinternal. An external endpoint reference is obtained by
enumerating endpoints of a proxy through the proxy refezgas shown in line 07. The
only operation that can be performed with an external refs¥as to connect it to a
single other, matching endpoint (line 10). After connegtsuccessfully, the runtime
returns a connection reference that controls the conméstitetime. If this reference is
disposed, the two connected endpoints are disconnecteédhamproxies that own both
endpoints are notified by sending explidisconnecevents.

An internal endpoint reference is returned when a new emdmprogrammatically
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created using operatoew(line 08). This is typically done in the constructor code of a
proxy. Each proxy must create an instance of each of the tdbgadpoints in order to
be able to communicate with its environment. The proxy stdne internal references
of each of its endpoints for private use, and provides eateaferences to the external
code per request, when its endpoints are being enumeratednal references are also
created when a proxy needs to dynamically create a new emgpajy., to interact with
a proxy of some subordinate object that it has dynamica#itaintiated.

An internal reference is a subtype of an external referefmsides connecting it
to other endpoints, it also provides a “portal” through whicproxy that created it can
send or receive events to other connected proxies. Senslithgnie simply by method
calls, and receiving by registering event callbacks (ligg O

An important diference between external and internal endpoint refereatieatithe
former could be serialized, passed across the network aggs boundaries, and then
connected to a matching endpoint in the target location.ritheme can implement this
e.g., by establishing a TCP connection to pass events batkoah between proxies
communicating this way. This is possible because eventseaaializable.

Internal endpoint references are not serializable. Thisusial, for it provides iso-
lation. Since any interaction between objects must passigiir endpoints, and events
exchanged over endpoints must be serializable, this enshat an internal endpoint
reference created by a proxy cannot be passed to other ®bjeeven to other proxies
of the same object. Only the proxy that created an endpomtheess to its “portal”
functionality of an endpoint, and can send or receive evaiitsit.

D. References to ConnectionsConnection references control the lifetime of con-
nections. Besides disposing, the only functionality thgrs to register callbacks, to
be invoked upon disconnection. These references are oighgrtyped. They may be

created either programmatically (as in line 10 in Code 2y the runtime during the

76



construction of a composite proxy. The latter is discussatktail in Section 2.1.5.

E. Template Object References Template references are similar to generics in
C# or templates in €&+. Templates are parameterized descriptions of proxiesnwhe
dereferencing them, their parameters must be assignedsvaliemplate types do not
support subtyping, i.e. references of template types dammaast or assigned to ref-
erences of other types. The only operation allowed on suehergces is conversion to
non-template references by assigning their parametedgesasibed in Section 2.1.5.

Template object references can be parameterized by othes gnd by values. The
types used as parameters can be object, endpoint, or ey&Es tyWalues used as pa-
rameters must be of serializable types, just like eventsptherwise can be anything,
includingstring andint values, live object references, external endpoint retegretc.

Example (c). A channel object template can be parameterized by the tiypes-
sages that can be transmitted over the channel. Hence, nne.gg define a template
of a reliable multicast stream and instantiate it to a rédiabulticast stream of video
frames. Similarly, one can define a template disseminatiotopol based on IP mul-
ticast and parameterize in by the actual IP multicast addresse. A template shared
folder containing live objects could be parameterized leytifpe of objects that can be
stored in the folder and the reference to the replicatiorahj uses internallyl

F. Casting Operator Extensions This is a programmable reflection mechanism.
Recall that in C# and €+, one can often cast values to types they do not derive from.
For example, one can assign an integer value to a floating-pgie. Conversion code
is then automatically generated by the runtime, and ingetct® this assignment. One
can define custom casting operators for the runtime to usgcimstuations. Our model
also supports this feature. If an external endpoint or aeathjeference is cast to a
mismatching reference type, the runtime can try to genaratgtable wrapper, provided

that such wrapper is available. Currently, the use of thaguie in our system is very
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limited; we’ll comment on this further.

Example (d). Consider an application designed to use encrypted conuation.
The application has a user interface objaaxposing achannelendpoint, which it
would like to connect to a matching endpoint of an encryptehoel object. But, sup-
pose that the application has a reference to a channel adjeat is not encrypted, and
that exposes ehannelendpoint of type lacking the required security constraieen
the application tries to connect the endpointsi@indc, normally the operation would
fail with a type mismatch exception. However, if the chareredpoint ofc can be made
compatible with the endpoint afby injecting encryption code into the connection, the
compiler or the runtime might generate such wrapper codeads Notice that prox-
ies for this wrapper would run on all nodes where the chanr@typruns, and hence
could implement fairly sophisticated functionality. Inrpaular, they could implement
an algorithm for secure group key replication. fifieet, we are able to wrap the entire
distributed object: an elegant example of the power of thdehd

The same can be done for object references. While castirfgr@mnee, the runtime
may return a description of a composite reference that stsef the old proxy code,
plus the extra wrapper, to run side by side (we discuss comep@aserences in Section
2.1.5). In addition to encryption or decryption, this teicjue could be used to automat-
ically inject butering code, code that translates between “push” and “potBriace,
code that persists or orders events, automatically canegent data types, and so on.

Currently, our platform uses casting only to address aekaids of binary incom-
patibilities, as explained in Section 2.2.2, but it is pbksito extend the platform to
support more sophisticated uses of casting, such as in e above, and define

rules for choosing among the available casting operatoeswamore that one is found.
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2.1.5 Construction and Composition

As noted in Section 2.1.4, a live object “exists” if refereado it exist, and it “runs”
if any proxies constructed from these references are acfiveating new objects thus
boils down to creating references, which are then passathdrand dereferenced to
create running applications. Object references are luigical: references to complex
objects are constructed from references to simpler ohjptis logic to “glue” them
together. The construction can use four patterns, for coctgig compositeexternal
parameterizedandprimitive objects. We shall now discuss these, illustrating them with
an example object reference that uses each of these patikawen in Code 2.2.

A. Composite References A composite object consists of multiple “internal” ob-
jects, running side by side. When such an object is instaatjehe proxies of the
internal objects run on the same nodes (like objeetsdu in Figure 2.2). A composite
proxy thus consists of multiple embedded proxies, one foh &d the internal objects.
A composite reference contains embedded references foraddbe internal proxies,
plus the logic that glues them together. In the example eafex shown in lines 05 to
18 in Code 2.2, there is a separate sectiooniponentname: referencé for each of
the embedded objects, specifying its internal name andemte. This is followed by
a section of the formconnectionendpointl endpoint2for each internal connection.
Finally, for every endpoint of some embedded internal abjeat is to be exposed by
the composite object as its own, there is a separate seetipoft endpoint.

This would be a good moment to illustrate the use of formadidiacussed in Section
2.1.2. Recall that connecting a pair of endpoints of typesdz’ is only legal ifr «
7’. Accordingly, a composite reference containing sectionthe form “connection
endpointl endpointds only legal if the types oéndpointlandendpointanatch. These
types can be determined based on the types of the corresooitjects, which can be

either read directly f the reference, or deduced. In the live objects platformfype
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02
03 {
04

05
06
07
08

09

10
11

12

13
14
15

16
17
18
19 }

/¥ an object based on a parameterized template *
01 parameterized object

/* a template for label that can be collaboratively edited *
using template primitive object 0x3
parameter “Channel” :

/¥ a complex object built from multiple component objegts *

composite object

{

component “DisseminationObject” :
external object “MyChannel” as Channel

/¥ parameters “ldentifier” and “Channel” represent statard types #
from external object “QuickSilver” as Folder<Identifier, Channel>

/* the standard, built-in, locally configured “registry” lnject *
from primitive object 0x2

component “ReliabilityObject” :

/¥ specification of some loss recovery object, omitted fovibye:/

/¥ an internal connection between a pair of component endgdih
connection
endpoint “UnreliableChannel” of “DisseminationObject”
endpoint “UnreliableChannel” of “ReliabilityObject”

/¥ endpoints of the components to be exposed by the compbgeaiet &
export
endpoint “ReliableChannel” of “ReliabilityObject”

}

Code 2.2: An object reference using a shared document t&mplehe template is
parameterized by a reliable communication channel. Tharaias composed of a
dissemination object and a reliability object, connecteddch other via their “Unreli-
ableChannel” endpoints, much like objecenduin Figure 2.2. The “ReliableChannel”
endpoint of the reliability object is exposed by the comfmsbject. The dissemination
object reference is to be found as an object named “MyChawoh&pe “Channel” in
an online directory. The reference to the repository iseetd, as an object named
“QuickSilver” of type “Folder” containing channels, in yanhother online repository,

which is a standard object (the locagistryobject).
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exposed endpoint.__ T references to
§O-* internal proxies
composite £ @ " and connection
o
L

object’s proxy : " maintained
1 1 ri—,,

automatically
(reliability object) (dissemination object) internal proXies*’ - by the runtime

Figure 2.3: A class diagram and a proxy structure of a conadiject. When con-
structing a proxy of a composite object, the runtime autacaly constructs the proxies
of all embedded objects, establishes connections between aand stores all references
for the embedded proxies and connections inside of a cotepoixy. All embedded
entities are garbage collected with the composite proxy ddmposite proxy can ex-
pose some of the embedded proxy endpoints as its own.

check is performed statically, as well as dynamically. Aisteheck is performed when
the developer composes objects in a visual designer. A dignelmeck is performed
when a composite reference is dereferenced to create a, oxhen two endpoints
are connected programmatically.

When a proxy is constructed from a composite reference,afegances to any in-
ternal proxies and connections are kept by the composite/pand discarded when the
composite proxy is disposed of (Figure 2.3). The lifetiméalbinternal proxies are
thus connected to the lifetime of the composite. Embeddgectdband their proxies
thus play the role analogous to member fields of a regularcabje

B. External References An external reference is one that has not been embedded
and must be downloaded from somewhere. It is of the foextérnal object nameas
typefrom referencé, wherereferenceds a reference to the live object that represents an
access protocol for some online repository containingdlwgct references, anthme
is the name of the object, the reference to which is to beesatd from this repository.
The type® of the retrieved object is expected to be a subtyptypé and the type of
the external reference isf<type-. One example of such a reference is shown in lines

08 to 10, and another (embedded in the first one) in lines 09.to 1

The repository access protocol could be any object of §pe folder, where type
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folder is a built-in type of objects with a simple dictionary-liketérface. Objects of
this type have an endpoint with input eveggin) and with output eventgem(n, r)
andmissingn). The condition® < folder is another example of a type check that is
performed statically, when an external reference is comgas a visual designer, as
well as dynamically, when the runtime attempts to createaypof a protocol that will
be used to download the missing information from the repogit

To retrieve an external reference, the runtime creates @sitepy access protocol
proxy from the embedded reference, runs it, connects toldef endpoint, submits the
getevent, and awaits response. Once the response arrivesptbgtory protocol proxy
can be immediately discarded (or cached for future use).ré&tezence retrieved from
the repository is then type-checked againsttipe parameter in thedstyp€' clause.
Its typeref<®> must be such tha&@ < type

The “astypé€ clause allows the runtime to statically determine the tgpthe refer-
ence without having to engage in any protocol, which in tural#es static type checks
at design time. In case of composite, parameterized, orifprenreferences, the run-
time can derive the type right from the description, and #dslitional annotation is
not needed. Thedstypé€’ clause can still be used in the other categories of refagnc
however, as a form of an explicit type cast, e.g., to “hidehsmf the object’s endpoints.

The types in the reference (such@sannelin line 08 orFolder<ld, Channeb” in
line 09) could either refer to the standard, built-in typasthey could be described ex-
plicitly using a language based on the formalisms in Se@iarR. To keep our example
simple, we assume that all types are built-in, and we reférém by names.

C. Parameterized ReferencesThese references are based on template objects in-
troduced in Section 2.1.4. They include a sectiosifig template referencé, where
referenceis an embedded template object reference, and a list oframsigts to pa-

rameter values, each in a separate section of the fparaimeter name: argument,
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where theargumentcould be a type description or a primitive value, e.g., an esaled
object reference. For example, the reference in Code 2 & &peterized with a single
parameterChannel The type of the parameter need not be explicitly specifiedit is
determined by the template. In our example, the template@ga live object reference
to a reliable communication channel. The specific referersegl here to instantiate this
template is the composite reference in lines 05 to 18.

Parameterized references are yet another example of ariecérat involves type
checking. Whether we are dealing with a type parameter, ala@evparameter that
represents a live object or an endpoint reference, themergiatically and dynamically
checks that the type of the entity passed as a value of a gaameter is a subtype of
the parameter type deduced from the embedded definitioreqgfdhameterized object.

D. Primitive References The types of references mentioned so far provide means
for recursively constructing complex objects from simptes, but the recursion needs
to terminate somewhere. Hence, the runtime provides aicertenber of built-in pro-
tocols that can be selected by a “known” 128-bit identifieng$ 02 and 10 in Code
2.2). Of course even a 128-bit namespace is not infinite, aardynmplementations of
the live objects runtime could exist, eachiesing diferent built-in protocols. To avoid
chaos, we reserve primitive references only for objectsdlther cannot be referenced
using other methods, or where doing so would be todficient. We will discuss two
such objects: thiébrary template and theegistryobject.

D1. Library . A library is an object of typéolder, representing a binary containing
executable code, from which one can retrieve referencelsdmbjects implemented
by the binary. The library template is parameterized by URthe location where the
binary is located (see Code 2.3, lines 02 to 06). The binambeain any of the known
formats that allow the runtime to locate proxy code, objext &ype definitions in it,

either via reflection, or by using an attached manifest (wmvsbne example of this in
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/¥ my own, custom implementation *
01 external object “MyProtocoll” as MyTypel

/* an instance of the library template *
02 from parameterized object

/* the global identifier of a built-in library template/*
03  using template primitive object Ox1

04
05 parameter “URL” : “http://www.mystuff.com/mylibrary.dll”
06 }

Code 2.3: An example live object reference for a custom gaito The protocol is
implemented in a library downloadable framttp;Avww.mystg.commylibrary.dlil. Ob-
jects running this protocol are of type “MyTypel”, and carfduend in the library under
name “MyProtocoll”. The library template provides the fcbstraction introduced
in Section 2.1.5

Section 2.1.2). After a proxy of a library is created, theqyrdownloads the binary and
loads it. When an object reference retrieved from a librargiereferenced, the library
locates the corresponding constructor in the binary, avakies it to create the proxy.

D2. Registry. The registry object is again a live object of tyfjedder, i.e. a mapping
of names to object references. The registry references@eddocally on each node,
can be edited by the user, and in general, the mapping on eaghmay be dierent.
Proxies of the registry respondgetrequests by returning the locally stored references.

The registry enables construction of complex “heterogaséobjects that can use
different internal objects in fierent parts of the network, as follows.

Example (e) Consider a multicast protocol constructed in the follayvmanner:
there are two LANSs, each running a local IP multicast basetiopol to locally dis-
seminate messages: local multicast objecesdy (Figure 2.4). A pair of dedicated
machines on these LANs also run proxies of a tunneling olbjextnnected to proxies
of x andy. Objectt acts as a “repeater”, i.e. it copies messages betwaeily, so that
proxies running both of these protocols receive the samaages. Now, consider an

application object, deployed on nodes in both LANs, and having some of its peoxie
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Figure 2.4: An example of a hybrid live object. The hybrid tasst object m is con-
structed from two local protocols y that disseminate data in twoftérent regions of
the network, e.g., two LANs, combined using a tunnel objdbtiat acts as a repeater
and forwards messages across the two LANg$tebent proxies of the composite object
m, running on diferent nodes, are configuredfdrently. Some use an embedded proxy
of objectx, while others use an embedded proxy of object

01 external object “MyChannel” as Channel

02 from external object “MyPlatform™ as Folder<Identifier, Channel>
/* the registry object ¥

03  from primitive object Ox2

Code 2.4: A portable reference to the hybrid object of Figure The use of registry
allows for hiding the local configuration details by addinigwel of indirection.
connected tx, and some tg. From the point of view of objed, the entire infrastruc-
ture consisting ok, y, andt could be thought of as a single, composite multicast object
m. Objectm is heterogeneous in the sense that its proxies fierdnt machines have
a different internal structure: some have an embedded okjantl some are using
Logically, howevermis a single protocol, and we'd like to be able to fully expréss
in our model. The problem stems from the fact that on one hagfieiences ton must
be complete descriptions of the protocol, so they shoulé neferences ta andy em-
bedded, yet on the other hand, references containing locdigurration details are not
portable. The registry object solves this problem by inficdg a level of indirection
(Code2.4)m

The reader might be concerned that the portability of liects is threatened by use
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01 parameterized object
02 using template external object “MyPlatform” as Folder<ldentifier, Channel>

/* from a binary downloaded from the url belowy *
03  from parameterized object

/* the global identifier of a library template/*
04 using template primitive object Ox1

05 {

06 parameter “URL” : “http://www.mystuff.com/mylibrary.dll”
07 }

08 {

09 parameter “LocalController” : “tcp://192.168.0.100:60000”
10 }

Code 2.5: An example of a correct use of the “registry” pattdrhe registry object in

this example is a locally configured multicast platform, gthcould then be used by ex-
ternal references like the one in Code 2.4. Here, the lostdinte of the communication
platform is configured with the address of a node that comtalegion of the Internet,
from which other objects can be bootstrapped.

of the registry. References that involve registry now ratyatl nodes having properly
configured registry entries. For this reason, we use thetrggiparingly, just to boot-

strap the basic infrastructure. Objects placed in the tiggigould represent the entire
products, e.g., “the communication infrastructure depetbby company XYZ”, and

would expose thdolder abstraction introduce earlier, whereby specific infragtre

objects can be loaded. An example of such proper use is sho@ode 2.5.

2.1.6 Deployment Considerations

As mentioned before, object references are serializallgartable, hence “deploying”
an object is as simple as disseminating its reference oeenetwork. In Section 2.2,
we explain how one can do so via a drag and drop interface.

In general, we want to think of a system as composed entifdiyeoobjects. Thus,

live object references would be stored inside, and usedthgy dive objects. Any live
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Figure 2.5: A live object dynamically controlling its ownmleyment. Objects may be
able to dynamically create their own proxies, and contrellifetime of those proxies,
by interacting with a “platform” object. The “platform” cédiexpose a “hosting” end-
point that will be available to the proxies of objects “hatby the platform. Proxies
could use this endpoint to request the instantiation of nexips on other machines, or
removing existing proxies. Objects could thus autonomonmsgrate between physical
nodes, and “live in the network” in a fairly literal sense.
object that has a state, e.g., one based on a replicatechsatene, a totally ordered
reliable multicast protocol with state transfer such asualrsynchrony, etc., can keep
serialized references to other objects as a part of tha.statSection 2.1.4, we also
showed an example how live object code may dynamically mistee proxies of other
objects and connect to them. Hence, a live object that hés sé; also dynamically
create and connect to other live objects, much in the sameawaydinary objects can
create other objects, store them in their private membaeisfi@r invoke their methods.
Not only can live objects dynamically spawn other objects tbey can also control
their own deployment. To see this, consider a “platform’eabp that runs on some set
of nodes (Figure 2.5), and has a replicated internal statghich it keeps references to
various “hosted” objects and the sets of nodes on which theyaabe deployed. The
platform objectp exposes a “hosting” endpoint, through which one could retja@ew
proxy of some application objectto be deployed on some of the nodes on which
runs. In response to such requgstyould update its replicated state, and the proxyp of
running in the target location would spawn a proxyand maintain a reference to that

proxy, thereby controlling this proxy’s lifetime.

Suppose thap exposes the “hosting” endpoint to hosted obgaivhich can there-
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fore issue its own hosting requests. Objeatould now autonomously “migrate” be-
tween nodes as needed. For example i$ a fault-tolerant backup object powered
by some replication protocod can try to deploy its replicas on nodes that are using it
frequently, or in proximity of such nodes, as well as conitelreplication level, and
dynamically migrate out of nodes with flaky network intedaclow on power, etc. In
effect, live objects can create and store references to otlertepinstantiate other ob-
jects and interact with them, and even autonomously “méjria¢tween nodes.

Although clearly useful, this capability also points to dgrdial security issue asso-
ciated with the live objects framework, for it enables vipabpagation by malfunction-
ing. or deliberately malicious objects. To prevent the abnfdhis mechanism, in future

large-scale deployments one would need a form of distribtgsource control.

2.2 Prototype Implementation

Our implementation of the live object runtime runs on MiatisVindows with .NET
Framework 2.0. The system has two major components: an etimgedf live objects
into Windows drag and drop technologies, discussed hereegarbedding of the new

language constructs into .NET, discussed in Section 2.2.2.

2.2.1 OS Embedding via Drag and Drop

Our drag and drop embedding is visually similar to CroquéR[273], and mimics that
employed in Windows Forms, tools such as Visual Studio (onilar ones for Java),
and in the Object Linking and Embedding (OLE), XAML, and A&tk standards used
in Microsoft Windows to support creation of compound docuatsevith embedded im-
ages, spreadsheets, drawings in vector graphic, etc. Tiamprgoal is to enable non-

programmers to create live collaboration applicationg locuments, and business ap-
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plications that have complex, hierarchical structures rowttrivial internal logic, just
by dragging visual components and content created by diteenstoolbars, folders, and
other documents, into new documents or design sheets.

Our hope is that a developer who understands how to creatdgage, and un-
derstands how to use databases and spreadsheets as peirt pfdtessional activities,
would use live objects to glue together these kinds of corapts) sensors capturing
real-world data, and other kinds of information to createteat-rich applications, which
can then be shared by emailing them to friends, placing tmeanshared repository, or
embedding them into standard productivity applications.

Live object references are much like other kinds of visuahponents that can be
dragged and dropped. References are serialized into XMl stored in files with a
“liveobject” extension. These files can easily be moved abblous, when we talk about
emailing a live application, once can understand this tolvrezembedding a serialized
object reference into an HTML email. On arrival, the objeah de activated in place.
This involves deserializing the reference (potentiallgmiing online repository access
protocols to retrieve some of its parts), followed by anislysg the object’s type. If the
object is recognized as a user interface object, its proyeis created and activated.

Live objects can also be used directly from the desktop beowderface. We con-
figured the Windows shell to interpret actions such as dalibleon “liveobject” files
by passing the XML content of the file to the live objects romj which processes it
as described above. Note that although our discussion basdd on GUI objects, the
system also supports services that lack user interfaces.

We have created a number of live object templates based iableemulticast pro-
tocols, including 2-dimensional and 3-dimensional degs&tdext notes, video streams,
live maps, and 3-dimensional objects such as airplanes aidifgs. These can be

mashed up to create live applications such as the ones oreRidi
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Figure 2.6: Screenshots of the live objects platform inaactiThe 3-dimensional spa-
tial desktop, the area map embedded in this space, as wealchsoé the airplanes and
buildings (left) are all separate live objects, with theivroembedded multicast chan-
nels. Similarly, the green desktop and all text notes andjesa&mbedded in it are in-
dependent live objects. Each of the objects could be acdtdéssa any location on the
network, and separately embedded in other objects to cvadtris web-style mashups,
collaborative editors, online multiplayer games, and sddsers create these by simply
dragging objects into one another.

Although the images in Figure 2.6 are evocative of multiruee-playing systems
such as Second Life (SL) [189], live objectsfdr in important ways. In particular, live
objects can run directly on client nodes, in a peer-to-paghibn. In contrast, systems
such as SL are tightly coupled to the data centers on whiclkedhtent resides and is
updated in a centralized manner. In SL, the state of the syfbtes in that data center.
Live objects keep state replicated among users. When a rew jwins, it must obtain
some form of a checkpoint to initialize itself, or starts ifnall” state.

As noted earlier, live objects support drag and drop. Théimeninitiates a drag
by creating an XML to represent the dragged object’s refaemand placing it in a
clipboard. When a drop occurs, the reference is passed dre tapplication handling
the drop. The application can store it as XML, or it can dedized it, inspect the type of
the dropped object, and take the corresponding action lmasttht. For example, in the
spatial desktop on Figure 2.6, one is only allowed to drogciisjwith a 3-dimensional

user interface. Likewise, the only types of objects that loardropped onto airplanes

are those that represent textures or streams of 3-dimeaisioardinates. The decision
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in each case is made by the application logic of the objedtlivanthe drop.

Live objects can also be dropped into OLE-compliant comtiagnsuch as Microsoft
Word documents, emails, spreadsheets, or presentationisisicase, an OLE compo-
nent is inserted with an embedded XML of the dragged objeefsrence. When the
OLE component is activated (e.g., when the user opens thentat), it invokes the
live objects runtime to construct a proxy, and attachesstaser interface endpoint (if
there is one). This way, one can create documents and pagisast in which instead of
static drawings, the embedded figures can display conteveneal by any type of a dis-
tributed protocol. Integration with spreadsheets andbdetes is also possible, although
a little trickier because these need to access the “datdidrobject, and must trigger
actions when a new event occurs.

As mentioned above, one can drag live objects into otherdbjects. In &ect, the
state of one object contains a reference to some other ligebrhis is visible in the
desktop example on Figure 2.6. This example illustratesgether important feature.
When one object contains a reference to another (as is tedmaa desktop containing
references to objects dragged onto it), it can dynamicaltyivate” it: dereference, and
connect to the proxy of the stored object, and interact wighgroxy. For example, the
desktop object automatically “activates” references kwialial objects placed on it, so
that when the desktop is displayed, so are all objects, feeareces of which have been
dragged onto the desktop.

By now, the reader will realize that in the proposed modaealjviiWlual nodes might
end up participating in large numbers of distributed protaestances. Opening a live
document of the sort shown on Figure 2.6 can cause the usackine to join hundreds
of instances of a reliable multicast protocol underlying likie objects embedded in the
document. This leads to scalability concerns. Overcontiegé problems has been the

primary motivation for the work reported in Chapter 4.
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2.2.2 Language Embedding via Reflection

Extending a platform such as .NET to support the new constidiscussed in Section
2.1.4 would require extending the underlying type systethrantime, thus precluding
incremental deployment. Instead, we leverage the .NETctedle mechanism to imple-
ment dynamic type checking. This technique does not requardifications to the .NET
CLR, and it should be possible to implement in other managedaments, such as
Java. The idea is to use ordinary .NET types as “aliasesesgmting our distributed
types. Whenever such an alias type is used in a .NET codejvthebjects runtime
understands that what is meant by the programmer is actialglistributed type.

The use of aliases is similar to the pseudo-code shown in €ddevhich resembles
actual .NET code. The .NET tyggharedFoldein lines 05 and 06 is an alias for a live
object type, and the .NET tyg®lderClientin lines 07 and 08 is an alias for an endpoint
type. When asked to perform operations on .NET objects @gligpes, such as casting
in line 05, dereferencing in line 06, or connecting endmintline 10, the runtime
uses its own metadata and the distributed type informatiloas previously collected to
perform the operation. Thus, for example, during the cggtnocess invoked in line 05,
the live objects runtime will invoke its own subtyping codecheck whether the casting
is legal. In the process of performing this check, it will queme the lists of endpoints
defined by the respective object types, and then it will camze types of endpoints, by
comparing the events, and finally checking whether the detsrestraints provided and
required are compatible, exactly as it was described ini@e2t1.2. The only part of
the type checking process that is not handled by the runsrtieei comparison between
individual constraints in the given formalism. To perforimose checks, the runtime will
invoke the custom code implementing those formalisms, wicen be defined in an
external library, much in the same way we can define custoendbjects and custom

live object and endpoint types. This will be discussed ineraetail below.
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/¥ annotates “IChannel” as an alias for a live object typg *
01 [ObjectTypeAttribute]

/* defines a required constraint for the object type *
02 [ConstraintAttribute(ConstraintKind.Required, “0x1”,
03 *“at most one instance of Channel can be connected”)]
04 interface IChannel<

/¥ templates are modeled as .NET generi¢s *
05 [ParameterAttribute(ParameterClass.ValueClass)] MessageType>
06 {
07 [EndpointAttribute(“*Channel”)]
08 [ConstraintAttribute(ConstraintKind.Required, “0x2”,
09 *“event Send never precedes event Connect”)]
10 [ConstraintAttribute(ConstraintKind.Provided, “0x2”,
11 “event Send never precedes event Receive”)]
12 EndpointTypes.|Dual<
13 Interfaces.IChannel<MessageType>,
14  Interfaces.IChannelClient<MessageType>>

/¥ returns an external reference to endpoint “Channel” *
15 ChannelEndpoint { get; }
16
17 [EndpointAttribute(*Membership™)]
18 [ConstraintAttribute(ConstraintKind.Required, “0x2”,
19 “event Send never precedes event Connect”)]
20 [ConstraintAttribute(ConstraintKind.Provided, “0x2”,
21 *“event Send never precedes event Receive”)]
22 EndpointTypes.|Dual<
23  Interfaces.IMembershipClient,
24 Interfaces.IMembership>

/* returns an external reference to endpoint “Membership”
25 MembershipEndpoint { get; }
26 }

Code 2.6: Declaring a live object type from an annotated .N&drface. The interface
is associated with the live object type via an “ObjectTypétilute (line 01). The
interface may then be used anywhere to represent the raepedda/e object type. The
live objects runtime uses reflection to parse such annosiio binaries it loads and
build a library of built-in objects, object types and tentpka Object and type templates
are defined by specifying and annotating generic arguméne&@5s). Constraints are
also expressed by attributes (lines 02, 08, 10). The textisosfe constraints (lines 03,
09, 11) is parsed by the user’s pluggable implementatioheféspective formalisms.
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Alias types are defined by decorating .NET types with custtinbates, as shown
in Code 2.6 and Code 2.7. For example, to define a new typeeobbjects, one defines
a corresponding alias as a .NET interface annotated @ftjectTypeAttributéline 01
in Code 2.6). When the runtime loads a new .NET library witktom code, it always
first scans the binary for all .NET types annotated this wawplases. It then uses
.NET reflection mechanisms to analyze the structure of thd.blasses used as aliases,
and parses all custom annotations to collect informatiarutithe distributed entities
corresponding to those alias types. The collected metédititan used by the runtime to
extend the type system. It registers all newly encounteeeistof objects and endpoints,
and definitions of objects and object templates, in its makstructures. When the next
type check is performed, the newly collected types can be, adengside with the built-
in types of objects and endpoints. Indeed, the live objertsme uses exactly the same
mechanism to bootstrap its initial type system; it simplgreits own .NET libraries on
startup to find the annotated classes and interfaces. Glyrrée process is somewhat
time consuming, and depending on the hardware, startingvdive object by double-
clicking a “.liveobject” file can result in about 1s delay. \Mever, once the process is
started and the minimal typesystem has been bootstrappedibraries are loaded and
analyzed on demand, and the process is much faster.

While the use of aliases is convenient as a way of specifyisigilduted types, alias
types are, of course, not distributed, and the .NET runtimeschot understand sub-
typing rules defined in Section 2.1.2. The actual type chrecks done dynamically.
When the programmer invokes a method of an alias to requgpeactast or to connect
endpoints, the runtime uses its internal list of aliasesdemiify the distributed types
involved and performs type checking itself. The physicdTNypes of aliases are ir-
relevant. Indeed, if the runtime determines that twidedent .NET types are actually

aliases for the same distributed type, it will inject a wrappode, as explained further
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in this section.

In the example of Code 2.6, the runtime would regig@nannelas an alias for
a type of live objects that have two endpoints named “Chérarad “Membership”.
This information is derived from the structure of the aligdn alias for a live object
type is expected to be a .NET interface that has only .NET gn@s as its members
(lines 07-15 and 17-25), each property corresponding tonanged endpoint that all live
objects of this type will expose. The property has to be aatedtwithEndpointAttribute
(lines 07 and 17), and it can only have a getter (lines 15 andvidtich must return a
value of a .NET type that is already an alias for some endggp#. In the example
in Code 2.6 EndpointTypesDual<Interfacel Interface2 (lines 12-14 and 22-24) is
expected to be an alias for a type of endpoints. When buildgngetadata structures
for the live object type described by alilBhanne| the runtime will lookup its list of
aliases to locat&ndpointTypesDual, and if one does not exist, it will parse the .NET
type EndpointType¢Dual to create an alias based on its annotations (if the type is not
annotated as an alias, a runtime exception will be throwndhis example, the runtime
will find that this alias describes a type of endpoints thatisameterized. It will have to
first resolve aliasemiterfacelandinterface2 and then substitute the result to create the
endpoint type. Finally, it will use the resulting endpoiyppb¢é as the type of the endpoint
“Channel” or “Membership”, accordingly, in the definitiohthe live object type that is
going to be represented by aliZhannel

We just saw that aliases can take parameters, as it was thénctie example with
EndpointTypesDual above. Such aliases represent parameterized entitiesexgor-
ple, we could define a live object type template parametetigehe type of another live
object. A practical use of this is a typed folder templat, a folder that contains only
references to live objects of a certain type. For examplanstance of this template

could be a folder that contains reliable communication detsof a particular type.
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Another good example is a “factory” object that createsreafees of a particular type,
e.g., an object that configures new reliable multicast calin a multicast platform.

The example alias in Code 2.6 also describes a parameteemgaate; instances
of this template represent channels that can only transessages of particular types.
Parameters of the represented live object type are modslgereeric parameters of the
alias. Each generic parameter is annotated RattameterAttributéline 05), to specify
the kind of parameter it represents. The classes of paresraipported by the runtime
include Value ValueClassObjectClass EndpointClassand a few others that are not
important in our discussionValue parameters are simply serializable values, includ-
ing .NET types or references to live objects. The othersasgt the types of values,
types of live objects, and types of endpoints. In this exantile generic parameter
MessageTypis annotated as ¥alueClassi.e. a type of serializable events. Note how
MessageTypes then used as an alias to parameterize the types of endgbirgs 13,
14, 23, and 24 in Code 2.6). Indeed, if an object represerasrei for messages of a
particular type, then the endpoints exposed by proxiesisftbject will definesendm)
andreceivém) events as carrying messagesf that type.

The last aspect of the live object type definition in Code &.6é manner in which
we specify constraints. Each constraint is defined as a ruattribute of typeCon-
straintAttribute applied either to the definition of the interface (for coastts applied
to object types, as in lines 02-03), or to the particular eml{for constraints applied to
endpoint types, as in lines 08-09, 10-11, 18-19, and 20\&hken the runtime parses the
annotations for an alias type, and finds an annotation @ghstraintAttributeit uses
it to extend the metadata of the respective live object opeimd type with information
representing a constraint. Constraint information is theed during type checking.

For example, in Code 2.6, in lines 08-09 there is a custonbaté specifying a

required endpoint constraint. The attribute takes as amaggt a 128-bit hexadecimal
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number (0x2) that identifiers a particular formalism, andntla string that represents
some constraint in this formalism (as in line 09). In thisrexde, constraint strings are
simply English sentences; as mentioned before, discusditme exact syntax of any
particular formalism is outside the scope of this dissentat

When the runtime encounters such custom attribute, it Iémkan external library
that defines the formalism with this identifier (0x2). Defimit of new formalisms re-
semble the definitions of alias types. Each such definitionlevbe an ordinary .NET
class annotated with a custom attrib@enstraintClassAttributewhich instructs the
live objects runtime that will parse the library for annatat that the class annotated
this way should be registered on the list of known formalismsch in the same way
aliases are registered on the list of known aliases.

The class defining the formalism should implement a metParde which takes as
an argument a string representing a constraint, and thetstall information about the
endpoint, such as the list of incoming and outgoing eventgfines. The constraint
string is passed as the third argumenCunstraintAttributgas in lines 03, 09, 11, 19,
and 21), and the endpoint information is built by the runtlgeanalyzing the structure
of the alias type, as explained earlier. TR@rsemethod returns an object that represents
a constraint. As mentioned before, the returned constodjeict is then attached to the
endpoint or object type, as a part of its description, and alseing type checking.

Constraint objects are mostly opaque to the runtime, exadpwv standard meth-
ods they must all define, includingWeakerThan The method takes as an argument
another constraint object representing a constraint irseime formalism. When the
runtime needs to compare two endpoint types to determinesfi® a subtype of or a
match for another, it compares constraints in the matclongdlisms by invoking the
IsWeakerThamethod on pairs of constraint objects to test whether onstcaint im-

plies another. The constraint objects are taken from thenat metadata of the types
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being compared. The exact implementation®afseand IsWeakerThanand the lan-
guage and syntax or constraints, are up to the developer wbigrts the respective
formalism. The only thing dferent formalism have in common is that they build their
constraint objects based on the same kind of structuratnmdtion: a list of endpoints,
events, their names, and types. Additional abstractiang) as time or causality, are
concepts internal to the individual formalisms.

Having defined the object’s type, we can define the objedf.it§his is again done
via annotations. An example definition of a live object teatplis shown in Code 2.7.
A live object template is again defined as a .NET class, thtamees of which represent
the object’s proxies. The class is annotated v@tjectAttributgline 01) to instruct the
runtime to build a live object definition from it. This tempehas two parameters: the
type parameter representing the type of messages carritee lmhannel (line 03), and
a “value” parameter - the reference to the naming infrasirecobject that this channel
should use (lines 08-09). To specify the type of the live ohjene inherits from an
alias .NET interface representing a live object type (lir83. 0This forces our class
to implement properties returning the appropriate endpgimes 19-25). The actual
endpoints are created in the constructor (lines 11-12). |&\dreating endpoints, we
connect event handlers for incoming events (hooking up liseri2, and implementing
these handlers, as in line 27).

To conclude this section, we discuss one important aspettedanguage embed-
ding related to the use of aliases. We have previously stasdwo .NET types can
serve as aliases to the same distributed type, and that nhiensuwould treat them as
interchangeable. The situation is actually quite commamesit relates to the way
we support component integration: rather than having twe®dbject implementations
import a shared library, the developers must actually ddafeetypes of objects end-

points within their .NET libraries. For example, supposat thinary Foo.dll created
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[ObjectAttribute(*89bf6594f5884b6495f5cd78c5372fc6™)]
sealed class MyChannel<
[ParameterAttribute(ParameterClass.ValueClass)] MessageType>

: ObjectTypes.IChannel<MessageType>, /* specifies the live object typ¢ *
Interfaces.IChannel /* we implement handlers to incoming events, see line/]
{
public MyChannel(
[Parameter(ParameterClass.Value)] /* also a parameter of the templatg *
ObjectReference<ObjectTypes.INaming> naming_reference)
{
this.myendpoint = new Endpoints.Dual<
Interfaces.IChannel, Interfaces.IChannelClient>(this);
... /* the rest of the constructor would be similar to that in Cod#& %

}

/¥ this is our internal “backdoor” reference to the channehdpoint ¥
private Endpoints.Dual<
Interfaces.|Channel, Interfaces.IChannelClient> myendpoint;

EndpointTypes.IDual<
Interfaces.|IChannel<MessageType>,
Interfaces.IChannelClient<MessageType>>

ObjectTypes.IChannel.ChannelEndpoint

{

get { return myendpoint; } / returns an external endpoint referencg *

}

/* this is a handler for one of the incoming events of the chhandpoint ¥
Interfaces.IChannel.Send(MessageType message) { ... } /* details omitted 7

/* the rest of the alias definition, containing all the otheeethandlers etc./*

}...

12 *

Code 2.7: Declaring a live object template by annotatingEaT.Nlass. The .NET class
is decorated with “ObjectAttribute” (line 01). It can havergeric parameters (line 03),
as well as constructor parameters (line 08), all of whichpamameters to the template.
To specify the template live object’s type, the class mugti@ment an interface that is
annotated to represent a live object type (line 04, refengnthe definition shown in

Code 2.6). In the body of the class, we create endpoints txpesed by the proxy

(created in lines 11-12, exposed in lines 19-25), handlenmig events (line 27) and
send events through its endpoints.
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by one developer defines an object type altakannelas in Code 2.6, and an object
template aliasMyChannelas in Code 2.7. Now, suppose that &etient, unrelated bi-
nary Bar.dll created by another developer also defines an Hlihannelin exactly the
same way, as in Code 2.6, and then uses this alias, e.g., defimion of an applica-
tion object that could use channels of the correspondingildiged type. If someone
now creates a composite objects that uses components defireal dll andBar.dll and
connects their endpoints, both binaries are loaded by ¥leeobjects runtime, and we
end up with two distinct and binary-incompatible .NET adigaBChanne| representing
the same distributed type. When the runtime attempts toexrendpoints, or when
the programmer makes an assignment between these twoyaléss & binary mismatch
occurs: even though both aliases represent the same ent@ntheir .NET types are
not the same, and an assignment is not legal in .NET.

The mechanism used to resolve this problem is based on ttiegagtensions dis-
cussed previously in Section 2.1.4. In general, whenewgptbgrammer casts one alias
type X to another alias typ&, the runtime will not perform a simple .NET cast, but
run a custom conversion. First, the runtime identifies tis¢rithuted types represented
by the two aliases. Then, the subtyping code is invoked tonteether one distributed
type is a subtype of another. In particularXiandY are aliases of the same distributed
type, this test will always succeed. Then, the runtime gaesra wrapper code that
implements the .NET interface of ali& and then invokes its constructor, passing an
object of typeX as an argument. The wrapper initialized this way is retuiased result
of casting. The wrapper now functions as if it were an entftthe type represented by
aliasY. For example, ifY is the type of a live object, the wrapper will implement gette
for properties representing individual endpoints. Wherhoés ofY are invoked, the
wrapper routes those calls to methodsXgfperhaps rearranging or casting arguments

and results accordingly. For example, the wrapper will enpént a getter for a property
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representing an endpoint by invoking the respective geftarproperty defined by,
perhaps running a cast if necessary.flieet, the wrapper acts as a facade to a “backend”
object of a .NET typeX, exposing a “frontend” that looks liKe.

The code of the wrapper is dynamically generated, compaed, loaded by the
live objects runtime, so that the wrapper code canfbeient. In general, conversion
between every pair of .NET types annotated as aliases s=gdiferent code because
method calls might need to be forwardedteliently, and the arguments and results of
method calls might need to be adjusteffetiently. If the runtime were to generate a
separate wrapper code for each pair of aliases, the spadeeadeof such implementa-
tion could be as high @8(N?), whereN is the total number of aliases. To avoid this, the
wrapper code is separated intdrantendand abackend In a wrapper that casts from
X toY, aY-specific frontend code implementing interfa¢éakes anX-specific back-
end that encapsulates an object with interfXceThe interface between the frontends
and backends is standardized, so that each frontend codee@lned to each backend.
For each alias type, frontend and backend code is generatatVance, at the time the
library containing the alias is loaded. Later, when theiroatneeds to create a wrap-
per, it simply picks the appropriate frontend and backertiaasembles them together.
The advantage of this solution is that its space overhe@{N§; there is no need for
a custom wrapper for each pair of aliases, only a separateefigbackend pair for
each alias. Additionally, code generation in this schenppblas only once every time
a new .NET library is loaded into the process, since all tbaténds and backends are
generated at once into the same source file, compiled tagatiteloaded as a single
NET assembly. This allows the system to reduce overheaitiresfrom the need to
represent each chuck of dynamically generated code as eateddET assembly, with

all its metadata that occupies system memory.
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Chapter 3
Extensibility

In this chapter, we describe an architecture that supptitstaral composition of the
sort discussed in Section 1.3, and exemplified on Figure Th®. architecture is com-
patible with the programming model described in the pretgdhapter, and indeed, it
has been specifically designed to support it. The readereadily recognize the simi-
larity between concepts such as live object proxy from Géraptand a protocol agent.
On the other hand, the architecture described here can alssda independently, e.g.,
as a basis, on top of which one can design a new interopdyasiindard similar to
the WS-* family of specifications. To maintain the “generftavor of this section, we
will avoid direct references to live objects throughout maisthe discussion. Instead,
we will present the architecture as a general-purpose framefor reliable publish-
subscribe eventing, and we will relate the discussion tstexg web services standards
in this category, specifically WS-Eventing and WS-Notificat

While the presentation is focused on multicast, it shoulddited that our approach
is more general, and can be used to run a broad variety ofqmistoln Chapter 5, we
give a brief overview of the Properties Framework, a new @ogning language that
translates programs in a simple declarative rule-baseglbge into code that runs on
top of the architecture discussed here, and that can symoocols as diverse as virtual

synchrony, consensus, and transactions, along with weadéels.

102



publishers subscribers  subscription subscribe as

° o { ° manager areceiver
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notification node as a publisher

Figure 3.1: Nodes register for topics with a subscriptiomagger. In general, there can
be multiple publishers and multiple subscribers in eacictdfhe subscription manager
is a logically separate entity that may be independent fiwerpublishers.

3.1 Introduction

3.1.1 Terminology

In the following discussion, we employ the standard terrdagy found in the publish-
subscribe literature, wheeventsare associated witiopics produced byublishersand
delivered tosubscribersand the prospective publishers and subscribers regigieraw
subscription manage(fFigure 3.1).

Unlike in some of the existing standards and middlewareesyst here we assume
that the distinction between publishers, subscriberssabdcription managers is purely
functional. A single node might play more than one role, arftecent roles might be
played by diferent nodes. In particular, publishers can be decoupledrateghendent
from subscription managers, and there might exist mulpplaishers for a single topic.
In many applications, e.g., in replication, nodes couldimright of as simultaneously
playing the roles of publishers and subscribers. In theecdmif replication, we’ll some-
times use terms “group” and “topic” interchangeably. Fdiypave define ‘group X' as
“the set of subscribers for topi”.

Similarly, we’ll treat “subscription manager” as a logicaincept that does not need
to refer to a single physical entity. It may be replicateddietate failures, or hierarchi-

cal, to scale. Oterent publishers or subscribers may contafedent replicas or proxies
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Figure 3.2: Nodes can be scattered across several adm@iivistdomains. These do-
mains can be further hierarchically divided into admiraste sub-domains.
of the subscription manager viafidirent channels. A single manager may track pub-
lishers and subscribers for multiple topics. Many inde@gidnanagers may coexist.
Nodes may reside in mamdministrative domain¢LANs, data centers, etc.). It
is often convenient to define policies, such as for messageafding or resource al-
location, in a way that respects domain boundaries, e.ggdministrative reasons, or
because communication within a domain is cheaper than ada®ains, as it is often
related to network topology. Accordingly, we will assumatthodes in the same do-
main are jointly managed, but nodes irffdrent domains may have to be configured
differently. Publishers and subscribers might be scatteredsorganizations, so these
would need to cooperate in message dissemination. Thismisea logistic challenge

(Figure 3.2).

3.1.2 Technical Challenges

Our primary objective and the key technical challenge isufgp®rt dficient structural

composition in a manner preserving a degree of generi@tihat the resulting infras-
tructure could support a broad variety of protocols. Howeas an interoperability
layer, our architecture is also aimed at addressing thefgpaeaknesses of the ex-
isting interoperability technologies for scalable evegtisuch as WS-Notification and

WS-Eventing. The latter technologies share the followingtations.

104



1. No forwarding among recipientsVlany content distribution schemes build over-
lays within which content recipients participate in megsdglivery. In current
web services notification standards, however, recipiergspassive (limited to
data reception). For example, given the tremendous sucdeB&Torrent for
multicast file transfer, one could imagine a future eventfigation system that
uses a BitTorrent-like protocol for data transfer. But BittEnt depends on direct

peer-to-peer interactions by recipients.

2. Not self-organizing While both standards permit the construction of notifmati
trees, such trees must be manually configured and requitesthef dedicated in-
frastructure nodes (“proxies”). Automated setup of digsaion trees by means
of a protocol running directly between the recipients i®ofpreferable, but the

standards preclude this possibility.

3. Weak reliability Reliability in the existing schemes is limited to per-ligkaran-
tees resulting from the use of TCP. In many applications;terehd guarantees
are required, and often of strong flavor, e.g., to suppotuaily synchronous,
transactional or state-machine replication. Becauseverseare assumed passive
and cannot cache, forward messages or participate in rartitiprotocols, even

weak guarantees of these sorts cannot be provided.

4. Difficult to managelt is hard to create and maintain an Internet-scale digs&mi
tion structure that would permit any node to serve as a pudalisr as a subscriber,
for this requires many parties to maintain a common infra$tire, agree on stan-
dards, topology and other factors. Any such large-scalastfucture should re-
spect local autonomy, whereby the owner of a portion of a agkwan set up

policies for local routing, availability of IP multicastie

5. Inability to use external multicast framework3 he standards leave it entirely

to the recipients to prepare their communication endpdortsnessage delivery.
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This makes it impossible for a group of recipients to dynaathycagree upon a
shared IP multicast address, or to construct an overlayicasttwithin a segment
of the network. Yet such techniques are central to achiekiigh performance
and scalability, and can also be used to provide QoS guasmieto leverage

emergent technologies.

3.1.3 Design Principles

To meet the goals formulated in the preceding section, wetaddhe following set of

design principles:

1. Programmable nodesSenders and recipients should not be limited to sending
or receiving. They should be able to perform certain baserafons on data
streams, such as forwarding or annotating data with inftonao be used by
other peers, in support of local forwarding policies. Theelamust be expressive
enough to support protocols used in today’s content dglimetworks, such as
overlay trees, rings, mesh structures, gossip, link meltipg, or delivery along

redundant paths.

2. External control Forwarding policies used by subscribers must be selectdd a
updated in a consistent manner. A node cannot predict a-pat policy to use,
or which other nodes to peer with; it must thus permit an exltrusted entity or
an agreement protocol to control it: determine the protadollows, install rules

for message forwarding or filtering, etc.

3. Channel negotiation The creation of communication channels should permit a
handshake. A recipient might be requested to, e.g., joirPamulticast address,
or subscribe to an external system. The recipient couldrabsike configuration

decisions on the basis of the information about the sendereXxample, a LAN
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domain asked to create a communication endpoint for rewgpigould select a

well-provisioned node as its entry point to handle the @vaied load.

. Managed channelsCommunication channels should be modeled as contracts in
which receivers have a degree of control over the way theessrate transmit-
ting. In self-organizing systems, reconfiguration trigggeby churn is common
and communication channels often need to be reopened otagpideadapt to the
changing topology, tféic patterns or capacities. For example, a channel that pre-
viously requested that a given source transmits messageetnode may notify

the source that messages should now be transmitted to sawher nodes.

. Hierarchical structure The principles listed above should apply to not just indi-
vidual nodes, but also to entire administrative domainshsas LANs, data cen-
ters or corporate networks. This allows the definition arfdeement of Internet-
scale forwarding policies, facilitating cooperation arganrganizations in main-
taining the global infrastructure. The way messages aieeatet to subscribers
across the Internet thus reflects policies defined at vatexeds (for example,

policies “internal” to data centers, and a global policyrss” all data centers).

. Isolation and local autonomyA degree of a local autonomy of the individual ad-
ministrative domains should be preserved; such as how messae forwarded
internally, which nodes are used to receive incominffitrar relay data to other
domains, etc. In essence, the internal structure of an ashmative domain should
be hidden from other domains it is peering with and from tighbr layers. Like-
wise, the details of the subcomponents of a domain should lopague to it as

possible.

. Reusability It should be possible to specify a policy for message fodivay or
loss recovery in a standard way and post it into an onlinaifibof such policies as

a contribution to the community. Administrators willing deploy a given policy
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within their administrative domain should be able to do sa simple way, e.qg.,

by drag-and-drop, within a suitable GUI.

8. Separation of concerndVotivated by the end-to-end principle, we separate im-
plementation of loss recovery and other reliability prdigsrfrom the unreliable
dissemination of messages, as well as from message ordseagyity, and sub-
scription management.This decoupling gives our systemegaet structure and

a degree of modularity and flexibility unseen in existingatexctures.

3.1.4 Our Approach

Our architecture supports structural composition by vngnstances of protocols run-
ning among sets of nodes as “objects”. For a publish-sutestopicX, and some subset
S of nodes among all the publishers and subscribeb§ twe can think of all the mes-
sages, state, and in general, any resources and actiwgiesrpng to an instance of a
protocol that disseminates events in topicas a live objecOs. In particular, ifA is
the set of all publishers and subscribers<tacross the Internet, theéd, represents the
“entire” Internet-wide publish-subscribe protocol insta for topicX, disseminating
events from any publisher to any subscriber. Given suchfs&twe now can partition
it into subsetB,, B,, ..., By of nodes residing in somi top-level administrative do-
mains. Now, suppose that within each domBjnnodes run a “subset” of the protocol
logic locally. For example, all nodes within a giv8nmight construct a spanning tree,
or perform local loss recovery only with other nodes witBin(Figure 3.3). Thus, we
could think of nodes within eacB; as running a “subprotocolOg,, i.e. exchanging a
subset of all the messages and performing a subset of alttioms of protocoO,. In
this sense, we can think of obje@} as being “composed of” all objec®g . This may
continue recursively, leading to a hierarchical deconmpmsdf O, down to the level of

individual nodes, which could be thought of as “leaf” obgetttat run “subsets” of the
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Figure 3.3: A hierarchical decomposition of the set of pshirs and subscribers. The
set of all nodes is partitioned into subsets residing inlemel! administrative domains.
These are further recursively sub-partitioned along thenbaries of the sub-domains.
protocol logic limited to local actions, such as interagtwith the application.

Hierarchies of this sort have been previously exploitegl, @ RMTP [248], and in
the context of content-based filtering [22]. The underlymipciple, implicit in many
scalable protocols, is to exploit locality in terms of netiwtopology, latency, or other
metrics. Following this principle, sets of nodes, clustidsased on proximity or interest,
cooperate semi-autonomously in message routing and fdimggrloss recovery, man-
aging membership and subscriptions, failure detectian,Edch such set is treated as a
single cell within a larger infrastructure. A protocol rung at a global level connects
all cells into a single structure, and scalability arisesabe divide-and-conqueprin-
ciple. Additionally, the cells can locally share workloatdeamortize dissemination or
control overheads, e.g., fiar messages from fiierent sources and locally disseminate
such combined bundles, etc. Thus, structural decompnosifithe sort just described is
already used quite pervasively, albeit usually very clptel to the protocol logic. Our
goals is to provide a generic framework that allows such ttaosons to be done in a
generic manner, and where the management of node hiersucdmebe automated.

In the architecture describe here we actually go a stepdurffollowing our prin-
ciples of isolation and local autonomy, each administeatiomain should manage the
registration of its own publishers and subscribers intgrrand it should be able to de-

cide how to distribute messages among them or how to periasarecovery according
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to its local policy, without regard to the way it is done in etladministrative domains
and at other levels in the hierarchy. Unlike in most hierarahsystems, where hier-
archy and protocol are inseparable, and hence the “subqmist used at all levels of
the hierarchy are identical, in our architecture we deostip creation of the hierarchy
from the specific “sub-protocols” used atigrent levels of the hierarchy and we allow
the “sub-protocols” to dier. Thus for example, our architecture permits the creaifon
a single, global dissemination scheme for a topic that uggsreint mechanisms to dis-
tribute data in dferent organizations or data centers. Likewise, it perrhgscreation
of a single Internet-scale loss recovery scheme that eragiferent recovery policies
within different administrative domains. Previously, this has ongnbgossible with
proxies, which can be costly, and which introduce latenaylaottleneck. In this paper,
we propose a way to do thigteiently, and in a very generic, flexible manner. The key

elements of our approach involve:

1. A distributed scheme for maintaining a hierarchical aeposition of the set of
all nodes involved in a protocol in a consistent manner. Vidép@se a new type
of a membership service that is decentralized and compdsaat@nomous ele-
ments managing fferent regions of the network, yet that at all times maintains
a level consistency of its distributed data structuresithsitfficient to implement
protocols such as virtual synchrony. By avoiding collegtall information or
routing all events into one location, the structure is ablérit the amount of
information and processing in any of its parts@¢l), and can potentially scale
without limits. Our membership service forms a “backbongthe Internet, and
plays the role somewhat similar to DNS, but unlike DNS, itassistent, and its
role is not limited to passive delivery of data: the serviog anly maintains data

in a distributed manner, but also maks “decentralized”siens.

2. A concept of grotocol agentsimilar to a live object proxy, and an example of
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how existing protocols can be modeled as hierarchies afdotmected agents.

3. A mechanism through which the decentralized membergmpce can construct
and consistently maintain hierarchies of protocol ageoiialsoratively hosted by
all publishers and subscribers involved in running the gigetocol. While any
dissemination, loss recovery, and other protocol-relédstls are performed di-
rectly by the protocol agents, and without the involvemdrany external infras-
tructure, the membership service plays the role of a digteilh “administrator”,
an external, God-like entity that provides all protocol nbers with subsets of a

global, agreed-upon “view” of the world.

3.2 Architecture

3.2.1 The Hierarchy of Scopes

Our architecture is organized around the following conseptanagement scopéor-
warding policy channel, filter, sessionrecovery protocqlrecovery domainandproto-
col agent

A management scoger simply scop@ represents a set of jointly managed nodes.
It may include a single node, span over a set of nodes reswdiihg a certain admin-
istrative domain, or include nodes clustered based on aftiteria, such as common
interest. In the extreme, a scope may span across the ertgraét. \WWe do not assume
a 1-to-1 correspondence between administrative domahshenscopes defined based
on such domains, but that will often be the case. A LAN scopgi& a LAN) will refer
to a scope spanning all nodes residing within a LAN. The readght find it easier to
understand our design with such examples in mind.

A scope is not jusanygroup of nodes; the assumption that theyjanetly managed

is essential. The existence of a scope is dependent upoxisiteree of an infrastructure
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that maintains its membership and administers it. For aestiogt corresponds to a LAN,
this could be a server managing all local nodes. In a domahdpans several data
centers in an organization, it could be a management infretsire, with a server in the
company headquarters indirectly managing the networkubalinate servers residing
in every data center. No such global infrastructure or adstrative authority exists for
the Internet, but organizations could provide servers tatrob the Internet scope in
support of their own publishers or to manage the distrilutbmessages in topics of
importance to them. Many global scopes, independently gethacan co-exist.

Like administrative domains, scopes form a hierarchy, eefiby the relation of
membershipone scope may declare itself to benember(or asub-scopgof another.
If X declares itself to be a member ¥f it meansX is either physically or logically a
part (subset) o¥. Typically, a scope defined for a sub-domairof an administrative
domainY will be a member of the scope defined fr For example, a node may be a
member of a LAN. The LAN may be a member of a data center, wim¢trn may be a
member of a corporate network. A node may also be a memberaniee ©f an overlay
network. For a data center, two scopes may be defined, reanitoringand control
scopes, both covering the data center, with some LANSs bepagtaof one scope, or the
other, or both. The corporate scope may be a member of séntraiet-wide scopes.

The generality in these definitions allows us to model varigpecial cases, such as
clustering of nodes based on interest or other factors. Slsters, formed, e.g., by a
server managing a LAN and based on node subscription pattesnld also be treated
as (virtual) scopes, all managed by the same server. Nodalsl \Wais be members of
clusters, and clusters (not nodes) would be members of the. IA& we shall explain
below, every such cluster, as a separate scope, could iy lacd independently man-
aged. For example, suppose that we are building an evefitaton system that needs

to disseminate events reliably, and is implemented by agliaie multicast mechanism

112



Internet
Room1 Room 2

..q

Cafet?.\ Library

Alice Bob Charlle

Figure 3.4: An example hierarchy of management scopes imagahe combined
hierarchy for all topics may in general not be a tree.

coupled to a reliability layer that recovers lost packetshk proposed architecture, dif-
ferent clusters could run fierent multicast or loss recovery protocols; this technique
is used in the platform described in Chapter 4. Thus, if onstel happens to reside
within a LAN that permits the use of IP multicast, it could ubat technology, while a
different cluster on a network that prohibits IP multicast, arsisting of a large number
of nodes across the Internet, could instead form an endidayailticast overlay.

The scope hierarchy need not necessarily be a tree (FighieThere may be many
global scopes, or many super-scopes for any given scopeevoya scope decomposes
into a tree of sub-scopes, down to the level of nodes. Sgan of a scope X§ the set
of all nodes at the bottom of the hierarchy of scopes rooteXl &or a given topicX,
there always exists a single global scope responsible,foeitsuch that all subscribers
to X reside in the span of. Publishing a message to a topic is thus always equivalent
to delivering it to all subscribers in the span of some glagalpe, which may be further
recursively decomposed into the sets of subscribers inghiessof its sub-scopes.

Suppose that Alice and Bob are sitting with their laptopscafeteria, while Charlie
is in a library. Both the cafeteria’s wireless network anel libcal network in the library
are separately managed administrative domains, and ttiexe dieeir own management
scopes. Alice’s and Bob’s laptops are also scopes, bothichidecome members of the

cafeteria’s scope. Now suppose that Alice opens her viraadities browser and enters a
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Figure 3.5: A scope is controlled by a separate entity caltepbe manager. The man-
ager may reside outside of the scope. It exposes a stanedrclintrol interface, and
may create on demand incoming data channels that serverggeirits for the scope.
virtual place “Room1” in the virtual reality, while Bob andh@rlie enter “Room2”. Each
of the virtual rooms defines a global, internet-wide scopéd¢buld be thought of as “the
scope of all users in this room, wherever they are”. If thevoeking support for Alice
and Bob is still provided by the cafeteria and library wissdenetworks respectively,
when the students enter the rooms, the cafeteria’s andylisscopes become members

of these global scopes (Figure 3.4).

3.2.2 The Anatomy of a Scope

The infrastructure component administering a scope isneleo as ascope manager
(SM). A single SM may control multiple scopes. It may be hdst@ a single node,

or distributed over a set of nodes, and it may reside outdideeoscope it controls. It
exposes @ontrol interface a web service hosted at a well-known address, to dispatch
control requests (e.g., “subscribe”) directed to the ssapeontrols (Figure 3.5).

A scope maintains communicatichanneldor use by other scopes. ghannelis a
mechanism through which a message can be delivered to a# thmdes in the span of
this scope that subscribed to any of a certain set of topica.dcope spanning a single
node, a channel may be just an addf@sgocol pair; creating it would mean arranging
for a local process to open a socket. In a distributed scopbaanel could be an IP

multicast address; creating it would require all local reottelisten at this address. It

114



could also be a list of addresses, if messages are to be melit@ all of them, or if
addresses are to be used in a random or a round-robin fadhiam. overlay network,
for example, a channel could lead to a small set of nodes dinabfd messages across
the entire overlay. In general, a scope that spans a set efsnmath thus be governed
by aforwarding policythat determines how messages originating within the soampe,
arriving through some channel, are disseminated intgrmathin the scope.

Continuing our example, the cafeteria and the library wdwdt the managers of
their scopes on dedicated servers, and each of the stugeapsawould run a local
service that serves as a scope manager for the local madiiedibrary’s SM may be
on a campus network with IP multicast enabled. When the ea#ét SM requests a
channel from the library’s SM, the latter might, e.g., detlicsome machine as the entry
point for all messages coming from the cafeteria, instiitctietransmit these messages
to the IP multicast address, and instruct all other laptopsit the IP multicast address.
Similarly, the cafeteria’s SM might setup a local forwaglinee. In most settings, a
scope manager would live on a dedicated server. It is alsoepaable to dfoad, in
certain scenarios, parts of the SM’s functionality to noclesently in the scope (e.g., to
Alice’s and Bob’s laptops), but a single “point of contaadt the scope must still exist.

The control interfaces “exposed” by scopes (interfacessag by their scope man-
agers) are “accessed” by other scopes (i.e. by their SMs)en/iiteracting, scopes
can play one of a few standard roles, corresponding to thee thrincipal interaction
patterns:member-ownersender-receiverandclient-host(see Figure 3.6). Anember
registers with arownerto establish a relation ashembershipi.e. to “declare” itself as a
sub-scope of the owner. After such a relationship has bdaehleshed, the member may
then register with the owner as a publisher or subscriben&ay more topics. Depend-
ing on the topics for which the member has registered andlgsam these topics, it may

be requested by the owner to perform relevant actions,l®/dgrwarding messages or
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Figure 3.6: Standard roles and patterns of interaction &etvscopes. These patterns
would form the basis of our interoperability standard.

participating in the construction of an overlay structukéthe same time, the owner is
responsible for tracking the health of its members, and itiqudar for detecting failures
and performing local reconfiguration.

The client-hostrelationship is similar to member-owner, in thatlgéent can regis-
ter with ahostas a publisher or as a subscriber. However, unlike the meovoeer
relationship, which involves a mutual commitment, theraikost relationship is more
casual, in the sense that the host cannot rely on the cligmgrform any tasks for the
system, or even to notify the host when it leaves, and sityjldre client cannot rely on
the host to provide it with the same quality of service andlglity properties as the reg-
ular members. Thus for example, while a member can form agparforwarding tree,
a client will not; the latter will also typically get weakeglrability guarantees, because
the protocols run by the scope members will not be preventad fmaking progress
when transient clients are unreachable. The same applgsbishers. A long-term
publisher that forms a part of a corporate infrastructuré negister as a member, but
handheld devices roaming on a wireless network will usuafyster as clients.

The sender-receiverelationship is similar to a publisher registering as artlier

member, in that theendemregisters with theeceiverto send data. However, whereas
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a member registers with its owner to publish to the set of @issribers in a topic,
including nodes inside as well as nodes outside of the ovansender will register
with a receiver to establish a communication channel batvwee two to disseminate
messages only within the scope of the receiver. When a nabliegisters as a member
with an owner scope that is not the global scope for the giegict the owner may
itself be forced to subscribe with its super-scope. The eergteiver relationship is
horizontal; no cascading subscriptions take place. On tinerdnand, while a member
scope never exchanges data with the owner (instead, it& iy the owner to form part
of a dissemination structure that the owner controls), gredsr-receiver relationship
serves exactly this purpose; the two parties involved itetier will negotiate protocols,
addresses, transmission rates, etc.

The reader should recognize in our construction the desiguiples we articulated
earlier. Scopes, whether individual nodes, LANs or ovesjaye externally controlled
using the control interfaces exposed by SMs, may be progeimnith policies that
govern the way messages are distributed internally, fatecto other scopes, etc., and
transmit messages via managed communication channeddlisked through a dia-

logue between a pair of SMs, and dynamically reconfigured.

3.2.3 Hierarchical Composition of Policies

Following our hierarchical approach, we now introduce adtire, in which forwarding
policies defined at various levels are merged into a hiereatHnternet-wide overlay.
Each scope is configured with a policy dictating how messageforwarded among
its members, based on criteria such as the topic the messegeublished on, or where
the messagéocally originated We will say that a message “locally originated>dt
within scopeY if X is a member ofY such that either it contains a publisher, or that

contains a node that received the message from outsidke @epending on the for-
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warding policy at the local or at its parent, messages maglliporiginate in multiple
locations. A policy defined for a particular scogas always defined at the granular-
ity of X’s members (not individual nodes). The way a given sub-sdbpeX delivers
messages internally is a decision made autonomousy; byd opaque t&X. Similarly,
while X’s policy may specify tha¥ should forward messages to a certain scopieis
up toY’s local forwarding policy to determine how to perform thésk, e.g., which of
its members should be selected to establish channéls to

For example, a policy governing a global scope might deteerhiow messages in
topic T, originating in a corporate netwobk, are forwarded between the various orga-
nizations. A policy of a scope of the given organization’svak might determine how
to forward messages among its data centers, and so forthobalgbolicy may request
that organizatiorX forward messages in topit to organizationsy andZ. A policy
governingX may then determine that to distribute messages, ithey must be sent to
LAN;, which will forward them toLAN,. The same policy might also specify which
LANSs within X should forward toY andZ, and finally, the policies of these LANs will
delegate these forwarding tasks to individual nodes thay. ow

When all the policies defined at all the involved scopes amtined together, they
yield a globalforwarding structurethat completely determines the way messages are
disseminated (Figure 3.7). Although in the examples abibneforwarding policies are
simply graphs of connections, i.e. each message is alwaysafded along every chan-
nel, in general this does not have to be the case. A channkl bewconstrained with
a filter that decides, on a per-message basis, whether to forwardtoamd may op-
tionally tag the message with custom attributes (more dediaé in Section 3.2.4). This
allows us to express many popular techniques, e.g., usthupdant paths, multiplexing
between dissemination trees, etc.

Every scope manager maintains a mapping from topics to fiieuarding policies.

118



channel to
channel to sub-scope
scope .

channel to -\
physical node

Figure 3.7: Channels created in support of policies definetifi@rent levels. Despite
the fact that the individual policies are defined indepetigidrom each other, our ap-
proach ensures that a single, globally consistent strectiways emerges as a result.
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Figure 3.8: A forwarding policy as a code snippet. The codhs in an abstract context
and may be packaged as a live object. The interface betweguotity and its context
can be defined, e.g., in WSDL [81], and compiled down, e.ca,Java or .NET interface
A forwarding policy is defined as an object that lives withimedostract contextand that
exposes a certain fixed set of standardieeentso which members must be prepared
to react, anaperationsandattributesthe policy may inspect. A scope manager might
thus be thought of as@ntainerfor objects representingplicies The interfaces that the
container and the policies expose to each other and intefdctre standardized, and
may include, for example, an event informing the policy thatew member has been
added to the set of members locally subscribed to the topianmperation exposed
by the container that allows the policy to request a membestablish a channel to
another member and instantiate a given type of filter (FiGuBg A scope manger thus

provides auntime environmerit which forwarding policies can be hosted. This allows
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ISy

Figure 3.9: Forwarding graphs forftBrent topics are superimposed. Two members
of the scope could be linked by multiple channels createchbypblicy in support of
dif-ferent topics, each with a filerent filter.
policies to be defined in a standard way, independent notafrtlye platform, but also,
to a degree, independent of the type of the administrativeailo. Naturally, diferent
types of physical environments mighffer different classes of resources, e.g., certain
environments might support IP multicast, while others rigit. Still, one can abstract
the description and management of communication resotinceagh a standardized
interface, and decouple policies from the physical askeisright be instantiated over.
For example, one can imagine a policy that uses some novdi-hkesforwarding
structure with a sophisticated adaptive flow and rate cbatgorithm. Our architecture
would allow that policy to be deployed, without any modifioas, in the context of a
LAN, data center, corporate network, or a global scope filecéwe have separated the
policy from the details of how it should be implemented in aipalar domain. Policies
may be implemented in any language, expose and consume WEDAPIs, stored
online inprotocol libraries downloaded as needed, and executed in a secure manner.
Graphs of connections for filerent topics, generated by their respective policies,
are superimposed by the SM (Figure 3.9). SM maintains aneggtg structure of all
channels and filters created by its forwarding policies, iasdes requests to the SMs
of its members to create channels, instantiate filters, Etmultiple policies request
channels between the same pair of nodes, the SM will noteraattiple channels, but
rather a single channel, for multiple topics simultanepuBb avoid the situation where
every member talks to every other member, the SM may use kedorgvarding policy

for sets of topics, to ensure that channels created fterént topics overlap. The system
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Figure 3.10: A channel split into sub-channels and a coording filter tree. Most of
these filters would be extremely simple and could be impldgetkat a hardware level.

described in Chapter 4 could take advantage of this praperty

3.2.4 Communication Channels

Consider a nod#, which is a member of a scopéthat, based on a forwarding policy at
Y, has been requested to create a communication channepeAtmforward messages
in topic T. Following the protocol X asks the SM o for the specification of the
channel taZ that should be used for messages in tdpicThe SM ofZ might respond
with an addregprotocol pair thaX should use to send over this channel. Alternatively,
a forwarding policy defined fof at scopeZ may dictate that, in order to sendZoin
topic T, scopeX should establish channels to membarandB of Z, constrained with
filters  andpB. After X learns this from the SM oZ, it contacts SMs oA and B for
further details. Notice that the channelZaecomposes into sub-channelsf@and B
through a policy at a target scoge This procedure will continue hierarchically, until the
point whenX is left with a tree with filters in the internal nodes and addrand protocol
pairs at the leaves (Figure 3.10). Now, to send a messagg alohannel constructed
in this way, X executes filters, starting from the root, to determine r&gaty which
sub-channels to use, proceeding until it is left with jusisa df address and protocol
pairs, and then transmits the message. Filters will ustlgimple, such as modulo-
n; henceX can perform this procedure verytieiently. Indeed, with network cards

becoming increasingly powerful and easily programmahlehdgunctionality may even
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Figure 3.11: A channel may specify a protocol or decomposesab-channels. In the
latter case, an additional policy determines how messagemaltiplexed across the
sub-channels of a channel to achieve the desired type oblalathcing or redundancy.

send to channel ﬁltgr

Figure 3.12: Channel policies are realized by per-subabidiiters. At runtime, each
filter decides whether to forward and might optionally tag thessage in transit.
be dfloaded to hardware, for example using the approach propongaa].
Accordingly, to support the hierarchical composition ofigies described in the
preceding section, we define a channel as one of the folloveimgddreggprotocol pair,
a reference to an external multicast mechanism, or a setoe€lsannels accompanied
by filters. In the latter case, the filters jointly implementaltiplexing scheme that
determines which sub-channels to use for sending, on a pssage basis (Figure 3.11,
Figure 3.12)). Consider now the situation where sc¥pspanning aet of nodeshas
been requested to create a channel to sdbpehrough a dialogue witly and its sub-
scopesX can obtain a detailed channel definition, but unlike in pexamplesX now
spans a set of nodes, and as such, it caaretutdilters orsendmessages. To address
this issue, we now propose two simple, generic technigdekegationandreplication
(Figure 3.13). Both of them rely on the fact thatdifreceives messages in a tofi¢c
then some of its memberg, must also receive them (for otherwiXevould not declare

itself as a subscriber and it would not be made part of thedaaimg structure for topic
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Figure 3.13: A distributed scope delegates or replicatasmmdls to its members. In the
case of delegation, full responsibility for either the emtthannel, or its sub-channels,
is passed on to a sub-scope. In the case of replication, aaehansub-channel is rep-
licated, each replica is constrained with a modkliiter, an the diterent replicas are
then individually delegated to fiierent sub-scopes.

T by X’s super-scope). In case délegation X requests such a sub-scapto create the
channel on behalf oX, essentially “delegating” the entire channel to its memiére
problem can be recursively delegated, down to the level evhesingle physical node is
requested to create the channel, and to forward messagegives along the channel.
A more sophisticated use of delegation would beXao delegate sub-channels. In such
case, X would first contacty to obtain the list of sub-channels and the corresponding
filters, and for each of these sub-channels, delegate i$ ®uib-scopes. In any case,
delegates the responsibility for forwarding over a chatmébk sub-scopes.

Our approach is flexible enough to support even more sopéhistl policies. An
example of one such policy is m@plication strategy, outlined here. In this scheme,
scopeX could request that of its sub-scopes create the needed channel, constraining
each with a modulafilter based on a message sequence number. Hence, while each
of the sub-scopes would create the same channel on behadf pdrient scope (hence
the name “replication”), sub-scogewould only forward messages with numbens
such thatmmodn = k. By doing this,X effectively implements a round-robin policy

of the sort proposed in protocols such as SplitStream [69thofigh all sub-scopes

would create the same channel, the round-robin filteringp@ould ensure that every
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message is forwarded only by one of them. This techniqueddoeiluseful, e.g., in the
cases where the volume of data in a topic is so high that dideta a single sub-scope
is simply not feasible.

Our point is not that this particular way of decomposing fiorality should be
required of all protocols, but rather that for an architeetio be powerful enough and
flexible enough to be used with today’s cutting-edge prdteaad to support state-of-
the-art technologies, it needs to be flexible enough to aotodate even these kinds
of “fancy” behaviors. Our proposed architecture can do sbe &xisting standards
proposals, in contrast, are incredibly constraining. Eawly accommodates a single

rather narrowly conceived style of event notification sgste

3.2.5 Constructing the Dissemination Structure

A detailed discussion of how forwarding policies can be dafiand translated to filter
networks is beyond the scope of this paper. We describe hsremfe simple, yet fairly
expressive scheme.

Suppose that the forwarding policies in all scopes definedaiing trees on a per-
topic basis and possibly also depending on the location ahatihe message locally
originated. The technique described here implicitly asssithat messages do not lo-
cally originate in more than one location, i.e. that the fargng policy at each level
is a tree, not a mesh. The scheme may be extended to cover mmgeafcases with
redundant paths and randomized policies, but we omit it, ieré& would unnecessarily
complicate our example.

A scope manager thus maintains a graph, in which the scopebersrare linked
by edges, labeled with constraints suchgaX, w.Y, ..., meaning that a message is
forwarded along the edge if it was sent in togiand locally originates aX, or if it was

sent in topicu and locally originates aY, and so on. We shall now describe, using a
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Figure 3.14: An example hierarchy of scopes with cascadihgaiptions. Subscribe
requests issued by student laptops cause cascading rethaggiropagate up to the root
scopeX that represents the entire campus.
simple example, how a structure of channels is establisaséldon scope policies, and
how filters are instantiated. We shall then explain how ngessare routed.

Consider the structure of scopes depicted on Figure 3.14e MeB, C, D, andE
are student laptop®?, Q, andR are three departments on a campus, with independent
networks, hence they are separate scopagpresents the entire campus. All students
subscribe to topi@. TopicT is local to the campus, arXiserves as its root. The scopes
first register with each other. Then, the laptops send reégti@subscribe for topics to
P, Q andR. LaptopA requests the publisher role, all others request to be sblkssr
None ofP, Q or R are roots for the topic, hence they themselves subscrib®por T
with X, in a cascading manner. Now, all scopes involved createctshipat represent
local forwarding policies for topid, and feed these objects with the “new member”
events. The policy aP for messages ifl originating atA creates a channel fro
to B. Similarly, the policy atX for messages i originating atP creates channels
P to Q andQ to R (Figure 3.15). Each channel has a label of the foY, T:Z”,
meaning that it is a channel froiito Y, for messages il originating atZ. Note that
no channels have been created in sc@QpdJntil now, Q is not aware of any message
sources because neiti@mor D is a publisher, and because no other scope has so far
requested a channel @ hence there is no need to forward anything. Channels are now
delegated to individual nodes, as described in Sectiod 3R2delegates its channel to

B, andQ delegates t® (Figure 3.16 delegated channels are in blue). Channeldabel
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Figure 3.16: Channels are delegated.

P P:B-Q:C Q Q:D-R:E R
T:P

® ® T:EP ()
A-B C-D
T:A T:C

Figure 3.17:B and D contactQ andR to create channel9Q andR selectC andE as
entry points.Q now has a local source and creates its own local channel,@rdmD.
are extended to reflect the fact that they have been delegatedP-Q becomes:B-Q,
which means tha® has delegated its source endpoint to its menihetc. At this point,
B andD contact the destinatior@ andR, and request the channels to be creat@dnd
R selectC andE as theirentry pointdor these channels. No® also has a local source
of messages (node, the entry point), so now it also creates an instance of adating
policy, which determines that messaged inocally originating atC, are forwarded to
D (Figure 3.17). The entire forwarding structure is complete

A message in transit is a tuple of the form, K, r), whereT is the topic,k is the
identifier that may include the source name, one or more seguaimbers, etc., amds

arouting record The routing record is an object of the fornXg-Yx), (Xk_1-Yk_1), - - -,
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(X1-Y1)), in which every pair of element¥, Y;) represents the state of dissemination in
one scopek; is the member of the scope that the message locally origirieden and

Y; is the member of the scope that the message is moving insmietlodt it is entering.
Pair (X1, Y1) represents individual nodes, and for eacBcopesX; andY; are a level
below X;,; andY;,, respectively, and; is always a member of,,;. This list of entries
does not need to “extend” all the way up to the root. If entaiesome level are missing,
they are filled up when the message jumps across scopes,lasmegbelow.

When a message arrives at a node, the node iterates oveitalbafgoing channels,
and matches channel filters against the routing record. &es§, k, (Xx-Yk), (Xk_1-
Yk-1), - .., (X1, Y1))) matches channeP(:P__1:...:P1-Q:Q._1:...:Q1, T:R) when K >
LA X, =RVK < LAP_=R)holds. This condition has two parts. K > L, then
in the scope in which the channel endpoiRts Q. andR are members, the message
originated atX, and is currently a¥,. According to our rules, the message should be
forwarded ff X, = R(andY_ = P, but this is always true). IK < L, then the routing
record does not carry any state for the scope at wRGIQ_ andR are members. This
means the message must have originated in this scope (inergaecord is filled up
when the message is forwarded, as explained below), hea@tiditionP. = R. Note
that there might be several channels originating at the jnibdemessage is forwarded
across each one it matches. Now, when the message is foyasieouting record is
modified as follows. First, the record is extendedKlIk L, then for each such that
i < Kandi <L, wesetX; = P, andY; = P;. Then, the details internal to the scope
that the channel is leaving are replaced with the detaiésmatl to the scope the channel
is entering, so for eachsuch that < L, we setX; = Q; andY; = Q. Finally, the
current scope at the level at which the channel is defineddated, we se¥, = Q,.
The original value ofX,, once set, is not changed until the message is forwarded out o

the scope of whiclX, is the member. Entries for> L also remain unchanged.
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Figure 3.18: The flow of messages (rounded rectangles, &ft) the channels (square
rectangles, right) in the scenario of Figure 3.17. Elemeaispared against each other
are shown as black, bold, and underlined.

The flow of messages and matching in the example of Figure i8.5hown on
(Figure 3.18). When created on the publisiherthe message initially has a routing
record A-A, since we know that it originated locally & and that it is still atA. No
entries are included at this point for routing in the scopesvaA. There is no need
for doing so since no routing has been done so far at thosehig¥els, so there is no
state to maintain. Now the routing record is compared agaimsnnelA-B, T:A. The
local origin A does match the channel’s constraipso the message is forwarded along
A-B, with a new recordh-B to reflect the fact that it is now enteririgy While matching
this record to channd?:B-Q:C at B, we find that the record lacks routing information
for the scope at which this channel is defined. This meanglieahessage must have
originated at the channel’'s source endpoint (which we krn®o® from the channel’s
description). We find that the channel’s constrdéns the same as the channel’s source
endpointP, so we again forward the message. While doing so, we extsrauting
record with a new entrf?-Q to record the fact that we made progress at this higher level.
We also replace information local ®(the entryA-B) with new information local tdQ

(the new entryC-C). Forwarding aC andD is similar to how it worked oA andB.
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Figure 3.19: The architecture of a leaf scope in the mostrgéseenario, with a local
scope managera thin controlled elementinked to the application, and with lacal
controllerto handle peer-to-peer aspects, e.g., forwarding.

3.2.6 Local Architecture of a Dissemination Scope

So far we focused in our description on peer-to-peer aspétie dissemination frame-
work, but we have not described how applications use thiastifucture, and how leaf
scopes are internally organized. Of a number of possibletatures of the leaf scopes,
the most general one involves the following componestope managetiocal con-
troller, andcontrolled elemenffFigure 3.19). Theontrolled elemenis a very thin layer
that resides in the application process. Its purpose isr@eses a hookup to the ap-
plication process that allows for controlling the way th@lagation communicates over
the network. As such, it serves two principal purposes: éssmg to the local con-
troller requests to subscrifumsubscribe, and (b) opening send and receive sockets in
the process per request from the controller. The contralethent does not forward
messages, nor does it include any other peer-to-peer funadity, and it is not a part of
the management network. This simplicity allows it to be lgdaicorporated into legacy
applications. It can be implemented in any way, for as loni @sposes aontrol end-
point (Figure 3.19 , thin, black), a standardized web servicafate, and as long as it
can createcommunication endpoin{shick, red) to receive or connect to remote end-

points to send. The local controller implements all the giegveer functionality such
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Figure 3.20: Example architectures with the scope managgittee local controller
merged into a single local system “daemon’”.

as forwarding, and hosts such elements as channels or.filterey also create com-
munication endpoints, and may send data to or receive it fr@controlled element.
The controller is not a part of the management network, addeéss not interact with
any scope mangers besides the local one. These interaatmtise job of the local SM,
which, on the other hand, never sends or receives itself @ssages.

In general, the three components can live in separate mesgesr even physically
on different machines, and may communicate over local socketseasrtbg network.
However, in the typical scenario, the scope manager andldoc#érollers are located in
a single process (“manager”). The manager runs as a systeioesand may control
multiple applications, either local or running on suboedendevices managed by the
local node, through the control elements embedded in thgslecations. Within this
scenario, we can distinguish three basic sub-scenaridbree patterns of usage (Fig-
ure 3.20, depending on whether applications participaseivding or receiving directly,
or only through the manager.

In the first scenario, the applications only receive dateeatlly from the network
(Figure 3.20, left). When the manager is requested to ci@ai@coming channel to
the scope, it may either arrange for all applications to dpensame socket to receive
messages directly from the network (if the applications atéhosted one the same
machine), or it may make them all subscribe to the same IFcasttaddress (if they are
running on multiple subordinate devices), or it may havetlkesate multiple endpoints,

in which case the definition of the local channel endpointiwdlude a set of addresses
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rather than just one. The manager does not sit on the critizidd; hence we avoid
bottleneck and latency. If the local scope is required twéod data to other scopes, the
manager also creates an endpoint (opens the same sockdtrmtsthe receive channel
definition to include its own address), to receive the daaarnleeds to be forwarded.

In our example, the library’s server might act as a leaf scapd students’ laptops
might act as subordinate devices that do not host their oval Bzope managers and do
not forward messages. Applications on the laptops woulé bl embedded controlled
elements that communicate with the local controller on theaty server via a stan-
dard web interface. When students subscribe to a local,tepah as an online lecture
transmitted by another department, the server chooses rnltiiast address and has
all the laptops subscribe to it. The data arriving on thelloetwork is received by all
devices, without using a proxy. If the library needs to fordvenessages, the server also
subscribes to the IP multicast address and creates allqneed channels and filters.

In the second scenario, the applications act as publishysré 3.20, center). There
is no need to forward data, hence the manager does not crgeserad or receive chan-
nels. In order to support this scenario, the controlled el@must allow transmitting
data to multiple IP addresses; embed various headers pobbaig the local controller,
etc. There can be fierent “classes” of controlled elements, depending on winat-f
tionality they provide; this scenario might be feasibleyoiar some such classes. This
scenario avoids proxies, thus it could be useful, e.g. remshing systems.

In the third scenario, the applications communicate onlghhe local controller,
which acts as a proxy (Figure 3.20, right). Unlike in the ftugd scenarios, this intro-
duces a bottleneck, but since the controlled elements doe®zt to support any external
protocols or to be able to embed or strip any external heatl@ssscenario is always
feasible. This scenario could also be used to interoperiéiteother eventing standards,

such as WS-Eventing or WS-Notification. Here, the manageldcact as the publisher
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or a proxy from the point of view of the application, and paior consume messages
in the format defined by all those other standards, whilegusur general infrastructure
“under the hood”. And similarly, for high-performance aigptions that reside on the
server, an fiicient implementation is possible using shared memory asmaoication
channel between the manager and the applications, andtpegwipplications to dese-
rialize the received data directly from the manager’s nexéifters, without requiring

extra copy or marshaling across domains.

3.2.7 Sessions

We now shift focus to consider architectural implicatiomgediability protocols. Pro-
tocols that provide stronger reliability guarantees tiadally express them in terms
of what we shall calepochs corresponding to what in group communication systems
are callednembership viewdn group communication systems, the lifetime of a topic
(also referred to as group) is divided into a sequence ofews Whenever the set of
topic subscribers changes after a “subscribe” or an “ungiies request, or a failure, a
new view is created. In group communication systems, thesponding event initiates
a new epoch. Subscribers are notified of the beginnings angsf epochs, and of
the membership of the topic for each epoch. One then defimesstency in terms of
which messages can be delivered to which subscribers arfubatiwe relative to epoch
boundaries. The set of subscribers during a given epochvasyalfixed.

Whereas group communication views are often defined usirlg &éaborate models
(such as virtual synchrony, a model used in some of our pastareh, or consensus,
the model used in Lamport’s Paxos protocol suite), the techiral standard proposed
here needs to be flexible enough to cover a range of reliapildtocols, include many
that have very weak notions of views. For example, simplégaads, such as SRM or

RMTP, do not provide any guarantees of consistent memligev#hivs for topics.
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In developing our architectural proposal, we found thaneleg protocols such as
these two, in which properties are not defined in terms of lepoepochs can still be
a very useful, if not a universal, necessary concept. In anyo system, configura-
tion changes, especially those resulting from crashesllysequire reconfiguration or
cleanup, e.g., to rebuild distributed structures, releaseurces, or cancel activities that
are no longer necessary. Most simple protocols lack thenatian epoch because they
do not take such factors into account and do not support figemation. Others do ad-
dress some of these kinds of issues, but without treating th@ systematic manner. By
reformulating such mechanisms in terms of epochs, we calastdize a whole family
of behaviors, making it easier to talk abouffdrent protocols using common language,
to compare protocols, and to design applications that céengally run over any of a
number of protocols, with the actual binding made on thesbasiuntime information,
policy, or other considerations.

Our design includes two epoch-like concepsssionswhich are global to the entire
topic, across the Internet, are shared Wjedent frameworks (reliability, ordering, etc.),
and which we discuss in this section, dodal views which are local to scopes, and
which are discussed in Section 3.2.10.

A sessions a generalization of an epoch. In our system, sessionssaceprimarily
as means of reconfiguring the topic to alter its security baldity properties, or for
other administrative changes that must be performed gmihiée the system is running.

The lifetime of any given topic is always divided into a segce of sessions. How-
ever, session changes may be unrelated to membership shahgfee topic. Since
introducing a new session involves a global reconfiguraté@ndescribed further, it is
infeasible for an Internet-scale system to introduce a r@ssisn, and disseminate mem-
bership views, every time a node joins or leaves. Insteaxh events are handled locally,

in the scopes in which they occur, without creating a newhalladnternet-wide epoch.
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Session numbers are assigned globally, for consistencexplained before, for a
given topic, a single global scope (“root”) always existststhat all subscribers to that
topic reside within its span. Although, as we shall expldiasemination, reliability and
other frameworks may useftirent scope hierarchies, the root scope is always the same
and all the dissemination, reliability, and other aspe€itare normally managed by a
single scope manager. This top-level scope manager masriteg topic’s metadata; it is
also responsible for assigning and updating session nismiete that local topics, e.g.,
internal to an organization, may be rooted locally, e.gthenheadquarters, and managed
by a local SM, much in a way local newsgroups are managedyo@stcordingly, for
such topics, sessions are managed by a local server (ihterth@ organization).

To conclude, we explain how sessions impact the behavioublighers and sub-
scribers. After registering, a publisher waits for the SMadify it of the session number
to use for a particular topic. A publisher is also notified lsfinges to the session number
for topics it registered with. All published messages aggéal with the most recent ses-
sion number, so that whenever a new session is started fpi@ tathin a short period
of time no further messages will be sent in the previous sas$§dld sessions eventually
quiesce as receivers deliver messages and the system tesnjlishing, cleanup and
other reliability mechanisms used by the particular proto8imilarly, after subscribing
to a topic, a node does not process messages tagged as caarimisessiok until it
is explicitly notified that it should receive messages irt gession. Later, after session
k + 1 starts, all subscribers are notified that ses&igmentering dlushingphase (this
term originates irvirtual synchronyprotocols, but similar mechanisms are common in
many reliable protocols; a protocol lacking a flush mechargsnply ignores such noti-
fications). Eventually, subscribers report that they haremgeted flushing and a global
decision is made to cease any activity aheanupall resources pertaining to sessiqgn

thus completing the transition.
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3.2.8 Incorporating Reliability and Other Strong Properties

As mentioned earlier, we rooted our design in the principleeparation of concerns;
hence, we implement tasks such as reliability, orderingi$y or scope management
independently from dissemination. In Section 3.2.6, welarpd how the manage-
ment and the dissemination infrastructures interact irsgatem. Aspects of a protocol
instance running for the given topic that are related tongfeo properties, such as reli-
ability, security and ordering, are decoupled from diss&tion, and implemented by
separate frameworks. We will refer to those frameworks@améworks of dierentfla-
vors. Each of these frameworks is hierarchically decomposedhrimuthe same manner
as it was the case for dissemination, and includes the tlase ctomponents listed ear-
lier: thecontrolled elementhat lives in the application processes and implements only
base functionality, related to sending or receiving fromdpplications, but none of the
peer-to-peer or management aspects;lolcal controller that may live outside of the
application process, and where all the peer-to-peer aspeetimplemented; and the
scope manageahat implements the interactions with other scope managatghat is
not involved in any activities related to the data flows, sasHorwarding, calculating
recovery state, managing private keys, ordering messatges,

In general, frameworks afisseminationreliability, security orderingand all other
flavors, each have a logically distinct hierarchy dfeliently-flavored scopes, and a dis-
tinct network of scope managers. For example, reliabitipes isolate and encapsulate
the local aspects related to reliability, such as loss regewand hide their internal de-
tails from other scopes, just like dissemination scopesagarocal dissemination and
hide the local aspects of message delivery. Often, thierdint scopes would physically
overlap; this will normally be the case, e.g., with scopealdo a node, where a single
local service would act as a scope manager for scopes of \akfla The same would

typically be the case for the servers that control certgaesyof administrative domains,
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Figure 3.21: Internal architecture of the application s

such as a departmental LAN, a wireless network in a cafet@data center, a corporate
network, or a computational cluster. Scopes of all flavoisafien physically overlap,
and may be managed by a single SM.

Irrespective of whether components oftdrent “flavors” overlap, or are physically
hosted on the same machine or in the same process, the frakseslvays logically
converge in the application, where local actions perforimg@lements of dierently-
flavored frameworks are synchronized. For example, a medkag diagram on Fig-
ure 3.21) shows the coordination between controlled el¢sneithe security (SEC),
dissemination (DISS), reliability (REL), and ordering (ORframeworks. Each session
maintains a separate protocol stack containing four lagersesponding to the four
different flavors (although in general fidirent sessions mightftier in the properties
provided, and could involve fferent sets of flavors). An application interacts with a
multiplexer (MUX), which assigns messages to individualssens, and forwards them
to the respective protocol stacks (rows on Figure 3.21)mElgs of the same flavor
across all protocol stacks are owned and controlled by tiespective controlled ele-
ments (columns on Figure 3.21), each of which exposes aatamcterface required
for interaction with its corresponding local controller.

Now, when the application sends a message, it is first ag$igne session by the

multiplexer, and assigned a local sequence number witkeiis¢ission. It is then passed
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Figure 3.22: Processing messages on the send path (red lahdirses) and on the
receive path (blue and dotted lines).
to the appropriate per-session protocol stack, simultasigdo the layers that handle
security and ordering. Each of these processes the mesabgendently and concur-
rently; the layer may encrypt and sign it, if necessary, duah tpasses it further to the
dissemination layer for transmission, and independetatihe reliability layer to place
it in a local cache for the purpose of retransmission, fodivay, etc., and to update the
local structures to record the fact that the message watedrea

At the same time, the ordering layer, also working in patali¢h the dissemination
and reliability layers, records the presence of the messaige own structures, which
are used later by the ordering infrastructure to genenatering requestssmall records
of the form (p, t, k, S) that contain publisher identifigr, topic identifiert, and session
identifierk, and a se§ of sequence numbers of messages transmitted by the publishe
Ordering requests are satisfied by generatrdgerings records containing entries of
the form (o, t,k, S, x, O) that map the specified set of messages to numberghin a
certain sequence that is totally ordered within a topic, across topics, omgsivhat-
ever ordering scheme is in use. Collecting ordering regugsinerating orderings, and
delivering orderings to the interested parties is handiethe ordering framework, and
entirely independently of dissemination and reliability.

On the receive path, the process would look similar (FiguB2)3 Messages may
arrive either through the dissemination framework, in tbenmal case, or via the reli-

ability framework if they were initially lost and have beeatdr recovered. Messages
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that arrive from the dissemination framework are routedivereliability sub-layer, so
that they are registered, can be cached, or so that deliarype suppressed. When
ordering arrives from the ordering framework, messageseatiecrypted, placed in a
buffer (BUF), and delivered in the appropriate order to the apgitn.

The exact manner in which the subtasks performed by the &yar$ are synchro-
nized may vary. On the send path, messages may not be tréggsmittil the entire
protocol stack for a given session can be assembled, ilee dissemination framework
learned of a new session, but the reliability framework hats the transmission might
be postponed until the information about the new sessiopggates across the relia-
bility framework as well, to avoid problems stemming fronteumisalignments. On
the receive path, the decryption of the message might be@ost until the ordering is
known, to avoid maintaining two copies of the message in mgnome for the purpose
of loss recovery (encrypted) and one for delivering to theliaption (decrypted), etc.
The exact synchronization patter can be defined on a pepedsssis.

In the remainder of this chapter, we will describe only the p&the architecture re-
lated to the recovery framework. Other flavors, such as orgecan be implemented in
the same way; indeed, they are all expressible within thpé?ties Language mentioned
in Chapter 5 that targets the reliability framework desediin this chapter. Examples of
frameworks that could be constructed in this manner inclattastructure that imple-
ments flow, rate, and congestion control, negotiates tresssom rates, manages leases
on bandwidth, keys, certificates, grants or revokes acgestyrms failure detection,
health monitoring, and self-verification or detection afonsistencies such as partitions
or invalid routing. In each case, the necessary logic canaitipned between layers
in a hierarchy, encapsulated within an independent framevamd combined at the end
hosts (or, in some cases, as with flow or congestion controh@or more intermediate

layers), within a per-session protocol stack.
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Figure 3.23: The similarities between a hierarchical digsation (left) and hierarchical
recovery (right).

3.2.9 Hierarchical Approach to Reliability

Our approach to reliability resembles our hierarchicakapph to dissemination. Just as
channels are decomposed into sub-channels, in the rélydaimework we decompose
the task of loss repair and providing other reliability goaRecovering messages in a
given scope is modeled as recovering within each of its solpes, concurrently and
independently, then recovering across all the sub-scdfigarg 3.23). For example,
suppose that scop¢ has member¥y, Y, ..., Yx. For the purpose of this example,
we assume that this structural decomposition does not ehamgl membership of

is static (our approach does support scenarios with dyraiyichanging membership
as well, but to keep this example simple, we shall postpoealibcussion of dynamic
scenarios until later). A simple reliability prope(X) requiring that “if some nod&

in the span of scopX receives a message then for as long as eitheror some other
node keeps a copy of it, every other ngde the span oX will also eventually getn”,
can be decomposed as follows. First, we en®(M) for everyY;, i.e. we ensure that
in each sub-scop¥ of scopeX, if one node has the message, then so eventually do the
others. The protocols that lead to this goal can run in afieleib-scopes independently
and concurrently. Then, we run a protocol across sub-sc6pes, ..., Yk, to ensure
that if any of them has in its span a norehat received message, then each of the
otherY; also eventually has a node that receimedWhen these tasks, i.e. recovery in

eachy; plus the extra recovery across ¥l) are all performed for diiciently long,P(X)
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is eventually established.

Coming back to our example, assume that students with tq@iops sit in university
departments, each of which is a scope. Suppose that someotoall of the students
received a message with a problem set from their profestorgsin a cafeteria. We
would like to ensure that the problem set is reliably delxeeto all students. In our sys-
tem, this would be achieved by a combination of protocolstagqeol running in each
department would ensure that internally, for every pay of students, ifx got the mes-
sage then so eventually dogsand likewise a protocol running across the departments
ensures that for each pair of departmentg, if some students i got the message, so
eventually do some students in y. In the end, this yields #s&reld outcome.

Just like recovery among individual nodes, recovery amoAdl4 might also in-
volve comparing their “state” (such as aggregated ATAK information for the entire
LAN) or forwarding lost messages between them. We give amei@of this in Sec-
tion 3.2.11. As mentioned earlier, in our architecturéfedent recovery schemes may
be used in dierent scopes, to reflectftBrences in the network topologies, node or com-
munication link capacities, the availability of IP multgtaand other local infrastructure,
the way subscribers are distributed (e.qg., clustered dtesed), etc.

For example, in one department, the machines of the studehsribed to topid
could form a spanning tree. The property we mentioned abouklde guaranteed by
making neighbors in the tree compare their state, and ugmodering that one of them
has a messaga that the other is missing, forwarding between the two of them. The
same approach may also be used across the departmentgpagtntents would form
a tree, the departments “neighboring” on that tree couldpaye what their students
got, and perhaps arrange for messages to be forwarded Inetiaeza. For the latter to
be possible, the departments need a way to calculate “whiatsttudents got”, which is

an example of an aggregated, “department-wide” statellifisame departments could
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use a diferent approach. For example, a department enamored opgwssdcols might
require that student machines randomly gossip about messhgy got; a department
that has had bad experiences with IP multicast and with gaosigjht favor a reliability
protocol that runs on a token ring instead of a tree, and arttepat with a site-license
for a protocol such as SRM (which runs on IP multicast) migivofs its use, where
the option is available. In each department, fiedent protocol could be used locally.
As long as each protocol produces the desired outcomefigatise reliability property
inside of the department), and as long as the department Wwag & calculate aggre-
gate “department-wide” state needed for inter-departmezavery, these very fierent
policies can be simultaneously accommodated.

Just as messages are disseminated through channels,dawvmat might be termed
dissemination domainseliability is achieved viaecovery domainsA recovery domain
D in scopeX may be thought of as an instance of a distributed recovetppobrunning
among some nodes withid that performs recovery-related tasks for a certain set of
topics.

For example, when some of the students sitting in a librabysstbe to topicT,
the library might create a “local recovery domain for topit This domain could be
“realized”, e.g., as a spanning tree connecting the lapabtiee subscribed students and
running a recovery protocol between them. The library contdrnally create many
domains, e.g., many such trees of student’s laptops.

The concept of a recovery domain is dual to the notion of aedissation channel,

here we present the analogy.

e Just like a channel is created to disseminate messagestertepicsTy, To, ...,
Ty in scopeX, a recovery domain is created to handle loss recovery aref oth
reliability tasks, again for a specific set of topics, and spacific scope. Just like

there could exist multiple channels to a scope, e.g., fifeint sets of topics,
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there could also exist multiple recovery domains withinregka reliability scope,

each ensuring reliability for éierent sets of topics.

Just as channels may be composed of sub-channels, a redoveaynD defined
at a scopeX may be composed a&fub-domains B, D,, ..., D, defined at sub-
scopes ofX (we will call them themembersof D). Each such sub-domaib;
handles recovery for a set of subscribers in the respeatlwssope, whild® han-
dles recovery across the sub-domains. The hierarchy ofeegdomains reflects
the hierarchy of scopes that have created them, just as elsaae decomposed

in ways that reflect the hierarchy of scopes that have expiheseé channels.

Just as channels are composed of sub-channels via appliyerg &ssigned by
forwarding policies, a recovery domald performs its recovery tasks using a
recovery protocal Such a protocol, assigned @, specifies how to combine
recovery mechanisms in the sub-domaindDointo a mechanism for all obD.
Recovery protocols are defined in terms of how the sub-dosriaiteract” with

each other. We explain how this is done in more detail in $aci2.9.

Just like a single channel may be used to disseminate mesisagaltiple topics,

a recovery domain may run a single protocol to perform regosenultaneously
for a set of topics. In both cases, reusing a single mecha@sthannel, a token
ring, a tree, etc.) may significantly improve performance tuthe reduction in
the total number of control messages and other such optionza Indeed, we

use this idea in the system described in Chapter 4.

Each individual node is a recovery domain on its own. In arithsted scope such as

a LAN, such as the library in our example, on the other handyntases are possible.

In one extreme, a single domain may cover the entire LAN. Atkinal nodes could

thus form a token ring, or gossip randomly to exchange ACKsfessages in all topics

simultaneously, and use this to arrange for local repairshé other extreme, separate
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domains could be created for every individual topic; suibges to the diterent topics
could thus form separate structures, such as separatearmmgsees, and run separate
protocol instances in each of them, exchanging state andbftenessages. In our
system, recovery domains actually handle recovery foripsessionsnot just specific
topics. Each recovery domain created internally by a sceppns recovery for some
set of sessions, and these sets are such that for each segsiamich the scope has
subscribers, there is a recovery domain in the scope thfarpes recovery fok.

A recovery domairD of a data center could have as its members recovery domains
created by the LANSs in that data center (by the SMs of these $)ANNote that in
this case, members & would themselves be distributed domains, i.e. sets of nodes
A recovery protocol running il would specify how all these fierent sets of nodes
should exchange state and forward lost messages to onesandtbte the similarity
to a forwarding policy in a data center, which would also #yelsow messages are
forwarded among sets of nodes. As explained in Section B&hil Section 3.2.13, our
recovery protocols are implemented through delegatit Jike forwarding. A concept

of arecovery protocois, to some degree, an analogue dbavarding policy

3.2.10 Building the Hierarchy of Recovery Domains

Before we show how the hierarchical recovery scheme can pkemented, we need to
explain how domains created atf@rent scopes are related to each other. As explained
in the preceding section, domains are organized by thearlat membership: domains

in super-scopes can be thought of as containing domainshirssopes as members.
Just as was the case for scopes, a given domain can have nranyspand there may

be multiple global domains, but for a given topic, all dongainvolved in recovery

for that topic always form a tree. Domains know theiemberqsub-domains) and

owners(super-domains), and through a mechanism described belsw,theirpeers
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(other domains that have the same parent). This knowledgeeafbershi@llows the
scopes that create those domains to establish distributediges in an gicient way.

A consistent view of membership is the basis for many redigibtocols, and could
benefit many others that do not assume it. Knowing the mendfeastopic helps to
determine which nodes have crashed or disconnected. lingxggoup communication
systems, this is usually achieved by a Global Membershipi@e(GMS) that monitors
failures and membership changes for all nodes, decides totHamstall” new member-
ship views for topics, and notifies th&ected members of these new views, including
the lists of topic members. Nodes then use those membershs v determine, e.g.,
what other nodes should be their neighbors in a tree, whodlagtas a leader, etc.

In our framework, the manager of the root scope for a givelict@presponsible
for creating the top-level recovery domain, announcing nhlessions for that topic
begin or end, and so forth. However, if the root SM, which isecaf an Internet-wide
scope would “manage” the entire Internet, had to processilcriptions, and respond
to every failure across the Internet, it would lead to a ncalable design: beyond a
certain point the system would be constantly in the stateecdmfiguration, trying to
change membership or install new sessions, and hence uonabkke useful progress.
It would also violate the principle of isolation: the higHevel scopes would process
information that should be local, e.g., a corporate netwaeokld have to know which
nodes in data centers are subscribers, whereas according &ochitectural principles,
the administrator of a corporate network, and the policefinéd at this level, should
treat the entire data centers as black boxes.

To avoid the problem just mentioned, rather than colleciignformation about
membership in a topi€ and processing it centrally, we distribute this informatieross
all scope managers in the hierarchy of scopes for tdpjeecall this hierarchy defined

in Section 3.2.1). Each SM thus has only a partial membenskip for each topic and
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session. This scheme is outlined below.

In the reliability framework, if a scop& subscribes to a topi€, it first selects or
creates a local recovery domdnthat will handle the recovery for topit locally in
X, and then sends a request to one of its parent scopes,¥$asking to subscribe this
specific domain, to topid. At this point, it is not significant which of its parent scape
X directs the request toX may be manually setup by an administrator with the list
of parent scopes, and to send requests in all topics thatrifeawes matching a certain
pattern to a given parent, or it could use an automated, omaaetomated scheme to
discover the parent scopes that it should subscribe withctxhow such a discovery
scheme can be modffieiently constructed is beyond the scope of this paper, butave
hope to explore the issue in a future work.

The super-scop¥ processes th¥’s subscription request jointly with requests from
other of its sub-scopes, e.g., batching them togetherffmiency. It then either joins
X and other sub-scopes to an existing recovery domain orese@ahew one, sone’.
When joining an existing recovery domaiv,follows a special protocol, some details
of which are given in Section 3.2.14. In any case, scopdgorms all scopes of the new
membership of domaib’. So for each recovery domalx’ that is a member obD’,
the sub-scope of that owns this domain will be notified by that domainD’ changed
membership, and will be given the list of all sub-domain®gaftogether with the names
of the scopes that own those sub-domains. Finally, if dorDéihas just been created,
and scop¢ is not the root scope for the topi¥,itself sends a request to one of its parent
scopes, asking to subscribe domBaihto the topic. Topic subscriptions thus travel all
the way to the root scope for the topic, in a cascading maocresating a tree of recovery
domains in a bottom-up fashion.

In our example, when a studeAtsitting in a libraryL enters a virtual roont, A's

laptop creates a local recovery domd@p, and sends a request to the library server.
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Suppose that there are other students in the library thatleeady subscribed {6, so
the library server already has a recovery doniirthat performs recovery in topit. In
this case all that is left to do for the library server is to afgthe membership @f, , and
to inform studentA’s laptop, as well as the laptops of the other students sillestto
T, of the new membership @, so that the laptops can update the distributed recovery
structure, and build a new distributed structure. For eXanifdaptops used a spanning
tree, or a token ring, to compare the sets of messages theyréemived and exchange
messages between neighbors, the spanning tree or the ringengpdated to include
the new laptop. On the other hand, suppose that studlenthe first in the library to
subscribe tal. In this case, the library server creates a new recovery oloBg with
D, as its only member, and sends its own request, in a casca@ngan to a campus
serverC, asking to subscribB, to topicT, and so on.

The above procedureffectively constructs a hierarchy of sub-domains, with the
property that for each topi€, the recovery domains subscribedTtdorm a tree. At
the same time, a membership hierarchy is built in a distetbmanner. Specifically, for
each domain in some scopé&, S will maintain a list of the form{ X;:81, X5:8,, ...,
Xi:Bk }, in whichpBy, B, ..., Bk are themembersi.e. sub-domains of domapn and
X1, Xo, ..., Xk are the names of the scopes that own those sub-domainséteréated
them). In the process of establishing this structure, eéittescopes receives the list,
along with any future updates to it. This information is nptished” all the way down to
the leaf nodes. Instead, every scope maintains the menijpefdhe domains it created
(e.g., scope&s maintains the list mentioned above), plus a copy of the meshige of
all super-domains of the domains it created (e.g., e&dtas a copy of the list above),
but not the membership of any domains created below it (s@Xample S would not
track the membership of any of the domaiisg,, . . ., Bk), more than one level above it

(e.g., while scop& would know what are the peers of its own domajrscopesKy, X,,
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Figure 3.24: Membership information and view numbers arssed one level down
(never up) the hierarchy. Nod& subscribes to topid@ with the libraryL. Library L
subscribes with camp.

..., Xx would not know those peers, because this information igcédlg, two levels
“above”), or any internal details of its peers (e.g., whilead X, X, ..., Xk would
know the membership @f, i.e. the entire list X181, X282, . . ., Xk:Bk }, they would not
know the membership of any of the doma#sp,, . . ., Bk besides their own; they only
know the names of their peer domains).

Figure 3.24 shows an example of the structure the systendvemumistruct in a sce-
nario similar to the one above. Laptdpcreates a new domain, which may have a
version number, like any other domain, say Then,A directs a request “subscridea
to T” to the library L. Note that the version number of a was not included in theesiju
to L. This is a detail internal té thatL does not need to know about. Now, the library
creates a new domajpn and gives it a version number, say, and directs subscribe

“L:u to T” to the campusC (omitting the version number). ConcurrentlynotifiesA
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that A:a is now a member ofi;. This means that a domajnhas been created &f
and version (view) number 1 @f has just a single membéx.a. Similarly, C creates a
new domaire with initial versione, that includes a single membkr and notifiesL.
Later, another laptop in the libraryL also joins topicT. This time, no request is sent
to campusC. The library handles the request internally. A new versiaBw) u, of
domainu is created, with two membeisa andB:3, and bothA and B are notified of
this new view.A andB undergo a special protocol to “transition” from recoveryrdon
(1 to recovery domaim, in a reliable manner, and the protocol running fi@reventu-
ally quiesces. The protocols that run at higher levels aeffected. Domairg; still has
only a single membel:u, and the view change that occurred internally in domais
transparent t&€, and to the protocols that run at this level, and handlednaté in the
library L, between nodeA& andB.

By keeping the information about the hierarchy of domairséritiuted, and by lim-
iting the way in which this information is propagated to oahe level below, we remain
faithful to the principles of isolation and local autononayd out earlier. At the same
time, this enables significant scalability and performaneeefits. Because parent do-
mains are oblivious to the membership of their sub-domaind, reconfiguration can
often be handled internally, as in the example above, chodrfalures in lower layers
of the hierarchy do not translate to churn and failures irhéidayers. A failure of a
node, or a mobile user with a laptop joining or leaving thetesys does not need to
cause the Internet-wide structure of recovery domaingntiatly spanning across tens
of thousands of nodes, to fluctuate and reconfigure.

As stated earlier, a single recovery domain may performvegafor multiple topics
(sessions), simultaneously. Additionally, recall tha ttomain hierarchy, with multiple
topics, may not be a tree. We now present an example of how agdhis could be

the case. Suppose that nodes in a certain stage clustered based on their interest.
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Figure 3.25: A hierarchy of recovery domains in a system ¢hadters nodes based on
interest and maintains recovery scopes correspondingtoaahe clusters.

NodesA andB would be in the same cluster A and B subscribed to the same topics.
Clusters are thus defined by sets of topic names, e.g., cRgtevould include nodes
that have subscribed to topisandY, and that have not subscribed to any other topics
besides these two. The set of nodes subscribed to each topld thus include nodes
in a certain set of clusters. We might even think of as topiwsltiding” clusters, and the
clusters including the individual nodes (Figure 3.25). éwatngly, a scope manager in
L might create a separate recovery domain for each clusttthen a separate recovery
domain for each topic. If nod& subscribes to topiX, and node® andC subscribe to
topic, thenL could create a recovery domdgy for clusterRy and a recovery domain
Rxy for clusterRyy. DomainRy would have a single membédta, while Ryy would
have two members3:3 andC:¢. ScopelL would also create a local domainX for
topic X andL:Y for topic Y. DomainL:X would have memberk:Ryx andL:Ryy while
domainL:Y would have a single memberRyy. DomainsL: X andL:Y defined at scope
L could themselves be members of some higher-level domagfined at a higher-level
scopeC, and so on. Now, the protocol running in dom&igy, at scope., for example,
would perform recovery simultaneously for topi@ndY. As said earlier, the protocol
running inRxy would also be used to calculate aggregate information atmutinRyy,

to be used in the higher-level protocols. In our example,rtf@mation collected by
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the protocol running ih.:Rxy would be used by two such protocols, a protocol running
in domainL:X and a protocol running if:Y.

While the structure just described may seem complex, thigyetoi perform recovery
in multiple topics simultaneously is important in systefke Virtual worlds, where the
number of topics (virtual rooms) may be very large.

To complete the discussion of recovery hierarchy, we now torsessions. As ex-
plained earlier, in our architecture recovery is alwaydqrened in the context of indi-
vidual sessions, not topics, because whenever a sessingas)ao can the reliability
properties of the topic. The creation of the domain hiergroltlined above, is mostly
independent of the creation of sessions. The only case wWiese ttwo processes are
synchronized arises when the last member, across the bnigraet, leaves the topic, or
when the first member rejoins the topic after a period when ambers existed, for in
such cases, itis impossible to handle the event via a locahfeguration between mem-
bers (such as transferring state from some existing merolibetnewly joining one, or
“flushing” changes from the departing member to some of tiwtiag members). Such
an event will force an existing session to be flushed or a negi@e to be created.

In any case, sessions for a tofii@re created by the scope that serves as the root for
T. The root maintains topic metadata and the information bessions in persistent
storage. It assigns new session number whenever a newrséssieated, and then
installsthe new session arftlisheghe existing session in the top-level recovery domain
that it created to perform recovery in topic More on how the installing and flushing
of a session are realized will be explained in Section 3.2NI#v, concurrently with in-
stalling of a new session and flushing of the old session itoftréevel recovery domain,
the scope manager passes the session change event fartherstib-domains that are
members of this global recovery domain, by communicatintiy wie scope managers

that created those sub-domains. This notification travelndhe hierarchy of recovery
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domains in a cascading manner, until the session changésevendisseminated across

the entire structure.

3.2.11 Recovery Agents

The reader will have noticed by now that the structure ofvecpdomains we have just
described “exists” only virtually, inside the scope marragelhese recovery domains
are “implemented” by physical protocols running directBtween physical nodes, the
publishers and subscribers, in a manner similar to how wéeimented channels be-
tween scopes, bgielegatingthe tasks that the recovery domains are responsible for to
physical nodes. Just as channels between scopes are “iengied by physical connec-
tions between nodes that can be constrained with filter stemid that are “installed” in
the physical nodes by their super-scopes, in the religliitiimework recovery domains
are “implemented” byagents Similarly to filters, these agents are also small, “down-
loadable” components, which are installed on physical adyetheir super-scopes. Be-
fore going into details of how precisely this is done, howewee first explain how
existing recovery protocols can be modeled in a hierarthieaner that is compatible

with our architecture.

3.2.12 Modeling Recovery Protocols

Thereliability frameworkis based on an abstract model of a scalable distributedqubto
dealing with loss recovery and other reliability propestig this model, a protocol such
as SRM, RMTP, virtual synchrony, or atomic commit, is defiireterms of a group of
cooperatingoeersthat exchange control messages and can forward lost paokeash
other, and that may perhaps interact with a distinguishelé pguch as a sender or some

node higher in a hierarchy, which we will refer to asantroller(Figure 3.26). The con-
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Figure 3.26: A group of peers in a reliable protocol.

troller does not have to be a separate node; this functiold dmuserved by one of the
peers. The distinction between the peers and the contrabgrbe purely functional.
The point is that the group of peers, as a whole, may be askeertorm a certain ac-
tion, or calculate a value, for some higher-level entitgtsas a sender, a higher-level
protocol, or a layer in a hierarchical structure. Examplesuzh actions include re-
transmitting or requesting a retransmission for all peeysorting which messages were
successfully delivered to all peers, which messages hae iéssed by all peers, etc.
Irrespectively of how exactly the interaction with the aatier is realized, it is present
in this form or another in almost every protocol run by a saeakivers. We shall refer
to the possible interactions between the peers and theatientas theupper interface
Notice that some reliability protocols are not traditidpahought of as hierarchical; we
would view them as supporting only a one-level hierarchye Benefit of doing so is
that those protocols can then be treated side by side witlogwts such as SRM and
RMTP, in which hierarchy plays a central role.

Each peer inspects and controlsldgsal state Such state could include, e.g., a list
of messages received, and perhaps copies of those thatchedcdor loss recovery),
the list and the order of messages delivered, etc. Opegati@t a peer may issue to
change the local state could include retrieving or purgirggsages from cache, mark-
ing messages as deliverable, delivering some of the prelyionissed message to the

application, etc. We refer to such operations, used to viegootrol the local state of a
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In protocols dfering strong guarantees, peers are typically given the reeship of
their group, received as a part of the initialization precesid subsequently updated via
membership changevents. Peers send control messages to each other to sitarerst
to request actions, such as forwarding messages. Somet@s SRM, a multicast
channel to the entire peer group exists.

To summarize, in most reliable protocols, a peer could beatendas a component
that runs in a simple environment that provides the follanimerface: anembership
view of its peer groupchannelso all other peers, and sometimes to the entire group,
a bottom interfaceo inspect or control local state, and apper interfaceto interact
with the sender or the higher levels in the hierarchy conngrthe aggregate state of
the peer group (Figure 3.27). In some protocols, certaitsparthis interface might
be unavailable, e.g., in SRM peers might not know other pelns bottom and upper
interfaces also would vary.

This model is flexible enough to capture the key ideas andifeabf a wide class of
protocols, including virtual synchrony. However, becaurseur framework protocols
must be reusable inflierent scopes, they may need to be expressed in a slighigyetit

way, as explained below.
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Figure 3.28: RMTP expressed in our model. A node hosts "ajgtaying diferent
roles.

In RMTP, the sender and the receivers for a topic form a treeathikivthis tree,
every subset of nodes consisting of a parent and its chilésoepresents a separate
local recovery group. The child nodes in every such group sleair local ACKINAK
information to the parent node, which arranges for a loaadvery within the recovery
group. The parent itself is either a child node in anothemsvery group, or itis a sender,
at the root of the tree. Packet losses in this scheme aregesmbon a hop-by-hop basis,
either top-down or bottom-up, one level at a time. This sahdistributes the burden of
processing the individual ACKNAKS, and of retransmissions, which is normally the
responsibility of the sender. This improves scalabilitgd @nevents ACK implosion.

There are two ways to express RMTP in our model. One appraatchview each
recovery group consisting of a parent node and its child s@dea separate group of
peers (Figure 3.28). Since internal nodes in the RMTP treeilsaneously play two
roles, a “parent” node in one recovery group and a “child” enadanother, we could
think of each node as running two “agents”, each represguatidiferent “half” of the
node, and serving as a peer in a separate peer group. In tegepéve it would be
not the nodes, but their “halves” that would represent peBx&ry group of peers, in
this perspective, would include the “bottom agent” of thegp& node, and the “upper
agents” of its child nodes. When a node sends messages lolidsiodes as a result of
receiving a message from its parent, of vice versa, we may tifithose two “agents” as

interacting with each other through a certain interface dm& of them views as upper,
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and the other as bottom. These two types of agents pi&srelnt roles in the protocol,
as explained below.

The bottom agent of each node interacts via its bottom iterfvith the local state
of the node. It also serves as a distinguished peer in thegseap, composed of itself
and the upper agents of the child nodes. A protocol runnirthigipeer group is used
to exchange ACKs between child nodes and the parent nodereartha for message
forwarding between peers, but also to calculate collecd@Ks for the peer group,
i.e. which messages were not recoverable in the group. $hdemmunicated by the
bottom agent, via its upper interface, to the upper agere.ufiper agent of every node
interacts via its bottom interface with the bottom agent.ai\the upper agent considers
as its “local state” is not the local state of the node. Irdtéas the state of the entire
recovery group, including the parent and child nodes, thatoilected for the upper
agent by the bottom agent though the protocol that the badigent runs with the upper
agents in child nodes. Such interactions, between a comptme is logically a part of
a “higher layer” (“upper agent”) with components that resida “lower layer” (“bottom
agent”), both components co-located on the same physidal,)amd connected via their
upper and bottom interfaces, are the key element in ourtaathre.

At the top of this hierarchy is the sender, the root of the.tfEee bottom agent of
the sender node collects for the upper agent the state obfhkevel recovery group,
which subsumes the state of the entire tree, and passehé tgpper agent through its
upper interface. The upper agent of the sender can thus bgtihof as “controlling”
through its bottom interface the entire receiver tree.

The second way to model RMTP, which builds on the conceptastantroduced,
captures the very essence of our approach to combiningqmistdt is similar to the first
model, but instead of the “upper” and “bottom” agents, eamtercan now host multiple

agents, again connected to each other through their “bdtbo “upper” interfaces.
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Figure 3.29: Another way to express RMTP. Each node hostgptailagents” that act
as peers at dtierent levels of the RMTP hierarchy.

Each of these agents works at &elient level. We may think of every node as hosting
a “stack” of interconnected agents (Figure 3.29). In thisdtre, the sender would not
be the root of the hierarchy any more. Rather, it would betd¢ckan the very same way
as any of the receivers. The same structure could featurgphewdenders, and a single
recovery protocol would run for all of them simultaneously.

Focusing for a moment on a concrete example, assume thas meside in three
LANSs, which are part of a single data center (Figure 3.29¢he# these administrative
domains is a scope. Each node hosts, in its “agent stack’g@de‘agent” (bottom level,
green, Figure 3.29). The “local state” of the node agentessed by the node agent
through its bottom interface, is the state of the node, ssdchemessages that the node
received or missed, etc. Now, in each LAN, the node agentd abdes in that LAN
form a peer group and communicate with each other to comparelocal state, or to
arrange for forwarding messages between them. One of tloelgeagents in each LAN
serves as a leader (or “parent”), and the others serve asdsnaies (or “children”).
The leader collects the aggregate AGIAK information about the LAN from the entire
peer group. The node that hosts the leader also runs anigberftevel component
that we shall call a “LAN agent” (middle level, orange, Figu8.29). The LAN agent
accesses, through its bottom interface, the aggregateddxtdne LAN that the “leader”
node agent, co-located with it on the same “leader” nodeutatied. The LAN agent

can therefore be thought of as controlling, through itsdratinterface, the entire LAN,
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just like a node agent was controlling the local node. Nowhel LAN agents in the
data center again form a peer group, compare their stateljvdre aggregate states
of their LANS), arrange for forwarding (between the LANshdacalculate aggregate
ACK/NAK information about the data center. Finally, one of thele® that host the
LAN agents hosts an even higher-level component, a “datéecagent” (top level,
blue, Figure 3.29). The aggregate state of the data cemtézcted by the peer group
of LAN agents, is communicated through the upper interfd¢cbe“leader” LAN agent
to the data center agent; the latter can now be thought asodong, through its bottom
interface, the entire data center. In a larger system, t@ituhy could be deeper, and
the scheme could continue recursively.

Note the symmetry between thdi@érent categories of agents. In essence, for every
entity, be it a single node, a LAN, or a data center, theretexsgactly one agent that
collects, via lower-level agents, the state of the entitsefiresents, and that acts on
behalf of this entity in a protocol that runs in its peer groljme agent that represents
a distributed scope is always hosted together with one cagieats that represent sub-
scopes. By now, the reader should appreciate that thiststeucorresponds to the
hierarchy of recovery domains we introduced in Section1®.2.In our design, every
recovery domain is represented, as a part of some higher-dlmmain, by an agent
that collects the state of the domain, which it represemtd, acts on behalf of it in a
protocol that runs among the agents representing othevegcdomains that have the
same parent (Figure 3.30). In order to be able to do theirtjudse agents are updated
whenever a relevant event occurs. For example, they reeeimembership change
notification, with the list of their peer agents, when a newokery domain is created.
To this end, each agent maintains a bi-directional chanoet the scope that created
the recovery domain represented by this agent, down to te tiat hosts the agent,

along what we call an agent “delegation chain”.
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Figure 3.30: A hierarchy of recovery domains and agentsemphting them.

Note also that as long as the interfaces used by agents to eoitaie with one-
another are standardized, each group of agents could runtiaele different protocol,
because the only way theffirent peer groups are connected with each other is through
the bottom and upper interfaces of their agents. For exgmplemaller peer groups
with small interconnect latency agents could use a tokenpiotocol, whereas in very
large groups over a wide area network, with frequent joirtslaaves and frequent con-
figuration changes agents might use randomized gossipgaiot®his flexibility could
be extremely useful in settings where local administratanstrol policies governing,
for example, use of IP multicast, and hence whefiedknt groups may need to adhere
to different rules. It also allows for local optimizations. Pratiscused in dferent parts
of the network could be adjusted so as to match the local n&ttepology, node ca-
pacities, throughput or latency, the present of firewalbgusity policies, etc. Indeed,
we believe that the best approach to building high-perforceasystems on the Internet
scale is not through a uniform approach that forces the udesfame protocol in every
part of the network, but by the sorts of modularity our aretiiire enables, because it

can leverage the creativity and specific domain expertisevary large class of users,
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who can tune their local protocols to match their very speciéeds.

The flexibility enabled by our architecture also brings a penspective on a node in
a publish-subscribe system. A node subscribing to the sapiestin diferent portions
of the Internet, joining an already established infradtres (existing recovery domains
and agents implementing them running among existing silless) may be forced to
follow a different protocol, potentially not known in advance. Indeédyae exploit
the full power of modern runtime platforms, a node might bleedsto use a protocol
that must first be downloaded and installed, in plug-ang-fdahion. Because in our
architecture, elements “installed” in nodes by the forwagdramework (filters and
channels) and by the recovery framework (agents) are verglej and communicate
with the node via a small, standardized API (recall the alostmodel of a peer on Fig-
ure 3.27), which can also be interpreted as the abstractirabae agent in the recovery
framework), these elements can be viewed as downloadalthease components.

Thus, a filter or a recovery agent can be a piece of code, wiittany popular lan-
guage, such as Java or one of the family of .NET languageisexiposes (to the node
hosting it, or to agents above and below in the agent stackcansumes a standard-
ized interface, e.g., described in WSDL. Such componenttddoe stored in online
repositories, and downloaded as needed, much as a WindowsetRvho tries to open
a file in the new Vista XPS format will be prompted to downloaudl anstall an XPS
driver, or a visitor to a web page that uses some special @éstaontrol will be given
an opportunity to download and install that control. In th&spective, the subscribers
and publishers that join a publish-subscribe infrastmgtuather than being applica-
tions compiled and linked with a specific library that implemts a specific protocol,
and thus very tightly coupled with the specific publish-suliee engine, can now be
thought of as “empty containers” that provide a standare@thbokups to host dier-

ent sorts of agents. Nodes using a publish-subscribe systethus runtime platforms,
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programmable “devices”, elements of a large, flexible, pgognable, dynamically re-
configurable runtime environmentftering the sort of flexibility and expressive power
unseen in prior architectures.

We believe that in light of the huge success of extensiblmpmment-oriented pro-
gramming environments, standards for distributed evgntinst incorporate the analo-
gous forms of flexibility. To do otherwise is to resist comuial off-the-shelf (COTS)
trends, and history teaches that COTS solutions almostyaldaminate in the end. It
is curious to realize that although web services standaste formulated by some of
the same companies that are leaders in this componentided$programming, they
arrived at standards proposals that turn out to be both aigitlimited in this respect.

One part of our architecture, for which API standardizabgtions may not be ob-
vious, includes the upper and bottom interfaces. As theereahy have realized, the
exact form of these interfaces would depend on the protéaslexample, while a sim-
ple protocol implementing the “last copy recall” semant€she sort we used in some
of our examples require agents to be able to exchange a sih@HgNAK informa-
tion, more complex protocols may need to determine if messhgve been persisted to
stable storage, to be able to temporarily suppress theetiglof messages to the appli-
cation, control purging messages from cache, decide onhe&h&k commit a message
(or an operation represented by it) or abort it, etc. ThetéStaf recovery domain and
the set of actions that can be “requested” from a recoveryaitomay vary significantly.
As it turns out, however, defining the upper and bottom iat$ in a standard way is
possible for a wide range of protocols through sgpripertiesdiscussed in Chapter 5.

To conclude this section, we now turn to recovery in manydepi once. Through-
out this section, the discussion focused on a single topi@ single session, but as
mentioned before, the recovery domains created by thdilyeframework, and hence

the sets of agents that are instantiated to “implement’@mesovery domains, may be
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requested to perform recovery in multiple sessions at docegasons of scalability. As
mentioned earlier, after recovery domains are established agents instantiated, the
root scope may issue requests to install or flush a sessisse@along the hierarchy of
domains, in a top-down fashion. These notifications areteop#ine standard agent API.
Agents respond to the notifications by introducing or eliatimg information related to
a particular session in the state they maintain or contralsages they exchange.

For example, agents in a peer group could use a token ringqmicand tokens cir-
culating around that ring could carry a separate recovenyrcefor each session. After
a new session would get installed, the token would startdlude the recovery record
for that session. When a flushing request would arrive forsaiea, the session would
eventually quiesce, and the recovery record related tcséegion would be eliminated
from the tokens, and from the state kept by the agents. Thet exanner in which
introducing a new session and flushing are expressed wopkehdeon how the agent
implements it. The available agent implementation mightsupport parallel recovery
in many sessions at once; in this case, the SM could simpbtei® separate recovery
domain for each topic, or even for each session, so thatatepsgents are used for each.

If an agent performs recovery for many sessions simultasigoits “upper” and
“bottom” interfaces would be essentially arrays of integfs, one for each session. Like-
wise, agent stacks might no longer be vertical. The staaka szenario of Figure 3.25
are shown on (Figure 3.31). Here, agents on nBderm a tree. Two parts of the
upper interface of one agent that correspond to twWieint sessions that the agent is
performing recovery for, are connected with two bottomiifatees of two independent
higher-level agents. At this point, the structure depiatdtis example may seem some-
what confusing; in Section 3.2.13, we come back to this segnand we explain how

such elaborate structures can be automatically consttucte
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Figure 3.31: Agents stacks that are not vertical and that lbeagreated in the scenario
from Figure 3.25. Agents are shown as gray boxes, with thes drtheir upper or
bottom interfaces corresponding to particular sessiorssrasl yellow boxes. On node
B, a bottom-level agent connects each of the two parts of peumterface to one of
two different higher-level agents. The peer groups are circledthiitk dotted red lines.

3.2.13 Implementing Recovery Domains with Agents

In Section 3.2.10 we have explained how a hierarchy of regademains is built, such
that for each session, there is a tree of domains perforneicayery for that session. In
Section 3.2.11 we indicated that the recovery domains anpl&mented” with agents,
and in Section 3.2.12 we explained how recovery protocalsbeaexpressed in a hi-
erarchical manner, by a hierarchy of agents that represenvery domains. We now
explain how agents are created.

A distributed recovery domaib in our framework (i.e. a domain fierent than a
node, not a leaf in the domain hierarchy) will correspond tzear group. Whe is
created at some scopé the latter selects a protocol to runly and then every sub-
domainY,:D of D is requested to create an agent that acts as a "fad@ within peer
groupX:D”. We will refer to an agent defined in this manner &&:Dy in X:D”. Note

how the membership algorithm provides membership view atevel “above”, i.e. the
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Figure 3.32: A node as a “container” for agents.

scope that owns a particular domain would learn about dosnaiall the sibling scopes.
This is precisely what is required for each p&gmDy in a peer groupK:D to learn the
membership of its group. Hence, the scojygshat own the dierent domain®, will
learn of the existence of domaXiD, each of them will realize that they need to create
an agent Y,:Dy in X:D”, and each of them will receive fronX all the membership
change events it needs to keep its agent with an up to datd Itstpeers.

For example, on Figure 3.25, domalBg andC:¢ are shown as membersiofRyy,
so according to our rules, agent®:8 in L:Rxy” and “C:¢ in L:Rxy” should be created
to implementL:Ryy. Indeed, the reader will find those agents on Figure 3.31hén t
protocol stacks on noddsandC.

When the manager of a scojgaliscovers that an agent should be created for one of
its recovery domain®y that is a member of somé:D, two things may happen. X
manages a single node, the agent is created locally. Otheridelegates the task to
one of its sub-scopes. As a result, the agents that serveess qtethe various levels of
the hierarchy are eventually delegated to individual npthesr definitions downloaded
from an online repository if needed, placed on the agenkstad connected to other
agents or to the applications. We thus arrive at a strucuustlike on Figure 3.29,
Figure 3.30, Figure 3.32, (Figure 3.32). and Figure 3.3%relevery node has a stack
of agents, linked to one another, with each of them operatimgditerent level.

While agents are delegated, the records of it are kept bycibyes that recursively
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delegated the agent, thus forminglalegation chain This chain serves as a means
of communication between the agent and the scope that aligirequested it to be
created. The scope and the agent can thus send messagestmthre. This is the way
membership changes or requests to install or flush sessaorsecdelivered to agents.
When the node hosting a delegated agent crashes, the nodecto tvat agent is
delegated changes. That is, some other node is assignealer running this agent,
and will instantiate a new version of it to take over the faibgents responsibilities.
Here, we again rely on the delegation chain. When the maradgbe super-scope of
the crashed node (e.g., a LAN scope manager) detects the itrean determine that an
agent was delegated to the crashed node, and it can reqeegght to be re-delegated
elsewhere. Since our framework would transparently réerel@annels between agents,
it would look to other peers agents as if the agent lost ithedstate (not permanently,
for it can still query its bottom interface and talk to its p&e On the one part, this frees
the agent developer from worrying about fault-tolerance tli@ other part, this requires
that agent protocols be defined in a way that allows peersaghcand “resume” with
some of their state “erased”. Based on our experience, foda @lass of protocols this

is not hard to achieve.

3.2.14 Reconfiguration

Many large systems struggle with costs triggered when ngmasand leave. As a
configuration scales up, the frequency of join and leave tevielcreases, resulting in
a phenomenon researchers refer to as “churn”. A goal in alntacture was to sup-
port protocols that handle such events completely closénrevthey occur, but without
precluding global reactions to a failure or join if the semnasof the protocol demand
it. Accordingly, the architecture is designed so that managnt decisions and the re-

sponsibility for handling events can be isolated in the scapere they occurred. For
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example, in Section 3.2.10 we saw a case in which memberkhimges resulting from
failures or nodes joining or leaving were isolated in thisnmer. The broad principle
is to enable solutions where the global infrastructure ig &b ignore these kinds of
events, leaving the local infrastructure to handle thenthevut precluding protocols in
which certain events do trigger a global reconfiguration.

An example will illustrate some of the trad&® that arise. Consider a group of
agents implementing some recovery domRithat has determined that a certain mes-
sagem is locally cached, and reported it as such to a higher-lexabpol. But now
suppose that a node crashed and that it happens to have bdenli) one on whicim
was cached. To some extent, we can hide the consequencesarasiih:D can recon-
figure its peer group to drop the dead node and reconstruatiagsd data structures.
Yet mis no longer cached iD and this may have consequences outsidB:o$o long
asD cachedm, higher level scopes could assume tmawould eventually be delivered
reliably in D; clearly, this is no longer the case.

This is not the setting for an extended discussion of the whagisprotocols handle
failures. Instead, we limit ourselves to the observatidreaaly made: a typical protocol
will want to conceal some aspects of failure handling andméguration, by handling
them locally. Other aspects (here, the fact thas no longer available in scofdg) may
have global consequences and hence some failure eventrieedsible in some ways
outside the scope. Our architecturféeos the developer precisely this flexibility: events
that he wishes to hide are hidden, and aspects of eventsdhaishes to propagate to
higher-level scopes can do so.

Joining presents a filerent set of challenges. In some protocols, there is litile n
tion of state and a node can join without much fuss. But thesen@any protocols in
which a joining node must be brought up to date and the agsdcgynchronization

is a traditional source of complexity. In our own experigngetocols implementing
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reconfiguration (especially joins) can be greatly fadiéithif members of the recovery
domains can be assigned certain “roles”. In particular,aumd it useful to distinguish
between “regular” members, which are already “up to datel’ @ part of an ongoing
run of a protocol, and “light” members, which have just beddea, but are still being
brought up to date.

When a new member joins a domain, its status is initiallyHtigunless this is the
first membership view ever created for this domain). The jbthe “light” members,
and their corresponding agents, is to get up-to-date weheht of their peer group. At
some point, presumably when the light members are more ®sigghronized with the
active ones, the “regular” agents may agree to briefly subg®sprotocol and request
some of these “light” peers to be promoted to the “regulaatis.

The ability to mark members as “light” or “regular” is a fairpowerful tool. It
provides agents with the ability to implement certain fomhagreement, or consensus
protocols that would otherwise be hard to support. In paldic this feature turns out to
be suficient to allow our architecture to support virtually synmhous, consensus-like,

or transactional semantics.

3.2.15 Reliability and Consistency

In this last section, we briefly comment on the expressivegraf the architecture we
proposed, and the way we can support strong semantics. Tihessiae here stems from
the fact that notions such as consistency or reliabilityengypically been expressed in
terms of global membership views. Thus, for example, onédcalk about a message
being eventually delivered to all non-faulty nodes withiceaitain view, or delivery be-

ing suppressed until all non-faulty nodes within a view ree@nd acknowledge it; the
notion of being non-faulty is also typically expressed imts of membership, for ex-

ample a node could be considered faulty in a view if it is notemher of one of the
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subsequent membership views. In the architecture we hap®ped, we eliminated the
notion of a global view as fundamentally non-scalable amdating design principles
such as local autonomy, isolation, and encapsulation. Téralership is decentralized,
represented as a hierarchy of membership views maintaipetifierent scope man-
agers. The complete hierarchy is never delivered to thatsli@and it never materializes
in any part of the system. Hence, expressing semanticsnrstef global views is im-
possible in this new model we propose, and defining religbdnd consistency in a
rigorous way becomes significantly moretaiult.

An in-depth discussion of the decentralized membershipahaxld the way strong
semantics can be supported in it is a work in progress, andyisral the scope of this
dissertation. The problem is closely related to, and in aeénis a foundation for our
work on the Properties Framework of Chapter 5. We commentefssue and outline
our future plans in Section 6.2. Here, we limit ourselves tevabrief comments.

The key to understanding the architecture is to realize jtisttas the network of
scope managers forms a hierarchy, so does a protocol rubgiagnetwork of inter-
connected agents, and that agents runningfidrent levels, in a sense, perform partial
computations within the protocol. Although the global memghip of the system never
arises anywhere, the results of such partial computati@msic fact, correspond to well
defined sets of nodes. We explain this by example.

Consider a part of a reliable multicast protocol that is @ned with cleaning up
messages. The protocol needs to determine when a mess#afgléson all nodes that
might need a copy, and makes a global cleanup decision asasabis property holds.
To this purpose, the protocol needs to calculate a predstateng that “messagdeis
stable on all nodes”. In our hierarchical architecturehstamputation would performed
in a hierarchical manner. Thus, for example, a group of aalenected agents at the

lowest level in the hierarchy of a given topic would calcal#tat messagk is stable
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in their peer group. The results of calculations made byrsépeer groups would then
be aggregated by a peer group running at a higher level. Gagcaggregations of this
sort would eventually result in the top-level agent leagrtimatk is stable everywhere.

Now, of course, the membership of the system could changes@would the notion
of “everywhere”. The key realization here is first, that tlegion of “everywhere” can
have a well defined meaning, and secondly, that distributeahbership changes could
be orchestrated in such a way that once a global predicatessu@m messadeis stable
everywhere” is calculated, this predicate remains tru@iteethe membership changes
that might have occurred in the network.

To understand this, suppose that whenever a predicatecisla@d, a hidden “cer-
tificate” is attached to it that documents the way the contpartdgook place. The cer-
tificate would be a tree of membership views correspondirail tihe recovery domains
that took part in the aggregation, including the specifievgietimes or rounds within
those views etc. Ik is a node in the membership tree, then the child nodesvaduld
be membership views of entities that are in the viewAt the lowest level, individual
nodes would produce hidden certificates with their namesraratnation numbers, and
as the value of the predicate is aggregated in a bottom ujpofgshidden certificates
would also be combined into higher-level certificates bygeer groups performing the
aggregation. Eventually, when a predicate such as “medsagstable on all nodes”
surfaces at the root agent, it would be accompanied by a hideiificate representing
a tree of membership views descending from the recovery oloofahe root agent,
down to a well defined set of the individual nodes that the ipegd was calculated over.
Every such certificate would thus determine a global menhiygr€f course, this hid-
den certificate would not be a part of the actual running paltdout rather a virtual
concept one could use to define and prove the protocol’s prepe

Now, just as in traditional systems one defines strong ptigsan terms of values of
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certain predicates in global views, in our architecturewaald define such propertiesin
terms of such hidden certificates, and express the distddaghavior of the membership
infrastructure in terms of view hierarchies reflected inhscertificates.

Thus, for example, one could state that once the protocopotes a certificate such
as “message is stable everywhere” at any point, every subsequent caatipaotmade
by the protocol would be performed using a more up-to-ddtenmation; this property
is called “monotonicity”, and is a fundamental concept ie ®roperties Framework
of Chapter 5. Monotonicity could be expressed in terms dfifczates by stating that
in every new computation, the hidden certificate must be shahwhenever a view
of the same recovery domain is present in both certificatesyiew in the “newer”
certificate is also “newer”, i.e. it has a higher view numlzehigher round, time, or
incarnation number etc. This, in turn, appears to be passibhchieve in a scalable
manner, by carefully defining the mini-protocol run by eaelepgroup, and without the
need for any centralized infrastructure. Although a forpralof is a work in progress,
experiments reported in [238], with tens of thousands ofsahd extremely high churn
rates, suggest that our intuition is correct.

Likewise, one could state that if nodes nodes join the pafdbey can only take
part in a new computation provided that they haviisiently “caught up” with the rest
of the group. This can again be expressed in terms of hiddeificaes, by saying
that if a new value is to be aggregated such that in its hideetificate a new recovery
domain is present, the value of the calculated predicaté naise dfecting the state
of the aggregation. This can be made more formal, but we wgm'into details at
this point. Intuitively, this would ensure, for exampleathf a new node is added to
a group that considered a certain message as stable, theau®mmust also have a
copy of the message, so that the result of the earlier cormiputes respected. Until

this holds, the node could participate in peer-to-peervexye and could request state
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transfers, but it would not take part in voting on whether sages can be cleaned up; in
the terminology of the preceding section, it would serve dgjat” member. This sort
of “guarded join” semantics again appears to be expressilidgms of certificates, and
possible to implement in a scalable manner. Again, alth@dgorous formal proof is
still needed, experiments reported in [238] suggest traagproach is valid.

Combined with monotonicity, guarded join could be used uarthat whenever the
protocol calculates a global predicate “messkge stable everywhere”, the result of
such computation will remain the same under certain verykveesgsumptions (such as
that the entire hierarchical infrastructure does not @akg. This, in turn, allows to talk
about “irreversible” decisions, and appears to bfigent to prove facts such as that
messages are not “lost” by the protocol, i.e. if a messag®hes been transmitted, a
newly joining node will always be able to eventually obtaither a copy of the message,
or a copy of replicated statéfacted by this message (again under weak assumptions).

This form of a guarantee appears to fit well into the live otg@codel of Section 2.
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Chapter 4
Performance

In the preceding chapters, we have proposed a new prograjnmodel and an object-
oriented multicast architecture supporting it. In thisiea, we report on our experi-
ences building QuickSilver Scalable Multicast (QSM), a@iereliable multicast plat-
form based on a subset of the architecture presented in &h&pand on the architec-

tural insights we have gained in the process.

4.1 Introduction

4.1.1 Application Scenario

In our prototype implementation, we focus on enterprise @aiing environments,
which may comprise of 10,000s of commodity PCs. Althoughwsion in general, and
the architecture presented in Chapter 3 in particular,aageted for Internet-scale sce-
narios, itis clear that the path to broad adoption of thegtigra leads through successful
use in corporate settings and on university campus networkentext of applications
such as collaborative editing, video conferencing, ontimerses, virtual classrooms, in-
house television, interactive gaming, or network managenasks such as image and
software deployment. Also, such environments permit mughdr data rates than what
is available in WAN settings, thus raising the bar for a hggrformance platform. Our

target environment has the following characteristics:

1. The system is used as a part of the live objects runtiméjmwa managed envi-
ronment such as .NET or J@V@EE. Consequently, it is essential to interoperate
well with managed applications, and within a runtime enwim@nt that maintains

a degree of control over aspects such as scheduling or tidimgof memory.
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2. Reliability is important, and one does need at least algifiopm of loss recovery,
such as that as long as the data source offecgntly large number of copies is
present, eventually all nodes that do not leave the protecelive a copy of each
transmitted message. We assume that stronger forms dbitig¢jiare used very
rarely: multicast is used primarily to access visual cofytemd properties such as
atomicity in the presence of failures, or other strong foohagreement, are not
needed. Where necessary, such functionality can be impleaat higher levels,
by leveraging functional compositionality of live objectsligher-level protocol

logic can be implemented using the Properties Languagesied in Chapter 5.

3. Most applications can avoid relying on total ordering,dgample by using lock-
ing schemes to obtain exclusive right to modify a portion shared document,
or by assigning ownership of an object to one client at a tesds the case with
most video and audio transmissions, and the sporadic usesopitoperty does
not justify the high cost it would incur if it were an integiaart of the base pro-
tocol. By default, ordering is FIFO, and where necessatgl trdering can be
implemented externally, by leveraging the live objectsfesvork and the Proper-
ties Language. Likewise, synchronized state transfer eaimplemented at the
application level: the logic for “catching up” with the gneunay vary depending

on the application.

4. There are 1000s to 10,000s of client nodes, all residirsgsimgle administrative
domain with system-wide availability of IP multicast. Odagiorm must be able

to leverage IP multicast andfeiently use the hardware resources.

5. Node crashes and sudden losses of connectivity are unocommmost clients leave
the protocol in a controlled manner, by contacting a mentierservice (or it is
possible to arrange for this to be the case, e.g., by hodtmgiulticast engine in

a system service that cannot be “terminated” simply by olp$is window, and
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that explicitly leaves all groups when the system is relmgptr shutting down).
It is feasible to run a centralized service that tracks alinbership requests, such
as joining and leaving multicast groups, has full knowledfjhe network, and a

direct connectivity to all clients.

6. Nodes access a very large number of multicast groups lyimdgreplicated vi-
sual elements, such as shared documents, folders, filesprigtine multime-
dia streams, etc., but most of theffi@a is cumulated within a small number of
high-bandwidth data streams originating at a relativelgmumber of sources,
carrying data such as television channels, or system imagdasger numbers of
recipients. Multicast in very interactive groups, suchtasse underlying collab-
oratively edited documents, is relatively low-bandwidihd from a performance
standpoint, it can be treated simply as background “noisat tonsumes some
portion of network bandwidth and CPU resources. Furtheemtbre patterns of
interest in diferent objects exhibit certain types of structural regtiksj as dis-

cussed in Section 4.1.2.

7. Network loss is very uncommon, at the level of 0.1% or |@s&ket loss is caused
mostly by the overloaded end hosts dropping packets froeiveduters in the
operating system, when the multicast engine is denied CIiPd fonger period.
Consequently, we adopt a reactive approach and optimize ‘ftable” scenario.
Also, when it does occur, loss has a bursty nature: packetslrapped in se-
guences, typically about 100 packets long or in windowsrattat the order of
10ms, and in an uncorrelated manner. Accordingly, our lessvery scheme
should be optimized for parallel recovery from bursty, unelated losses, and
does not need to perform extremely well on networks with camdoss or flaky

connectivity.

8. Clients are relatively busy because they consume a signifamount of resources
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rendering mashups, decompressing multimedia streamsnoing other applica-
tions, etc., and relatively underprovisioned: most of tle@echeap fiice PCs. At

the same time, perturbations on the end hosts are very copandiit is essential
for the protocol to operate well in such environment. Clieatles are used for
other activities or to run computationally intensive tatkat may trigger bursts
of heavy CPU load, cause the multicast platform to be ocoafiippreempted, or

otherwise introduce random, unpredictable processiraydel

4.1.2 Exploiting Overlap

In the preceding section, we stated that although in ouetapgplication environment,
there may be large numbers of multicast groups underlyipticaged objects, a large
portion of the bandwidth would be concentrated in a rel&tigenall number of groups,
and the “interest” in dferent objects would exhibit a degree of “regularity”. These
assumptions, that bandwidth is concentrated and that éxésts a “regularity”, reflect
our approach to scalability in the number of protocol instas) as explained below.
Recall from our discussion in Section 1.4.3 and the scem@micted on Figure 1.4,
that the main reasons preventing the existing reliableioagt systems from scaling in

the number of protocol instances, are related to two factors

1. Existing protocols use far too many IP multicast groupgifesemination, which

leads to state explosion in the networking hardware andergsoftware filtering.

2. Existing protocols create recovery structures fdfedent groups independently.

When the structures overlap, nodes end up interacting aigielInumbers of peers.
Accordingly, in designing our system we adopted the follugukey objectives:
1. We aggregate all multicast ffi@ within a smaller number of IP multicast groups.

2. We construct recovery structures in a manner coordireateass multiple groups.
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Figure 4.1: A fragment of the network partitioned into thregions. Within each region,
nodes run a single local protocol for all groups at the same tb amortize overhead.
Both of the above essentially boil down to amortizing ovehand sharing work across
groups. We want to “aggregate” ffi@ to multiple groups within a single IP multicast
channel, or perform recovery in such a way that recoversiras for diterent groups
would create peering relationships between the same gdaicgles, and so that the same
control packets could carry recovery state pertaining ttipie groups at a time.

Our approach is based on the concept of a “region”, a set adsiithin the system
that closely cooperate on dissemination and loss recoVée.concept is related to the
notion of a “scope” introduced in Chapter 3, but here we gosiap further: all nodes
in the region coordinate on dissemination and recovery oojulst one group, but for
all groups simultaneously, and they run a single local motmstance.

The concept is perhaps best explained by comparing Figiiresdowing nodes in
a segment of the network that have been partitioned int@ ttegions, with Figure 1.4,
where recovery structures for two protocols have been nactst in a completely unco-
ordinated manner. Note that in the structure shown on Fiduireeach node in a region
is a part of only a single local protocol (the black lines). @én think of the regions
as “meta-nodes”, and the individual system-wide multigastocols (the green and red
lines) as running between such meta-nodes, rather thamgibhatween nodes. This is

consistent with the object-oriented perspective propas&hapter 3.
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Figure 4.2: Groups overlap to form regions. Nodes belongdésame region if they are
members of the same multicast groups. Formally, each nddadseto a single region
Re, where for any node, G(X) is a set of groups that nodebelongs to, and for any
set of groupsS, Rs is a set of nodes such thatG(x) = S.

Of course, clustering nodes into regions can only bring lbealefits from a perfor-

mance standpoint provided that the following three esakatinditions are met:

1. Nodes in the region have work to shatéeach node in the region is subscribed
to a diferent set of groups, clustering is counterproductive: adde&e no reason

to interact with each other, and the local protocol represseverhead.

2. Regions span at least a few nodasthe extreme case, when each node constitutes

a single region, our scheme brings no benefit: no useful waakiisg takes place.

3. Nodes in a region belong to more than one grolfpmodes in a region all belong

to a single group, no work is shared across multiple progcol

We can satisfy the first condition by defining a region as afsebdes with the same
membership. Formally, if for a node the set5(x) is the set of all multicast groups that
nodex is a member of, then for any set of groups‘region Rs” is the set of all nodes
x such thatG(x) = S. We partition the set of all nodes in the system into subRegts
corresponding to dlierent sets of groups (Figure 4.2). In this scheme, each rigla
part of exactly one regiorgy. Later in this section, we will relax this assumption.

The fact that all nodes within a region defined this way are bexsof the same

groups makes work sharing trivial: each of these nodes ¢xpececeive exactly the
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same messages, hence the recovery protocol can just compasages between pairs
of nodes, irrespective of what groups those messages vesantitted in, and whenever
one node is found to have a message that another node is gpiasiange for the two
nodes to forward the message to one another. Since all neckise the same messages,
it does not matter how nodes are organized: they can formemtokg or a tree, and in
any case, any pair of neighboring nodes can engage in a uststdction.

Although the number of all possible regions is exponentiéhwespect to the num-
ber of groups, the number of nonempty regions is boundeddgdimber of nodes, and
if certain conditions discussed further in this sectionraet, this number can be even
smaller. In particular, it will be much smaller than the nuenbf groups. This fact will
have important implications: because IP multicast adexessour protocol will be as-
sociated with regions rather than with groups, we can avadtate explosion problem
mentioned earlier that plagues systems based on IP multicas

Now, focusing back on our “three essential conditions” reggplifor clustering to
be dficient, we define the system to bbegular if the remaining two conditions are
met. In this dissertation, we will not need a formal notiorregularity. We’ll think of
“regularity” as a mental shortcut for a class of functioratthave the following general

properties:

1. A system is more regular if regions are larger.

2. Asystemis more regular if regioRs representing overlap of larger sets of groups

S are more common.

One example of a possible formal definition of a “regularity&tric o satisfying these
general properties is the inverse of the number of nonenggiipns, formally defined
below. Here, the system is represented as a set of regan®(G) — P(N), where

for any X, P(X) is a power set oiX, N is the set of nodes; is the set of groups,

andVsscc, sz R(S) N R(S’) = 0. In this metric, regularity is the highegi(R) = 1,
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Figure 4.3: Inclusion relation between multicast groups mashup. When a live object
X is embedded within a container objettnodes that acce¥salso usually access.

if all groups overlap perfectly on the same set of memberd,thare exists a single

systemwide region, whereas if every node forms a regionaoviin, the regularity is

p(R) = ﬁ a value close to 0.

1

R =
PR = G er >0l

(4.1)

In the following section, we will describe in detail a protbthat can take advantage
of regularity, whereas in the remainder of this section, wWeargue that regular systems
are not uncommon, and that to a degree, regularity can begadaor. We will focus
here in particular on one class of regularity that ariseswdr@ups of nodes running
different protocols are included in one another.

First, consider the scenario depicted on Figure 4.3, atalieming a “mashup” of
the sort common in the live objects platform. Note that whernsaal objectX, such
as a text note or is a video stream, is embedded within a cntdj e.g., a desktop or
a shared document, every node that opens the contdiatyo automatically accesses
X. Thus, a group of nodes running the protocol underlyhig a subset of the group
of nodes running the protocol underlyiXg Composition of this sort is extremely com-

mon in our platform, hence such inclusion relations betwdiffierent groups are also
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Figure 4.4: In data centers, where replicated componeatstared, multicast groups
often overlap to form regular hierarchies. The hierarchonghin this picture igerfect
i.e. every pair of groups is either ordered by inclusion sjalnt. In practice, hierarchies
are usually not perfect, but one can usually partition thesall groups in the system
into a small number of subsets such that groups in each siadosea perfect hierarchy.
common, leading to hierarchies of groups partially orddrgdhclusion. Furthermore,
since elements related to the same topic will often be dalteon the same mashups,
and elements containing unrelated content will rarely laegd together, many groups
will have the same or almost the same sets of members.

This type of regularity is also common in data centers, wiag@ications consist-
ing of multiple components are replicated and then deplayilgin a cluster. If each
component needs a group to disseminate updates, the greespagpbecause the com-
ponents are replicated on the same nodes. A hierarchy @riaeger groups are used
for control and monitoring purposes, or if larger composeare built of smaller ones,
much as in the mashup example (Figure 4.4).

It is not hard to see why systems with hierarchical incluselationships are more
“regular” in the sense proposed earlier. Consider a pairofigs{g:, g,}. In general,
a system containing of just those two groups and their nodelsl contain up to three
regions:Ry,;;, Rig.¢), aNdRg,. However, if members of these groups are contained in
one another, one of the regioRg,;, R, is empty, and if they are disjoinBg, ¢, IS
empty. In any case, the number of regions is smaller, henesenage region is bigger.

Following this line of reasoning, if in a set &fgroupsg;, . . ., gk, No inclusion relation
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is present, the groups could partition the system into ug‘te 2 nonempty regions.
One the other hand, if groups are hierarchically orderednoiusion, the number of
such regions is much smaller. In particular, iperfecthierarchy of the sort depicted
on Figure 4.4, where every pair of groups is either ordereshbtlysion or disjoint, the
number of nonempty regions is bounded lky-21 (compared to'2- 1 in regular case).
Although perfect hierarchies may not be very common, itgwout that in practice,
one can very often partition the g8tof all groups in the system into a small number of
disjoint subsets of group§., G,, ..., G,, such that when each sub$&tis considered
in isolation, groups in this subset form a perfect hierardnyanother work [300], we

propose a simple greedy algorithm that turns out to workeexély well for this purpose:

1. Start with a set of grougs, and an empty set of perfect hierarchi&s: 0.

2. Foraslong as)S c G, perform the following repetitive task.

(a) Pick the largest groupin G\ |JS.

(b) If there existH € S, such thatH U {g} would be a perfect hierarchy, then

addg to H, otherwise start a new hierarchlyy= {g} and add it tcS.

In addition to the above basic scheme, one can add constsioh as the lower bound
on the size of any of the region in a perfect hierarchy: we dbaua groups to an
existing hierarchy if doing so would cause any of the regiortse resulting hierarchy
to become too small. This helps to ensure that the hieragaleesbuild are not only
perfect, but also that the system consisting of those graifyegular”, in the sense
defined earlier.

Having partitioned the set of all groups irkerfect hierarchies, we can now simply
apply the approach to scalability described ealiémes, for each hierarchy indepen-
dently. Each hierarchy, considered in isolation, would mi@fine its own set of regions,

and each node would now belong to at mostgions, up to one region in each hierarchy.
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Figure 4.5: A decomposition of an irregular system into @etrhierarchies. Each hier-
archy, considered in isolation, defines its own regionshWhierarchies, a single node
can be a member of up toregions, at most one in each hierarchy. Source: Ken Birman.
We could think of the resulting system as runnkigdependent instances of itself, one
instance for each hierarchy managing its own groups, ciogl its own regions, and
managing tréic in those regions. If the number of groups is large, and thelb=u of
hierarchies created this way is kept small, this still repres improvement. Simulation
results reported in [300] suggest that in practice, thisweity often be the case.

An example of this is shown on Figure 4.5. Here nodes, bet@B8rand 2000, each
join 10% of some set of groups, between 1000 and 10000, uig popularity distri-
bution with parameter witla = 1.5. According to many recent studies, the assumption
of Zipf popularity is realistic [119, 193, 263]; even if oneews financial trading and
RSS feeds as extreme cases, itis likely that live documemtigdrexhibit similar behav-
ior. After running the above algorithm, the average nodergs to between 4 and 14
regions. Additionally, if tréfic in the individual groups is also Zipf-distributed, indepe
dently of the group popularity, then from the perspectivamyf particular node, 95% of
the trdfic it sees is concentrated in just a few of the regions, tylyidaR (Figure 4.6).

Of course, diferent nodes will see flerent “most-loaded” regions, but the implica-
tion is that if we have a multicast system that works well feiragle regular system, and
the network itself is not a bottleneck, as we have assumdigreave can just run the

platform multiple times, once for each regular hierarchy siystem was decomposed
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Figure 4.6: In an irregular system that is been decompogsegerfect hierarchies, most
traffic seen by a node is concentrated in just 2 of the regions tawhibzlongs. Here,
2000 processes each joined some 10%, of a set of 10,000 gi®opsce: Ken Birman.
into. Resource contention will not be an issue because thidneot be many instances
of the platform running on the same node, and most of thembithearly idle. More-
over, since a typical node will find itself in just one or twahitrafic regions, we can
focus our evaluation and optimization on the behavior ofsygem in a single heavily
loaded, but regular group overlap scenario. If the systees aeell in this case, it will
also do well in systems with irregularly overlapping grouasd our performance and
architectural insights will carry over.

Accordingly, in our performance evaluation, we’ll focus micro-benchmarks in a

highly regular system, in scenarios with perfect overlap.

4.2 Implementation

4.2.1 Protocol

The protocol used in QSM is essentially a subset of the acthite described in Chap-
ter 3, combined with the approach to scalability descrilbe®action 4.1.2. The protocol
is targeting the application scenario discussed in Seaiarl. The semantics of the

protocol is defined as follows.
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e Messages are FIFO-ordered on a per-sender basis, but thegtdotally ordered.

e Each message is committed to a group membership view atntieedti transmis-
sion. The system attempts to deliver the message to all notles view that have
not crashed. As long as the sender does not crash, the mésgageanteed to be
eventually delivered to the view. If the sender crashesptbssage is guaranteed
to be delivered provided that it has been cached on at leaseaipient within the
region that does not crash. No last copy recall guaranteesuarently provided

across regions if the sender crashes.

e Every message is guaranteed to be eventually cleaned upprdtueol does not

block, and if no new messages are sent, it is guaranteed noualy quiescence.

In the remainder of this section, we describe in detail thenimership infrastructure,
and the design of dissemination and reliability layers.

A. Membership. The system is managed by a centralized Global Membership Ser
vice (GMS), an equivalent of a scope manager in Chapter 3edlodntact GMS to join
or leave groups, and GMS monitors their health through lolwwe periodic heartbeat
messages, so that at all times, the GMS has a complete anddgpetoiew of which
nodes are running, and what groups they wish to be membeBaeséd on this informa-
tion, for each groug € G the GMS maintains a sequencegodup viewsi.e. a sequence
of the formV, : N — P(N) that represents the subsequent versions of the set of nodes
in the group. The GMS batches join and leave requests, ahaidaeports, and if it
detects changes, it periodically applies batches of regueghe current membership
views, thus producing new views for those of the groups thateyl or lost members.

The GMS also partitions the system into regions, such astdepicted in Fig-
ure 4.2, and for each regionmaintains a sequenceregion viewsdefined similarly as
in the case of groups views, except that nodes do not joireeeleegion views directly,

but rather they are moved between the views by the GMS auicatigt as they join or

183



region region view

Figure 4.7: A two-level membership service used in QSM, Wwimaintains a sequence
of views for each group and each region in the system, and @imgfrom group views
to region views, the relevant parts of which are deliveretthéointerested parties.

leave groups. The GMS maintains a mapping from group viewsdmn views. Each
group viewV in this mapping is mapped to a listof disjoint region views such that to-
gether they contain the full list of members of the group viesv | J L = V (Figure 4.7).
As nodes join and leave, the entire structure consistingaigand region views, and
the mapping between the two, is periodically updated byyapglchanges in batches,
and relevant parts of it are distributed to the interestezhtd via incremental updates.
Clients use this information to build distributed struetsiin a consistent manner.

This two-level hierarchy of group and region views is anansiation of the hierar-
chical structure described in Section 3.2.10, and in paeicthe reader will recognize
here the structure used in the example on Figure 3.25 in deéibg. In the nomencla-
ture of Chapter 3, each region represents a dynamicallyteiaed scope, and the GMS
acts as a scope manager for the system as a whole as well aslfoindividual region.

B. Dissemination. Dissemination is implemented hierarchically, along tines of
what has been described in Section 3.2.3. For each regm@GMS assigns a per-region
IP multicast address, reserved only for this particulaioeghat is used for dissemina-
tion within the region. Multicast to a group is then perfodi®y multicasting to each of
the regions that the group spans over, using multiple IPioagit transmissions for each

message (Figure 4.8). This decomposition of a single lbgértpiest to multicast into a
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Figure 4.8: One level of indirection for multicast in QSM. flticast to a group, QSM
sends a copy to each of the regions spanned by the multicagt.gr
group into multiple “sub-requests” to multicast into eadhhee regions that the group
spans across is a special case of the scheme describedionS22t4, and depicted on
Figures 3.10, 3.11, and 3.12. The per-region dissemingibdicies are simply to use
IP multicast protocol, and dissemination in each regiomisedindependently of other
regions. The per-group dissemination policy is to creatggachl “channel” to each of
the regions directly. When composed together, these peligeld the scheme we just
described. Naturally, the approach could be extended: Q&NMiaise an ALM protocol
on a per-region basis to remove dependency on IP multicadtit @ould construct an
overlay across regions to support scenarios where a singg gpans across multiple
regions. In this work, however, our ultimate goal was to usténd the key performance
limitations of our prototype, so we limited ourselves to hesoe based on IP multicast.
At first, replacing a single per-group IP multicast, as in tpy#r systems, with a
series of per-region IP multicasts, could be considerefiiaient. However, recall that
the existing systems ffier from the state explosion problem mentioned earlier. @hil
their techniques might in theory sounflieient, in practice they fail to recognize the
resource limitations of the routing infrastructure. In tast, in QSM, the number of
regions, and hence the number of IP multicast addresses caede much smaller
than the number of groups; in simulations reported in [30@, found that in large

deployments, one could achieve an address “compressioa’fagtor of 100 or more.

185



Furthermore, these simulation studies also show that evémegular systems, after
decomposition into perfect hierarchies most high-bantwigtoups would be mapped
to a small number of regions, and the number of IP multicastsimissions could be
at the order of 3-5, which is competitive with the applicatievel multicast techniques
that construct multicast trees over point-to-point TCPraations.

Nevertheless, to support groups that overlap irregulaitly ethers, QSM provides
a form of “backwards compatibility”, &ybrid modeof multicast. In the hybrid mode,
the GMS may optionally allocate an IP multicast address feelacted group, and dis-
seminate messages in this group to a per-group address.veiQulee overall protocol
remains unchanged, and this optimization is applied ontiaédnitial IP multicast dis-
semination. What happens here is that, when a message istabdmutransmitted into
a “hybrid” group, the logical per-group multicast requesstill decomposed into per-
region requests. Per-region protocol stack componemgiiteeess the request indepen-
dently, up to the point when they with to initiate transnassiAt this point, rather than
multicasting the message to per-region IP multicast addseghe per-region headers
are combined, and a message is transmitted, with a comgleté ger-region headers,
using a per-group IP multicast address. Upon the receigteofrtessage, nodes throw
away headers for regions they are not part of, and proceseth&ning message and
per-region header in the exact same manner as in the “régalse. Recovery is also
subsequently performed on a per-region basis, and anysetiasions, if necessary, are
done using the per-region IP multicast addresses. Ovéralallows a limited number
of groups that span across large numbers of regions to bddtambre éiciently, but
it comes with performance penalty: the added complexityltesn a severely degraded
performance. In practice, this mechanism would be evelgtsabsumed by decompos-

ing an irregular system into regular hierarchies, as desdrin Section 4.1.2.
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Figure 4.9: An example hierarchy of recovery domains foraugrin QSM. Each group,
as well as each region and a partition within a region can baght of as a recovery
domain, in the same sense as defined in Section 3.2.9. Rga@gains corresponding
to regions can be members of multiple group domains, andltdezl recovery protocols
work for multiple groups simultaneously, just like it wakigtrated on Figure 3.25.

C. Recovery. Recovery is also hierarchical, and the implementatiorofadl the
general structure described in Sections 3.2.9, 3.2.101B.3.2.12, and 3.2.13. In the
nomenclature of Section 3.2.9, each group can be thoughs af r@covery domain.
The regions that a group spans over can also be thought otagery domains, and
are modeled as members of the group’s domain, much in the twegsiillustrated on
Figure 3.25. Note that, just like on Figure 3.25, a regiorg escovery domain, can be a
“member” of multiple groups: the recovery protocol runninghe region thus “works”
for multiple groups simultaneously. For scalability, r@gs are further subdivided into
partitions of a constant size(typically we setk = 5), which can also be thought of as

recovery domains on their own. In the end, recovery domaina fjiven group form a

three-level hierarchy of the sort depicted on Figure 4.9.
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Figure 4.10: Recovery domains are implemented by agentsdhas“leader” nodes, as
explained in Section 3.2.12 and Section 3.2.13. Partitrmhragion agents are hosted
by partition and region leaders, respectively. Agents miti@n and region peer groups
aggregate state using a token ring protocol. Agents reptiegeregions do not interact
with one another, but instead interact with an agent hogtdeeasender. In the resulting
hierarchy, the bottom two levels of agents form a two-levetdrchy of token rings,
whereas agents at the highest level form a star topologedaaitthe sender.

Recovery domains, just as it has been explained in Secta2Band illustrated
on Figure 3.29 and Figure 3.30, are “implemented” by aggigses of code deployed
on the nodes involved in the procotol that collect inforrmatabout the domain they
“represent”, and interact with other agents in their peeugras well as with agents one
level up and down the hierarchy. Agents representing parsitare hosted bgartition
leaders distinguished nodes within the partition. Agents repnéisg regions are hosted
by region leadersdistinguished nodes within the set of partition leadergharegion.
The agent representing the entire group is run by the sekagiré 4.10).

Partition leaders and nodes within a partition form tokems, which implement
local recovery protocols within the partitions and regiaespectively, thus resulting in
a two-level token rin hierarchy depicted on Figure 4.10. iBedeaders do not interact
with one another; instead, they interact with an agent llostehe sender (Figure 4.11).
As an optimization, partition leaders can also interachwie agent hosted on the sender

to a limited extent: they can send NAKs directly to it (Figdré&1). This slightly extends

the model proposed in Chapter 3, in the sense that agentsteaadt not only with their
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Figure 4.11: Token rings in partitions enable recovery frogarest neighbors; regional
rings enable recovery across partitions.
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Figure 4.12: Responsibility for caching is subdivided agah partitions in the region.

parents, but also with their “grandparents” in the hiergréiNe found this optimization
to be useful in reducing the latency of state aggregationichyhas we shall discuss
further in this chapter, turns out to be the key factdeeting scalability in our system.
Another optimization of this sort that slightly deviatesrit the model is to limit
caching packets for recovery purposes to only a singletartivithin the region (Fig-
ure 4.12), similar to a scheme used in [43]. We have introdtitis optimization follow-
ing our findings regarding memory overheads, discussedatd®e4.3.2, and as shown
on Figure 4.30, doing this turned out to have a dramdfaceéon performance. The way
this cooperating caching scheme extends the architect@eapter 3 is, by distributing
aggregate information about partitions collected by partileaders across all nodes in

the region, and allowing nodes to forward missing packatsctly to and from other
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partitions, by what we refer to as “inter-partition” pyghll (Figure 4.11). When a long
burst of messages is lost by a single node, every partitiomvidved in recovery, and
since specific nodes to recover from are picked at random grtimse in a partition,
as a result, often the entire region is helping to repair ¢iss kat a single node. The
efficiency of this technique is especially high in very largeioag. Indeed, somewhat
contrary to intuition, we found that 50-node regions canieah higher performance
than 5-node regions because in such a large region, cachéngead is spread across a
larger number of nodes, and response to a sporadic burstgdmsbe much more rapid,
and far less disruptive: no single node in the region is huedeoy a request to forward
a large number of missing packets. This makes isolateddonseh less “contagious”.
Having explained the high-level dynamics, we now turn taadet We have stated
earlier that our goal is to amortize recovery in each regmoss all groups overlapping
on it. This is done thorugh a combination of two featuresekidg messages on a per-
region basis, and “suspending” protocols that are notaciihe former feature ensures
that the overhead of the recovery protocol does not depertieonumber of groups,
but only on the number of fferent senders. The latter feature extends this further, and
ensures that the overhead of recovery in a region is prapattionly to the number of
senders that are actively multicasting. This way, everoififands of groups overlap on a
region, and thousands of nodes occasionally send streamessfages, but at any given
time, only a few of those nodes are transmitting simultasgouecovery overhead is
only a few times larger than it would have been for a singlelseand a single group.
Indexing on a per-region basis is done by nodes that arelpcttansmitting data.
Recall from Figure 4.8 that when a message is transmitte@r-gnoup multicast re-
qguest is split into multiple per-region requests processeédpendently. The per-region
elements of the protocol stack on each node maintain sequembers, and order out-

going packets across groups. During the recovery phaseylaea interacting with each
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other, nodes in each region use only those sender-assignedgion message sequence
numbers, and ignore per-group sequence numbers entinglyvwden a given message
is about to be delivered to the application, the per-grogpisece numbers are extracted
from messages and passed along with the received data. dgeakhunetwork commu-
nication and data structures use only per-region sequammoders, recovery overhead
within a regionRs is independent of the numbg&| of groups overlapping on it.

This overhead depends on the number of senders, and it i$es@u mostly by the
size of the circulating token, whereas the number of netvpagkets circulating in a
region is constant: the system is configured to circulatenslat a fixed rate, by having
the region leader release a new token eviggyseconds. Each token carries multiple
recovery recordsone recovery record for each multicasting sender. Adaklig, the
protocol does not include in the token recovery recordsdadsrs that are not currently
multicasting. If during a token round, no recovery activiigs been performed for a
given sender, all packets from the sender have been ackigedeand cleaned up, and
no new packets have been received, the recovery record iethhy the region leader
as quiescent. During the following token round, all nodes see that the record is
marked as quiescent, and reflect this in their local datatstres. If during this sec-
ond round, still no new messages have been received fronetites the record is no
longer included in the token in the subsequence phases.efdame time, when any
of the nodes receives a message, and finds that the recogery teas been previously
marked as quiescent, it spontaneously reinserts the ngcoaeord during the next to-
ken round. Thanks to the above scheme, token size is propaltonly to the number
of actively multicasting senders. Depending on this numagmvell as factors such as
the intensity of tréic or the level of network loss, the token usually occupiesvben
a few hundred bytes and a few kilobytes in size. This overlieagtremely low; in the

experiments reported here, we typically se= 1. This means that each node in the re-
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gion receives, updates, and forwards a token containing ddedreds of bytes of data
about once per second. Cumulative ACK and NAK reports tratbsdito the sender
are generated by the region leaders at the same rate, aneearsrealler, for they only
contain an ACK. Our protocol thus operates with an extrertlyamount of feedback,
and is very nondisruptive to the sender. Reducing the feddivas a deliberate design
decision, aimed at improving performance. To a degree didxission was a successful
one, although as we’ll demonstrate in Section 4.3, it alsoriegative consequences:
reducing the intensity of feedback resulted in a highenieyehat impacts performance

indirectly, by slowing down cleanup and elevating memaeated overheads.

4.2.2 Protocol Stack

As mentioned previously, the ultimate purpose of QSM isetws as one of the building
blocks that provide communication facilities within owdiobjects platform. The power
of the model presented in Chapter 2 comes largely from itadhyatyping and reflection
mechanisms. These are only practically feasible withinagad runtime environments,
such as Java or .NET. Thus, we needed a high-performancécastlsubstrate that
forms an integral part of a managed runtime. Consequenéiyiave implemented QSM
as a .NET library; almost entirely in C#, except only a smalitipn of about 2.5% of
code handling event scheduling and asynchron@suking completion ports, which
was implemented in managed-€.

In the course of our implementation, we have found promifestures of managed
environments, such as garbage collection and multithngath have surprisingly strong
performance implications. We report on our experienceseapthin the significance of
our design choices in Section 4.3. Here, we just outline tbleit@cture we settled upon.

QSM is single-threaded and purely event-driven. A deddcatee threadcommu-

nicates with its environment using three event queues (EigLL3); these include:
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Figure 4.13: QSMore threadcontrols three event queues: @D queueimplemented
as a Windows completion port, that stores syst@ndvents, such as reports of com-
pleted or failed transmissions, atarm queueimplemented as a splay tree, that stores
timer events used internally by elements of our protocalstand a nonblockingequest
gueue implemented with CAS-style operations, to interact wipplécation threads.
1. /O queueimplemented using a Window& completion port, that collects asyn-
chronous /O completion notifications from the operating system fomaitwork
sockets and files used by QSM, including notifications of ikesckUDP packets,

and notifications of completed or failed send operations.

2. Alarm queugbased on a splay tree, used internally to store timer egehtduled

by elements of the QSM protocol stack.

3. Request queyanplemented with nonblocking CAS-style operations, usgthe
core thread to communicate with application threads witlhonning the risk of
being blocked on a synchronization object, which could sdyalegrade perfor-
mance. In a system where a single thread is used to handlmadd &f events, it

is essential that all event handlers terminate quickly.

The core thread polls its three queues in a round-robin daskdnd processes events
of the same type in batches (Figure 4.14), up to the limitrdeteed by its quantum:

50 ms for events from th¢® queue, 5 ms for events from the alarm queue; and no limit
for events from the request queue. Additionally, if an inaogrpacket is found on any

socket, the socket is drained of glDIto reduce the risk of packet loss. Also, for @Dl
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Figure 4.14: QSM uses time-sharing, with fixed quanta pentetyge. JO events are
handled in 2 stages, much like interrupts in an operatintgaysfirst, events are read
from the operating system structures into QSM'’s internirfiy queues, and then, in a
subsequent phase, all events in these queues are proaesisegbriority order.
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Figure 4.15: QSM assigns priorities to types /@ levents: control packets or inbound
network JO are handled more urgently.
events, QSM prioritizes their processing in a manner resngmnt of interrupt handling:
first, all events are read from the completion port, to mowrtHrom the operating
system structures into a set of 6 internal priority queudsenl events in those queues

are processed in the order of decreasing priorities (FigLir®). Priorities are assigned

based on the following criteria:

1. Network JO is prioritized over disk/O

2. Inbound JO is prioritized over outbound® to reduce packet loss and avoid con-

tention.

3. Control and recovery packets are prioritized over regulalticast, to reduce de-

lays in reacting to packet loss.
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Figure 4.16: In our pull architecture, data to send is predua a lazy fashion. Rather
than creating a message and pushin it down the protocol,stackimply register the
intent to send a message, and delay its creation for as lopgszible. Only when the
downstream protocol stack element is ready to accept a nesgage is the message
created, using the most up to date information possible.h@Attime of transmission,
it also often turns out that sending the message is no lorggted; thus, delaying the
transmission often helps to prevent wasting resources.

The pros and cons of using threads in event-oriented sysiesnsotly debated. In
our case, multithreading was not only a source of overheadtdwcontext switches,
but more importantly, a cause of instabilities, oscillgtbehaviors, and priority inver-
sions due to the random processing order. Eliminating tte@ad introducing custom
scheduling let us take control of this order, and greatlyrup the stability of the sys-
tem. In Section 4.3 we demonstrate that the latency of cbmadic, which is dfected
by the event processing order, is key to minimizing memomrbgads, and as a result,
it has a serious impact on the overall system performance.

Control latencies were also the key motivation behind agrodlesign feature: a pull
protocol stack architecture depicted on Figure 4.16. QSbdsvbutering data, con-
trol, or recovery messages, and delays their creation th&ilnoment they are about
to be transmitted. Our protocol stack is organized into aoté&tees rooted at individ-
ual sockets (Figure 4.17), and consistinge#dsthat can produce messages, aimks

that can accept them. Feeds register their intent to sefdsiviks, but do not push the

data downstream, and do not create their messages at theftreggstering such intent.
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Figure 4.17: Elements of the protocol stack in QSM form treeted at sockets. Each
socket “pulls” data from the attached tree.

Sinks pull data from registered feeds asynchronously,rdaog to their local rate, con-
currency, windows size, and other control policies. Messdg send are created just in
time for transmission by the feeds that registered the tritetransmit.

Using this scheme yields two advantages. First, bulky da&s ahot linger in mem-
ory and stress a garbage collector. Second, informati@ienigust in time for transmis-
sion is fresher. ACKs and NAKs become stale rather quicklgent after a delay, they
often trigger unnecessary recovery or fail to report thah deas received. Likewise,
recovery packets created upon the receipt of a NAK and siarbdffers are often re-
dundant after a short period: meanwhile, the data may bereeed via other channels.

Postponing their creation prevents QSM from doing useles&.w

4.3 Evaluation

Evaluation of QSM could pursue many directions, but the prinpurpose of building
this prototype was to understand the factdfe@ing performance of such systems, and
their architectural implications. Accordingly, we focdsan experiments in which QSM
is configured to operate at the highest possible data ratdsyih very large numbers

of nodes or very large numbers of groups, and in the preseénaious destabilizing
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factors, such as bursty losses or node freeze-ups. Thersremna evaluate may not
necessarily be realistic, since their purpose is to sthressystem in a certain dimension,
to observe the way it responds and understand the majorsfatgalay, particularly in
the context of interactions between our protocol and a meshagntime environment.
And, we have succeeded in this regard: by controlling facsoich as event scheduling
and memory consumption, our system achieves excelleralstgl. It can saturate our
communication network with very modest CPU loads, it tdiesgperturbations well
and automatically stabilizes itself even after the mosugiBve events, and we see only
minor degradation as a function of the number of nodes (Eigut8) or the number of
groups (Figure 4.46). In what follows, we will explain thagins of these slowdowns,
but before we get into the details, it may be helpful to sumneawsur findings.

The experiments we report reveal a pattern: in each scerthagerformance of
QSM is ultimately limited by overheads associated with mgnmanagement in the
.NET runtime environment. Basically, the more memory in,ubke higher the over-
heads of the memory management subsystem and the more CRUt ttmnsumes,
leaving less time for QSM to run. These are not just garbafieatimn costs: every as-
pect of memory management gets expensive, and the costdigeasly in the amount
of memory in use. When QSM runs flat-out, CPU cycles are a pusccommodity.
Thus, in addition to optimizing our code to minimize its dr€PU consumption, min-
imizing the memory footprint and hence the indirect CPU sagtre the key to high
performance.

These findings are not specific to .NET and its CLR. While madagnvironments
such as the .NET CLR do have overheads, we believe the phemoneare observing
are universal. An application with large amounts offerted data may incur high context
switching and paging delays, and even minor tasks becontéy @ssdata structures

get large. We will see that memory-related overheads carmmmifeed in distributed
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protocols, manifesting as high latency when nodes inter@utce traditional protocol
suites bifer messages aggressively, existing multicast systemaimdgrexhibit such
problems, no matter what language they are coded in or whtbpin hosts them. The
mechanisms QSM uses to reduce memory consumption, sucteas @oritization,

pull protocol stacks, and cooperative caching, shoulcefioee be broadly useful.
The structure of this section is as follows.
¢ In Section 4.3.1, we show that performance degradation seaasio with large

numbers of nodes is indirectly linked to the growing lateéymulticast state

aggregation through memory overhead on the sender.

e In Section 4.3.2, we show that similar phenomena occur atettevers, and that

latency itself can befected by the overheads it causes.

e In Section 4.3.3, we show that in scenarios with perturlpatidghe mechanisms
we identified in Section 4.3.1 and Section 4.3.2 are still chamt factors &ecting

performance.
¢ In Section 4.3.4, we confirm that this is true even if the systenot saturated.

e In Section 4.3.5 we show that not just the system size, bundineber of groups

can lead to these sorts of overheads.

¢ In Section 4.3.6, we construct a simple analytical modehefdystem and extrap-

olate some of our results to large numbers of nodes.

e In Section 4.3.7, we discuss our findings and provide furih&ght into the be-

havior of the system.

¢ In Section 4.3.8, we generalize our experience into a setc@mmendations for

a system designer.

All results reported here come from experiments on a 20@ chdster of Pentium 111

1.3GHz blades with 512MB memory, connected into a multidastain with a switched
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Figure 4.18: Max. sustainable throughput in messagesa function of the number of
receivers with 1 group and 1KB messages.

100Mbps network. Nodes run Windows Server 2003 with the .\FEAmework, v2.0.
Our benchmark is an ordinary application, linked to QSM angame node. Unless oth-
erwise specified, we send 1000-byte arrays, without preatilog them, at the maximum
possible rate, and without batching. Nearly all of the figureclude 95% confidence

intervals, but these intervals are sometimes so smalltilegitrhay not always be visible.

4.3.1 Memory Overheads on the Sender

We begin by showing that memory overhead at the sender isatémthroughput. Fig-
ure 4.18 shows throughput in messages two experiments with either 1 or 2 senders
multicasting to a varying number of receivers, all of whiaddng to a single group.
With a single sender, no rate limit was used: the sender has wark to do than the
receivers and on our clusters, it is not fast enough to sattine network (Figure 4.19).
With two senders, we report the highest combined send ratété system could sustain
without developing backlogs at the senders.

Why does performance decrease with the number of receiMegt®s focus on a
1-sender scenario. Figure 4.19 shows that whereas resa@wemnot CPU-bound, and

loss rates in this experiment (not shown here) are very sthalsender is saturated, and
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Figure 4.19: CPU utilization as a function of multicast ramea group of 100 receivers.
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Figure 4.21: Memory overheads on the sender: allocatiorgartaage collection.

hence is the bottleneck. Running this test again in a praflegals that the percentage

of time spentin QSM code is decreasing, whereas more andtimaés spentin mscor-

wks.dll, the CLR (Figure 4.20). More detailed analysis (Fg4.21). makes it clear that
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Figure 4.23: Memory used on sender and the # of multicasexsqun progress.

the the increasing overhead is a consequence of increpsiogily memory allocation
(GCHeap::Alloc) and garbage collection (heapgarbagecollect). The former grows
by 10% and the latter by 15%, as compared to 5% decrease ofgtpat. The bulk of
the overhead is the allocation of byte arrays to send in thécgtion (“JIT_-NewArrl”,
(Figure 4.22). Roughly 12-14% of time is spent exclusivalycopying memory inter-
nally in the CLR (“memcopy”), even though we use scattehgal/O.

The increase in the memory allocation overhead and theitgatifthe garbage col-
lector are caused by the increasing memory usage. Thisgnnreflects an increase of
the average number of multicasts pending ACK (Figure 4.B8).each, a copy is kept
by the sender for possible loss recovery. Notice that memangumption grows nearly

3 times faster than the number of messages pending ACK. Ifeezé the sender node
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Figure 4.24: Token roundtrip time and an average time to @awsledge a message.

and inspect the contents of the managed heap, we find the nafnddgects in memory
to be more than twice the number of multicasts pending ACKh@&ugh some of these
have already been acknowledged, they have not yet beenggacblected.

Thus, acknowledgement latency accounts for the decreasinder performance.
Now, let us shift our focus to the latency: what causes it? grogving amount of unac-
knowledged data is caused by the increase of the averagetemknowledge a message
(Figure 4.24). This grows because of the increasing tim@&tolate a token around the
region for purposes of state aggregation (“roundtrip tiné@he time to acknowledge
is only slightly higher than the expected 0.5s to wait urité hext token round, plus
the roundtrip time; as we scale up, however, roundtrip timeomes dominant. These
experiments show that the performance-limiting factohestime needed for to aggre-
gate state over regions. Moreover, they shed light on a nrmésinathat links latency to
throughput, via increased memory consumption and thetneguihcrease in allocation
and garbage collection overheads.

A 500ms increase in latency, resulting in just 10MB more mgminflates over-
heads by 10-15%, and degrades throughput by 5%. One wayetoza# the problem
we have identified could be to reduce the latency of statesggdiion, by using a deeper

hierarchy of rings, letting tokens in each of these ringsutate independently. This
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Figure 4.25: Varying token circulation rate.

would create a more complex structure, but aggregationdgtevould grow logarith-
mically rather than linearly. But is reducing state aggtiegalatency the only option?
Of two alternative approaches we evaluated, neither cautdtgute for lowering the
latency of the state aggregation.

Our first approach varies the rate of aggregation by inangetie rate at which to-
kens are released (Figure 4.25). This helps only up to a p&eyond 1.25 tokerts,
more than one aggregation is underway at a time, and suegeds&iens perform re-
dundant work. Worse, processing all these tokens is CPtyc@hanging the default
1 tokers to 5 tokengs decreases the amount of unacknowledged data by 30%, but in-
creases throughput by less than 1%.

Our second approach increased the amount of feedback temiders In our base
implementation, each aggregate ACK contains a single vislagContiguousrepre-
senting the maximum number such that messages with thislblodvar numbers are
stable in the region. To increase the amount of feedback,enmipACK to contain up
to k numeric rangesa(, by), (az, by), . . ., (ax, by). The system can now clean-up message
sequences that hakegaps.

In the experiment shown in Figure 4.26 and Figure 4.27, wedlsenumber of

ranges proportional to the number of nodes. Unfortunatehjle the amount of ac-
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Figure 4.28: Instability with O(n) feedback.

knowledged data is reduced by 30%, it still grows, and thealviaroughput is actually
lower because token processing becomes more costly. Fudhe, the system becomes

unstable (notice the large variances in (Figure 4.28). imeeaur flow control scheme,
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based on limiting the amount of unacknowledged data, brdaws. While thesender
can now cleanup any portion of the message sequesayershave to deliver in FIFO
order. The amount of data they cache is larger, and this esdiheir ability to accept

incoming trdfic.

4.3.2 Memory Overheads on the Receiver

The growth in cached data at the receivers repeats the paftperformance linked to
memory. The pattern is similar to what we saw earlier: sttlesscauses the amount of
the bufered data to grow, on any node, is enough to slow everythimgndo

The reader may doubt that memory overhead on receivers re#héssue, consid-
ering that their CPUs are half-idle (Figure 4.29). Can iasieg memory consumption
affect a half-idle node? To find out, we performed an experimetit vsender multi-
casting to 192 receivers, in which we vary the number of k&rsithat cache a copy of
each message (“replication factor” in Figure 4.29). Insie@ this value results in a lin-
ear increase of memory usage on receivers. If memory ovésheeare not a significant
issue on half-idle CPUs, we would expect performance to nemnachanged. Instead,
we see a dramatic, super-linear increase of the token roprihe, a slow increase of

the number of messages pending ACK on the sender, and a sft@gade in throughput
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(Figure 4.30).

The underlying mechanism is as follows. The increasediacti¥v the garbage col-
lector and allocation overheads slow the system down anckepsing of the incoming
packets and tokens takes more time. Although tifieceis not significant when con-
sidering a single node in isolation, a token must visit alle®in a region to aggregate
the recovery state, and delays are cumulative. Normally@Sconfigured so that
five nodes in each region cache each packet. If half the nadaslB2-node region
cache each packet, token roundtrip time increases 3-ftis. delays state aggregation,
increases pending messages and reduces throughput (Bi§0)e As the replication
factor increases, the sender’s flow control policy kicksangd the system goes into a
form of the oscillating state we encountered in Figure 4128 amount of memory in
use at the sender ceases to be a good predictor of the amomenodry in use at re-

ceivers, violating what turns out to be an implicit requisarhof the flow-control policy.

4.3.3 Overheads in a Perturbed System

Another gquestion to ask is whether our results would Eedint if the system expe-
rienced high loss rates or was otherwise perturbed. To findwe performed two

experiments. In the “sleep” scenario, one of the receivepem/ences a periodic, pro-
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Figure 4.32: Average packet loss observed at the perturbeel. n

grammed perturbation: every 5s, QSM instance on the receigpends all activity for
0.5s. This simulates thefect of an OS overloaded by disruptive applications. In the
“loss” scenario, every 1s the node drops all incoming packetl10ms, thus simulating
1% bursty packet loss. In practice, the resulting loss mtven higher, up to 2-5%,
because recovery fitec interferes with regular multicast, causing further lesse

In both scenarios, CPU utilization at the receivers is in30e60% range and does
not grow with system size, but throughput decreases (F@3®. In the sleep scenario,
the decrease starts at about 80 nodes and proceeds steatigfter. It does not appear
to be correlated to the amount of loss, which oscillateseletvel of 2-3% (Figure 4.32).
In the controlled loss scenario, throughput remains faidgstant, until it falls sharply

beyond 160 nodes. Here again, performance does not apdeadtectly correlated to
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Figure 4.34: Number of messages awaiting ACK in experimerits perturbations.

the observed packet loss. Finally, throughput is uncaedlavith memory use both on
the perturbed receiver (Figure 4.33). or other receiveos ghown). Indeed, at scales
of up to 80 nodes, memory usage actually decreases, a camerof the cooperative
caching policy described in Section 4.2.2. The shape of grpnance curve does,
however, correlate closely with the number of unacknowéedgquests (Figure 4.34).
We conclude that the drop in performance in these scenagimsot be explained
by correlation with CPU activity, memory, or loss rates & taceivers, but that it does
appear correlated to slower cleanup and the resulting menatated overheads at the
sender. Theféect is much stronger than in the undisturbed experimergsptimber of
pending messages starts at a higher level, and grows 6-8 famter. Token roundtrip

time increases 2-fold, and if a failure occurs, it requireg®k&n rounds before repair
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Figure 4.36: Token roundtrip time and the time to recovehaoss” scenario.

occurs, and then another round before cleanup takes plapa€r.35, Figure 4.36).
Combined, these account for the rapid increase in ackngeladnt latency.

It is worth noting that the doubled token roundtrip time, ampared to unperturbed
experiments, cannot be accounted for by the increase in myeowerhead or CPU ac-
tivity on the receivers, as was the case in experiments whierearied the replication
factor. The problem can be traced to a priority inversioncdese of repeated losses,
the system maintains a high volume of forwardingtica The forwarded messages tend
to get ahead of the tokens, both on the sending, and on thirgcpath. As a result,
tokens are processed with higher latency.

Although it would be hard to precisely measure these detagasuring alarm (timer

event) delays sheds light on the magnitude of the probleroalRehat our time-sharing
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Figure 4.38: Histogram of maximum alarm delays in 1s intlsivan the sender.

policy assigns quanta toftierent types of events. High volumes @g®| such as caused
by the increased forwarding tiec, will cause QSM to use a larger fraction of if©l
guantum to procesg@ events, with the consequence that timers will fire late.sThi
effect is magnified each time QSM is preempted by other processdse same node
or by the garbage collector; such delays are typically gindhian the /O quantum, yet
longer than the alarm quantum, thus causing the alarm, bihedO quanta, to expire.
The maximum alarm firing delays taken from samples in 1s vaterare indeed
much larger in the perturbed experiments, both on the seartteon the receiver side
(Figure 4.37 and Figure 4.38). Large delays are also moggiémt (not shown). The

maximum delay measured on receivers in the perturbed ruh304sl40ms, as com-
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pared in 12-14ms in the unperturbed experiments. On theesetihé value grows from
700ms to 1.3s. In all scenarios, the problem could be aliediby making our priority
scheduling more fine-grained, e.g., varying prioritiesdontrol packets, or by assigning

priorities to feeds in the sending stack.

4.3.4 Overheads in a Lightly-Loaded System

So far we have focused on scenarios where the system wadyhieaed, with un-
bounded multicast rates and occasional perturbationsadn ease, we traced degraded
performance or scheduling delays to memory-related oeelheBut how does the sys-
tem behave when lightly loaded? Do similar phenomena ocdle'#t see that load has
a super-linear impact on performance. In a nutshell, thevtfiran memory consump-
tion causes slowdowns that amplify the increased laterasssciated with the growth
in traffic.

To show this we designed experiments that vary the multictst Figure 4.19
showed that the load on receivers grows roughly linearlgxgected given the linearly
increasing load, negligible loss rates and the nearly flatecof memory consump-

tion (Figure 4.39), the latter reflecting our cooperativehtag policy. Load on the
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sender, however, grows super-linearly, because the ligreavth of tratic, combined
with our fixed rate of state aggregation, increases the atrefwmacknowledged data
(Figure 4.40), increasing memory usage. This triggersdrigiverheads: for example,
the time spent in the garbage collector grows from 50% to 6@86ghown here). Com-
bined with a linear growth of CPU usage due to the increasoigme of trdfic, these
overheads cause the super-linear growth of CPU overheadhstro Figure 4.19.

The increasing number of unacknowledged requests andghking overheads rise
sharply at the highest rates because of the increasing toketrip time. The issue
here is that the amount ofQ to be processed increases, much as in some of the earlier
scenarios. This delays tokens as a function of the growitignve of multicast tréic.
We confirm the hypothesis by looking at the end-to-end Iat€¢Rigure 4.41). Generally,
we would expect latency to decrease as the sending rateasegdecause the system
operates more smoothly, avoiding context switching ovaedseand the extra latencies
caused by the small amount offBering in our protocol stack.

With larger packets once the rate exceeds 6000 paskéte latency starts increas-
ing again, due to the longer pipeline at the receive side #met ghenomena just men-
tioned. This is not the case for small packets (also in Figudé); here the load on the

system is much smaller. Finally, the above observationsamsistent with the sharp
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Figure 4.42: Alarm firing delays on sender and receiver agietiion of sending rate.

rise of the average delay for timer events (Figure 4.42).hesrate changes from 7000
to 8000, timer delays at the receiver increase from 1.5msrts, Z&nd on the sender,

from 7ms to 45ms.

4.3.5 Per-Group Memory Consumption

In our next set of experiments, we explored scalability slamber of groups. A single
sender multicasts to a varying number of groups in a roubthirfashion. All receivers

join all groups, and since the groups are perfectly oveddpphe system contains a
single region. QSM'’s regional recovery protocol is oblivsoto the groups, hence the

receivers behave identically no matter how many groups wee @n the other hand,
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Figure 4.44: Memory usage grows with the # of groups. Beyorer&in threshold, the
system becomes increasingly unstable.

the sender maintains a number of per-group data structdies. &fects the sender’s
memory footprint, so we expect the changes to throughputatopol behavior to be
linked to memory usage.

We would not expect the token roundtrip time or the amount e§sages pending
acknowledgement to vary with the number of groups, and ahtiut 3500 groups this is
the case (Figure 4.43). However, in this range memory copsomon the sender grows
(Figure 4.44), and so does the time spent in the CLR (Figu®g)4hurting throughput
(Figure 4.46). (Figure 4.46). Inspection of the manageg lea debugger shows that

the growth in memory used is caused not by messages, but Ipethgroup elements
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Figure 4.46: Throughput decreases with the number of gr@upender, 110 receivers,
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of the protocol stack. Each maintains a queue, dictionasteésgs, small structures for
profiling, etc. With thousands of groups, these add up todénsegabytes.

We can confirm the hypothesis by turning on additional trgaimthe per-group
components. This tracing is very lightweight and has fieat on CPU consumption,
but it increases the memory footprint by adding additiorethdstructures that are up-
dated once per second, which burdens the GC. As expectedgtiput decreases (Fig-
ure 4.46, the “heavyweight” scenario as compared to thertiatirone).

It is worth noting that the memory usage reported here anages. Throughout the
experiment, memory usage oscillates, and the peak valad¢gmcally 50-100% higher.

The nodes on our cluster only have 512MB memory, hence a 10aBage (200MB
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peak) memory footprint is significant. With 8192 groups, bp&aotprint approaches
360MB, and the system is close to swapping.

Even 3500-4000 groups are enough to trigger signs of ingtabioken roundtrip
times start to grow, thus delaying message cleanup (Figégi®.4and increasing mem-
ory overhead (Figure 4.48). Although the process is faingnedictable (we see spikes
and anomalies), we can easily recognize a super-linead strting at around 6000
groups. At around this point, we also start to see occastmnals of packet losses (not
shown), often roughly correlated across receivers. Suehtswurigger bursty recovery
overloads, exacerbating the problem.

Stepping back, the key insight is that all theskeets originate at the sender node,

which is more loaded and less responsive. In fact, detaihadyais of the captured
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network trdfic shows that the multicast stream in all cases looks bagiadntical,
and hence we cannot attribute token latency or losses totiheased volume of tfiac,
throughput spikes or longer bursts of data. With more grptigssender spends more
time transmitting at lower rates, but does not produce astgfalata bursts than those we
observe with smaller numbers of groups (Figure 4.47). Recg@erformance indicators
such as delays in firing timer event or CPU utilization do rinmivg any noticeable trend.
Thus, all roads lead back to the sender, and the main tifiegtang the sender is the
growing memory footprint.

We have also looked at token round-trip times. The distidioubf token roundtrip
times for diferent numbers of groups shows an increase of the token miunidte,
caused almost entirely by 50% of the tokens that are deldyednibst (Figure 4.48),
which points to disruptive events as the culprit, rathenthauniform increase of the
token processing overhead. And, not surprisingly, we fothred these tokens were
delayed mostly on the sender.

With many thousands of groups, the average time to travehigyhmp from sender
to receiver or receiver to sender can grow to nearly 50-9@sgompared to an aver-
age 2ms per hop from receiver to receiver (not shown). Alse,dverloaded sender
occasionally releases the tokens with a delay, thus intiodurregularity. For 10% of
the most-delayed tokens, the value of the delay grows wemtimber of groups (Fig-
ure 4.49). Our old culprit is back: memory-related costdhatdender! To summarize,
increasing the number of groups slows the sender, and thtsadas to create all sorts

of downstream problems that can destabilize the system &®kew

4.3.6 Extrapolating the Results

In this section, we describe a simple analytical model tagtures major relationships

between the key parameters and performance metrics in atiogph, and we use it to

217



w 100% - 56 IE K=

< 56 H XK IEXT

S 90% Se X

©

rs

& 80% -

©

E 70% | |

w

X 1 1.5 2

time between tokens (s)

——4096 topics --%--7168 topics

Figure 4.49: Intervals between subsequent tokens (cuiveildistribution).

make predictions about the behavior of the system with twods of nodes.

We will focus on an experiment with a single sender, multiogsmessages of a
fixed size to a large group of receivers in an unperturbedastcemwithout losses. We
have argued that throughput in this scenario is mostgcéed by the amount of memory
and the resulting garbage collection and allocation osthen the sender. We shall
now derive the precise form of this relationship.

We start by deriving the set of equations that relate the nmgroonsumption to
throughput and latencies. In the first part of our discussianshall use the following

parameters. Unless otherwise specified, the values of fagaeneters are averages.

ms The total amount of memory in use on the sender, in megabytes.

my, The amount of memory on the sender, in megabytes, that ipa@tby the base

system and libraries, and that does not depend on the voltitregiar.
ps The number of application messages pending cleanup (caohdte sender.
ds The size of a message.

Cs The proportion between the number of messages in memorythaenagumber of
messages pending cleanup. This value is typically larger thbecause messages

are not garbage collected immediately.
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u The maximum sustainable throughput in messagegth constant-sized, 1000-

byte application messages, each message transmitted pa@atepacket.
n The number of nodes in the system.
Aa Time to acknowledge (and cleanup) a message.
At The interval between releasing subsequent tokens by th@nrkgader.
Ar Token roundtrip time.
A End-to-end latency, i.e. the time from sending the messageckiving it.

Ay A sum of all unaccounted for (but constant) factors thaticbuate to the acknowl-

edgement latency, but are not captured within the scopaséttalytical model.
AS Token delay introduced by the sender.

AR Token delay introduced by a single receiver.

Now, we’ll derive the equations that capture the relatigpsbetween these parameters.
The amount of memorgns in use on the sender is expressed by the following equa-

tion. Note that the equation needs to take into account tlay de garbage collection.

Each of theps pending messages remains in memory approximateignes longer than

it takes for the protocol to clean it up.
Ms = Mp + ps'Cs’ds (4-2)

Based on the results presented Section 4.3.1, in partialilaear regression on the data
presented in Figure 4.23, we can estimager 20.311 megabytes in our scenario.

The value of parameteg can be estimated without polluting the experiment through
instrumentation by suspending the sender process in thdlenad the transmission,
and counting objects on the managed heap using the SOS Degugension [210].

While the number of samples obtained this way is small, theevaf cs typically fits
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well within the range between 2 and 3, and is fairly well apjraated in our scenario
by cs ~ 2.5, throughout the range of configurations.

The number of pending messages can be predicted by thed itde [192], where
the throughpup: plays the role of the “arrival rate” and time to acknowledgeplays

the role of the “processing time”.

Ps = p - Aa (4.3)

The time to acknowledge can be estimated by the followinghtda. Intuitively, the
network latency\, is the time after a message is observed by the receivers. €age;
the message will wai% - A1 until a new token is released that will collect information
about it. The token will také\r to go around the ring. Cleanup is further delayed for

additionalAy due to various unaccounted for factors that we will not modeé.
1
AA:AL+§'AT+AR+AU (44)

Based on the data presented in Figure 4.41, the latency caestibeated at\, ~ 0.0115
seconds. The internal between tokens is inversely prapatito the token rate, which
in most of our experiments is fixed to 1 tokephenceAr ~ 1. The sum of factors un-
accounted for remains constant, ~ 0.122 seconds. The only variable in this equation
that depends on the scale of the system is the token rounidté\ . This time is the
sum of hop by hop delays introduced by the sender and eacle oséteivers, and can
be estimated as follows.

Ar = A7+ (n-1) AR (4.5)

Based on our measurements, assuming no perturbationss iexiberiment we can es-
timateA? ~ 0.1914 seconds antff ~ 0.0034 seconds. The values do not depend to a
significant degree on the system size and can be assumedmphsicause the sender’s
CPU is fully saturated, whereas the receiver CPUs are mostlgrutilized. Note that

the delay introduced by the sender is almost two orders ohihade larger.
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Equations 4.2, 4.3, 4.4, and 4.5, together with the estsnaéemade for parameters
Mo, Cs, AL, Ay, Af, andA?, which can be assumed constant in this scenario, are not
yet enough to make useful predictions, but we can use therrify ¥hat the equations
correctly reproduce a few of the basic metrics. Figure 4158\s the predicated and
the actual memory usage on the sender as a function of theemwohbodes, calculated
from our equations. Because the model is not complete, akd the feedback loop to
deriveu as a function of the remaining variables, we use the measatads ofu. The
predictions closely match the experiment, indicating thathis part of the model, the
simple linear equations we proposed and the parameteratsBrare dficient.

In order to close the feedback loop, we need a model for tlatioakhip between
the memory usage, processor utilization, and throughpetshéll start with equations

based on the data shown in Figure 4.19. First, we introdueevanéw parameters.

0s The fraction of the CPU utilized on the sender irrespectitb®volume of tréfic.

0s The fraction of the CPU utilized on the sender by the multiogsprocess, in-

cluding the time consumed by the managed runtime.

ws A cumulative CPU time consumed by all stages of processing $ingle message

on the sender, including per-message memory overheadssulocation.
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os A cumulative CPU time consumed by all stages of processimgafsingle

megabyte of memory used on the sender, such as garbageioallec

We will assume that the multicasting application and itdgge collector are the only
major sources of overhead on the system, and that the totalraraf workés performed

by the CPU on the sender is a linear function of the rate aththie sender is multicas-
ting and the amount of memory maintained in the process.nReews represents the

amount of work “contributed” by each message.
05208+w5’ﬂ+0-5'm5 (46)

Of course in practice, this relationship is much more compdad would depend to a
large degree on how the messages are generated and hovatpplis using them, but
as we shall demonstrate shortly, the approximation isyfaiccurate.

We will also assume that the per-message load on the sender linear function
of the amount of the memory in use. Again, this estimate igBstic, and as we shall
demonstrate, it does not accurately describe the behakitrecsystem in all scenar-
ios, but it will allow us to better uderstand the importanéelidferent parameters. We

introduce two new parameters:

as The linear scaling factor that relates the amount of CPU woresumed by all
stages of processing a single message on the sender, atedriy operations

affected by the amount of memory in use, expressed per megaiytnoory.

Bs The linear scaling factor that relates the cumulative CPuetconsumed by all
stages of processing a single message on the sender, cahbymgerations un-

affected by the amount of memory in use.

The above definitions are somewhat obscure; the preciseimgeainthose parameters

is perhaps best explained through the following equation:

Ws = as - Ms + fBs (4-7)
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Figure 4.51: Verifying the model: predicted vs. actual CRllization on the sender as
a function of the sending rate. Equation 4.8 does not fits #te ldecause the underlying
equations do not take into account the growth of processetayd of the sort illustrated
on Figure 4.40 and Figure 4.42, which are negligible at the=ki rates.

Combined with equations 4.2, 4.3, and 4.6, equation 4. dyialquadratic dependency
of processor utilization on the sending rate,= ©(u?), just as we have predicted in

Section 4.3.4.
Os =03+ (Bs+ s Cs- Os Ap) - it + (s Cs - D Ap) - 417 (4.8)

By analyzing the data and playing with the model, we founddhé negligible and can
be ignored, hence we will séf = 0. Likewise, the valuers ~ 0.003, corresponding
to about 0.3% of processor time per megabyte of memory, coedby background
processing such as garbage collection, appears to fit willlvath the model and the
data. With 40-50MB of memory in use, this adds up to 12-15%.

As it turns out, Equation 4.8 alone does not explain the sbatiee CPU utilization
curve. For example, by setting, = 3us per megabyte per message, @d= 30us per
message, values we obtained by fitting the model to the datajptain predictions that
for lower data rates are too high (Figure 4.51). To mimic thepe of the CPU utiliza-
tion curve, we would need to set much higher valuea,dfut as we shall argue later,
this is unrealistic. The estimate iff decause so far, in our calculations we assumed that

valuesA? andAR, were constant: this was fair because we the highest raesender
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Figure 4.53: Verifying the model: an improved predicted astual CPU utilization on
the sender. The shape of the CPU utilization curve is morarataly modeled when
processing delays at highest rates are taken into account.
was saturated. However, when the CPU utilization itselfesawith sending rate, this
assumption no longer holds. As the CPU gets close to fulkatibn, processing delays
of the sort illustrated on Figure 4.40 and Figure 4.42 stakitk in and become the
dominant factor, stronglyfiectingA?. The values o\ andAF, estimated in an exper-
iment under full load, are overestimated for lower througsphence the actual CPU
utilization for lower send rates is lower than that prediddy Equation 4.8. At the same
time, CPU utilization for the highest loads is overly covsdive.

If instead of using the predicted value 8§, we use the measured values of this
parameter (Figure 4.52), the CPU utilization curve predidly Equation 4.8 becomes

more realistic (Figure 4.53). Indeed, the quadratic growéhobserve here is better
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Figure 4.54: A failed throughput prediction: extrapolgtihe model constructed based
on measurements of a system that is not saturated leadsrtp pessimistic predictions.
explained by processing delays as the underlying causebthéme dependency abs
on the amount of memory in use. Although the model so far cadipt the behavior
of the system as we vary the send rate, attribuéig¢p memory consumption does not
explain the relationship between throughput and systee siz

To derive the formula for throughput, we solve equation 418 = 1, to get the
throughput that would saturate the CPU on the sender nods yighds the following.

_ 1_98_0-5‘ms
as-Ms + s

u (4.9)

As we can see on Figure 4.54, where the valuesioh the formula have been taken
from real measurements, this prediction fails when theesyss saturated. Just as we
argued before, the model constructed for an unsaturatéeinsys not a good predictor
at the highest data rates. It turns out that at the higheatrdégs, the value @b ceases
to depend to a significant degree on the amount of memory intheereason being
perhaps that as the rate grows, tifieceency of bufer management increases.

If instead, we assume that = 0, and fixws = Bs = 11Qus, the model fits the data
accurately (Figure 4.55), confirming our theory regardimgitole of processing delays

as the main reason behind the quadratic dependency of CRatidin on the send rate.
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Figure 4.55: A correct throughput prediction: the paramseté the model have been
modified to reflect the fact that at the highest data ratespénanessage processing
overhead does not depend on the amount of memory used.

In the remainder of the section, we use the model we settled tp extrapolate
results to larger numbers of nodes. We compare predicti@ernwith two parameter
settings. The first prediction is the one that fits the thrugtmeasurements, and that
we settled upon, witkw = 11Qus. The second prediction is the one we obtained by
extrapolating the model constructed for an unsaturateeésysithws = 30us+ms-3us.

Both predictions are obtained by solving equation 4.9ufofl he first prediction is

based on the following solution.

1_98_0-5'%
_B5+Cs'ds'o-s'AA

u (4.10)

The value ofA, in this formula is taken from Equation 4.4. The second pteahicis

based on the following solution:

_ _(asnb + 0-5CsdsAA) + \/(asrTb + O-sCSdsAA)Z - 4ascsdsAA(0-SrTb - 1)
2a5CsdsAA

(4.11)

The two predictions are shown on Figure 4.56. What is stgikibout this result is that,
without taking into accountféects such as packet loss, which we would expect to grow
linearly with the system size, performance drops signifigadtue to memory overheads
alone. The trend is clearly visible in both of our predicgpand it seems likely that,

even if our model does not accurately capture the dynamitiseo$ystem, the overall
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Figure 4.56: Throughput predictions based on Equatior@dntl 4.11.

shape of the performance curve will remain the same. Indeed,turns out, in larger
systems, performance in QSM is additionally limited by &eotfactor: the maximum

number of pending requests on the sender. Let us introdu@géher parameter.
Mmax The maximum amount of memory that the system is allowed tswore.

Now, from Equations 4.2 and 4.3, we get the following praatitnitation.

< Mnax— Mo

4.12
M = dA (4.12)

If we setmyax = 100 megabytes and add this equation to our model, the ofigriedic-

tions from Figure 4.56 become even more conservative. Erseown on Figure 4.57.

We could modify our model to account for losses and otheiofactbut it remain
clear that, contrary to popular belief, neither our expernor analytical predictions
based on extrapolating the data point to losses as the naandehind the degradation
of performance with scale. With the level of losses we havgeoled in our experiment,
the performance degradation they seem to cause would notrigesignificant before

the dfect of the memory cap (Equation 4.12) dominates all otheéofac
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Figure 4.57: Throughput predictions from Figure 4.56 medifio account for memory
limit now have become even more conservative. In largeesystthe memory limit is
the dominant factor limiting throughput.

4.3.7 Discussion

In the preceding sections we identified some of the fact@asdfect performance and
scalability of QSM. There are a number of forces at play, sofrteem mutually rein-
forcing, thus leading to a feedback loop that has a potetttigiflate disruptive events
caused by losses or busy applications to the level wherehbgyperformance (Fig-
ure 4.58). All these phenomena are ultimately tied to dedengslatencies, which act as
the common link through which the vicious cycle can sustagedf. The biggest sources
of latency, at least in large configurations, are the desfgheprotocol (which might
require multiple hops, rounds, or roundtrips to aggregetie)y and what we refer to as
“scheduling delays” (which might cause each individual lmopound to take longer).
The latter represent the overall, cumulative time “periattyposed on important tasks
such as processing a token. These delays may come from &y\@frgources, some of
which have been discussed: for example, a high volumg&ofdr disruptive scheduling.
As demonstrated in our experiments, even small delays maffdoaively “inflated” by
the protocol, thus resulting in high latencies for crititadks. As our experiments show,
even seemingly low-priority tasks, such as collecting askedgements, may turn out

to be critical and require low latency because of the high orgmelated overheads they
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Figure 4.58: A variety of “forces” controlling the behaviof the system form a self-
reinforcing “vicious cycle” that has the potential to indadny temporary perturbations

to the level where they hurt performance. All these “forca& ultimately tied to mem-
ory overheads and various sorts of delays and latencies.
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Figure 4.59: Breaking the vicious cycle by controlling meynase. Reducing the
buffering and caching overheads and postponing message oreatiib the time of
transmission weakens the strength of memory-related ewerfactors.
cause, and the unexpectedly strong impact it has on ovgstéire performance.

Our architectural decisions have been motivated by the teddeak the vicious
cycle we have just described: memory-related technique® \aéned at decreas-

ing the overheads caused by garbage collection and albbocéfigure 4.59), whereas
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Figure 4.60: Breaking the vicious cycle by controlling st¢hkéng. Eliminating pre-
emption and taking control over event processing orderedeses the processing delays
inflated by the protocol.

scheduling-related techniques were aimed at decreasrigtémcy of important phases
of the protocol involved in application-level cleanup (&g 4.60).

Another factor that may have been less pronounced in théésege have presented
so far, but that we found equally important for achievinghpgrformance, is the ability
of the system to stabilize itself in the presence of minotyseations, which are com-
mon even in isolated experiments on a cluster over which we bamplete physical
control. It is not unusual for our platform to experienceipés lasting tens, and some-
times even hundreds of milliseconds during which our predgesgpreempted, which
occasionally causes packet loss. When this happens, avitahly does, it is essential
for the system to engage in a measured response.

We like to think of QMS as a crowded highway: the faster it ruarsd the shorter
the inter-message spacing, the higher the chances of ateat@nd the more severe
the consequences. If a system is too conservative in itslingnaf loss, failures and
the flow control, it fails to achieve the highest speeds, bitti$ too aggressive, loads
can flap from very low to extremely high, causing the kindslmoadcast storms” that

can escalate and eventually shut down an entire data ce@terwork suggests that
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oscillating throughput has many causes:

1. Uncontrolled reaction to failuredor example when a packet is lost by several re-
ceivers, stresses the system. The resulting load surgeoae more loss, creating
a feedback cycle capable of overwhelming the network (adticast storm”). To
avoid such problems QSM does rate-limited recovery trigdéonly) by circulat-

ing tokens.

2. Recovery that requires action by a single npsléch as a sender, can trigger a kind
of convoy in which many nodes must pause until that one notie aied convoys
are contagious because once that node finally acts, othesmaa be overloaded.
QSM prevents this via cooperative caching. A burst of losgdisoften trigger

parallel recovery actions by tens of peers.

3. Jumping the guiby instantly requesting recovery data on the basis of piatiégnt
stale state data can trigger redundant work that reinfateepositive feedback
loop mentioned earlier. Our “pull” architecture elimindtis issue entirely: we

always act upon fresh information.

4. Priority inversionscan leave long lists of messages stacked up waiting for afeco
ery or control packet. Prioritized event handling is neeidgarevent this. Control
packets are like emergency vehicles: By letting them moseefathan regular

traffic, QSM can also heal faster.

5. Reconfiguratiorafter node joins or failures can destabilize a large systecalise
changes reach fierent nodes at fferent times, and structures such as trees or
rings can take seconds to form. QSM suspends multicast aogle®/ on recon-

figuration, and briefly bffiers “unexpected” messages, in case a join is underway.

By addressing the problems just mentioned, QSM can stabiBelf in the presence of

long bursts of loss or when it experiences artificial “outdgsuch as on Figure 4.31).
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Figure 4.61: Combined send rate oscillates in 30-sec peiiod 110-node group. The
maximum load exceeds receiver capacity.
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Figure 4.62: An experiment with a “freezing” receiver. Tleeeiver “sleeps” for 10s
undetected, causing massive recovery. QSM responds byesgipg multicast.
and tolerates random loss or flaky hardware, respondingredthced throughput. With
strong enough perturbation, QSM can still be forced intarodcillatory behavior. This
can be provoked, e.g., by enforcing multicast at a rate ekigehe capacity of the
network or of the receivers (Figure 4.61). Similar behacian be observed with flaky
hardware or very disruptive applications that consume CPU.

To explore a massive perturbation, we created a “sleep’sse(recall Figure 4.31)
lasting 10s, causing an 80MB backlog. QSM takes longer tioneetover, running
recovery at a steady pace, rate controlled, and suppresuiftgcast until the nodes

start to “catch up” (Figure 4.62). Yet even in such extremgesaQSM can stabilize.
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Figure 4.63: On reconfiguration following a crash, changastake time to propagate.
In this case QSM temporarily slows down.
Similarly, a reconfiguration following a crash (Figure 4.68r join results in slowdown,

but the system soon recovers.

4.3.8 Conclusions

Below, we briefly summarize our design insights:

1. Exploit Structural RegularityA key enabler to our approach was the recognition
that even irregular group overlap can be reduced to a smaibeu of regularly
overlapping groups (cover sets), with most of thdtitaconcentrated in just a
few cover sets. This justified a focus on optimizing the ragehse and on the

performance of QSM in a single, heavily loaded, cover set.

2. Minimize the memory footpriniWe expected garbage collection to be costly, but
were surprised to realize that when a system has a large mpefomtprint, the
effects are pervasive and subtle. The insight led us to focuseonge of memory

throughout our protocols:

(a) Pull data Most multicast systems accept messages whenever theappli

tion layer or the protocols produces them. QSM uses an udaaén pull
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architecture. We can delay generating a message until sheniaute, and

avoid situations in which data piles up in the sender§drs.

(b) Limit buffering and cachingMost existing protocols liter data at many lay-
ers and cache data rather casually for recovery purposesovérall mem-
ory footprint becomes huge. QSM avoidsfiauing and uses distributed,
cooperative caching. This limits message replication gneagls the burden

evenly, yet allows parallel recovery.

(c) Clear messages out of the system quickigta paths should have rapid data
movement as a key goal, to limit the amount of time packetadpe the

send or receive hters.

(d) Message flow is not the whole stoiost multicast protocols are optimized
for steady low-latency message flow. To minimize memory as&SM
sometimes accepts increased end-to-end latency for dates & allow a

faster flow of control tréic, for faster cleanup and loss recovery.

3. Minimize delaysWe have already mentioned that the data paths should cksar m
sages quickly, but there are other important forms of detay, Most situations
in which QSM developed convoy-like behavior or oscillattinyoughput can be
traced to design decisions that caused scheduling jitteH@ved some form of
priority inversion to occur, delaying a crucial messageifela less important

one. Implications included the following:

(a) Event handlers should be short, predictable and termimatim building
QSM, we struggled to make the behavior of the system as paddiécas
possible not a trivial task in configurations where hundreflprocesses
might be multicasting in thousands of overlapping groupsk&:ping event

handlers short and eliminating the need for locking or piaté&n, we ob-
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tained a more predictable system and were able to eliminali&timeading,

with the associated context switching and locking overbead

(b) Drain input queues We encountered a tension here: from a memory foot-
print perspective, one might prefer not to pull in a messagé QSM can
process it. But in a datacenter or cluster, most messagetusss in the
operating system, not on the network, hence loss ratesfswaréave mes-

sages in the system fbars for too long.

(c) Control the event processing orddn QSM, this involved single-threading,
batched asynchronougd, and the imposition of an internal event process-
ing prioritization. Small delays add up in large systemghticontrol over
event processing largely eliminated convdieets and oscillatory through-

put problems.

(d) Act on fresh stateMany indficiencies can be traced to situations in which
one node takes action on the basis of stale state inform@ationsome other
node, triggering redundant retransmissions or other @agtf. The pull ar-
chitecture has the secondary benefit of letting us delay tepapation of
status packets until they are about to be transmitted, tanmide the risk of

such redundant actions.

4. Handle disruptions gracefullyBroadcast storms are triggered when the attempt
to recover lost data is itself disruptive, causing conviigas or triggering bursts
of even more packet loss. In addition to the above, QSM ensplog following

techniques to maintain balance:

(a) Limit resources used for recoverfQSM controls recovery tfac rate and
delays the creation of recovery packets to prevent them &reenwhelming

the system.
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(b) Act proactively on reconfigurationReconfiguration takes time. Slowing
down and tolerating overheads,ffering packets from “unknown” sources,

and delaying recovery to avoid redundant work is a cost woeathing.

(c) Balance recovery overheadn some protocols, bursty loss triggers a form
of thrashing. QSM delays recovery until a message is stablesa@aching
replicas, then coordinates a parallel recovery in whichassp point-to-

point retransmissions can be sent concurrently by 10s aésod
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Chapter 5
Future Work: Properties Framework

The live objects platform described in Chapter 2 makes it easy to compose filerent
types of protocol objects into applications, but in orderdiach platform to make a truly
big impact, one also needs a library of components to comipase Most functionality
relies on diferent flavors of replication, such as reliable multicagtlicated state, or
agreement, and synchronization, such as locking or orgle@me way we could make
developers’ lives easier is simply by implementing a lanipealy of live objects to
choose from. However, recall from the discussion in Secti@that applications have
diverse needs, and run in diverse environmenterihg the developers a small number
of tools that do not perfectly match their needs would be todlyethe very spirit of this
work. Instead, we propose a tool that makes it easier to noigtistributed protocols.
In this section, we briefly describe the Properties FramkweF), a new program-
ming language for building distributed protocols that fitsanly into the live objects
model described in Chapter 2. The Properties Frameworkftrems concise programs
in Properties Language (PL), a new language we have desigriedierarchical pro-
tocols targeting the architecture described in Chapter @&)ynelements of which are
implemented much in the same way as the system evaluatedapt€. Programs in
the Properties Language can express semantics such assossartual synchrony, or
transactions, alongside a variety of weaker models, ustgyaf 10-30 rules that fit on
a single page and have an easy to understand structureedttfre user from worrying
about scalability or explicit handling of failures; botheaachieved by construction and

through a very careful selection of programming languagsrabtions.
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Figure 5.1: Using a protocol generated by PF within the libgeots platform. A pro-
gram in PL is translated into a live “protocol” objeptwith three types of endpoints.
One endpoint connects to an application obgcand allowsp to send and receive
application-level events. Another endpoint connects rie or more underlying dis-
semination objectd, which represent various kinds of event streams. Finddky third
type of endpoints connecfsto a management infrastructure which providesp with
configuration events and runtime context, such as memigevsévs. The “business
logic” of p, encoded in a set of rules in PL, is controlling the wauses these three
types of resources available to it, and how it coordinatéedint categories of events.

5.1 Protocols

Protocols created by the Properties Framework are wrappédeaobjects that run in
a context similar to that depicted on Figure 5.1. A protodgEot p has three kinds of
endpoints that connect it to an application obgeittis going to be provide a service for,
as well as one or more underlying event stredgrend one or more management objects
mthat might provide useful contextual information and seggi such as membership or
failure detection. Running within this abstract contgdmplements what we may think
of as a logic for “coordinating” the actions taken by the aggtion with events in the
underlying event streams. For example, given an underlgugmt streand that lacks
strong reliability propertiesp might implement higher-level “coordination” logic such
as peer-to-peer recovery, ordering, atomic delivery,@amat commit. The functionality
provided byp might not be related to any particular events strepmmight just as well
implement tasks such as aggregating some value, managksg ¢o keys, or it might

allow replicas ofa to enter subsequent phases of processing in a synchronouema
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Figure 5.2: On the end hosts, properties are linked to agupdic state and actions. For
example, a propert$tabledefined on a node might be updated every time a message
becomes stable, and a prope@eanupmight cause the node to purge a message copy
from its local cache cleanup whenever a new message is addee $et.

5.2 Properties

The logic implemented by protocol objects is expressedrmdefproperties variables
that are replicated to each of the object’'s proxies. Sombexd variables would rep-
resent the local state of the proxy, and would be updatedsiporese to the incoming
events. For example, a propeRgceivednight be a set of identifiers of messages that
have been received by the proxy, dPldasemight be the number of the current phase of
processing the application object is in. Other propertiggircause actions: whenever
their values are updated, the proxy might send events toppkcation, or issue a re-
guest to the underlying management object. For exampley@epy Cleanmight be a
set of identifiers of messages that can be cleaned up. Whemeesv number is added
to the set, the proxy would issue a cleanup request (Fig@je bhe goal is to represent
the complete state required by the protocol to operate, ap@etions it might need to
trigger, through a set of properties replicated acrossritgips. The protocol logic is
then expressed as a distributed transformation that updagevalues of properties at
different locations (Figure 5.3). For example, a protocol thgdléments a “cleanup”
logic would use a pair of properti€dtableandCleanup the former representing mes-

sages that a node has received, and the latter represemimgessages that the node
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Figure 5.3: Protocols are modeled as distributed transitbams on sets of properties.
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Figure 5.4: An instance of propertyis associated with each domain that the system
is subdivided into, from the global domain representingahre system, down to the
level of individual nodes. The values offiirent instances of the same property can be
connected through aggregation and dissemination opsrator

will purge from cache. The logic of such a protocol could bedeled as a transforma-

tion that inserts numben into the value of propertZleanupat each of the proxies as

soon as, but not sooner than, the valu&tableat each of the proxies contains

5.3 Rules

Properties Framework implements a distributed protoagklby leveraging the archi-
tecture described in Chapter 3. When a protocol is createdn$tantiates a hierarchy
of recovery domains, each of which maintains a completefggoperties (Figure 5.4).

Physically, these properties are maintained by agentseimgahting the respective do-
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Figure 5.5: Collecting and aggregating information in tleaoup example. Whenever
a message arrives, bindiff updates the local value &table(left). RuleR1 causes
Stableto be periodically aggregated among members of each domigim)( When the
message stabilizes, information about it propagates toettp in a cascading manner.
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Figure 5.6: Making and disseminating decisions in the aipagxample. When infor-
mation about a newly stabilized message surfaces at therud®R2 updateleanup
(left). RuleR3 periodically updates the values of this property at merdberains from
the values of their parents, causing global decisions tpggate top-down.

mains and deployed on the individual nodes. Agents formrtokegs, much as in the
system described in Chapter 4, and can exchange, aggreghtedate the values of
their properties, or interact with agents “above” and “b€lthem in the hierarchy. The
actions of the agents, and the exact way they update prepeisi governed by a set
of rules and conditions. Rules determine how property \share updated. Conditions
control the process of joining new domains into the exisstrgcture. For example, a
program shown on Code 5.1 uses two bindiB§sB2 to relate property values to events,

three rulesR1, R2, R3 to update values, and a single condit©h to control access to

the protocol. The intuitive meaning of these is illustravedigure 5.5 and Figure 5.6.
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01 protocol Cleanup

02 {

03 interface

04 {

05 callback Receive(int m);

06  DoCleanup(int m);

07 }

08

09 properties

10 {

11 intset Stable;

12  intset Cleanup;

13}

14

15 bindings

16 {

17  on Receive(m) : Stable +=m; (B1)
18  on update Cleanup(added A) : foreach (m in A) DoCleanup(m); (B2)
19 }

20

21 rules

22 |

23  Stable := [mono ,all, strict] children(n).Stable; (R1)
24 global.Cleanup := Stable; (R2)

25  Cleanup U= parent.Cleanup; (R3)
26 }

27

28 conditions

29

30 parent.Stable C Stable; (C1)

31 }

32 }

Code 5.1: An example program in our Properties Languageed@ip”. The program
generates everioCleanugm) on all nodes as soon as, but not earlier than, an event
Receivef@m) occurs on all nodes. The interaction between the protocdlthe envi-
ronment is captured within a pair of properti€stableandCleanup and bindingB1

and B2 that tie the values of those properties to events. Theilolis&d computation

on properties is implemented by rulR$, R2, andR3. RuleR1 aggregates information
about the messages that are stable up the hierarchy. RRuieplements a “global”
decision that a message stable everywhere can be cleanadlduRuleR3 disseminates
this decision down the hierarchy, to the individual nodes.
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01
02
03
04
05
06
07
08
09
10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31

protocol CoordinatedPhases

interface

{
Phase(int k);

}

properties

{
int Last = 0;
int Next;

}

bindings
{

on update Next(assign k) : Phase(k); (B1)
}

rules
{
Last := [mono ,all, strict] children(min).Last; (R1)
global.Next := Last + 1; (R2)
Next [mono] := parent.Next; (R3)
local.Last := Next; (R4)

}

conditions

{
parent.Last < Last; (C1)

}

Code 5.2: Another example program in our Properties Langiu&pordinatedPhases”.

5.4 Performance

We have implemented an early prototype of the Propertiesi&nark and evaluated
simple, manually translated Properties Language progmamsimulator. Our prelimi-

nary results demonstrate that the approach is feasiblesafdluand provide additional

validation of the architecture presented in Chapter 3.
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Figure 5.7: The #ect of churn on the performance of the protocol from Code Bl2
duration of a single phase is expressed as a function of thiege time it takes for a
node to crash, in systems of sizes ranging from 64 to 32768deven with extreme
rates of churn, where crash every 10 seconds, the protonelged by the Properties
Framework is able to make steady progress with very smdibpaance penalty.

Code 5.2 shows a simple programs in the Properties Langhagiarranges for all
protocol members to enter subsequence phases of computati@oordinated manner.
Figure 5.7 shows the performance of this simple program, simgle simulated ex-
periment, where a large number of nodes constantly crasimgall state, and reboot.
Even through nodes are crashing, and the rate of churn smeg{rthe system as a whole

makes steady progress. More preliminary results and additdetails about the system

can be found in a technical report [238].
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Chapter 6
Conclusions

In this dissertation, we present a vision for a componerggirgtion technology that
allows developers to work with instances of distributedt@cols as entities similar to
objects in an object-oriented programming language. Iptheeding chapters, we have
described a new programming model and a multicast archiethat support this vi-
sion. We have also described two prototype implementattuatsepresent the first step
towards making this vision a reality: the Live Objects (L@)mponent integration plat-
form, and the QuickSilver Scalable Multicast (QSM) scagataliable multicast engine.
Our early work suggests that the vision may ultimately beifda. Our prototypes al-
ready allow us to experiment with the model to understangaiser and limitations,
and to explore the performance and scalability implicatioh our design decisions.
However, to fully realize our vision’s potential, much wagmains to be done.

In this chapter, we summarize our technical contributiargs\&ork in progress; we
list unsolved problems and the limitations of our existirigtiprm, and we point to
various directions that might be explored by other reseaschr by engineers.

The chapter is divided into two sections, correspondindhéottvo working proto-
types we have implemented. In Section 6.1, we discuss taposs closely related to the
Live Objects (LO) platform discussed in Chapter 2; we foaus@mponent integration,
the live objects abstraction, live object type system anduage embeddings. In Sec-
tion 6.2, we discuss topics most closely related to the (Rilekr Scalable Multicast
(QSM) engine discussed in Chapter 4; we focus on topics vaxghround multicast,
including the architecture of Chapter 3 and the PropertiamEwork of Chapter 5. The
reader should not attach too much importance to the streictuany of the topics dis-
cussed here cross the boundary and could be discussed ialggaees.

Each of the two sections begins with a summary of what has bedtras a part of
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the respective prototype, what has been demonstratedgitiguand what is missing.
This is followed by a list of subsections, each of which cep@nds to a discrete piece
of ongoing or future work related to the prototype. The d&ston is intended to lay the
road map for future extensions, but also as an opportuntbetier illustrate the specific
weaknesses and limitations of the existing prototypes.

The list of problem areas is not complete; we focus on majaitditions we are aware
of and technical issues related to some of the specific adjaits we have considered.

This chapter is fairly long, and not all problem areas we usschere are of equal
weight and importance. Some of these, such as those retatibe tive objects type
system, or support for objects with multiple degrees of eatinity, are open research
directions that we hope to tackle ourselves or inspire awgarchers to pursue. Others
represent engineering challenges and practical, if noesdrat tedious technical issues

that need to be addressed to transform our vision into a redupt.

6.1 Component Integration

We proposed a set of programming abstractions, such as@abjget, a typed endpoint,
a proxy, a distributed type, or a self-describing live objeterence, that resemble ab-
stractions used in object-oriented programming langudneghat reflect a distributed,
peer-to-peer, replication-centric perspective. We hascdbed the roles of the new
constructs, and gave the intuitive meaning of familiar ®rsuch as to “store”, “run”,
or “garbage-collect” a live object, or “dereference” a refece to it, within this new
model. We have developed a prototype that supports thes@etioens, programmati-
cally as well as through a drag and drop interface. Throughpitototype, we demon-

strated numerous powerful features of the new model:

1. The model cleanly supports replicatio®ur prototype provides several template

objects such as shared text or image, shared desktop, arealstiew into a region
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of space, each of which maintains replicated state, andtsbgeich as a reliable,
totally ordered, checkpointed multicast channel that supsimple form of state
replication. Our system is extensible, and creating newoated objects is easy.
We had students in a systems course use our platform to gesteémed document
objects that allow concurrent editing and locking of texfioms. Overall, they felt

that this task was quite easy, and the high quality of thdangasions confirms it.

. The model takes advantage of strong typing without beinguage-specificEven
though our existing prototype does not yet include a coedeetguage for speci-
fying behavioral constraints, it does already implemebn typing infrastruc-
ture and reflection mechanism that are independent of argretaprogramming
language; the live objects runtime builds a separate mitaoaepresent types of
objects and endpoints, and does not rely on the underlyi&d ype system for
type checking, except for the types of events. Thus, whereadrags and object
onto a desktop, our platform dynamically determines whdtieobject has a user
interface of the right type and can accept specific eventsdgnamically makes
decisions based on such information. Similarly, our visival object design tool
already performs static type checking during compositiom assists the user in
correcting typing errors, by detailing the reasons for tggematch. While we
have not yet ported our runtime to platforms such as Java,revewarently not
aware of any serious obstacles that would prevent crosptacompatibility.

Certain technical challenges do exist; we will discuss tivremore detail below.

. The model supports legacy applicatiotnlike techniques that rely on introduc-
ing new language mechanisms, our model, by virtue of beinguage-agnostic,
can be interfaced to a variety of existing systems. Userkiwgmwithin our model
have been able to wrap materialized database views andgjodiyicrosoft Excel

spreadsheet cells as live objects that they have subségueatl in composition
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within our runtime, as well as embed live objects with a usgerface within

Microsoft Word documents and Microsoft PowerPoint presgoms.

. The model and its abstractions correspond to familiar OOcsmis We have
built a visual designer tool, in which live objects are reggeted through block
diagrams that resemble UML class diagrams. Compositiam&tool is easy and
intuitive.

. The model is protocol-agnostic, and can be applied fromtfeod to back-end
We have implemented both higher-level components, suchared documents,
as well as lower-level components, such as haming serviggssitories, or mul-
ticast protocols as live objects, and are currently in tloe@ss of implementing a
host of other distributed protocols. The live object aldtom has also been used
in parts of the live object runtime, and we are currently sggi@ing our communi-
cation infrastructure to transform the system into a satefdbjects, dynamically
assembled within the live objects runtime. Elements of thkitecture of Chapter
3, including scope managers, recovery domains, or peepgra@an be wrapped
as live objects, and our in-progress work on implementirgdtchitecture adopts
precisely this perspective. In future, we hope to exploregithe paradigm at the

level of network services such as routing, DNS, or netweslel multicast.

. The model can be incrementally deploy®ée proposed a way to extend the .NET
type system, by treating ordinary types as aliases thaésept distributed enti-
ties. When building our type system and metadata and peirigrtyipe checking,
the live objects runtime recognizes such aliases as distdbtypes. This tech-
nique allowed us to implement a working and usable prototypieout the need
to change the compiler or develop a custom programming kEgguAt the same
time, the use of alias types makes it natural to work with thegigm: live ob-

ject and distributed type declarations resemble “ordihgfye declarations, only
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10.

decorated with additional annotations.

. The model supports type-safe compositidhe existing prototype supports sev-

eral modes of composition: connecting multiple objectsh&r endpoints, load-
ing objects stored within other objects, declaring paramstd templates and in-
stantiating them by passing types or objects as param&eraposite entities of
this sort can be created within a visual designer tool. Foh ed the composition
modes listed above, the platform already performs typeléhgcusing endpoint
matching or object subtyping relations we described gar@viously, until we
incorporate a language for expressing behavioral conssrahe full power of
the model cannot be exploited, and its limits cannot be fidsted. Designing a
behavioral constraint language is a future work. Neveesgleven the existing,

limited form of type checking is proving useful.

The model is extensibl®&ew types of events, endpoints, and objects can already

be defined by users today, and our implementation of the tygte leaves open
the possibility for users to define custom types of constsain temporal logic or

other formalisms. The latter leads to potential issues; Waligcuss those below.

. The model supports drag and drop developménith our prototype, we have

been able to demonstrate a process of developing a digtdlaiplication without
the need to write any code, by first composing shared docuarehbther live
object references within a drag and drop visual designdy éoml then mashing
up those components into what resembles a compound docuanergh page,
and a simple game, by just clicking on these references agtjdrg objects into

one another.

The model supports deployment via em@iith the existing prototype, live object
references can be stored in files, sent over email, and eratedthin Microsoft

Word documents, and activated in place, much like ActiveXponents (indeed,
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11.

12.

we used the same underlying technology to achieve thistjeQur implementa-
tion is still limited, in that libraries with .NET code thaté objects may depend
on still have to be deployed manually, but this is a limitatad our prototype, not

the model. Several technical challenges this limitatiosesare discussed below.

The model supports composition without relying on inhegt While most sys-
tems require connecting components to agree on a commaofatgeghat they’ll
import from a shared library, we adopted the opposite ambroaach object de-
fines any of its dependencies as endpoints, and our runtii@eais to connect
even certain pairs of binary-incompatible endpoints, bgaigically generating
gluing code that intercepts calls directed to one interfacel dficiently routes
them to another. Our current implementation of this featsirill very limited,
in that the system is unable to convert events from one typ@dther. The work
on this feature is ongoing. Still, the initial results aremising, and the prospect
of being able to connect pairs of binary-incompatible corgruas that do not de-
pend on any shared libraries is exciting. In the world of tbgects and mashups,
where users may share their components on a massive scalay iturn out to
be a necessity, and we believe that the shared library garaidiinherently non-
scalable in this regard and doomed to fail in such enviroimidevertheless, in
order to fully take advantage of the potential of this newestyf composition,

much further work is needed. We discuss some of the techetiedlienges below.

The model does not depend on centralized services, sucmasgdJnlike many
techniques that depend on the existence of external infi@ste, such as naming
services, our model can express protocols that are cormppeter-to-peer in fla-
vor, and that can be bootstrapped from a clean state. Thaslge because live
objects do not have globally unique names or identifiersrttight need to be re-

solved, and live object references are self-describing can be self-contained. It
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is possible to index objects by storing their referencespositories, but we make
no assumption of a single global naming scheme. While in systems, an ob-
ject is identified by an address in memory, or an identifier ghadoal namespace,
in our model an object is uniquely identified simply by its cigstion expressed in
XML, which may, but does not have to, refer to componentsestovithin global
namespaces. In the current implementation, the use ofadplality is very lim-
ited because currently the only way to express protocols isfer to predefined
.NET components that are further composed. Our ongoing wotke Properties
Language, where protocols can be described with a smalf egdes that are auto-
matically translated into real implementations, shouldkeniapossible to encode
even complex protocols within self-contained XML desadps. This potential
capability is intriguing; it has strengths, but also poi@niveaknesses. Some of

the anticipated problems and technical challenges areshksd below.

While our experiences with the existing prototype have hesy positive, this work is
just an initial step. Many technical issues remain unsqlaed many capabilities have

not been realized. In the remainder of this section, we disthue problem areas.

6.1.1 Types

As mentioned earlier, although our model is ultimately gasd to deal with behavioral
types, the current implementation does not yet have a layegiaa expressing behavioral
constraints, and the typing and endpoint matching relatéwa currently limited to com-
paring the lists of endpoints and events, to determine vemnethtities “mechanically” fit
together, but without comparing their (as yet unspecifiehjaviors. Nevertheless, our
implementation has been designed to support annotatingpartdand object types with
custom user-defined behavioral constraints, and comptrerg as a part of subtyping

and endpoint matching implementations. Further work wilbive the following steps.
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Formalisms to Express Reliability and Security Properties

We are currently working on using examples of protocol dptions to develop sim-
ple constraint formalisms that can be used to specify riéitiaproperties of multicast
protocols. The most promising direction appears to be terbgye ideas used in temporal
logic, /0O automata, and TLA specifications found in [14, 169, 39, 149, 79]. We are
also looking into using BAN logic [57] as a basic for a constrdormalism that could
be used to describe security properties of protocols. Afhisfis a work in progress.

In the context of behavioral constraints, the biggest elnglé appears to be address-
ing the inability to provide absolute liveness guarantsésmnming from the FLP im-
possibility result [111], a problem we have already sigdateSection 2.1.3. How to
address this issue remains an open question. On one hamyrattbian will argue that
a protocol type that cannot be implemented in practice itegseand a liveness prop-
erty such a®W [72], which is provably impossible to implement in an asymeious
system [111], should never be used as a part of a type desarigdn the other hand,
knowing that a multicast protocol would guarantee livenesaly it were given access
to a failure detector of typ&W through one of its endpoints does give us useful in-
formation about the protocol; if nothing else, it tells uattthe protocol does provide
certain mechanisms that attempt to achieve progress, &qpydpat would distinguish
it from a trivial “do nothing” protocol that trivially satfges correctness guarantees by
virtue of not doing anything at all. Hence, a practitionemgbappreciate such a typing
annotation; even though it could never be used to formably@tiveness guarantees in
any real system, it could be useful in “filtering out” triviahplementations.

Ideally, we would like to be able to specify some form of weiakhess guarantees
that cannot be satisfied by “do nothing” implementations$ doe possible to implement
in practice. At this point, we do not know if this is even pdisj researchers have

struggled to address this problem, and as of today, the reso@ins unsolved. It might
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turn out that to express such properties, one would need glegnformalism, and
to determine subtyping in practice, one would need a theqgrewer, which could be
impractical if the live objects model were to be used pemayj e.g., on low-powered

mobile devices.

Ontology and Inheritance for Constraint Formalisms

While developing a few simple ad-hoc constraint formalisafiswing the approach we
outlined in Chapter 2 would not be hard, and it may just be #st tvay to get started,
we immediately run into a potential problem: we may easilgt ap with hundreds of
formalisms that express the same kinds of behavioral ptiegefe.g., reliability), but
that cannot be compared. As a result, components that aseelogically match (e.g.,

a shared document that requires reliable multicast chaamadrk, and a reliable multi-
cast channel that implements all of the required propgmies be incompatible simply
because their constraints are expressedfiierdint formalisms, and are thus incompara-
ble.

Short of giving up on extensibility, and forcing users to asangle formalism that
would subsume all others, we will need to develop a core sabsfractions and oper-
ators that all formalisms would use, and introduce a forrmberitance. At the mini-
mum, all formalisms will need to be based on concepts such asdpoint, event, a set
of endpoints that belong to an object, connection, discctnme, endpoint matching and
subtyping relations, but beyond that, it might be necestsaintroduce concepts such as
membership views or be able to talk about failure models letihe end, one would like
to be able to specify a formalisi that inherits abstractions of some other formalism
¥, but may introduce additional ones, and where a limited fofcomparison between
formulas in®¥ and¥” might be possible. Thus, for example, while a formul&®imrmight

define subtle reliability properties of a protocol, it migthill be possible to imply that
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the protocol supports a simple form of reliability expresbg a formula in?, and thus
can be used with a range of application-level componentstated with formulas ine.

A careful reader would notice that we have just proposeditdrogluce inheritance,
which we have previously rejected. In the discussion ofiSed.4.2, we have argued
that inheritance should not be confused with subtyping thatlit is not the right mech-
anism to implement composition. Here, however, we proposettoduce inheritance
between constraint formalisms, not between live objeats$ypnheritance in this context
would not serve as a basis for a subtyping relation, and woatde used to compose

objects; it would simply allow one formalism to subsume axiged another.

Proof-Carrying Annotations for Provable Compaosition

Our live object types, as defined in Section 2.1.2, allow egping and comparing be-
haviors, but not reasoning about composition. When a pawobgécts is connected
through their endpoints, and we try to reason about theilateh based on con-
straints mutually provided and required, we end up with eutar argument of the sort
P = QA Q= P, which implies neitheP, nor Q. In order to be able to prove either
P or Q, one would need additional information on how the constsgimovided depend
on the constraints required, e.g., that some of the constrare provided even if the
required constraints are not satisfied, or th&edent constraints provided by the proto-
col depend on dierent subsets of the required constraints. Such additamadtation
might be optionally appended to live object references,esonat in the spirit of Proof-
Carrying Code (PCC) [226]. A machine that may control séresitesources would
refuse to run objects that lack such annotations, wheregsaat user’s desktop, where
provable type safety is not critical, might accept composibased solely on compar-
ing behaviors. In between these two extremes, one mightimeagsing proof-carrying

annotations within a visual designer, but then limit theetygheck to just comparing
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behaviors at runtime.
Designing a language for such proof-supporting annotati®a future work. In the
model described here, we adopted a more pragmatic appiwesdy on the presumption

that for a majority of developers, a superficial behavioypktcheck would dice.

Incorporating Theorem Provers in a Scalable Manner

With formalisms such as temporal logic, comparing typesldioften require a theorem
prover, even for very basic properties, such as those ofabtelmulticast protocol or a
replicated state machine. If the live objects model is usgdgsively, such type checks
would inevitably need to be performed by devices that laekdbmputational power to
do so, where the overhead of such type checks would be toly,casti where latency
is important. As pointed out in Section 2.1.2, in practice amght imagine there being
a distributed infrastructure, in which facts computed bgottem provers, such as parts
of the subtyping relation, are cached, and made availaldkeiot machines. Instead of
running a theorem prover to determine whether subtypinddial client machine could
fetch a pre-computed fact from such distributed “type cgcheay., based on hashed
type descriptions, and might also cache some of the commusdg results locally, to
speed up its type checks. Designing such infrastructurefusuae work. Our current
prototype does cache the results of type checks, but casa@xernal theorem provers.
The problem is complex, for it involves security. One canlgamagine rogue theorem
provers attempting to pollute the type cache with bogusfaat well as valid theorem
provers configured with buggy proving rules that might wantrevoke” facts they
have pre-computed earlier. Hence, an architecture of tlisssould potentially need to

manage trust relationships and deal with revocation in Ekleamanner.
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6.1.2 Components

As mentioned earlier, one of the objectives of our work iglfi@rmodel to be extensible.
Our prototype does allow for creating custom componentgygres, but our implemen-

tation is limited in many respects. Further work will invelthe following steps.

Automatically Finding and Downloading Libraries

Our current prototype is heavily dependent on primitiveeabjemplates and types de-
fined in .NET libraries. Our prototype includes a system fanawging libraries of cus-
tom components that users can define, and automaticallg kach libraries as needed
when references to components and types defined within themneountered. How-
ever, the libraries themselves still have to be deployedualéyy by placing the DLLs
containing the .NET code on the client machines. Thus, dvengh the model allows
deployment via email, simply by sending XML references toeotusers, the mecha-
nism is limited, in that it assumes the recipients have lgéastalled type and compo-
nent libraries that these XML references may depend on. iprealize the potential
of deployment via email, we need the ability to automaticéiid, download, and lo-
cally deploy a missing library, somewhat akin to the mectianwith which today’s
Web browsers can automatically download missing ActiveXtaas. A naive solution
would be to embed URLSs, from which library code can be dowtéa anywhere a
reference to a library component occurs, but it is very easge that this would lead to
inflating the size of object references and make the platferavy-weight, tie the model
to a client-server paradigm, and fail to address the versgoproblems discussed in the
following section. A comprehensive solution would requarsystem somewhat similar
to DNS, essentially a variant of a scalable publish-subs¢nvith a low rate of pub-
lishing (whenever a new version of a library is built), butssi&e numbers of receivers,

extreme churn, and the need fdfigient caching. Addressing this issue in a principled

256



manner, without creating a potential security hole, remaimajor technical challenge.

Managing Multiple Versions of Objects and Types

The ability to reference components and types defined in .MEJonvenient, but it
introduces problems; as new versions of libraries are deeel, diferent objects may
refer to diferent versions of the same types and components, and thmeuh&s to
be able to address the situation, in which two versions oftrae library have to be
simultaneously presentin the system. Our current prototygs a versioning system, but
does not solve the versioning issue in an elegant manneg;ibloads a certain version
of a .NET library into the process, it cannot upgrade it uth@d process is terminated,
and if a reference is subsequently encountered to a compongype that requires a
newer version, a runtime exception is thrown. A more elegahition would permit
unloading the old version of a library, fetching a new vensie-loading the library, all
in a manner non-disruptive to already running componentsetér this is possible is
not obvious; it appears to befficult to achieve this in .NET. The problem remains a

major challenge.

Conversions Between Binary-Incompatible Values

As mentioned earlier, our model rejects inheritance as aokagnnecting components,
instead relying on the live objects runtime to dynamicakyegrate gluing code to relay
events between binary-incompatible, but logically idesitendpoints. This was a de-
liberate decision, motivated by the fact that permitting tise of shared libraries would
tremendously aggravate the already present library vargjassues described above.
The current implementation of this mechanism in our prqietis very limited. Our
system can generate gluing code in simple cases, but itisrtly not capable of con-

verting between pairs of binary-incompatible value typgéstortunately, this is a major
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problem that severely restricts usability. In practice stmmmponents would need to
define custom types of events to pass between endpoints, dlcosponenA, which
represents a sensor, might define an event of Wjiet represents a sensor value, and a
componenB, which represents a user-interface widget, might definevantef typeV’
that also represents a sensor value, but is defined withipaaate .NET library, and is
not binary-compatible witV. We would like to be able to detect tiétandV’ have the
same logical structure, or that there is a known way of cdimgbetween the two, and
inject conversion code automatically whans connected t@, so that any type of sen-
sor could be used with any type of a user-interface widgehaut having to break the
model and rely on shared libraries (which, as we pointedwaltild lead to problems).
Currently, components that may need to communicate viagwetgustom user-defined
types have to be defined within the same library.

The inability to convert between binary-incompatible \etypes is also the main ob-
stacle to cross-platform interoperability. To achieveettanguage-independence, we'd
need to be able to treat .NET and Java event types as isorappgiiectly equivalent.

A simple, but limited solution might require that customuatypes are annotated in
a manner similar to data types used within WSDL. However,aight imagine anno-
tations that attempt to convey the purpose of the indivifieids within data structures
and include semantic descriptions, thus potentially peimgi conversion between types
that are not structurally identical. The benefit of doing ssuld be a greatly improved

code reusability. Similar problems have been explorederctimtext of web services.

Synchronous vs. Asynchronous Object Interactions

In the model described in Section 2.1, we adopt a simplified/that events are passed
via endpoints in a purely asynchronous, nonblocking fashio practice, using a purely

asynchronous model is problematic, for two reasons. Rirghany situations, such as
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looking up a value in a dictionary, an asynchronous progrargmatyle is unnatural.
Second, implementing a nonblocking interface generatiyia the overhead associated
with memory allocation, since the event and its arguments labe stored somewhere,
and increases latency and the overall cost of event pasBioigthese reasons, in our
prototype we have relaxed the model and implemented evesimgpas method calls. In
some situations, the runtime simply forwards these callse@ther proxy connected via
the endpoint; in others, where interfaces are binary-irngatible, it uses a dynamically-
generated gluing logic that adjusts the lists of argumentsraturn values. We left
open a possibility for the runtime to restrict certain kirafsendpoints to only allow
asynchronous interfaces, and for the runtime to assist kingdhe calls asynchronous
by automatically adding event queueing logic as a part ottmection between two
endpoints. There exist many options, and neither is bétéer dthers; the choice should,
in general, be made on a per-object and per-connection. dasisertain connections,
e.g., between objects where latency is important or thahtraigmmunicate in a fine-
grained manner, direct method calls might be preferred,r@dsein other situations,
one might prefer to isolate the caller from the callee by mgkgalls asynchronous.
The decision might be correlated to whether proxies aresplat the same or fierent
application domains. One might even imagine adjusting taghyically, e.g., based on
the frequency of invocations.

Objects and endpoints will need a system of annotationsthadl assist the runtime
in making decisions such as whether to allow synchronoesantions or generate event
gueuing logic, e.g., by declaring whether an event handléori should be) guaranteed
to terminate, may potentially block, or whether it is reantr With the ability to inter-
act synchronously, the platform will also need a way to deded remove deadlocks.
In the current prototype, creating deadlocks is easy, aadi¢gveloper must be careful

when using blocking synchronization primitives. Addregsihe problem may also re-
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quire developing new language features for event passatgtleviate the potential to
deadlock, or that combine the synchronous and asynchroneasation models.

Looking at it from a diferent perspective, we’ll need the ability to leverage asyn-
chronous object interactions wherever they occur. Oneeptssible benefits is related
to parallelism. Our model seems to naturally fit distribuaed NUMA-style architec-
tures, but it might also yield benefits in multi-core platfa, since the high degree of
modularity and the strong preference towards asynchroaeeist-passing potentially
translates to less context switching overhead, smallérdoatention, and more locality

in data access. Exploiting these benefits is a major techrhedlenge with high payd.

6.1.3 Security

The current prototype does ndter any form of security besides minimal type checking.
Besides adding more expressive constraint formalismscthat express security and

reliability properties, our vision for securing live objednvolves the following steps.

Assigning Proxies to Isolated Application Domains

In our current prototype, all interconnected live objeatyes run in the same appli-
cation domain. This raises security concerns, and cornésoio the library versioning
problem mentioned earlier. An alternative approach woelddorun each proxy within
a separate application domain; this would increase oveeallrity and address the ver-
sioning concerns (one could unload an old component lidvgrerminating the appli-
cation domain in which it was sandboxed), but it would be dees performance cost:
method calls that cross application domains always invobstly marshaling. In prac-
tice, one would want to use a mixture of these two approadhesight also be useful
to isolate some proxies in separate processes; this coulddak for example, to enable

mixing proxies coded in .NET with ones implemented in Javaronanaged C++.
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Besides implementing the capability to run interconnetitedobject proxies across
different processes and application domains, there remainssii@u of what factors
should dfect the decision as to where a given proxy should run. Presiynmae would
factor in the information about object type, e.g., proxieamobject annotated as toler-
ant of Byzantine failures or privacy-preserving might bedtzoxed, whereas proxies of
objects that deal with multimedia streams or have been atetbais low-latency might
be run within the application domain of the live objects & or the underlying com-
munication stack, to minimize the overheads. Designindnsaheme is a topic for

future study.

Scalable Components for Implementing Security

While the ability to express security contracts and run congnts within a secure run-
time provides a good framework for security, implementiegwse objects in practice
will require a library of reusable building blocks, such asheentication or key manage-
ment protocols, to choose from. Many protocols useful ia tointext have already been
described in the past [256]; the main challenge will mosliikevolve around the scal-
ability of these solutions. We believe that many of theseisgcprotocols can leverage
scalable multicast infrastructure, e.g., to disseminaeskACLS, or revocations, and
that solving the scalability problem for multicast can gaad way towards enabling

scalable security. We are also considering the use of theeRtes Framework, as a
mechanism potentially much more general than reliableioagt, as a tool for imple-

menting security, and possibly expressing certain aspgctecurity through rules in

this language, much like we can do so for simple propertiesaat to reliability.
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Integration with Existing Security Infrastructure

The ability to deploy our technology in real corporate netgowill depend, to a large
degree, on whether we can “tap” seamlessly into the eskedalisecurity infrastructure,
such as Active Directory domains and X.509 certificates. éxample, one might ex-
pect that access to files on our shared desktop is determynédrilows permissions,

which might be defined in terms of domain users and roles, aac¢ibomain Admin-

istrators” or “Backup Service”, or that elements of the depkthat lack valid X.509

certificates are indicated as insecure. Implementing alsingriant of such capability
could be a matter of simply interfacing the existing APIs¢oess ACLs or impersonate
security principals as needed when interfacing legacyiegmns, leveraging scalable
multicast protocols to synchronize clients with a domaintoaller, etc. In a broader
perspective, however, we’ll need to consider a generaltouresf how best to integrate
the inherently decentralized architecture of our live otgewith infrastructure that is
mostly centralized and client-server in spirit, and thestmg applications designed to
fit this architecture, without reducing the overall soluatimack to a client-server model,
and thus eliminating many of the potential benefits, suchedtebscalability and in-

creased availability.

Leveraging Dynamic Composition and Reflection

One of the key features of the live objects platform is thditglio create and connect
live object proxies programmatically at runtime. This iseady being used extensively,
e.g., in all our shared desktop examples, as well as in therlymdg communication
infrastructure, which dynamically injects simple evemayhecking and casting code to
transform the underlying binary channel abstraction totbaecarries events of a given
type. This capability could also be useful in security, toamyically assemble protocol

stacks that match dynamically changing security attrigué@d can be customized for
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each user. For example, when sending a live object referentstde of a firewalled
network, we could automatically embed tunneling logic. igpting and decrypting
logic could be constructed dynamically based on the cumperticy and encryption
attributes of an object, and dynamically changed on a pas&\basis with a suitable
support from a membership object that could orchestratk saasitions. In existing
systems, where distributed components are composed ghdese and glued by code,
this is difficult to achieve; we do not know of examples where this ideapuasued. A

part of the challenge is to understand the usefulness ofite@anism in the context of

security.

Managing Distributed Object-Object Connections

One potential vulnerability of our current prototype istthi@loes not attempt to control
and synchronize in any way the connections between pairsoafgs on diferent ma-
chines; even though our model is fundamentally about wgrlith sets of proxies and
endpoints, the type checks are performed locally and inutgrely on each node. This
can potentially lead to unsafe deployments that type-chediectly, but fail despite the
fact that each of the individual components is functioningectly. We’ll explain this
by example.

Consider an application objeatwith some endpoint of type, and a communication
channelC with a matching endpoint of type, i.e. such that « 7/. One of the
guarantees thal specifies through’ may be some weak, practically implementable
form of a liveness guarantee that a message is eventuailyerts to all instances of
its endpoint. Given this guarante&,might assume that all of its replicas contain the
same data. But this is only true provided that proxie8 afe connected to proxies Gf
Suppose now that there exists &elient channel’ of the same type’, and that some of

A’s proxies are connected to proxies@fwhereas some others are connected to proxies
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of C’. Even though type checking would still succeed, no guaesntan be made any
more; proxies ofA connected t& andC’ will become partitioned, and free to diverge.
Similar problems would occur when the same chahis connected to proxies of two
objectsA andA'’ that started fi in different initial states and issue conflicting updates.

The problem may not be critical in many application domalns, it is real; one
can easily imagine communication channels being reusedadadhuman mistake, or
shared document references being maliciously edited bytackar, who might divert
multicast trdfic to his own network, or cause a split brain scenario just toupd the
data.

One might imagine two approaches: static and dynamic. Irfdimaer approach,
a live object’s references might be signed with certificatest authorize connecting
them to references of a specific other object, perhaps famhtdy a fingerprint. In
the latter approach, one could use some infrastructurediramically verifies each
connection. In between these extremes, one could imagaseleased approaches,
where certificates are issued for periods of time, and pieadigl re-requested. Other
approaches might be possible. Understanding the practigdications of this problem

and working out the details of a solution are a work in progires

Just-in-Time Typing Support for Library Objects

Live object types are only contracts; for true security, moeld want to verify that the
actual implementations abide by those contracts. For csitguabjects, one could lever-
age proof-carrying annotations mentioned earlier. Fanjpre objects, implemented
in libraries, the task would require verifying the code; aqass that tends to be costly.
One way to speed it up would be to leverage techniques sucloa$®arrying Code.
Another idea could be to use a language such as ML and a systdnas NuPrl [163] to

prove facts about programs in it. However, we believe thatattice, the mostfgcient
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approach would be to develop a family of domain-specific leagps, optimized for the
purpose of implementing live object proxies, and with esgiree power limited in such
a way that reasoning about distributed types could be $itfaigvard and fast enough to
be performed dynamically, at the time the library is load®dyhen the object’s proxy
is to be first created for use in a secure context (hence the“fest-in-time typing”).
We believe that the Properties Language we are designingéastential to be such
language; its rules seem to have a fairly clear and intuith&ributed” semantics. We

hope to eventually extend the Properties Framework withudonaated typing system.

6.1.4 Resources

The dynamic nature of our live objects raises questions tatemource consumption.
There are two aspects to it: minimizing resource usage taceedverhead, and manag-
ing the allocation of resources that are needed by objecthéa proper operation. The

following problem areas stand out as particularly impdrtanreal deployments.

Intelligent Activation and Deactivation of Proxies

Keeping a live object proxy in a runnable state can be expensior example, reliable
multicast protocols may issue periodic acknowledgementgloy failure detectors that
may involve heartbeats, or a gossip scheme that involvésdiernteractions with prox-

ies on other nodes; this overhead is often paid even if noidatetively exchanged by
the protocol. Similarly, a proxy that has a user interface tmaperiodically requested
to draw its contents; an operation that consumes resouvessifedrawing occurs out-

side of the visible area of the user’s screen. When workinp witypical shared com-
pound document or desktop, the user may be interacting wilthaosubset of all objects
placed on the desktop. In the current prototype, all desétpects are simultaneously

activated, even if they are not visible. This representsteaed, and with a gticiently
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large number of objects placed on a desktop, it may causey/giens to be unusable on
slower hardware. One possible remedy could be to createxy pfoan object when
the user moves his or her “viewfinder” over a portion of thektigs containing the ob-
ject, and deactivate it when the user leaves the area; this\rer, could lead to extreme
churn, and destabilize the underlying communication satest Another problem occurs
if the user “zooms out” and ends up with a view over the desktophich thousands
of objects may simultaneously be visible; we discuss thlsigaselow. Neither of these
problems is trivial.

As another example, consider the repository object patignare a part of an object
reference might be stored within another object, and thggrai reference may contain
an embedded reference of the repository access protodble huntime joins the repos-
itory access protocol every time it encounters a referemde and tears down its proxy
immediately after retrieving the requested data, reseumtay also be wasted. Joining
and unjoining tends to be costly, and causes churn, ancertdieferences that involve
the same repository might occur frequently. It might be ddse to keep a repository
access protocol active for a period of time after retrie\angference, or even pre-fetch
commonly requested references, to minimize the overhead.

In order for our system to grow and support realistic uses;agse’ll need a scheme
for intelligently deciding when to activate and deactivatexies, how long to keep them
alive after they have been disposed, etc. The current gymdacks such functional-
ity. In general, the solution will be application-specifijt it is likely that there exist
common usage patterns that could benefit from dedicatedsimnércture or language

mechanisms.
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Proxies with Different “Degrees” of Connectivity

In many applications, dlierent users might want fikerent levels of access to the same
object, e.g., dferent levels of detail, dierent permissions, or QoS guarantees. To some
degree, implementing this is possible even in the currestopype: a single object may
define multiple endpoints corresponding tffelient functional roles, e.g., one endpoint
for senders and another for receivers, or one for clientsaanther for service replicas.
One could go further and create separate endpoints for Fehatyyvs. casual clients,
or otherwise group clients into a finite number of categoreash with its designated
endpoint.

Some applications, however, pose an even greater chall@uyesider a large-scale
version of a three-dimensional spatial desktop object shanvFigure 2.6. If the desk-
top were to visualize a real battlefield, there might be thods of moving objects on it
at different distances from the user’s camera; viewing them alhe¢ anight be infea-
sible, excessively costly, or too disruptive. Intelligpnbxy activation and deactivation,
discussed earlier, might help to control resource usagedpjaying only objects close
to the user, but in this particular application, displayailgobjects would be preferred.
To keep resource usage manageable, one might want to be afdevtdistant objects at
a lower level of detail, for example receive their coordesaless frequently. Similarly,
an object that represents a virtual event where tens of #mulssof avatars might gather
to watch it, all at once, one might not want to keep track ot movements of tens
of thousands of avatars at the same time, but perhaps just & feroximity to one’s
own. Avatars standing further away might be rendered witalnprecision, and their
movements visualized less frequently and after a longeryddlhe ability to diferenti-
ate between objects closer and further away and adjusttihefrenulticast tréfic based
on this information would determine whether the given aggilon is feasible or not.

In the sorts of applications mentioned above, there could fpeeat many (perhaps
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infinitely many) dtferent “degrees” of access to a single object, determinecdipis

such as a distance in the virtual space. To support suchcagiphs, we’'d need replica-
tion protocols and data structures that can suppdi¢mint “degrees” of membership.
We might also need to revisit the model, and try to understamether having proxies
with a large number of diierent “degrees” of connectivity within the same object $tiou
be somehow reflected in our type definitions or language adigins; for example, an

endpoint type might constrain latency as a function of thegfée” of connectivity.

Managing Resources Required for Correct Operation

Many objects explicitly or implicitly depend on certain oesces, which are themselves
not live objects, and are not explicitly referenced and ceddy the model. For exam-
ple, multicast channels might depend on the availabilityaihulticast, and the support
for IGMP snooping in the networking hardware or the presesfagedicated services
on the network. Objects that persist state may depend orrélsempce of certain files or
simply on the availability of a certain amount of space onaaldilesystem. Multicast
objects might implicitly depend on the availability of tugia or repeaters that would
duplicate tréfic between dterent networks. Objects that have a user interface and may
refer to textures that might be dynamically downloaded mdgpend on the presence
of textures somewhere on the network, occupying space onebeserver.

The challenge is to express such relationships, perhapgwite XML references,
but also to design a scheme for allocating resources, pgidragemand, garbage col-
lecting them, and handling situations where resources @ilenger available because
they have been reclaimed. A part of the challenge is to haedtzurces such as IP mul-
ticast addresses, which may be local; migrating objects such dependencies might
make no sense, or it might require dynamically allocating resources or objects, such

as VPN tunnels, when the migrated reference is activateschewalocation.
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6.1.5 Language

Our model focused on type-safe composition, as the mostriiamicaspect of our object-
oriented embedding; indeed, one can view the XML format ofliwe object references
as a primitive form of a live object “language”. We are exdiédout this perspective, but
we also recognize the limitations of the “language” supgmhiy the existing prototype.

In the immediate future, we plan to focus on exploring théofeing problem areas.

Object Specifications Embedded in Object References

There are two aspects to our composition language: theyatwlidescribe primitive
building blocks, and the ability to composed those buildahgcks into larger entities.
In context of the former mechanism, our language currently allows referring to
objects defined in external .NET libraries. In some sensgigdlanalogous to embedding
references to ActiveX controls in HTML pages; one can emlstion controls and then
arrange them within a page, but the controls have to be deéixiednally.

We are planning to extend this capability by making it poesib embed descriptions
of live object proxy logic directly within object referer&semuch in the way one can em-
bed JavaScript in web pages, thus making object referemaepletely self-contained.
To this purpose, we are looking for languages that coulducagive object’s proxy
logic in a concise form while retaining some degree of gditgr®ur novel Properties
Language, discussed in Chapter 5, has a chance to be sucladgdput in the present
form, it is perhaps overly specialized towards state macteplication and hierarchical
protocols.

If we compare our live objects designer with a Windows Formsigher in Visual
Studio, we’ll notice that both currently support compasitby dragging and dropping
reusable building blocks and connecting them in varioussyaut Visual Studio also

allows the programmer to open one of those building bloakd ,aistomize its behavior
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by writing code. We believe that live objects need a simikgability, hence the need
for a general-purpose declarative language that can exjivesobject proxy logic in a

form concise enough to be embedded directly in the XML refees.

High-Level Constructs in our Composition Language

The language used to describe references in our existirigtppe is very simple, but
it does include equivalents of a number of higher-level tmiess. For example, pa-
rameterized objects are, in some sense, equivalent to thetils: the parameterized
template can be thought of as a method, and references otdeiethebjects given to it
as parameters can be thought of as method arguments. Tlagwamatuitively makes
perfect sense: most pre-installed components bundledouitprototype are templates,
and references passed as parameters to these templatsgd@ite launch proxies that
are dynamically connected either to each other, or to iatgrroxies, created program-
matically. Thus, most templates have embedded composdgao, encapsulated and
hidden from the developer.

Similarly, a composite reference, in which several inteatgects are connected is,
in some sense, an analogue of a list of local variables or reeffiddds followed by
explicit connectstatements. Finally, references to repository objectaar@nalogue to
operations on collections.

It seems natural to try extending our language with addiitvigher-level mecha-
nisms, for example conditional branching and loops. Ondefftiture challenges will
be to understand which language mechanisms make sensg aotitext, and which are
feasible.

As far as feasibility is concerned, there are a number oftcaimss that need to be
respected. First, since these mechanisms would form a nstomizable part of the

language (much like built-in keywords in Java), we would Widne mechanisms to be
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generic. Second, a reference expressed using these nm&uolsastiould still allow types
of its constituent parts to be determined statically, angingeefficient type checking
at design time. Third, we would like to retain the high-ledelkclarative style of our
references, and the ability to represent them visuallyuincan intuitive block diagram
within a drag and drop design tool. Finally, we need to definkear boundary between
the parts of the object logic that belong to the compositamgliage, and the parts of
it that belong to object specifications, and that could beesged in multiple dialects.
The latter is, in some sense, similar to the distinction lkeetwHTML, which defines the
structure of a web page, and the scripting logic that can beedaed within HTML,
and that could be expressed in multiple languages.

In this context, one possibility could be to allow only statonfiguration to be ex-
pressed within the composition language, and leave evering logic to embedded
specifications. One could relax this, for example, by suppgthe handling of built-in
events, such as endpoicwnnectand disconnectwithin the composition language, to
make it possible to express certain types of reconfiguragaoh as reconnecting on

failure.

Controlling Inflation of the Size of Object References

Most live object references used in our current prototykiarstudent projects we su-

pervised are relatively short: a typical reference is 2—3#K8ze, and the most complex
one is 6 KB. Compressing these references can shrink therfietolaundred bytes. One

can easily imagine, though, that in realistic scenaridereaces could grow to tens of
kilobytes, and if we permit object logic to be expressed imithese references, as we
have just postulated above, the sizes of some of them might gven larger, perhaps
by an order of magnitude. If these references are used asgiaempound documents,

the documents themselves could easily reach tens of megmhyeploying such doc-
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uments via email would be problematic. Also, since acthgain object might require
downloading substantial amounts of information, the platf would be perceived by
the users as unresponsive.

Indirection, implemented through external references tgm the size of object ref-
erences, but pushes the overhead to run time, forcing slierttownload a considerable
amount of data at the time an object is first accessed. Tewbsisuch as caching and
prefetching could mitigate the problem, but raise the qaestbout the “freshness” of
references that might have been downloaded a long time agdaogased. Our composi-
tion language will need to be extended to support consgainthe freshness of cached
references, an equivalent ofalatile keyword in G-+, etc., and the runtime will need to
be extended with mechanisms that minimize storage and gsgpoverhead resulting

from reference size and the extra levels of indirection &/tespecting these constraints.

6.2 Multicast Infrastructure

Although the live objects model is meant to be general, weeihat most live objects
used in real systems would be internally powered by some @drmulticast. Whether
the model can be adopted on a massive scale thus dependsde ddgree on whether
we can build a multicast infrastructure that can supporttitamon patterns of usage.
Unfortunately, at this point it is not at all obvious what tbemmon patterns of
usage would be. It seems reasonable to assume that the systddineed to scale in
several dimensions, such as the total number of nodes, #rage/znumber of nodes in
a single multicast group, the total number of multicast graihe average number of
groups that a single node is a member of, etc. It would alsmgeasonable to assume
a heavy-tailed popularity distribution, some form of reyity and clustering based on
interest; we have discussed these aspects in Chapter 4n@dyat, however, we can

only speculate, and there is no other way to tell than tryingdgploy an initial prototype
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in a real setting, to see how it is being used, and where itkistend use this feedback
to refine the design.

Accordingly, we have built a prototype multicast platforntiwa simple reliability
property that is sfiicient for simple types of objects, such as channels carrsgmgor
values, airplane coordinates, or buildings colors, antldbald be used in combination
with higher-level logic for locking and state transfer tqport replicated documents.
We have described this prototype in Chapter 4. The systerardly only works in LAN
settings where IP multicast is available, and does fter stronger forms of reliability
on its own. Also, the novel technique we proposed to scale thi2 number of groups,
while promising, is currently implemented only in a sim@diform: it can yield benefits
only in systems with very regular overlap, and degradesr@gular overlap scenarios;
we discuss the limitations of the system and our ongoing waxwlards addressing them
further in this section. Nevertheless, despite all thetltions of the current platform,

our prototype has already been useful, in that it allowe@ ukemonstrate the following.

1. One can build a high-performance system in .N&Tr prototype is implemented
entirely in .NET, mostly in C#, except about 6000 lines of imged G-+ code
required to access Window& completion port API, and it can be used by .NET
applications as a library to send and receive managed shjeca managed API.
A simple managed application, running on a 1.3GHz clustderan a 100Mbps
LAN can send over 8000, and receive over 9500 kilobyte-simesglsages per sec-
ond, and the performance degrades by only a few percent ay$kem scales to
100s of nodes. On the same hardware, the system can sen&iwer8800 mes-
sages per second with only 30% processor usage. With 2.6G#snthe system
comes close to saturating the network, and it has an everesr@d&U footprint.
These results contrast with most popular packages foy.0dv&; for example,

JGroups saturates CPU on the same hardware at a throughprdeanof mag-
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nitude smaller. This result is important; our model depemisnechanisms such
as strong types or reflection, which are characteristic aleno runtime environ-
ments. Our work demonstrates that working in a managed@anwvient does not

have to mean sacrificing high performance or incurring higfu@verheads.

. Network-level reliable multicast can scale to 100s of nod&sr prototype guar-

antees delivery if the sender does not fail; if it does, thargatees are only prob

abilistic, on a per-region basis. We have experimentalhficmed that the sys-
tem scales from 2 to 200 nodes with only a few percent perfoo@genalty at
the highest data rates, which is a competitive result, amdrmoretical analysis
suggests that it should still be able to support high datsrat configurations a
few times larger. This is achieved without the use of techesgsuch as filtering
in software, or proxies that consume resources and intethiency and bottle-
neck. In the existing systems, the scalability of netwankel reliable multicast
has been limited by the ability to sustain stable throughnptit large numbers of
recipients. We have demonstrated that it is possible t@asustable throughput

in such configurations.

. One can amortize overhead across multicast grovs devised a novel scheme
that allows amortizing overhead between instances of oagtiprotocols, by ex-
ploiting regularities in the patterns of group overlap. Taeant of the algorithm
we have implemented is very simple, and calculates regiaasdon the full set
of groups; consequently, the current prototype can perfeethonly in scenarios
with very regular overlap, and degrades quickly otherwi&@h perfect overlap,
our system scales to as many as 8192 groups with only a fewmtgrerformance
penalty. Of course, real systems would rarely be this regblat it has been
reported that even in systems with irregular overlap, ongdcarrange for regu-

larities to occur by partitioning the set of all groups intonaregular hierarchies
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[300]. This partitioning scheme has not yet been integratedour system, and
its usefulness has yet to be confirmed in experiments, buithelation results

are promising.

. One can leverage IP multicast without triggering state egmn Our prototype
leverages IP multicast for transmission, but it utilizdatieely few multicast ad-
dresses, at most one per node. This way, our prototype atrwdgate explosion
problem that plagues large data centers. In the currergrsyshis ability comes
at a cost of higher overall network bandwidth utilizatiomsend a single message,
multiple UDP transmissions may be needed if a group spansnoaay regions.
The partitioning scheme outlined earlier has the potetdiéllance the two fac-
tors more €iciently, slightly increasing the number of regions, butueidg the

average number of regions per group; evaluating this is & wgorogress.

. Reactive approaches do not have to carry the risk of broadstmsms Many
existing multicast platforms, when perturbed, tend to ndelivn in a bad way,
leading to broadcast storms that can shut down a data cevedrave discussed
these phenomena in Section 4.3.7. Because of this, margrcbeses have turned
to proactive techniques, such as FEC. Our prototype usesedypeactive ap-
proach, yet it handles many types of perturbations gralgetal nearly a thousand
experiments we have run, each involving millions of messager system always
predictably responded to perturbations such as lossezgsecrashes, and churn,
by reducing the rate of multicast, or entirely suppressingnd always eventually

stabilized.

. Efficient recovery does not have to involve high overhé&uk system, by default,
circulates its tokens at a rate of 1 token per second, and @&¢MAK feedback
provided to the sender is also generated at this rate. Tiegents an extremely

low rate of control overhead, and is among the reasons wh@ e utilization in
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our system is exceptionally low. Despite this, our systenery reactive; it can
quickly recover from very long bursts of packet loss and ptl&uptions through

a massively parallel recovery process that often involweeds of other nodes.

7. One can improve performance by controlling local schedpéind memory usage
We have described an intriguing connection between pednom and scalability
and aspects of the protocol stack architecture such asdlee @frevent processing
or memory consumption. Controlling these factors allowetbuachieve compet-
itive performance. We have summarized our experiencesifotim of a number
of performance insights and general design guidelines;sted those in Chap-

ter 4.

Overall, our prototype has been a successful feasibilitghstThe ability to achieve high
performance in a managed environment, scale sub-lineaitytihe number of groups,
marry scalability and reliability, exploit hardware suppio data centers, or understand
and deal with broadcast storms or other instabilities: dnlgese could have turned out
to be a show-stopper, yet so far, we have not come across aoyrnauntable obstacles.
Besides being a successful feasibility experiment, outopype also allowed us to
get a better understanding of the phenomena related torpenfiwe and scalability. As
aresult, we ended up with a highlffieient architecture, which served as a great starting
point for future refinement. Indeed, the architecture dbedrin Chapter 3, as well as
the Properties Framework based on it, introduced in Ch&ptae direct extensions and

generalizations of our existing prototype; the relatiopsican be understood as follows.

1. In our existing prototype, nodes running a protocol cqldéy many roles; a node,
besides representing itself, could collect state and atietialf of its partition or
region. The roles a node plays depend on the membership kieweed out by the
GMS. In the architecture of Chapter 3, we generalized thaa,iéind proposed to

model hierarchical protocols as networks of interconregi®tocol agents that
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are installed at the individual nodes by the external mamage entity (GMS).
We propose to think of the GMS as an entity that does not justipely hand out
membership views, but that actively orchestrates the aimtaf the protocol by

delegating and actively controlling agents that, in a sewsek “on behalf of” it.

. In our existing prototype, protocol “agents” form a hietay; a recovery protocol
running in each group isfiectively composed of “microprotocols” running be-
tween protocol agents offierent types, simultaneously at multiple levels. In the
architecture of Chapter 3, we evolve this idea into a gerugbose hierarchical
protocol “decomposition” scheme, and propose to view eaotopol as a struc-
tural composition of multiple microprotocols that have hegued together into a

single structure through a hierarchy of membership viewsiged by the GMS.

. In our existing prototype, the hierarchy of agents hag three levels. Micropro-
tocols used at each level are fixed, implemented as tokes attipe two bottom
levels, and a star topology, with the sender in the middiéhatop level. In the
architecture of Chapter 3, we propose to relax these assumspthere could be
arbitrarily many levels in the hierarchy, each micropraiczould use a dferent
distributed structure, e.g., a token ring vs. a binary tree as scheme based on
gossip, and the sender does not need to play a distinguiskeds the central
point at which all agents are interconnected; the “root’rageight be executed

anywhere, and a single protocol instance could accommaoaiaitgole senders.

. In our existing prototype, the guarantees provided bytb&col and its structure
are fixed, and so is the logic of each microprotocol; howevehave used a hand-
coded structure similar to that described in Chapter 5. Theopol state in our

prototype is represented in a form resembling a set of ptigsesissociated with
agents, such as the set of identifiers of packets receiadalesimissing, or ready

for cleanup. Our token rings are used as means of aggregatthdisseminating
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the values of these properties. In our ongoing work on the&t®s Framework,
we are trying to pursue this idea in a more systematic maramer,generalize
this scheme to allow other protocols, withffdrent reliability guarantees, to be
represented as distributed data flows between sets of piegpenaintained by

agents.

. In our existing prototype, the method of disseminatidiixisd, and relies on sup-
port for IP multicast, but it also has the compositional flagological channel to a
group splits into per-region channels, in a way controllgthe groups-to-regions
mapping generated by the GMS. In the architecture of Ch&ptee have general-
ized this idea and proposed to use our hierarchical protaooposition approach
to dissemination as well. As an example of this approach,ave described how

one can use it to construct hierarchical overlays.

. In our existing prototype, microprotocols running witl@ach region perform re-
covery simultaneously for all groups overlapping on theaeg We have made
sure to retain this important feature in the architectur€loapter 3; a recovery
domain in this architecture is not associated with a pdsdicprotocol instance,
and may be assigned to perform recovery for multiple prdssmnultaneously
when multiple sessions are externally “installed” in itisthas been described in
Section 3.2.10, and illustrated on Figure 3.25 and Figus&.3This allows, for

example, a single token ring to carry recovery records foltipla protocols.

. In our existing prototype, several protocol instanceshmdtectively “collapsed”

into one within each region thanks to the fact that message®d by senders, in
addition to being indexed on a per-group basis, are alsxeatlen a per-region
basis, across groups. The ability to do so depends, to aelegre¢he fact that dis-
semination and recovery in our current prototype use theesdmcture: regions

associated with IP multicast addresses are the same rdfetrere used as a ba-
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sis for forming token rings that run recovery. It also pditidepends on the fact
that senders “know” the target regions. In the generalizeticture of Chap-
ter 3, where dissemination is decoupled from recovery, aitkirwhierarchical

overlays of the sort we have described, senders in gendtalavihave informa-

tion about the target regions. Directly carrying over thetpcol “compression”
scheme used in our prototype into this generalized ardhiteds currently not
possible. Adding this capability is a future work. We disstisis issue in more

detail below.

. In our existing prototype, the membership service isre¢imed. We have noticed,
however, that to perform their roles as partition membeastioon leaders, or
region leaders, nodes do not, in fact, need to have full meshigeinformation.

In the architecture of Chapter 3, we have made use of thisadisen. We have
outlined a protocol, through which membership informato@m be maintained
by a hierarchy of scope managers in a completely decergdqlszalable manner,
so that each scope manager controls only a certain part diiénarchy, at a
certain level of granularity, and dispatches a subset dbpab agents. This might
potentially enable scalability to hundreds of thousandsaafes. It also yields an
additional benefit: by decentralizing the GMS in the way wepmsed, we can

now achieve full encapsulation, in accordance with theakpeiented principles.

Currently, neither the hierarchical structures of Chapteror the Properties Framework

are implemented; both systems are a work in progress. Thierba is not only to build

these systems, but also to formally prove that they can shdebver strong guarantees.

The approach we propose is controversial in that, unlikertaprity of systems, it does

not use mechanisms such as systemwide consistent menpbeieskis, which makes it

difficult to define and prove its properties; consistency relrea distributed hierarchy

of interconnected membership views that evolve in a mariraris synchronized to a
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degree, but the entire view hierarchy never materializesminplace of the system.

Until we demonstrate a working prototype, and a formal mdodeteasoning about
consistency and reliability within this architecture, theestion as to whether the archi-
tecture is feasible and practically useful remains opermn.e&2periences with the model
and early experiments suggest that chances for a positsveaarare high. We have built
[238] an early prototype of the Properties Framework, inchtprotocols are run by a
set of agents loosely synchronized by a hierarchy of viewst,gs in the architecture of
Chapter 3, and run simple programs in our Properties Larguélge prototype is still
far from being usable in real applications, for the programespartially hand-compiled,
the membership service that deploys agents and supplieswith membership views
is centralized, and the entire system runs in a simulateda@ment, where communi-
cation and failure detection have been abstracted. Neledh, the way membership
views are calculated and the way protocol agents are synide in this prototype
conforms to what we have described in Chapter 3, and thebi@ljaand consistency
characteristics of this prototype are most likely eithearitical to, or very closely ap-
proximate what a real instance of a Properties Frameworkanoaok like.

Our experiences with this early prototype, some of whichehlagen discussed in
Section 5, and the results on Figure 5.7 and in [238], stsoagggest that the archi-
tecture we have described hagisuent power to allow protocols to make irreversible
decisions and achieve progress, despite packet lossedereg and asynchrony, high
rates of churn, and node crashes. In particular, it woulchgbat it is possible for pro-
tocols running within the architecture to calculate monatgroperties such as which
messages are stable, reinstate crashed agents and allavodewto join the protocols
in a way that does not violate monotonicity, and then use suhotonic properties to
make irreversible decisions on cleanup and delivery. Inloation with simple loss re-

covery logic, this appears to befBaient to implement basic reliability properties, such
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as last copy recall, and even atomicity. If the model can siguport ordering, as we
believe it does, it should support replicated objects ofsibre we used in our prototype
of the live objects platform.

Even after completing the Properties Framework prototygsy practical problems

will remain unsolved; we discuss the problem areas in thexneder of this section.

6.2.1 State

In the current version of the live objects platform, repiezhstate is generally stored
in checkpointed communication channels: reliable chantielt provide total ordering
and a simple form of state transfer, whereby a newly actilvptexy receives a check-
point created on-demand from one of the existing proxies manner synchronized
with the stream of updates. This functionalityfesed by the non-scalable, TCP-based
multicast substrate that the platform is configured with bfadlt, is stficient for most
uses. Our scalable multicast prototype of Chapter 4, howdwes not provide total or-
dering, and in the absence of total ordering, it cannot jpi®@etate transfer, either. One
can implement the desired semantics by combining scalddaenels with the totally
ordered channels provided by the TCP-based substratabseahannels could be used
for dissemination, and totally ordered channels for syoeizmation and state transfer;
an example of object composition that our platform was desigor. Next steps shall

involve the following.

Limiting Dependence on Costly Flavors of Multicast

We just noted that out scalable multicast substrate la¢ksdadering and state transfer.
This functionality is generally hard to implement in a stdgamanner, for it cannot be
decentralized; there always has to be a central “orderat’absigns message numbers.

However, there exist many protocols that minimize overheaspecific scenarios, for
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example by migrating the “orderer” role to the actively neasting node, which works
great if messages are transmitted in longer sequences,igit be counterproductive
in applications, in which messages are isolated. We arewnateaof any “one size fits
all” ordering scheme, and we believe that no such scheméseXée envision that the
best way to approach the problem in practice is to provideitiee with a large number
of reusable building blocks that implement various staowilordering, locking, state
transfer and reconciliation, versioning, and a varietytbbo synchronization primitives,
independent of any particular multicast substrate, anidnoped for diferent patterns of
usage, and allow the user to freely combine those primitwiis different types of

non-synchronized, unordered multicast channels, at tpécagion level. We believe

that in an overwhelming majority of applications, total entg, in fact, is not strictly

necessary, and may be substituted by other forms of synidatamn, which may be

coarse-grained, or used only for a subset of all commumicatlany types of updates
are idempotent or commute. Temporary inconsistency ofemot fatal, and can be
detected and resolved through other means; recall ourstismuof collaborative editing
in Section 1.3.

In this context, the key challenge will be to design synciration primitives, data
structures, language abstractions, and live object dgsitjarns that can facilitate build-
ing application-level synchronization logic to complermEHO-ordered and unordered
channels. We are hoping that with the right set of such tasists would be able to cre-
ate application objects that depend on costly ordering gndrsonization mechanisms
only to a very limited degree, and that perhaps for 99% of camoation channels used

in practice, it should Hftice to use weaker, but also more scalable forms of reliability
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Backup and State Persistence for Replicated Objects

Currently, our prototype does not support persistenceliéed state in checkpointed
communication channels exists for as long as there exis¢ swoxies of an application
object using the channel, and vanishes otherwise. In aiits such as collaborative
editing or gaming, this is undesirable, for it would mean tha@ocument, or an entire
virtual island, with all its data and configuration, vanishiehen the last user leaves.

One way to avoid this would be to ensure that there alwayg sgimem > 1 ded-
icated “backup” proxies connected to the channel, solelytlfe purpose of mirroring
the replicated state; this can be easily done today, andriksnio any scenario. A more
sophisticated technique would be to track the set of pradfi@sreplicated object either
by a membership service or through some other means, anteehatiif the numben
of proxies of an application object replicating the statengller than some threshold
m, then there are always— n backup proxies active; the backup proxies in this scenario
would be dynamically spawned and retired as clients armivkedeepart. This would also
provide a controlled level of fault-tolerance, but it wosldift the burden of replication
entirely to clients as long as Siciently many of them are present. One can easily come
up with many other variants of this scheme, perhaps adgistie numbem according
to the perceived churn. Exploring the space of solutions isrgortant future work.

It is well worth noting that the problem of persistence pd®s an excellent opportu-
nity for a successful marriage of our live distributed olbgamodel with the established
architecture based on data centers. We envision that as asutte majority of multi-
cast communication should occur directly between clighies data centers - with their
well provisioned and highly available resources - wouldheegerfect platform for the
entire persistence infrastructure, including memberskipices that monitor access to

replicated objects, as well as standby nodes that can kstexhto host backup replicas.
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Using Locally Cached Configuration State in Proxies

In our current prototype, object state is generally repdidand stored in communication
channels, but there exist exceptions to this rule. For exanpour three-dimensional
desktop example shown on Figure 2.6, the position of the careits association with
a stream of coordinates, are local for each user. Each prbthealesktop maintains
its own private configuration settings, and those are ndicapd. In this example, the
local settings are discarded and reset to defaults whensirecloses and reopens the
object, but we could imagine storing this data locally, mutlhe same way today’s
web pages can store cookies on user’s machines, and rejoadiext time the object
is accessed. There are other types of such local state; éon@e, in case of a shared
folder that may contain large files, it would make sense tovakach user to locally
decide whether a replica of a given file will be stored localne user might be interested
in only a subset of the files, might not have enough resounresiight not be able to
download the entire file in a single session. Local objet¢estaich as which blocks have
been downloaded, and which are pending download, would ttebd stored between
subsequent accesses. Currently, we lack mechanisms thkt @mable this. Challenges
include deciding how to allocate storage resources forl Istzde, when and how to
garbage collect it, and how to share such state betwe®sreht proxies of an object
running on the same machine.

A part of the challenge is also to understand how the decaout making a certain
part of the object’s state to be local vs. making it replidadects the environment from
the scalability, security, resource consumption and lisaperspective, and whether the

runtime should enforce some rules constraining this choice
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Synchronizing Replicated State Stored in Documents

The ability to embed live objects infiice documents, such as presentations and spread-
sheets, while tremendously useful, creates a problemkeaiiimost user-interface ob-
jects in our prototype, here the replicated state is notaddex when the proxy termi-
nates, it is also persisted within the document itself. Tbeudnent, with a copy of the
replicated state persisted in it, could then be freely mhaseund. This situation resem-
bles, to a degree, problems that distributed commit prasdtave been designed for, but
here the situation is even more complex, for a single statkceecan itself be further
arbitrarily replicated as the document is passed arourtidaouments with this replica
could then be activated on multiple clients. There are pl@ltiechnical challenges here.
First, each document, besides storing the channel’s referavill also need to store
some private local state of the underlying replication gcot, associated with this doc-
ument copy. The main issue here is how this state should Isespet and synchronized
with data in the channel; documents usually do not suppgrajipend style of updates,
so it may be dficult to use traditional commit protocols. Changes mightneebe ap-
plied in batches, and the document may need to be saved ade whenon-destructive
manner; the latter may require creating temporary versamasreplacing the document
atomically. This would need to be smoothly integrated intigteng office applications.
Secondly, the possibility of replicating individual docent replicas, with their em-
bedded state, requires a replication scheme that bindsrithedeled state to the individ-
ual machines, users, and locations, so that once the dotisreapied over to another
machine, the embedded state in the new copy is ignored. &amsto be necessary for
any quorum-based scheme to work, but poses a problem froos#imlity perspective.
The challenge is to find a scheme that permits consistentepaathout unnecessarily

constraining the user or creating too much of a burden in comaffice scenarios.
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Modeling Nested Transactions as Object Composition

Our prototypes currently do noffer any support for database-style nested transactions.
While a single transaction, or a sequence of transactiormgra set of participants,
could be modeled as atomic commit and wrapped as a live objelitton top of a
reliable multicast channel, and we believe that many datbeplication schemes could
be implemented in this manner, it is not obvious how to expressted transactions in
our architecture. One possibility is to model nesting ohgaction as a composition. If
this turns out to be expressive enough, we hope to incomtratsactions as one of the

abstractions that can be “imported” and used within ouratgjemposition language.

6.2.2 Scalability

In terms of scalability of the live objects paradigm, the mo¥portant problem appears
to be the ability to support large numbers of objects thatwmign simultaneously across
overlapping sets of nodes. As we have argued before, mosttshely on some flavor
of reliable multicast, therefore solving this problem foulticast is the necessary first
step. Other dimensions of scalability, such as supportaige numbers of nodes, have
been explored extensively in the prior literature. We beiéhat the architecture of
Chapter 3 and the Properties Framework will scalé@ently well to support multicast
and other types of live objects shared by very large numtarsers.

Our approach towards achieving scalability with the nundi@verlapping objects,
based on leveraging regular overlap patterns, is promibuigas explained previously,
the variant of it implemented in our current prototype is saoplistic too yield benefits
in most practical scenarios. Further work will need to foousmproving this scheme,

and evaluating its alternatives. Our future plan involVesfbllowing steps.
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Making Systems Regular through Clustering of Objects

We have already mentioned ongoing research focused otignairig the set of multicast
topics in an irregular system into more regular subsets][3D0e line of work, currently
in progress, focuses on understanding the patterns ofagvedcurring in real systems,
and devising clustering schemes to optimize for variougpnperformance metrics,
such as the number of regions per node, etc. Another line df wil need to focus on
deriving accurate analytical models and realistic peroroe metrics that could predict
performance of complex systems, such as our multicastratibstescribed in Chapter 4,
given a pattern of overlap, and that could be used to moresaigaefine the regularity
metric in a given application domain. Such more accurateiosetould then be used to
drive the partitioning algorithm. We have started workimgeomore accurate analytical

model of performance of our multicast substrate, which@ddé used for this purpose.

Indexing Schemes for Amortizing Work Across Objects

As mentioned earlier, the ability of our multicast protogyim amortize tréic in a re-
gion across multiple multicast groups relies on the fadt $kaders can index their own
messages on a per-region basis, a property that the atcihéexf Chapter 3 lacks due
to a strict enforcement of the principle of encapsulatioth @@coupling of senders from
receivers. As a result, although the Properties Framewankuse shared structures,
such as token rings, across groups (we have evaluated this simulations, results are
reported in [238]), it still needs to maintain separate vecy records for each protocol
instance, and the sizes of control packets and their primgesses grow linearly with
the number of overlapping protocol instances (also redartd238]). In order to be
able to amortize overhead, agents that represent membarseobvery domain would
need to have access to what we caliraaex a total ordering of message identifiers for

a certain set of protocol instancBsand a certain set of sende€gs Having access to
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such index, instead of carryi®RQ recovery records, for each individual sender and pro-
tocol instance separately, agents could use a single mrgce@ord to carry cumulative
information. For example, if positiokin the index represents message with nunrber
generated by sendsiin protocolp, Receiveds a “virtual” property stored in the token
and circulated among agents, tHea Receivedvould represent the receipt of message
k from senders in protocolp. Since each indek could map to a message infidirent
protocol instance, and generated by fietent sender, a single valueéceivedaould
effectively carry information about messages from multipledsgs in multiple protocol
instances simultaneously. Assuming that all agents hasesado the common index,
each of them would be able to encode such information intaaken, and decode the
computed aggregate. The index itself could be built by tloegiof agents on the fly, as
a part of the aggregation protocol.

We believe that indexing schemes of this sort could be a vegfuliextension of our
architecture, but this work is currently in the conceptuadgs; it is unclear whether the
computational overhead and the added complexity wouldyusie savings in the size
of tokens and data structures. The answer will likely depaméhow heavily and how

regularly protocol instances overlap in practice.

6.2.3 Communication

Our existing multicast prototype works only in LANs. We hauglined an architecture
that should make it possible to deploy live objects in WANd anreless settings, but
our architecture is currently not implemented, and theeeaamumber of problem areas

that we have not addressed at all. The most important ngpa stelude the following.
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Connecting Clients Separated with NATs and Firewalls

Although our model is compatible with data centers and tlgamver interactions, and
the architecture of Chapter 3 involves a management iméretsire that could be rooted
in data centers, we are assuming that the actual work pegfbiyg the protocols, such
as transmitting data, peer-to-peer recovery, and othedawation, will be done directly
between peers. If our technology is used in applicationates of the sort described
in Section 1.2, most clients will be home computers, hiddehild NAT boxes and
firewalls, and unable to contact each other directly. To sdeggee, the architecture of
Chapter 3 can address this; forwarding policies setup byesomnagers could take con-
nectivity into account and use techniques similar to “rewdes peers” in JXTA [128],
but this might only be possible in some scenarios. For a memergl solution, we hope
to adopt techniques such as NAT traversal [139], and leeeeagerience with applica-
tions such as Skype [271], to develop a suite of live objegpesimlized for discovery,

naming, and dissemination through NATs and firewalls.

Incorporating Mechanisms for Privacy and Anonymity

Another concern common to nearly all peer-to-peer archites is the question of pri-
vacy; in the architecture of Chapter 3, the main area of aonisethe fact that nodes
can trace each other’s access to objects, and infer othemteeest and browsing pat-
terns. Hiding agent stacks deeper within the runtime, aed #éve operating system or
networking hardware could help to make this type of infolioratess accessible, but it
could still easily be obtained by attackers with the helpaxket capturing software.
One way to address this issue would be to leverage anonyoregerving protocols
that might involve dummy nodes and misleading routes to. dntrast, we plan to
focus more on leveraging the isolation and encapsulatipeas of our architecture and

leverage the fact that unlike in systems based on variousitgaschemes or random
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graphs, which cause arbitrary pairs of nodes to become,peengr architecture peering
relationships are formed within scopes that may imposaa@kptiministrative policies.
Thus, for example, for nodes in a corporate network, allaipeering relationships
would be formed within the network, and agents that per watthes outside the network
might be placed on dedicated “gateway” nodes to mask anynialteletails regarding
object access from the outsiders. This would lead to a sdntes&rchical anonymity,

where the degree of privacy is a function of the distanceeilrarchy.

Embedding Content-Based Publish-Subscribe Objects

While group communication and topic-based publish-subs@ystems can be embed-
ded cleanly into our model, by representing individual ts@nd groups as separate live
objects, in case of content-based publish-subscriberagdtee mapping is not obvious.
One could integrate a content-based publish-subscrilteraysith our framework even
today, by treating it as a single, monolithic object, in whaontent filtering constraints
are expressed by each client by passing a special type of teviire endpoint it is con-
nected to, but this would be a crude embedding, for it woulkdatiow us to truly make
use of the strong typing and component integration capigsilof our platform. On the
other hand, one could consider representing each subeorgst a separate live object,
and the entire content-based publish-subscribe systermasaark of interconnected
objects, but it is unclear whether such a representatioridvo@ meaningful, and it
would certainly lead to inflation in the size of referencesjssue signaled earlier. The
relationship between our model and content-based publibseribe is unclear, and the

guestion of whether the two can be cleanly aficteently integrated remains unresolved.
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Infrastructure Objects in Support of Ad-Hoc Networks

Although our model is intended to support peer-to-peeriegfpbns, the architecture of
Chapter 3 is more of a hybrid architecture, in which the pasgsnanaged by a network
of infrastructure nodes. To test the limits of our model,dMé&e to provide support for
scenarios where no infrastructure can be relied upon, ardendiients literally have to
build the entire protocol stack from scratch. Ad-hoc netimy is a particularly clean
example of this approach, and a useful one; the ability tadtap basic networking in-
frastructure in such settings, in a modular manner, outehtbst primitive live objects,
would open the way to a number of applications in sensor niésyarrban sensing, etc.
We are especially inspired by the WiPeer [117] project, dreddorts of collaborative
applications it supports. We hope to port these ideas intspstem, in the form of a

library of live objects that provide simple ad-hoc routingming, or transport services.

6.2.4 Configuration

Although, as mentioned earlier, some technical detailb@farchitecture of Chapter 3,
such as detailed network protocols for the basic pattermst@faction between scopes
and members, failure detection, or delegation of agentsie®ing, and the implementa-
tion is a work in progress, the work is well under way, and wa&dbexpect to encounter
major obstacles at this point. Assuming that our hieraadhitanagement infrastructure

will eventually be completed, the next steps will involve fiollowing.

Application Model Based On Distributed Membership

As mentioned earlier, one of the novel aspects of the athite of Chapter 3 is that it
uses a decentralized membership model, and rather thangeay the clients to self-
organize based on a globally uniform membership infornmattdeaves decisions such

as which clients will play which roles, and at which levelglwe hierarchy, to a hierar-
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chical management infrastructure. This removes the nedistabute the membership
information across the entire system, and opens the way éttertscalability.

We believe that this approach can be useful not only for digsation, loss recov-
ery, and the sorts of protocols we could support through thpdtties Framework, but
also in general, as a new model for structuring scalabldésEsvin this approach, scal-
able services could be modeled as compositions of unifat@ekable building blocks
(agents deployed by the management infrastructure), elaatioh would live in an
abstract environment, similarly how we illustrated it ogdie 3.27.

We have already mentioned the analogy between agents armbligct proxies. The
code of such building blocks in a scalable service would tieisimply a live object’s
proxy code, and the scalable service in this model would heratthical composition
of a number of live objects laid over one another, and glugettter to form a single
whole using decentralized membership information manetaiby the membership ser-
vice of Chapter 3. This idea is essentially an extension efRloperties Framework
approach.

We believe that a number of scalable services that might e@xpressible in the
Properties Language could still be implemented in this maadel that the architecture
of Chapter 3 could be a useful runtime and development emviemt on its own, inde-
pendently of the Properties Language. A developer buildiisgrvice within such en-
vironment would be freed from worrying about building hietaical structures needed
for scalability, or assigning roles to individual nodese tioles and structure would be
given, and the only task left to the developer would be toli#l provided skeleton of a
service with business logic. Unlike the Properties Framgwtbe logic might be coded
in an imperative language; indeed, the Properties Framewauld be built as a layer
running on top of such environment. The key challenge helledowito formally model

the properties of a decentralized membership service,lmduarantees this structure
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can provide.

General-Purpose Scalable Role Delegation Framework

Although we believe that the Properties Language could loéves into a very ele-
gant, general programming model that is easy to understathdise, the management
structure of Chapter 3 that it is based on does not curremth la séiciently generic
structure; rather, it is a fairly elaborate system that nexgua fairly large amount of pre-
existing infrastructure, and the language primitives @& BEroperties Framework have
complex implementations. To address this problem, we hiaréed working on mod-
eling the architecture of Chapter 3 through live objects. ifgle layer in this infras-
tructure, consisting of a superscope, a set of subscopastacel linking these, and
the protocol through which the superscope delegates atgeiisssubscopes, could be
viewed as a single live object, and the entire infrastructas a set of live objects laid
over one another. This resembles the idea just mentionagkabot here, the structure,
rather than depending on an external entity managing itJavoel created and adminis-
tered by the users, and emerge as a result of user’s adrativistactions performed via
drag and drop. Despite this, we hope to be able to represemdmagement infrastruc-
ture, and scalable services it might support, using the samferm model (indeed, we
are hoping that the management infrastructure may evengressible in the Properties
Language, although the current version of our languagdesstibt powerful enough to
enable this).

If such representation is possible, we hope to then evoklveyktem into a general-
purpose role delegation framework. The live object thattlamagement infrastructure
is recursively composed from would represent a generadgag tool that allows a func-
tionality to be delegated from a single endpoint to a set dfpemts, and when recur-

sively laid over itself, it could delegate a functionaliti/asingle centralized service to
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an arbitrarily large set of endpoints in a scalable mannke main challenge is to de-
sign a generic structure of a delegation object that mighyt plich universal role, design
its interfaces, the way that a “role” to be delegated is exg@d and represented, and the
delegation object’s types. We believe this work can leadteresting and deep insights

into live object types, and could serve as an ultimate testioimodel and architecture.

Self-Discovery and Bootstrapping with Gossip Objects

Our work so far assumes that the management infrastrudtatertaintains distributed
membership and assigns roles is deployed by the usersgtihdrag and drop actions;
eventually, as postulated above, this would happen witierlive objects paradigm, by
dragging and dropping delegation objects to deploy pariseoystem on infrastructure
nodes. If the system becomes popular, however, admimgténmanually will become
infeasible. We are exploring options for making this prededly automated by leverag-
ing gossip protocols. The first step, already a work in pregyrevill be to develop a suite
of live objects implemented as scalable gossip protocaisdabuld be used in a purely
peer-to-peer fashion, and that could compute simple daiatstes, such as graphs of
network topology, annotated with latencies, node uptina@sl other structural infor-
mation, and with some probabilistic consistency guarantddese objects could then
be used, in a semi-automated manner, by the managemerstinttare, e.g., to assign
and migrate the scope manager role within a scope, or tordigterscope boundaries
automatically within a wide-area network. Some of the Hig\rel concepts have already

been laid out [45], but much work remains to be done.

6.3 Summary

In this dissertation, we have proposed a vision for a nevesi/tistributed systems de-

velopment where distributed protocols are treated asdiasts objects, a vision that, as
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we postulated in the introduction, the Web is likely headmgards. We have described
the programming model and multicast architecture suppgitj and evaluated our ideas
with two prototype systems. Our work is just a small step, asithe discussion of this
section demonstrates, there are many problems that needstu\ed to really make the
system feasible in practice; some of these problems rarsgafuental research ques-
tions, and some are simply engineering challenges. Nesleds$, the platform we have
already built is working and quite versatile, and the goahse within reach. We hope

that our work will inspire other researchers to pursue the dbjects vision.
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GLOSSARY

behavioral type
Type of an object expressed in terms of patterns of eventhtanges with the
software environment in which it executes. 53

controlled element
A software component embedded within and directly intenfig@n application
that controls the delivery of messages, but does not impieangy peer-to-peer
or management logic. 129

distributed type
See “protocol type”. 92

endpoint
See “live object endpoint”. 53

filter
A software component that restricts forwarding of messagéseen scopes. 111

forwarding policy
A set of rules that govern the way messages are disseminatieith & certain
management scope. 111

functional compositionality
The ability to build larger software components fronffelient parts that play dif-
ferent functional roles. 21

live distributed object
An instance of a distributed multiparty protocol executgdsbme set of soft-
ware components distributed across the network, commtmicaith each other
through network messages, and with the software envirohtheough bidirec-
tional event channels. 3, 15, 20, 51

live object
See “live distributed object”. 3, 15, 51

live object endpoint
A bidirectional event channel through which a live objeabxyr communicates
with its software environment. 53

live object proxy
A software component participating in the execution of atance of a distributed
protocol; a part of a live object. 52, 53

live object reference
A set of instructions for constructing a live object prox$, 56
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live object type
A class of live objects that exhibit the same externallyblesbehavior, expressed
in terms of the patterns of events that flow in and out of the &ibject’s proxies
through instances of its endpoints. 61

local controller
A software component that implements peer-to-peer logibetmalf of a certain
node, but does not directly interface applications, and et own management
decisions. 129

management scope
A collection of machines that are jointly managed, and akegued by a common
set of administrative policies. 111

multicast channel
A mechanism for disseminating messages within a certaipeschl 1

protocol agent
A software component participating in the execution of atance of a distributed
protocol. 110, 111

protocol type
A class of distributed multiparty protocols that exhibieteame behavior, ex-
pressed in terms of the patterns of interaction betweendfi#ae components
running an instance of the protocol and their software emvirent. 32

recovery domain
An instance of a recovery protocol running within a certaianagement scope,
and for a certain set of topics. 111

recovery protocol
A subset of logic of a reliable multicast protocol that gsseaspects such as loss
recovery, atomicity, persistence, or view synchrony. 111

scope
See “management scope”. 111

scope manager
A service that monitors, maintains information about, arakes administrative
decisions regarding a certain management scope. 114

session
A logical period of time in the history of execution of a siagirotocol instance,
often associated with a specific membership or protocol gordtion. 111

structural compositionality
The ability to build larger software components fronffelient parts that play the
same role, but within diierent scopes, or in fierent parts or regions of a larger
system. 21
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