Windows 10 Differential Privacy API

Randomized Response (single bit report)
Counts (IE/Edge MAU/DAU, Domain Joined, etc.)
Histograms (Linear, Exponential, and Custom)

Mean (System Uptime and App Usage in Seconds)

Since 2017, Windows 10 standard telemetry collection library,
Universal Telemetry Client, has included support for differential
privacy. Developers sending telemetry simply need to add some
flags to the call, and the result will be randomized before
sending to the server.
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Why many DP
. Implementations fail?
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2 2. Lessons learned from failed implementations of DP

Majority of DP projects fail (some even before starting)

Common theme?
We have a marketing problem
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1. We have an awareness problem
We have a problem of awareness; people
don't know what differential privacy is... 10%

In a survey, over 90% of software engineers
were not aware of what differential privacy is

90%
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2. We have a branding problem

People that have never heard about Differential Privacy, think DP is about having
different levels of privacy depending on who the individual is.

| believe it means depending on who a person is they're subjected to a different level of privacy

It is the amount of privacy people think you have a right to depending on social status, occupation or maybe
an event that occurred to you.

| don't know what it is. | think it may mean that someone who is more high in status may have more privacy
than someone with less status.

Differential privacy is based on the individual. It takes into factors such as job, education, criminal
background, current employment status, etc.. From these factors, a score is given to determine the amount of
privacy one person is allowed to have.

| believe it means depending on who a person is they're subjected to a different level of privacy

Differential Pricing %
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3. We are selling a product to solve a problem our customers
don’t know they have

« The majority of our customers think that
by just sharing anonymized data they
solve the privacy problems.

« In Healthcare they recognize they have a The Public Health Service Act (Section 308

de-anonymization problem, however, (d)) provides that the data collected by the
they make it clear that de—anonymization National Cen’Fer for Health Statistics (NC.HS),
: hibited by | Centers for Disease Control and Prevention
IS pronipite y law (CDC), may be used only for the purpose of
health statistical reporting and analysis.

Any effort to determine the identity of any
reported case is prohibited by this law.
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4. When they learn about differential privacy, they have
irrational expectations about the product

 Customers think DP is a magic box that can
solve all their problems

« Common frustration: Global models they can query,
but data is not accessible in a raw format

Data Scientist spend 80% of their time wrangling
with data, and 20% of their time complaining
about wrangling with data.
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5. Once they learn that they have a problem, it is not
entirely clear to them that DP can solve it.

AKA The Epsilon Problem

For Neighboring datasets: Two datasets D and D', such that D’ can be obtained by
changing one single tuplein D

A randomized algorithm M satisfies e-differential privacy, if for any two neighboring
datasets D and D’ and for any output R,

Where the probability space in each case is over the coin flips of the mechanism M

Prob (R| D)
< = e’ epsilon

Prob (R | D')
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Why I'm still so
passionate about DP?

A colleague lost a child to SIDS, and he was doing
an amazing campaign raising awareness about SIDS

SIDS = Sudden Infant Death Syndrome, main cause
of death of babies from 1 month to 1 year old

,| ~4000 children die every year of SIDS in the US,
\. and we don't know why (2 buses full of children
every week for a full year)

W

"y
As Aaron Matthew
% SIDS Research Guild

of Seattle Children’s Hospital
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3. Why I'm still so passionate about DP?

- | wanted to help with Research
Z
« Data = CDC Dataset (every kid that was born in the US, i
and 1-year cohort of those that died) I ——
. . . video—link robot to tell a patient he
«  Working with top SIDS researchers in the world - _ was going to e
Smoking during pregnancy doubles risk of New Parkinson's psychosis drug is target of
sudden death for baby, study says DOJ investigation
The journey toward the Equal Rights Amendment began decades ~ Conjoined twins return home after lifesaving
ago, but activists say the finish line is in sight surgery in Australia
pets, After losing her leg in an accident, a woman

finds hope through snowboarding

Maternal Smoking Before and During vave of oLdewng fish? What's on the menu often isn't
. what's jour plat

Pregnancy and the Risk of Sudden renrEEE

Unexpected Infant Death e heart

Tatiana M. Anderson, PhD,* Juan M. Lavista Ferres, MSC Shirley You Ren, PhD * Rachel Y. Moon, MD,* Richard D. Goldstein, MD.¢
Jan-Marino Ramirez. PhD** Edwin A. Mitchell, FRACP

Walking dogs is sending older people to the
ER, study says

osJecTives: Maternal smoking during pregnancy is an established risk factor for sudden
unexpected infant death (SUID). Here, we aim to investigate the effects of maternal
prepregnancy smoking, reduction during pregnancy, and smoking during pregnancy on
SUID rates.

mernoos: We analyzed the Centers for Disease Control and Prevention Birth Cohort Linked
Birth/Infant Death Data Set (2007-2011: 20 685463 births and 19 127 SUIDs). SUID was
defined as deaths at <1 year of age with International Classification of Diseases, 10th Revision
codes R95 (sudden infant death syndrome), R99 (ill-defined or unknown cause), or W75
(accidental suffocation or strangulation in bed).

resuwrs: SUID risk more than doubled (adjusted odds ratio [aOR] = 2.44; 95% confidence
interval [CI] 2.31-2.57) with any maternal smoking during pregnancy and increased twofold
between no smoking and smoking 1 cigarette daily throughout pregnancy. For 1 to 20
cigarettes per day, the probability of SUID increased linearly, with each additional cigarette
smoked per day increasing the odds by 0.07 from 1 to 20 cigarettes; beyond 20 cigarettes, the
relationship plateaued. Mothers who quit or reduced their smoking decreased their odds
compared with those who continued smoking (reduced: aOR = 0.88, 95% CI 0.79-0.98; quit:
aO0R = 0.77, 95% CI 0.67-0.87). If we assume causality, 22% of SUIDs in the United States can
be directly attributed to maternal smoking during pregnancy.

concuusions: These data support the need for smoking cessation before pregnancy. If no women
smoked in pregnancy, SUID rates in the United States could be reduced substantially.

Q

WHAT'S KNOWN ON THIS SUBJECT: Approximately 3500

infants <1 year old die suddenly and unexpectedly each . . .

R Vi s e an e FR R roee Microsoft Confidential 20
that maternal smoking during pregnancy is a known risk

factor for sudden unexpected infant death (SUID).

“Center for Integrative Brain Research, Secttie Children’s Research Instin

Seattle, Washington; *Microsaf,

Wasington: and ‘Department of Pasdiatrics:
Zeatona



3. Why I'm still so passionate about DP?

Challenge?
« Many hypothesis required Pll Data

« Manual process
- Write the scripts
- Submit them to a trusted curator (human)
- If approved, After 3 months, ($900), you could run this script

« Research doesn't work if every
qguery takes 3 months to run
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Opening Datasets

Our job needs to be about opening datasets for research

The world has a huge amount of data locked because of privacy

Opening datasets can help save lives

Differential privacy can be an amazing tool for opening these
datasets while preserving the privacy of the individuals
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e Microsoft

Thank you.
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