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Windows 10 Differential Privacy API

• Randomized Response (single bit report)
• Counts (IE/Edge MAU/DAU, Domain Joined, etc.)
• Histograms (Linear, Exponential, and Custom)
• Mean (System Uptime and App Usage in Seconds)

Since 2017, Windows 10 standard telemetry collection library, 
Universal Telemetry Client, has included support for differential 
privacy.  Developers sending telemetry simply need to add some 
flags to the call, and the result will be randomized before 
sending to the server.
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Why many DP 
implementations fail?2.
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2 2. Lessons learned from failed implementations of DP 

Majority of DP projects fail (some even before starting)

Common theme? 
We have a marketing problem
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1. We have an awareness problem

We have a problem of awareness; people 
don’t know what differential privacy is…

In a survey, over 90% of software engineers 
were not aware of what differential privacy is

90%

10%
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2. We have a branding problem

People that have never heard about Differential Privacy, think DP is about having 
different levels of privacy depending on who the individual is. 

I believe it means depending on who a person is they're subjected to a different level of privacy
It is the amount of privacy people think you have a right to depending on social status, occupation or maybe 
an event that occurred to you.
I don't know what it is. I think it may mean that someone who is more high in status may have more privacy 
than someone with less status.

Differential privacy is based on the individual.  It takes into factors such as job, education, criminal 
background, current employment status, etc.. From these factors, a score is given to determine the amount of 
privacy one person is allowed to have.
I believe it means depending on who a person is they're subjected to a different level of privacy

Differential Pricing  



Microsoft Confidential   16

3. We are selling a product to solve a problem our customers 
don’t know they have

• The majority of our customers think that 
by just sharing anonymized data they 
solve the privacy problems. 

• In Healthcare they recognize they have a 
de-anonymization problem, however, 
they make it clear that de-anonymization 
is prohibited by law

The Public Health Service Act (Section 308 
(d)) provides that the data collected by the 
National Center for Health Statistics (NCHS), 
Centers for Disease Control and Prevention 
(CDC), may be used only for the purpose of 
health statistical reporting and analysis.

Any effort to determine the identity of any 
reported case is prohibited by this law.
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4. When they learn about differential privacy, they have 
irrational expectations about the product

• Customers think DP is a magic box that can 
solve all their problems

• Common frustration: Global models they can query, 
but data is not accessible in a raw format

Data Scientist spend 80% of their time wrangling 
with data, and 20% of their time complaining 
about wrangling with data.
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5. Once they learn that they have a problem, it is not 
entirely clear to them that DP can solve it.

AKA The Epsilon Problem

_____________
Prob (R | D’) 

Prob (R | D)
e^epsilon<=

For Neighboring datasets: Two datasets D and D′, such that D′ can be obtained by 
changing one single tuple in D

A randomized algorithm M satisfies ε-differential privacy, if for any two neighboring 
datasets D and D′ and for any output R, 

Where the probability space in each case is over the coin flips of the mechanism M
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Why I’m still so 
passionate about DP?
A colleague lost a child to SIDS, and he was doing 
an amazing campaign raising awareness about SIDS

SIDS = Sudden Infant Death Syndrome, main cause 
of death of babies from 1 month to 1 year old

~4000 children die every year of SIDS in the US, 
and we don’t know why (2 buses full of children 
every week for a full year)

3.
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3. Why I’m still so passionate about DP?

• I wanted to help with Research
• Data = CDC Dataset (every kid that was born in the US, 

and 1-year cohort of those that died)
• Working with top SIDS researchers in the world
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3. Why I’m still so passionate about DP?

Challenge?
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Opening Datasets

• Our job needs to be about opening datasets for research 

• The world has a huge amount of data locked because of privacy

• Opening datasets can help save lives

• Differential privacy can be an amazing tool for opening these 
datasets while preserving the privacy of the individuals



AI for Good Research Lab

Thank you.
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