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4ISVUBSTIJ #BTV
 1I�%�

$PSOFMM 6OJWFSTJUZ ����

य़F OPUJPO PG B QBUI JT BO JNQPSUBOU BCTUSBDUJPO GPS SFBTPOJOH BCPVU BOE NBOBHJOH

DPNQVUFS OFUXPSLT� #Z UIJOLJOH PG OFUXPSL DPO੗HVSBUJPO JO UFSNT PG QBUIT 	JOTUFBE

PG JOEJWJEVBM EFWJDFT

 OFUXPSL BENJOJTUSBUPST DBO SFBQ TJHOJ੗DBOU CFOF੗UT JO UFSNT

PG VTBCJMJUZ
 QFSGPSNBODF BOE DPSSFDUOFTT� 1BUIT UIFNTFMWFT DBO CF TQFDJ੗FE BOE SFB�

TPOFE BCPVU VTJOH GPVOEBUJPOBM DPNQVUBUJPOBM UPPMT TVDI BT SFHVMBS FYQSFTTJPOT BOE

,MFFOF "MHFCSBT� 'VSUIFSNPSF
 QBUI�CBTFE BCTUSBDUJPOT DBO FYQSFTT LFZ OFUXPSL CF�

IBWJPS TVDI BT JTPMBUJPO SFRVJSFNFOUT BOE CBOEXJEUI DPOTUSBJOUT
 XIJMF TVQQPSUJOH

IFUFSPHFOFJUZ JO UFSNT PG EFWJDFT
 QIZTJDBM TVCTUSBUFT BOE BENJOJTUSBUJWF EPNBJOT�

य़JT EJTTFSUBUJPO TIPXT UIBU JU JT QPTTJCMF UP VTF TQFDJ੗DBUJPOT PG OFUXPSL QBUIT


FYUFOEFE XJUI DPOTUSBJOUT PO USBਖ਼D DMBTTFT
 CBOEXJEUI
 BOE UIF DBQBCJMJUJFT PG OFU�

XPSL EFWJDFT
 UP FOBCMF ੘FYJCMF NBOBHFNFOU PG NPEFSO OFUXPSLT� य़JT JT SFBMJ[FE

CZ EFWFMPQJOH QBUI�PSJFOUFE EPNBJO�TQFDJ੗D MBOHVBHFT UP FYQSFTT OFUXPSL QPMJDJFT�

य़FTF MBOHVBHFT TIPX UIBU CZ TUBSUJOH XJUI BCTUSBDUJPOT GPS OFUXPSL QBUIT
 JU JT QPTTJ�

CMF UP TQFDJGZ SPVUF BOE CBOEXJEUI SFRVJSFNFOUT GPS DMBTTFT PG USBਖ਼D
 EFMFHBUF QPMJDZ

NBOBHFNFOU UP USVTUFE QBSUJFT
 BOE FOBCMF IJHI�MFWFM NBOBHFNFOU PG IFUFSPHFOPVT

OFUXPSLT�

'VSUIFSNPSF
 CZ MFWFSBHJOH UFDIOJRVFT BOE UPPMT TVDI BT NJYFE�JOUFHFS QSPHSBN�

NJOH
 ॹ१ॺ TPMWFST BOE ॹ४ॴ DPOUSPMMFS GSBNFXPSLT
 XF IBWF CVJMU QSBDUJDBM DPNQJMFST

BOE SVOUJNFT GPS UIFTF MBOHVBHFT� य़FTF DPNQJMFST UBLF IJHI�MFWFM TQFDJ੗DBUJPOT PG

OFUXPSL QPMJDJFT BOE HFOFSBUF Fਖ਼DJFOU DPO੗HVSBUJPOT GPS B SBOHF PG OFUXPSL EFWJDFT

JODMVEJOH QBDLFU BOE PQUJDBM TXJUDIFT
 NJEEMFCPY GSBNFXPSLT BOE FOE�IPTUT� 8F IBWF

UFTUFE UIFTF JNQMFNFOUBUJPOT CZ CVJMEJOH BOE CFODINBSLJOH B SBOHF PG QSBDUJDBM BQ�

QMJDBUJPOT PO SFBM�XPSME OFUXPSLT�
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4ISVUBSTIJ #BTV XBT CPSO BOE SBJTFE JO $BMDV॒B
 *OEJB
 XJUI B GFX ZFBST JO UIF 6OJUFE

,JOHEPN� )F B॒FOEFE 4U� 9BWJFS۝T $PMMFHJBUF 4DIPPM JO $BMDV॒B
 XIFSF B OVNCFS PG

FYDFMMFOU UFBDIFST IFMQFE IJN EJTDPWFS BOE DVMUJWBUF B MPWF PG TDJFODF BOE UFDIOPMPHZ


BT XFMM BT MJUFSBUVSF BOE QVCMJD TQFBLJOH� 'SPN ���� UP ���� IF B॒FOEFE -BGBZF॒F

$PMMFHF JO &BTUPO
 1FOOTZMWBOJB
 XIFSF BMPOHTJEF EFHSFFT JO &MFDUSJDBM BOE $PNQVUFS

&OHJOFFSJOH BOE $PNQVUFS 4DJFODF IF QJDLFE VQ BO BQQSFDJBUJPO PG 3FOBJTTBODF BOE

NPEFSO BSU
 DSBॏ CFFST
 BOE TVNNFS CBSCFRVFT� *O ���� IF FOSPMMFE BT B 1I% TUVEFOU

JO UIF $PNQVUFS 4DJFODF EFQBSUNFOU BU $PSOFMM 6OJWFSTJUZ� य़SPVHI UIF DPVSTF PG

IJT 1I% IF DPOEVDUFE SFTFBSDI PO QSPHSBNNJOH MBOHVBHFT BOE TPॏXBSF�EF੗OFE OFU�

XPSLT
 JOUFSOFE BU (SBNNB5FDI *OD� BOE 'VKJUTV -BCT PG "NFSJDB
 TUBSUFE JOWFTUJHBUJOH

UIF DPOOFDUJPOT CFUXFFO UIF TUVEZ PG DPNQVUBUJPO BOE UIF TUVEZ BOE QSBDUJDF PG MBX


BOE MFBSOFE IPX UP TXJN� "ॏFS HSBEVBUJOH GSPN $PSOFMM IF XJMM CF B 1PTU�%PDUPSBM

3FTFBSDI 4DIPMBS BU )BSWBSE 6OJWFSTJUZ XIFSF IF IPQFT UP DPOUJOVF BDRVJSJOH VTFGVM

TLJMMT BOE NJMEMZ FDDFOUSJD JOUFSFTUT�

JJJ



य़JT EPDVNFOU JT EFEJDBUFE UP NZ HSBOENPUIFS
 -JMZ (IPTI
 XJUIPVU XIPTF TFM੘FTT

EFEJDBUJPO UP NZ XFMM�CFJOH * XPVME OPU CF IFSF UPEBZ�

JW
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'JSTU
 * XPVME MJLF UP UIBOL NZ UIFTJT BEWJTPS /BUF 'PTUFS GPS NBOZ ZFBST PG TVQQPSU


NFOUPSTIJQ
 HVJEBODF BOE BEWJDF� %VSJOH NZ UJNF BU $PSOFMM IF IBT UBVHIU UP CF B

DVSJPVT SFTFBSDIFS
 B EFFQ UIJOLFS
 BO F੖FDUJWF DPNNVOJDBUPS
 B CF॒FS QSPHSBNNFS

BOE FOHJOFFS
 BOE B NPSF DBQBCMF IVNBO CFJOH�

* XJMM BMXBZT CF HSBUFGVM UP NZ DPNNJ॒FF NFNCFST GPS UIFJS BEWJDF BOE TVQQPSU

PWFS UIF ZFBST� * XPVME MJLF UP UIBOL 3PCFSU ,MFJOCFSH GPS NBOZ GSVJUGVM DPOWFSTBUJPOT

BOE GPS QPJOUJOHNF JO OFX BOE VTFGVM EJSFDUJPOT� %FYUFS ,P[FO IBT CFFO BO JOTQJSBUJPO

BOE HVJEF
 CPUI JO NZ XPSL BOE BT B XPOEFSGVM BOE LJOE IVNBO CFJOH� 'JOBMMZ
 NZ

EJTDVTTJPOT XJUI $ZOUIJB 3� 'BSJOB IBWF CFFO B TPVSDF PG JNQPSUBOU JOTJHIUT
 BOE TIF

IBT IFMQFE NF HBJO DPO੗EFODF JO QVSTVJOH OFX BOE JOUFSFTUJOH GVUVSF EJSFDUJPOT�

य़FXPSL EFTDSJCFE JO UIJT EPDVNFOU IBT CFFONBEF QPTTJCMF CZ UIF IFMQ BOE BEWJDF

PG NBOZ DPMMBCPSBUPST� "U $PSOFMM 6OJWFSTJUZ
 3PCFSU 4PVM©
 3PCFSU ,MFJOCFSH BOE &NJO

(¼O 4JSFS OPU POMZ BJEFE UIF EFWFMPQNFOU PG FBSMZ XPSL
 CVU IFMQFE NF HSPX BOE

QSPHSFTT BT B SFTFBSDIFS BOE OFX HSBEVBUF TUVEFOU� * PXF B TQFDJBM EFCU UP 1BQBSBP

1BMBDIBSMB BOE 9J 8BOH BU 'VKJUTV -BCT PG "NFSJDB GPS JOUSPEVDJOH NF UP B OFX MJOF

PG XPSL BOE IFMQJOH NF VOEFSTUBOE UIF QSPCMFNT UBDLMFE JO UIF MB॒FS IBMG PG NZ 1I%�

'VSUIFS UIBOLT BSF EVF UP )PTTFJO )PKKBU
 $ISJTUJBO 4LBMLB
 1BSJTB +BMJMJ .BSBOEJ BOE

'FSOBOEP 1FEPOF GPS UIFJS BEWJDF BOE TVQQPSU� * XPVME BMTP MJLF UP UIBOL 1SBWFFO

,VNBS
 4UF੖FO 4NPMLB BOE )BO 8BOH GPS OVNFSPVT DMBSJGZJOH DPOWFSTBUJPOT�

1SJPS UP TUBSUJOH NZ 1I%
 $IVO 8BJ -JFX
 &E ,FSOT BOE #BSCBSB 3ZEFS IFMQFE NF

੗OE NZ GPPUJOH BT B DPNQVUFS TDJFOUJTU BOE SFTFBSDIFS� * XPVME OPU IBWF FNCBSLFE PO

UIJT QBUI XJUIPVU UIFJS HVJEBODF BOE FODPVSBHFNFOU� य़BOLT UP "SVOJ 3PZ $IPXE�

IVSZ
 4DP॒ 4UJOOFS
 (SFHPSZ &BSMF
 .JDIBFM )BOE[P
 "MFY 4NJUI
 "MFY #FFNBO
 4DP॒

#MPOEF
 4VTBO (SVOFXBME BOE +FOO #FMM GPS CFJOH UIF CFTU PG GSJFOET EVSJOH UIPTF GPS�

NBUJWF ZFBST�

W



य़FSF BSF NBOZ QFPQMF JO *UIBDB BOE $PSOFMM XIP EFTFSWF UIBOLT GPS UIFJS TVQ�

QPSU PWFS UIF ZFBST� य़F NFNCFST PG UIF $PNQVUFS 4DJFODF EFQBSUNFOU BU $PSOFMM


FTQFDJBMMZ UIF 1SPHSBNNJOH -BOHVBHFT %JTDVTTJPO (SPVQ BOE 4ZTUFNT -VODI HSPVQ


QSPWJEFE NF BO FOWJSPONFOU XIJDI XBT CPUI TVQQPSUJWF BOE DIBMMFOHJOH BOE TIBQFE

NF BT B SFTFBSDIFS� .BOZ UIBOLT BSF EVF UP NZ Pਖ਼DFNBUFT PWFS UIF ZFBST
 JODMVE�

JOH .PMMZ 2 'FMENBO
 ;IJZVBO 5FP
 "EJUI 4XBNJOBUIBO
 4UBWSPT /JLPMBPV
 +PTIVB

(BODIFS
 +VTUJO )TV
 BOE "CIJTIFL "OBOE
 GPS CFJOH TVQQPSUJWF TPVOEJOH CPBSET


BOE GPS PQFOJOH NZ FZFT UP JOUFSFTUJOH QSPCMFNT BOE GBS�੘VOH BSFBT PG DPNQVUFS TDJ�

FODF� 5P NZ HPPE GSJFOET JO UIF EFQBSUNFOU
 7MBE /JDVMBF
 &MFBOPS #JSSFMM
 +POBUIBO

%JMPSFO[P
 &UIBO $FDDIF॒J
 "OESFX )JSTDI
 5PCJBT 4DIOBCFM
 4ZEOFZ ;JOL
 /BUBDIB

$SPPLT
 3BINUJO 3PIUBCJ
 &EXBSE 5SFNFM
 BOE 3PTT 5BUF
 UIBOL ZPV GPS NVDI IFMQ

BOE TVQQPSU
 CPUI QSPGFTTJPOBM BOE QFSTPOBM� 5P NZ SPPNNBUFT PWFS UIF ZFBST
 4FBO

#FMM
 5PN .BHSJOP
 'SBODJTDP .PUB BOE 4ISFFTIB 4SJOBUI
 UIBOLT GPS QV॒JOH VQ XJUI

NF
 BOE BMXBZT NBLJOH NF GFFM IBQQZ UP DPNF IPNF� 'JOBMMZ
 UP 4BOESB 8BZNBO


)FJEJ 7BOEFO #SJOL
 फ़J॒FSJF (PVOPU
 "NFMJB )BMM
 /PFMMF :BFHFS
 "OOB 8BZNBDL

BOE /BUIBOJFM 4UFUTPO
 UIBOL ZPV GPS PQFOJOH ZPVS IPNFT BOE IFBSUT UP NF� * XPVMEO۝U

CF IFSF XJUIPVU FBDI BOE FWFSZ POF PG ZPV�

-BTU CVU DFSUBJOMZ OPU MFBTU
 UP NZ QBSFOUT
 4VLMB (IPTI BOE "MPL #BTV
 UIBOL ZPV

GPS JOTUJMMJOH JO NF B MPWF PG TDJFODF BOE MFBSOJOH
 B SFTQFDU GPS CPUI LJOEOFTT BOE

LOPXMFEHF
 GPS ZPVS VORVFTUJPOJOH TVQQPSU PWFS UIF ZFBST
 BOE GPS BMXBZT CFMJFWJOH

JO NF
 FWFO XIFO * EJEO۝U CFMJFWF JO NZTFMG�

य़JT XPSL IBT CFFO NBEF QPTTJCMF CZ /4' (SBOU $$'��������� ۠1SBDUJDBM 4ZOUIF�

TJT PG /FUXPSL 6QEBUFTۡ BOE /4' (SBOU $/4��������� ۠1SPHSBNNBCMF *OUFS�%PNBJO

0CTFSWBUJPO BOE $POUSPM �ۡ

WJ
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#JPHSBQIJDBM 4LFUDI � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � JJJ
%FEJDBUJPO � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � JW
"DLOPXMFEHNFOUT � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � W
5BCMF PG $POUFOUT � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � WJJ
-JTU PG 5BCMFT � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � JY
-JTU PG 'JHVSFT � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � Y

� *OUSPEVDUJPO �
��� य़F $IBMMFOHFT PG 1SPHSBNNJOH .PEFSO /FUXPSLT � � � � � � � � � � � �
��� $POUSJCVUJPOT BOE 0VUMJOF � � � � � � � � � � � � � � � � � � � � � � � � � �

� 4QFDJGZJOH /FUXPSL 1BUIT VTJOH 3FHVMBS &YQSFTTJPOT �
��� 3FHVMBS &YQSFTTJPOT BOE %FUFSNJOJTUJD 'JOJUF "VUPNBUB � � � � � � � � � �
��� " /FUXPSL 1PMJDZ &YBNQMF � � � � � � � � � � � � � � � � � � � � � � � � � �
��� %FTJHO PG UIF .FSMJO /FUXPSL 1SPHSBNNJOH -BOHVBHF � � � � � � � � � ��
��� $PNQJMJOH 1BUI &YQSFTTJPOT � � � � � � � � � � � � � � � � � � � � � � � � ��

����� #VJMEJOH B -PHJDBM 5PQPMPHZ � � � � � � � � � � � � � � � � � � � � ��
����� 1BUI 4FMFDUJPO � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
����� $PEF (FOFSBUJPO � � � � � � � � � � � � � � � � � � � � � � � � � � ��

��� 4VNNBSZ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

� #BOEXJEUI "MMPDBUJPO ��
��� " #BOEXJEUI "MMPDBUJPO &YBNQMF � � � � � � � � � � � � � � � � � � � � � ��
��� $PNQJMJOH #BOEXJEUI "MMPDBUJPOT � � � � � � � � � � � � � � � � � � � � � ��

����� -PDBMJ[BUJPO � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
����� 1SPWJTJPOJOH #BOEXJEUI "MMPDBUJPOT � � � � � � � � � � � � � � � ��

��� 4VNNBSZ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

� %FMFHBUJPO BOE 7FSJ॑DBUJPO ��
��� /FHPUJBUPST � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

����� /FHPUJBUPS 0WFSMBZT � � � � � � � � � � � � � � � � � � � � � � � � ��
��� 7BMJE 3F੗OFNFOUT � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

����� 3F੗OFNFOU &YBNQMF � � � � � � � � � � � � � � � � � � � � � � � � ��
��� 7FSJ੗DBUJPO � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
��� 0WFSIFBE � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
��� 4VNNBSZ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

� )FUFSPHFOFPVT /FUXPSLT ��
��� 1SPQFSUJFT PG 0QUJDBM /FUXPSLT � � � � � � � � � � � � � � � � � � � � � � � ��
��� य़F $IBMMFOHFT PG 1SPHSBNNJOH 0QUJDBM /FUXPSLT � � � � � � � � � � � � ��
��� $JSDVJU /FU,"5 � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
��� 4VNNBSZ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

WJJ



� &EHF 1SPHSBNNJOH ��
��� "O &EHF 1SPHSBNNJOH &YBNQMF � � � � � � � � � � � � � � � � � � � � � � ��
��� $PNQJMBUJPO UP UIF &EHF � � � � � � � � � � � � � � � � � � � � � � � � � � ��

����� 'PSXBSEJOH %FDJTJPO %JBHSBNT BOE %ZBET � � � � � � � � � � � � ��
����� #BTJD &EHF $PNQJMBUJPO � � � � � � � � � � � � � � � � � � � � � � ��

��� &YUFOTJPOT UP &EHF $PNQJMBUJPO � � � � � � � � � � � � � � � � � � � � � � ��
����� 4FHNFOUFE 1BUI $PNQJMBUJPO � � � � � � � � � � � � � � � � � � � ��
����� $PNQJMBUJPO 8JUI 1BUI $POTUSBJOUT � � � � � � � � � � � � � � � � ��

��� 4VNNBSZ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

� *NQMFNFOUBUJPO BOE &WBMVBUJPO ��
��� *NQMFNFOUBUJPO PG UIF .FSMJO 4ZTUFN � � � � � � � � � � � � � � � � � � � ��
��� &WBMVBUJPO PG UIF .FSMJO 4ZTUFN � � � � � � � � � � � � � � � � � � � � � � ��

����� &YQSFTTJWFOFTT � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
����� "QQMJDBUJPO 1FSGPSNBODF � � � � � � � � � � � � � � � � � � � � � � ��
����� $PNQJMBUJPO BOE 7FSJ੗DBUJPO � � � � � � � � � � � � � � � � � � � ��
����� 4VNNBSZ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

��� *NQMFNFOUBUJPO PG UIF &EHF/FUॱ१ॺ 4ZTUFN � � � � � � � � � � � � � � � � ��
��� &WBMVBUJPO PG UIF &EHF/FUॱ१ॺ 4ZTUFN � � � � � � � � � � � � � � � � � � � ��

����� 5PQPMPHJFT
 'BCSJDT
 BOE 1PMJDJFT � � � � � � � � � � � � � � � � � � ��
����� %ZBE (FOFSBUJPO 4DBMBCJMJUZ � � � � � � � � � � � � � � � � � � � � ��
����� %ZBE .BUDIJOH 4DBMBCJMJUZ � � � � � � � � � � � � � � � � � � � � � ��
����� 1BUI $POTUSBJOU 4DBMBCJMJUZ � � � � � � � � � � � � � � � � � � � � � ��
����� 4VNNBSZ � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��

� 3FMBUFE 8PSL ��

� $PODMVTJPO ��

#JCMJPHSBQIZ ��

WJJJ
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��� $POTUSVDUJOH 'JOJUF "VUPNBUB GSPN 3FHVMBS &YQSFTTJPO $POTUBOUT � � �
��� $POTUSVDUJOH 'JOJUF "VUPNBUB VTJOH 3FHVMBS &YQSFTTJPO 0QFSBUJPOT � �
��� .FSMJO 4ZOUBY� � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
��� &YBNQMF MPHJDBM UPQPMPHZ BOE B QPTTJCMF TPMVUJPO� � � � � � � � � � � � � ��

��� 1BUI TFMFDUJPO IFVSJTUJDT � � � � � � � � � � � � � � � � � � � � � � � � � � ��

��� #SPLFS�CBTFE BOE QFFS�UP�QFFS SF�OFHPUJBUJPO� � � � � � � � � � � � � � � ��

��� 0QUJDBM 'PSL UPQPMPHZ � � � � � � � � � � � � � � � � � � � � � � � � � � � ��
��� /FUॱ१ॺ BCTUSBDU TZOUBY BOE TFNBOUJDT� � � � � � � � � � � � � � � � � � � ��
��� $JSDVJU /FU,"5 TZOUBY BOE WBMJEJUZ SVMFT� � � � � � � � � � � � � � � � � ��

��� " )ZCSJE /FUXPSL XJUI B 0QUJDBM $PSF BOE B 1BDLFU &EHF � � � � � � � ��
��� &YBNQMF /FUॱ१ॺ QSPHSBN
 '%%
 BOE EZBET� � � � � � � � � � � � � � � � ��
��� %ZBE TFMFDUJPO BT BO MJOFBS QSPHSBNNJOH QSPCMFN� � � � � � � � � � � � ��
��� %ZBE TFMFDUJPO XJUI QBUI DPOTUSBJOUT BT B MJOFBS QSPHSBNNJOH QSPCMFN� ��

��� .FSMJO FYQSFTTJWFOFTT XJUI QPMJDJFT GPS UIF 4UBOGPSE DBNQVT UPQPMPHZ� ��
��� &55.�JOTQJSFE .FSMJO 1PMJDZ � � � � � � � � � � � � � � � � � � � � � � � ��
��� $PNQJMBUJPO UJNFT GPS *OUFSOFU 5PQPMPHZ ;PP� � � � � � � � � � � � � � � ��
��� $PNQJMBUJPO UJNFT GPS USBਖ਼D DMBTTFT JO B CBMBODFE USFF UPQPMPHZ � � � � ��
��� $PNQJMBUJPO UJNFT GPS USBਖ਼D DMBTTFT JO B GBU USFF UPQPMPHZ � � � � � � � ��
��� $PNQJMBUJPO UJNFT GPS USBਖ਼D DMBTTFT XJUI HVBSBOUFFE SBUFT � � � � � � � ��
��� 7FSJ੗DBUJPO UJNF GPS B EFMFHBUFE .FSMJO QSPHSBN � � � � � � � � � � � � ��
��� 	B
 "*.% BOE 	C
 ..'4 EZOBNJD BEBQUBUJPO� � � � � � � � � � � � � � � ��
��� $030/&5 ���OPEF PQUJDBM UPQPMPHZ <�>� � � � � � � � � � � � � � � � � � ��
���� %ZBE DPOWFSTJPO TDBMBCJMJUZ� � � � � � � � � � � � � � � � � � � � � � � � � ��
���� 4DBMBCJMJUZ PG MJOFBS QSPHSBNNJOH BOE HSBQIJDBM EZBE NBUDIJOH� � � � � ��
���� 4DBMBCJMJUZ PG NBUDIJOH XJUI QBUI DPOTUSBJOUT� � � � � � � � � � � � � � � ��

Y
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/FUXPSL PQFSBUPST UPEBZ NVTU EFBM XJUI B XJEF SBOHF PG DIBMMFOHFT GSPN DPNQMFY

QPMJDJFT UP B QSPMJGFSBUJPO PG IFUFSPHFOFPVT EFWJDFT UP FWFS�HSPXJOH USBਖ਼D EFNBOET�

*O SFDFOU ZFBST UIFSF IBT CFFO B TVSHF PG BDUJWJUZ DFOUFSFE BSPVOE 4PࡄXBSF�%FटOFE

/FUXPSLT 	ॹ४ॴT
� य़F DPSF JEFB CFIJOE ॹ४ॴ JT UP TFQBSBUF UIF EBUB QMBOF 	UIBU JT SF�

TQPOTJCMF GPS GPSXBSEJOH QBDLFUT
 GSPN UIF DPOUSPM QMBOF 	UIBU FOGPSDFT OFUXPSL�XJEF

QPMJDJFT BOE FOBCMFT OFUXPSL NBOBHFNFOU
� *EFBMMZ
 UIJT BMMPXT DPNNPEJUJ[BUJPO BOE

PQUJNJ[BUJPO PG UIF IBSEXBSF EFWJDFT UIBU JNQMFNFOU UIFZ EBUB QMBOF
 XIJMF FOBCMJOH

FYQFSJNFOUBUJPO BOE JOOPWBUJPO JO GSBNFXPSLT
 MBOHVBHFT BOE "1*T GPS UIF DPOUSPM

QMBOF� 5PHFUIFS
 ॹ४ॴ XPVME FOBCMF OFUXPSLT UIBU DPNCJOF GBTU
 Fਖ਼DJFOU TXJUDIJOH

IBSEXBSF XJUI ੘FYJCMF NBOBHFNFOU TPॏXBSF DBQBCMF PG JNQMFNFOUJOH B CSPBE SBOHF

PG BENJOJTUSBUJWF QPMJDJFT�

)PXFWFS
 UIFSF SFNBJO NBOZ CBSSJFST UP UIF HPBM PG GVMM OFUXPSL QSPHSBNNBCJMJUZ�

0OF PG UIF LFZ CFOF੗UT PG ॹ४ॴ BMMPXJOH OFUXPSLT UP RVJDLMZ SFBDU UP DIBOHFT JO OFU�

XPSL DPOEJUJPOT� )PXFWFS
 PO DVSSFOU ॹ४ॴ TXJUDIFT
 VQEBUJOH B GPSXBSEJOH UBCMF DBO

UBLF TFWFSBM TFDPOET
 MJNJUJOH UIF BCJMJUZ UP RVJDLMZ BEBQU UP DIBOHJOH DPOEJUJPOT� &Y�

JTUJOH ॹ४ॴ १ॶ९T BOE UPPMT BSF PॏFO OPU FYQSFTTJWF FOPVHI UP JNQMFNFOU UIF GVMM SBOHF

PG EFTJSFE OFUXPSL�XJEF QPMJDJFT� 'PS FYBNQMF
 QSPHSBNNJOH MBOHVBHFT GPS ॹ४ॴT PॏFO

GPDVT PO QBDLFU GPSXBSEJOH BOE DBOOPU FYQSFTT QPMJDJFT SFRVJSJOH
 TBZ
 CBOEXJEUI BMMP�

DBUJPO PS SJDIFS GVODUJPOBMJUZ
 TVDI BT EFFQ�QBDLFU JOTQFDUJPO BOE JOUSVTJPO EFUFDUJPO�

य़FTF BEEJUJPOBM GVODUJPOT NVTU CF JNQMFNFOUFE VTJOH NJEEMFCPYFT PS DVTUPN IBSE�

XBSF
 BOE DPOUSPMMFE WJB UPPMT PVUTJEF UIF ॹ४ॴ GSBNFXPSL <��
 ��
 ��
 �
 ��>� "MUIPVHI

UIFSF BSF GSBNFXPSLT GPS IBOEMJOH CSPBEFS DPODFSOT
 TVDI BT NJEEMFCPY QMBDFNFOU BOE

USBਖ਼D FOHJOFFSJOH <��
 ��
 ��
 ��>
 UIFZ FJUIFS GBJM UP QSPWJEF B QSPHSBNNBCMF १ॶ९
 PS

FYQPTF १ॶ९T UIBU BSF FYUSFNFMZ TJNQMF�

�



"EEJUJPOBMMZ
 NBOZ FYJTUJOH ॹ४ॴ GSBNFXPSLT BTTVNF UIBU UIF OFUXPSL DPNQSJTFT B

DPMMFDUJPO IPNPHFOPVT EFWJDFT UIBU DBO CF SFDPO੗HVSFE BT QPMJDJFT PS OFUXPSL DPOEJ�

UJPOT DIBOHF� 6OGPSUVOBUFMZ
 UIJT BTTVNQUJPO JT VOSFBMJTUJD JO NBOZ TJUVBUJPOT� .BOZ

MBSHF PSHBOJ[BUJPOT EFQMPZ UIPVTBOET PG OFUXPSL EFWJDFT UIBU BSF TVQQMJFE CZ NVMUJQMF

EJ੖FSFOU WFOEPST
 OPU BMM PG XIJDI TVQQPSU ॹ४ॴ� य़FSF JT BMTP B GVOEBNFOUBM NJTNBUDI

CFUXFFO UIF DBQBCJMJUJFT PG ॹ४ॴ TXJUDIFT
 XIJDI BMMPX QBDLFUT UP CF USBOTGPSNFE JO

FTTFOUJBMMZ BSCJUSBSZ XBZT BU FBDI IPQ
 BOE MFHBDZ EFWJDFT TVDI BT ९ॶ SPVUFST
 ॳॶॲॹ ॲॹॸT

	.VMUJQSPUPDPM -BCFM 4XJUDIJOH -BCFM 4XJUDIJOH 3PVUFST

 BOE PQUJDBM ॸॵ१४ॳT 	3FDPO�

੗HVSBCMF 0QUJDBM "EE�%SPQ .VMUJQMFYFST

 XIJDI TJNQMZ GPSXBSE QBDLFUT UP UIFJS EFT�

UJOBUJPOT� " SFBMJTUJD OFUXPSL NBOBHFNFOU TPMVUJPO NVTU DPOUFOE XJUI UIF MJNJUFE

DBQBCJMJUJFT PG IFUFSPHFOPVT DPMMFDUJPOT PG EFWJDFT�

य़F BCPWF JTTVFT TVHHFTU UIBU B GVOEBNFOUBMMZ EJ੖FSFOU BQQSPBDI GPS OFUXPSL QSP�

HSBNNJOH JT OFFEFE� 'PSUVOBUFMZ
 UIFSF IBT CFFO JODSFBTJOH JOUFSFTU JO USFBUJOH UIF OFU�

XPSL BT B QSPHSBNNBCMF TZTUFN VTJOH XFMM�EF੗OFE BCTUSBDUJPOT
 SBUIFS UIBO BT HSPVQT

PG JOEJWJEVBM EFWJDFT� 0OF GSVJUGVM BWFOVF PG SFTFBSDI IBT CFFO UIF EFWFMPQNFOU PG

OFUXPSL QSPHSBNNJOH MBOHVBHFT UIBU FOBCMF OFUXPSL CFIBWJPS UP CF EFTDSJCFE BT QSP�

HSBNT JO EPNBJO TQFDJ੗D MBOHVBHFT
 XJUI XFMM�EF੗OFE TFNBOUJDT
 BOE DPNQJMFST GPS

SFBM OFUXPSL EFWJDFT� *O QBSUJDVMBS
 MBOHVBHFT MJLF 'BU5JSF <��> BOE /FUॱ१ॺ <�> IBWF

EFWFMPQFE UIF OPUJPO PG VTJOH QBUIT UISPVHI UIF OFUXPSL BT B CVJMEJOH CMPDL GPS TQFD�

JGZJOH OFUXPSL QPMJDJFT� *O QBSUJDVMBS
 'BU5JSF BMMPXT GPS XSJUJOH GBVMU�UPMFSBOU ॹ४ॴ

QSPHSBNT VTJOH OFUXPSLT QBUIT BT B DPSF MBOHVBHF DPOTUSVDU� .FBOXIJMF
 POF PG UIF

BQQMJDBUJPOT PG UIF /FUॱ१ॺ MBOHVBHF JT TQFDJGZJOH IJHI�MFWFM QPMJDJFT JO UFSNT PG MJOLT

JO B WJSUVBM UPQPMPHZ UIBU DBO CF NBQQFE UP QBUIT JO B QIZTJDBM OFUXPSL�

य़JT EJTTFSUBUJPO QSFTFOUT OPWFM MBOHVBHF EFTJHOT BOE BTTPDJBUFE DPNQJMBUJPO UFDI�

OJRVFT UIBU FYQBOE QBUI�PSJFOUFE OFUXPSL QSPHSBNNJOH UP JODMVEF TVQQPSU GPS CBOE�

XJEUI DPOTUSBJOUT
 EFMFHBUJPO PG QPMJDJFT UP OFUXPSL VTFST 	BOE WFSJ੗DBUJPO UIFSFP৐



�



BOE TVQQPSU GPS OFUXPSLT DPNQPTFE PG IFUFSPHFOPVT EFWJDFT� 'PS FYBNQMF
 UP TVQQPSU

CBOEXJEUI DPOTUSBJOUT
 XF IBWF MFWFSBHFE NJYFE JOUFHFS QSPHSBNNJOH 	ॳ९ॶ
 TPMWFST

UP Fਖ਼DJFOUMZ BMMPDBUF UIF BWBJMBCMF SFTPVSDFT PG B OFUXPSL� 4VQQPSU GPS IFUFSPHFOPVT

OFUXPSLT SFRVJSFT NBQQJOH BCTUSBDU OFUXPSL GVODUJPOBMJUZ UP TQFDJ੗D QIZTJDBM EFWJDFT


BOE BOBMZ[JOH MFHBDZ OFUXPSL DPO੗HVSBUJPOT GPS GPSXBSEJOH SPVUFT UIBU DBO CF MFWFS�

BHFE CZ IJHI�MFWFM QPMJDJFT� 'JOBMMZ TIPXJOH UIF WJBCJMJUZ PG UIFTF MBOHVBHFT BOE UIFJS

JNQMFNFOUBUJPOT IBT SFRVJSFE JNQMFNFOUJOH BOE CFODINBSLJOH B WBSJFUZ PG BQQMJDB�

UJPOT PO SFBMJTUJD OFUXPSLT� य़F SFNBJOEFS PG UIJT DIBQUFS PVUMJOFT PVS BQQSPBDI UP

EFBMJOH XJUI UIF DIBMMFOHFT PG NPEFSO OFUXPSLT�

��� Fࢊ $IBMMFOHFT PG 1SPHSBNNJOH .PEFSO /FUXPSLT

"T EFTDSJCFE BCPWF UIF DIBMMFOHFT PG NBOBHJOH OFUXPSLT VTJOH IJHI�MFWFM
 ॹ४ॴ�MJLF

UPPMT SFNBJO VONFU� "T B SFTVMU
 UIFSF JT XJEFTQSFBE JOUFSFTU
 CPUI JO BDBEFNJB BOE

JO JOEVTUSZ
 JO IJHIFS�MFWFM MBOHVBHFT BOE BQQMJDBUJPO�GBDJOH JOUFSGBDFT UIBU QSPWJEF

DPOWFOJFOU DPOUSPM PWFS OFUXPSL SFTPVSDFT� "OZ GSBNFXPSL PS MBOHVBHF UIBU XJTIFT

UP JNQSPWF UIF TUBUF PG OFUXPSL NBOBHFNFOU NVTU BEESFTT UIF GPMMPXJOH DPODFSOT�

)JHI�MFWFM.BOBHFNFOU� .PEFSO OFUXPSLT DBO CF DPNQPTFE PG IVOESFET PS UIPV�

TBOET PG EFWJDFT� *U JT JOGFBTJCMF UP NBOBHF TVDI OFUXPSLT XJUIPVU BCTUSBDUJPOT UIBU

BMMPX GPS JNQMFNFOUJOH OFUXPSL�XJEF QPMJDJFT XJUIPVU DPO੗HVSJOH EFWJDFT JOEJWJEV�

BMMZ� 8F BEESFTT UIJT JO UIF .FSMJO MBOHVBHF XIJDI BMMPXT B HSPVQ PG QFSNJTTJCMF QBUIT

UISPVHI UIF OFUXPSL UP CF FYQSFTTFE BT B SFHVMBS FYQSFTTJPO� 1BUIT NBZ CF DPNQPTFE

PG QIZTJDBM OFUXPSL EFWJDFT TVDI BT TXJUDIFT
 CVU BMTP BCTUSBDU GVODUJPOT MJLF EFFQ

QBDLFU JOTQFDUJPO XIJDI NBZ CF QFSGPSNFE PO NVMUJQMF EFWJDFT JO UIF OFUXPSL�

#BOEXJEUI $POUSPM� $POUSPMMJOH QBDLFU ੘PXT BDDPSEJOH UP CBOEXJEUI VTBHF
 BOE

OPU KVTU IFBEFS DIBSBDUFSJTUJDT
 JT B LFZ DPNQPOFOU PG NPEFSO OFUXPSL NBOBHFNFOU�

�



" NPEFSO GSBNFXPSL NVTU TVQQPSU QPMJDJFT JO UFSNT PG CBOEXJEUI
 BOE JEFBMMZ CF BCMF

UP NBOBHF BMMPDBUJPO PG BWBJMBCMF CBOEXJEUI UP USBਖ਼D DMBTTFT� य़JT UPP JT UBDLMFE JO UIF

.FSMJO MBOHVBHF� QBUIT BSF BTTPDJBUFE XJUI B DMBTT PG OFUXPSL USBਖ਼D
 BOE BSF TVCKFDU UP

VTFS�TQFDJ੗FE CBOEXJEUI DPOTUSBJOUT 	FJUIFS B NJOJNVN HVBSBOUFF PG CBOEXJEUI
 PS B

NBYJNVN DBQ PO CBOEXJEUI VTBHF
�

.VMUJQMF "ENJOJTUSBUJWF %PNBJOT� *O UIF BHF PG DMPVE DPNQVUJOH BOE WJSUVBM OFU�

XPSLT
 B TJOHMF QIZTJDBM OFUXPSL NBZ CF TIBSFE CFUXFFO NVMUJQMF UFOBOUT
 FBDI XJUI

UIFJS PXO QPMJDJFT BOE SFRVJSFNFOUT� .BOBHJOH TVDI B OFUXPSL SFRVJSFT CBMBODJOH

UIF OFFET BOE QSJPSJUJFT PG UIF UFOBOUT� 1PMJDJFT JO UIF .FSMJO MBOHVBHF NBZ BMTP CF

EFMFHBUFE UP UFOBOUT
 XIP NBZ SF੗OF UIFN BDDPSEJOH UP UIFJS OFFET� )PXFWFS
 UIF

DPNQJMFS FOTVSFT UIBU BOZ NPEJ੗DBUJPOT NBEF CZ UFOBOUT EP OPU WJPMBUF UIF BENJOJT�

USBUPS۝T PSJHJOBM QPMJDZ�

-FHBDZ %FWJDFT� ॹ४ॴ EFQMPZNFOUT
 XIFSF UIFZ FYJTU
 UFOE UP CF QBSUJBM JO OBUVSF�

"OZ GSBNFXPSL GPS SFBM�XPSME OFUXPSL QSPHSBNNJOH NVTU CF BCMF UP JNQMFNFOU IJHI�

MFWFM QPMJDJFT JO UIF QSFTFODF PG MFHBDZ EFWJDFT� य़F DPNQJMFS GPS UIF .FSMJO MBOHVBHF

HFOFSBUFT DPO੗HVSBUJPOT GPS ॹ४ॴ TXJUDIFT TVQQPSUJOH UIF 0QFO'MPX QSPUPDPM
 GPS QSP�

HSBNNBCMF NJEEMFCPYFT VTJOH UIF $MJDL GSBNFXPSL
 BOE GPS -JOVY FOE�IPTUT� 4FQBSBUF

GSPN .FSMJO
 XF IBWF BMTP EFWFMPQFE UIF &EHF/FUॱ१ॺ DPNQJMFS GPS /FUॱ१ॺ QSPHSBNT


XIJDI TVQQPSUT DPO੗HVSJOH PQUJDBM ॸॵ१४ॳ EFWJDFT BT XFMM BT 0QFO'MPX TXJUDIFT�

)FUFSPHFOFPVT 'VODUJPOBMJUZ� 8IJMF ॹ४ॴ QBDLFU TXJUDIFT BMMPX QBDLFUT UP CF

USBOTGPSNFE JO FTTFOUJBMMZ BSCJUSBSZ XBZT BU FBDI IPQ
 NBOZ EFWJDFT PQFSBUF BU UIF

HSBOVMBSJUZ PG FOUJSF ੘PXT PG USBਖ਼D CFUXFFO FOEQPJOUT� ॹ४ॴ�MJLF QSPHSBNNJOH GSBNF�

XPSLT PॏFO BTTVNF B IPNPHFOFPVT DPMMFDUJPO PG TXJUDIFT
 BOE JU JT OPU JNNFEJBUFMZ

DMFBS IPX UP JODPSQPSBUF UIFTF EFWJDFT BOE UIFJS MJNJUBUJPOT� 0OF DPNNPO FYBNQMF PG

IFUFSPHFOFPVT OFUXPSLT BSF QBDLFU�PQUJDBM IZCSJE OFUXPSLT
 DPNQPTFE PG B DPSF PG PQ�

�



UJDBM EFWJDFT DPOOFDUFE UP USBEJUJPOBM QBDLFU OFUXPSLT PO UIF FEHF� 5P QSPHSBN TVDI

OFUXPSLT
 XF IBWF EFWFMPQFE UIF $JSDVJU /FUॱ१ॺ TVCTFU PG UIF /FUॱ१ॺ MBOHVBHF GPS

QSPHSBNNJOH PQUJDBM DJSDVJU OFUXPSLT
 BOE UIF &EHF/FUॱ१ॺ DPNQJMFS XIJDI USBOTMBUFT

HMPCBM QSPHSBNT GPS TVDI B IZCSJE OFUXPSL JOUP /FUॱ१ॺ QSPHSBNT XIJDI POMZ B੖FDU

UIF QBDLFU TXJUDIFT PO UIF FEHF�

1FSGPSNBODF -JNJUBUJPOT� &YJTUJOH GSBNFXPSLT UBDJUMZ BTTVNF UIBU JU JT QPTTJCMF

UP SBQJEMZ SFDPO੗HVSF EFWJDFT JO SFTQPOTF UP QPMJDZ VQEBUFT
 USBਖ਼D TIJॏT
 UPQPMPHZ

DIBOHFT
 BOE PUIFS DIBOHFT� )PXFWFS
 DVSSFOU ॹ४ॴ TXJUDIFT DBO UBLF TFWFSBM TFDPOET

UP VQEBUF B GPSXBSEJOH UBCMF� /PO�QBDLFU TXJUDIJOH EFWJDFT
 TVDI BT PQUJDBM ॸॵ१४ॳॹ


DBO UBLF FWFO MPOHFS� य़F &EHF/FUॱ१ॺ DPNQJMFS EFTDSJCFE FBSMJFS UBDLMFT UIJT JTTVF

CZ FOBCMJOH DIBOHFT UP HMPCBM OFUXPSL QPMJDZ UP CF JNQMFNFOUFE WJB DPO੗HVSBUJPO

DIBOHFT UP POMZ UIF FEHF TXJUDIFT� य़VT
 BT MPOH BT UIF FEHF EFWJDFT BSF DBQBCMF PG GBTU

DPO੗HVSBUJPO TXJUDIJOH
 JU JT QPTTJCMF UP RVJDLMZ JNQMFNFOU DIBOHFT UP QPMJDZ
 FWFO JG

UIF DPSF PG UIF OFUXPSL POMZ TVQQPSUT TMPXFS DIBOHFT�

��� $POUSJCVUJPOT BOE 0VUMJOF

0WFSBMM
 UIF DPOUSJCVUJPOT PG UIJT XPSL BSF BT GPMMPXT�

ۦ य़F EFTJHO PG QBUI�CBTFE OFUXPSL NBOBHFNFOU BCTUSBDUJPOT SFBMJ[FE JO BO FY�

QSFTTJWF QPMJDZ MBOHVBHF UIBU NPEFM QBDLFU DMBTTJ੗DBUJPO
 GPSXBSEJOH
 BOE CBOE�

XJEUI BMMPDBUJPO�

ۦ /PWFM DPNQJMBUJPO BMHPSJUINT UIBU DPNQVUF GPSXBSEJOH QBUIT BOE BMMPDBUF CBOE�

XJEUI VTJOH B NJYFE�JOUFHFS QSPHSBN GPSNVMBUJPO�

ۦ 5FDIOJRVFT GPS EZOBNJDBMMZ BEBQUJOH QPMJDJFT VTJOH OFHPUJBUPST BOE SFMBUFE WFS�

J੗DBUJPO UFDIOJRVFT
 NBEF QPTTJCMF CZ UIF MBOHVBHF EFTJHO�

�



ۦ " QSBDUJDBM GSBNFXPSL GPS JNQMFNFOUJOH IJHI�MFWFM OFUXPSL QPMJDJFT
 TVQQPSUJOH

IFUFSPHFOFPVT EFWJDFT
 GPDVTJOH PO OFUXPSLT XJUI PQUJDBM DJSDVJU DPSFT BOE ॹ४ॴ�

FOBCMFE QBDLFU TXJUDIFT BU UIF FEHF�

ۦ 5FDIOJRVFT UP BOBMZ[F BOE USBOTGPSN QPMJDJFT JOUP FRVJWBMFOU FEHF DPO੗HVSB�

UJPOT VTJOH UIF /FUॱ१ॺ GSBNFXPSL BOE P੖�UIF�TIFMG MJOFBS QSPHSBNNJOH TPMWFST�

ۦ &YUFOTJPOT UP UIF BCPWF GSBNFXPSL UP TVQQPSU 	J
 NVMUJ�TFHNFOU QBUIT GPS BQ�

QMJDBUJPOT MJLF TFSWJDF DIBJOJOH BOE OFUXPSL GVODUJPO WJSUVBMJ[BJPO
 BOE 	JJ
 QBUI

DPOTUSBJOUT GPS ੗OFS�HSBJOFE DPOUSPM PWFS GBCSJD VUJMJ[BUJPO�

य़F GPMMPXJOH DIBQUFST EFTDSJCF FBDI PG UIF DPOUSJCVUJPOT JO EFUBJM� $IBQUFS � DPW�

FST IPX .FSMJO VTFT SFHVMBS FYQSFTTJPOT UP EFTDSJCF OFUXPSL QBUIT BOE NBQT OFUXPSL

GVODUJPOBMJUZ UP QBSUJDVMBS EFWJDFT� $IBQUFS � DPWFST UIF VTF PG MJOFBS QSPHSBNNJOH

UP BMMPDBUF UIF CBOEXJEUI SFRVJSFNFOUT BT FYQSFTTFE JO .FSMJO QPMJDJFT� $IBQUFS � EF�

TDSJCFT IPX UIF .FSMJO QPMJDZ MBOHVBHF FOBCMFT UIF EFMFHBUJPO PG QPMJDZ SF੗OFNFOU UP

UFOBOUT PG B TIBSFE OFUXPSL� $IBQUFS � EFTDSJCFT IPX ॹ४ॴ UFDIOPMPHJFT DBO CF BQ�

QMJFE UP IFUFSPHFOFPVT OFUXPSLT
 GPDVTJOH PO PQUJDBM OFUXPSLT� $IBQUFS � DPOUJOVFT

UIF EJTDVTTJPO PG IFUFSPHFOPVT OFUXPSLT CZ EFTDSJCJOH IPX UIF /FUॱ१ॺ QSPHSBNNJOH

MBOHVBHF DBO CF VTFE UP FOBCMF ੘FYJCMF QSPHSBNNJOH PG OFUXPSLT XJUI BO FEHF BOE

GBCSJD EJTUJODUJPO� $IBQUFS � EFTDSJCFT UIF JNQMFNFOUBUJPO BOE FWBMVBUJPO PG UIF .FS�

MJO BOE &EHF/FUॱ१ॺ TZTUFNT� $IBQUFS � DPWFST SFMBUFE XPSL BOE ੗OBMMZ $IBQUFS �

TVNNBSJ[FT BOE DPODMVEFT�

य़JT EPDVNFOU JT CBTFE PO NBUFSJBM QVCMJTIFE QSFWJPVTMZ JO DPOGFSFODF QSPDFFE�

JOHT� $IBQUFST � BOE � BSF CBTFE PO XPSL QVCMJTIFE JO <��
 ��> XJUI 3PCFSU 4PVM©


3PCFSU ,MFJOCFSH
 &NJO (¼O 4JSFS
 /BUF 'PTUFS
 1BSJTB +BMJMJ .BSBOEJ BOE 'FSOBOEP 1F�

EPOF� $IBQUFST �
 � BOE � BSF CBTFE POXPSL QVCMJTIFE JO <��> XJUI /BUF 'PTUFS
 )PTTFJO

)PKKBU
 1BQBSBP 1BMBDIBSMB
 9J 8BOH BOE $ISJTUJBO 4LBMLB�

�
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��� 3FHVMBS &YQSFTTJPOT BOE %FUFSNJOJTUJD 'JOJUF "VUPNBUB

5SBEJUJPOBMMZ
 SFHVMBS FYQSFTTJPOT 	۠SFHFYFTۡ GPS TIPSU
 TQFDJGZ B QB॒FSO XIJDI JT
 UZQ�

JDBMMZ VTFE UP NBUDI TPNF UFYU GPS B TFBSDIJOH PS QBSTJOH PQFSBUJPO� 8IFO BQQMJFE

UP TUSJOHT PG DIBSBDUFST
 UIF SFHVMBS FYQSFTTJPO EF੗OFT B TFU PG TUSJOHT
 PS B MBOHVBHF�

3FHVMBS FYQSFTTJPOT BSF EF੗OFE VTJOH DPOTUBOUT 	XIJDI EFOPUF TFUT PG TUSJOHT

 BOE PQ�

FSBUPS TZNCPMT EF੗OJOH PQFSBUJPOT PWFS UIPTF TFUT� 'PS FBDI SFHVMBS FYQSFTTJPO Ӻ
 XF
DBO BMTP EF੗OF UIF MBOHVBHF JU BDDFQUT BT ԁ	Ӻ
�

4UBSUJOH XJUI B ੗OJUF BMQIBCFU PG DIBSBDUFST ဋ
 XF DBO TUBSU EF੗OJOH SFHVMBS FY�

QSFTTJPOT XJUI UIF GPMMPXJOH DPOTUBOUT�

ۦ ૢ EFOPUFT UIF FNQUZ TFU� य़BU JT
 ԁ	ૢ
 JT ૢ�
ۦ ᅯ EFOPUFT UIF TFU DPOUBJOJOH POMZ UIF ۠FNQUZ TUSJOH 
ۡ J�F�
 B TUSJOH XJUI OP DIBS�

BDUFST� य़BU JT
 ԁ	ᅯ
 � \ᅯ^�
ۦ " MJUFSBM DIBSBDUFS Ԑ ୮ ဋ EFOPUFT UIF TFU DPOUBJOJOH POMZ UIF DIBSBDUFS Ԑ� य़BU

JT
 ԁ	Ԑ
 � \Ԑ^�
ۦ 'PS DPOWFOJFODF
 DBQJUBM MF॒FST 	ԇ PS Ԉ
 BSF WBSJBCMFT EFOPUJOH B MBOHVBHF� 8F

XJMM VTF UIF TBNF MF॒FST UPNFBO UIF SFHVMBS FYQSFTTJPOT TQFDJGZJOH UIF MBOHVBHF�

य़F GPMMPXJOH PQFSBUJPOT BSF VTFE UP DPNCJOF SFHVMBS FYQSFTTJPOT BOE UIF MBO�

HVBHFT UIFZ EFOPUF�

ۦ ԇ]Ԉ EFOPUFT UIF VOJPO PG UIF TFUT EFOPUFE CZ ԇ BOE Ԉ�
ۦ ԇԈ EFOPUFT UIF TFU PG TUSJOHT PCUBJOFE CZ DPODBUFOBUJOH B TUSJOH GSPN ԇ XJUI B

TUSJOH GSPN Ԉ�
�



Ԡ ԕ
	B
 &NQUZ 4FU ૢ Ԡ ԕᅯ

	C
 &NQUZ 4USJOH ᇃ Ԡ ԕԐ
	D
 $IBSBDUFS ռ ୮ ဿ

'JHVSF ���� $POTUSVDUJOH 'JOJUF "VUPNBUB GSPN 3FHVMBS &YQSFTTJPO $POTUBOUT

Ԡ ԕᅯ ᅯ ᅯԇ Ԉ
	B
 $PODBUFOUBUJPO

Ԡ ԕᅯ ᅯ ᅯᅯ
ԇ
Ԉ

	C
 6OJPO

Ԡ ԕᅯ ᅯԇᅯ
ᅯ

	D
 $MPTVSF

'JHVSF ���� $POTUSVDUJOH 'JOJUF "VUPNBUB VTJOH 3FHVMBS &YQSFTTJPO 0QFSBUJPOT

ۦ ԇ੟ EFOPUFT UIF ,MFFOF DMPTVSF PGԇ
 J�F�
 UIF TFU PG TUSJOHT DSFBUFE CZ DPODBUFOBU�

JOH
 QPTTJCMZ XJUI SFQFUJUJPO
 B ੗OJUF OVNCFS PG TUSJOHT JO ԇ�

य़F DMBTT PG MBOHVBHFT FYQSFTTFE CZ SFHVMBS FYQSFTTJPOT BSF UIF SFHVMBS MBOHVBHFT�

FYBDUMZ UIF TBNF DMBTT PG MBOHVBHFT BT BDDFQUFE CZ ੗OJUF BVUPNBUB� *O GBDU
 JU JT QPTTJCMF

UP DPOWFSU B SFHVMBS FYQSFTTJPO EF੗OFE VTJOH UIF BCPWF DPOTUSVDUT UP BO ᅯ਷/'" VTJOH

TڣPNQTPOࡋ $POTUSVDUJPO 	BT TIPXO JO 'JHVSF���
� 'JSTU
 UIF DPOTUBOUT BSF DPOWFSUFE UP

UIF FRVJWBMFOU BVUPNBUB BDDPSEJOH UP UIF SVMFT TIPXO JO 'JHVSF ���� य़F PQFSBUPST GPS

SFHVMBS FYQSFTTJPOT DBO UIFO CF VTFE UP DPNCJOF BVUPNBUB BT TIPXO JO 'JHVSF ����

य़F MBOHVBHF EF੗OFE CZ B SFHVMBS FYQSFTTJPO JT DPNQPTFE PG BMM TUSJOHT NBUDIJOH

UIF QB॒FSO� "VUPNBUB CVJMU GSPN SFHVMBS FYQSFTTJPOT DBO CF VTFE UP DIFDL JG B QBS�

UJDVMBS TUSJOH NBUDIFT UIF DPSSFTQPOEJOH FYQSFTTJPO� JG BॏFS BO BVUPNBUPO DPOTVNFT

B TUSJOH JU JT JO BO BDDFQUJOH TUBUF
 UIFO UIF TUSJOH JT JO UIF MBOHVBHF EFOPUFE CZ UIF

�



SFHVMBS FYQSFTTJPO�

1SBDUJDBM JNQMFNFOUBUJPOT PG SFHVMBS FYQSFTTJPOT PॏFO FYUFOE UIF GPSNBM EF੗OJ�

UJPOT HJWFO BCPWF� *O QBSUJDVMBS
 UIF 104*9 TUBOEBSE FYUFOET UIF BCPWF XJUI UIF DIBSBD�

UFS . 	EPU
 UP NBUDI BOZ TJOHMF DIBSBDUFS
 QBSFOUIFTFT 	
 UP EFMJNJU TVC�FYQSFTTJPOT BOE

CSBDLFUT <> UP NBUDI B TJOHMF PDDVSFODF PG UIF DIBSBDUFST JO UIF CSBDLFUT� "EEJOH UIFTF

DPOTUSVDUT EPFT OPU DIBOHF UIF UIFPSFUJDBM VOEFSQJOOJOH PG SFHFYFT PS UIFJS BVUPNBUB

FRVJWBMFOUT� 'PS UIF SFNBJOEFS PG UIJT EPDVNFOU
 XF XJMM DPOTJEFS SFHVMBS FYQSFTTJPOT

UP JODMVEF UIFTF DPOTUSVDUT�

" LFZ JOTJHIU JT UIBU QBUIT JO B OFUXPSL BSF TJNJMBS UP TUSJOHT PG DIBSBDUFST
 JG XF

UIJOL PG UIF BMQIBCFU ဋ UP CF DPNQPTFE OPU PG BCTUSBDU DIBSBDUFST
 CVU PG OFUXPSL

MPDBUJPOT� *O UIBU DBTF
 B SFHVMBS FYQSFTTJPO EFOPUFT OPU B TFU PG TUSJOHT
 CVU B TFU PG

QBUIT UISPVHI UIF OFUXPSL� 'PS FYBNQMF
 UIF FYQSFTTJPO (h1 .* h2) EFOPUFT BMM QBUIT

UIBU TUBSU BU h1 BOE FOE BU h2
 XJUI BOZ PUIFS OFUXPSL MPDBUJPOT JO CFUXFFO� 4JNJMBSMZ


UIF FYQSFTTJPO (h1 .* (m1|m2|m3) .* h2) EFTDSJCFT BMM QBUIT TUBSUJOH BU h1 BOE FOEJOH

BU h1
 BOE QBTTJOH UISPVHI BOZ POF PG m1, m2 PS m3 BU TPNF QPJOU�

य़F SFNBJOEFS PG UIJT DIBQUFS EFTDSJCFT UIF.FSMJO OFUXPSL QSPHSBNNJOH MBOHVBHF

BOE IPX JU VTFT UIF OPUJPO PG SFHVMBS FYQSFTTJPO BT TFUT PG OFUXPSL QBUIT UP EF੗OF B

IJHI�MFWFM BCTUSBDUJPO GPS NBOBHJOH NPEFSO OFUXPSLT�

��� " /FUXPSL 1PMJDZ &YBNQMF

य़F.FSMJO QPMJDZ MBOHVBHF P੖FST DPOTUSVDUT GPS TQFDJGZJOH UIF JOUFOEFE CFIBWJPS PG UIF

OFUXPSL BU B IJHI MFWFM PG BCTUSBDUJPO� "U UIF DPSF PG UIF MBOHVBHF JT UIF QBUI FYQSFTTJPO�

B SFHVMBS FYQSFTTJPO DPNQPTFE PG QIZTJDBM OFUXPSL MPDBUJPOT 	l
 BOE BCTUSBDU GVODUJPOT

	t
� &BDI QBUI FYQSFTTJPO EFOPUFT B TFU PG QBUIT UISPVHI UIF OFUXPSL
 BOE JT BTTPDJBUFE

XJUI B QSFEJDBUF UIBU TQFDJ੗FT XIJDI QBDLFUT TIPVME CF TFOU BMPOH UIPTF QBUIT�

'PS FYBNQMF
 DPOTJEFS B OFUXPSL QPMJDZ JO XIJDI BMM ८ॺॺॶ USBਖ਼D GSPN POF OFUXPSL

�



MPDBUJPO 	h1
 UP BOPUIFS 	h2
 NVTU CF MPHHFE CZ TFOEJOH JU UISPVHI B OFUXPSL MPHHJOH

GVODUJPO 	log
� य़JT QPMJDZ JT FYQSFTTFE CZ UIF GPMMPXJOH .FSMJO MBOHVBHF QSPHSBN�

( ip.src = h1 and ip.dst = h2 and tcp.dport = 80 ) ->

h1 .* log .* h2 ;

*G UIF QPMJDZ BMTP SFRVJSFT MPHHJOH JO UIF PQQPTJUF EJSFDUJPO
 XF DBO FYUFOE UIF .FSMJO

QSPHSBN BDDPSEJOHMZ�

( ip.src = h1 and ip.dst = h2 and tcp.dport = 80 ) ->

h1 .* log .* h2 ;

( ip.src = h2 and ip.dst = h1 and tcp.dport = 80 ) ->

h2 .* log .* h1 ;

'VSUIFSNPSF
 JG UIF OFUXPSL JO RVFTUJPO DBSSJFTNBOZ EJ੖FSFOU DMBTTFT PG USBਖ਼D
 UIF QPM�

JDZ NBZ DBQ UIF BNPVOU PG CBOEXJEUI BWBJMBCMF UP ८ॺॺॶ USBਖ਼D� य़JT DBO CF FYQSFTTFE

JO UIF QSPHSBN CZ BTTJHOJOH B WBSJBCMF UP FBDI DMBTT PG USBਖ਼D
 BOE UIFO XSJUJOH B 1SFT�

CVSHFS GPSNVMB PWFS UIPTF WBSJBCMFT TQFDJGZJOH UIF CBOEXJEUI MJNJUBUJPO� 'PS FYBNQMF


JG UIF DPNCJOFE ८ॺॺॶ USBਖ਼D TIPVME CF BU NPTU �(C�T
 XF DBO XSJUF UIF GPMMPXJOH�

[ x: ( ip.src = h1 and ip.dst = h2 and tcp.dport = 80 ) ->

h1 .* log .* h2 ;

y: ( ip.src = h2 and ip.dst = h1 and tcp.dport = 80 ) ->

h2 .* log .* h1 ; ],

max( x + y, 1Gb/s)

(JWFO TVDI B QSPHSBN
 UIF DPNQJMFS HFOFSBUFT DPO੗HVSBUJPOT GPS TQFDJ੗D OFUXPSL

EFWJDFT UIBU UPHFUIFS JNQMFNFOU UIF TQFDJ੗FE QPMJDZ� 5P EP TP
 UIF DPNQJMFS OFFET UP

LOPX UIF OFUXPSL UPQPMPHZ
 BOE IPX UP JNQMFNFOU OFUXPSL GVODUJPOT TVDI BT log�

य़F.FSMJO DPNQJMFS UBLFT BT JOQVU B .FSMJO QSPHSBN
 B OFUXPSL UPQPMPHZ TQFDJ੗FE

JO UIF %05 HSBQI EFTDSJQUJPO MBOHVBHF
 BOE B NBQQJOH GSPN BCTUSBDU GVODUJPOT UP UIF

TQFDJ੗D OFUXPSL EFWJDFT UIBU NBZ JNQMFNFOU UIFN�

��



'PS FYBNQMF
 B OFUXPSL UIBU NJHIU JNQMFNFOU UIF BCPWF�NFOUJPOFE QPMJDZ JT

TIPXO JO 'JHVSF ���B� य़JT OFUXPSL DPOTJTUT PG UIF UXP IPTUT
 DPOOFDUFE CZ BO ॹ४ॴ�

DBQBCMF QBDLFU TXJUDI s1� य़F TXJUDI s1 JT BMTP DPOOFDUFE UP UXP OFUXPSL EFWJDFT l1

BOE l2 UIBU BSF DBQBCMF PG JNQMFNFOUJOH UIF MPHHJOH GVODUJPO log� य़FTF DPVME CF EFE�

JDBUFE IBSEXBSF GPS MPHHJOH
 PS B QSPHSBNNBCMF NJEEMFCPY DPO੗HVSFE UP JNQMFNFOU

MPHHJOH� य़JT NBQQJOH JT DPNNVOJDBUFE UP UIF .FSMJO DPNQJMFS BT log:={l1, l2}�

h1 h2s1

l1

l2

	B
 &YBNQMF OFUXPSL GPS ८ॺॺॶ MPHHJOH

h1[host]; h2[host]; s1[switch];
l1[middlebox]; l2[middlebox];

graph g {
(h1) -- (s1) ;
(h2) -- (s1) ;
(l1) -- (s1) ;
(l2) -- (s1) ; }

log:={l1, l2}

	C
 %05 TQFDJ੗DBUJPO PG FYBNQMF OFUXPSL

8JUI UIJT OFUXPSL BOE NBQQJOH UIF .FSMJO DPNQJMFS JT GSFF UP DIPPTF FJUIFS PG l1

PS l2 UP JNQMFNFOU log� *G UIFZ BSF DPO੗HVSBCMF NJEEMFCPYFT
 UIF DPNQJMFS JT DBQBCMF

PG HFOFSBUJOH UIF DPO੗HVSBUJPOT SFRVJSFE GPS MPHHJOH CFIBWJPS� 5P TBUJTGZ UIF QBUI

FYQSFTTJPO (h1 .* log .* h2)
 UIF DPNQJMFS DBO DIPPTF BOZ PG UIF QBUIT UIBU TUBSU BU

h1
 HP UISPVHI s1 UP l1 PS l2
 BOE UIFO CBDL UISPVHI s1 UP h2� य़JT SFRVJSFT HFOFSBUJOH

UIF BQQSPQSJBUF GPSXBSEJOH SVMFT GPS s1 	BTTVNJOH UIBU l1 BOE l2 TJNQMZ SF੘FDU CBDL

MPHHFE QBDLFUT
� 'JOBMMZ
 UP TBUJTGZ UIF CBOEXJEUI SFRVJSFNFOUT
 UIF DPNQJMFS HFOFSBUFT

DPO੗HVSBUJPOT GPS UIF OFUXPSL TUBDLT PO UIF FOE�IPTUT UP DBQ ८ॺॺॶ USBਖ਼D�

य़F GPMMPXJOH TFDUJPO EFTDSJCFT JO EFUBJM UIF .FSMJO QPMJDZ MBOHVBHF BOE GPMMPXJOH

DIBQUFST EFTDSJCF UIF DPNQJMBUJPO QSPDFTT�

��



.FUBWBSJBCMFT
/FUXPSL MPDBUJPOT ԛ 7BMVFT ԥ
"CTUSBDU GVODUJPOT ԣ 7BSJBCMFT ԧ

)FBEFS टFMET ԕ 5SBडD 3BUFT ԝ
4ZOUBY

1SFEJDBUFT ԟ ੃੃� ԕ � ԥ ੮ true ੮ false੮ ԟφ and ԟϵ ੮ ԟφ or ԟϵ ੮ � ԟφ
1BUI FYQSFTTJPOT ԡ ੃੃� � ੮ ԛ ੮ ԣ ੮ ԡ ԡ ੮ ԡ|ԡ ੮ ԡ੟ ੮ � ԡ

#BOEXJEUI FYQSFTTJPOT Ԕ ੃੃� ԝ ੮ ԧ ੮ Ԕ � Ԕ
1SFTCVSHFS GPSNVMBT ᅿ ੃੃� max	Ԕ
 ԝ
 ੮ min	Ԕ
 ԝ
 ੮ ᅿφ and ᅿϵ

4UBUFNFOUT Ԣ ੃੃� ԧ ੃ ԟ ݂ ԡ
1SPHSBNT m ੃੃� <Ԣφ�w � Ԣ։>
 ᅿ

'JHVSF ���� .FSMJO 4ZOUBY�

��� %FTJHO PG UIF .FSMJO /FUXPSL 1SPHSBNNJOH -BOHVBHF

य़F EFTJHO PG UIF MBOHVBHF JT CBTFE PO UXP PCTFSWBUJPOT� 'JSTU
 OFUXPSL QPMJDJFT BSF JO�

UVJUJWFMZ FYQSFTTFE CZ TFQBSBUJOH OFUXPSL USBਖ਼D CBTFE PO UIF DPOUFOUT PG IFBEFS ੗FMET�

4FDPOE
 QBUIT JO B OFUXPSL
 BOE UIFJS BTTPDJBUFE CBOEXJEUI DBQBDJUJFT
 BSF LFZ OFUXPSL

SFTPVSDFT BOE OFUXPSL QPMJDJFT PॏFO SFRVJSF EJWJEJOH UIFTF SFTPVSDFT CFUXFFO USBਖ਼D

DMBTTFT� य़VT
 UIF .FSMJO MBOHVBHF BMMPXT OFUXPSL USBਖ਼D UP CF EJWJEFE JOUP OBNFE

DMBTTFT VTJOH QSFEJDBUFT PO QBDLFU IFBEFST� &BDI TVDI DMBTT DBO UIFO CF BTTJHOFE B TFU

PG QBUIT UIBU BMM USBਖ਼D JO UIBU DMBTT JT BMMPXFE UP UBLF� य़FTF TFUT PG QBUIT BSF EF੗OFE

VTJOH QBUI FYQSFTTJPOT
 BT TIPXO JO UIF QSFWJPVT TFDUJPO� 'JOBMMZ
 CBOEXJEUI SFTPVSDFT

NBZ CF EJWJEFE BNPOH UIFTF DMBTTFT VTJOH GPSNVMBT FYQSFTTFE VTJOH 1SFTCVSHFS BSJUI�

NFUJD�

य़F TZOUBY PG UIF .FSMJO QPMJDZ MBOHVBHF JT EF੗OFE CZ UIF HSBNNBS JO 'JHVSF ����

)JHI�MFWFM OFUXPSL QPMJDJFT DBO CF FYQSFTTFE BT.FSMJO QSPHSBNT� ".FSMJO QSPHSBNԜ
JT B TFU PG TUBUFNFOUT
 FBDI PG XIJDI TQFDJ੗FT UIF IBOEMJOH PG B TVCTFU PG USBਖ਼D
 UPHFUIFS

XJUI B MPHJDBM GPSNVMB UIBU FYQSFTTFT B HMPCBM CBOEXJEUI DPOTUSBJOU� 'PS TJNQMJDJUZ


XF SFRVJSF UIBU UIF TUBUFNFOUT JO B QBSUJDVMBS QSPHSBN IBWF EJTKPJOU QSFEJDBUFT BOE

��



UPHFUIFS NBUDI BMM QBDLFUT� य़FTF SFRVJSFNFOUT BSF FOGPSDFE CZ UIF .FSMJO DPNQJMFS�

4UBUFNFOUT &BDI QSPHSBN TUBUFNFOU JT DPNQPTFE PG TFWFSBM DPNQPOFOUT� B WBSJBCMF


B MPHJDBM QSFEJDBUF
 BOE B QBUI FYQSFTTJPO� य़F WBSJBCMF JEFOUJ੗FT UIF TFU PG OFUXPSL

QBDLFUT NBUDIJOH UIF QSFEJDBUF
 BOE UIF QBUI FYQSFTTJPO TQFDJ੗FT UIF GPSXBSEJOH QBUIT

BOE QBDLFU�QSPDFTTJOH GVODUJPOT UIBU TIPVME CF BQQMJFE UP NBUDIJOH QBDLFUT� य़FTF

BCTUSBDUJPOT BMMPX BENJOJTUSBUPST B HSFBU EFBM PG ੘FYJCJMJUZ JO TQFDJGZJOH UIFJS QPMJDJFT�

"ENJOJTUSBUPST DBO TUBSU CZ USFBUJOH UIF FOUJSF OFUXPSL BT B TJOHMF TXJUDI UIBU GPS�

XBSET USBਖ਼D CFUXFFO JUT FYUFSOBM QPSUT 	J�F�
 B ۠CJH TXJUDIۡ <��>
� य़JT DBO CF XSJ॒FO

BT true -> (src .* dst)
 XIFSF src BOE dst EFOPUF TPVSDF BOE EFTUJOBUJPO MPDBUJPOT�

य़JT QSPHSBN DBO CF SF੗OFE CZ FJUIFS EJWJEJOH UIF QSFEJDBUF JOUP ੗OFS USBਖ਼D DMBTTFT
 PS

CZ SFEVDJOH UIF TFU PG QFSNJTTJCMF QBUIT CZ GVSUIFS DPOTUSBJOJOH UIF QBUI FYQSFTTJPO�

-PHJDBM QSFEJDBUFT .FSMJO TVQQPSUT B QSFEJDBUF MBOHVBHF GPS DMBTTJGZJOH QBDLFUT�

"UPNJD QSFEJDBUFT PG UIF GPSN ԕ � ԥ EFOPUF UIF TFU PG QBDLFUT XIPTF IFBEFS ੗FMEԕ JT FRVBM UP ԥ� 1SFEJDBUFT DBO CF DPNCJOFE VTJOH DPOKVODUJPO 	and

 EJTKVODUJPO 	or



BOE OFHBUJPO 	!
�

'PS JOTUBODF
 B QSFEJDBUF TVDI BT (ip.src = h1 and tcp.dport = 80) NBUDIFT

QBDLFUT XJUI UIF TBNF ip TPVSDF BEESFTT BT h1 BOE tcp EFTUJOBUJPO QPSU 80� .FSMJO QSP�

WJEFT B OVNCFS PG DPOWFOJFODFT GPS XSJUJOH QSFEJDBUFT� य़F DPNQJMFS SFDPHOJ[FT BUPNJD

QSFEJDBUFT GPS B OVNCFS PG TUBOEBSE QSPUPDPMT JODMVEJOH &UIFSOFU
 ९ॶ
 ॺ३ॶ
 BOE ॻ४ॶ
 BOE

B TQFDJBM QSFEJDBUF GPS NBUDIJOH QBDLFU QBZMPBET� "MTP
 JG B UPQPMPHZ TQFDJ੗FT ९ॶ BOE

ॳ१३ BEESFTTFT GPS OFUXPSL MPDBUJPOT
 UIF DPNQJMFS XJMM VTF UIF DPSSFTQPOEJOH WBMVFT

XIFO UIF MPDBUJPOT BSF VTFE JO QSFEJDBUFT� 'PS FYBNQMF
 JG h1 IBT ९ॶ BEESFTT 10.0.1.1


UIF BCPWF QSFEJDBUF XJMM CF JOUFSQSFUFE BT (ip.src = 10.0.1.1 and tcp.dport = 80)�

1BUI FYQSFTTJPOT .FSMJO QSPHSBNNFST TQFDJGZ GPSXBSEJOH QBUIT VTJOH B TZOUBY

TJNJMBS UP SFHVMBS FYQSFTTJPOT� 3BUIFS UIBONBUDIJOH TUSJOHT PG DIBSBDUFST
 BT XJUI TUBO�

��



EBSE SFHVMBS FYQSFTTJPOT
 QBUI FYQSFTTJPOT NBUDI TFRVFODFT PG MPDBUJPOT 	l
 PS OFUXPSL

GVODUJPOT 	t

 BT EFTDSJCFE CFMPX� "T XJUI ॶॵॹ९ॾ SFHVMBS FYQSFTTJPOT
 UIF EPU TZNCPM 	.


NBUDIFT BO BSCJUSBSZ QBUI FMFNFOU� य़F DPNQJMFS JT GSFF UP TFMFDU BOZ NBUDIJOH QBUI


QSPWJEFE UIF PUIFS DPOTUSBJOUT JO UIF QSPHSBN BSF TBUJT੗FE� 8F BTTVNF UIBU UIF TFU PG

MPDBUJPOT JT ੗OJUF BOE JT B TVCTFU PG UIF OFUXPSL UPQPMPHZ TVQQMJFE EVSJOH DPNQJMBUJPO�

/FUXPSL GVODUJPOT 1BUI FYQSFTTJPOT NBZ DPOUBJO OBNFT PG OFUXPSL GVODUJPOT UIBU

USBOTGPSN UIF IFBEFST BOE DPOUFOUT PG QBDLFUTۘF�H�
 EFFQ QBDLFU JOTQFDUJPO
 MPHHJOH


OFUXPSL BEESFTT USBOTMBUJPO
 DPOUFOU DBDIJOH
 QSPYZJOH
 USBਖ਼D TIBQJOH
 FUD� य़F DPN�

QJMFS EFUFSNJOFT UIF MPDBUJPOT XIFSF FBDI GVODUJPO DBO CF FOGPSDFE
 VTJOH B NBQQJOH

GSPN GVODUJPO OBNFT UP QPTTJCMF MPDBUJPOT TVQQMJFE BT BO JOQVU�

/FUXPSL GVODUJPOT NVTU UBLF B TJOHMF QBDLFU BT JOQVU BOE HFOFSBUF [FSP PS NPSF

QBDLFUT BT PVUQVU
 BOE UIFZ NVTU POMZ BDDFTT MPDBM TUBUF� य़F SFTUSJDUJPO UP MPDBM TUBUF

BMMPXT UIF DPNQJMFS UP GSFFMZ QMBDF GVODUJPOT XJUIPVU BDDPVOUJOH GPS HMPCBM TUBUF�

/FUXPSL GVODUJPOT NBZ NPEJGZ QBDLFU IFBEFSTۘF�H�
 B OFUXPSL BEESFTT USBOTMBUJPO

ॴ१ॺ GVODUJPO NBZ SFXSJUF ९ॶ BEESFTTFT BOE QPSU OVNCFST� 5P BMMPX TVDI GVODUJPOT UP

DPFYJTU XJUI QSFEJDBUFT PO QBDLFU IFBEFST UIBU JEFOUJGZ TFUT PG USBਖ਼D
 .FSMJO VTFT B UBH�

CBTFE SPVUJOH TDIFNF� BMM USBਖ਼D NBUDIJOH B QBSUJDVMBS QSFEJDBUF HFUT B॒BDIFE XJUI B

ॼॲ१ॴ 	7JSUVBM -PDBM "SFB /FUXPSL
 UBH UIBU JT UIFO VTFE BT UIF NBUDIJOH QSFEJDBUF JO

UIF JOUFSJPS PG UIF OFUXPSL�

#BOEXJEUI DPOTUSBJOUT .FSMJO QSPHSBNT VTF MPHJDBM GPSNVMBT UP TQFDJGZ DPOTUSBJOUT

UIBU FJUIFS MJNJU 	max
 PS HVBSBOUFF 	min
 CBOEXJEUI� *O BEEJUJPO UP DPOKVODUJPO 	and



EJTKVODUJPO 	or

 BOE OFHBUJPO 	!

 .FSMJO TVQQPSUT BO BEEJUJPO PQFSBUPS� य़F BEEJUJPO

PQFSBUPS DBO CF VTFE UP TQFDJGZ BO BHHSFHBUF DBQ PO USBਖ਼D
 TVDI BT max(x + y, 1Gb/s)�

#Z DPOWFOUJPO
 QSPHSBNT XJUIPVU B SBUF DMBVTF BSF VODPOTUSBJOFEۘQSPHSBNT UIBU MBDL

BNJOJNVN SBUF BSF OPU HVBSBOUFFE BOZ CBOEXJEUI
 BOE UIPTF UIBU MBDL BNBYJNVN SBUF

��



NBZ TFOE USBਖ਼D BU SBUFT VQ UP MJOF TQFFE� #BOEXJEUI DPOTUSBJOUT BSF FYQSFTTFE GPSNBMMZ

VTJOH ੗STU�PSEFS MPHJDXJUI BEEJUJPOۘB GSBHNFOU LOPXO BT 1SFTCVSHFS BSJUINFUJD� /PUF

UIBU FYDMVEJOH NVMUJQMJDBUJPO FOTVSFT EFDJEBCJMJUZ�

4ZOUBDUJD TVHBS .FSMJO TVQQPSUT TFWFSBM GPSNT PG TZOUBDUJD TVHBS UIBU TJNQMJGZ UIF

FYQSFTTJPO PG DPNQMFY QPMJDJFT TVDI BT TFU DPNQSFIFOTJPOT� 'PS FYBNQMF
 UIF GPMMPXJOH

QSPHSBN JT FRVJWBMFOU UP UIF FYBNQMF QSPHSBN VTFE QSFWJPVTMZ JO 4FDUJPO ����

hosts := {h1, h2}

forall (s,d) in cross_distinct(hosts,hosts):

ip.src = s and ip.dst = d and tcp.dport = 80 ->

s .* log .* d

at max(1Gbps)

य़F OPUBUJPO hosts := {h1, h2} EF੗OFT B TFU PG OFUXPSL MPDBUJPOT DPNQPTFE PG h1

BOE h2� य़F cross_distinct PQFSBUPS UBLFT UIF DSPTT QSPEVDU PG UIFTF TFUT
 SFNPWJOH

FMFNFOUT XIFSF CPUI DPNQPOFOUT BSF UIF TBNF 	(h1,h1) BOE (h2,h2) JO UIJT DBTF
�

य़F forall TUBUFNFOU JUFSBUFT PWFS UIF SFTVMUJOH TFU
 BOE HFOFSBUFT B GSFTI TUBUF�

NFOU GPS FBDI QBJS XIFSF UIF FMFNFOUT PG UIF QBJS SFQMBDF UIF TPVSDF s BOE EFTUJOBUJPO

d� 5XP TVDI TUBUFNFOUT XPVME CF HFOFSBUFE JO UIJT DBTF
 POF FBDI GPS (h1,h2) BOE

GPS (h2,h1) BOE FBDI XPVME CF BTTPDJBUFE XJUI B VOJRVF WBSJBCMF 	TBZ x BOE y
� "

CBOEXJEUI FYQSFTTJPO JT HFOFSBUFE CZ TVNNJOH PWFS UIF WBSJBCMFT BOE MJNJUJOH UIBU

TVN XJUI UIF CBOEXJEUI UFSN TQFDJ੗FE BCPWF� max(x + y, 1Gbps)� य़VT UIF BCPWF

QSPHSBN HFOFSBUFT UIF TBNF QSPHSBN BT JO 4FDUJPO ����

[ x: ( ip.src = h1 and ip.dst = h2 and tcp.dport = 80 ) ->

h1 .* log .* h2 ;

y: ( ip.src = h2 and ip.dst = h1 and tcp.dport = 80 ) ->

h2 .* log .* h1 ; ],

max( x + y, 1Gb/s)

��



य़FSF JT BMTP B foreach DPOTUSVDU UIBU IBT UIF TBNF F੖FDU
 FYDFQU UIBU FBDI WBSJBCMF

JT DPOTUSBJOFE TFQBSBUFMZ� *O UIJT DBTF
 VTJOH foreachXPVME HFOFSBUF B CBOEXJEUI UFSN

max(x, 1Gbps) and max(y, 1Gbps)�

-JNJUBUJPOT 8IJMF UIF .FSMJO MBOHVBHF DBO FYQSFTT B XJEF SBOHF PG QPMJDJFT
 UIFSF

BSF TPNF LFZ MJNJUBUJPOT� 'JSTU
 OFUXPSL GVODUJPOT BSF USFBUFE BT BCTUSBDU BOE SFRVJSFE

UP VTF POMZ MPDBM TUBUF� य़VT
 DPNQMJDBUFE OFUXPSL GVODUJPOT XIJDI NBZ IBWF NVMUJQMF

DPNQPOFOUT
 TVDI BT B EJTUSJCVUFE JOUSVTJPO EFUFDUJPO TZTUFN
 NVTU CF QMBDFENBOVBMMZ

JO B OFUXPSL CZ TQFDJGZJOH UIF MPDBUJPOT PG JOEJWJEVBM QIZTJDBM EFWJDFT� 4JODF .FSMJO

EPFT OPU NPEFM DIBOHFT UP IFBEFST B OFUXPSL GVODUJPO NBZ NBLF 	TVDI BT B ॴ१ॺ CPY



VTFST NVTU FOTVSF UIBU TVDI DIBOHFT EP OPU JOUFSGFSF XJUI XIBUFWFS UBHHJOH TDIFNF

UIBU .FSMJO VTFT� 'JOBMMZ
 CBOEXJEUI DPOTUSBJOUT NVTU CF FYQSFTTFE VTJOH POMZ min


max BOE BEEJUJPO PQFSBUPST� य़JT NBLFT JU EJਖ਼DVMU UP FYQSFTT DPNQMJDBUFE SFHVMBUJPOT

CFUXFFO UIF CBOEXJEUI VTBHF PG EJ੖FSFOU DMBTTFT 	FH�
 UIBU POF DMBTT VTF POMZ B DFSUBJO

GSBDUJPO PG BOPUIFS DMBTT۝ VTBHF
�

4VNNBSZ .FSMJO FOBCMFT EJSFDU FYQSFTTJPO PG IJHI�MFWFM OFUXPSL QPMJDJFT� 1SPHSBN�

NFST XSJUF QPMJDJFT BT UIPVHI UIFZ XFSF DFOUSBMJ[FE QSPHSBNT FYFDVUJOH PO B TJOHMF

EFWJDF� *O SFBMJUZ
 B WBSJFUZ PG EJTUSJCVUFE EFWJDFT DPMMBCPSBUF UP DPMMFDUJWFMZ FOGPSDF UIF

QPMJDZ� य़F OFYU TFDUJPO QSFTFOUT .FSMJO۝T DPNQJMBUJPO UFDIOJRVFT GPS QBUI FYQSFTTJPOT�

��� $PNQJMJOH 1BUI &YQSFTTJPOT

*NQMFNFOUJOH .FSMJO QSPHSBN BUPQ B QIZTJDBM OFUXPSL SFRVJSFT UIF .FSMJO DPNQJMFS

UP QFSGPSN UISFF LFZ UBTLT�

�� -PDBMJ[BUJPO� " .FSMJO QSPHSBN EFTDSJCFT UIF HMPCBM CFIBWJPS PG UIF OFUXPSL�

य़JT CFIBWJPS NVTU CF USBOTMBUFE JOUP QFS�EFWJDF
 MPDBMMZ�FOGPSDFBCMF QPMJDJFT�

��



�� 1BUI TFMFDUJPO BOE CBOEXJEUI BMMPDBUJPO� य़F .FSMJO MBOHVBHF QSPWJEFT BE�

NJOJTUSBUPST UXP GBDJMJUJFT GPS DPOUSPMMJOH XIBU QBUIT UISPVHI UIF OFUXPSL DFS�

UBJO DMBTTFT PG USBਖ਼D NBZ UBLF� QBUI FYQSFTTJPOT BOE CBOEXJEUI BMMPDBUJPO� 'VS�

UIFSNPSF
 FBDI TUBUFNFOU IBT JUT PXO SFRVJSFNFOUT UIBU NJHIU B੖FDU XIBU QBUIT

BSF BWBJMBCMF UP USBਖ਼D NFOUJPOFE JO PUIFS TUBUFNFOUT� *U JT VQ UP UIF DPNQJMFS UP

CBMBODF UIFTF SFRVJSFNFOUT BOE BMMPDBUF QBUIT UP USBਖ਼D DMBTTFT 	JG QPTTJCMF
�

�� $PEF HFOFSBUJPO� 'JOBMMZ
 PODF B TVJUBCMF TFU PG QBUIT IBT CFFO EFUFSNJOFE
 UIF

DPNQJMFS NVTU HFOFSBUF MPX�MFWFM DPO੗HVSBUJPO JOTUSVDUJPOT GPS OFUXPSL EFWJDFT

BOE FOE IPTUT� 4JODF OFUXPSLT NJHIU CF DPNQPTFE PG B WBSJFUZ PG EFWJDFT
 UIF

DPNQJMFS NVTU TVQQPSU NVMUJQMF CBDLFOET�

य़F JOQVU UP UIF DPNQJMFS JT UIF .FSMJO QSPHSBN
 QIZTJDBM UPQPMPHZ
 BOE B NBQQJOH

GSPN OFUXPSL GVODUJPOT UP QPTTJCMF QMBDFNFOUT� य़FTF BSF VTFE UP CVJME B MPHJDBM UPQPM�

PHZ JODPSQPSBUJOH UIF TUSVDUVSF PG UIF QIZTJDBM UPQPMPHZ BOE UIF DPOTUSBJOUT FODPEFE

CZ UIF QSPHSBN TUBUFNFOUT� य़F DPNQJMFS BOBMZ[FT UIJT MPHJDBM UPQPMPHZ UP BTTJHO QBUIT

UP USBਖ਼D DMBTTFT BOE BMMPDBUF CBOEXJEUI PO UIPTF QBUIT� 'JOBMMZ
 UIF QBUI JOGPSNBUJPO JT

VTFE UP HFOFSBUF MPX�MFWFM DPO੗HVSBUJPOT GPS ॹ४ॴ�DBQBCMF TXJUDIFT
 NJEEMFCPYFT
 BOE

FOE IPTUT�

/PUF UIBU MPDBMJ[BUJPO JT POMZ BO JTTVF XIFO NVMUJQMF USBਖ਼D DMBTTFT TIBSF B CBOE�

XJEUI BMMPDBUJPO� 8JUIPVU B CBOEXJEUI DPOTUSBJOU
 UIF DPNQJMFS JT POMZ SFRVJSFE UP

TBUJTGZ UIF QBUI FYQSFTTJPO GPS FBDI TUBUFNFOU� य़F DPNQJMFS DIFDLT UIBU UIF USBਖ਼D

DMBTTFT EFTDSJCFE CZ UIF QSFEJDBUFT JO B QSPHSBN BSF EJTKPJOU
 BOE TP UIFSF JT OP QPTTJ�

CJMJUZ PG DPO੘JDU CFUXFFO EJ੖FSFOU TUBUFNFOUT� य़F SFNBJOEFS PG UIJT TFDUJPO GPDVTFT

PO IBOEMJOH QBUI FYQSFTTJPOT� य़F UFDIOJRVFT EFTDSJCFE IFSF BSF FYUFOEFE UP JODMVEF

CBOEXJEUI DPOTUSBJOUT JO UIF GPMMPXJOH DIBQUFS�

��



����� #VJMEJOH B -PHJDBM 5PQPMPHZ

&BDI QSPHSBN TUBUFNFOU DPOUBJOT B QSFEJDBUF BOE B QBUI FYQSFTTJPO� य़F QBUI FYQSFT�

TJPO DPOTUSBJOT UIF TFU PG GPSXBSEJOH QBUIT UIBU QBDLFUT TBUJTGZJOH UIF QSFEJDBUF NJHIU

UBLF� 5P DPNQVUF QBUIT TBUJTGZJOH UIFTF DPOTUSBJOUT
 UIF DPNQJMFS DPOTUSVDUT B MPHJDBM

UPQPMPHZ BT B EJSFDUFE HSBQI ෦ JO XIJDI FBDI QBUI DPSSFTQPOET UP B QIZTJDBM QBUI UIBU

TBUJT੗FT UIF QBUI FYQSFTTJPO GPS TPNF TUBUFNFOU JO UIF QSPHSBN� य़F PWFSBMM HSBQI ෦
GPS UIF QSPHSBN JT B VOJPO PG EJTKPJOU DPNQPOFOUT ෦ք
 POF GPS FBDI TUBUFNFOU�

य़F ੗STU TUFQ JO DPOTUSVDUJOH෦ք JT UP FOTVSF UIBU UIF DPSSFTQPOEJOH QBUI FYQSFTTJPO
JT PWFS OFUXPSL MPDBUJPOT POMZ� &BDI TUBUFNFOU Ԙ IBT B SFHVMBS FYQSFTTJPO ԡք PWFS UIF
TFU PG CPUI MPDBUJPOT BOE QBDLFU�QSPDFTTJOH GVODUJPOT� &BDI TVDI ԡք JT USBOTGPSNFE JOUP

B QBUI FYQSFTTJPO ԡք۽ PWFS UIF TFU PG MPDBUJPOT POMZ VTJOH B TJNQMF TVCTUJUVUJPO� 4JODF

UIF DPNQJMFS UBLFT BO BVYJMJBSZ JOQVU UIBU NBQT GVODUJPOT UP OFUXPSL MPDBUJPOT
 FBDI

TVDI GVODUJPO JT SFQMBDFE XJUI UIF VOJPO PG BMM MPDBUJPOT UIBU GVODUJPO DPVME CF NBQQFE

UP� 'PS FYBNQMF
 JG h1
 h2
 BOE m1 BSF UIF UISFF MPDBUJPOT DBQBCMF PG SVOOJOH B %FFQ

1BDLFU *OTQFDUJPO GVODUJPO 	dpi

 UIFO UIF SFHVMBS FYQSFTTJPO (.* dpi .*) XPVME CF

USBOTGPSNFE JOUP (.* (h1|h2|m1) .*)�

य़F OFYU TUFQ JT UP USBOTGPSN UIF SFHVMBS FYQSFTTJPO ԡք۽ JOUP B EFUFSNJOJTUJD ੗OJUF

BVUPNBUPO 	४६१

 EFOPUFE ෠ք
 UIBU BDDFQUT UIF TFU PG TUSJOHT JO UIF SFHVMBS MBOHVBHF

HJWFO CZ �Ԑք۽ य़F USBOTGPSNBUJPO JT QFSGPSNFE VTJOH UIF TUBOEBSE BMHPSJUINT <�> EF�

TDSJCFE JO 4FDUJPO ��� BOE EFQJDUFE JO 'JHVSFT ��� BOE ���� 8JUI UIJT ෠ք XF DBO OPX

DPOTUSVDU ෦ք�
-FU ԁ EFOPUF UIF TFU PG MPDBUJPOT JO UIF QIZTJDBM OFUXPSL BOE ෰ք EFOPUF UIF TUBUF

TFU PG ෠ք� य़F WFSUFY TFU PG ෦ք JT UIF $BSUFTJBO QSPEVDU ԁ ੎ ෰ք UPHFUIFS XJUI UXP

TQFDJBM WFSUJDFT
 Ԣք BOE ԣք
 SFTQFDUJWFMZ SFQSFTFOUJOH B VOJWFSTBM TPVSDF BOE TJOL GPS

QBUIT HFOFSBUFE GPS TUBUFNFOU Ԙ�
#FUXFFO UXP TUBUFT 	Ԥ
 Ԡ
 UP 	ԥ
 Ԡ஥
 PG ෦ք UIF HSBQI ෦ք IBT BO FEHF J੖�

��



�� Ԥ � ԥ PS 	Ԥ
 ԥ
 JT BO FEHF PG UIF QIZTJDBM OFUXPSL
 BOE

�� UIFSF JT B USBOTJUJPO JO ෠ք GSPN Ԡ UP Ԡ஥ MBCFMFE XJUI ԥ
-JLFXJTF
 UIFSF JT BO FEHF GSPN TPVSDF TUBUF Ԣք UP 	ԥ
 Ԡ஥
 J੖ 	ԠЈ
 Ԡ஥
 JT B WBMJE TUBUF

USBOTJUJPO PG ෠ք MBCFMFE XJUI ԥ 	XIFSF ԠЈ EFOPUFT UIF TUBSU TUBUF PG ෠ք
� 'JOBMMZ
 UIFSF
JT BO FEHF GSPN 	Ԥ
 Ԡ
 UP UIF TJOL TUBUF ԣք J੖ Ԡ JT BO BDDFQUJOH TUBUF PG ෠ք�෦ք IBT CFFO DPOTUSVDUFE TVDI UIBU QBUIT JO ෦ք DPSSFTQPOE UP QBUIT JO UIF QIZTJDBM

OFUXPSL UIBU TBUJTGZ UIF QBUI DPOTUSBJOUT PG TUBUFNFOU Ԙ� य़JT QSPQFSUZ JT DBQUVSFE JO

UIF GPMMPXJOH MFNNB�

-FNNB �� " TFRVFODF PG MPDBUJPOT Ԥφ
 Ԥϵ
w 
 Ԥֆ TBUJTटFT UIF DPOTUSBJOU EFTDSJCFE CZ UIF

QBUI FYQSFTTJPO ԡք۽ Jञ ෦ք DPOUBJOT B QBUI PG UIF GPSN Ԣք
 	Ԥφ
 Ԡφ

 	Ԥϵ
 Ԡϵ

w 
 	Ԥֆ
 Ԡֆ

 ԣք
GPS TPNF TFRVFODF PG TUBUFT Ԡφ
w 
 Ԡֆ� " QBUI PG UIJT GPSN JT B ڧJOHࡄMJڦ PG Ԥφ
 Ԥϵ
w 
 Ԥֆ�
1SPPG� य़F DPOTUSVDUJPO PG ෦ք FOTVSFT UIBUԢք
 	Ԥφ
 Ԡφ

 	Ԥϵ
 Ԡϵ

w 
 	Ԥֆ
 Ԡֆ

 ԣք
JT B QBUI JO UIF HSBQI J੖ 	J
 UIF TFRVFODF Ԥφ
w 
 Ԥֆ SFQSFTFOUT B QBUI JO UIF QIZTJDBM

OFUXPSL 	QPTTJCMZ XJUI WFSUJDFT PG UIF QBUI SFQFBUFE NPSF UIBO PODF DPOTFDVUJWFMZ

JO UIF TFRVFODF

 BOE 	JJ
 UIF BVUPNBUPO ෠ք IBT BO BDDFQUJOH DPNQVUBUJPO QBUI GPSԤφ
w 
 Ԥֆ UISPVHI UIF TFRVFODF PG TUBUFT ԠЈ
 Ԡφ
w 
 Ԡֆ� य़F MFNNB GPMMPXT GSPN UIF

GBDU UIBU B TUSJOH CFMPOHT UP UIF SFHVMBS MBOHVBHF EF੗OFE CZ ԡք۽ JG BOE POMZ JG UIFSF JT B

QBUI UISPVHI ෠ք UIBU BDDFQUT UIBU TUSJOH�
'JHVSF ��� TIPXT UIF DPOTUSVDUJPO PG UIF HSBQI ෦ք GPS B TUBUFNFOU XJUI QBUI FY�

QSFTTJPO (h1 .* dpi .* nat .* h2)
 PO BO FYBNQMF OFUXPSL� 'PS UIJT FYBNQMF
 EFFQ

QBDLFU JOTQFDUJPO 	dpi
 DBO CF QFSGPSNFE BU h1
 h2
 PS m1
 CVU OFUXPSL BEESFTT USBOT�

MBUJPO 	nat
 DBO POMZ CF QFSGPSNFE BU m1� य़F UIJDL
 SFE QBUI JMMVTUSBUFT POF MJॏJOH PG

BO BDDFQUJOH QBUI JO ෠ք UP ෦ք� /PUJDF UIBU UIF QIZTJDBM OFUXPSL BMTP DPOUBJOT PUIFS

��



s1

h1 m1

s2

h2

Physical topology
with vertices V

=×

Statement DFA
with states Qi

LP Graph
Gi

m1, h1, h2, s1

h1

h2

q0

q1

q2

qacc

m1, h1, h2, s1

m1, h1, h2, s1

m1, h1, h2

q4

ti

q3

m1

s1h1 m1 s2 h2si

s1h1 m1 s2 h2

s1h1 m1 s2 h2

s1h1 m1 s2 h2

s1h1 m1 s2 h2ti

s1h1 m1 s2 h2

'JHVSF ���� &YBNQMF MPHJDBM UPQPMPHZ BOE B QPTTJCMF TPMVUJPO�

QBUIT 	TVDI BT h1ۗs1ۗh2
 UIBU EP OPU TBUJTGZ UIF QBUI FYQSFTTJPO� य़FTF QBUIT EP OPU

MJॏ UP BOZ QBUI JO ෦ք� 'PS JOTUBODF
 DPOTJEFS UIF SPXT PG OPEFT DPSSFTQPOEJOH UP TUBUFTԠϵ BOE Ԡϯ PG UIF ॴ६१� "MM FEHFT CFUXFFO UIFTF SPXT MFBE JOUP OPEF 	Ԝφ
Ԡϯ
� य़VT
 BOZ

QBUI BWPJEJOH m1 JO UIF QIZTJDBM OFUXPSL DBOOPU CF MJॏFE UP BO Ԣքۗԣք QBUI JO ෦ք�
����� 1BUI 4FMFDUJPO

य़F MPHJDBM UPQPMPHZ ෦ք GPS FBDI TUBUFNFOU IBT UIF QSPQFSUZ UIBU FBDI QBUI GSPN Ԣք UPԣք UISPVHI JU TBUJT੗FT UIF DPSSFTQPOEJOH QBUI FYQSFTTJPO ԡք� 5P ੗OE B QBUI UISPVHI

UIF OFUXPSL GPS UIF DPSSFTQPOEJOH USBਖ਼D DMBTT
 UIF .FSMJO DPNQJMFS DPNQVUFT ෦ք BT
EFTDSJCFE BCPWF
 BOE UIFO QFSGPSNT B CSFBEUI�੗STU TFBSDI PWFS UIF SFTVMUJOH HSBQI�

'PS TUBUFNFOUT XIPTF QBUI FYQSFTTJPOT EJ੖FS POMZ JO UIF FOE�IPTUT 	TVDI BT UIF

FYBNQMF JO 4FDUJPO ���
 XF DBO QFSGPSN BO PQUJNJ[BUJPO� *OTUFBE PG HFOFSBUJOH BO ෦ք
GPS FBDI TVDI TUBUFNFOU
 UIF DPNQJMFS HFOFSBUFT B TJOHMF ෦ք GSPN B OFUXPSL UPQPMPHZ

��



UIBU JODMVEFT POMZ TXJUDIFT
 BOE B QBUI FYQSFTTJPO XJUIPVU UIF FOE�IPTUT� य़FO UIF

DPNQJMFS DPNQVUFT BO PQUJNBM TJOL USFF GPS FBDI FHSFTT TXJUDIۘB USFF SPPUFE BU UIF

FHSFTT TXJUDI BOE DPOUBJOJOH POMZ UIF FEHFT SFRVJSFE GPS TIPSUFTU�MFOHUI QBUIT GSPN

BMM UIF JOHSFTT TXJUDIFT UP UIBU FHSFTT TXJUDI� #BTFE PO UIF QSFEJDBUFT
 UIF DPNQJMFS

BEET JOTUSVDUJPOT UP GPSXBSE USBਖ਼D GSPN IPTUT UP JOHSFTT TXJUDIFT BOE UIFO GSPN UIF

FHSFTT TXJUDIFT UP UIF IPTUT EVSJOH DPEF HFOFSBUJPO� 6TJOH TJOL USFFT
 UIF TPMVUJPO

DBO CF DPNQVUFE JO Ԅ	]ԋ ]]Ӻ]

 XIFSF ]ԋ ] JT UIF OVNCFS PG TXJUDIFT SBUIFS UIBO UIF

OVNCFS PG IPTUT�

����� $PEF (FOFSBUJPO

.FSMJO FOBCMFT OFUXPSL BENJOJTUSBUPST UP XSJUF IJHI�MFWFM QSPHSBNT XJUIPVU XPSSZ�

JOH BCPVU IPX UIPTF QPMJDJFT BSF JNQMFNFOUFE� य़F .FSMJO DPNQJMFS VTFT QSPHSBN

QBSUJUJPOJOH UP USBOTGPSN UIF QSPHSBN JOUP TFQBSBUF QSPHSBNT
 JOTUSVDUJPOT
 BOE DPO�

੗HVSBUJPOT UIBU BSF EFQMPZFE BDSPTT UIF GPMMPXJOH DMBTTFT PG EFWJDFT�

ۦ 4XJUDIFT� .FSMJO HFOFSBUFT DPO੗HVSBUJPOT GPS ॹ४ॴ�DBQBCMF OFUXPSL TXJUDIFT VT�

JOH UIF 0QFO'MPX <��> MJCSBSJFT QSPWJEFE CZ UIF 'SFOFUJD ॹ४ॴ $POUSPMMFS <��>� 'PS

CBOEXJEUI FOGPSDFNFOU
 .FSMJO VTFT UIF NJO�SBUF RVFVFT EF੗OFE JO 0QFO'MPX

TQFDJ੗DBUJPO WFSTJPO ���
 BOE EFWJDF�TQFDJ੗D QPSU RVFVF DPO੗HVSBUJPOT�

ۦ .JEEMFCPYFT� 'PS GVODUJPOBMJUZ TVDI BT EFFQ QBDLFU JOTQFDUJPO
 MPBE CBMBODJOH


BOE JOUSVTJPO EFUFDUJPO
 .FSMJO HFOFSBUFT DPO੗HVSBUJPO TDSJQUT GPS $MJDL <��> UIBU

EF੗OF UIF TFRVFODF PG QBDLFU�QSPDFTTJOH GVODUJPOT UP BQQMZ� 0UIFS BQQSPBDIFT

BSF QPTTJCMFۘF�H�
 .FSMJO DPVME HFOFSBUF 1VQQFU <��> TDSJQUT UP QSPWJTJPO BOE

NBOBHF WJSUVBM NBDIJOFT JOTUFBE�

ۦ &OE IPTUT� 5SBਖ਼D ੗MUFSJOH BOE SBUF MJNJUJOH BSF JNQMFNFOUFE VTJOH TUBOEBSE

-JOVY VUJMJUJFT 	iptables BOE tc
�

��



5BH�CBTFE SPVUJOH #FDBVTF .FSMJO DPOUSPMT GPSXBSEJOH QBUIT CVU BMTP TVQQPSUT

QBDLFU�QSPDFTTJOH GVODUJPOT UIBU NBZ NPEJGZ IFBEFST 	TVDI BT ॴ१ॺ CPYFT

 UIF DPN�

QJMFSNVTU VTF B GPSXBSEJOHNFDIBOJTN UIBU JT SPCVTU UP DIBOHFT JO QBDLFU IFBEFST� य़F

DVSSFOU JNQMFNFOUBUJPO VTFT POF ॼॲ१ॴ UBH QFS TJOL USFF UP FODPEF QBUIT UP EFTUJOBUJPO

TXJUDIFT� "MM QBDLFUT EFTUJOFE GPS B HJWFO EFTUJOBUJPO BSF UBHHFE XJUI B UBH XIFO UIFZ

FOUFS UIF OFUXPSL� 4VCTFRVFOU TXJUDIFT TJNQMZ FYBNJOF UIF UBH UP EFUFSNJOF UIF OFYU

IPQ� "U UIF FHSFTT TXJUDI
 UIF UBH JT TUSJQQFE P੖ BOE SFQMBDFE XJUI B VOJRVF JEFOUJ੗FS

GPS UIF IPTU 	F�H�
 UIF ॳ१३ BEESFTT
� 4JNJMBS BQQSPBDIFT BSF VTFE JO PUIFS TZTUFNT GPS

DPNCJOJOH QSPHSBNNBCMF TXJUDIFT BOE NJEEMFCPYFT TVDI BT 'MPX5BHT <��>�

य़F.FSMJO DPNQJMFS JT EFTJHOFE XJUI ੘FYJCJMJUZ JO NJOE BOE DBO CF FBTJMZ FYUFOEFE

XJUI BEEJUJPOBM CBDLFOET UIBU DBQJUBMJ[F PO UIF DBQBCJMJUJFT PG UIF DBSJPVT EFWJDFT BWBJM�

BCMF JO UIF OFUXPSL� "MUIPVHI UIF FYQSFTTJWFOFTT PG QPMJDJFT JT CPVOEFE CZ UIF DBQB�

CJMJUJFT PG UIF EFWJDFT
 .FSMJO QSPWJEFT B VOJ੗FE JOUFSGBDF GPS QSPHSBNNJOH UIFN�

��� 4VNNBSZ

3FHVMBS FYQSFTTJPOT BSF B XFMM�TUVEJFE GPSNBMJTN GPS TQFDJGZJOH TFUT PG TUSJOHT PG DIBS�

BDUFST� *O UIF DPOUFYU PG OFUXPSL QSPHSBNNJOH
 UIFZ EFOPUF QBUIT UISPVHI B OFUXPSL�

य़FTF QBUI FYQSFTTJPOT GPSN UIF CBTJT PG UIF .FSMJO OFUXPSL QSPHSBNNJOH MBOHVBHF�

8JUI .FSMJO
 BENJOJTUSBUPST FYQSFTT OFUXPSL QPMJDJFT BT QSPHSBNT JO B IJHI�MFWFM MBO�

HVBHF UIBU VTFT MPHJDBM QSFEJDBUFT UP JEFOUJGZ TFUT PG QBDLFUT
 SFHVMBS FYQSFTTJPOT UP

FODPEF GPSXBSEJOH QBUIT
 BOE BSJUINFUJD GPSNVMBT UP TQFDJGZ CBOEXJEUI DPOTUSBJOUT�

1BUI FYQSFTTJPOT BSF JOUFSQSFUFE BT ੗OJUF BVUPNBUB
 UIBU UIF DPNQJMFS VTFT UP CVJME

B MPHJDBM UPQPMPHZ
 XIPTF QBUIT DPSSFTQPOE UP QBUIT UISPVHI UIF OFUXPSL UIBU TBUJTGZ

UIF QBUI FYQSFTTJPO� य़JT MPHJDBM UPQPMPHZ JT VTFE UP EFSJWF QBUIT UIBU EJ੖FSFOU DMBTTFT

PG USBਖ਼D NBZ UBLF UISPVHI UIF OFUXPSL� 'JOBMMZ
 UIF DPNQJMFS HFOFSBUFT DPEF UIBU DBO

CF FYFDVUFE PO UIF OFUXPSL FMFNFOUT UP FOGPSDF UIF QPMJDJFT�

��
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य़F QSFWJPVT DIBQUFS EFTDSJCFT IPX .FSMJO VTFT QSFEJDBUFT PO QBDLFU IFBEFST BOE

QBUI FYQSFTTJPOT PWFS OFUXPSL MPDBUJPOT BOE BCTUSBDU GVODUJPOT UP HJWF OFUXPSL BE�

NJOJTUSBUPST B HSFBU EFBM PG ੘FYJCJMJUZ JO IPX USBਖ਼D USBWFSTFT UIFJS OFUXPSL� )PXFWFS


NPEFSO OFUXPSL BENJOJTUSBUJPO JOWPMWFT NPSF UIBO KVTU EFDJEJOH XIBU USBਖ਼D UBLFT

XIBU SPVUFT� *O QBSUJDVMBS
 OFUXPSL CBOEXJEUI JT B MJNJUFE SFTPVSDF UIBU NVTU CF NBO�

BHFE DBSFGVMMZ BOE BMMPDBUFE CFUXFFO EJ੖FSFOU USBਖ਼D DMBTTFT
 QBUIT BOE VTFST� य़F

EJTDVTTJPO PG .FSMJO TZOUBY JO 4FDUJPO ��� TIPXFE CSJF੘Z IPX OFUXPSL BENJOJTUSBUPST

DBO BTTJHO B CBOEXJEUI DPOTUSBJOU UP HSPVQT PG TUBUFNFOUT VTJOH 1SFTCVSHFS BSJUINFUJD

GPSNVMBT� य़JT DIBQUFS EJTDVTTFT IPX .FSMJO۝T CBOEXJEUI DPOTUSBJOUT NBZ CF VTFE JO

QSBDUJDF BOE FYQBOET UIF EJTDVTTJPO PG DPNQJMBUJPO UFDIOJRVFT JO 4FDUJPO ����

��� " #BOEXJEUI "MMPDBUJPO &YBNQMF

'PS UIF QVSQPTFT PG UIJT FYBNQMF
 BTTVNF B OFUXPSL XIFSF IPTUT DBO DPNNVOJDBUF

XJUI FBDI PUIFS WJB CPUI ८ॺॺॶ BOE ६ॺॶ QSPUPDPMT� य़F ८ॺॺॶ QSPUPDPM VTFT ॺ३ॶ QPSU ��


XIJMF ६ॺॶ VTFT ॺ३ॶ QPSU �� GPS USBOTGFSSJOH EBUB BOE ॺ३ॶ QPSU �� GPS DPOUSPM DPNNBOET�

*O TVDI B OFUXPSL
 ८ॺॺॶ NBZ CF VTFE GPS SFBM�UJNF XFCTJUF USBਖ਼D BOE NVTU BMXBZT

IBWF TPNF NJOJNVN TIBSF PG UIF OFUXPSL CBOEXJEUI UP QSPDFTT SFRVJSFNFOUT JO B

SFBTPOBCMF BNPVOU PG UJNF� 0O UIF PUIFS IBOE
 ६ॺॶ NBZ CF VTFE GPS MPOH�SVOOJOH

CBDLVQ QSPDFTTFT� य़FTF KPCT EP OPU IBWF B TUSJDU UJNJOH SFRVJSFNFOU
 BOE TP TIPVME

OFWFS UBLF VQ NPSF UIBO B DFSUBJO BNPVOU PG CBOEXJEUI
 JO PSEFS UP OPU EFHSBEF UIF

XFCTJUF QFSGPSNBODF� य़FTF SFRVJSFNFOUT DPOTUJUVUF B QPMJDZ UIBU DBO CF JNQMFNFOUFE

BT B .FSMJO QSPHSBN�

5P JNQMFNFOU UIF BCPWF QPMJDZ
 XF DBO QMBDF B CBOEXJEUI DBQ PO ६ॺॶ USBਖ਼D
 BOE

QSPWJEF B CBOEXJEUI HVBSBOUFF UP ८ॺॺॶ USBਖ਼D� &BDI TUBUFNFOU JO UIF QSPHSBN CF�

��



MPX DPOTJTUT PG B WBSJBCMF UIBU SFQSFTFOUT UIF CBOEXJEUI VTFE CZ NBUDIJOH QBDLFUT
 B

QSFEJDBUF PO QBDLFU IFBEFST UIBU JEFOUJ੗FT UIF TFU PG NBUDIJOH QBDLFUT
 BOE B SFHVMBS

FYQSFTTJPO UIBU EFTDSJCFT UIF TFU PG MFHBM GPSXBSEJOH QBUIT�

[ x : (ip.src = 10.0.1.1 and ip.dst = 10.0.1.2 and

tcp.dport = 20) -> .* ;

y : (ip.src = 10.0.1.1 and ip.dst = 10.0.1.2 and

tcp.dport = 21) -> .* ;

z : (ip.src = 10.0.1.1 and ip.dst = 10.0.1.2 and

tcp.dport = 80) -> .* dpi *. nat .* ],

max(x + y,100Mb/s) and min(z,900Mb/s)

य़F ੗STU UXP TUBUFNFOUT 	GPS WBSJBCMFT x BOE y
 BTTFSU UIBU ६ॺॶ USBਖ਼D 	CPUI DPOUSPM BOE

EBUB
 DBO USBWFM GSPN UIF IPTU BU ९ॶ BEESFTT 10.0.1.1 UP UIF IPTU BU BEESFTT 10.0.1.2

BDSPTT BOZ BWBJMBCMF OFUXPSL QBUI� य़F TUBUFNFOU GPS WBSJBCMF z JEFOUJ੗FT BOE DPO�

TUSBJOT ८ॺॺॶ USBਖ਼D CFUXFFO UIF TBNF IPTUT� )PXFWFS
 GPS ८ॺॺॶ USBਖ਼D
 UIF TFU PG QBUIT

BSF SFTUSJDUFE UP UIPTF UIBU JODMVEF CPUI B EFFQ�QBDLFU JOTQFDUJPO GVODUJPO 	dpi
 QPT�

TJCMZ UP DIFDL GPS NBMJDJPVT USBਖ਼D
 BOE B OFUXPSL BEESFTT USBOTMBUJPO 	nat
 GVODUJPO�

'JOBMMZ
 UIF GPSNVMB BU UIF FOE EFDMBSFT B KPJOU CBOEXJEUI DBQ 	max
 GPS UIF ६ॺॶ USBਖ਼D


BOE B CBOEXJEUI HVBSBOUFF 	min
 GPS UIF ८ॺॺॶ USBਖ਼D� य़F BNPVOUT BSF DIPTFO TVDI

UIBU UIFZ BEE VQ UP UIF DBQBDJUZ PG B �(C�T QIZTJDBM MJOL�

��� $PNQJMJOH #BOEXJEUI "MMPDBUJPOT

"T EFTDSJCFE JO 4FDUJPO ���
 .FSMJO QSPHSBNT VTF MPHJDBM GPSNVMBT UP TQFDJGZ CBOEXJEUI

DPOTUSBJOUT UIBU MJNJU 	max
 PS HVBSBOUFF 	min
 CBOEXJEUI� *OEJWJEVBM DMBTTFT PG USBਖ਼D

NBZ CF HJWFO B KPJOU BMMPDBUJPO CZ VTJOH UIF BEEJUJPO PQFSBUPS (+) UP TVN PWFS UIFJS

SFTQFDUJWF WBSJBCMFT
 BOE UIFO DPOTUSBJO UIF SFTVMU� "MMPDBUJPOT NBZ CF DPNCJOFE VTJOH

DPOKVODUJPO 	and

 EJTKVODUJPO 	or

 BOE OFHBUJPO 	!
�

��



" GPSNVMB TQFDJ੗FT UIF SBUF BU XIJDI TPVSDFT PG WBSJPVT UZQFT PG USBਖ਼D NBZ FNJU

QBDLFUT� 'PSNBMMZ
 UIF VOJWFSTF PG SBUFT JT [0, MAX] XIFSF MAX JT UIF MJOF TQFFE EFQFO�

EFOU PO QIZTJDBM DPOTUSBJOUT� max(x, 100Mbps) DPOTUSBJOT UIF SBUF PG x USBਖ਼D UP CF JO

UIF JOUFSWBM [0, 100Mbps]
 XIFSFBT min(x, 100Mbps) DPOTUSBJOT SBUF PG x USBਖ਼D UP CF

XJUIJO [100Mbps, MAX]
 	BTTVNJOH UIF TPVSDF JT USBOTNJ॒JOH BU 100Mbps PS IJHIFS
�

#BOEXJEUI DPOTUSBJOUT EJ੖FS GSPN MPDBUJPOT BOE GVODUJPOT JO POF JNQPSUBOU BT�

QFDU� UIFZ SFQSFTFOU BO FYQMJDJU BMMPDBUJPO PG HMPCBM OFUXPSL SFTPVSDFT� य़F ੗STU TUFQ

JO FOGPSDJOH UIF CBOEXJEUI BMMPDBUJPOT JT UP USBOTMBUF UIF HMPCBM SFRVJSFNFOUT UP MPDBM

SFRVJSFNFOUT UIBU DBO CF FOGPSDFE PO JOEJWJEVBM EFWJDFT य़F ੗STU TUFQ JO FOGPSDJOH UIF

CBOEXJEUI BMMPDBUJPOT JT UP USBOTMBUF UIF HMPCBM SFRVJSFNFOUT UP MPDBM SFRVJSFNFOUT UIBU

DBO CF FOGPSDFE PO JOEJWJEVBM EFWJDFT�

����� -PDBMJ[BUJPO

(MPCBM CBOEXJEUI DPOTUSBJOUT BSF FYQSFTTFE BT 1SFTCVSHFS BSJUINFUJD GPSNVMBT� )PX�

FWFS
 JNQMFNFOUJOH UIFN MFBET UP TFWFSBM DIBMMFOHFT� BHHSFHBUF HVBSBOUFFT DBO CF

FOGPSDFE VTJOH TIBSFE RVBMJUZ�PG�TFSWJDF RVFVFT PO OFUXPSL TXJUDIFT
 CVU BHHSFHBUF

MJNJUT BSF NPSF EJਖ਼DVMU
 TJODF UIFZ SFRVJSF EJTUSJCVUFE TUBUF JO HFOFSBM� 5P TPMWF UIJT

QSPCMFN
 .FSMJO BEPQUT B QSBHNBUJD BQQSPBDI� य़F DPNQJMFS ੗STU SFXSJUFT UIF GPSNVMB

TP UIBU CBOEXJEUI DPOTUSBJOUT BQQMZ UP QBDLFUT BU B TJOHMF MPDBUJPO� (JWFO B GPSNVMB

XJUI POF UFSN PWFS ԝ JEFOUJ੗FST
 UIF DPNQJMFS QSPEVDFT B OFX GPSNVMB PG ԝ MPDBM UFSNT

UIBU DPMMFDUJWFMZ JNQMZ UIF PSJHJOBM� #Z EFGBVMU
 UIF DPNQJMFS EJWJEFT CBOEXJEUI FRVBMMZ

BNPOH UIF MPDBM UFSNT
 BMUIPVHI PUIFS TDIFNFT BSF QFSNJTTJCMF�

'PS FYBNQMF
 UIF GPSNVMB JO UIF QSFWJPVT TFDUJPO VTFT x BOE y UP SFGFS UP ६ॺॶ USBਖ਼D

BOE UP z SFGFST UP ८ॺॺॶ USBਖ਼D
 BOE SFRVJSFT UIF GPMMPXJOH HVBSBOUFFT�

max(x + y,100Mb/s) and min(z,900Mb/s)

य़F.FSMJO DPNQJMFS ੗STU SFXSJUFT UIJT UP B GPSNXIFSF x BOE y IBWF TFQBSBUF HVBSBOUFFT

��



UIBU DBO CF FOGPSDFE JOEFQFOEFOUMZ�

max(x,50Mb/s) and max(y,50Mb/s) and min(z,900Mb/s)

3FXSJUJOH QSPHSBNT JO UIJT XBZ JOWPMWFT B USBEFP੖� MPDBMJ[FE FOGPSDFNFOU JODSFBTFT

TDBMBCJMJUZ
 CVU SJTLT VOEFSVUJMJ[JOH SFTPVSDFT� .FSMJO OBWJHBUFT UIJT USBEFP੖ WJB SVO�

UJNFNFDIBOJTNT DBMMFE OFHPUBUJPST UIBU BMMPX VTFST PG B OFUXPSL UP EZOBNJDBMMZ BEKVTU

BMMPDBUJPOT UP UIFJS OFFET� 'PS FYBNQMF
 B OFHPUJBUPS GPS BO ६ॺॶ�CBTFE OFUXPSL CBDLVQ

TFSWJDFNJHIU LOPX UIBU ६ॺॶ DPOUSPM USBਖ਼D 	BTTPDJBUFE XJUI y BCPWF
 SFRVJSFT NVDI MFTT

CBOEXJEUI UIBO ६ॺॶ EBUB USBਖ਼D 	BTTPDJBUFE XJUI x
� 4VDI B OFHPUJBUPS DPVME EFDJEF UIBU

B CF॒FS TQMJU GPS UIF ६ॺॶ BMMPDBUJPO XPVME CF�

max(x,99Mb/s) and max(y,1Mb/s) and min(z,900Mb/s)

$IBQUFS � EFTDSJCFT IPX UIF EFTJHO PG UIF .FSMJO QSPHSBNNJOH MBOHVBHF BMMPXT OF�

HPUBUJPST UP SF੗OF .FSMJO QSPHSBNT BOE BMMPXT UIF DPNQJMFS UP WFSJGZ UIBU B SF੗OFE

QSPHSBN EPFT OPU WJPMBUF UIF HVBSBOUFFT PG UIF PSJHJOBM�

����� 1SPWJTJPOJOH #BOEXJEUI "MMPDBUJPOT

0ODF HMPCBM HVBSBOUFFT JO B .FSMJO QSPHSBN IBWF CFFO MPDBMJ[FE
 UIF OFYU TUFQ JT UP

QSPWJTJPO GPS UIF SFRVJSFE CBOEXJEUI BMMPDBUJPO� 5P EP UIJT
 UIF .FSMJO DPNQJMFS FO�

DPEFT UIF JOQVU QSPHSBN BOE UIF UPQPMPHZ JOUP B DPOTUSBJOU QSPCMFN XIPTF TPMVUJPO

DBO CF VTFE UP EFUFSNJOF EFWJDF DPO੗HVSBUJPOT�

-PHJDBM 5PQPMPHZ य़F ੗STU TUFQ JO UIJT QSPDFTT JT UIF TBNF BT EFTDSJCFE JO 4FD�

UJPO ������ DSFBUJOH B MPHJDBM UPQPMPHZ GSPN UIF JOQVU .FSMJO QSPHSBN
 QIZTJDBM OFU�

XPSL UPQPMPHZ BOE GVODUJPO NBQQJOH� 3FDBMM UIBU UIJT MPHJDBM UPQPMPHZ JT B HSBQI ෦
UIBU JT UIF VOJPO PG TFWFSBM TNBMMFS HSBQIT ෦ք
 POF GPS FBDI TUBUFNFOU Ԙ JO UIF PSJHJOBM

.FSMJO QSPHSBN� &BDI ෦ք JT B DSPTT QSPEVDU PG UIF QIZTJDBM OFUXPSL UPQPMPHZ BOE UIF

��



/'" EFSJWFE GSPN UIF FYQBOEFE QBUI FYQSFTTJPO ԡք۽ GSPN UIF TUBUFNFOU J
 XJUI B EJTUJO�

HVJTIFE TPVSDF BOE TJOL OPEFT Ԣք BOE ԣք� य़JT DSPTT QSPEVDU DPOTUSVDUJPO FOTVSFT UIBU

FBDI QBUI GSPN B TPVSDF Ԣք UP B TJOL ԣք DPSSFTQPOET UP B QBUI JO UIF QIZTJDBM UPQPMPHZ

UIBU TBUJT੗FT UIF DPSSFTQPOEJOH QBUI FYQSFTTJPO �ԡք۽ 4VDI B QBUI JO ෦ք JT DBMMFE B MJࡄJOH
PG UIF DPSSFTQPOEJOH QBUI JO QIZTJDBM UPQPMPHZ�

1BUI TFMFDUJPO /FYU
 UIF DPNQJMFS EFUFSNJOFT BO BTTJHONFOU PG QBUIT UIBU TBUJTGZ UIF

CBOEXJEUI DPOTUSBJOUT FODPEFE JO UIF QPMJDZ� य़F QSPCMFN JT TJNJMBS UP UIF XFMM�LOPXO

NVMUJ�DPNNPEJUZ ठPX QSPCMFN <�>
 XJUI UXP BEEJUJPOBM UZQFT PG DPOTUSBJOUT�

�� JOUFHSBMJUZ DPOTUSBJOUT TQFDJGZ UIBU POMZ POF QBUI JT TFMFDUFE QFS TUBUFNFOU� BOE

�� QBUI DPOTUSBJOUT BT EFUFSNJOFE CZ UIF DPSSFTQPOEJOH QBUI FYQSFTTJPOT

4JODF UIF MPHJDBM UPQPMPHZ HJWFT VT B XBZ UP FODPEF QBUI DPOTUSBJOUT
 XF GPSNVMBUF UIF

QSPCMFN JO UIF HSBQI ෦ � ૏ք ෦ք EFTDSJCFE BCPWF
 SBUIFS UIBO JO UIF QIZTJDBM OFUXPSL�

6OGPSUVOBUFMZ
 JODPSQPSBUJOH JOUFHSBMJUZ DPOTUSBJOUT SFOEFST UIF QSPCMFN ॴॶ�DPNQMFUF

JO UIF XPSTU DBTF� )PXFWFS
 TFWFSBM QSBDUJDBM BQQSPBDIFT IBWF CFFO EFWFMPQFE
 SBOH�

JOH GSPN BQQSPYJNBUJPO BMHPSJUINT <��
 ��
 ��
 ��
 ��>
 UP TQFDJBMJ[FE BMHPSJUINT GPS

FYQBOEFST <��
 ��
 ��> BOE QMBOBS HSBQIT <��>
 UP UIF VTF PG NJYFE�JOUFHFS QSPHSBN�

NJOH <�>� य़F GPMMPXJOH UFDIOJRVF JT CBTFE PO UIF NJYFE�JOUFHFS QSPHSBNNJOH BQ�

QSPBDI�

य़F DPNQJMFS HFOFSBUFT B.JYFE�*OUFHFS 1SPHSBN 	ॳ९ॶ
 IBWJOH B \�
 �^�WBMVFE EFDJ�
TJPO WBSJBCMF ԧր GPS FBDI FEHF Ԕ PG ෦� 4FMFDUJOH B SPVUF GPS FBDI TUBUFNFOU DPSSFTQPOET

UP TFMFDUJOH B QBUI GSPN Ԣք UP ԣք GPS FBDI Ԙ BOE TF॒JOH ԧր � � PO UIF FEHFT PG UIPTF

QBUIT� 'PS BMM PUIFS FEHFT JO ෦
 ԧր � �� य़FTF WBSJBCMFT BSF SFRVJSFE UP TBUJTGZ UIF

��



GPMMPXJOH ੘PX DPOTFSWBUJPO FRVBUJPOT�

૞ԥ ୮ ෦ ంր୮ᇂ�	֑
 ԧր ਷ ంր୮ᇂ਷	֑
 ԧր � ৘৖৖৖ৗ৖৖৖৕
� JG ֑ � ֎ք਷� JG ֑ � ֏ք� PUIFSXJTF

	���


ᅮ�	ԥ

 ᅮ਷	ԥ
 EFOPUF UIF TFUT PG FEHFT FYJUJOH BOE FOUFSJOH ԥ
 SFTQFDUJWFMZ� य़F ॳ९ॶ BMTP

IBT SFBM�WBMVFE WBSJBCMFT ԡ֑֐ GPS FBDI QIZTJDBM OFUXPSL MJOL 	Ԥ
 ԥ

 SFQSFTFOUJOH XIBU

GSBDUJPO PG UIF MJOL۝T DBQBDJUZ JT SFTFSWFE GPS TUBUFNFOUT XIPTF BTTJHOFE QBUI USBWFSTFT	Ԥ
 ԥ
� 'JOBMMZ
 UIFSF BSF WBSJBCMFT ԡζ͘Ђ BOE ԇζ͘Ђ SFQSFTFOUJOH UIF NBYJNVN GSBDUJPO

PG BOZ MJOL۝T DBQBDJUZ EFWPUFE UP SFTFSWFE CBOEXJEUI
 BOE UIF NBYJNVN OFU BNPVOU

PG SFTFSWFE CBOEXJEUI PO BOZ MJOL
 SFTQFDUJWFMZ�

8F DBO OPX XSJUF EPXO UIF FRVBUJPOT BOE JOFRVBMJUJFT UIBU HPWFSO UIF CFIBWJPS

PG UIFTF BEEJUJPOBM WBSJBCMFT� 'PS FBDI TUBUFNFOU Ԙ
 ԡքζЏμ EFOPUFT UIF NJOJNVN BNPVOU

PG CBOEXJEUI HVBSBOUFFE JO UIF DPSSFTQPOEJOH CBOEXJEUI DMBVTF� *G UIF TUBUFNFOU IBT

OP CBOEXJEUI HVBSBOUFF�

ԡքζЏμ � ৘৖ৗ৖৕ᅻ JG TUBUFNFOU ք IBT CBOEXJEUI HVBSBOUFF ᇏ� PUIFSXJTF
	���


'PS BOZ QIZTJDBM MJOL 	Ԥ
 ԥ

 Ԓ֑֐ EFOPUFT JUT DBQBDJUZ BOE Ӻք	Ԥ
 ԥ
 EFOPUFT UIF TFU
PG BMM FEHFT JO ෦ք UIBU DPOOFDU OPEFT DPSSFTQPOEJOH UP UIF QIZTJDBM OPEFT Ԥ BOE ԥ�
	'PSNBMMZ
 FEHFT PG UIF GPSN 		Ԥ
 Ԡ

 	ԥ
 Ԡ஥

 PS 		ԥ
 Ԡ

 	Ԥ
 Ԡ஥

 JO ෦ք�
 य़F SFMFWBOU

DPOTUSBJOUT DBO CF GPSNBMJ[FE BT�૞	Ԥ
 ԥ
 ԡ֑֐Ԓ֑֐ � ంք ంր୮զՎ	֐Ӵ֑
 ԡքζЏμԧր 	���
૞	Ԥ
 ԥ
 ԡζ͘Ђ ଯ ԡ֑֐ 	���
૞	Ԥ
 ԥ
 ԇζ͘Ђ ଯ ԡ֑֐Ԓ֑֐ 	���
ԡζ͘Ђ ମ � 	���


��



h1

h2

400MB/s

0MB/s

h1

h2

100MB/s

300MB/s

h1

h2

350MB/s
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	B
 4IPSUFTU�1BUI 	C
 .JO�.BY 3BUJP 	D
 .JO�.BY 3FTFSWFE

'JHVSF ���� 1BUI TFMFDUJPO IFVSJTUJDT� य़F FEHF MBCFMT JO UIF HSBQIT JOEJDBUF UIF SFNBJO�
JOH DBQBDJUJFT BॏFS QBUI TFMFDUJPO�

$POTUSBJOU ��� EF੗OFT ԡ֑֐ UP CF UIF GSBDUJPO PG DBQBDJUZ PO MJOL 	Ԥ
 ԥ
 SFTFSWFE GPS

CBOEXJEUI HVBSBOUFFT� $POTUSBJOUT ��� BOE ��� FOTVSF UIBU ԡζ͘Ђ 	SFTQFDUJWFMZ
 ԇζ͘Ђ

JT BU MFBTU UIF NBYJNVN GSBDUJPO PG DBQBDJUZ SFTFSWFE PO BOZ MJOL 	SFTQFDUJWFMZ
 UIF

NBYJNVN OFU BNPVOU PG CBOEXJEUI SFTFSWFE PO BOZ MJOL
� $POTUSBJOU ��� FOTVSFT UIBU

UIF QBUI BTTJHONFOU XJMM OPU FYDFFE UIF DBQBDJUZ PG BOZ MJOL
 CZ BTTFSUJOH UIBU UIF

GSBDUJPO PG SFTFSWFE DBQBDJUZ EPFT OPU FYDFFE ��
1BUI TFMFDUJPO IFVSJTUJDT य़FSF NBZ CF NVMUJQMF BTTJHONFOUT UIBU TBUJTGZ UIF QBUI

BOE CBOEXJEUI DPOTUSBJOUT� य़F.FSMJO DPNQJMFS QSPWJEFT OFUXPSL BENJOJTUSBUPST XJUI

UISFF IFVSJTUJDT UP HVJEF UIF QBUI TFMFDUJPO QSPDFTT�

ۦ 8FJHIUFE TIPSUFTU QBUI NJOJNJ[FT UIF UPUBM OVNCFS PG IPQT JO TFMFDUFE QBUIT

XFJHIUFE CZ CBOEXJEUI HVBSBOUFFT� NJO௴ք ଈ֑֐௴ ௴ր୮զՎ	֐Ӵ֑
 ԡքζЏμԧր� य़JT

IFVSJTUJD JT GPS NJOJNJ[JOH MBUFODZ�

ۦ .JO�NBY SBUJP NJOJNJ[FT UIF NBYJNVN GSBDUJPO ԡζ͘Ђ PG DBQBDJUZ SFTFSWFE PO

BOZ MJOL� य़JT IFVSJTUJD JT BQQSPQSJBUF GPS CBMBODJOH MPBE BDSPTT MJOLT�

��



ۦ .JO�NBY SFTFSWFE NJOJNJ[FT UIF NBYJNVN BNPVOU PG CBOEXJEUI SFTFSWFE PO

BOZ TJOHMF MJOL 	J�F�
 ԇζ͘Ђ
� य़JT IFVSJTUJD HVBSET BHBJOTU GBJMVSFT
 TJODF JU MJNJUT

UIF NBYJNVN BNPVOU PG USBਖ਼D UIBU NBZ CF EJTSVQUFE CZ B TJOHMF MJOL GBJMVSF�

'JHVSF ��� TIPXT UIF EJ੖FSFODFT CFUXFFO UIFTF IFVSJTUJDT� य़F ੗HVSF EFQJDUT B OFU�

XPSL XJUI IPTUT h1 BOE h2 DPOOFDUFE CZ UXP EJTKPJOU QBUIT� य़F MFॏ QBUI IBT UISFF

FEHFT PG DBQBDJUZ ���.#�T XIJMF UIF SJHIU QBUI IBT UXP FEHFT PG DBQBDJUZ ���.#�T�

4VQQPTF UIBU UXP TUBUFNFOUT FBDI SFRVFTU ��.#�T PG HVBSBOUFFE CBOEXJEUI 	J�F�


min(x1, 50MB/s) and min(x2, 50MB/s)
� य़F ॳ९ॶ TPMWFS XJMM FJUIFS TFMFDU UXP�IPQ

QBUIT 	XFJHIUFE TIPSUFTU QBUI

 SFTFSWF OP NPSF UIBO ��� PG DBQBDJUZ PO BOZ MJOL 	NJO�

NBY SBUJP

 PS SFTFSWF OP NPSF UIBO ��.#�T PO BOZ MJOL 	NJO�NBY SFTFSWFE
�

य़F JOUFHSBMJUZ DPOTUSBJOU TQFDJ੗FE BCPWF GPSDFT UIF .FSMJO DPNQJMFS UP QSPEVDF

TPMVUJPOT UIBU VTF B TJOHMF QBUI GPS FBDI USBਖ਼D DMBTT� 8IJMF UIFSF FYJTU BQQSPBDIFT UP

NVMUJ�DPNNPEJUZ ੘PX UIBU UBLF BEWBOUBHF PG NVMUJQMF QBUIT
 XF MFBWF UIJT FYUFOTJPO

BT B UPQJD GPS GVUVSF XPSL�

$PEF HFOFSBUJPO य़F PVUQVU GSPN UIF ॳ९ॶ TPMWFS DBO CF JOUFSQSFUFE BT B TJOHMF QBUI

UISPVHI GPS FBDI DMBTT PG USBਖ਼D 	JG B TPMVUJPO UP UIF QSPCMFN DBO CF GPVOE
� "MTP
 SFDBMM

UIBU UIF MPDBMJ[FE WFSTJPO PG UIF .FSMJO QSPHSBN BTTPDJBUFT FBDI TUBUFNFOU 	PS SBUIFS


JUT DPSSFTQPOEJOH WBSJBCMF
 XJUI B TJOHMF CBOEXJEUI BMMPDBUJPO� य़VT UIF ੗OBM TUFQ JO

UIF DPNQJMBUJPO QSPDFTT JT UPNBUDI VQ UIF TPMVUJPO QBUIT XJUI UIF SFRVFTUFE CBOEXJEUI

BMMPDBUJPO JO UIF .FSMJO QSPHSBN�

$PODSFUFMZ
 B DBSFGVM TFMFDUJPO PG WBSJBCMF OBNFT JO UIF ॳ९ॶ BMMPXT UIF DPNQJMFS UP

NBUDI VQ TFMFDUFE FEHFT JO UIF TPMVUJPO XJUI UIF DPSSFTQPOEJOH WBSJBCMF BOE TUBUFNFOU

JO UIF MPDBMJ[FE .FSMJO QSPHSBN� य़F DPNQJMFS UIFO SFGFST UP UIF QSPHSBN UP EFUFSNJOF

UIF CBOEXJEUI BMMPDBUJPO GPS UIPTF FEHFT�

'JOBMMZ UIF DPNQJMFS HFOFSBUFT JOTUSVDUJPOT GPS BMM OFUXPSL EFWJDFT PO B QBUI UIBU

FOGPSDFT UIF SFRVJSFE CBOEXJEUI BMMPDBUJPO� .JOJNVN BMMPDBUJPOT NVTU CF FOGPSDFE PO

��



FBDI ॹ४ॴ�DBQBCMF TXJUDI PO B QBUI� .FSMJO VTFT UIF NJO�SBUF RVFVFT EF੗OFE JO WFSTJPO

��� PG UIF 0QFO'MPX TQFDJ੗DBUJPO WFSTJPO
 BOE HFOFSBUFT EFWJDF�TQFDJ੗D JOTUSVDUJPOT

UP DPO੗HVSF UIF SFMFWBOU RVFVFT BOE QPSUT� 'PS NBYJNVN DBQT
 SBUF MJNJUT BSF FOGPSDFE

EJSFDUMZ PO UIF FOE�IPTUT VTJOH TUBOEBSE -JOVY VUJMJUJFT TVDI BT iptables BOE tc�

��� 4VNNBSZ

य़F .FSMJO MBOHVBHF BMMPXT BENJOJTUSBUPST UP XSJUF HMPCBM OFUXPSL QPMJDJFT UIBU EJT�

USJCVUF UIF CBOEXJEUI SFTPVSDFT PG B OFUXPSL CFUXFFO WBSJPVT USBਖ਼D DMBTTFT� *O PSEFS

UP JNQMFNFOU TVDI BMMPDBUJPOT
 UIF .FSMJO DPNQJMFS NVTU MPDBMJ[F TVDI QPMJDJFT TP UIBU

UIFZ DBO CF JNQMFNFOUFE Fਖ਼DJFOUMZ PO JOEJWJEVBM EFWJDFT
 BOE UIFO TFMFDU QBUIT GPS UIF

SFMFWBOU USBਖ਼D DMBTTFT TVDI UIBU BMM SFRVFTUFE BMMPDBUJPOT BSF TBUJT੗FE�

य़F QSFWJPVT DIBQUFS EFUBJMFE IPX B MPHJDBM UPQPMPHZ DBO CF VTFE UP TBUJTGZ UIF QBUI

FYQSFTTJPOT JO B.FSMJO QSPHSBN� य़JT DIBQUFS TIPXT IPX UIF DPNQJMFS VTFT UIBU MPHJDBM

UPQPMPHZ
 BOE B TFU PG JOUVJUJWF DPOTUSBJOUT BOE IFVSJTUJDT
 UP DSBॏ B ॳ९ॶ XIPTF TPMVUJPO

JT B TFMFDUJPO PG QBUIT UIBU TBUJTGZ CPUI UIF QBUI FYQSFTTJPOT BOE CBOEXJEUI DPOTUSBJOUT�

'JOBMMZ
 UIF DPNQJMFS NBUDIFT UIFTF TFMFDUFE QBUIT XJUI UIF SFRVJSFE BMMPDBUJPO JO UIF

PSJHJOBM .FSMJO QSPHSBN UP HFOFSBUF SFMFWBOU DPO੗HVSBUJPOT GPS UIF OFUXPSL EFWJDFT

UIBU NVTU FOGPSDF UIF CBOEXJEUI BMMPDBUJPOT�

" LFZ DPNQPOFOU PG UIJT QSPDFTT JT UIF USBOTGPSNBUJPO PG HMPCBM DPOTUSBJOUT TVDI

BT ۠max(x + y, 10Mb/s)ۡ UP FRVJWBMFOU MPDBM DPOTUSBJOUT TVDI BT ۠max(x, 10Mb/s) and

max(y,5Mb/s) �ۡ य़F DPNQJMFS VTFT B TJNQMF FRVBM EJWJTJPO TUSBUFHZ UP QFSGPSN TVDI

MPDBMJ[BUJPO JO UIF HFOFSBM DBTF� )PXFWFS
 JU JT QPTTJCMF UIBU TVDI B EJWJTJPO XJMM CF

JOFਖ਼DJFOU BOE UIBU TPNF EPNBJO LOPXMFEHF DBO CF BQQMJFE UP JNQSPWF UIF Fਖ਼DJFODZ

USBEFP੖� य़F OFYU DIBQUFS EFTDSJCFT IPX .FSMJO QPMJDJFT DBO CF TBGFMZ EFMFHBUFE UP

OFUXPSL VTFST XIP DBO UIFO SF੗OF UIFN BDDPSEJOH UP UIFJS JOEJWJEVBM OFFET
 XJUIPVU

CSFBLJOH BOZ HVBSBOUFFT QSPWJEFE CZ UIF PSJHJOBM�
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य़F ੗STU TUFQ JO UIF DPNQJMBUJPO QSPDFTT EFTDSJCFE JO UIF QSFDFEJOH DIBQUFS JT UP

USBOTMBUF HMPCBM .FSMJO QSPHSBNT JOUP MPDBM QSPHSBNT� )PXFWFS
 B OB¯WF MPDBMJ[BUJPO

QSPDFTT 	TBZ CZ KVTU EJTUSJCVUJOH CBOEXJEUI BMMPDBUJPOT FWFOMZ
 JT DMFBSMZ JOFਖ਼DJFOU�

4VDI BO BMMPDBUJPO NBZ VOEFSVUJMJ[F SFTPVSDFT CZ HJWJOH UPP NVDI PG B TIBSF UP TPNF

USBਖ਼D DMBTTFT
 BOE UPP MJ॒MF UP PUIFST� "EEJUJPOBMMZ
 JO UIF EZOBNJD FOWJSPONFOU PG B

OFUXPSL
 B MPDBMJ[BUJPO UIBU XBT PSJHJOBMMZ BEFRVBUF NBZ CFDPNF TUBMF BOE JOFਖ਼DJFOU

BT USBਖ਼D EFNBOET FWPMWF PWFS UJNF�

.PSFPWFS
 JO B TIBSFE FOWJSPONFOU
 TVDI BT B DBNQVT OFUXPSL PS B TIBSFE EBUB�

DFOUFS
 VTFST NBZ XJTI UP DVTUPNJ[F HMPCBM QPMJDJFT UP TVJU UIFJS OFFET� य़FTF VTFSTۘ

UFOBOUT IFODFGPSUIۘNJHIU IBWF QBSUJDVMBS EFTJSFT GPS IPX UP EJWJEF UIFJS TIBSF PG OFU�

XPSL CBOEXJEUI
 JNQPTJOH DPOTUSBJOUT PO IPX UIF MPDBMJ[BUJPO QSPDFTT PDDVST� य़FZ

NBZ BMTP XJTI UP DPOTUSBJO XIBU QBUIT UIFJS PXO USBਖ਼D UBLFT
 QFSIBQT UP FOGPSDF TF�

DVSJUZ QPMJDJFT
 PS JTPMBUJPO CFUXFFO EJ੖FSFOU TFSWJDFT BOE USBਖ਼D DMBTTFT�

य़F SFBMJUJFT PG NBOBHJOH B NPEFSO OFUXPSL TVHHFTU UIBU JO BEEJUJPO UP B XFMM�

EF੗OFE MBOHVBHF GPS FYQSFTTJOH OFUXPSL QPMJDZ
 XF SFRVJSF TPNF NFDIBOJTN GPS EZ�

OBNJTN BOE BEBQUBUJPO
 CPUI UP DIBOHJOH OFUXPSL DPOEJUJPOT
 BT XFMM BT UP EJ੖FSJOH

BENJOJTUSBUJWF BOE BQQMJDBUJPO EPNBJOT� " TVJUBCMF NFDIBOJTN TIPVME TVQQPSU CPUI

EFMFHBUJPO BOE WFSJटDBUJPO� "T OPUFE FBSMJFS
 JO B TIBSFE OFUXPSL
 UFOBOUT NJHIU IBWF B

CF॒FS VOEFSTUBOEJOH PG UIFJS OFUXPSL OFFET
 BOE B EFTJSF UP FOGPSDF UIFJS PXO QPMJDJFT�

य़JT TVHHFTUT B OFFE GPS EFMFHBUJPO� UFOBOUT TIPVME CF BCMF UP NBOBHF UIFJS PXO TIBSF

PG UIF OFUXPSL
 BT MPOH BT UIFZ EP OPU B੖FDU PUIFS UFOBOUT PS UIF OFUXPSL PXOFS� &O�

GPSDJOH UIBU DPOEJUJPO SFRVJSFT WFSJटDBUJPO� UIF BCJMJUZ UP DIFDL UIBU B .FSMJO QSPHSBN

UIBU IBT CFFO SF੗OFE CZ B UFOBOU EPFT OPU WJPMBUF BOZ HVBSBOUFFT PG UIF PSJHJOBM�

य़JT DIBQUFS ੗STU EFTDSJCFT UIF OPUJPO PG OFHPUJBUPSTۘSVO�UJNF DPNQPOFOUT UIBU GB�
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DJMJUBUF QSPHSBN EFMFHBUJPO UP UFOBOUTۘBOE UIFO EFUBJMT IPX UIF QSPQFSUJFT PG UIF .FS�

MJO MBOHVBHF TVQQPSU WFSJ੗DBUJPO PG UIF SFTVMUJOH SF੗OFE QSPHSBNT BHBJOTU BO PSJHJOBM�

��� /FHPUJBUPST

5P TVQQPSU EZOBNJD NPEJ੗DBUJPO PG QSPHSBNT
 .FSMJO VTFT TNBMM SVO�UJNF DPNQPOFOUT

DBMMFE OFHPUJBUPST
 XIJDI USBOTGPSN BOE WFSJGZ QSPHSBNT� /FHPUJBUPST BMMPX QSPHSBN

SF੗OFNFOU UP CF EFMFHBUFE UP UFOBOUT BOE UIFZ QSPWJEF NFDIBOJTNT GPS WFSJGZJOH UIBU

DIPJDFT NBEF CZ UFOBOUT EP OPU MFBE UP WJPMBUJPOT PG UIF PSJHJOBM QSPHSBN� /FHP�

UJBUPST EFQFOE DSJUJDBMMZ PO .FSMJO۝T MBOHVBHF�CBTFE BQQSPBDIۘUIF BCTUSBDUJPOT VTFE

UP FYQSFTT OFUXPSL QPMJDJFT 	J�F�
 QSFEJDBUFT
 SFHVMBS FYQSFTTJPOT
 BOE CBOEXJEUI DPO�

TUSBJOUT

 BMTP NBLF JU FBTZ UP TVQQPSU WFSJ੗BCMF QSPHSBN USBOTGPSNBUJPOT�

����� /FHPUJBUPS 0WFSMBZT

/FHPUJBUPST BSF EJTUSJCVUFE UISPVHIPVU UIF OFUXPSL JO B USFF
 GPSNJOH B IJFSBSDIJDBM

PWFSMBZ PWFS OFUXPSL FMFNFOUT� &BDI OFHPUJBUPS JT SFTQPOTJCMF GPS UIF OFUXPSL FMF�

NFOUT JO UIF TVCUSFF GPS XIJDI JU JT UIF SPPU� 1BSFOU OFHPUJBUPST JNQPTF QSPHSBNT PO

UIFJS DIJMESFO� 4JODF B OFHPUJBUPS DBOOPU B੖FDU QSPHSBNT VQXBSET JO UIF USFF
 JU JT MJN�

JUFE UP FJUIFS SF੗OJOH JUT JOIFSJUFE QSPHSBN GPS JUT DIJMESFO
 PS OFHPUJBUFE TQFDJ੗DT PG

UIF JOIFSJUFE QSPHSBN XJUI JUT TJCMJOHT�

$IJMESFO NBZ SF੗OF UIFJS PXO QSPHSBNT
 BT MPOH BT UIF SF੗OFNFOU JNQMJFT UIF

QBSFOU QSPHSBN� य़JT JOWPMWFT FJUIFS NPSF ੗OFMZ TVCEJWJEJOH USBਖ਼D DMBTTFT
 DPOTUSBJO�

JOH UIF TFU PG VTBCMF QBUIT
 PS SFEJTUSJCVUJOH B CBOEXJEUI BMMPDBUJPO BNPOHTU JUT PXO

DIJMESFO� य़F GPMMPXJOH TFDUJPO EFTDSJCFT UIF QPTTJCMF SF੗OFNFOUT JO HSFBUFS EFUBJM�

" NPSF JOUFSFTUJOH DBTF JT UIBU PG NVMUJQMF TJCMJOH OFHPUJBUPST KPJOUMZ NPEJGZJOH B

QPMJDZ JOIFSJUFE GSPN JUT TIBSFE QBSFOU� 1BSUJDVMBSMZ
 TJCMJOHT NBZ SFOFHPUJBUF SFTPVSDF

BTTJHONFOUT DPPQFSBUJWFMZ
 BT MPOH BT UIFZ EP OPU WJPMBUF QBSFOU QSPHSBNT� 'PS FYBN�
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	B
 #SPLFS�CBTFE�

y = 0.5GB
z = 1.5GB

NegotiatorNegotiator Renegotiation

y = 0.5GB
z = 1.5GB

	C
 1FFS�UP�QFFS�

'JHVSF ���� #SPLFS�CBTFE BOE QFFS�UP�QFFS SF�OFHPUJBUJPO�

QMF
 TJCMJOHT NBZ EZOBNJDBMMZ BEKVTU CBOEXJEUI BMMPDBUJPOT CFUXFFO UIFNTFMWFT UP ੗U

QBSUJDVMBS EFQMPZNFOUT BOE USBਖ਼D EFNBOET� य़F BMMPDBUJPOT DBO CF BEKVTUFE JO UXP

XBZT� B DFOUSBM OFHPUJBUPS 	QPTTJCMZ UIF QBSFOU
 DBO BDU BT B CSPLFS 	'JHVSF ���B

 PS CF�

UXFFO UIFNTFMWFT JO B QFFS�UP�QFFS GBTIJPO 	'JHVSF ���C
� ,OPXMFEHF SFWFBMFE EVSJOH

OFHPUJBUJPO JT MJNJUFE UP JOGPSNBUJPO BCPVU UIF QBSUJDJQBOUT BOE UIF HMPCBM QSPHSBN�

$IPPTJOH CFUXFFO UIF CSPLFS BOE QFFS�UP�QFFS TUSBUFHJFT JT B USBEFP੖ CFUXFFO QFSGPS�

NBODF BOE QSJWBDZ� य़F CSPLFS BQQSPBDI JT QSJWBDZ�QSFTFSWJOH 	TJCMJOHT DBOOPU LOPX

BCPVU FBDI PUIFST۝ BMMPDBUJPOT

 CVU BEET UIF PWFSIFBE PG XPSLJOH UISPVHI UIF CSPLFS�

#Z DPOUSBTU
 QFFS�UP�QFFS OFHPUJBUJPOT BWPJE UIF OFFE PG B CSPLFS
 CVU SFRVJSFT TJCMJOHT

UP SFWFBMJOH JOGPSNBUJPO UP FBDI PUIFS�

.FSMJO EPFT OPU TQFDJGZ QSPUPDPMT GPS SFBDIJOH BHSFFNFOU PO OFX BMMPDBUJPOT BT

UIF EFUBJMT PG TVDI B QSPUPDPM EFQFOE PO B WBSJFUZ PG GBDUPST
 TVDI BT UIF USVTU SFMBUJPO�

TIJQT CFUXFFO UFOBOUT
 BOE UIF UPMFSBODF GPS UJNF TQFOU SFBDIJOH B DPOTFOTVT� य़FTF

BSF FYPHFOPVT DPODFSOT CF॒FS IBOEMFE PVUTJEF PG UIF DPSF TZTUFN� य़F TZTUFN FWBMV�

BUJPO JO $IBQUFS � VTFT B QFFS�UP�QFFS OFHPUJBUPS
 BOE B TJNQMF QSPUPDPM UIBU BTTVNFT

DPPQFSBUJWF QFFST SFRVFTUJOH SFBMMPDBUJPOT JO UIF DPMMFDUJWF CFTU�JOUFSFTU�
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��� 7BMJE 3F॑OFNFOUT

8JUI OFHPUJBUPST
 UFOBOUT DBO USBOTGPSN HMPCBM OFUXPSL QSPHSBNT CZ SFटOJOH UIF EFM�

FHBUFE QSPHSBNT UP TVJU UIFJS EFNBOET� 5FOBOUT NBZ NPEJGZ QSPHSBNT JO UISFF XBZT�

�� य़F USBਖ਼D DMBTT GPS POF TUBUFNFOU NBZ CF QBSUJUJPOFE JOUP ੗OFS DMBTTFT�

�� य़F TFU PG GPSXBSEJOH QBUIT UIBU B QBSUJDVMBS DMBTT PG USBਖ਼D NBZ UBLF NBZ CF

GVSUIFS DPOTUSBJOFE�

�� य़F CBOEXJEUI BMMPDBUJPOT NBZ CF SFEVDFE PS SFEJTUSJCVUFE�

5SB॓D DMBTT QBSUJUJPOJOH .FSMJO QSPHSBNT DMBTTJGZ QBDLFUT JOUP TFUT VTJOH QSFEJ�

DBUFT UIBU DPNCJOF NBUDIFT PO IFBEFS ੗FMET VTJOH MPHJDBM PQFSBUPST� य़FTF TFUT DBO CF

SF੗OFE CZ JOUSPEVDJOH BEEJUJPOBM DPOTUSBJOUT UP UIF PSJHJOBM QSFEJDBUF� 'PS FYBNQMF


DPOTJEFS B TUBUFNFOU UIBU NBUDIFT BMM ९ॶ BOE TFOET JU GSPN POF IPTU UP BOPUIFS
 XIJMF

QBTJOH UISPVHI POF PG B OVNCFS PG NJEEMFCPYFT 	m1 UISPVHI m3
�

x: eth.proto = ip -> h1 .* (m1|m2|m3) .* h2

"O FYBNQMF PG B WBMJE SF੗OFNFOU JT POF UIBU TFQBSBUFT PVU ॻ४ॶ BOE ॺ३ॶ USBਖ਼D BOE

TFOET UIF NBUDIJOH UISPVHI TFQBSBUF NJEEMFCPYFT�

x1: eth.proto = ip and ip.proto = tcp -> h1 .* m1 .* h2 ;

x2: eth.proto = ip and ip.proto = udp -> h1 .* m2 .* h2 ;

x3: eth.proto = ip and ip.proto != tcp and ip.proto != udp

-> h1 .* m3 .* h2 ;

" SF੗OFNFOU PG UIJT GPSN JT WBMJE JG UIF SF੗OFE QSPHSBN NFFUT UXP DSJUFSJB� 'JSTU


UIF QBSUJUJPOJOH NVTU CF UPUBMۘBMM QBDLFUT NBUDIFE CZ UIF PSJHJOBM QSFEJDBUF NVTU CF

NBUDIFE CZ TPNF DPNCJOBUJPO PG OFX QSFEJDBUFT� 4FDPOE
 UIF TFU PG QBUIT BMMPXFE

CZ UIF QBSUJUJPOFE DMBTTFT NVTU CF B TVCTFU PG UIF TFU PG QBUIT BMMPXFE CZ UIF PSJHJOBM

USBਖ਼D DMBTT�
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$POTUSBJOJOH QBUIT .FSMJO QSPHSBNNFST DPOTUSBJO XIBU QBUIT UISPVHI B OFUXPSL

B DFSUBJO DMBTT PG USBਖ਼D NBZ UBLF CZ VTJOH QBUI FYQSFTTJPOT PWFS OFUXPSL MPDBUJPOT PS

QBDLFU QSPDFTTJOH GVODUJPOT� य़FSF BSF UXP XBZT UP DPOTUSBJO UIF QBUI FYQSFTTJPO UIBU

SFEVDFT UIF TFU PG QBUIT UIBU UIF DPSSFTQPOEJOH DMBTT PG USBਖ਼D NBZ UBLF� 'JSTU
 JG UIFSF

JT BO BMUFSBUJPO CFUXFFO B OVNCFS PG MPDBUJPOT JO UIF PSJHJOBM FYQSFTTJPO
 B SF੗OFE

FYQSFTTJPO NBZ QJDL B TVCTFU PG UIPTF MPDBUJPOT GPS UIF TBNF QPTJUJPO JO UIF FYQSFT�

TJPO� *O UIF QSFWJPVT FYBNQMF
 UIF SF੗OFE TUBUFNFOUT DPOTUSBJO UIF QBUIT BMMPXFE CZ

TQFDJGZJOH POF NJEEMFCPY PVU PG BO PSJHJOBM TFU PG UISFF�

" TFDPOE XBZ UP DPOTUSBJO UIF QBUI TFU JT CZ BEEJOH NPSF GVODUJPOT PS MPDBUJPOT

JO TFRVFODF� 'PS FYBNQMF
 BO FYQSFTTJPO UIBU TFOET BMM QBDLFUT UISPVHI B USBਖ਼D MPHHFS

	log
 GVODUJPO


.* log .*

DBO CF GVSUIFS DPOTUSBJOFE CZ BEEJOH B ४ॶ९ GVODUJPO JO TFRVFODF�

.* log .* dpi .*

य़JT EJTRVBMJ੗FT BMM QBUIT UIBU JODMVEF UIF log GVODUJPO
 CVU OPU UIF dpi GVODUJPO MBUFS�

'PS B QBUI DPOTUSBJOU UP CF WBMJE
 UIF TFU PG QBUIT EFOPUFE CZ UIF OFX FYQSFTTJPO

NVTU CF B TVCTFU PG UIF QBUIT EFOPUFE CZ UIF PSJHJOBM� य़JT FOTVSFT UIBU BMM USBਖ਼D TUBZT

XJUIJO UIF CPVOET TFU CZ UIF PSJHJOBM QSPHSBN�

#BOEXJEUI 3FEJTUSJCVUJPO .FSMJO۝T MJNJUT 	max
 BOE HVBSBOUFFT 	min
 DPOTUSBJO BM�

MPDBUJPOT PG OFUXPSL CBOEXJEUI� "ॏFS B QSPHSBN IBT CFFO SF੗OFE
 UIFTF DPOTUSBJOUT

DBO CF SFEJTUSJCVUFE UP JNQSPWF VUJMJ[BUJPO� 5P CF WBMJE
 UIF TVN PG BMMPDBUJPOT JO UIF SF�

੗OFE QSPHSBN NVTU OPU FYDFFE UIF PSJHJOBM BMMPDBUJPO� य़F TVCUMFUZ GPS SFEJTUSJCVUJPO

JT UIBU POMZ min FYQSFTTJPOT SFTFSWF CBOEXJEUI
 XIJMF max FYQSFTTJPOT DBQ CBOEXJEUI

VTBHF� य़FSFGPSF
 JU JT BMXBZT WBMJE UP SFEVDF FYJTUJOH DBQT PS QMBDF BEEJUJPOBM DBQT PO

��



CBOEXJEUI BMMPDBUJPO XJUI NPSF max FYQSFTTJPOT
 CVU UIF TVN PG min FYQSFTTJPOT NVTU

OPU JODSFBTF�

����� 3F॑OFNFOU &YBNQMF

"T BO FYBNQMF UIBU JMMVTUSBUFT UIF VTF PG BMM UISFF USBOTGPSNBUJPOT
 DPOTJEFS UIF GPMMPX�

JOH QSPHSBN� य़F PSJHJOBM QSPHSBN DBQT BMM USBਖ਼D CFUXFFO UXP IPTUT BU ���.#�T�

[x : (ip.src = 10.0.1.1 and ip.dst = 10.0.1.2) -> .*],

max(x, 700MB/s)

य़JT QSPHSBN DBO CF SF੗OFE UP TFQBSBUF PVU ८ॺॺॶ BOE ॹॹ८ USBਖ਼D BOE UP EJTUSJCVUF

CBOEXJEUI BDDPSEJOHMZ�

[ x : (ip.src = 10.0.1.1 and ip.dst = 10.0.1.2 and tcp.dport = 80)

-> .* log .* ;

y : (ip.src = 10.0.1.1 and ip.dst = 10.0.1.2 and tcp.dport = 22)

-> .* ;

z : (ip.src = 10.0.1.1 and ip.dst = 10.0.1.2 and

!(tcp.dport=22|tcp.dport=80))

-> .* dpi .* ],

max(x, 500MB/s) and max(y, 100MB/s) and max(z, 100MB/s)

य़F SF੗OFE QSPHSBN HJWFT ���.#�T UP ८ॺॺॶ USBਖ਼D
 CVU SFRVJSFT JU UP ੘PX UISPVHI B

log CPY UIBU NPOJUPST SFRVFTUT� ���.#�T BSF HJWFO UP ॹॹ८ USBਖ਼D
 BOE UIF SFNBJOJOH���.#�T UP BMM SFNBJOJOH USBਖ਼D
 XIJDI NVTU ੘PX UISPVHI B dpi CPY� /PUF UIBU TJODF

UIF PSJHJOBM QSPHSBN EPFT OPU DPOUBJO B min FYQSFTTJPO
 JU XPVME CF JOWBMJE UP BEE B

min BMMPDBUJPO JO UIF SF੗OFE QSPHSBN�

��



��� 7FSJ॑DBUJPO

*O PSEFS UP BMMPX GPS NBYJNVN ੘FYJCJMJUZ
 .FSMJO EPFT OPU QMBDF BOZ EJSFDU MJNJUBUJPOT

PO UIF OFHPUJBUPST
 XIJDI QFSGPSN SF੗OFNFOUT UP.FSMJO QSPHSBNT� )PXFWFS
 BMMPXJOH

UFOBOUT UP NBLF BSCJUSBSZ NPEJ੗DBUJPOT UP QSPHSBNT XPVME OPU CF TBGF� 'PS FYBNQMF


B UFOBOU DPVME MJॏ SFTUSJDUJPOT PO GPSXBSEJOH QBUIT
 FMJNJOBUF USBOTGPSNBUJPOT
 PS BMMP�

DBUF NPSF CBOEXJEUI UP UIFJS PXO USBਖ਼DۘBMM WJPMBUJPOT PG UIF PSJHJOBM HMPCBM QSPHSBN�

'PSUVOBUFMZ
 UIF EFTJHO PG UIF .FSMJO MBOHVBHF GBDJMJUBUFT DIFDLJOH QSPHSBN JODMVTJPO


XIJDI UIF DPNQJMFS VTFT UP FTUBCMJTI UIBU SF੗OFNFOUT JNQMFNFOUFE CZ VOUSVTUFE UFO�

BOUT EP OPU WJPMBUF UIF PSJHJOBM QPMJDZ�

*OUVJUJWFMZ
 B WBMJE SF੗OFNFOU PG B QSPHSBN JT POF UIBU NBLFT JU POMZ NPSF SFTUSJD�

UJWF� 5P WFSJGZ UIBU B QSPHSBNNPEJ੗FE CZ B UFOBOU JT B WBMJE SF੗OFNFOU PG UIF PSJHJOBM


UIF DPNQJMFS IBT UP DIFDL UIBU GPS FWFSZ TUBUFNFOU JO UIF PSJHJOBM QSPHSBN
 UIF TFU PG

QBUIT BMMPXFE GPS NBUDIJOH QBDLFUT JO UIF SF੗OFE QSPHSBN JT JODMVEFE JO UIF TFU PG

QBUIT JO UIF PSJHJOBM
 BOE UIF CBOEXJEUI DPOTUSBJOUT JO UIF SF੗OFE QSPHSBN JNQMZ UIF

CBOEXJEUI DPOTUSBJOUT JO UIF PSJHJOBM�

य़FTF DPOEJUJPOT DBO CF EFDJEFE VTJOH BO BMHPSJUIN UIBU QFSGPSNT B QBJS�XJTF DPN�

QBSJTPO PG BMM TUBUFNFOUT JO UIF PSJHJOBM BOE NPEJ੗FE QSPHSBNT BOE DIFDLT UXP DPO�

EJUJPOT� 'JSTU
 UIF DPNQJMFS DIFDLT GPS MBOHVBHF JODMVTJPO CFUXFFO UIF SFHVMBS FYQSFT�

TJPOT JO TUBUFNFOUT XJUI PWFSMBQQJOH QSFEJDBUFT� य़JT DBO CF QFSGPSNFE VTJOH TUBOEBSE

BMHPSJUINT BT EFTDSJCFE JO <��>� 4FDPOE
 UIF DPNQJMFS DIFDLT UIBU UIF TVN PG UIF CBOE�

XJEUI DPOTUSBJOUT JO BMM PWFSMBQQJOH QSFEJDBUFT JNQMJFT UIF PSJHJOBM DPOTUSBJOU�

1MBDJOH B WFSJ੗DBUJPO TUFQ JO CFUXFFO UIF OFHPUJBUPST BOE UIF DPNQJMBUJPO QSPDFTT


EFDPVQMFT QSPHSBN SF੗OFNFOU GSPN UIFJS DPNQJMBUJPO UP OFUXPSL EFWJDFT� य़JT BMMPXT

UFOBOUT UP JNQMFNFOU OFHPUJBUPST IPXFWFS JT DPOWFOJFOU
 XIJMF FOTVSJOH UIBU UIFSF JT

OP DIBODF PG JNQMFNFOUJOH JOWBMJE QSPHSBNT UIBU WJPMBUF UIF UFSNT PG UIF PSJHJOBM�

��



��� 0WFSIFBE

*G B SF੗OFE QSPHSBN POMZ SF�BMMPDBUFT CBOEXJEUI BT DPNQBSFE UP UIF PSJHJOBM
 EPFT OPU

SFRVJSF UIF PSJHJOBM QSPHSBN UP CF SFDPNQJMFE� 0OMZ UIF TXJUDI RVFVF DPO੗HVSBUJPOT

BOE FOE�IPTU tc DPNNBOET OFFE UP CF DIBOHFE
 BOE UIVT CBOEXJEUI SF�BMMPDBUJPO DBO

IBQQFO RVJUF SBQJEMZ�

$IBOHFT JO QBUI DPOTUSBJOUT PS USBਖ਼D DMBTTFT SFRVJSF HMPCBM SFDPNQJMBUJPO� "U B

NJOJNVN
 UIFZ SFRVJSF TPMWJOH B GSFTI ॳ९ॶ QSPCMFN BOE VQEBUJOH GPSXBSEJOH SVMFT

PO UIF TXJUDIFT� %FQFOEJOH PO IPX OFUXPSL GVODUJPOT BSF JNQMFNFOUFE
 DIBOHJOH

QBUI DPOTUSBJOUT NBZ BMTP SFRVJSF SFHFOFSBUJOH NJEEMFCPY DPO੗HVSBUJPOT� )PXFWFS


JO B SFBMJTUJD OFUXPSL EFQMPZNFOU
 DIBOHFT UP QBUIT BSF MJLFMZ UP PDDVS MFTT GSFRVFOUMZ

UIBO DIBOHFT UP CBOEXJEUI BMMPDBUJPOT� 'PS FYBNQMF
 SBDLT PG NBDIJOFT JO B EBUBDFOUFS

NJHIU CF UBTLFE UP B TJOHMF GVODUJPO
 CVU CBOEXJEUI SFRVJSFNFOUT NBZ DIBOHF CBTFE

PO UJNF PG EBZ� 8FC TFSWFST TFSWJDJOH SFRVFTUT NBZ SFRVJSF NPSF CBOEXJEUI EVSJOH

UIF EBZ
 XIJMF CBDLVQ TFSWFST NBZ HFU B IJHIFS BMMPDBUJPO BU OJHIU�

��� 4VNNBSZ

य़F EFTJHO PG UIF .FSMJO MBOHVBHF BMMPXT QSPHSBNT UP CF SF੗OFE CZ OFUXPSL UFOBOUT UP

CF॒FS TVJU UIFSF QVSQPTFT� 5FOBOUT NBZ SF੗OF QSPHSBNT CZ QBSUJUJPOJOH USBਖ਼D DMBTTFT


DPOTUSBJOJOH UIF TFU PG BMMPXFE GPSXBSEJOH QBUIT
 PS CZ SFBMMPDBUJOH BWBJMBCMF CBOE�

XJEUI� य़FTF SF੗OFNFOUT BSF QFSGPSNFE CZ SVOUJNF DPNQPOFOUT DBMMFE OFHPUJBUPST

UIBU DBO SF੗OF JOIFSJUFE QSPHSBNT
 BOE CZ DPPSEJOBUF XJUI TJCMJOH OFHPUJBUPST� #FGPSF

DPNQJMJOH B SF੗OFE QSPHSBN
 UIF DPNQJMFS FOTVSFT UIBU UIF HVBSBOUFFT PG UIF PSJHJOBM

QSPHSBN BSF SFTQFDUFE CZ DIFDLJOH TUSBJHIUGPSXBSE QSPQFSUJFT PG UIF SF੗OFE QSPHSBN�

��
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य़F QSFWJPVT DIBQUFST IBWF EFTDSJCFE UIF VTF PG B IJHI�MFWFM QSPHSBNNJOH MBO�

HVBHF UP NBOBHF B NPEFSO OFUXPSL� य़F .FSMJO QSPHSBNNJOH MBOHVBHF VTFT B OPUB�

UJPO TJNJMBS UP SFHVMBS FYQSFTTJPOT UP EFOPUF TFUT PG QBUIT UISPVHI UIF OFUXPSL� य़FTF

QBUI FYQSFTTTJPOT BSF DPNCJOFE XJUI QSFEJDBUFT PO QBDLFU IFBEFST UP TFMFDU DMBTTFT PG

OFUXPSL USBਖ਼D BOE XJUI 1SFTCVSHFS BSJUINFUJD GPSNVMBT UIBU BMMPXT BENJOJTUSBUPST UP

TQFDJGZ CBOEXJEUI SFRVJSFNFOUT�

$PNQJMJOH .FSMJO QSPHSBNT UP XPSLJOH OFUXPSL DPO੗HVSBUJPOT SFRVJSFT UIF DPN�

QJMFS UP UBSHFU B OVNCFS PG EJ੖FSFOU EFWJDFT� ॹ४ॴ�DBQBCMF QBDLFU TXJUDIFT
 QSP�

HSBNNBCMF NJEEMFCPYFT
 BOE FOE�IPTUT VTJOH UIF -JOVY OFUXPSL TUBDL� य़JT BQQSPBDI

BDLOPXMFEHFT UIF SFBMJUJFT PG B NPEFSO OFUXPSL FOWJSPONFOU� TVDI B OFUXPSL JT B

DPMMFDUJPO PG IFUFSPHFOFPVT EFWJDFT XJUI EJ੖FSJOH DBQBCJMJUJFT BOE JOUFSGBDFT�

)PXFWFS
 UIF .FSMJO BQQSPBDI JT TUJMM WFSZ NVDI ॹ४ॴ�DFOUSJD� 3FDBMM GSPN $IBQ�

UFS � UIBU UIF DPSF DPODFQU PG ॹ४ॴ JT UP TFQBSBUF UIF EBUB QMBOF 	UBTLFE XJUI GPSXBSEJOH

QBDLFUT BU JOEJWJEVBM OFUXPSL MPDBUJPOT
 GSPN UIF DPOUSPM QMBOF 	UBTLFE XJUI JNQMF�

NFOUJOH PWFSBMM OFUXPSL QPMJDZ
� य़F EFWFMPQNFOUT PG UIF QSFWJPVT DIBQUFST EFQFOE

PO IBWJOH B OFUXPSL PG EFWJDFT UIBU IBWF UIF GPMMPX QSPQFSUJFT�

�� %FWJDFT PQFSBUF PO JOWJEVBM OFUXPSL QBDLFUT BOE IBWF BDDFTT UP UIF DPOUFOUT PG

QBDLFU IFBEFST�

�� 1BDLFUT NBZ CF SFEJSFDUFE CZ EFWJDFT BU FWFSZ IPQ PG UIF OFUXPSL
 CBTFE PO UIF

DPOUFOUT PG UIF QBDLFU IFBEFST�

�� %FWJDFT NBZ CF SFDPO੗HVSFE BT OFDFTTBSZ XJUI NJOJNBM MBUFODZ�

6OGPSUVOBUFMZ
 UIFTF BTTVNQUJPOT EP OPU IPME VOJGPSNMZ BDSPTT BMM DMBTTFT PG OFU�

XPSLT� *O GBDU
 SFBMJTUJD OFUXPSL EFQMPZNFOUT PॏFO CSFBL UIFTF BTTVNQUJPOT JO NVMUJ�

QMF XBZT�

��



�� -FHBDZ %FWJDFT� -BSHF PSHBOJ[BUJPOT PॏFO EFQMPZ OFUXPSL EFWJDFT TVQQMJFE CZ

NVMUJQMF EJ੖FSFOU WFOEPST� ॹ४ॴ EFQMPZNFOUT
 XIFSF UIFZ FYJTU
 UFOE UP CF QBSUJBM

BU CFTU� )FODF
 BOZ GSBNFXPSL GPS SFBM�XPSME OFUXPSL QSPHSBNNJOH NVTU CF

BCMF UP JNQMFNFOU IJHI�MFWFM QPMJDJFT JO UIF QSFTFODF PG MFHBDZ EFWJDFT�

�� )FUFSPHFOFPVT 'VODUJPOBMJUZ� य़FSF JT B GVOEBNFOUBM NJTNBUDI CFUXFFO UIF

DBQBCJMJUJFT PG ॹ४ॴ TXJUDIFT
 XIJDI BMMPX QBDLFUT UP CF USBOTGPSNFE JO FTTFOUJBMMZ

BSCJUSBSZ XBZT BU FBDI IPQ
 BOE EFWJDFT TVDI BT *1 SPVUFST
 .1-4 -43T
 BOE

PQUJDBM ॸॵ१४ॳT
 XIJDI TJNQMZ GPSXBSE QBDLFUT UP UIFJS EFTUJOBUJPOT

�� 1FSGPSNBODF -JNJUBUJPOT� &YJTUJOH GSBNFXPSLT UBDJUMZ BTTVNF UIBU JU JT QPT�

TJCMF UP SBQJEMZ SFDPO੗HVSF EFWJDFT JO SFTQPOTF UP DIBOHF JO OFUXPSL TUBUF TVDI

BT QPMJDZ VQEBUFT
 USBਖ਼D TIJॏT PS UPQPMPHZ DIBOHFT� )PXFWFS
 PO DVSSFOU ॹ४ॴ

TXJUDIFT
 VQEBUJOH B GPSXBSEJOH UBCMF DBO UBLF TFWFSBM TFDPOET
 MJNJUJOH UIF OFU�

XPSL۝T BEBQUBCJMJUZ�

य़FTF EJ੖FSFODFT BSF QBSUJDVMBSMZ SFMFWBOU JO PQUJDBM DJSDVJU OFUXPSLT UIBU BSF VTFE

UP DPOOFDU USBEJUJPOBM QBDLFU OFUXPSLT� *O UIFTF OFUXPSLT
 USBਖ਼D JT USBOTQPSUFE VT�

JOH PQUJDBM DIBOOFMT XIJDI QSPWJEF WFSZ IJHI CBOEXJEUI 	PO UIF PSEFS PG VQUP UFSBCJUT

QFS TFDPOE
 CVU XIJDI UBLF PO UIF PSEFS PG TFWFSBM TFDPOET UP TFU VQ PS SFDPO੗HVSF�

'VSUIFSNPSF
 VOMJLF QBDLFU OFUXPSLT
 XIFSF UIF IFBEFS ੗FMET PG FBDI QBDLFU DBO CF

VTFE UP DPOUSPM GPSXBSEJOH
 PQUJDBM GPSXBSEJOH EFWJDFT UZQJDBMMZ DBO POMZ GPSXBSE BD�

DPSEJOH UP UIF GSFRVFODZ SBOHF PDDVQJFE CZ B DIBOOFM� -PPLJOH BU UIF IFBEFST PG UIF

USBOTQPSUFE QBDLFUT SFRVJSFT DPOWFSUJOH UIF PQUJDBM TJHOBM UP FMFDUSPOJD QBDLFUT BOE

UIFO CBDL UP BO PQUJDBM TJHOBM GPS SFUSBOTNJTTJPO� य़JT PQUJDBM�FMFDUSPOJD�PQUJDBM 	0&0


DPOWFSTJPO QSPDFTT JT FYUSFNFMZ UJNF DPOTVNJOH� /B¯WFMZ SFDPWFSJOH UIF ੘FYJCJMJUZ PG

QBDLFU OFUXPSLT XPVME SFRVJSF QFSGPSNJOH UIJT TMPX 0&0 DPOWFSTJPO BU FWFSZ IPQ


TFWFSFMZ OFHBUJOH UIF QFSGPSNBODF BEWBOUBHFT PG VTJOH BO PQUJDBM USBOTQPSU�

(JWFO UIF JNQPSUBODF PG PQUJDBM OFUXPSLT
 CPUI JO XJEF�BSFB�OFUXPSLT
 BOE JO�

��



DSFBTJOHMZ JO EBUBDFOUFS OFUXPSLT
 IBWJOH ੘FYJCMF
 IJHI�MFWFM UPPMT GPS QSPHSBNNJOH

PQUJDBM OFUXPSLT JT PG VUNPTU JNQPSUBODF� य़F SFNBJOEFS PG UIJT DIBQUFS FYQMBJOT UIF

QSPQFSUJFT BOE DIBMMFOHFT PG PQUJDBM OFUXPSLT
 BOE MBZT UIF GPVOEBUJPO GPS FOBCMJOH

UIFJS IJHI�MFWFM QSPHSBNNBCJMJUZ�

��� 1SPQFSUJFT PG 0QUJDBM /FUXPSLT

.PEFSO PQUJDBM OFUXPSLT BSF PॏFO VTFE UP QSPWJEF IJHI�CBOEXJEUI DPOOFDUJWJUZ CF�

UXFFO USBEJUJPOBM QBDLFU TXJUDIJOH OFUXPSLT DPOOFDUFE BU UIFJS FEHFT� 'PS FYBNQMF


B DSPTT�DPVOUSZ PQUJDBM OFUXPSL DBO CF VTFE UP QSPWJEF DPOOFDUJWJUZ CFUXFFO VSCBO

OFUXPSLT
 PS CFUXFFO EBUBDFOUFST JO EJ੖FSFOU HFPHSBQIJDBM SFHJPOT� 0O TNBMMFS TDBMF


SFDFOU BEWBODFT JO EBUBDFOUFS EFQMPZNFOUT IBWF JODMVEFE VTJOH PQUJDBM USBOTQPSUT UP

DPOOFDU UPQ�PG�SBDL TXJUDIFT
 XJUI FBDI SBDL BDUJOH BT B QBDLFU OFUXPSL�

*O UIF PQUJDBM DPSF PG TVDI OFUXPSLT
 OPEFT BSF DPOOFDUFE UP FBDI PUIFS WJB PQUJDBM

੗CFST� *OGPSNBUJPO JT USBOTNJ॒FE VTJOH B UFDIOJRVF LOPXO BTXBWF�EJWJTJPO NVMUJQMFY�

JOH ॽ४ॳ� 6TJOH ॽ४ॳ
 NVMUJQMF CFBNT PG MJHIU DBO CF USBOTNJ॒FE TJNVMUBOFPVTMZ BMPOH

B TJOHMF QIZTJDBM ੗CFS� &BDI TVDI CFBN IBT B VOJRVF QFBL GSFRVFODZ
 CVU NBZ TUSFUDI

BDSPTT B OVNCFS PG GSFRVFODZ TMPUT� य़F QFBL GSFRVFODJFT BSF TQBDFE GBS FOPVHI BQBSU

UIBU FBDI TVDI CFBN GPSNT B TFQBSBUF DIBOOFM� य़JT ॽ४ॳ UFDIOJRVF BMMPXT GPS NBTTJWF

BNPVOUT PG JOGPSNBUJPO UP CF USBOTQPSUFE PO FBDI ੗CFS� "T PG ����
 FYQFSJNFOUBM ॽ४ॳ

TZTUFNT BSF DBQBCMF PG DBSSZJOH VQ UP ��� DIBOOFMT
 FBDI BU B DBQBDJUZ PG ��� (CJU�T�

$PNNFSDJBM TZTUFNT PG �� DIBOOFMT XJUI ��� (CJU�T QFS DIBOOFM BSF DPNNPO�

8BWF EJWJTJPO NVMUJQMFYJOH SFRVJSFT B NVMUJQMFYFS BU UIF TPVSDF UP DPNCJOF NVMUJ�

QMF PQUJDBM DIBOOFMT BOE B EFNVUJQMFYFS BU UIF EFTUJOBUJPO UP TFQBSBUF UIFN CBDL PVU�

य़FTF GVODUJPOT DBO CF DPNCJOFE JOUP B TJOHMF QIZTJDBM EFWJDF DBMMFE BO PQUJDBM BEE�ESPQ

NVMUJQMFYFS 	ॵ१४ॳ
� ॵ१४ॳT UZQJDBMMZ IBWF NVMUJQMF QPSUT
 FBDI DPOOFDUJOH BO PQUJDBM

੗CFS UP UIF ॵ१४ॳ� 0O SFDPOटHVSBCMF PQUJDBM BEE�ESPQ NVMUJQMFYFST 	ॸॵ१४ॳT

 UIF PQUJ�

��



DBM DIBOOFMT UIBU BSF EFNVMUJQMFYFE GSPN B QBSUJDVMBS QPSU DBO CF EJSFDUFE UP EJ੖FSFOU

PVUHPJOH QPSUT
 WJB TPॏXBSF SFDPO੗HVSBUJPO� य़F SFTU PG UIJT EPDVNFOU BTTVNFT UIF

QSFTFODF PG ॸॵ१४ॳT UISPVHIPVU UIF PQUJDBM OFUXPSL�

"O PQUJDBM OFUXPSL JT UZQJDBMMZ DPOOFDUFE UP NVMUJQMF QBDLFU OFUXPSLT PO UIF FEHF�

य़FTF QBDLFU OFUXPSLT BSF DPNQPTFE PG FMFDUSJDBM TXJUDIFT DPOOFDUFE UP ॸॵ१४ॳT WJB

USBOTDFJWFS QPSUT� 8IFO BO FEHF QBDLFU TXJUDI TFOET EBUB UP UIF PQUJDBM OFUXPSL
 UIF

USBOTDFJWFS DPOWFSUT UIF JODPNJOH FMFDUSJDBM TJHOBMT UP BO PQUJDBM TJHOBM
 PDDVQZJOH B

TJOHMF PQUJDBM DIBOOFM� य़F NVMUJQMFYFS PO UIF JOHSFTT ॸॵ१४ॳ DPNCJOFT TFWFSBM TVDI

TJOHMF DIBOOFMT BOE FNJUT UIF SFTVMUJOH TJHOBM PO B QIZTJDBM PQUJDBM ੗CFS� $POWFSTFMZ
 PO

UIF SFDFJWFS TJEF
 UIF FHSFTT ॸॵ१४ॳ۝T NVMUJQMFYFS TFQBSBUFT PVU UIF PQUJDBM TJHOBM GSPN

B QIZTJDBM ੗CFS JOUP UIF DPOTUJUVFOU DIBOOFMT
 BOE FNJUT FBDI DIBOOFM UP B USBOTDFJWFS

PO B QBSUJDVMBS QPSU� य़F USBOTDFJWFS DPOWFSUT UIF PQUJDBM TJHOBM UP BO FMFDUSJDBM TJHOBM

GPS USBOTNJTTJPO UP UIF SFDFJWJOH IPTU�

6OMJLF ੘PXT PG QBDLFUT 	XIJDI NBZ DPQJFE
 TDIFEVMFE
 ESPQQFE BOE SPVUFE XJUI

JNQVOJUZ

 UIF PQUJDBM DIBOOFMT BOE MJHIUQBUIT BSF GBS NPSF SFTUSJDUJWF� *O QBSUJDVMBS


UIFZ IBWF UIF GPMMPXJOH � DPOTUSBJOUT�

�� 0QUJDBM DPOUJOVJUZ� BO JODPNJOH DIBOOFM DBO CF ESPQQFE PS GPSXBSEFE UP BO

PVUHPJOH QPSU
 XJUIPVU DIBOHJOH UIF GSFRVFODZ TMPUT UIF DIBOOFM PDDVQJFT�

�� 4QMJU SFTUSJDUJPO� BO JODPNJOH DIBOOFM DBOOPU CF GPSXBSEFE UP NPSF UIBO POF

PVUHPJOH QPSUT�

�� .FSHF SFTUSJDUJPO� DIBOOFMT PDDVQZJOH PWFSMBQQJOH GSFRVFODZ TMPUT DPNJOH

GSPN NVMUJQMF JODPNJOH QPSUT DBOOPU CF NFSHFE UP UIF TBNF PVUHPJOH QPSU�

�� 5SBOTQPOEFS SFTUSJDUJPO� B USBOTQPOEFS QPSU 	UIBU DPOWFSUT CFUXFFO FMFDUSJDBM

BOE PQUJDBM TJHOBMT
 DBOOPU JOQVU PS PVUQVU PO NPSF UIBO POF PQUJDBM DIBOOFM�

य़F PQUJDBM DIBOOFM DPOOFDUJOH BO JOHSFTT BOE FHSFTT ॸॵ१४ॳ JT DBMMFE B MJHIUQBUIۘB

TJOHMF�TPVSDF
 TJOHMF�TJOL DIBOOFM UIBU NBZ TQBO NVMUJQMF DPOUJHVPVT ੗CFS MJOLT
 CVU

��



NVTU PDDVQZ UIF TBNF TFU PG GSFRVFODZ TMPUT PO FBDI TVDI MJOL� &BDI ॸॵ१४ॳ JO B NVMUJ�

MJOL MJHIUQBUI EFNVMUJQMFYFT JODPNJOH PQUJDBM TJHOBMT
 SPVUFT UIF TFQBSBUFE DIBOOFMT

UP QPTTJCMZ EJ੖FSFOU QPSUT BOE UIFO NVMUJQMFYFT UIF TJHOBMT GPS FBDI QPSU PO UP UIF

DPOOFDUFE PQUJDBM ੗CFS�

$SVDJBMMZ
 SFDPO੗HVSJOH BO PQUJDBM MJHIUQBUI NBZ UBLF TFWFSBM TFDPOET
 BT PQQPTFE

UP QBDLFU TXJUDIFT XIJDI DBO CF SFDPO੗HVSFE JO NJMMJTFDPOET� य़JT IBT JNQPSUBOU

SFQFSDVTTJPOT GPS OFUXPSL NBOBHFNFOU
 FTQFDJBMMZ GPS MBUFODZ DSJUJDBM BQQMJDBUJPOT BOE

GBVMU UPMFSBODF� 5P RVJDLMZ SFTQPOE UP QPMJDZ DIBOHFT
 B OFUXPSL NBOBHFNFOU TPMVUJPO

NVTU NJOJNJ[F SFDPO੗HVSBUJPOT PG PQUJDBM MJHIUQBUIT�

��� Fࢊ $IBMMFOHFT PG 1SPHSBNNJOH 0QUJDBM /FUXPSLT

"T BO FYBNQMF PG BO PQUJDBM DPSF OFUXPSL DPOOFDUFE UP B QBDLFU�CBTFE FEHF
 DPOTJEFS

UIF UPQPMPHZ JO 'JHVSF ���� *U DPOTJTUT PG B DPSF PG ॸॵ१४ॳT 	EJBNPOET

 ॹ४ॴ�FOBCMFE

QBDLFU TXJUDIFT PO UIF FEHF 	DJSDMFT
 BOE FOE�IPTUT DPOOFDUFE UP UIF TXJUDIFT 	TRVBSFT
�

य़F IPTUT DBO CF DPOTJEFSFE UP CF TUBOEJOH GPS TFQBSBUF QBDLFU OFUXPSLT�

य़FSF BSF B OVNCFS PG DIBMMFOHFT JO QSPQFSMZ VUJMJ[JOH TVDI B OFUXPSL� 'JSTU
 UIF

ॸॵ१४ॳT OFFE UP CF DPO੗HVSFE UP TFU VQ PQUJDBM DIBOOFMT DPOOFDUJOH QPJOUT PO UIF

FEHF� य़JT SFRVJSFT NBOBHFNFOU UPPMT UIBU VOEFSTUBOE UIF QSPQFSUJFT BOE MJNJUBUJPOT

PG PQUJDBM OFUXPSLT 	BT EJTDVTTFE JO UIF QSFWJPVT TFDUJPO
� य़FTF UPPMT TIPVME SFKFDU

QPMJDJFT UIBU DBOOPU BDUVBMMZ CF JNQMFNFOUFE HJWFO UIF MJNJUBUJPOT PG PQUJDBM OFUXPSLT�

4FDPOE
 UIF FEHF 	UIF QBDLFU TXJUDIFT BOE UIF IPTUT
 NJHIU CF JO B EJ੖FSFOU BENJO�

JTUSBUJWF EPNBJO GSPN UIF PQUJDBM DPSF� 'PS FYBNQMF
 UIF FEHF NBZ DPOTJTU PG DPSQPSBUF

EBUBDFOUFST XJUI UIF DPSF CFJOH UIF ९ॹॶ DPOOFDUJOH UIFN� 4JODF UIF DPSF NBZ DPOOFDU

UP NBOZ EJ੖FSFOU FOUJUJFT PO UIF FEHF
 UIF BENJOJTUSBUPS SFTQPOTJCMF GPS JU NBZ XJTI UP

NJOJNJ[F UIF JOGPSNBUJPO UIBU OFFET UP CF TIBSFE XJUI UIFTF FEHF FOUJUJFT� $POWFSTFMZ


FOUJUJFT PQFSBUJOH UIF FEHF OFUXPSLT TIPVME OPU OFFE UP CF CPUIFSFE BCPVU UIF NBO�

��
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'JHVSF ���� 0QUJDBM 'PSL UPQPMPHZ

BHFNFOU PG UIF DPSF� JU TIPVME TVਖ਼DF UP HJWF UIFN TPNF HVBSBOUFF UIBU UIF DPSF XJMM

QSPWJEF DPOOFDUJWJUZ CFUXFFO SFMFWBOU QPJOUT PO UIF FEHF�

य़JSE
 TF॒JOH VQ BOE SFDPO੗HVSJOH PQUJDBM DIBOOFMT DBO CF FYQFOTJWF
 FTQFDJBMMZ

JO DPNQBSJTPO UP SFDPO੗HVSJOH QBDLFU TXJUDIFT� " QSPHSBNNJOH QBSBEJHN GPS PQUJDBM

OFUXPSLT TIPVME BDLOPXMFEHF UIBU UIFZ BSF MJLFMZ UP CF DPOOFDUFE UP ੘FYJCMF QBDLFU

TXJUDIFT BU UIF FEHF
 BOE MFWFSBHF UIJT GBDU UP QSPWJEF NBYJNVN QSPHSBNNBCJMJUZ


XIJMF SFEVDJOH UIF BNPVOU PG DIVSO JO UIF PQUJDBM OFUXPSL JUTFMG�

य़F ੗STU JTTVF DBO CF UBDLMFE XJUI B QBUI�CBTFE BQQSPBDI� य़F LFZ CVJMEJOH CMPDL PG

BO PQUJDBM OFUXPSL JT UIF PQUJDBM DIBOOFM� FTTFOUJBMMZ B QBUI UISPVHI UIF OFUXPSL
 DPN�

CJOFE XJUI TPNF XBZ UP JEFOUJGZ UIF DIBOOFM� 8JUI UIJT PCTFSWBUJPO
 PQUJDBM DIBOOFMT

DPVME CF DPO੗HVSFE VTJOH QSPHSBNT TVDI BT UIBU TIPXO CFMPX JO -JTUJOH ����

if roadm=4 and port=2 then

channel:=1; (r4:1 => r7:1); (r7:2 => r5:1); port:=2

-JTUJOH ���� 0QUJDBM $PO੗HVSBUJPO /FUॱ१ॺ 1SPHSBN

��



य़JT QSPHSBN JNQMFNFOUT UIF PQUJDBM DIBOOFM CFUXFFO QPSU � PO ॸॵ१४ॳ � UP QPSU � PO
ॸॵ१४ॳ �� य़F QSPHSBN ੗STU DIFDLT GPS B TUBSUJOH ॸॵ१४ॳ BOE QPSU
 TFMFDUT BO PQUJDBM

DIBOOFM 	EFOPUFE CZ UIF JOUFHFS �

 EFTDSJCFT UIF QBUI UBLFO CZ UIJT DIBOOFM BT B TFSJFT

PG MJOLT
 BOE ੗OBMMZ TQFDJ੗FT BO PVUQVU QPSU� 4UBUFNFOUT PG UIF GPSN s1:p1 => s2:p2

DPSSFTQPOE UP B OFUXPSL MJOL CFUXFFO QPSU p1 PO OPEF s1 BOE QPSU p2 PO OPEF s2� /PUF

UIBU OFJUIFS UIF JOUFSOBM GPSXBSEJOH CFIBWJPS PG r7 OPS UIF ੗OBM ॸॵ१४ॳ MPDBUJPO OFFE

UP CF TQFDJ੗FE
 BT UIFZ DBO CF JOGFSSFE GSPN UIF SFTU PG UIF QSPHSBN� य़F MBOHVBHF VTFE

CZ UIJT QSPHSBN DBO CF GPSNBMJ[FE BT $JSDVJU /FUॱ१ॺ
 BT EFTDSJCFE JO UIF OFYU TFDUJPO�

य़F EJ੖FSFODF JO BENJOJTUSBUJWF EPNBJOT BOE UIF QFSGPSNBODF MJNJUBUJPOT PG PQUJDBM

DIBOOFMT DBO CF KPJOUMZ UBDLMFE CZNBLJOH VTF PG UIF EJTUJODUJPO CFUXFFO ۠FEHFۡ EFWJDFT

BU UIF QFSJNFUFS PG UIF OFUXPSL BOE UIF PQUJDBM ۠GBCSJDۡ EFWJDFT JO UIF DPSF UIBU DPOOFDU

FEHF EFWJDFT� य़F JEFB PG JNQMFNFOUJOH OFUXPSL QSPHSBNT JO UFSNT PG BO FEHF�GBCSJD

EJTUJODUJPO JT OPU OFX� UIF UFSN ۠GBCSJDۡ JT CPSSPXFE GSPN B QBQFS CZ $BTBEP FU BM�

UIBU JT NPUJWBUFE CZ TPNF PG UIF TBNF JTTVFT JEFOUJ੗FE BCPWF <��>� य़JT EJTUJODUJPO JT

VTFE JO TZTUFNT TVDI BT 'FMJY
 XIJDI BOBMZ[FT UIF QBUIT VTFE CZ UIF GBCSJD BOE QVTIFT

NPOJUPSJOH UBTLT UP UIF FEHF PG UIF OFUXPSL <��>� (FOFSBUJOH FEHF DPO੗HVSBUJPOT UIBU

DPSSFDUMZ JNQMFNFOU B IJHI�MFWFM OFUXPSL QPMJDZ JO UIF QSFTFODF PG BO FYJTUJOH GBCSJD

SFRVJSFT TPMWJOH B OVNCFS PG UFDIOJDBM DIBMMFOHFT� य़JT JT UIF GPDVT PG UIF OFYU DIBQUFS�

��� $JSDVJU /FU,"5

य़F ੗STU TUFQ JO JODSFBTJOH UIF QSPHSBNNBCJMJUZ PG PQUJDBM OFUXPSLT JT UP EFWFMPQ B MBO�

HVBHF GPS TQFDJGZJOH PQUJDBM DIBOOFMT JO B OFUXPSL� 5P EP TP
 XF DBO VTF UIF /FUॱ१ॺ

QSPHSBNNJOH MBOHVBHF BT B TUBSUJOH QPJOU� /FUॱ१ॺ JT B QSPHSBNNJOH MBOHVBHF GPS

ॹ४ॴ�DBQBCMF OFUXPSLT CBTFE PO ,MFFOF "MHFCSBT XJUI 5FTUT 	ॱ१ॺ
 FYUFOEFE XJUI QSJN�

JUJWFT GPS NBUDIJOH BHBJOTU BOE NPEJGZJOH QBDLFU IFBEFST <�>� " /FUॱ१ॺ QSPHSBN FY�

QSFTTFT OFUXPSL GPSXBSEJOH CFIBWJPS BT GVODUJPOT PO QBDLFUT� य़FTF QSPHSBNT BSF JN�

��



4ZOUBY
/BUVSBMT ։ ੃੃� Ј ੮ φ ੮ w

'JFMET f ੃੃� fφ ੮ ੈ ੮ fֆ
1BDLFUT pk ੃੃� \fφ � ։φӴ ੈ Ӵ fֆ � ։ֆ^

1SFEJDBUFT ռӴ ս ੃੃� true *EFOUJUZ੮ false %SPQ੮ f �։ 5FTU੮ ռ � ս %JTKVODUJPO੮ ռ ੁ ս $POKVODUJPO੮ મռ /FHBUJPO
1SPHSBNT ֋Ӵ ֌ ੃੃� ռ 'JMUFS੮ f ݁։ .PEJटDBUJPO੮ ֋ � ֌ 6OJPO੮ ֋ ੁ ֌ 4FRVFODJOH੮ ֋੟ *UFSBUJPO੮ dup %VQMJDBUJPO

4FNBOUJDT<<ԟ>> ୮ pk ݂ \pk^<<true>> pk ଦ \pk^<<false>> pk ଦ \^<<f �ԝ>>pk ଦ ஥ ঱\pk^ JG pk �f � ԝ\^ PUIFSXJTF<<મԐ>> pk ଦ \pk^ 	<<Ԑ>> pk
<<f ݁ԝ>> pk ଦ \pk <f ଟ ԝ>^<<ԟ � Ԡ>> pk ଦ <<ԟ>> pk ૌ <<Ԡ>> pk<<ԟ ੁ Ԡ>> pk ଦ 	<<ԟ>> r <<Ԡ>>
 pk<<ԟ੟>> pk ଦ ૏ք ӻ ք pk
XIFSF ӻ Ј pk ଦ \pk^

BOE ӻ ք�φ pk ଦ 	<<ԟ>> r ӻ ք
 pk
'JHVSF ���� /FUॱ१ॺ BCTUSBDU TZOUBY BOE TFNBOUJDT�

QMFNFOUFE JO UIF OFUXPSL CZ DPNQJMJOH UIFN UP ੘PXUBCMFT GPS ॹ४ॴ�DBQBCMF TXJUDIFT

	FH�
 TXJUDIFT TVQQPSUJOH UIF 0QFO'MPX QSPUPDPM
�

/FUॱ१ॺ USFBUT B QBDLFU BT B SFDPSE PG ੗FMET ԕ SBOHJOH PWFS TUBOEBSE IFBEFST TVDI BT
&UIFSOFU BOE ९ॶ TPVSDF BOE EFTUJOBUJPO
 BT XFMM BT MPHJDBM ੗FMET TVDI BT sw BOE pt� य़FTF

MPHJDBM ੗FMET LFFQ USBDL PG UIF TXJUDI BOE QPSU XIFSF UIF QBDLFU JT DVSSFOUMZ MPDBUFE

JO UIF OFUXPSL BOE BSF VTFGVM GPS SFQSFTFOUJOH QBDLFU GPSXBSEJOH BOE GPS QSPHSBN

BOBMZTJT� "UPNJD UFSNT JO UIF MBOHVBHF BSF QSFEJDBUFT PO
 PS NPEJ੗DBUJPOT UP
 QBDLFU

੗FMET� &BDI QSFEJDBUF CFIBWFT MJLF B ੗MUFS PO QBDLFUTۘQBDLFUT UIBU EP OPU NBUDI UIF

CPPMFBO DPOEJUJPO FODPEFE JO UIF QSFEJDBUF BSF ESPQQFE� 1SFEJDBUFT JODMVEF QSJNJUJWF

UFTUT PO ੗FME WBMVFT 	ԕ � ԝ

 BT XFMM BT TUBOEBSE CPPMFBO PQFSBUPST 	�
 ੁ
 BOE મ
�
.PEJ੗DBUJPOT 	ԕ ݂ ԝ
 VQEBUF UIF ੗FME ԕ XJUI UIF WBMVF ԝ� य़F VOJPO PQFSBUPS 	ԟ�ԟ஥

DPQJFT UIF JOQVU QBDLFU
 QSPDFTTFT POF DPQZ VTJOH ԟ BOE UIF PUIFS DPQZ VTJOH ԟ஥
 BOE
UBLFT UIF VOJPO PG UIF SFTVMUJOH TFUT PG QBDLFUT�

/PUF UIBU TPNF PQFSBUPST BSF PWFSMPBEFE BOE DBO CF BQQMJFE UP QSFEJDBUFT BOE

QPMJDJFTۘF�H�
 � JT NFBOU UP SFQSFTFOU EJTKVODUJPO PO QSFEJDBUFT BOE VOJPO PO QPMJ�

��



DJFT� य़F CFIBWJPS TQFDJ੗FE JO UIF EFOPUBUJPOBM TFNBOUJDT JO 'JHVSF ��� DBQUVSFT CPUI

DBTFT� य़F TFRVFOUJBM DPNQPTJUJPO PQFSBUPS 	ԟ ੁ ԟ஥
 QSPDFTTFT UIF JOQVU QBDLFU VTJOHԟ BOE UIFO GFFET FBDI PVUQVU PG ԟ JOUP ԟ஥� *UFSBUJPO ԟ੟ CFIBWFT MJLF UIF VOJPO PG ԟ
DPNQPTFE XJUI JUTFMG [FSP PS NPSF UJNFT� 5P NBLF BVUIPSJOH QSPHSBNT FBTJFS
 MJOLT

	ԢԦ� ੃ ԟԣ� ݂ ԢԦ� ੃ ԟԣ�
 BOE DPOEJUJPOBMT 	if-then-else
 BSF FODPEFE BT GPMMPXT�֎֒φ ੃ ֋֏φ ݂ ֎֒ϵ ੃ ֋֏ϵ ଦ֎֒ � ֎֒φ ੁ ֋֏ � ֋֏φ ੁ ֎֒ ੃� ֎֒ϵ ੁ ֋֏ ੃� ֋֏ϵ
JGռ UIFO֋φ FMTF֋ϵ ଦ 	ռ ੁ ֋φ
 � 	મռ ੁ ֋ϵ


"MUIPVHI /FUॱ१ॺ BMMPXT UIF TQFDJ੗DBUJPO PG CFIBWJPST TVDI BT GPSXBSEJOH QBUIT
 JU

DBOOPU CF EJSFDUMZ BQQMJFE UP QSPHSBNNJOH PQUJDBM GBCSJDT� 'JSTU
 /FUॱ१ॺ BMMPXT QSP�

HSBNT UP NBUDI BOE NPEJGZ B GVMM SBOHF PG QBDLFU IFBEFST� #VU B ॸॵ१४ॳ XPVME POMZ CF

BCMF UP NBUDI BHBJOTU OFUXPSL MPDBUJPO BOE PQUJDBM DIBOOFM JEFOUJ੗FST 	VOMFTT SFTPSU�

JOH UP FYQFOTJWF PQUJDBM�FMFDUSJDBM�PQUJDBM DPOWFSTJPOT
 XIJDI XF XBOU UP BWPJE
� "MTP


BT OPUFE JO 4FDUJPO ��� PQUJDBM OFUXPSLT IBWF UIFJS PXO TFU PG DPOTUSBJOUT UIBU BSF OPU

FOGPSDFE CZ EFGBVMU JO /FUॱ१ॺ� 5P SFDBQ
 UIFTF BSF� PQUJDBM DPOUJOVJUZ
 TQMJU BOE NFSHF

SFTUSJDUJPO BOE USBOTQPOEFS SFTUSJDUJPOT�

&OGPSDJOH UIFTF DPOTUSBJOUT SFRVJSFT B SFTUSJDUFE TVCTFU PG /FUॱ१ॺ
 DBMMFE $JSDVJU

/FUॱ१ॺ� "T JUT OBNF TVHHFTUT
 B $JSDVJU /FUॱ१ॺ QSPHSBN JT B TFU PG DJSDVJUT
 XIFSF

FBDI DJSDVJU JT EF੗OFE CZ B TUBSUJOH TXJUDI BOE QPSU
 B DIBOOFM JEFOUJ੗FS
 B MJTU PG IPQT

BOE B ੗OBM FHSFTT QPSU
 XIFSF FBDI TXJUDI JT BO PQUJDBM ॸॵ१४ॳ� य़F TZOUBY JT HJWFO JO

'JHVSF ���B�

$JSDVJU /FUॱ१ॺ QSPHSBNT BSF WBMJE JG UIFZ TBUJTGZ UIF WBMJEJUZ DPOEJUJPOT PVUMJOFE

JO 'JHVSF ���C� &BDI DJSDVJU DBO CF WJFXFE BT BO BMMPDBUJPO 	"
 GSPN 	TXJUDI
 QPSU
 QBJST

UP B DIBOOFM JEFOUJ੗FS� य़F ੗STU DPOEJUJPO 	३ॵॴॺ९ॴॻ९ॺॿ
 TUBUFT UIBU BMM QPJOUT PO UIF

QBUI EF੗OFE CZ UIF DJSDVJU BSF BMMPDBUFE UIF TBNF DIBOOFM JEFOUJ੗FS� य़JT TBUJT੗FT UIF

PQUJDBM DPOUJOVJUZ SFTUSJDUJPO� य़F TFDPOE DPOEJUJPO 	४९ॹ॰ॵ९ॴॺॴ५ॹॹ
 TUBUFT UIBU JG UXP

DJSDVJUT VTF UIF TBNF DIBOOFM JEFOUJ੗FS
 UIFO UIFJS QBUIT NVTU CF EJTKPJOU
 J�F�
 BU FBDI

��



'JMUFS ԕ ੃੃� TXJUDI � ԝ ੁ QPSU � ԝ
$IBOOFM Ԧ ੃੃� DIBOOFM �� ԝ

-JOLT ԛ ੃੃� ԢԦ ੃ ԟԣ ݂ ԢԦ஥ ੃ ԟԣ஥੮ ԛ ੁ ԛ
$JSDVJU Ԓ ੃੃� ԕ ੁ Ԧ ੁ ԛ ੁ QPSU �� ԝ

1SPHSBNT ԟ ੃੃� Ԓ੮ ԟ � ԟ
	B
 $JSDVJU /FU,"5 TZOUBY�

"MMPDBUJPO Ӷ ୮ 	ԢԦ
 ԟԣ
 ݂ DIBOOFM
$IBOOFM Ӹ ୮ DJSDVJU ݂ DIBOOFM

1BUI ԅ ୮ DJSDVJU ݂ \	ԢԦ
 ԟԣ
^
$ॵॴॺ९ॴॻ९ॺॿԕ � TXJUDI � ԢԦ ੁ QPSU � ԟԣԦ � DIBOOFM �� ԝԒ � ԕ ੁ Ԧ ੁ ԛ ੁ QPSU �� ԟԣ஥

MBTU	Ԓ
 � 	ԢԦ஥
 ԟԣ஥
૞	ԢԦ
 ԟԣ
 ୮ ԅ	Ԓ
� Ӷ	ԢԦ
 ԟԣ
 � ԝӶ ઻ Ԓ
%९ॹ॰ॵ९ॴॺॴ५ॹॹӶ ઻ Ԓφ Ӷ ઻ Ԓϵ
$	Ԓφ
 � $	Ԓϵ
 ࠴ 1	Ԓφ
 ો 1	Ԓϵ
 � ૢӶ ઻ Ԓφ � Ԓϵ

	C
 $JSDVJU /FU,"5 WBMJEJUZ SVMFT�

'JHVSF ���� $JSDVJU /FU,"5 TZOUBY BOE WBMJEJUZ SVMFT�

QPSU
 B QBSUJDVMBS DIBOOFM DPNFT GSPN
 BOE JT GPSXBSEFE UP
 BU NPTU POF EFTUJOBUJPO�

य़JT DPOEJUJPO TBUJT੗FT UIF TQMJU
 NFSHF BOE USBOTQPOEFS SFTUSJDUJPOT BCPWF�

" DPNQJMFS UBLFT B $JSDVJU /FUॱ१ॺ QSPHSBN BOE DIFDLT JG UIF QSPHSBN JT WBMJE BD�

DPSEJOH UP UIF BCPWF DPOEJUJPOT� *G UIF QSPHSBN JT WBMJE
 JU JT DPOWFSUFE JOUP B TUBOEBSE

/FUॱ१ॺ QSPHSBN
 PUIFSXJTF JU JT SFKFDUFE� य़JT DPOWFSTJPO TJNQMZ JOWPMWFT JOTFSUJOH

QPSU BTTJHONFOUT JO CFUXFFO UIF MJOLT UP QSPQFSMZ GPSXBSE TJHOBMT GSPN JOHSFTT UP

FHSFTT QPSUT PO FBDI ॸॵ१४ॳ� य़F SFTVMUJOH QSPHSBN DBO UIFO CF DPNQJMFE UP ੘PXUBCMFT

UIBU JNQMFNFOU BO PQUJDBM GPSXBSEJOH GBCSJD
 CZ MFWFSBHJOH BO PQUJDBM FYUFOTJPO UP UIF

0QFO'MPX QSPUPDPM UIBU TVQQPSUT PQUJDBM EFWJDFT�

��� 4VNNBSZ

.PEFSO OFUXPSLT BSF JODSFBTJOHMZ IFUFSPHFOFPVT TZTUFNT DPNQPTFE PG B WBSJFUZ PG EF�

WJDFT XJUI EJ੖FSJOH BCJMJUJFT BOE JOUFSGBDFT� 8IJMF UFDIOPMPHJFT MJLF ॹ४ॴ CSJOH HSFBUFS

��



QSPHSBNNBCJMJUZ UP B DFSUBJO DMBTT PG OFUXPSLT BOE EFWJDFT
 PUIFS JNQPSUBOU UZQFT PG

OFUXPSLT BSF MFॏ CFIJOE CZ UIF BTTVNQUJPOT PG DVSSFOU ॹ४ॴ TUBOEBSET BOE JNQMFNFOUB�

UJPOT� *O QBSUJDVMBS
 PQUJDBM OFUXPSLT IBWF TFWFSBM QSPQFSUJFT BOE MJNJUBUJPOT UIBU NBLF

JU EJਖ਼DVMU UP TJNQMZ BEPQU UFDIOPMPHJFT EFWFMPQFE GPS QBDLFU�CBTFE OFUXPSLT�

य़JT DIBQUFS EFTDSJCFE UIF TQFDJ੗D QSPQFSUJFT BOE DIBMMFOHFT PG CSJOHJOH JODSFBTFE

QSPHSBNNBCJMJUZ UP PQUJDBM OFUXPSLT BOE UIFJS JOUFSQMBZ XJUI USBEJUJPOBM QBDLFU OFU�

XPSLT� य़F $JSDVJU /FUॱ१ॺ MBOHVBHF JT EFWFMPQFE BT BO BQQSPBDI GPS QSPHSBNNJOH PQ�

UJDBM OFUXPSLT
 CBTFE PO UIF JOTJHIU UIBU PQUJDBM DIBOOFMT BSF FTTFOUJBMMZ QBUIT UISPVHI

UIF OFUXPSL� य़JT MBZT UIF HSPVOEXPSL GPS UIF OFYU DIBQUFS XIFSF UIF FEHF�GBCSJD EJT�

UJODUJPO CFUXFFO NPEFSO EFQMPZNFOUT PG QBDLFU BOE PQUJDBM OFUXPSLT JT MFWFSBHFE UP

BEESFTT UIF DIBMMFOHFT PG ੘FYJCJMJUZ BOE QFSGPSNBODF JOIFSFOU UP UIFTF IFUFSPHFOFPVT

OFUXPSLT�

��
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य़F QSFWJPVT DIBQUFS MPPLT BU UIF IFUFSPHFOFPVT OBUVSF PG NPEFSO OFUXPSLT
 GP�

DVTJOH PO PQUJDBM OFUXPSLT BSF DPOOFDUFE UP USBEJUJPOBM QBDLFU OFUXPSLT BU UIF FEHFT�

"T EFTDSJCFE JO 4FDUJPO ���
 UIFTF IZCSJE OFUXPSLT QPTF B OVNCFS PG DIBMMFOHFT UP QSP�

HSBNNBCJMJUZ� IFUFSPHFOPVT EFWJDFT XJUI EJ੖FSJOH DBQBCJMJUJFT BOE JOUFSGBDFT
 NVMUJQMF

BENJOJTUSBUJWF EPNBJOT
 BOE OPO�USJWJBM BOE JOIFSFOU QFSGPSNBODF DPTUT� 0OF XBZ UP

BEESFTT UIFTF DIBMMFOHFT JT UP EJTUJOHVJTI UIF ۠FEHFۡ EFWJDFT BU UIF QFSJNFUFS PG UIF

OFUXPSL GSPN UIF ۠GBCSJDۡ EFWJDFT JO UIF DPSF UIBU DPOOFDU CFUXFFO FEHF QPJOUT� 4P

MPOH BT UIF FEHF EFWJDFT QSPWJEF ॹ४ॴ�MJLF GVODUJPOBMJUZ
 JU JT QPTTJCMF UP JNQMFNFOU B

CSPBE TFU PG QPMJDJFT� .FBOXIJMF UIF DPOTUSBJOFE GBCSJD EFWJDFT 	TVDI BT ॸॵ१४ॳT

 POMZ

OFFE UP JNQMFNFOU UIF ۠QMVNCJOHۡ UP DBSSZ QBDLFUT BDSPTT UIF OFUXPSL�

य़JT DIBQUFS QSFTFOUT B QSBDUJDBM GSBNFXPSLۘ&EHF/FUॱ१ॺۘGPS JNQMFNFOUJOH

IJHI�MFWFM QPMJDJFT BU UIF FEHF
 VTJOH B ੗YFE GBCSJD UP QSPWJEF DPOOFDUJWJUZ UISPVHI

UIF DPSF PG UIF OFUXPSL� य़F NBJO BQQSPBDI JT UP 	VOSBWFM
 B IJHI�MFWFM QSPHSBN SFQ�

SFTFOUJOH UIF CFIBWJPS PG BO FOUJSF OFUXPSL
 JOUP B QSPHSBN UIBU EFTDSJCFT POMZ UIF

DPO੗HVSBUJPO PG FEHF EFWJDFT
 CZ VUJMJ[JOH BO FYJTUJOH GBCSJD UP QSPWJEF DPOOFDUJWJUZ

CFUXFFO UIF FEHF EFWJDFT� य़JT JOWPMWFT PWFSDPNJOH B TFSJFT PG UFDIOJDBM DIBMMFOHFT JO

CVJMEJOH PVS GSBNFXPSL GPS ۠VOSBWFMJOHۡ QPMJDJFT JOUP DPO੗HVSBUJPOT�

ۦ "OBMZTJT� (FOFSBUJOH DPO੗HVSBUJPOT GPS UIF EFWJDFT BU UIF FEHF
 SFRVJSFT LOPXM�

FEHF PG IPX UIF GBCSJD GPSXBSET USBਖ਼D CFUXFFO FOE QPJOUT� &EHF/FUॱ१ॺ CVJMET

PO BEWBODFT JO EBUB QMBOF WFSJ੗DBUJPO
 BOE UIF /FUॱ१ॺ GSBNFXPSL <�
 ��>
 UP

DPNQVUF UIF CPUI SFRVJSFNFOUT PG UIF QPMJDZ BOE UIF GPSXBSEJOH GVODUJPOBMJUZ

QSPWJEFE CZ UIF GBCSJD�

ۦ "EBQUBUJPO� 5P GBJUIGVMMZ JNQMFNFOU B IJHI�MFWFM QPMJDZ VTJOH B ੗YFE GBCSJD
 XF

OFFE UP DIFDL UIBU UIF USBOTGPSNBUJPOT PO QBDLFUT QFSGPSNFE JO UIF GBCSJD BSF OPU

��



JO DPO੘JDU XJUI UIF USBOTGPSNBUJPOT QFSGPSNFE BU UIF FEHF� 4PNFUJNFT JU JT QPT�

TJCMF UP DP�PQU ۠TQBSFۡ CJUT JO UIF IFBEFS ੗FME UP FODPEF UIF IJHI�MFWFM QPMJDZ
 CVU

NPSF HFOFSBMMZ JU JT OFDFTTBSZ UP SFMZ PO TPNF GPSN PG UVOOFMJOH� $POWFOJFOUMZ


PQUJDBM OFUXPSLT QSPWJEF B GPSN PG UVOOFMJOH WJB UIFJS PQUJDBM DIBOOFMT�

ۦ &YQSFTTJWFOFTT� $FSUBJO QPMJDJFT DBO CF FYQSFTTFE JO UFSNT PG B ۠POF CJH TXJUDIۡ

BCTUSBDUJPO
 JO XIJDI POMZ JOQVU�PVUQVU CFIBWJPS NB॒FST <��>� #VU PUIFS QPMJ�

DJFT
 TVDI BT OFUXPSL GVODUJPO WJSUVBMJ[BUJPO BOE NJEEMFCPY TFSWJDF DIBJOJOH SF�

RVJSF QBUIT XJUI NVMUJQMF TFHNFOUT
 PS SFRVJSF UIBU QBUIT USBWFSTF DFSUBJO OPEFT�

&EHF/FUॱ१ॺ OBUVSBMMZ TVQQPSUT QPMJDJFT CBTFE PO UIF ۠POF CJH TXJUDIۡ BCTUSBD�

UJPO
 BOE DBO CF FYUFOEFE UP TVQQPSU TFHNFOUFE QBUIT BOE QBUI DPOTUSBJOUT�

य़F SFNBJOEFS PG UIJT DIBQUFS QSFTFOUT BO FYBNQMF PG QSPHSBNNJOH B IFUFSPHFOPVT

OFUXPSL CZ VUJMJ[JOH UIF FEHF�GBCSJD EJTUJODUJPO
 BOE UIFO EFTDSJCFT UIF &EHF/FUॱ१ॺ

GSBNFXPSL BOE UIF UFDIOJRVFT VTFE UP VOSBWFM HMPCBM QSPHSBNT JOUP FEHF QSPHSBNT�
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4

ROADM 
6

ROADM 
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'JHVSF ���� " )ZCSJE /FUXPSL XJUI B 0QUJDBM $PSF BOE B 1BDLFU &EHF
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��� "O &EHF 1SPHSBNNJOH &YBNQMF

"T BO FYBNQMF
 DPOTJEFS UIF IZCSJE OFUXPSL TIPXO JO 'JHVSF ���� य़JT JT UIF TBNF

OFUXPSL BT VTFE JO 4FDUJPO ���
 CVU XJUI BO PQUJDBM DPSF DPNQPTFE PG UXP UXP PQUJ�

DBM DIBOOFMT� POF DPOOFDUJOH QPSU � PO ॸॵ१४ॳ � UP QPSU � PO ॸॵ१४ॳ �
 BOE BOPUIFS

DPOOFDUJOH QPSU � PO ॸॵ१४ॳ � UP QPSU � PO ॸॵ१४ॳ ��
3FDBMM UIBU 4FDUJPO ��� EFTDSJCFT $JSDVJU /FUॱ१ॺۘB QSPHSBNNJOH MBOHVBHF DBQB�

CMF PG EFTDSJCJOH PQUJDBM DIBOOFMT� य़F SFRVJSFE DIBOOFMT DBO CF JNQMFNFOUFE XJUI B

$JSDVJU /FUॱ१ॺ QSPHSBN BT TIPXO JO -JTUJOH ��� CFMPX�

if roadm=4 and port=2 then

channel:=1; (r4:1 => r7:1); (r7:2 => r5:1); port:=2

else if roadm=4 and port=3 then

channel:=2; (r4:1 => r7:1); (r7:3 => r6:1); port:=2

else if roadm=5 and port=2 then

channel:=1; (r5:1 => r7:2); (r7:1 => r4:1); port:=2

else if roadm=6 and port=2 then

channel:=2; (r6:1 => r7:3); (r7:1 => r4:1); port:=3

-JTUJOH ���� 0QUJDBM $IBOOFM $PO੗HVSBUJPO JO $JSDVJU /FUॱ१ॺ

/PUF UIBU BT XJUI /FUॱ१ॺ
 UIF if-then-else DPOTUSVDU DBO CF FODPEFE BT�

JGռ UIFO֋φ FMTF֋ϵ ଦ 	ռ ੁ ֋φ
 � 	મռ ੁ ֋ϵ

0OF QMBVTJCMF TDFOBSJP GPS TVDI B OFUXPSL JT UIBU )PTU � SFQSFTFOUT B GSPOU�FOE GPS

UIF OFUXPSL
 XJUI )PTU � SFQSFTFOUJOH XFC TFSWFST 	८ॺॺॶ
 BOE )PTU � SFQSFTFOUJOH

FNBJM 	ॹॳॺॶ
 TFSWFST� *O UIBU DBTF
 UIF OFUXPSL QPMJDZ XPVME TFOE BMM ८ॺॺॶ USBਖ਼D 	ॺ३ॶ

EFTUJOBUJPO QPSU ��
 GSPN )PTU � POMZ UP )PTU �
 BOE BMM ॹॳॺॶ USBਖ਼D 	ॺ३ॶ EFTUJOBUJPO

QPSU ��
 GSPN )PTU � POMZ UP )PTU ��

5P FYQSFTT UIJT QPMJDZ
 XF OFFE B DPODJTF XBZ PG TQFDJGZJOH QSFEJDBUFT PO QBDLFU

IFBEFS ੗FMET
 BOE GPSXBSEJOH QBUIT UISPVHI UIF OFUXPSL� 'PSUVOBUFMZ
 UIF /FUॱ१ॺ

��



QSPHSBNNJOH MBOHVBHF 	BMTP EFTDSJCFE JO 4FDUJPO ���

 BMMPXT VT UP EP KVTU TP <�>� "

/FUॱ१ॺ QSPHSBN FYQSFTTFT OFUXPSL CFIBWJPS JO UFSNT PG GVODUJPOT PO QBDLFUT� UIBU BSF

DPNQJMFE UP ੘PXUBCMFT GPS ॹ४ॴ�DBQBCMF TXJUDIFT� य़F JOUFOEFE GPSXBSEJOH CFIBWJPS JT

DPODJTFMZ FYQSFTTFE BT B /FUॱ१ॺ QSPHSBN JO -JTUJOH ����

if switch=1 and port=1 and tcpDst=80 then

(s1:1 => s2:1);

else if switch=1 and port=1 and tcpDst=25 then

(s1:1 => s3:1);

else if switch=2 and port=1 then

(s2:1 => s1:1);

else if switch=3 and port=1 then

(s3:1 => s1:1)

-JTUJOH ���� 6TFS 1PMJDZ BT B /FUॱ१ॺ 1SPHSBN

*NQMFNFOUJOH UIJT QPMJDZ PO UIF HJWFO UPQPMPHZ QSFTFOUT TFWFSBM DIBMMFOHFT� 4JODF

SFDPO੗HVSJOH UIF PQUJDBM DIBOOFMT JODVST B MBSHF UJNF QFOBMUZ
 XF TIPVME BWPJE DIBOH�

JOH UIF FYJTUJOH DPSF DPO੗HVSBUJPO JG QPTTJCMF� *O UIBU DBTF
 FWFO UIPVHI UIF VTFS JT POMZ

DPODFSOFE XJUI FOE�UP�FOE CFIBWJPS
 UIFZ XPVME IBWF UP VOEFSTUBOE UIF EFUBJMT PG UIF

PQUJDBM GBCSJD DPO੗HVSBUJPO� य़FO
 JOTUFBE PG UIF DMFBO QPMJDZ TIPXO JO 'JHVSF ���
 UIF

VTFS XPVME IBWF UP NBOVBMMZ NBUDI VQ QBDLFU TXJUDI QPSUT UP UIF PQUJDBM USBOTDFJWFS

QPSUT BOE UIF DIBOOFMT UIFZ DPOOFDU UP� 'JOBMMZ
 UIF VTFS XPVME OFFE UP XSJUF BOPUIFS

QSPHSBNۘFJUIFS JO /FUॱ१ॺ PS EJSFDUMZ BT B GPSXBSEJOH UBCMFۘUIBU PQFSBUFT PO UIF FEHF

TXJUDIFT BOE DPSSFDUMZ JNQMFNFOUT UIF EFTJSFE GPSXBSEJOH CFIBWJPS� "MUIPVHI EPJOH

BMM UIJT JT GFBTJCMF JO QSJODJQMF
 JU JT RVJUF UFEJPVT BOE FSSPS QSPOF QSPDFTTۘNPSFPWFS
 JU

XPVME OFFE UP SFQFBUFE FWFSZ UJNF UIF QPMJDZ DIBOHFT�

'PSUVOBUFMZ
 JO BEEJUJPO UP BMMPXJOH VT UP TQFDJGZ OFUXPSL CFIBWJPS
 UIF /FUॱ१ॺ

MBOHVBHF BOE JUT DPNQJMFS QSPWJEFT UIF UPPMT SFRVJSFE UP BVUPNBUF UIJT SFXSJUJOH� 6T�

��



JOH UIF PQUJDBM GBCSJD QSPHSBN 	TIPXO JO -JTUJOH ���

 XF DBO VOSBWFM UIF VTFS QPMJDZ

JOUP JOHSFTT BOE FHSFTT /FUॱ१ॺ QSPHSBNT UIBU B੖FDU UIF FEHF TXJUDIFT POMZ 	BT TIPXO

JO -JTUJOHT ��� BOE ��� SFTQFDUJWFMZ
� 4FDUJPO ��� EFTDSJCFT IPX /FUॱ१ॺ DPNQJMFS USBOT�

GPSNT QSPHSBNT JOUP EZBETۘQBJST PG QSFEJDBUFT PO QBDLFU IFBEFS ੗FMET BOE NPEJ੗DB�

UJPOT UP BQQMZ UP QBDLFUT� य़F &EHF/FUॱ१ॺ FYUFOTJPO UIFO NBUDIFT EZBET GSPN UIF

QPMJDZ UP UIPTF JO UIF GBCSJD�

if switch=1 and port=1 and tcpDst=80 then

vlanId := 1; port := 2

else if switch=1 and port=1 and tcpDst=25 then

vlanId := 2; port := 3

else if switch=2 and port=1 then

vlanId := 3; port := 2

else if switch=3 and port=1 then

vlanId := 4; port := 2

-JTUJOH ���� (FOFSBUFE /FUॱ१ॺ *OHSFTT 1SPHSBN

if vlanId=1 and switch=3 and port=2 then

strip vlan; port := 1

else if vlanId=2 and switch=2 and port=2 then

strip vlan; port := 1

else if vlanId=3 and switch=1 and port=2 then

strip vlan; port := 1

else if vlanId=4 and switch=1 and port=3 then

strip vlan; port := 1

-JTUJOH ���� (FOFSBUFE /FUॱ१ॺ &HSFTT 1SPHSBN

य़JT VOSBWFMJOH PG B HMPCBM QSPHSBN JOUP B QBJS PG FEHF QSPHSBNT IBT TFWFSBM CFO�

F੗UT� 'JSTU
 UIF VTFS DBO JHOPSF UIF TQFDJ੗D DPO੗HVSBUJPO PG UIF DPSF GBCSJD BOE JOTUFBE

��



USFBU JU BT ۠POF CJH TXJUDIۡ UIBU DPOOFDUT UIF FEHF MPDBUJPOT� *OTUFBE
 UIF VTFS DBO XSJUF

B IJHI�MFWFM
 HMPCBM QSPHSBN BOE MFU UIF &EHF/FUॱ१ॺ DPNQJMFS NBUDI PQUJDBM DIBOOFMT

JO UIF GBCSJD UP QBUIT JNQMJDJUMZ SFRVJSFE CZ UIF HMPCBM QSPHSBN� य़JT BCTUSBDUJPO NFBOT

UIBU EJ੖FSFOU FOUJUJFT DBO CF JO DIBSHF PG NBOBHJOH UIF DPSF BOE UIF FEHF� 'PS FYBNQMF


UIF )PTUT JO UIF FYBNQMF DPVME CF EBUBDFOUFST VOEFS UIF DPOUSPM PG TPNF LJOE PG XFC

TFSWJDF XIJMF UIF GBCSJD JT DPOUSPMMFE CZ B DSPTT�DPVOUSZ ९ॹॶ�

4FDPOE
 BT QBSU PG UIF VOSBWFMJOH QSPDFTT
 BOZ QSFEJDBUFT 	FH�
 tcpDst=80
 PS NPEJ�

੗DBUJPOT TQFDJ੗FE JO UIF QPMJDZ BSF SFMPDBUFE UP UIF FEHF� 8IFOFWFS B QPMJDZ DIBOHFE


POMZ UIF FEHF TXJUDIFT OFFE UP CF VQEBUFE� य़JT SFEVDFT UIF PWFSIFBET BTTPDJBUFE XJUI

JNQMFNFOUJOH QPMJDZ DIBOHFT
 TJODF UIF ॹ४ॴ�DBQBCMF TXJUDIFT DBO CF VQEBUFE GBTUFS

UIBO UIF ॸॵ१४ॳT JO UIF DPSF�

&EHF DPNQJMBUJPO FNCSBDFT UIF VOJRVF GFBUVSFT PG IZCSJE OFUXPSLT UP JODSFBTF UIFJS

QSPHSBNNBCJMJUZ XIJMF QSPWJEJOH JNQPSUBOU CFOF੗UT� य़JT BQQSPBDI DSVDJBMMZ EFQFOET

PO UIF QBUI�PSJFOUFE QSPQFSUJFT PG UIF /FUॱ१ॺ BOE $JSDVJU /FUॱ१ॺ QSPHSBNNJOH MBO�

HVBHFT
 BT EFTDSJCFE JO UIF OFYU TFDUJPO�

��� $PNQJMBUJPO UP UIF &EHF

6OSBWFMJOH HMPCBM OFUXPSL QSPHSBNT JOUP FEHF QSPHSBNT NBLFT VTF PG UIF GFBUVSFT PG

UIF /FUॱ१ॺ QSPHSBNNJOH MBOHVBHF BOE UIF JOUFSNFEJBUF EBUB TUSVDUVSFT PG UIF /FUॱ१ॺ

DPNQJMFS� "T EFTDSJCFE JO 4FDUJPO ���
 /FUॱ१ॺ QSPHSBNT BSF DPNCJOBUJPOT PG QSFEJDBUFT

PO
 PS NPEJ੗DBUJPOT UP
 QBDLFU ੗FMET� #Z USFBUJOH UIF QBDLFU۝T MPDBUJPO JO UIF OFUXPSL

	switch, roadm PS port
 BT B MPHJDBM QBDLFU IFBEFS
 /FUॱ१ॺ DBO CF VTFE UP NPEFM MJOLT

PS QBUIT UISPVHI UIF OFUXPSL�

/FUॱ१ॺ QSPHSBNT BSF DPNQJMFE UP JOUFSNFEJBUF SFQSFTFOUBUJPOT DBMMFE 'PSXBSEJOH

%FDJTJPO %JBHSBNT 	६४४T

 XIJDI BSF VTFE UP HFOFSBUF GPSXBSEJOH UBCMFT GPS TXJUDIFT

SVOOJOH UIF 0QFO'MPX QSPUPDPM <��>� #Z BOBMZ[JOH UIF ६४४ SFQSFTFOUBUJPO PG UIF QSP�

��



HSBN XF DBO QBJS VQ FBDI QSFEJDBUF VTFE UP EJTUJOHVJTI USBਖ਼D DMBTTFT
 BOE UIF DPS�

SFTQPOEJOH NPEJ੗DBUJPOT NBEF UP NBUDIJOH QBDLFUT� 8F DBMM FBDI TVDI QBJS B EZBE�

4JODF TXJUDI BOE QPSU MPDBUJPO BSF MPHJDBM ੗FMET JO QBDLFU IFBEFST
 UIF DPMMFDUFE QSFEJ�

DBUFT JODMVEF UIF TUBSUJOH MPDBUJPO
 BOE NPEJ੗DBUJPOT JODMVEF UIF EFTUJOBUJPO MPDBUJPO�

य़VT FBDI EZBE EFOPUFT UIF TPVSDF BOE TJOL PG B QBSUJDVMBS USBਖ਼D DMBTT�

1FSGPSNJOH UIJT BOBMZTJT PO UIF VTFS QPMJDZ HJWFT VT UIF SFRVJSFE TPVSDFT BOE TJOLT

PG FBDI USBਖ਼D DMBTT� य़F TBNF BOBMZTJT PO UIF GBCSJD HJWFT VT TPVSDFT BOE TJOLT PG FBDI

QBUI QSPWJEFE CZ GBCSJD� य़F SFRVJSFE FOE�QPJOUT DBO CF NBUDIFE UP UIF QSPWJEFE QBUIT

VTJOH B OVNCFS PG NFUIPET
 JODMVEJOH B TJNQMF HSBQI BMHPSJUINT PS B USBOTMBUJPO UP B

MJOFBS QSPHSBNNJOH QSPCMFN�

0ODF QPMJDZ FOE�QPJOUT BSFNBUDIFE UP GBCSJD QBUIT
 XF OFFE UP EJTUJOHVJTINVMUJQMF

QPMJDZ USBਖ਼D DMBTTFT UIBU BSF TFOU BDSPTT UIF TBNF GBCSJD QBUIT� "U UIF EFTUJOBUJPO


XF NBZ OFFE UP TFQBSBUF UIFN PVU BHBJO
 FJUIFS UP GPSXBSE PVU EJ੖FSFOU QPSUT
 PS UP

NPEJGZ IFBEFS ੗FMET JO EJ੖FSFOU XBZT� 5P EP UIJT
 UIF JOHSFTT QSPHSBN VTFT UIF QPMJDZ۝T

QSFEJDBUFT UP NBUDI JODPNJOH USBਖ਼D BOE BQQMJFT B VOJRVF UBH 	FJUIFS ॼॲ१ॴ PS ॳॶॲॹ
 UP

FBDI QBDLFU CFGPSF GPSXBSEJOH UP QPSUT UIBU NBUDI TVJUBCMF QBUIT JO UIF GBCSJD 	BT JO

-JTUJOH ���
� $POWFSTFMZ
 UIF FHSFTT QSPHSBN NBUDIFT PO UIF UBH BU FEHF MPDBUJPOT UP

QFSGPSN QPMJDZ�TQFDJ੗FE NPEJ੗DBUJPOT BOE ੗OBM GPSXBSEJOH 	BT JO -JTUJOH ���
�

����� 'PSXBSEJOH %FDJTJPO %JBHSBNT BOE %ZBET

/FUॱ१ॺ QSPHSBNT DBO CF DPNQJMFE UP BO JOUFSNFEJBUF SFQSFTFOUBUJPO DBMMFE B 'PSXBSE�

JOH %FDJTJPO %JBHSBN 	६४४
 <��>� ६४४T BSF HFOFSBMJ[BUJPOT PG TUSVDUVSFT DBMMFE CJOBSZ

EFDJTJPO EJBHSBNT <�>� य़FZ BSF USFFT XIFSF JOUFSOBM OPEFT SFQSFTFOU UFTUT PO QBDLFU

IFBEFST
 FBDI XJUI B ۠USVFۡ BOE B ۠GBMTFۡ CSBODI� -FBG OPEFT BSF TFUT PG NPEJ੗DBUJPOT UP

QBDLFU IFBEFST� 'JHVSF ��� TIPXT BO FYBNQMF /FUॱ१ॺ QSPHSBN BOE UIF ६४४ JU HFOFSBUFT�

" MFBG OPEF JO UIF ६४४ JT B TFU PG BDUJPOT
 EFOPUFE \Ԑφ
w 
 Ԑֆ^� "O BDUJPO Ԑ NBQT

��



if src=11.1.1.1 then
(if dst=10.0.0.1 then port:=1
else if dst=10.0.0.2 then port:=2
else false)

else
false

src�11ӳ1ӳ1ӳ1
dst�10ӳ0ӳ0ӳ1

dst�10ӳ0ӳ0ӳ2
pt݁1pt݁2dropᅫ ᅬમsrc�11�1�1�1 ESPQ

src�11�1�1�1 ૑ મdst�10�0�0�2 ૑ મdst�10�0�0�1 ESPQ
src�11�1�1�1 ૑ dst�10�0�0�1 pt݁1

src�11�1�1�1 ૑ dst�10�0�0�2 ૑ મdst�10�0�0�1 pt݁2

'JHVSF ���� &YBNQMF /FUॱ१ॺ QSPHSBN
 '%%
 BOE EZBET�

੗FMET UP WBMVFT� \ԕφ݁ԝφ
w 
 ԕֆ݁ԝֆ^ XJUI FBDI ੗FME PDDVSJOH BU NPTU PODF� "O JO�

UFSOBM OPEF
 XSJ॒FO 	f �ԝ ԓφ ੃ ԓϵ

 JT TQFDJ੗FE CZ B UFTU f �ԝ BOE UXP TVC�EJBHSBNT�

*G UIF QBDLFU TBUJT੗FT UIF UFTU
 UIF USVF CSBODI 	ԓφ
 JT FWBMVBUFE
 PUIFSXJTF UIF GBMTF

CSBODI 	ԓϵ
 JT FWBMVBUFE� ६४४T BMTP TBUJTGZ XFMM�GPSNFEOFTT KVEHNFOUT FOTVSJOH UIBU

UFTUT BQQFBS JO B DPOTJTUFOU PSEFS BOE EP OPU DPOUSBEJDU QSFWJPVT UFTUT UP UIF TBNF ੗FME�

य़F /FUॱ१ॺ QSJNJUJWFT true 
 false 
 BOE f ݁ԝ BMM DPNQJMF UP TJNQMF MFBG OPEFT� य़F

FNQUZ BDUJPO TFU \^ ESPQT BMM QBDLFUT
 XIJMF UIF TJOHMFUPO BDUJPO TFU \\^^ DPOUBJOT

UIF JEFOUJUZ BDUJPO \^
 XIJDI DPQJFT QBDLFUT VODIBOHFE� /FUॱ१ॺ UFTUT f �ԝ DPNQJMF

UP B DPOEJUJPOBM XIPTF CSBODIFT BSF UIF ६४४T GPS true BOE false SFTQFDUJWFMZ� य़F

VOJPO PQFSBUPS 	ԓφ � ԓϵ
 USBWFSTFT ԓφ BOE ԓϵ BOE UBLFT UIF VOJPO PG UIF BDUJPO TFUT BU

UIF MFBWFT� 4FRVFOUJBM DPNQPTJUJPO 	ԓφ ੁ ԓϵ
 NFSHFT UXP QBDLFU�QSPDFTTJOH GVODUJPOT

JOUP B TJOHMF GVODUJPO� य़F ६४४ ,MFFOF TUBS PQFSBUPS ԓ੟ JT EF੗OFE VTJOH B ੗YFE�QPJOU

DPNQVUBUJPO
 BOE UIF XFMM�GPSNFEOFTT DPOEJUJPOT PO ६४४T FOTVSF UIBU TVDI B ੗YFE

QPJOU FYJTUT� य़F DPNQJMBUJPO QSPDFTT
 JODMVEJOH UIF XFMM�GPSNFEOFTT DPOEJUJPOT
 JT

EFTDSJCFE JO EFUBJM JO UIF PSJHJOBM QBQFS PO UIF /FUॱ१ॺ DPNQJMFS <��>�

" EFQUI�੗STU TFBSDI PWFS UIF ६४४ MFUT VT DPMMFDU VQ QBJST PG QSFEJDBUFT 	UIF DPO�

KVODUJPO PG JOUFSOBM OPEFT
 EFOPUFE ᅫ
 BOE DPSSFTQPOEJOH NPEJ੗DBUJPOT 	B MFBG OPEF


��



EFOPUFE ᅬ
 UIBU FODPEF UIF JOQVU�PVUQVU CFIBWJPS PG UIF QSPHSBN� य़BU JT
 CZ DPN�

QJMJOH B /FUॱ१ॺ QSPHSBN UP BO ६४४
 XF DBO FBTJMZ QSPEVDF B DPNQBDU SFQSFTFOUBUJPO

PG JUT GPSXBSEJOH CFIBWJPS UIBU DBO CF VTFE GPS GVSUIFS BOBMZTJT� 8F DBMM FBDI QBJS PG

B QSFEJDBUF ᅫ BOE JUT DPSSFTQPOEJOH NPEJ੗DBUJPOT ᅬ B EZBE� 4JODF UIF BOBMZTJT GPSN

JODMVEFT UIF UPQPMPHZ BOE JOHSFTT BOE FHSFTT QSFEJDBUFT
 ᅫ JODMVEFT UIF TUBSUJOH TXJUDI

BOE QPSU
 BOE ᅬ JODMVEFT UIF EFTUJOBUJPO TXJUDI BOE QPSU� य़VT B EZBE DBQUVSFT UIF

TPVSDF BOE TJOL PG BMM USBਖ਼D TBUJTGZJOH B HJWFO QSFEJDBUF�

'JHVSF ��� TIPXT B TJNQMF /FUॱ१ॺ QSPHSBN
 UIF DPSSFTQPOEJOH ६४४ BOE UIF HFOFS�

BUFE EZBET� य़FSF BSF GPVS QBUIT GSPN UIF SPPU OPEF PG UIF ६४४ UP B MFBG� य़F UXP MFॏ�

NPTU QBUIT MFBE UP B drop OPEF� य़F SJHIUNPTU QBUI DIFDLT UIF TPVSDF ९ॶ src=11.1.1.1

BOE EFTUJOBUJPO ९ॶ dst=10.0.0.1 BOE GPSXBSET PVU QPSU �� य़F SFNBJOJOH QBUI DIFDLT

UIF TPVSDF BOE EFTUJOBUJPO ९ॶ BEESFTTFT
 NVTU BMTP DIFDL GPS UIF OFHBUJPO PG UIF QSFWJ�

PVT EFTUJOBUJPO ९ॶ BEESFTT�

1FSGPSNJOH UIJT BOBMZTJT PO UIF VTFS QPMJDZ HJWFT VT UIF SFRVJSFE TPVSDFT BOE TJOLT

PG FBDI USBਖ਼D DMBTT� य़F TBNF BOBMZTJT PO UIF GBCSJD HJWFT VT TPVSDFT BOE TJOLT PG FBDI

QBUI QSPWJEFE CZ GBCSJD� य़F &EHF/FUॱ१ॺ DPNQJMFS MFWFSBHFT UIF ६४४ TUSVDUVSF BOE UIF

EZBET EFSJWFE GSPN UIFN UP EFUFSNJOF IPX SFRVJSFE GVODUJPOBMJUZ DBO CF NBQQFE POUP

BO FYJTUJOH GBCSJD�

����� #BTJD &EHF $PNQJMBUJPO

य़F &EHF/FUॱ१ॺ DPNQJMFS TUBSUT XJUI B OFUXPSL QPMJDZ BOE HFOFSBUFT FEHF DPO੗HV�

SBUJPOT UIBU MFWFSBHF UIF GBCSJD GPS DPOOFDUJWJUZ� य़F DPNQJMFS UBLFT BT JOQVUT B OFU�

XPSL QPMJDZ BOE B GPSXBSEJOH GBCSJD 	CPUI FYQSFTTFE BT /FUॱ१ॺ QSPHSBNT

 BOE B TFU PG

FEHF TXJUDIFT UP UBSHFU� "EEJUJPOBMMZ
 UIF DPNQJMFS BTTVNFT LOPXMFEHF PG UIF QIZTJDBM

UPQPMPHZ
 TVDI BT UIF JOHSFTT�FHSFTT QSFEJDBUFT GPS CPUI UIF QPMJDZ BOE GBCSJD� 'SPN

UIFTF JOQVUT
 UIF DPNQJMFS HFOFSBUFT JOHSFTT BOE FHSFTT /FUॱ१ॺ QSPHSBNT
 XJUI UIF

��



GPMMPXJOH QSPQFSUJFT�

�� &EHF JNQMFNFOUBUJPO� #PUI QSPHSBNT DBO CF JNQMFNFOUFE FOUJSFMZ PO FEHF

TXJUDIFTۘJ�F�
 BOZ switch QSFEJDBUFT JO UIF HFOFSBUFE QSPHSBNT POMZ NBUDI FEHF

TXJUDIFT�

�� *OHSFTT DMBTTJ॑DBUJPO� य़F JOHSFTT QSPHSBN JNQMFNFOUT UIF TBNF USBਖ਼D DMBT�

TJ੗DBUJPO BT UIF VTFS QPMJDZۘJ�F�
 UIF VOJPO PG BMM UIF ᅫT EFSJWFE GSPN UIF VTFS

QPMJDZ۝T ६४४�

�� &HSFTT NPEJ॑DBUJPO� य़F FHSFTT QSPHSBN JNQMFNFOUT UIF TBNF NPEJ੗DBUJPOT

UP QBDLFU IFBEFS ੗FMET BT UIF VTFS QPMJDZۘJ�F�
 GPS FBDI ᅫ JNQMFNFOUFE CZ UIF

JOHSFTT QSPHSBN
 UIF FHSFTT QSPHSBNNVTU BQQMZ UIF DPSSFTQPOEJOH ᅬ UP UIF TBNF

USBਖ਼D DMBTT�

�� 'BCSJD USBOTJU� 'SPN FBDI 	ᅫ
 ᅬ
 QBJS EFSJWFE GSPN UIF QPMJDZ۝T ६४४
 UIF GBCSJD

GPSXBSET GSPN UIF TPVSDF MPDBUJPO JO ᅫ UP UIF TJOL MPDBUJPO JO ᅬ�
5PHFUIFS
 UIFTF QSPQFSUJFT FOTVSF B ۠POF CJH TXJUDIۡ BCTUSBDUJPO <��>ۘB DPNCJOB�

UJPO PG FEHF QSPHSBN BOE GBCSJD JT FRVJWBMFOU UP B QPMJDZ QSPHSBN JG UIFZ QSPEVDF UIF

TBNF JOQVU�PVUQVU CFIBWJPS� 'PSNBMMZ
 JG ԕ BOE ԟ BSF UIF /FUॱ१ॺ QSPHSBNT GPS UIF GBC�

SJD BOE QPMJDZ
 UIFO ᅿց � <<ԕ>>
 ᅿ֋ � <<ԟ>> EFOPUFT UIF DPSSFTQPOEJOH QBDLFU GPSXBSEJOH

GVODUJPOT BDDPSEJOH UP UIF /FUॱ१ॺ TFNBOUJDT JO 'JHVSF ���� य़F EFTJSFE FEHF GPSXBSE�

JOH GVODUJPOT BSF HJWFO CZ ᅿք 	GPS JOHSFTT

 BOE ᅿ֊ 	GPS FHSFTT
� 8F DMBJN UIBU UIF

DPSSFDUOFTT DPOEJUJPO GPS B DPNQJMFS JNQMFNFOUJOH UIF ۠POF CJH TXJUDIۡ BCTUSBDUJPO JT

DBQUVSFE CZ UIF GPMMPXJOH FRVJWBMFODF�ᅿք r ᅿց r ᅿ֊ ଉ ᅿ֋
0VS DPNQJMFS DPNQVUFT QSPHSBNT Ԙ BOE Ԟ TVDI UIBU ᅿք � <<Ԙ>> BOE ᅿ֊ � <<Ԙ>>
 PS GBJMT JG
OP TVDI QSPHSBNT FYJTU�

��



य़F /FUॱ१ॺ DPNQJMFS HFOFSBUFT 'PSXBSEJOH %FDJTJPO %JBHSBNT GPS CPUI UIF GBCSJD

BOE VFST QSPHSBNT� #Z JUFSBUJOH UISPVHI UIF ६४४
 XF DPOWFSU FBDI QSPHSBN UP B TFU PG

EZBETۘQBJST PG QSFEJDBUFT 	ᅫ
 BOE NPEJ੗DBUJPOT 	ᅬ
� 3FDBMM GSPN 4FDUJPO ����� UIBU ᅫ
JODMVEFT UIF TUBSUJOH TXJUDI BOE QPSU 	TPVSDFT

 BOE ᅬ JODMVEFT UIF EFTUJOBUJPO TXJUDI

BOE QPSU 	TJOLT
� *O PSEFS UP DPSSFDUMZ JNQMFNFOU B QPMJDZ VTJOH BO FYJTUJOH GBCSJD
 UIF

TPVSDFT BOE TJOLT SFRVJSFE CZ UIF QPMJDZ۝T EZBET OFFE UP CF NBUDIFE UP UIPTF QSPWJEFE

CZ UIF GBCSJD� य़F DPNQJMFS VTFT UXP BQQSPBDIFT UP TPMWJOH UIJT TFMFDUJPO QSPCMFN�

य़F ੗STU BQQSPBDI JT CBTFE PO TJNQMF HSBQI BMHPSJUINT� य़F DPNQJMFS DPOTUSVDUT

B DPOOFDUJWJUZ HSBQI Ӽ XIFSF UIF OPEFT BSF UIF TPVSDFT BOE TJOLT PG UIF VTFS QPMJDZ�

य़FSF JT BO FEHF CFUXFFO UXP OPEFT JG UIFZ BSF DPOOFDUFE WJB B QBUI JO UIF GBCSJD�

8F EFUFSNJOF UIJT CZ JUFSBUJOH UISPVHI UIF 	ᅫ
 ᅬ
 QBJST GPS UIF GBCSJD
 BOE BEEJOH BO

FEHF UP Ӽ JG UIF ᅫ DPOUBJOT 	PS JT POF IPQ BXBZ GSPN
 B TPVSDF BOE UIF DPSSFTQPOEJOHᅬ DPOUBJOT UIF TJOL 	PS JT POF IPQ BXBZ GSPN JU
� 5P DPOOFDU B TPVSDF BOE TJOL
 UIF

DPNQJMFS DIFDLT XIFUIFS UIFSF JT BO FEHF CFUXFFO UIFN JO Ӽ�

य़F TFDPOE BQQSPBDI JT CBTFE PO B GPSNVMBUJPO BT B MJOFBS QSPHSBNNJOH QSPCMFN

XIPTF TPMVUJPO TFMFDUT B GBCSJD EZBE UP JNQMFNFOU FBDI QPMJDZ EZBE� य़F DPNQJMFS

HFOFSBUFT B TFRVFODF PG WBSJBCMFT ԋքӴօ EFOPUJOH UIF QPTTJCJMJUZ PG QPMJDZ EZBE Ԙ VTJOH UIF
GBCSJD EZBE ԙ� *G UIF FOEQPJOUT PG QPMJDZ EZBE Ԙ BOE UIF GBCSJD EZBE ԙ BSF OPU JEFOUJDBM
	PS BEKBDFOU

 UIFO UIFSF JT B DPOTUSBJOU MJNJUJOH ԋքӴօ � �� *O UIF CBTJD DBTF
 B TJOHMF

GBCSJD EZBE JT DIPTFO UP JNQMFNFOU FBDI QPMJDZ EZBE� य़JT JT FOGPSDFE CZ B DPOTUSBJOU௴օ୮GBCSJDԋքӴօ � � GPS FBDI QPMJDZ EZBE ԙ� य़F GVMM MJOFBS QSPHSBNNJOH GPSNVMBUJPO JT HJWFO

JO 'JHVSF ����

6TJOH B MJOFBS QSPHSBNNJOH GPSNVMBUJPO JT NPSF QPXFSGVM UIBO JT TUSJDUMZ OFFEFE


CVU JU BMMPXT GPS CF॒FS FYUFOTJCJMJUZ� 5P JODMVEF BEEJUJPOBM GFBUVSFT TVDI BT QBUI DPO�

TUSBJOUT
 TJNQMZ SFRVJSFT BEEJOH NPSF WBSJBCMFT BOE DPOTUSBJOUT UP UIF MJOFBS QSPHSBN�

NJOH QSPCMFN� 8JUIPVU JU
 UIF DPNQJMFS XPVME OFFE DVTUPN BOBMZTFT PWFS UIF EZBET PS

��



&MFNFOU %F੗OJUJPO

*OQVU 1 1PMJDZ EZBET
 JOEFYFE CZ Ԙ
' 'BCSJD EZBET
 JOEFYFE CZ ԙ
TSD	ԓ
 " GVODUJPO 	%ZBE ݂ TXJUDI

ETU	ԓ
 " GVODUJPO 	%ZBE ݂ TXJUDI


(FOFSBUFE ԋքӴօ 1PMJDZ EZBE Ԙ QPTTJCMZ JNQMFNFOUFE CZ GBCSJD EZBE ԙ
0VUQVU ԋքӴօ � � 1PMJDZ EZBE Ԙ JNQMFNFOUFE CZ GBCSJD EZBE ԙ

.JOJNJ[F � TJODF XF BSF OPU QFSGPSNJOH BOZ PQUJNJ[BUJPO
TVDI UIBU ૞Ԙ ୮ 1 ௴օ୮'ԋքӴօ � �૞Ԙ ୮ 1
 ૞ԙ ୮ ' TSD	ԅք
 ଈ TSD	ӻօ
 ૒ ETU	ԅք
 ଈ ETU	ӻօ
�ԋքӴօ � � 	PS ESPQ ԋքӴօ GSPN UIF QSPCMFN


'JHVSF ���� %ZBE TFMFDUJPO BT BO MJOFBS QSPHSBNNJOH QSPCMFN�

UIF DPOOFDUJWJUZ HSBQI GPS UIF TBNF GVODUJPOBMJUZ� /PUF BMTP UIBU UIF HFOFSJD PCKFDUJWF

GVODUJPO VTFE IFSF DPVME CF SFQMBDFE XJUI OFUXPSL�TQFDJ੗D PCKFDUJWFT�

"ॏFS B TVJUBCMF GBCSJD EZBE JT GPVOE GPS FBDI QPMJDZ EZBE
 UIF ੗OBM TUFQ JT UP HFOFSBUF

JOHSFTT BOE FHSFTT QSPHSBNT UIBU JNQMFNFOU UIF QPMJDZ VTJOH UIF GBCSJD� &BDI ᅫ JO UIF

QPMJDZ JT VTFE BT UIF QSFEJDBUF GPS B GPSXBSEJOH SVMF PO UIF TPVSDF TXJUDI
 BOE HFOFSBUF

PVUQVU BDUJPOT GPS UIF SVMF JO UXP TUFQT� "U UIF TPVSDF
 TJODF NPSF UIBO POF TUSFBN PG

USBਖ਼D NBZ UBLF UIF TBNF QBUI UISPVHI UIF GBCSJD
 UIF JOHSFTT QSPHSBN B॒BDIFT B UBH

	FH
 B ॼॲ१ॴ UBH
 VOJRVF UP UIJT ᅫ UP FBDI QBDLFU� य़F DPMMFDUJPO PG UIFTF GPSXBSEJOH

SVMFT GPSN UIF SFRVJSFE JOHSFTT QSPHSBN� 4JNJMBSMZ
UIF DPSSFTQPOEJOH ᅬ JT JOTUBMMFE PO

UIF DPSSFTQPOEJOH TJOL
 NPEJ੗FE UP BDU POMZ PO USBਖ਼D NBUDIJOH UIF UBH B॒BDIFE CZ

UIF TPVSDF� य़FTF NPEJ੗FE ᅬT GPSN UIF FHSFTT QSPHSBN�

��



��� &YUFOTJPOT UP &EHF $PNQJMBUJPO

����� 4FHNFOUFE 1BUI $PNQJMBUJPO

य़F ۠POF CJH TXJUDIۡ BCTUSBDUJPO BMMPXT OFUXPSL BENJOJTUSBUPST UP TQFDJGZ UIF FOE�

QPJOUT PG B QBSUJDVMBS DMBTT PG USBਖ਼D� " OBUVSBM FYUFOTJPO JT UP BMMPX TQFDJGZJOH BO

FOUJSF QBUI
 	F�H�
 Ԣφ ࠴ Ԣϵ ࠴ Ԣϯ
 JOTUFBE PG KVTU B TPVSDF�TJOL QBJS� 4VDI B TFHNFOUFE

QBUI DPOOFDUT JOUFSNFEJBUF OPEFT UIBU BSF QBSU PG UIF VTFS�DPOUSPMMFE FEHF� 'PS FBDI

OFJHICPSJOH QBJS PG OPEFT JO UIF DIBJO
 UIF DPNQJMFS XPVME IBWF UP ੗OE B DPOOFDUJOH

TFHNFOU UISPVHI UIF GBCSJD� य़F TFHNFOUT BSF UIFO DIBJOFE UPHFUIFS UP DPOTUSVDU UIF

XIPMF QBUI� +VTU BT JO EZBE NBUDIJOH
 B VOJRVF UBH 	F�H�
 B ॼॲ१ॴ UBH
 EJ੖FSFOUJBUFT

USBਖ਼D DMBTTFT BOE USBDL UIFN BDSPTT TFHNFOUT� "O JOHSFTT QSPHSBN UIBU NBUDIFT UIF

QPMJDZ۝T ᅫ BOE B॒BDIFT UIF BQQSPQSJBUF UBH JT JOTUBMMFE BU UIF TUBSU PG UIF QBUI� "U FBDI

JOUFSNFEJBUF OPEF
 USBਖ਼D JT TFOU GSPN UIF GBCSJD UP UIF FEHF TXJUDI
 BOE JOTUBMM CPVODF

QSPHSBNT UIBU FYBNJOF UIF UBH BOE SFUVSO USBਖ਼D UP UIF GBCSJD� 'JOBMMZ
 BO FHSFTT QSP�

HSBN BU UIF FOE NBUDIFT UIF UBH BOE BQQMJFT NPEJ੗DBUJPOT BDDPSEJOH UP UIF QPMJDZ۝T ᅬ�
/PUF UIBU SVMFT BSF JOTUBMMFE POMZ PO UIF SFMFWBOU FEHF TXJUDIFT
 XJUIPVU NPEJGZJOH UIF

GBCSJD DPOOFDUJOH UIFN� य़VT UIF DPSF PG UIF OFUXPSL DBO SFNBJO TUBUJD
 SFEVDJOH UIF

PWFSIFBE JO DIBOHJOH OFUXPSL QPMJDZ�

4FHNFOUFE QBUIT BSF TJNQMZ BO FYUFOEFE GPSN PG EZBE NBUDIJOH� य़F DPNQJMFS

੗OET B GBCSJD EZBE UP DBSSZ UIF USBਖ਼D JO CFUXFFO FBDI DPOTFDVUJWF QBJS PG QPJOUT� य़F

ॲॶ CBDL�FOE JT FYUFOEFEXJUI TPNF BEEJUJPOBM CPPLLFFQJOH UP SFVTF UIF TBNF UBH BDSPTT

FBDI TFHNFOU
 BOE UIFO BQQMZ UIF QSPQFS NPEJ੗DBUJPOT BU UIF FOE� /FUॱ१ॺ DBO BMSFBEZ

EFTDSJCF QBUIT CZ TQFDJGZJOH FBDI IPQ
 BT TIPXO JO PVS NPUJWBUJOH FYBNQMF JO -JTUJOH

���� य़JT FYUFOTJPO BMMPXT VT UP UP EFTDSJCF HFOFSBM QBUIT XIJMF MF॒JOH UIF DPNQJMFS

EFUFSNJOF UIF TQFDJ੗D IPQT� 4VDI QPMJDJFT BSF VTFGVM GPS BQQMJDBUJPOT JOWPMWJOH TFS�

WJDF DIBJOJOH BOE NJEEMFCPYFTۘF�H�
 OFUXPSL GVODUJPOT TVDI BT ੗SFXBMMT BOE JOUSV�

��



if dst=backend and tcpDst=80 then
frontend ==> firewall ==> backend

else if dst=backend and tcpDst=22 then
frontend ==> backend

else if dst=frontend then
backend ==> frontend

-JTUJOH ���� .VMUJ�TFHNFOU QSPHSBN GPS BQQMZJOH B ੗SFXBMM�

if switch=2 and port=1 and dst=frontend then
vlanId := 3; port := 2

else if switch=1 and port=1 and
tcpDst=22 and dst=backend then

vlanId := 2; port := 3
else if switch=1 and port=1 and

tcpDst=80 and dst=backend then
vlanId := 1; port := 2

if vlanId=3 and switch=1 and port=3 then
strip vlan; port := 1

else if vlanId=2 and switch=3 and port=2 then
strip vlan; port := 1

else if vlanId=1 and switch=2 and port=2 then
strip vlan; port := 1

else if vlanId=1 and switch=3 and port=2 then
strip vlan; port := 1

-JTUJOH ���� *OHSFTT BOE FHSFTT QSPHSBN GPS ੗SFXBMM BQQMJDBUJPO�

TJPO EFUFDUJPO BSF JNQMFNFOUFE PO OPEFT BU WBSJPVT QPJOUT JO UIF OFUXPSL
 BOE TJNQMFS

TXJUDIFT JO UIF DPSF PG UIF OFUXPSL NPWF USBਖ਼D UP UIF SFRVJSFE QSPDFTTJOH OPEFT�

'PS FYBNQMF
 -JTUJOH ��� TIPXT B /FUॱ१ॺ QSPHSBN UIBU EJSFDUT 8FC SFRVFTUT GSPN B

GSPOU�FOE UP B CBDL�FOE UISPVHI UIF ੗SFXBMM
 CVU ॹॹ८ USBਖ਼D BOE USBਖ਼D GSPN CBDL�FOE UP

GSPOU�FOE DBO QBTT EJSFDUMZ UISPVHI� "O PQUJDBM GBCSJD TJNJMBS UP UIBU JO 'JHVSF ��� DPVME

TVQQPSU UIJT QSPHSBN
 XJUI UIF ੗SFXBMM
 GSPOU�FOE BOE CBDLFOE SFQMBDJOH UIF IPTUT� य़F

GBCSJD QSPHSBN XPVME CF TJNJMBS UP -JTUJOH ���� -JTUJOH ��� TIPXT HFOFSBUFE JOHSFTT BOE

FHSFTT QSPHSBNT� 7-"/ UBHT BSF VTFE UP TFQBSBUF EJ੖FSFOU USBਖ਼D DMBTTFT� 8F BTTVNF

UIBU UIF JOUFSNFEJBUF OPEFT SFRVJSF UIF PSJHJOBM USBਖ਼D
 XJUIPVU UBHT� य़FSFGPSF UBHT

BSF SFNPWFE BOE SFBQQMJFE BU UIF FOE PG FWFSZ TFHNFOU�

��



����� $PNQJMBUJPO 8JUI 1BUI $POTUSBJOUT

&MFNFOU %F੗OJUJPO

*OQVU

1 1PMJDZ EZBET
 JOEFYFE CZ Ԙ
' 'BCSJD EZBET
 JOEFYFE CZ ԙ
TSD	ԓ
 'VODUJPO� %ZBE ݂ TPVSDF TXJUDI
ETU	ԓ
 'VODUJPO� %ZBE ݂ TJOL TXJUDI
QBUI	ԓ
 'VODUJPO� 'BCSJD EZBE ݂ OPEFT PO QBUI
QDT	ԓ
 'VODUJPO� 1PMJDZ EZBE ݂ QBUI DPOTUSBJOUTԃ։Ӵօ 'BCSJD OPEFT ԝ VTFE CZ EZBE ԙ

(FOFSBUFE ԋքӴօ %ZBE Ԙ QPTTJCMZ JNQMFNFOUFE CZ EZBE ԙ
0VUQVU ԋքӴօ � � %ZBE Ԙ JNQMFNFOUFE CZ EZBE ԙ

.JOJNJ[F � TJODF UIFSF JT OP
PQUJNJ[BUJPO

TVDI UIBU૞Ԙ ୮ 1 ௴օ୮'ԋքӴօ � �૞Ԙ ୮ 1
 ૞ԙ ୮ ' ௴։୮֋վ֎	ք
 ԃ։Ӵօ � ]ԟԒԢ	Ԙ
] � ԋքӴօ � �૞Ԙ ୮ 1
 ૞ԙ ୮ ' TSD	ԅք
 ଈ TSD	ӻօ
૒ ETU	ԅք
 ଈ ETU	ӻօ
 � ԋքӴօ � �
'JHVSF ���� %ZBE TFMFDUJPO XJUI QBUI DPOTUSBJOUT BT B MJOFBS QSPHSBNNJOH QSPCMFN�

4FHNFOUFE QBUIT BMMPX UIF QPMJDZ UP EJSFDU USBਖ਼D BDSPTTNVMUJQMF QPJOUT PO UIF FEHF�

)PXFWFS UIFZ EP OPU QSPWJEF BOZ DPOUSPM PWFS IPX UIF GBCSJD JT VUJMJ[FEۘUIF DPNQJMFS

DIPPTFT BOZ BWBJMBCMF GBCSJD EZBE XJUI NBUDIJOH FOE�QPJOUT� 'JOFS�HSBJOFE DPOUSPM

DBO CF FYQPTFE CZ JODPSQPSBUJOH QBUI DPOTUSBJOUTۘJ�F�
 JOTUFBE PG BMMPXJOH BSCJUSBSZ

JOUFSNFEJBUF OPEFT PO UIF QBUI UIBU JNQMFNFOUT B QPMJDZ
 XF BMMPX UIF QSPHSBNNFS UP

TQFDJGZ B OVNCFS PG BEEJUJPOBM QPJOUT PO UIF QBUIT UIBU USBਖ਼D NVTU QBTT UISPVHI� 5P

੗OE B NBUDIJOH GBCSJD EZBE
 XF OFFE UP DPOTJEFS UIF FOUJSF QBUI SFQSFTFOUFE CZ UIF

EZBE
 OPU KVTU UIF FOEQPJOUT� 0OMZ UIF GBCSJD EZBET XIPTF QBUIT DPOUBJO UIF SFRVJSFE

OVNCFS PG JOUFSNFEJBUF OPEFT DBO CF VTFE UP DBSSZ UIF QPMJDZ USBਖ਼D� य़JT GPSN PG

QBUI DPOTUSBJOU JT QBSUJDVMBSMZ VTFGVM JO UIF PQUJDBM EPNBJOۘPQUJDBM TJHOBMT OFFE UP CF

��



SFHFOFSBUFE BॏFS CFJOH USBOTNJ॒FE GPS B DFSUBJO EJTUBODF� #VU TJODF SFHFOFSBUPST BSF

NPSF FYQFOTJWF
 POMZ B DFSUBJO OVNCFS PG OPEFT JO FBDI QBUI DBO CF SFHFOFSBUPST�

#Z TQFDJGZJOH UIBU UIF BQQSPQSJBUF SFHFOFSBUPST NVTU CF WJTJUFE BT QPJOUT PO UIF QBUI


B QPMJDZ DBO FOTVSF UIBU USBਖ਼D XJMM SFBDI JUT EFTUJOBUJPO BॏFS CFJOH SFHFOFSBUFE UIF

BQQSPQSJBUF OVNCFS PG UJNFT�

4UBSUJOH GSPN UIF MJOFBS QSPHSBNNJOH GPSNVMBUJPO EFTDSJCFE JO 4FDUJPO �����
 UIF

&EHF/FUॱ१ॺ DPNQJMFS BEET NPSF DPOTUSBJOUT UP DBQUVSF UIF GBCSJD۝T QSPWJEFE QBUIT BOE

UIF QPMJDZ۝T SFRVJSFE JOUFSNFEJBUF OPEFT� 'JSTU
 XF VTF UIF /FUॱ१ॺ DPNQJMFS GSBNFXPSL

UP QSPEVDF B NBQQJOH GSPN GBCSJD EZBET UP QBUIT 	UIF ԟԐԣԗ	ԓ
 GVODUJPO JO 'JHVSF ���
�

य़JT DBO CF EPOF CZ TZNCPMJDBMMZ FYFDVUJOH UIF /FU,"5 QSPHSBN XJUI SFTQFDU UP UIF

HJWFO EZBE� य़F QPMJDZ BMTP QSPEVDFT B NBQQJOH GSPN QPMJDZ EZBET UP UIF JOUFSNFEJBUF

OPEFT SFRVJSFE GPS FBDI EZBE� य़JT JT SFQSFTFOUFE CZ UIF ԟԒԢ	ԓ
 GVODUJPO JO 'JHVSF ���

&BDI EZBE ԙ
 BOE OPEF ԝ JO UIF GBCSJD JT SFQSFTFOUFE BT B WBSJBCMF ԃ։Ӵօ� 3FDBMM UIBU
JO UIF PSJHJOBM MJOFBS QSPHSBNNJOH GPSNVMBUJPO JODMVEFT WBSJBCMFT ԋքӴօ SFQSFTFOUJOH

UIF QPTTJCJMJUZ PG QPMJDZ EZBE Ԙ CFJOH JNQMFNFOUFE VTJOH GBCSJD EZBE ԙ� 8F DPOTUSBJOԋքӴօ � � VOMFTT UIF EZBE FOEQPJOUT BSF UIF BEKBDFOU� *G QPMJDZ EZBE Ԙ BMTP TQFDJ੗FT OPEFTԝЈ wԝֆ BT JOUFSNFEJBUFT
 XF HFOFSBUF GVSUIFS DPOTUSBJOUT UIBU TFU ԋքӴօ � � VOMFTT BMM PGԃ։ɱӴօ wԃ։ՐӴօ BSF �� य़F FYUFOEFE MJOFBS QSPHSBNNJOH GPSNVMBUJPO JT TIPXO JO 'JHVSF

����

��� 4VNNBSZ

य़JT DIBQUFS UBDLMFT UIF QSPCMFN PG EFQMPZJOH IJHI�MFWFM VTFS QPMJDJFT UP IFUFSPHFOPVT

OFUXPSLT� "TTVNJOH BO PQUJDBM DPSF OFUXPSL
 TVSSPVOEFE CZ ੘FYJCMF
 ॹ४ॴ�FOBCMFE

FEHF TXJUDIFT
 UIF &EHF/FUॱ१ॺ DPNQJMFS VOSBWFMT IJHI�MFWFM HMPCBM /FUॱ१ॺ QSPHSBNT

JOUP QSPHSBNT UIBU POMZ B੖FDU FEHF TXJUDIFT
 MFWFSBHJOH UIF GBCSJD UP QSPWJEF DPOOFD�

UJWJUZ� 5P EP UIJT
 &EHF/FUॱ१ॺ FYQMPJUT UIF QSPQFSUJFT PG UIF /FUॱ१ॺ MBOHVBHF BOE JUT

��



DPNQJMFS EBUB TUSVDUVSFT TVDI BT ६४४T� य़JT CBTJD DPNQJMBUJPO UP UIF FEHF DBO CF FY�

UFOEFE UP BMMPX VTFST HSFBUFS ੘FYJCJMJUZ JO IPX UIF GBCSJD QBUIT BSF VTFE UP JNQMFNFOU

UIF HMPCBM QSPHSBN� &EHF/FUॱ१ॺ QSPWJEFT B QSBDUJDBM XBZ UP SFBQ UIF CFOF੗UT PG IJHI�

MFWFM OFUXPSL QSPHSBNNJOH MBOHVBHFT
 XIJMF PQFSBUJOH PO SFBMJTUJD IZCSJE OFUXPSLT�

��
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य़JT DIBQUFS EFTDSJCFT UIF JNQMFNFOUBUJPO BOE FWBMVBUJPO PG UXP TZTUFNT� UIF

.FSMJO TZTUFN GPS QSPHSBNNJOH OFUXPSLT XJUI CBOEXJEUI DPOTUSBJOUT
 BOE UIF &E�

HF/FUॱ१ॺ DPNQJMFS GPS DPNQJMJOH HMPCBM /FUॱ१ॺ QSPHSBNT UP FEHF QSPHSBNT�

��� *NQMFNFOUBUJPO PG UIF .FSMJO 4ZTUFN

य़F .FSMJO TZTUFN JT JNQMFNFOUFE JO UISFF QBSUT� B DPNQJMFS UIBU UBLFT .FSMJO QSP�

HSBNT BOE OFUXPSL UPQPMPHZ EFTDSJQUJPOT BOE HFOFSBUFT DPO੗HVSBUJPOT GPS OFUXPSL

EFWJDFT
 BOE B ॹ४ॴ�MJLF DPOUSPMMFS UIBU JOTUBMMT TBJE DPO੗HVSBUJPOT PO OFUXPSL EFWJDFT


BOE B OFHPUJBUPS GSBNFXPSL GPS EFMFHBUJOH BOE WFSJGZJOH .FSMJO QSPHSBNT�

य़F DPNQJMFS DPNQPOFOU JT JNQMFNFOUFE JO BCPVU ���� MJOFT PG 0$BNM� य़JT JO�

DMVEFT QBSTFST GPS UIF .FSMJO MBOHVBHF BOE OFUXPSL UPQPMPHZ EFTDSJQUJPOT
 B SFQSFTFO�

UBUJPO PG UIF MPHJDBM UPQPMPHZ EFTDSJCFE JO 4FDUJPO �����
 BO JOUFSGBDF UP B ॳ९ॶ QSPCMFN

TPMWFS BOE B DPEF HFOFSBUJPO FOHJOF UIBU DPOWFSUT UIF SFTVMUT PG UIF ॳ९ॶ TPMVUJPO UP

TQFDJ੗D EFWJDF DPO੗HVSBUJPOT�

"T EFTDSJCFE JO 4FDUJPO ���
 TPMWJOH B ॳ९ॶ QSPCMFN JT B DPSF QBSU PG UIF CBOEXJEUI BM�

MPDBUJPO QSPDFTT� 'PS UIJT
 DPNQJMFS VTFT BO FYUFSOBM TPMWFS� UIF (VSPCJ 0QUJNJ[FS <��>

UP TPMWF DPOTUSBJOUT
 DPOWFSUJOH UIF HFOFSBUFE QSPCMFN UP (VSPCJ TZOUBY
 BOE UIF TP�

MVUJPO CBDL UP B GPSN VTBCMF CZ UIF DPEF HFOFSBUJPO FOHJOF� )PXFWFS
 BOZ ॳ९ॶ TPMWFS

DPVME CF VTFE JOTUFBE�

य़F DPOUSPMMFS DPNQPOFOU DPOTJTUT PG BCPVU ��� MJOFT PG 0$BNM BOE MFWFSBHFT

UIF 'SFOFUJD ॹ४ॴ <��> GSBNFXPSL UP JOTUBMM GPSXBSEJOH SVMFT PO 0QFO'MPX TXJUDIFT�

य़F DPEF HFOFSBUPS HFOFSBUFT $MJDL SPVUFS <��> UP NBOBHF TPॏXBSF NJEEMFCPYFT
 BOE

ipfilter BOE tc DPO੗HVSBUJPOT UP DPOUSPM CBOEXJEUI PO -JOVY FOE IPTUT� य़F DPO�

USPMMFS BMTP TVQQPSUT JOTUBMMJOH UIFTF TDSJQUT PO UIF SFTQFDUJWF NBDIJOFT� /PUF UIBU UIF

��



EFTJHO PG .FSMJO EPFT OPU EFQFOE PO UIFTF TQFDJ੗D TZTUFNT� य़F DPEF HFOFSBUJPO BOE

DPOUSPMMFS DPNQPOFOUT QSPWJEF DMFBO JOUFSGBDFT GPS JODPSQPSBUJOH EJ੖FSFOU CBDLFOET


BMMPXJOH GPS PUIFST UP JOTUBOUJBUF .FSMJO XJUI BMUFSOBUJWF EFWJDF NBOBHFST�

य़F .FSMJO OFHPUJBUPS BOE WFSJ੗DBUJPO NFDIBOJTNT VTFT TUBOEBSE BMHPSJUINT GPS

USBOTGPSNJOH BOE BOBMZ[JOH QSFEJDBUFT BOE SFHVMBS FYQSFTTJPOT� 5P EFMFHBUF B QPMJDZ


.FSMJO JOUFSTFDUT UIF QSFEJDBUFT BOE SFHVMBS FYQSFTTJPOT JO FBDI TUBUFNFOUXJUI UIPTF JO

UIF PSJHJOBM QPMJDZ UP QSPKFDU PVU UIF QPMJDZ GPS UIF TVC�OFUXPSL� 5P WFSJGZ JNQMJDBUJPOT

CFUXFFO QPMJDJFT
 .FSMJO VTFT UIF ;� 4.5 TPMWFS <��> UP DIFDL QSFEJDBUF EJTKPJOUOFTT


BOE UIF %ॶॸॲ५ MJCSBSZ <��> UP DIFDL JODMVTJPOT CFUXFFO SFHVMBS FYQSFTTJPOT�

��� &WBMVBUJPO PG UIF .FSMJO 4ZTUFN

य़F .FSMJO TZTUFN IBT CFFO FWBMVBUFE PO UISFF DSJUFSJB�

�� य़F FYQSFTTJWFOFTT PG UIF .FSMJO QPMJDZ MBOHVBHF�

�� य़F BCJMJUZ PG .FSMJO UP JNQSPWF FOE�UP�FOE QFSGPSNBODF GPS BQQMJDBUJPOT�

�� य़F TDBMBCJMJUZ PG UIF DPNQJMFS BOE OFHPUJBUPS DPNQPOFOUT XJUI SFTQFDU UP OFU�

XPSL BOE QPMJDZ TJ[F�

य़F FYQFSJNFOUT XFSF SVO PO B DMVTUFS PG %FMM S��� 1PXFS&EHF TFSWFST XJUI UXP ��DPSF
���()[ *OUFM 9FPO QSPDFTTPST
 ��(# ॸ१ॳ
 BOE GPVS �(# /*$T� य़F DMVTUFS VTFE B 1JDB�

1SPOUP ���� TXJUDI UP DPOOFDU UIF NBDIJOFT� 5P UFTU UIF TDBMBCJMJUZ XF SBO UIF DPNQJMFS

BOE OFHPUJBUPS GSBNFXPSLT PO WBSJPVT UPQPMPHJFT BOE QPMJDJFT�

य़F FYQFSJNFOUT TIPX UIBU .FSMJO DBO F੖FDUJWFMZ QSPWJTJPO BOE DPO੗HVSF SFBM�

XPSME EBUBDFOUFS BOE FOUFSQSJTF OFUXPSLT� .FSMJO DPODJTFMZ FYQSFTTFT SJDI OFUXPSL

QPMJDJFT BOE DBO CF VTFE UP PCUBJO CF॒FS QFSGPSNBODF GPS CJH�EBUB QSPDFTTJOH BQQMJDB�

UJPOT
 SFQMJDBUJPO TZTUFNT�

��
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'JHVSF ���� .FSMJO FYQSFTTJWFOFTT XJUI QPMJDJFT GPS UIF 4UBOGPSE DBNQVT UPQPMPHZ�

����� &YQSFTTJWFOFTT

य़F FYQSFTTJWFOFTT PG UIF .FSMJO QPMJDZ MBOHVBHF XBT FWBMVBUFE CZ EFWFMPQJOH TFW�

FSBM OFUXPSL QPMJDJFT GPS UIF ���TXJUDI 4UBOGPSE DBNQVT CBDLCPOF UPQPMPHZ <�>� ��
IPTUT XFSF BEEFE UP FBDI PG UIF �� FEHF TXJUDIFT JO UIF UPQPMPHZ XJUI FBDI QBJS�

XJTF FYDIBOHF PG USBਖ਼D CFUXFFO IPTUT JEFOUJ੗FE BT B TFQBSBUF USBਖ਼D DMBTT
 QSPEVDJOH��
 ����UPUBM USBਖ਼D DMBTTFT� 8F UIFO JNQMFNFOUFE B TFSJFT PG QPMJDJFT JO .FSMJO
 BOE

DPNQBSFE UIF TJ[FT PG UIF .FSMJO TPVSDF QPMJDJFT BOE UIF PVUQVUT HFOFSBUFE CZ UIF DPN�

QJMFS� य़JT DPNQBSJTPO NFBTVSFT UIF EFHSFF UP XIJDI .FSMJO JT BCMF UP BCTUSBDU BXBZ

GSPN IBSEXBSF�MFWFM EFUBJMT BOE QSPWJEF F੖FDUJWF DPOTUSVDUT GPS NBOBHJOH B OFUXPSL�

य़F .FSMJO QPMJDJFT JNQMFNFOUFE BSF BT GPMMPXT�

�� #BTFMJOF� य़JT QPMJDZ DSFBUFT QBJS�XJTF GPSXBSEJOH SVMFT GPS BMM IPTUT JO UIF OFU�
�8JUI �� IPTUT GPS FBDI PG �� TXJUDIFT� 	ϵΚ ੟ φϵ
ɞ ਷ 	ϵΚ ੟ φϵ
 � ΅ϵӴ ϩΘϩ�

��



XPSL� य़F QPMJDZ JT SFTUSJDUFE UP POMZ GPSXBSEJOH
 BOE EPFT OPU VTF OFUXPSL

GVODUJPOT PS TQFDJGZ CBOEXJEUI DPOTUSBJOUT� *U UIFSFGPSF QSPWJEFT B CBTFMJOF NFB�

TVSFNFOU PG UIF OVNCFS PG MPX�MFWFM JOTUSVDUJPOT UIBU XPVME CF OFFEFE JO BMNPTU

BOZ OPO�USJWJBM BQQMJDBUJPO� य़F .FSMJO QPMJDZ JT POMZ � MJOFT MPOH BOE DPNQJMFT

UP ��� 0QFO'MPX SVMFT�

�� #BOEXJEUI� य़JT QPMJDZ BVHNFOUT UIF CBTJD DPOOFDUJWJUZ CZ QSPWJEJOH ��� PG USBG�

੗D DMBTTFT B CBOEXJEUI HVBSBOUFF PG �.CQT BOE B DBQ PG �(CQT� 4VDI B HVBSBOUFF
DPVME CF VTFGVM
 GPS FYBNQMF
 UP QSJPSJUJ[F FNFSHFODZ NFTTBHFT TFOU UP TUVEFOUT�

य़JT QPMJDZ SFRVJSFE �� MJOFT PG .FSMJO DPEF
 CVU HFOFSBUFT PWFS ���� 0QFO'MPX
SVMFT
 �� ॺ३ SVMFT BOE ��� RVFVF DPO੗HVSBUJPOT� य़F OVNCFS PG 0QFO'MPX SVMFT

JODSFBTFE ESBNBUJDBMMZ EVF UP UIF CBOEXJEUI HVBSBOUFFT
 XIJDI SFRVJSFE QSPWJ�

TJPOJOH TFQBSBUF GPSXBSEJOH QBUIT GPS B MBSHF DPMMFDUJPO PG USBਖ਼D DMBTTFT�

�� 'JSFXBMM� य़JT QPMJDZ BTTVNFT UIF QSFTFODF PG B NJEEMFCPY UIBU ੗MUFST JODPN�

JOH XFC USBਖ਼D� य़F CBTFMJOF QPMJDZ JT BMUFSFE UP GPSXBSE BMM QBDLFUT NBUDIJOH

B QBSUJDVMBS QB॒FSO 	F�H�
 tcp.dport = 80
 UISPVHI UIF NJEEMFCPY� य़JT QPMJDZ

SFRVJSFT �� MJOFT PG .FSMJO DPEF
 CVU HFOFSBUFT PWFS ��� 0QFO'MPX JOTUSVDUJPOT�

�� .POJUPSJOH� य़JT QPMJDZ B॒BDIFT NJEEMFCPYFT UP UXP TXJUDIFT BOE QBSUJUJPOT UIF

IPTUT JOUP UXP TFUT PG SPVHIMZ FRVBM TJ[F� )PTUT DPOOFDUFE UP TXJUDIFT JO UIF

TBNF TFU NBZ TFOE USBਖ਼D UP FBDI PUIFS EJSFDUMZ
 CVU USBਖ਼D ੘PXJOH CFUXFFO UIF

TFUT NVTU QBTT UISPVHI B NJEEMFCPY� य़JT QPMJDZ JT VTFGVM GPS ੗MUFSJOH USBਖ਼D GSPN

VOUSVTUFE TPVSDFT
 TVDI BT TUVEFOU EPSNT� य़JT QPMJDZ SFRVJSFE �� MJOFT PG .FSMJO

DPEF CVU HFOFSBUFT ��� 0QFO'MPX SVMFT
 SPVHIMZ EPVCMF UIF CBTFMJOF�

�� $PNCJOBUJPO� य़JT QPMJDZ BVHNFOUT UIF CBTFMJOF XJUI B ੗MUFS GPS XFC USBਖ਼D


CBOEXJEUI HVBSBOUFFT GPS TPNF USBਖ਼D DMBTTFT
 BOE B NPOJUPSJOH QPMJDZ GPS TPNF

IPTUT� य़JT QPMJDZ JT FYQSFTTFE JO POMZ �� MJOFT PG .FSMJO DPEF
 CVU HFOFSBUFT

PWFS ���� JOTUSVDUJPOT GPS OFUXPSL EFWJDFT
 JODMVEJOH 0QFO'MPX BOE tc SVMFT


��



BOE RVFVF DPO੗HVSBUJPOT�

य़F SFTVMUT PG UIJT FYQFSJNFOU BSF EFQJDUFE JO 'JHVSF ���� 0WFSBMM
 VTJOH .FSMJO

TJHOJ੗DBOUMZ SFEVDFT UIF F੖PSU
 JO UFSNT PG MJOFT PG DPEF
 SFRVJSFE UP QSPWJTJPO BOE

DPO੗HVSF OFUXPSL EFWJDFT GPS B WBSJFUZ PG SFBM�XPSME NBOBHFNFOU UBTLT�

����� "QQMJDBUJPO 1FSGPSNBODF

य़F TFDPOE TFU PG FYQFSJNFOUT FYQMPSF .FSMJO۝T BCJMJUZ UP FYQSFTT QPMJDJFT CFOF੗DJBM

GPS SFBM�XPSME BQQMJDBUJPOT� 4QFDJ੗DBMMZ
 UIFZ TIPX UIBU CBOEXJEUI QSPWJTJPOJOH BOE

GVODUJPO QMBDFNFOU JNQSPWFT UIF QFSGPSNBODF PG EBUB DFOUFS BQQMJDBUJPOT� य़FZ BMTP

QSPWJEF B QSPPG�PG�DPODFQU UIBU .FSMJO DBO F੖FDUJWFMZ NBOBHF EBUBDFOUFS OFUXPSLT�

)BEPPQ )BEPPQ JT B QPQVMBS PQFO�TPVSDF JNQMFNFOUBUJPO PG .BQ3FEVDF <��> JT

XJEFMZ�VTFE GPS EBUB BOBMZUJDT� " )BEPPQ DPNQVUBUJPO QSPDFFET JO UISFF TUBHFT� UIF

TZTUFN 	J
 BQQMJFT BNBQ PQFSBUPS UP FBDI EBUB JUFN UP QSPEVDF B MBSHF TFU PG LFZ�WBMVF

QBJST� 	JJ
 TIVढFT BMM EBUB XJUI B HJWFO LFZ UP B TJOHMF OPEF� BOE 	JJJ
 BQQMJFT UIF SF�

EVDF PQFSBUPS UP WBMVFT XJUI UIF TBNF LFZ� य़F NBOZ�UP�NBOZ DPNNVOJDBUJPO VTFE

JO UIF TIVਗ਼F QIBTF PॏFO SFTVMUT JO IFBWZ OFUXPSL MPBE
 NBLJOH )BEPPQ KPCT TFOTJ�

UJWF UP CBDLHSPVOE USBਖ਼D� *O QSBDUJDF
 UIJT CBDLHSPVOE USBਖ਼D DBO DPNF GSPN B WBSJFUZ

PG TPVSDFT� 'PS FYBNQMF
 TPNF BQQMJDBUJPOT
 TVDI BT TZTUFN NPOJUPSJOH UPPMT <��
 ��>


OFUXPSL PWFSMBZ NBOBHFNFOU <��>
 BOE FWFO EJTUSJCVUFE TUPSBHF TZTUFNT <��
 ��>
 VTF

ॻ४ॶ�CBTFE HPTTJQ QSPUPDPMT UP VQEBUF TUBUF� " TFOTJCMF OFUXPSL QPMJDZ XPVME CF UP

QSPWJEF HVBSBOUFFE CBOEXJEUI UP )BEPPQ BOE CFTU�F੖PSU TFSWJDF UP ॻ४ॶ USBਖ਼D�

[ x : (ip.src = 192.168.1.1/16 and ip.dst = 192.168.1.1/16 and

ip.proto = 0x06 and tcp.dst = 50060)

-> .* ], min(x,100MB/s)

-JTUJOH ���� .FSMJO 1SPHSBN GPS )BEPPQ "QQMJDBUJPO�

��



य़F .FSMJO QSPHSBN VTFE UP JNQMFNFOU UIF HVBSBOUFF GPS )BEPPQ USBਖ਼D JT TIPXO

JO -JTUJOH ���� 5P TIPX JUT JNQBDU
 XF SBO B )BEPPQ KPC UIBU TPSUT ��(# PG EBUB GSPN B

DPSQVT PG PQFO TPVSDF UFYUT 	F�H�
 4IBLFTQFBSF۝T QMBZT
 FUD�

 BOE NFBTVSFE UIF UJNF UP

DPNQMFUF JU PO B DMVTUFS XJUI GPVS TFSWFST� य़F DMVTUFS XBT DPO੗HVSFE TP UIBU BMM TFSWFST

DPVME BDU BT NBQQFST PS SFEVDFST� य़F FYQFSJNFOU SBO VOEFS UISFF DPO੗HVSBUJPOT�

�� #BTFMJOF� )BEPPQ IBE FYDMVTJWF BDDFTT UP UIF OFUXPSL�

�� *OUFSGFSFODF� य़F iperf UPPM JOKFDUT ॻ४ॶ QBDLFUT
 TJNVMBUJOH CBDLHSPVOE USBਖ਼D�

�� (VBSBOUFFT� 8F BHBJO JOKFDUFE CBDLHSPVOE USBਖ਼D
 CVU HVBSBOUFFE �� QFSDFOU PG

UIF DBQBDJUZ GPS )BEPPQ�

8JUI FYDMVTJWF OFUXPSL BDDFTT
 UIF )BEPPQ KPC ੗OJTIFE JO ��� TFDPOET� 8JUI CBDL�

HSPVOE USBਖ਼D DBVTJOH OFUXPSL DPOHFTUJPO
 UIF KPC ੗OJTIFE JO ��� TFDPOET
 B SPVHIMZ��� TMPX EPXO� 8JUI CBOEXJEUI HVBSBOUFFT
 UIF KPC ੗OJTIFE JO ��� TFDPOET
 DPSSF�

TQPOEJOH UP UIF ��� BMMPDBUJPO PG CBOEXJEUI�

%FFQ 1BDLFU *OTQFDUJPO .FSMJO QSPHSBNT DBO BMTP JNQSPWF BQQMJDBUJPO QFSGPS�

NBODF UISPVHI UIF DBSFGVM QMBDFNFOU PG OFUXPSL GVODUJPOT� 5P EFNPOTUSBUF IPXQMBDF�

NFOU DBO JNQBDU QFSGPSNBODF
 XF EFTJHOFE BO FYQFSJNFOU JOTQJSFE CZ SFDFOU XPSL PO

NPWJOH NJEEMFCPY GVODUJPOBMJUZ UP FOE�IPTUT <��>� 8F NFBTVSFE USBਖ਼D MBUFODZ GPS B

OFUXPSL VOEFS UXP QPTTJCMF DPO੗HVSBUJPOT� POF JO XIJDI BMM USBਖ਼D JT SPVUFE UISPVHI

B %FFQ 1BDLFU *OTQFDUJPO 	४ॶ९
 NJEEMFCPY
 BOE POF JO XIJDI ४ॶ९GVODUJPOBMJUZ JT JNQMF�

NFOUFE PO FOE IPTUT� 8F JNQMFNFOUFE UIF ४ॶ९GVODUJPOBMJUZ VTJOH $MJDL <��>�

य़F FYQFSJNFOU OFUXPSL DPOTJTUFE PG ੗WF NBDIJOFT DPOOFDUFE UP B TJOHMF TXJUDI�

5XP NBDIJOFT XFSF VTFE UP HFOFSBUF USBਖ਼D GPS XIJDI XF NFBTVSFE MBUFODZ� 5XP NB�

DIJOFT XFSF VTFE UP HFOFSBUF CBDLHSPVOE USBਖ਼D� य़F ੗OBM NBDIJOF BDUFE BT UIF ४ॶ९

NJEEMFCPY�

��
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'JHVSF ���� " .FSMJO QPMJDZ JOTQJSFE CZ &55. <��> TIPXJOH UIBU B DFOUSBMJ[FE NJE�
EMFCPY JNQMFNFOUBUJPO PG EFFQ QBDLFU JOTQFDUJPO IBT IJHIFS MBUFODZ UIBO BO FOE�IPTU
JNQMFNFOUBUJPO�

8F NFBTVSFE UIF MBUFODZ GPS TFOEJOH USBਖ਼D VOEFS JODSFBTJOH OFUXPSL MPBE� 5P

QMBDF MPBE PO UIF OFUXPSL
 XF VTFE UIF UXP CBDLHSPVOE USBਖ਼D NBDIJOFT� य़F DMJFOU

TJEF GPSLFE ԝ QSPDFTTFT
 FBDI DPOUJOVBMMZ TFOEJOH EBUB UP UIF TFSWFS� 8F JODSFBTFE UIF

BNPVOU PG USBਖ਼D CZ JODSFBTJOH UIF OVNCFS PG QSPDFTTFT SVOOJOH DPODVSSFOUMZ� 8F

DPNQVUFE UIF USBਖ਼D UISPVHIQVU PO UIFTF NBDIJOFT
 BOE JODSFBTFE UIF MPBE VOUJM XF

XFSF VOBCMF UP NFBTVSF BO JODSFBTF JO UISPVHIQVU� 5SBਖ਼D XBT HFOFSBUFE VTJOH UIF

EBUBDFOUFS USBਖ਼D EJTUSJCVUJPO JEFOUJ੗FE CZ (SFFOCFSH FU BM� <��>� 5P NFBTVSF MBUFODZ


XF VTFE B TFDPOE QBJS PG NBDIJOFT� य़F DMJFOU TJEF TFOU �����CZUF QSPCFT UP UIF TFSWFS


BOE UIF TFSWFS TFOU UIFN CBDL�

'PS FBDI TUFQ PG JODSFBTJOH MPBE
 XF UPPL ���� MBUFODZ NFBTVSFNFOUT
 BOE DPN�

QVUFE UIF ��UI QFSDFOUJMF� य़JT FMJNJOBUFT FYUSFNF PVUMJFST EVF UP QBDLFU MPTT BOE SF�

USBOTNJTTJPO� 8F SBO FBDI FYQFSJNFOU UISFF UJNFT
 BOE SFQPSU UIF BWFSBHF SFTVMUT�

य़F SFTVMUT BSF TIPXO JO 'JHVSF ���� 8IFO UIF OFUXPSL JT MJHIUMZ MPBEFE
 UIF QFS�

��



GPSNBODF PG CPUI TZTUFNT BSF DPNQBSBCMF� य़JT JT BT FYQFDUFE
 TJODF UIF DPNQVUBUJPO

QFSGPSNFE CZ FOE�IPTUT BOE UIF NJEEMFCPY FMFNFOU BSF UIF TBNF� य़F FYUSB PWFSIFBE

GPS UIF NJEEMFCPY DBTF
 BCPVU ����NT
 JT EVF UP UIF FYUSB IPQT 	UP BOE GSPN UIF NJE�

EMFCPY
 UIBU FBDI QBDLFU OFFET UP USBWFM� 8IFO UIF OFUXPSL JT IFBWJMZ MPBEFE
 BU BCPVU��� .CJUT�TFDPOE
 UIF F੖FDUT PG UIF NJEEMFCPY CP॒MFOFDL CFDPNF NBOJGFTU� य़F MB�

UFODZ TQJLFT UP PWFS � NJMMJTFDPOET
 BOE XF TFF BO JODSFBTJOH OVNCFS PG QBDLFU ESPQT

BOE SFUSBOTNJTTJPOT� *O DPOUSBTU
 UIF MBUFODZ GPS UIF FOE�IPTU TFUVQ TUBZT DPOTUBOU

BU BSPVOE ���� NJMMJTFDPOET� य़JT JT B ��� SFEVDUJPO JO MBUFODZ XIFO UIF OFUXPSL JT

IFBWJMZ MPBEFE�

य़F SFTVMUT BSF FYBDUMZ BT POF XPVME FYQFDU
 TJODF POF DPO੗HVSBUJPO TV੖FST GSPN B

DFOUSBM CP॒MFOFDL
 XIJMF UIF PUIFS OFUXPSL DPO੗HVSBUJPO EJTUSJCVUFT UIF DPNQVUBUJPO�

)PXFWFS
 JO UIJT DBTF
 VTJOH UIF TIPSUFTU�QBUI IFVSJTUJD
 .FSMJO DPNQVUF BO PQUJNBM

QMBDFNFOU GPS UIF OFUXPSL GVODUJPO�

4VNNBSZ

����� $PNQJMBUJPO BOE 7FSJ॑DBUJPO

य़F TDBMBCJMJUZ PG UIF .FSMJO DPNQJMFS BOE WFSJ੗DBUJPO GSBNFXPSL EFQFOET PO CPUI

UIF TJ[F PG UIF OFUXPSL UPQPMPHZ BOE UIF OVNCFS PG USBਖ਼D DMBTTFT� 0VS UIJSE TFU PG

FYQFSJNFOUT FWBMVBUF UIF TDBMBCJMJUZ PG .FSMJO VOEFS B WBSJFUZ PG TDFOBSJPT�

$PNQJMFS य़F DPNQJMBUJPO UJNF PG UIF .FSMJO DPNQJMFS XBT NFBTVSFE PO UISFF EJG�

GFSFOU TFUT PG OFUXPSL UPQPMPHJFT�

�� 5PQPMPHZ ;PP� य़F *OUFSOFU 5PQPMPHZ ;PP <��> EBUBTFU DPOUBJOT ��� UPQPMPHJFT

UIBU SFQSFTFOU B MBSHF EJWFSTJUZ PG OFUXPSL TUSVDUVSFT� 8F USFBUFE FBDI OPEF JO

UIF 5PQPMPHZ ;PP HSBQI BT B TXJUDI
 BOE B॒BDIFE POF IPTU UP FBDI TXJUDI� य़F

��
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'JHVSF ���� $PNQJMBUJPO UJNFT GPS BO JODSFBTJOH OVNCFS PG USBਖ਼D DMBTTFT JO B CBMBODFE
USFF UPQPMPHZ GPS 	B
 BMM QBJST DPOOFDUJWJUZ
 	C
 �� PG UIF USBਖ਼D XJUI HVBSBOUFFE QSJPSJUZ�

UPQPMPHJFT IBWF BO BWFSBHF TJ[F PG �� TXJUDIFT
 XJUI B TUBOEBSE EFWJBUJPO PG ��

TXJUDIFT� 8F NFBTVSFE UIF DPNQJMBUJPO UJNF OFFEFE CZ .FSMJO UP EFUFSNJOF

QBJS�XJTF GPSXBSEJOH SVMFT GPS BMM IPTUT JO FBDI UPQPMPHZ� *O PUIFS XPSET
 UIF

QSPHSBN QSPWJEFT CBTJD DPOOFDUJWJUZ GPS BMM IPTUT JO UIF OFUXPSL� य़F SFTVMUT BSF

TIPXO JO 'JHVSF ����

�� #BMBODFE 5SFFT� 8F VTFE UIF /FUXPSL9 1ZUIPO TPॏXBSF QBDLBHF <��> UP HFO�

FSBUF CBMBODFE USFF UPQPMPHJFT� *O B CBMBODFE USFF
 FBDI OPEF IBT ԝ DIJMESFO


FYDFQU UIF MFBWFT� 8F USFBUFE JOUFSOBM OPEF BT TXJUDIFT
 BOE MFBG OPEFT BT IPTUT�

8F WBSJFE UIF EFQUI PG UIF USFF GSPN � UP �
 BOE UIF GBOPVU 	J�F�
 OVNCFS PG DIJM�

ESFO
 PWFS B SBOHF PG � UP ��
 UP HJWF VT USFFT XJUI WBSZJOH OVNCFST PG IPTUT BOE

TXJUDIFT� 8F JEFOUJ੗FE FBDI QBJS�XJTF FYDIBOHF PG USBਖ਼D CFUXFFO IPTUT BT B

��



 0

 20

 40

 60

 80

1M 50M 100M 150M 200M

Ti
m

e 
to

 S
ol

ve
 (s

)

Traffic Classes

 0

 500

 1000

 1500

 2000

 2500

10K 50K 100K 150K 200K

Ti
m

e 
to

 S
ol

ve
 (s

)

Traffic Classes

	B
 	C


'JHVSF ���� $PNQJMBUJPO UJNFT GPS BO JODSFBTJOH OVNCFS PG USBਖ਼D DMBTTFT JO B GBU USFF
UPQPMPHZ GPS 	B
 BMM QBJST DPOOFDUJWJUZ
 	C
 �� PG UIF USBਖ਼D XJUI HVBSBOUFFE QSJPSJUZ�

TFQBSBUF USBਖ਼D DMBTT� 8F NFBTVSFE UIF DPNQJMBUJPO UJNF GPS UXP EJ੖FSFOU QSP�

HSBNT GPS BO JODSFBTJOH OVNCFS PG USBਖ਼D DMBTTFT� 'JHVSF ��� 	B
 TIPXT UIF UJNF

UP QSPWJEF QBJS�XJTF DPOOFDUJWJUZ XJUI OP HVBSBOUFFT
 BOE 'JHVSF ��� 	C
 TIPXT

UIF UJNF UP QSPWJEF DPOOFDUJWJUZ XIFO �� PG UIF USBਖ਼D DMBTTFT SFDFJWF CBOEXJEUI

HVBSBOUFFT�

�� 'BU 5SFFT� 'JOBMMZ
 XF VTFE UIF /FUXPSL9 QBDLBHF UP HFOFSBUF GBU USFF UPQPMP�

HJFT <�>� " GBU USFF DPOUBJOT B TFU PG QPET� &BDI QPE PG TJ[F ԝ IBT UXP MBZFST PGԝ�� TXJUDIFT� 5P FBDI TXJUDI JO B MPXFS MBZFS
 XF B॒BDIFE UXP IPTUT� &BDI QBJS�

XJTF FYDIBOHF PG USBਖ਼D CFUXFFO IPTUT JT B TFQBSBUF USBਖ਼D DMBTT� 8F JODSFBTFE

UIF QPE TJ[F ԝ UP DSFBUF MBSHFS OVNCFST PG USBਖ਼D DMBTTFT� 'JHVSF ��� 	B
 TIPXT UIF

DPNQJMBUJPO UJNF UP QSPWJEF QBJS�XJTF DPOOFDUJWJUZ XJUI OP HVBSBOUFFT
 BOE 'JH�

VSF ��� 	C
 TIPXT UIF UJNF UP QSPWJEF DPOOFDUJWJUZ XIFO �� PG UIF USBਖ਼D DMBTTFT

SFDFJWF CBOEXJEUI HVBSBOUFFT� 5P QSPWJEF NPSF EFUBJM GPS GBU USFF UPQPMPHJFT


'JHVSF ��� TIPXT B TBNQMF PG UPQPMPHZ TJ[FT BOE TPMVUJPO UJNFT GPS WBSJPVT USBਖ਼D

DMBTTFT
 BMPOH XJUI B ੗OFS�HSBJOFE BDDPVOUJOH PG DPNQJMFS UJNF�

य़F SFTVMUT JO 'JHVSF ��� TIPX UIBU GPS QSPWJEJOH CBTJD DPOOFDUJWJUZ
 .FSMJO TDBMFT

XFMM PO B EJWFSTF TFU PG UPQPMPHJFT� य़F DPNQJMFS ੗OJTIFE JO MFTT UIBO ��NT GPS UIF

��



5SB॓D $MBTTFT )PTUT 4XJUDIFT -1 DPOT� 	NT
 -1 TPMO� 	NT
 #FTU�&ॐPSU 	NT

��� �� �� �� �� ��
���� �� �� ��� ��� ��
����� ��� ��� ��� ��� ���
����� ��� ��� ���� ���� ��
����� ��� ��� ����� ������ ���
������ ��� ��� ����� ������� ���
������ ��� ��� ����� ������� ���
������ ��� ��� ����� �������� ���

'JHVSF ���� /VNCFS PG USBਖ਼D DMBTTFT
 UPQPMPHZ TJ[FT
 BOE EFUBJMT PG DPNQJMBUJPO UJNF
GPS GBU USFF UPQPMPHJFT XJUI �� PG UIF USBਖ਼D DMBTTFT XJUI HVBSBOUFFE CBOEXJEUI�

NBKPSJUZ PG UPQPMPHJFT
 BOE MFTT UIBO ���NT GPS BMM CVU POF PG UIF UPQPMPHJFT� 5P JNQSPWF

UIF SFBEBCJMJUZ PG UIF HSBQI
 XF FMJEFE UIF MBSHFTU UPQPMPHZ
 XIJDI IBT ��� TXJUDIFT

BOE UPPL .FSMJO � TFDPOET UP DPNQJMF� *O QSBDUJDF
 XF FYQFDU UIBU UIJT UBTL XPVME CF

DPNQVUFE Pਗ਼JOF�

'JHVSFT ��� BOE ��� TIPX UIF JNQBDU PG CBOEXJEUI HVBSBOUFFT PO DPNQJMBUJPO UJNF�

"T FYQFDUFE
 UIF HVBSBOUFFT BEE TJHOJ੗DBOU PWFSIFBE� य़F XPSTU DBTF TDFOBSJP UIBU XF

NFBTVSFE
 TIPXO JO 'JHVSF ��� 	C

 XBT B OFUXPSL XJUI ���
 ��� UPUBM USBਖ਼D DMBTTFT


XJUI �
 ��� PG UIPTF DMBTTFT SFDFJWJOH CBOEXJEUI HVBSBOUFFT� .FSMJO UPPL BSPVOE ��

NJOVUFT UP ੗OE B TPMVUJPO� .FSMJO ੗OET TPMVUJPOT GPS ��� USBਖ਼D DMBTTFT XJUI HVBSBOUFFT

JO B OFUXPSL XJUI ��� TXJUDIFT JO VOEFS � TFDPOET�

'JHVSF ��� TIPXT NPSF EFUBJM BCPVU XIFSF UIF DPNQJMFS UJNF JT TQFOU� य़F MJOFBS

QSPHSBNNJOH DPOTUSVDUJPO DPMVNO NFBTVSFT IPX MPOH JU UBLFT UP DSFBUF UIF MJOFBS

QSPHSBNNJOH QSPCMFN� 0VS QSPUPUZQF JNQMFNFOUBUJPO XSJUFT UIF QSPCMFN UP B ੗MF PO

EJTL CFGPSF JOWPLJOH UIF TPMWFS JO B TFQBSBUF QSPDFTT� 4P
 NVDI PG UIJT UJNF JT B॒SJCVUFE

UP TUSJOH BMMPDBUJPOT BOE ੗MF *�0� य़F -1 TPMVUJPO DPMVNO NFBTVSFT IPX MPOH JU UBLFT

UIF TPMWFS UP ੗OE B TPMVUJPO UP UIF MJOFBS QSPHSBNNJOH QSPCMFN� "T FYQFDUFE
 UIJT

JT XIFSF NPTU PG UIF UJNF JT TQFOU BT XF JODSFBTF UIF QSPCMFN TJ[F� य़F #FTU�&੖PSU

TPMVUJPO DPMVNO NFBTVSFT IPX MPOH JU UBLFT UP ੗OE QBUIT XJUI CFTU�F੖PSU HVBSBOUFFT

GPS UIF SFNBJOJOH USBਖ਼D� य़F DPNQJMFS TQFOET MJ॒MF UJNF ੗OEJOH QBUIT UIBU EP OPU

��
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'JHVSF ���� 5JNF UBLFO UP WFSJGZ B EFMFHBUFE QSPHSBN GPS BO JODSFBTJOH OVNCFS PG
EFMFHBUFE QSFEJDBUFT
 JODSFBTJOHMZ DPNQMFY QBUI FYQSFTTJPOT
 BOE BO JODSFBTJOH OVNCFS
PG CBOEXJEUI BMMPDBUJPOT�

QSPWJEF HVBSBOUFFE SBUFT�

7FSJGZJOH OFHPUJBUPST %FMFHBUFE .FSMJO QSPHSBNT DBO CF NPEJ੗FE CZ OFHPUJBUPST

JO UISFF XBZT� CZ DIBOHJOH UIF QSFEJDBUFT
 UIF QBUI FYQSFTTJPOT
 PS UIF CBOEXJEUI BM�

MPDBUJPOT� 8F SBO UISFF FYQFSJNFOUT UP CFODINBSL PVS OFHPUJBUPS WFSJ੗DBUJPO SVOUJNF

GPS UIFTF DBTFT� 'JSTU
 XF JODSFBTFE UIF OVNCFS PG BEEJUJPOBM QSFEJDBUFT HFOFSBUFE JO UIF

EFMFHBUFE QSPHSBN� 4FDPOE
 XF JODSFBTFE UIF DPNQMFYJUZ PG UIF QBUI FYQSFTTJPOT JO UIF

EFMFHBUFE QSPHSBN� य़F OVNCFS PG OPEFT JO UIF QBUI FYQSFTTJPO۝T BCTUSBDU TZOUBY USFF

JT VTFE BT B NFBTVSF PG JUT DPNQMFYJUZ� 'JOBMMZ
 XF JODSFBTFE UIF OVNCFS PG CBOEXJEUI

BMMPDBUJPOT JO UIF EFMFHBUFE QSPHSBN� 'PS BMM UISFF FYQFSJNFOUT
 XF NFBTVSFE UIF UJNF

OFFEFE GPS OFHPUJBUPST UP WFSJGZ B EFMFHBUFE QSPHSBN BHBJOTU UIF PSJHJOBM QSPHSBN� 8F

SFQPSU UIF NFBO BOE TUBOEBSE EFWJBUJPO PWFS UFO SVOT�

य़F SFTVMUT
 TIPXO JO 'JHVSF ���
 EFNPOTUSBUF UIBU QSPHSBN WFSJ੗DBUJPO JT FYUSFNFMZ

GBTU GPS JODSFBTJOH QSFEJDBUFT BOE BMMPDBUJPOT� #PUI TDBMF MJOFBSMZ VQ UP UFOT PG UIPV�

TBOET PG BMMPDBUJPOT BOE TUBUFNFOUT BOE DPNQMFUF JO NJMMJTFDPOET� य़JT TIPXT UIBU

.FSMJO OFHPUJBUPST DBO CF VTFE UP SBQJEMZ BEKVTU UP DIBOHJOH USBਖ਼D MPBET� 7FSJ੗DBUJPO

PG QBUI FYQSFTTJPOT IBT IJHIFS PWFSIFBE� *U TDBMFT RVBESBUJDBMMZ
 BOE UBLFT BCPVU ���
TFDPOET GPS BO FYQSFTTJPO XJUI B UIPVTBOE FMFNFOUT� )PXFWFS
 TJODF QBUI FYQSFTTJPOT

EFOPUF QBUIT UISPVHI UIF OFUXPSL
 JU JT VOMJLFMZ UIBU XF XJMM FODPVOUFS QBUI FYQSFT�

��



TJPOT XJUI UIPVTBOET PG OPEFT JO SFBMJTUJD EFQMPZNFOUT� .PSFPWFS
 XF FYQFDU QBUI

DPOTUSBJOUT UP DIBOHF SFMBUJWFMZ JOGSFRVFOUMZ DPNQBSFE UP CBOEXJEUI DPOTUSBJOUT�

%ZOBNJD BEBQUBUJPO .FSMJO OFHPUJBUPST TVQQPSU B XJEF SBOHF PG SFTPVSDF NBO�

BHFNFOU TDIFNFT� 8F JNQMFNFOUFE UXP DPNNPO BQQSPBDIFT� BEEJUJWF�JODSFBTF
 NVM�

UJQMJDBUJWF EFDSFBTF 	१९ॳ४

 BOE NBY�NJO GBJS�TIBSJOH 	ॳॳ६ॹ
� #PUI JNQMFNFOUBUJPOT

SFRVJSFE UXP DPNQPOFOUT� B OFHPUJBUPS XIJDI SBO PO UIF TBNFNBDIJOF BT UIF ॹ४ॴ DPO�

USPMMFS
 BOE FOE�IPTU TPॏXBSF
 XIJDI NPOJUPST QFS�IPTU CBOEXJEUI VTBHF
 BOE TFOET

SFRVFTUT UP UIF OFHPUJBUPS�

8JUI १९ॳ४
 UIF FOE�IPTU DPNQPOFOUT TFOE SFRVFTUT UP UIF OFHPUJBUPS UP JODSFNFO�

UBMMZ JODSFBTF UIFJS CBOEXJEUI BMMPDBUJPO� य़F OFHPUJBUPS NBJOUBJOT B NBQQJOH PG IPTUT

UP UIFJS DVSSFOU CBOEXJEUI MJNJUT� 8IFO UIF OFHPUJBUPS SFDFJWFT B OFX SFRVFTU
 JU BU�

UFNQUT UP TBUJTGZ UIF EFNBOE� *G
 IPXFWFS
 TBUJTGZJOH UIF EFNBOE WJPMBUFT UIF HMPCBM

QSPHSBN
 JU UIFO FYQPOFOUJBMMZ SFEVDFT UIF BMMPDBUJPO GPS UIF IPTU� "ॏFS DPNQVUJOH UIF

OFX BMMPDBUJPOT
 UIF OFHPUJBUPS HFOFSBUFT VQEBUFE .FSMJO QSPHSBNT
 XIJDI BSF QSP�

DFTTFE CZ UIF DPNQJMFS UP HFOFSBUF OFX tc DPNNBOET UIBU BSF JOTUBMMFE PO UIF FOE�

IPTUT�

8JUI ॳॳ६ॹ
 UIF FOE�IPTU DPNQPOFOUT EFDMBSF SFTPVSDF SFRVJSFNFOUT BIFBE PG UJNF

CZ TFOEJOH EFNBOET UP UIF OFHPUJBUPS� य़F OFHPUJBUPS NBJOUBJOT B NBQQJOH PG IPTUT UP

UIFJS EFNBOET� 8IFO UIF OFHPUJBUPS SFDFJWFT B OFX EFNBOE
 JU SF�BMMPDBUFT CBOEXJEUI

GPS BMM IPTUT� *U EPFT UIJT CZ B॒FNQUJOH UP TBUJTGZ BMM EFNBOET TUBSUJOH XJUI UIF TNBMMFTU�

8IFO UIFSF JT OPU FOPVHI CBOEXJEUI BWBJMBCMF UP TBUJTGZ BOZ GVSUIFS EFNBOET
 UIF MFॏ�

PWFS CBOEXJEUI JT EJTUSJCVUFE FRVBMMZ BNPOH UIF SFNBJOJOH UFOBOUT� 0ODF UIF OFX

BMMPDBUJPOT BSF DPNQVUFE
 UIF OFHPUJBUPS HFOFSBUFT B OFX QSPHSBN UIBU SF੘FDUT UIPTF

BMMPDBUJPOT� य़F OFX QSPHSBN JT QSPDFTTFE CZ UIF DPNQJMFS UP HFOFSBUF OFX RVFVF

DPO੗HVSBUJPOT GPS TXJUDIFT
 BOE tc DPNNBOET GPS FOE IPTUT� य़F RVFVF DPO੗HVSBUJPOT

FOTVSF UIBU TBUJT੗FE EFNBOET BSF SFTQFDUFE
 BOE UIF tc DPNNBOET FOTVSF UIBU UIF

��
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'JHVSF ���� 	B
 "*.% BOE 	C
 ..'4 EZOBNJD BEBQUBUJPO�

SFNBJOJOH USBਖ਼D EPFT OPU FYDFFE UIF BMMPDBUJPO TQFDJ੗FE CZ UIF PSJHJOBM QPMJDZ�

'JHVSF ��� 	B
 TIPXT UIF CBOEXJEUI VTBHF PWFS UJNF GPS UXP IPTUT VTJOH UIF १९ॳ४

TUSBUFHZ� 'JHVSF ��� 	C
 TIPXT UIF CBOEXJEUI VTBHF PWFS UJNF GPS GPVS IPTUT VTJOH UIF

ॳॳ६ॹ OFHPUJBUPST� )PTU h1 DPNNVOJDBUFT XJUI h2
 BOE h3 DPNNVOJDBUFT XJUI h4� #PUI

FYQFSJNFOUT XFSF SVO PO PVS IBSEXBSF UFTUCFE�

����� 4VNNBSZ

0WFSBMM
 UIFTF FYQFSJNFOUT TIPX UIBU UIF .FSMJO MBOHVBHF DBO DPODJTFMZ FYQSFTT SFBM�

XPSME QSPHSBNT
 BOE UIBU UIF .FSMJO TZTUFN JT BCMF UP HFOFSBUF DPEF UIBU BDIJFWFT UIF

EFTJSFE PVUDPNFT GPS BQQMJDBUJPOT PO SFBM IBSEXBSF� .FSMJO DBO QSPWJEF DPOOFDUJW�

JUZ GPS MBSHF OFUXPSLT RVJDLMZ BOE PVS NJYFE�JOUFHFS QSPHSBNNJOH BQQSPBDI VTFE GPS

HVBSBOUFFJOH CBOEXJEUI TDBMFT UP MBSHF OFUXPSLT XJUI SFBTPOBCMF PWFSIFBE� /FHPUJB�

UPST BMMPX UIF OFUXPSL UP RVJDLMZ BEBQU UP DIBOHJOH SFTPVSDF EFNBOET
 XIJMF SFTQFDU�

JOH UIF HMPCBM DPOTUSBJOUT JNQPTFE CZ UIF QPMJDZ� य़VT
 .FSMJO TUSJLFT B HPPE CBMBODF

CFUXFFO FYQSFTTJWJUZ BOE QFSGPSNBODF PO SFBM�XPSME OFUXPSLT BOE BQQMJDBUJPOT�

��



��� *NQMFNFOUBUJPO PG UIF &EHF/FUࢠࢍࢗ 4ZTUFN

8F IBWF EFWFMPQFE B QSPUPUZQF JNQMFNFOUBUJPO PG PVS FEHF DPNQJMBUJPO GSBNFXPSL

BT XFMM BT B TVQQPSUJOH TJNVMBUJPO BOE UFTUJOH TZTUFN� य़F EZBE NBUDIJOH BMHPSJUIN


TFHNFOUFE QBUIT BOE QBUI DPOTUSBJOU FYUFOTJPOT BSF JNQMFNFOUFE BUPQ UIF /FUॱ१ॺ

DPNQJMFS� य़F JUFSBUJPO PWFS ६४४T UP QSPEVDF EZBET JT JNQMFNFOUFE BT B ����MJOF 0$BNM

NPEVMF� " ����MJOF 0$BNM NPEVMF TFSJBMJ[FT UIF MJOFBS QSPHSBNNJOH QSPCMFNT UP B

GPSNBU VOEFSTUPPE CZ UIF (VSPCJ TPMWFS� य़JT TFSJBMJ[BUJPO NPEVMF JT VTFE CZ CPUI UIF

EZBE NBUDIJOH CBDL�FOE 	��� MJOFT PG 0$BNM
 BOE UIF QBUI DPOTUSBJOUT CBDL�FOE 	���

MJOFT
� 4ZOUBY FYUFOTJPOT UP TVQQPSU $JSDVJU /FUॱ१ॺ BOE TFHNFOUFE QBUIT BSF BOPUIFS

��� MJOFT PG 0$BNM�

8F BMTP EFWFMPQ B TJNVMBUPS GPS IZCSJE QBDLFU�PQUJDBM OFUXPSLT BT JO 4FDUJPO ����

य़F PQFO�TPVSDF -JOD�0& TPॏXBSF TXJUDI TJNVMBUFT ॸॵ१४ॳT
 BOE TVQQPSUT BO "1*

CBTFE PO UIF 0QFO'MPX ��� QSPUPDPM UP TFU VQ UIF PQUJDBM DIBOOFMT� य़F QBDLFU TXJUDIFT

BSF TJNVMBUFE VTJOH UIF .JOJOFU TJNVMBUPS <��>
 BOE XF EFWFMPQFE B ����MJOF 1ZUIPO

FYUFOTJPO UP FNCFE -JOD�0& TXJUDIFT JO .JOJOFU� 5P DPOUSPM UIF TXJUDIFT JO UIF OFU�

XPSL
 XF EFWFMPQFE B QBDLFU�PQUJDBM 0QFO'MPX DPOUSPMMFS JO +BWB VTJOH UIF 0QFO'MPX+

MJCSBSZ 	��� MJOFT PG +BWB
� य़F DPOUSPMMFS BDDFQUT TXJUDI GPSXBSEJOH UBCMFT BT FNJ॒FE

CZ DPNQJMFS BOE JOTUBMMT UIFN PO UIF TJNVMBUFE TXJUDIFT� य़F FYBNQMFT JO 4FDUJPOT ���

BOE ��� IBWF CFFO UFTUFE VTJOH UIJT TJNVMBUPS�

'JOBMMZ
 XF EFWFMPQFE B TFU PG UPPMT UP HFOFSBUF PQUJDBM GBCSJDT BOE UFTU QPMJDJFT CBTFE

PO OFUXPSL UPQPMPHJFT� 8F VTF UIFTF UPPMT UP QFSGPSN TDBMBCJMJUZ UFTUT PO &EHF/FUॱ१ॺ

VTJOH B SFBM�XPSME UPQPMPHZ
 BT EFTDSJCFE JO UIF OFYU TFDUJPO�

��



'JHVSF ���� $030/&5 ���OPEF PQUJDBM UPQPMPHZ <�>�

��� &WBMVBUJPO PG UIF &EHF/FUࢠࢍࢗ 4ZTUFN

8F FWBMVBUF UIF &EHF/FUॱ१ॺ DPNQJMFS PO $030/&5 	'JHVSF ���

 B SFBM�XPSME PQUJDBM

UPQPMPHZ XJUI �� OPEFT UIBU JT SFQSFTFOUBUJWF PG DVSSFOU DBSSJFS OFUXPSLT <�>� य़F

OFUXPSL TUSFUDIFT BDSPTT UIF DPOUJOFOUBM 6OJUFE 4UBUFT XJUI UISFF MJOL�EJWFSTF DSPTT�

DPOUJOFOUBM QBUIT� 8F VTF UIJT UPQPMPHZ UP HFOFSBUF SFBMJTUJD PQUJDBM GBCSJDT BOE QPMJDJFT

BOE NFBTVSF UIF DPNQJMFS۝T QFSGPSNBODF PO B WBSJFUZ PG JOQVUT� "MM FYQFSJNFOUT XFSF

SVO PO %FMM S��� TFSWFST
 FRVJQQFE XJUI UXP FJHIU�DPSF ���� ()[ &������ 9FPO $16T

BOE �� (# PG ॸ१ॳ SVOOJOH 6CVOUV ������� -54�

����� 5PQPMPHJFT
 'BCSJDT
 BOE 1PMJDJFT

5P HFOFSBUF UIF PQUJDBM UPQPMPHZ
 XF QMBDF B 30"%. BU FBDI OPEF JO UIF QIZTJDBM

UPQPMPHZ� य़FO XF B॒BDI QBDLFU TXJUDIFT UP UIF 30"%.T PO UIF UXP DPBTUT
 VTJOH

��



B DPO੗HVSBCMF OVNCFS PG USBOTQPOEFS QPSUT� य़F QBDLFU TXJUDIFT DPOTUJUVUF B ੘FYJCMF

FEHF OFUXPSL UP VTF BT UIF UBSHFU GPS UIF HFOFSBUFE FEHF QSPHSBNT� (JWFO UIJT UPQPMPHZ


XF HFOFSBUF B SBOHF PG GBCSJDT BOE FEHF QPMJDJFT�

5P HFOFSBUF UIF GBCSJD
 XF DIPPTF B TVCTFU PG 30"%. OPEFT MPDBUFE BMPOH FJUIFS

DPBTU� 'SPN UIJT TVCTFU
 XF SBOEPNMZ DIPPTF QBJST PG OPEFT 	ԇր
 ԇ֒

 TVDI UIBU FBDI

JT PO BO PQQPTJUF DPBTU� 8F UIFO ੗OE UISFF QBUIT CFUXFFO ԇր BOE ԇ֒ TVDI UIBU FBDI

QBUI HPFT PWFS B EJ੖FSFOU QIZTJDBMMZ EJTKPJOU DSPTT�DPOUJOFOUBM QBUI� 'PS FBDI TVDI

QBUI
 XF DSFBUF B VOJRVF PQUJDBM DIBOOFM CFUXFFO ԇր BOE ԇ֒� 6TJOH UIFTF DIBOOFMT


XF HFOFSBUF B /FUॱ१ॺ QSPHSBN UP JNQMFNFOU UIF GBCSJD� य़F QSPHSBN NBUDIFT USBਖ਼D

JODPNJOH PO UIF USBOTQPOEFS QPSUT 	DPOOFDUFE UP UIF QBDLFU TXJUDIFT
 BOE QMBDFT UIFN

PO BO BQQSPQSJBUF DIBOOFM� य़F DIBOOFMT BSF GPSXBSEFE BDSPTT UIF OFUXPSL VTJOH UIF

BQQSPQSJBUF QBUIT� "U UIF FHSFTT
 UIF QSPHSBN NBUDIFT PQUJDBM DIBOOFMT BOE PVUQVUT

UIFN UP B USBOTQPOEFS QPSU� #Z JODSFBTJOH UIF OVNCFS PG DPBTUBM 30"%.T UIBU XF

DPOOFDU WJB PQUJDBM DIBOOFMT XF DBO TDBMF UIF TJ[F PG UIF GBCSJD� 6TJOH UIJT GBCSJD
 XF

DBO HFOFSBUF QPMJDJFT UP UFTU UIF WBSJPVT QBSUT PG UIF &EHF/FUॱ१ॺ TZTUFN�

5P UFTU UIF TDBMBCJMJUZ PG UIF CBTJD EZBENBUDIJOH GVODUJPOBMJUZ
 XF HFOFSBUF QPMJDJFT

UP QSPWJEF DSPTT�DPVOUSZ DPOOFDUJWJUZ� 8F TUBSU XJUI QBJST PG OPEFT 	ԅր
 ԅ֒
 TVDI UIBU

FBDI JT B QBDLFU TXJUDI PO PQQPTJUF DPBTUT� 8F VTF /FUॱ१ॺ QSFEJDBUFT 	BT EFTDSJCFE JO

4FDUJPO ���
 UP TFQBSBUF PVU BOE GPSXBSE B OVNCFS PG USBਖ਼D DMBTTFT CFUXFFO FBDI ԅր
BOE ԅ֒� #Z DPOOFDUJOH JODSFBTJOH OVNCFS PG FEHF OPEFT
 XF DBO JODSFBTF UIF TJ[F BOE

DPNQMFYJUZ PG UIF QPMJDZ�

����� %ZBE (FOFSBUJPO 4DBMBCJMJUZ

य़F ੗STU TUFQ JO QSPEVDJOH UIF SFRVJSFE FEHF QSPHSBNT JT UP DPOWFSU UIF GBCSJD BOE UIF

QPMJDZ GSPN /FUॱ१ॺ QSPHSBNT JOUP EZBET GPS UIF MBUFS TUBHFT� य़JT DPNQVUBUJPO JT UIF

TBNF JSSFTQFDUJWF PG IPX UIF EZBET BSF NBUDIFE� 'JHVSF ����	B
 TIPXT UIF UJNF UBLFO

��
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 /FU,"5 'BCSJD UP %ZBE DPOWFSTJPO�
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	C
 /FU,"5 1PMJDZ UP %ZBE DPOWFSTJPO�

'JHVSF ����� %ZBE DPOWFSTJPO TDBMBCJMJUZ�

UP DPOWFSU UIF GBCSJD JOUP EZBET VTJOH UIF /FUॱ१ॺ DPNQJMFS GSBNFXPSL� 'JHVSF ����	C


TIPXT UIF UJNF UBLFO UP DPOWFSU UIF QPMJDZ JOUP EZBET�

य़F UJNF UBLFO UP QSPEVDF UIF EZBET GPS UIF GBCSJD JT UIF MBSHFTUۘOFBSMZ BO IPVS

GPS UIF MBSHFTU GBCSJDT� य़JT UJNF EPNJOBUFT UIF DPOWFSTJPO UJNF GPS UIF QPMJDZ 	MFTT

UIBO ��� NT
� )PXFWFS
 POF PG UIF NPUJWBUJOH DPOTUSBJOUT JT UIBU UIF GBCSJD JT SJHJE BOE

DIBOHFT JOGSFRVFOUMZ
 XIJMF UIF QPMJDZ NBZ DIBOHF PॏFO� य़VT UIF EZBE DPOWFSTJPO GPS

UIF GBCSJD DPVME FBTJMZ CF QFSGPSNFE KVTU PODF BOE UIFO DBDIFE GPS TVCTFRVFOU DIBOHFT

UP UIF QPMJDZ� .PSFPWFS
 XF CFMJFWF JUT QFSGPSNBODF DBO CF GVSUIFS JNQSPWFE CZ BEEJOH

GVSUIFS PQUJNJ[BUJPOT UP UIF /FUॱ१ॺ DPNQJMFS�

����� %ZBE .BUDIJOH 4DBMBCJMJUZ

य़F SFTVMUT PG SVOOJOH UIF EZBE�NBUDIJOH CBDL�FOE PO JODSFBTJOH GBCSJD BOE QPMJDZ

TJ[FT JT TIPXO JO 'JHVSF ����� &BDI HSBQI QMPUT UIF OVNCFS PG DPBTUBM OPEFT PO UIF 9�

BYJT
 BOE UIF UJNF UBLFO UP DPNQMFUF FBDI TUBHF PG UIF NBUDIJOH QSPDFTT PO UIF :�BYJT�

'JHVSFT ����	B�D
 TIPX UIF UJNF UBLFO UP HFOFSBUF UIF NBUDIJOH QSPCMFN
 UIF UJNF UP

TPMWF UIF QSPCMFN
 BOE UIF UJNF UP HFOFSBUF UIF /FUॱ१ॺ FEHF QSPHSBNT UP JNQMFNFOU

UIF GPVOE NBUDIJOH SFTQFDUJWFMZ�

य़F HSBQIJDBM NBUDIJOH BQQSPBDI DPNQMFUFT JO NJDSPTFDPOET
 XIJMF HFOFSBUJOH UIF

��
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	D
 5JNF UP HFOFSBUF FEHF QSPHSBNT�

'JHVSF ����� 4DBMBCJMJUZ PG MJOFBS QSPHSBNNJOH BOE HSBQIJDBM EZBE NBUDIJOH�

MJOFBS QSPHSBNNJOH QSPCMFN BOE TPMWJOH JU UBLFT POMZ IVOESFET PG NJMMJTFDPOET� *O FJ�

UIFS DBTF
 FWFO WFSZ DPNQMFY DIBOHFT UP UIF QPMJDZ BDSPTT UIF FOUJSF UPQPMPHZ DBO CF

IBOEMFE JO B TNBMM BNPVOU PG UJNF� य़F UJNF QFOBMUZ QBJE GPS UIF MJOFBS QSPHSBNNJOH

BQQSPBDI JT NBEF VQ GPS CZ ੘FYJCJMJUZۘHFOFSBUJOH UIF FYUSB MJOFBS DPOTUSBJOUT GPS JN�

QMFNFOUJOH QBUI DPOTUSBJOUT UBLFT POMZ �� MJOFT PG 0$BNM�

����� 1BUI $POTUSBJOU 4DBMBCJMJUZ

8F DBO OPX FYUFOE UIF CBTJD NBUDIJOH FWBMVBUJPO XJUI QBUI DPOTUSBJOUT� 4UBSUJOH GSPN

UIF TBNF GBCSJD BOE QPMJDZ TFUVQ
 XF BEE BO JODSFBTJOH OVNCFS PG JOUFSNFEJBUF OPEFT

��
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	D
 5JNF UP HFOFSBUF FEHF QSPHSBNT�

'JHVSF ����� 4DBMBCJMJUZ PG NBUDIJOH XJUI QBUI DPOTUSBJOUT�

UP UIF QPMJDZ� 'PS FBDI CJDPBTUBM QBJS PG OPEFT 	ԅր
 ԅ֒
 XF BEE BO JODSFBTJOH OVNCFS

PG JOUFSNFEJBUF QPJOUT ESBXO GSPN POF PG UIF QIZTJDBM QBUIT DPOOFDUJOH UIFN� 'JHVSFT

����	B�D
 TIPX UIF UJNF UBLFO UP HFOFSBUF UIF NBUDIJOH QSPCMFN
 UIF UJNF UP TPMWF UIF

QSPCMFN
 BOE UIF UJNF UP HFOFSBUF UIF /FUॱ१ॺ FEHF QSPHSBNT UP JNQMFNFOU UIF GPVOE

NBUDIJOH SFTQFDUJWFMZ� य़F CBTFMJOF DBTF 	� JOUFSNFEJBUF OPEFT
 JT UIF EZBE NBUDIJOH

BQQSPBDI EFTDSJCFE JO UIF QSFWJPVT TFDUJPO�

6TJOH B MJOFBS QSPHSBNNJOH TPMWFS BMMPXT VT UP TVQQPSU QBUI DPOTUSBJOUT CZ TJNQMZ

BEEJOH NPSF WBSJBCMFT BOE DPOTUSBJOUT� )PXFWFS
 BEEJOH UIJT GVODUJPOBMJUZ DPOTJEFS�

BCMZ JODSFBTFT UIF TJ[F PG UIF MJOFBS QSPHSBNNJOH QSPCMFNT
 JODSFBTJOH UIF UJNF UBLFO

UP HFOFSBUF
 TPMWF BOE SFDPWFS UIF TPMVUJPO� य़PVHI UIF UJNF QFOBMUZ JT TJHOJ੗DBOU JO

��



HPJOH GSPN UIF CBTJD UP UIF TNBMMFTU OVNCFS PG DPOTUSBJOUT
 UIFSF BSF OP BEEJUJPOBM

QFOBMUZ UP JODSFBTJOH UIF OVNCFS PG JOUFSNFEJBUF OPEFT� य़JT JT UP CF FYQFDUFE
 TJODF

UIF NBKPSJUZ PG UIF MJOFBS QSPHSBNNJOH QSPCMFN JT DPNQPTFE PG WBSJBCMFT BOE DPO�

TUSBJOUT SFQSFTFOUJOH UIF GBCSJD QBUIT
 SBUIFS UIBO UIF QPMJDZ۝T JOUFSNFEJBUF OPEFT�

����� 4VNNBSZ

य़F QSPDFTT GPS HFOFSBUJOH FEHF QSPHSBNT GSPN/FUॱ१ॺ GBCSJD BOE QPMJDZ QSPHSBNT DBO

CF CSPLFO EPXO JOUP GPVS TUBHFTۘQSFQSPDFTTJOH UIF QSPHSBNT JOUP EZBET
 GPSNVMBUJOH

UIF NBUDIJOH QSPCMFN
 TPMWJOH UIF NBUDIJOH QSPCMFN BOE ੗OBMMZ HFOFSBUJOH FEHF QSP�

HSBNT GSPN UIF TPMVUJPOT� य़F QSFQSPDFTTJOH TUFQ DPOWFSUT UIF QSPHSBNT JOUP UIFJS

EZBE SFQSFTFOUBUJPO� "QQMZJOH UIJT TUFQ UP UIF GBCSJD UBLFT UIF MPOHFTU BNPVOU PG UJNF

	PO UIF PSEFS PG NVMUJQMF NJOVUFT UP BO IPVS
� )PXFWFS
 TJODF PVS VTF DBTFT BSF OFU�

XPSLT XIFSF UIF DPSF GBCSJD JT NFBOU UP CF SJHJE BOE DIBOHF SBSFMZ
 UIJT TUFQ XPVME POMZ

CF QFSGPSNFE JOGSFRVFOUMZ� 'PSNVMBUJPO BOE TPMVUJPO UBLFT PO UIF PSEFS PGNJMMJTFDPOET

GPS UIF CBTJD DBTF
 BOE MFTT UIBO B TFDPOE JG XF JODMVEF QBUI DPOTUSBJOUT� (FOFSBUJOH

UIF ੗OBM FEHF QSPHSBNT UBLFT FWFO MFTT UJNF�

य़FTF FYQFSJNFOUT TVHHFTU UIBU &EHF/FUॱ१ॺ DPVME CF VTFE UP HFOFSBUF FEHF QSP�

HSBNT GSPN OFUXPSL QPMJDJFT
 QSPWJEFE UIF GBCSJD JT TUBCMF GPS B SFMBUJWFMZ MPOH QFSJPE

PG UJNF� य़JT JT B SFBTPOBCMF BTTVNQUJPO GPS CPUI UIF PQUJDBM DJSDVJU OFUXPSLT BT XFMM BT

PUIFS GBCSJDT JOWPMWJOH MFHBDZ
 OPO�ॹ४ॴ EFWJDFT <��
 ��>� य़VT
 &EHF/FUॱ१ॺ QSPWJEFT B

QSBDUJDBM NFUIPE GPS ੘FYJCMF NBOBHFNFOU PG IFUFSPHFOFPVT OFUXPSLT�

��
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3&-"5&%803,

य़F QSFMJNJOBSZ EFTJHO GPS .FSMJO JO B XPSLTIPQ QBQFS <��>
 BOE UIFO EFTDSJCFE

UIF BQQSPBDI JO NPSF EFUBJM
 JODMVEJOH BO FYQFSJNFOUBM FWBMVBUJPO
 JO B DPOGFSFODF QB�

QFS <��>� "O FYQBOEFE KPVSOBM XJUI BO FYQBOEFE EJTDVTTJPO PG UIF PQUJNJ[BUJPO QSPC�

MFN BOE OFHPUJBUPS EFTJHO
 BEEJUJPOBM FYBNQMFT
 BOE NPSF FWBMVBUJPO JT VOEFS SFWJFX


BOE IBT CFFO VTFE BT UIF CBTJT PG UIF .FSMJO�SFMBUFE TFDUJPOT JO UIJT EPDVNFOU�

य़F &EHF/FUॱ१ॺ TZTUFN MFWFSBHFT B OVNCFS PG UIFPSFUJDBM BEWBODFT NBEF JO QSFWJ�

PVT XPSL PO /FUॱ१ॺ <�>� *O BEEJUJPO XF SFMZ PO UIF FYJTUJOH DPNQJMFS JOGSBTUSVDUVSF GPS

/FUॱ१ॺ UP QSPEVDF UIF '%%T UIBU PVS BOBMZTJT UBLFT BT JOQVU <��>� य़JT XPSL IBT CFFO

QVCMJTIFE BT DPOGFSFODF QBQFS UIBU IBT CFFO UIF CBTJT GPS UIF UFYU PO IFUFSPHFOFPVT

OFUXPSLT BOE UIF EFTDSJQUJPO BOE FWBMVBUJPO PG UIF &EHF/FUॱ१ॺ TZTUFN�

࢚࢐࢟ DPOUSPMMFS GSBNFXPSLT ॵॴ९ॾ XBT BO JO੘VFOUJBM FBSMZ ॹ४ॴ DPOUSPMMFS UIBU PG�

GFSFE B OVNCFS PG GFBUVSFT JODMVEJOH TMJDJOH BOE WJSUVBMJ[BUJPO <��>� य़FTF GFBUVSFT BSF

BMTP SFBMJ[FE JO NPSF SFDFOU XPSL PO 7.XBSF ॴॹॾ <��>� &YPEVT USBOTMBUFT ॹ४ॴ QPMJ�

DJFT JOUP DPO੗HVSBUJPOT UIBU DBO CF JOTUBMMFE PO MFHBDZ EFWJDFT <��>� 'JCCJOH EFWFMPQFE

BQQSPBDIFT GPS JNQMFNFOUJOH ॹ४ॴ�MJLF DPOUSPM VTJOH EJTUSJCVUFE SPVUJOH QSPUPDPMT <��>�

.JEEMFCPYFT BOE 1BDLFU 1SPDFTTJOH 'VODUJPOT ॹ९ॳॶॲ५ <��> JT B GSBNFXPSL GPS

DPOUSPMMJOH NJEEMFCPYFT� ॹ९ॳॶॲ५ B॒FNQUT UP MPBE CBMBODF UIF OFUXPSL XJUI SFTQFDU UP

ॺ३१ॳ BOE ३ॶॻ VTBHF� -JLF .FSMJO
 JU TPMWFT BO PQUJNJ[BUJPO QSPCMFN
 CVU JU EPFT OPU

TQFDJGZ UIF QSPHSBNNJOH JOUFSGBDF UP UIF GSBNFXPSL
 PS IPX QPMJDJFT BSF SFQSFTFOUFE

BOE BOBMZ[FE�

य़F १ॶॲॵॳ२ <��> TZTUFN BMMPXT OFUXPSL PQFSBUPST UP TQFDJGZ NJEEMFCPY QSPDFTTJOH

TFSWJDFT UIBU TIPVME CF BQQMJFE UP DMBTTFT PG USBਖ਼D� य़F BDUVBM QSPDFTTJOH PG QBDLFUT JT

��



IBOEMFE CZ WJSUVBM NBDIJOFT EFQMPZFE JO B DMPVE�CBTFE BSDIJUFDUVSF� .FSMJO JT TJNJMBS


JO UIBU QPMJDJFT BMMPX VTFST UP TQFDJGZ QBDLFU�QSPDFTTJOH GVODUJPOT� )PXFWFS
 .FSMJO

EPFT OPU EJSFDUMZ UBSHFU DMPVE�TFSWJDFT� .PSFPWFS
 .FSMJO BMMPDBUFT QBUIT XJUI SFTQFDU

UP CBOEXJEUI DPOTUSBJOUT
 XIJMF १ॶॲॵॳ२ EPFT OPU�

&� <��> JT B GSBNFXPSL UIBU JNQMFNFOUT DPNNPO GVODUJPOBMJUZ GPS QBDLFU�

QSPDFTTJOH BQQMJDBUJPOT� 4JNJMBS UP .FSMJO
 JU QSPWJEFT B EFDMBSBUJWF QPMJDZ�MBOHVBHF

GPS USBਖ਼D NBOBHFNFOU� &� EJ੖FST GSPN .FSMJO
 UIPVHI
 JO UIBU JU JT GPDVTFE PO /FU�

XPSL 'VODUJPO 	/'
 NBOBHFNFOU� 6TFST QSPWJEF /' EFTDSJQUJPOT
 XIJDI BMMPX UIF &�

TPॏXBSF UP IBOEMF UBTLT TVDI BT QMBDFNFOU
 TDBMJOH
 BOE TFSWJDF JOUFSDPOOFDUJPO�

#BOEXJEUI $POUSPM 4ZTUFNT " OVNCFS PG TZTUFNT JO SFDFOU ZFBST IBWF JOWFTUJ�

HBUFE NFDIBOJTNT GPS QSPWJEJOH CBOEXJEUI DBQT BOE HVBSBOUFFT <�
 ��
 ��
 ��>
 JNQMF�

NFOUJOH USBਖ਼D ੗MUFST <��
 ��>
 PS TQFDJGZJOH GPSXBSEJOH QPMJDJFT BU EJ੖FSFOU QPJOUT JO

UIF OFUXPSL <��
 ��
 ��
 ��>� .FSMJO CVJMET PO UIFTF BQQSPBDIFT CZ QSPWJEJOH B VOJ੗FE

JOUFSGBDF BOE DFOUSBM QPJOU PG DPOUSPM GPS TXJUDIFT
 NJEEMFCPYFT
 BOE FOE IPTUT�

/FUXPSL QSPHSBNNJOH MBOHVBHFT य़FSF JT B MBSHF CPEZ PG XPSL PO EPNBJO�

TQFDJ੗D QSPHSBNNJOH MBOHVBHFT GPS 4%/� &YBNQMFT JODMVEF 'SFOFUJD <��>
 /F॒MF <��>


1ZSFUJD <��>
 /FU$PSF <��>
 /FU,"5 <�>
 .BQMF <��>
 BOE 'MPX-PH <��>
 BNPOH PUIFST�

य़F DPNQJMFST GPS UIFTF MBOHVBHFT USBOTMBUF IJHI�MFWFM QSPHSBNT JOUP TXJUDI�MFWFM GPS�

XBSEJOH SVMFTۘJ�F�
 UIFZ BTTVNF UIBU UIF OFUXPSL DPOTJTUT PG ॹ४ॴ TXJUDIFT UIBU DBO CF

GSFRVFOUMZ SFQSPHSBNNFE JO SFTQPOTF UP DIBOHJOH DPOEJUJPOT�

)PXFWFS
 UIFTF MBOHVBHFT BSF MJNJUFE JO UIBU UIFZ EP OPU BMMPX QSPHSBNNFST UP

TQFDJGZ NJEEMFCPY GVODUJPOBMJUZ
 BMMPDBUF CBOEXJEUI
 PS EFMFHBUF QPMJDJFT� "O FYDFQ�

UJPO JT UIF ॶ१ॴ५ <��> TZTUFN
 XIJDI BMMPXT FOE IPTUT UP NBLF FYQMJDJU SFRVFTUT GPS OFU�

XPSL SFTPVSDFT MJLF CBOEXJEUI� 6OMJLF .FSMJO
 ॶ१ॴ५ EPFT OPU QSPWJEF NFDIBOJTNT GPS

QBSUJUJPOJOH GVODUJPOBMJUZ BOE EFMFHBUJPO JT TVQQPSUFE BU UIF MFWFM PG JOEJWJEVBM ੘PXT


��



SBUIFS UIBO FOUJSF QPMJDJFT�

य़F .FSMJO DPNQJMFS JNQMFNFOUT B GPSN PG QSPHSBN QBSUJUJPOJOH� य़JT JEFB IBT

CFFO QSFWJPVTMZ FYQMPSFE JO B WBSJFUZ PG PUIFS EPNBJOT JODMVEJOH TFDVSF XFC BQQMJDB�

UJPOT <��>
 BOE EJTUSJCVUFE DPNQVUJOH BOE TUPSBHF <��>�

0QUJDBM OFUXPSLT य़F ੘FYJCJMJUZ PG ॹ४ॴT JT B॒SBDUJWF GPS PQUJDBM OFUXPSLT BT XFMM�

3FDFOU XPSL IBT JEFOUJ੗FE B TFU PG DIBMMFOHFT UIBU BSF EJ੖FSFOU GSPN UIBU JO QBDLFU OFU�

XPSLT <��>� *O QBSUJDVMBS
 TJHOBM B॒FOVBUJPO BU MPOH EJTUBODFT JT B TJHOJ੗DBOU QSPCMFN

UIBU SFRVJSFT UIF DBSFGVM QMBDFNFOU PG SFHFOFSBUPS OPEFT� 0VS QBUI DPOTUSBJOUT FYUFO�

TJPO ੗OET QBUIT DPOOFDUJOH UIF SFRVJSFE SFHFOFSBUPS
 XIJMF QSFWJPVT XPSL IBT UBDLMFE

UIF QSPCMFN PG XIFSF JO B OFUXPSL UP QMBDF UIFTF SFHFOFSBUPST JO UIF ੗STU QMBDF <��>�

" OVNCFS PG SFDFOU F੖PSUT IBWF EFWFMPQFE BSDIJUFDUVSFT BOE DPOUSPM BCTUSBDUJPOT

GPS IZCSJE QBDLFU�PQUJDBM OFUXPSLT� 3&"$5P3 JODPSQPSBUFT PQUJDBM DJSDVJUT JOUP EBUB

DFOUFS OFUXPSL XJUI UIF HPBM PG JNQSPWJOH QFSGPSNBODF XJUIPVU TBDSJ੗DJOH DPO�

USPM <��>� "OPUIFS TZTUFN
 08"/ KPJOUMZ NBOBHFT UIF PQUJDBM BOE QBDLFU MBZFST UP

PQUJNJ[F CVML EBUB USBOTGFST JO XJEF�BSFB OFUXPSLT <��>� 0VS XPSL
 XIJDI GPDVTFT PO

NFDIBOJTNT GPS JNQMFNFOUJOH QSPHSBNT BU UIF FEHF
 JT DPNQMFNFOUBSZ UP UIFTF F੖PSUT�

&EHF�GBCSJD EJTUJODUJPO 4FWFSBM FYJTUJOH TZTUFNT BSF BMTP CBTFE PO BO FEHF�GBCSJD

EJTUJODUJPO� "O FBSMZ QBQFS CZ $BTBEP FU BM� <��> QSPQPTFE BO BSDIJUFDUVSF CBTFE PO B

GBCSJD TFSWJDF NPEFM� य़F TBNF QBQFS EJTDVTTFE UIF QSPCMFN PG NBQQJOH QPMJDJFT UP UIF

FEHF CVU EJE OPU QSPQPTF B TPMVUJPO� 1BOPQUJDPO BEESFTTFT JODSFNFOUBM EFQMPZNFOU

PG 4%/T VTJOH EBUB TUSVDUVSFT DBMMFE 4PMJUBSZ $PO੗OFNFOU 5SFFT
 XIJDI BSF TJNJMBS UP

PVS GBCSJDT <��>� )PXFWFS
 1BOPQUJDPO GPDVTFT PO -��-� QBDLFU OFUXPSLT JO TNBMM UP

NFEJVN TDBMF FOUFSQSJTFT
 SBUIFS QIZTJDBMMZ IFUFSPHFOPVT EFQMPZNFOUT� "T NFOUJPOFE

BCPWF
 'FMJY JT BMTP CBTFE PO BO FEHF�GBCSJD EJTUJODUJPO BOE BEPQUT B TJNJMBS BQQSPBDI

CBTFE PO /FUॱ१ॺ BOE '%%T <��>�

��



4PࢄXBSF TZOUIFTJT GPS OFUXPSLT 4FWFSBM SFDFOU TZTUFNT IBWF BQQMJFE JEFBT GSPN

QSPHSBN TZOUIFTJT UP OFUXPSLT� 4PॏXBSF TZOUIFTJT JT B॒SBDUJWF CFDBVTF JU P੖FST UIF

QSPNJTF PG ੗OEJOH HFOFSBM TPMVUJPOT UP B XJEF DMBTT PG QSPCMFNT
 SBUIFS UIBO SFMZJOH

PO BE�IPD BOE QPTTJCMZ CSJ॒MF TPMVUJPOT UP QBSUJDVMBS QSPCMFNT� (FOFTJT BOE 4Z/FU

TZOUIFTJ[F EFWJDF�MFWFM DPO੗HVSBUJPOT GSPN IJHI�MFWFM QPMJDJFT UIBU JODPSQPSBUF QBUI

BOE USBਖ਼D FOHJOFFSJOH DPOTUSBJOUT <��
 ��>� य़F &EHF/FUॱ१ॺ BQQSPBDI JT BMTP CBTFE PO

TZOUIFTJT
 CVU XF FYQMPJU EPNBJO�TQFDJ੗D LOPXMFEHF UP QSPEVDF EZBET CZ BOBMZ[JOH

/FUॱ१ॺ QSPHSBNT
 UIBU BSF UIFO GFE UP B TPMWFS UP DPNQVUF B NBUDIJOH� #Z EPJOH TP


XF DVU EPXO UIF TQBDF PG QPTTJCMF TPMVUJPOT UIBU B TPMWFS IBT UP JOWFTUJHBUF�

��
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$0/$-64*0/

य़JT EJTTFSUBUJPO EFTDSJCFT UIF EFWFMPQNFOU PG B TFSJFT PG EPNBJO�TQFDJ੗D MBO�

HVBHFT GPS NBOBHJOH NPEFSO OFUXPSLT CBTFE PO USFBUJOH QBUIT UISPVHI UIF OFUXPSL

BT UIF DPSF DPOTUSVDU GPS EFTDSJCJOH OFUXPSL�XJEF QPMJDJFT� य़JT FYQBOET PO XPSL PO

QBUI�CBTFE OFUXPSL QSPHSBNNJOH MBOHVBHFT TVDI BT 'BU5JSF BOE /FUॱ१ॺ UP TVQQPSU

OFUXPSL QPMJDJFT JOWPMWJOH CBOEXJEUI DPOTUSBJOUT
 IFUFSPHFOPVT OFUXPSL EFWJDFT
 BOE

NVMUJQMF BENJOJTUSBUJWF EPNBJOT� य़FTF MBOHVBHFT JODMVEF .FSMJO 	TVQQPSUJOH CBOE�

XJEUI BOE EFMFHBUJPO

 $JSDVJU /FUॱ१ॺ 	TVQQPSUJOH PQUJDBM DJSDVJU OFUXPSLT
 BOE UIF

&EHF/FUॱ१ॺ DPNQJMFS GPS /FUॱ१ॺ 	TVQQPSUJOH IZCSJE QBDLFU�PQUJDBM OFUXPSLT
� य़F

DPNQJMFST BOE SVOUJNFT GPS UIFTF MBOHVBHFT IBWF CFFO UFTUFE CZ JNQMFNFOUJOH B WBSJ�

FUZ PG NPEFSO BQQMJDBUJPOT PO SFBMJTUJD OFUXPSLT� 5PHFUIFS UIFTF MBOHVBHFT TIPX UIBU

JU JT QPTTJCMF UP NBOBHF NPEFSO OFUXPSLT BOE TQFDJGZ SFBMJTUJD QPMJDJFT VTJOH QBUI�

DFOUSJD
 IJHI�MFWFM
 EPNBJO�TQFDJ੗D MBOHVBHFT�

य़FSF BSF B OVNCFS PG BWFOVFT GPS GVUVSF XPSL� य़F.FSMJO DPNQJMFS DVSSFOUMZ VTFT

BO JOUFHSBMJUZ DPOTUSBJOU JO UIF HFOFSBUFE MJOFBS QSPHSBNNJOH QSPCMFN UP QSPEVDF TP�

MVUJPOT XJUI B TJOHMF QBUI GPS FBDI USBਖ਼D DMBTT� 'VUVSF XPSL DPVME MFWFSBHF BQQSPBDIFT

UP NVMUJ�DPNNPEJUZ ੘PX UIBU UBLF BEWBOUBHF PG NVMUJQMF QBUIT� य़PVHI UIF .FSMJO

MBOHVBHF JT EFTJHOFE UP TVQQPSU EFMFHBUJOH QPMJDJFT GSPN BENJOJTUSBUPST UP UFOBOUT
 UIF

DPNQJMFS VOEFS UIF DPOUSPM PG UIF BENJOJTUSBUPS NVTU WFSJGZ TVDI SF੗OFE QPMJDJFT CFGPSF

UIFZ BSF JOTUBMMFE PO UIF OFUXPSL� 6TJOH OFX IBSEXBSF BEWBODFT TVDI BT *OUFM۝T 4(9


JU NBZ CF QPTTJCMF UP SFNPWF EFQFOEFODF PO B DFOUSBM DPNQJMFS CZ BMMPXJOH UFOBOUT UP

SVO B IBSEXBSF�B॒FTUFE DPNQJMFS UIBU WFSJ੗FT BOE JOTUBMMT SF੗OFE QPMJDJFT�

'PS &EHF/FUॱ१ॺ
 UIFSF BSF B OVNCFS PG JOUFSFTUJOH FYUFOTJPOT� GBVMU UPMFSBODF
 MPBE

CBMBODJOH BOE NPSF QBUI DPOTUSBJOUT TVDI BT OPEF PS FEHF EJTKPJOUOFTT� *NQMFNFOUJOH

UIFTF FYUFOTJPOT XJMM VOEPVCUFEMZ SFRVJSF GVSUIFS EFWFMPQNFOU PG UIF MJOFBS QSPHSBN�
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NJOH CBTFE CBDL�FOE
 PS FYQMPSJOH UFDIOJRVFT CBTFE PO DPVOUFS�FYBNQMF HVJEFE JOEVD�

UJWF TZOUIFTJT 	$&(*4
� 'JOBMMZ
 UIF DPNQJMFS DPVME HFOFSBUF NPSF UIBO KVTU UIF /FUॱ१ॺ

FEHF QSPHSBNT� य़FSF NBZ CF DBTFT XIFSF BO FYJTUJOH GBCSJD DBOOPU CF VTFE UP JNQMF�

NFOU B HJWFO QPMJDZ� *O TVDI DBTFT
 UIF DPNQJMFS DPVME TVHHFTU NJOJNBM FYUFOTJPOT UP

UIF GBCSJD SFRVJSFE UP TVQQPSU UIF QPMJDZ
 PS DPOWFSTFMZ
 QSFDJTFMZ MPDBUF QPSUJPOT PG UIF

QPMJDZ UIBU UIF GBCSJD DBOOPU TVQQPSU�
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