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The trend toward embedding internet-connected computers in objects and

buildings is often referred to as the Internet of Things (IoT). The IoT has great

potential to improve the efficiency of our homes and businesses. It also has the

potential to severly undermine individual privacy. IoT devices generally report

their states and sensor readings to their manufacturer at frequent intervals. This

enables an unprecedented automated collection of information on ordinary cit-

izens on a scale never-before possible. This information may seem trivial at first

glance, but can in fact reveal a great deal of sensitive information.

Privacy mechanisms offer a potential solution to this problem. A privacy

mechanism is an algorithm that enables one to enjoy the benefits of a service

without revealing too much personal information. The IoT raises new privacy

concerns that existing privacy mechanisms have not been designed to handle.

These new problems require new methods to design privacy mechanisms. Engi-

neering design is nothing without engineering analysis, however. We will also

need new tools to quantify the privacy afforded by a mechanism and its effect

on the utility of the service in question.

This dissertation presents three main contributions to the design and analy-

sis of privacy mechanisms for the IoT. It begins with a technical, ethical, and

legal examination of online advertisement and ad blocking. Online ads are

simultaneously an economic driving force behind the increasing collection of



personal information as well as a mechanism enabling said collection. As such,

they are integral to any examination of a privacy in the IoT.

The next contribution is in the field of location privacy. GPS-enabled IoT

devices that users carry on their bodies, such as smartphones, enable broad col-

lection of location information on individuals. Location information is some of

the most sensitive information collected by the IoT and is therefore one of the

most significant research problems in IoT privacy. The dissertation lays out the

analysis and design of location privacy mechanisms that focuses on hiding the

semantic information in location data rather than the geographical coordinates

themselves.

The third contribution shows how the IoT can be used to enhance privacy

instead of undermine it. It presents the design of a tamperproof log that can

operate in a low-power, low-connectivity IoT network. The tamperproof log

enables enforcement of an accountability policy that can be used to protect the

privacy of medical records delivered to emergency physicians during disaster

response.
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CHAPTER 1

INTRODUCTION

At its best, the IoT has the potential to create an integrated ecosystem that

can respond to a spectrum of needs, increasing efficiency and opportunity,

and empowering people through technology, and technology through intel-

ligence. At its worst, the IoT can open a Pandora’s Box of inappropriate

and unsafe behavior, unintended consequences, and intrusiveness.

Vinton G. Cerf [13]

1.1 Introduction

The Internet of Things (IoT) is the name given to the trend toward integrat-

ing internet-connected computers into objects not traditionally connected to the

Internet. The ubiquity of WiFi, advances in cellular data networks, and ever-

cheaper and more powerful microprocessors have made it easier and more af-

fordable to connect objects around us to the internet in novel ways. Modern cars

have WiFi and a cellular data uplink to their manufacturer to report telemtry

and download firmware upgrades. Modern ”smart” electrical appliances, such

as refrigerators, coffee makers, and vacuum cleaners, enable users to monitor

and control them over the internet. Smart homes have door locks, windows,

lights, environmental controls, and alarm systems all connected to the internet

to enable increased energy-efficieny and remote monitoring. Smart speakers,

such as Amazon Echo or Google Home, provide an alternative voice-activated

interface to smart homes and to virtual assistants such as Apple’s Siri and Ama-

zon’s Alexa. Smartphones, while on the boundary between IoT devices and
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general-purpose computers, form an important class of IoT devices. All of these

devices and more form a network of billions of ”things” that has drastically

changed the structure of the internet.

The IoT has been the cause of a lot of excitement in industry, academia, and

government. By most estimates, the number of IoT devices and revenue in the

IoT market is projected to grow exponentially in the next decade. Both tech-

nology and mainstream press is flooded with articles on the wonderful poten-

tials of the IoT. Dozens of industry consortiums have been founded around the

IoT, numerous academic journals and conferences have been dedicated to it,

and governments are investing heavily in IoT initiatives [88]. This excitement

is not fully unwarranted. The IoT does indeed hold great potential. Internet-

connected cars can download the latest map, traffic, and weather information

to give drivers up-to-date navigational directions. They can send telemetry to

the car manufacturer who in turn suggest preventative maintenance steps and

automatically push software updates to the car computer. IoT-powered home

automation not only allows users to conveniently control their appliances and

environmental controls from their smartphones, but could potentially dynami-

cally adjust heating, lights, and air conditioning to reduce power consumption

and carbon footprints. And as new IoT devices enter the market, new possibili-

ties for greater convenience and efficiency emerge.

As a side-effect of all these new services and capabilities, the IoT generates

an unprecedented amount of data on individual users. Some of this informa-

tion may seem trivial at first glance, but upon closer inspection it can reveal a

great deal about the user. For example, if a company knows when and how

you use your coffee maker, they can get a tiny picture of your daily life. They
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might be able to infer when you wake up from the time you turn on your coffee

maker in the morning. If you brew a large pot in the middle of the afternoon

on a weekend, that could indicate you have company. The size of the daily pot

brewed could indicate the number of coffee drinkers in the household and/or

how much coffee you drink. This information can in turn be correlated to your

age, gender, ethnicity, and socioeconomic background.

But this is just information from a single coffee maker. The information re-

vealed is compounded by the number of IoT devices in a household. If the cof-

fee maker data is combined with data from your smart electricity meter, your

internet-connected thermostat, a smart home computer controlling doors and

windows, air conditioning, faucets, and lights, soon enough it becomes feasible

to infer just about everything that goes on in the home. As new IoT devices

are added to the home, their data forms an increasingly complete picture of ev-

erything that transpires within a household. Outside of the house, wearables

and smartphones can track user movements and activities. The location data

alone can be incredibly revealing. It can reveal that you participated in a polit-

ical demonstration, or a labor union meeting, or visited an HIV clinic. As we

shall discuss further in chapter 3, given a detailed enough location trace on an

individual, it becomes possible to reconstruct their life.

With all this data collection, the IoT opens up an entirely new realm of pri-

vacy problems. Never before has it been possible to collect, store, and analyze so

much information about people. As the IoT grows to monitor and control more

and more of our lives, it is able to create an ever-more detailed simulacrum of

our private lives. The problem is compounded by the fact that this data is not

necessarily siloed between different IoT device manufacturers. In fact, as we
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shall see in chapter 2, there is a lively economy built around buying and selling

personal information.

Digitized personal information is being used increasingly to make important

decisions about our lives. Such data now affects whether people get into college,

are offered a job, have their loan applications approved, or their insurance pre-

miums increased [99]. Traditionally, the law has placed limits on what kind of

information can be factored into such decisions, but law and ethics tend to be

one step behind technological advances [127] and is not yet properly equipped

to deal with the privacy problems of the IoT. Furthermore, the algorithms used

to make these decisions carry with them the latent biases and prejudices of their

designers and training data [89], often amplifying existing inequalities in our

society [99].

Given the promise the IoT has for making our lives easier and more efficient,

we would be remiss in simply doing away with the IoT altogether. Instead, we

can use careful engineering to have our cake and eat it too. By transforming or

censoring information prior to sending it to an IoT service provider, we could

potentially still derive the aforementioned benefits from the IoT without reveal-

ing sensitive personal information. A technology that alters or censors personal

information prior to sending it to IoT service providers will in this dissertation

be referred to as a privacy mechanism. A privacy mechanism could add noise,

reduce precision, add extraneous information, or even fully delete information

prior to sending it over the network. Designing such mechanisms forms an im-

portant part of this dissertation.

In order to design good privacy mechanisms, we need to be able to tell good

mechanisms from bad ones. In other words, we need tools to carry out the engi-
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neering analysis of privacy mechanisms. Most importantly, we need quantita-

tive measures the impact of privacy mechanism design decisions on the amount

of information revealed as well as on the quality of service. This is the so-called

privacy-utility trade-off and is challenging because both ”privacy” and ”quality

of service” are inherently ambiguous concepts. We need to determine which

approaches are appropriate for each given context. A significant part of this dis-

sertation is devoted to the development of such privacy and quality-of-service

metrics.

1.2 Dissertation Overview

This dissertation focuses on three main areas within IoT privacy: Mobile ad

blocking, location privacy, and sensitive records management. Chapter 2 ex-

plores the topic mobile advertising and ad blocking, a topic of pivotal impor-

tance to IoT privacy. The online advertising economy drives the demand for

consumer personal data, which in turn is the impetus for the intense commer-

cial interest in connecting everything to the internet. In fact, sometimes compa-

nies don’t even know what additional value an embedded internet-connected

computer brings to the customer [56].

IoT service providers undoubdetly know what value IoT devices bring to

them. Personal data is used to create a detailed marketing profile on individ-

uals. Once these profiles are created, more data is then needed to track the

exposure and response of those individuals to specific advertising campaigns.

Mobile devices such as smartphones have become the most important arena

where this information collections plays out. Facebook, Inc. is one of the largest
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online advertising companies in the world and reportedly makes 91% of its rev-

enue from mobile advertising [122]. As such, online ads have ramifications be-

yond the IoT, but the IoT remains a central battlefield in the arms race between

advertisers and adblockers.

Mobile advertising is interesting because it is not only a cause of personal

data collection, it is also one of the primary mechanisms by which it is done.

Online ads are the primary tool by which users’ browsing habits are tracked

across the web. We will explore how ads are used to track user behavior as

well as how ad blockers, an important type of privacy mechanism, work. As

ad blocking is a controversial technique, we will also provide a brief legal and

ethical analysis of the use of ad blockers.

In chapter 3, we move on to one of the most intrusive forms of personal

information collection in the IoT: location information. I will review existing

mechanisms and approaches to analysis in the field of location privacy and go

on to propose a different approach that more closely reflects the privacy needs

of a typical user. The central idea is to protect the semantics associated with

location information rather than the geographical coordinates themselves. Pro-

tecting semantics is more complicated than simple coordinates, but I will show

how some of the tools developed to measure physical location privacy can be

extended to semantic location privacy and show how to use them to evaluate

the privacy-utility tradeoff of mechanisms. The chapter concludes with a pre-

sentation of a privacy mechanism of my own design and its analysis using the

tools developed in the chapter.

In chapter 4, we will see that while the IoT creates a host of privacy problems,

it also has the potential to extenuate them. In this chapter, we look at the prob-
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lem of providing access to sensitive personal records such as health records to

emergency first responders during disaster response. During disaster response,

existing IT and communications infrastructure may be rendered unavailable,

but do to the prevalence of smartphones, emergency first responders bring with

them a considerable amount of computing power and communication capabili-

ties just by the virtue of having their phones on them. We will present Vegvisir,

a blockchain-based system operating across low-power IoT devices communi-

cating in an opportunistic fashion. Vegvisir can enable emergency medical re-

sponders operating outside of traditional communication infrastructure to ob-

tain access to the medical records they need without sacrificing the privacy of

said records.

Finally, chapter 5 summarizes the work and conclusions presented in the

dissertation. We will also point to future research directions within the areas

covered in this dissertation as well as within privacy problems in the IoT as a

whole.
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CHAPTER 2

INTERNET ADVERTISING, TRACKING, AND AD-BLOCKING

Every time you block an ad, what youre really blocking is food from entering

a childs mouth. [105]

In reality, ad blockers are one of the few tools that we as users have if we

want to push back against the perverse design logic that has cannibalized

the soul of the Web. [133]

2.1 Introduction

In fall 2015 Apple introduced a content blocking extension point into its Safari

mobile browser, providing a hook for software that prevents advertisements

from being loaded when web pages are rendered [63]. As it turns out, large

numbers of people wanted to do just that [132]. Ad blockers had been avail-

able for some time, but their potential use in the worlds most popular mobile

browser heightened their saliency and brought the debate over their use, a de-

bate sometimes serious and nuanced, but often frivolous, into the mainstream

media [33].To put the issue into perspective, consider the following provided by

PageFair, a leading provider of counter ad block solutions to web publishers, in

its 2015 [102] and 2016 [101] reports on ad blocking:

• Ad blocking was estimated to have cost publishers nearly $22 billion dur-

ing 2015.
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• As of November 2016, at least 309 million people are blocking advertising

on their smartphones.

• 298 million of these people use an ad blocking browser, more than twice

the number using blocking browsers in 2015.

• Ad blocking is particularly popular in emerging markets, with the largest

number of active monthly users in China, India, and Indonesia. The

United States is in ninth place.

In its 2016 report PageFair made the following prediction:

Mobile ad blocking is a serious threat to the future of media and jour-

nalism in emerging markets, where people are coming online for the first

time via relatively expensive or slow mobile connections. Usage in western

economies is likely to grow as more manufacturers and browsers start to

include ad blocking as a feature. [101]

Given the amount of money involved in advertising, one might expect a cer-

tain amount of invective on the subject of ad blocking. One would be correct.

Ad blocking has been referred to as evil and as a form of theft [107]. Ad Age,

an advertising industry trade magazine, accused ad blockers of being exploita-

tive, extortionate, and anti-democratic, all within the space of a single sentence:

As abetted by for-profit technology companies, ad blocking is robbery, plain and

simple an extortionist scheme that exploits consumer disaffection and risks dis-

torting the economics of democratic capitalism. [109]

Randall Rothenberg, president and chief executive officer for the Interactive

Advertising Bureau accuses ad blocking profiteers of stealing from publishers,
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subverting freedom of the press, operating a business model predicated on cen-

sorship of content, and ultimately forcing consumers to pay more money for

less and less diverse information [62].

On the other side of the debate, many have pointed to the ads themselves as

fostering needless consumption while being tasteless, intrusive, and evil (this

word occurs a lot in these discussions), while suggesting that the advertising

industry brought ad blocking upon itself [3].

There are purely technical issues as well. The technology that allows Inter-

net advertisers to better target potential consumers slows the loading of web

pages and places a significant burden on wireless cellular links, a burden that

is usually funded by unwilling users. The ad-blocking software provider Shine,

an Israeli startup that began life in 2011 as an anti-virus software developer,

estimates that advertising consumes between 10% and50% of user data plans,

depending on user location. A typical mobile gaming app with advertising was

found to consume 5Mbytes over a five-minute session, but only 50 Kbytes with

ad blocking in place [100].

Shine produces ad-blocking software that can be incorporated into cellular

data centers. In June 2016 the UK cellular service provider Three became the

first service provider to conduct trials using this software to block ads on cellu-

lar data connections [65]. Given that marketers are expected to have spent over

$100 billion on mobile ads in 2016 [57], the response is expected to be extreme.

In this chapter we explore how advertising networks and ad blockers work.

We further consider how ad blockers are subverted, and whether they are eth-

ical. The ethical analysis yields mixed results, but it does, however, suggest a
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solution that empowers users, allowing them to select the types of advertising

they see and how often they see them.

The work in this chapter has previously been published in Communications

of the ACM [131].

2.2 The Technology of Ad Networks and Ad Blockers

Web browsers request a web page from a server by sending an HTTP GET com-

mand to the appropriate Internet host. The host responds with HTML code that

the web browser uses to render the desired page and present it to the user. This

much is both simple and ubiquitous, but the details, particularly when adver-

tising is involved, are much more complicated.

Suppose that the web browser requests a page from a content publisher that

supports his or her work through advertising (this is represented in the figure

below by link 1). Most publishers do not generate their own advertising content,

so they will embed requests for advertising into the HTML files that they send

to requesting users (link 2). When the requesting host attempts to render the

HTML file, it will generate requests for advertisements from an ad exchange.

The ad exchange, as shown below, sits at the center of a network consisting of

supply side and demand side entities. The supply side entities provide infor-

mation about the user, while the demand side entities provide advertising in

response to requests from publishers.

The HTML code provided by the publisher directs the host to a supply side

platform (SSP link 3 above). The request sent to the SSP includes a cookie - a
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Figure 2.1: Entities involved in delivering a web page ad.

small string of information that was previously stored by the SSP on the users

computer. The cookie enables the SSP to craft a response that is specifically

tailored to the requesting user. In this case, the cookie will include a user ID

that the ad exchange can use to coordinate bidding for an advertisement. The ad

exchange forwards the user ID and any other information that it may have about

the requesting user to one or more demand side platforms (DSPs) that place

bids on behalf of advertisers for the opportunity to display their ads. Through a

process known as cookie syncing, the DSPs are able to match the SSP cookie ID

to a user profile, which is often stored and managed by a separate entity called

a data management platform (DMP).

As multiple SSPs and DSPs can use the same DMP, the DMP may link a

wide range of user IDs to the same person. This enables all interested par-

ties (other than the user) to exchange information on the user and form a more

complete picture of that users browsing history. First party websites may also

participate in the process, providing yet more user information. For example,

if a user supplies an email address to a website to sign up for their newslet-

ter, the email address can be linked at the DMP to the cookie IDs associated
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with that user. If the user provides a name and address to a website, that in-

formation may also be linked to the cookie IDs. The DMP may take this a step

further by including information inferred from the user’s social media activ-

ity, purchase history on various sites, search history, and emails. Finally, the

DMP may have access to data gathered offline. Data aggregators are known

to collect data from publicly available records, including licensing records (e.g.

licenses for doctors, lawyers, pilots, or hunting and fishing licenses), voter reg-

istration databases, court records, and DMV records, as well as buying data

from commercial sources including brick-and-mortar store purchase histories

and transaction information from financial services companies [29]. Data ag-

gregators also buy and sell information from each other. This whole system of

transactions is often referred to as the data economy. Through this data econ-

omy, the DMP is able to build a strikingly detailed simulacrum of an individual

consumer, a simulacrum whose accuracy drives the advertisers return on in-

vestment, and whose inaccuracy may drive the consumer to distraction.

If a DSP determines that the user profile fits its target audience, it places

a bid for advertising space on the web page being rendered by the host com-

puter. The ad exchange selects an ad from amongst the bidding DSPs; a Vickrey

auction is generally used, where the highest offer is selected and the amount

paid is that offered by the second highest bidder. The winning DSP provides a

URL for retrieving the ad. In an impression based system, an agency ad server

determines whether the ad is actually downloaded, and pays the publisher ac-

cordingly, with the cost per thousand impressions (CPM) being the most widely

used statistic in Internet advertising [41]. All of this happens within tens of mil-

liseconds, though the actual loading of the winning ad into the users browser

may take far longer depending on the bandwidth of the user connection and the
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size of the ad.

As a result of this process, the publisher of the content often has limited

control over the safety, quality, or tastefulness of the ad seen by the content

consumer. A publisher may, for example, be able to prevent advertisements

from a particular advertiser or class of advertisers, but she may not be able to

exercise finer control.

Ad blockers can use several methods to disrupt the above-described process

and thus prevent ads from being displayed. Many prominent ad blockers, such

as Adblock Plus and its variants, block ads by preventing the browser from

sending HTTP requests to certain URLs. The URL blacklist for a given blocker

is often a crowd sourced effort, such as EasyList, the default blacklist used in

Adblock Plus. EasyList is probably the most widely used blacklist; the num-

ber of EasyList downloads was used by PageFair and Adobe to estimate the

prevalence of ad blocking in their 2015 joint report [102].

While URL blacklisting appears to be the most common method of ad block-

ing, the Electronic Frontier Foundation’s Privacy Badger takes a different ap-

proach [45], attempting to learn which domains and sites are tracking a user

and blocking the ones that do. It detects behavior such as the use of uniquely

identifying cookies, canvas fingerprinting, and the appearance of the same third

party site at multiple domains. As such, it blocks very few domains at first, but

the more it is used, the more it learns to block. It should be noted that Privacy

Badger aims to prevent tracking, not ads; but since the two are intimately con-

nected, it often serves both purposes.

A third ad blocking method blocks website elements fitting certain patterns;
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for example, it could look for the ”iframe” HTML tag and check to see if it con-

tains text strings like ”Sponsored” or links to a URL with the word ”ad” in it.

This method can block advertising served by the web site itself as opposed to

just third parties, advertising that includes ads embedded in search results and

social media feeds. This content filtering can happen at the client or at an in-

termediate proxy. Some ad blockers use a root certificate to redirect browser

requests to a VPN or proxy that removes ad content using the above-mentioned

methods before forwarding the HTML code to the browser. This approach can

block ads for mobile apps as well as browsers, but it comes with the risks asso-

ciated with having third parties interfere with browser traffic, risks that include

the classic man-in-the-middle hacking attack. Apple recently removed several

ad-blocking apps from its app store on this basis [52].

Publishers will sometimes try to circumvent attempts at ad blocking. Anti-

ad blocking usually works by serving a fake ad in some way and verifying

that it has been loaded or displayed. If it fails to load, the site stops display-

ing the primary content or refuses to load it in the first place. For example, a

site can contain an iframe ostentatiously marked as ”Advertising” and then use

JavaScript to see if it was displayed a . If an ad-blocker is detected, the site

doesn’t provide the primary content. Similarly, the browser can be directed to

load a JavaScript with a name, such as ”ads.js,” that can be found in common

ad blocker filter rules and check to see if it is run. Aside from trying to explicitly

detect ad blockers, ad networks can obfuscate the URLs of their ads, such as by

using IP addresses instead of domain names.

Ad blockers can often adapt, circumventing new anti-ad blocking mecha-

nisms. Facebook recently announced that it would prevent ad blocking [85],

15



only to have Adblock Plus announce it had found a way to defeat Facebook’s

prevention technique a few days later [58]. This is but one example of the evolv-

ing arms race between publishers and ad blockers [95].

Though the initial motivation for ad blocking may be annoying ads or track-

ing, increased computer security is a major side benefit. Online ads are usually

pieces of code as opposed to static images or text. The end result of the ad auc-

tion process described above is that the user’s browser is redirected to a URL of

the advertisers choosing. The retrieved object may take the form of JavaScript,

Flash, or even Java code. Vulnerabilities in these frameworks can be used to

execute malicious code on the client machine without the user noticing any-

thing out of the ordinary. Even though browser support for Java and Adobe

Flash is being phased out [60], vulnerabilities in these frameworks are still be-

ing exploited. Java exploits are on the decline, but Flash vulnerabilities are still

some of the most common vehicles for malvertising [124]. While ad networks

have measures in place to detect malvertising, there are ways to circumvent and

avoid detection, at least temporarily, such as serving a legitimate ad until the ad

network has approved the ad, only serving malvertising every 10th or 20th time,

and not serving malvertising to certain IP addresses [74]. Even large and rep-

utable websites have been known to accidentally serve malvertising, making

malvertising a potential problem for every Internet user.

2.3 Is ad blocking a breach of contract?

It would take a long law review article, and one written by another set of au-

thors, to properly address the legality of ad blocking. We do, however, wish to
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address the oft-cited argument that the provision of free content that contains

ads is done under an implicit contract [91]. Under this contract, the consumer

is provided with free content in return for the users agreement to view adver-

tisements. This is not a new argument, as it has been applied by network ex-

ecutives to broadcast television for many years, sometimes in a very extreme

form. In 2002 Jamie Kellner, then CEO of Turner Broadcasting, suggested that

any systematic practice of using the bathroom during commercials was stealing

[44].

In the United States, the legal concept underlying this argument is the

implied-in-fact contract. The law is summarized as follows:

To establish the existence of an implied in fact contract, it is necessary to

show: an unambiguous offer, unambiguous acceptance, mutual intent to

be bound, and consideration. However, these elements may be established

by the conduct of the parties rather than through express written or oral

agreements. [64]

As an example, suppose that you agree to wash your neighbors car once a

week. You receive payment for each of the first six weeks, but upon washing his

car the seventh time, your neighbor refuses to pay because there was no written

agreement. Most courts would agree that there was an implied-in-fact contract

as evidenced by the conduct of the parties for the first six weeks. Your neigh-

bor has to pay. Now consider a real example in which it was found that there

was no implied-in-fact contract. In 1917 the United States leased a pier from the

Baltimore and Ohio railroad for the purpose of handling supplies destined for

the war in Europe. An earlier fire was believed to have been an act of sabotage,
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so soldiers were deployed to guard the pier and surrounding equipment. The

weather was cold, and the troop commander often complained about the tents

in which his men were forced to live. A railroad official offered to build tem-

porary barracks. Though there was never any discussion of compensation, the

barracks were built. The railroad later sued to recover the cost of the construc-

tion, arguing that there had been an implied-in-fact contract. In what became

the 1923 case of Baltimore & Ohio R. Co. v. United States [1], the Supreme Court

disagreed. The Court stated that an implied agreement required a meeting of

minds inferred, as a fact, from conduct of the parties in the light of surrounding

circumstances. The Court found that there had been no such meeting of minds,

as the railroad company never intimated that it would expect payment from the

government.

It follows that there are several reasons that the alleged quid pro quo of

viewing ads in return for free Internet content fails to rise to the level of an

implied-in-fact contract. First, as with the Baltimore & Ohio case, there was no

unambiguous offer. The Internet content consumer is rarely told precisely what

is going to be loaded into his or her web browser, and what is expected in re-

turn. Content consumers suffer the embedding of ads and, on occasion, trackers

and other forms of spyware into their web browsers without receiving any no-

tice from the content provider whatsoever. In fact, as we have seen, the content

provider may not know what is being injected into the consumers browser.

Second, the alleged agreement fails to satisfy the unambiguous acceptance

element. Unlike the lawn-mowing example, there is no prior conduct that indi-

cates a general understanding that an agreement is in place. The popularity of

ad blockers [102, 101, 94] indicates that most consumers do not want to see the
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ads, and clearly have not agreed to do so. A Reuters survey provides further ev-

idence, indicating that even those who do not employ ad blockers are ignoring

or avoiding the ads:

More generally, a third or more (39% in the UK and 30% in the US) say

they ignore ads. Around three in ten (31%/29%) say they actively avoid

sites where ads interfere with the content. [94]

2.4 Are Ad Blockers Unethical?

In After Virtue Alasdair MacIntyre describes the breakdown in ethical argument

that occurs when the foundations for ethical systems are cut away, leaving pro-

ponents of differing perspectives to argue past each other without any basis for

decisive engagement [84]. Ad blocking provides a canonical example, as we

have one group arguing for individual rights (the right to receive payment for

ones effort in providing content), while the other group argues for the general

welfare (an Internet devoid of continual distraction caused by tasteless adver-

tising). It is not clear how the two arguments can be reconciled, or how one can

clearly overcome the other. We suggest that a solution lies in a technologically-

mediated meeting of minds, but before we consider the solution, we offer a

more detailed account of the ethical arguments.

The utilitarian approach, first propounded by Jeremy Bentham and John Stu-

art Mill in the late eighteenth and early nineteenth centuries, is based on the fa-

miliar precept that it is the greatest happiness of the greatest number that is the

measure of right and wrong [10]. In what follows we will consider act utilitar-
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ianism, which focuses on the consequences of individual actions. We will also

substitute well-being for happiness to counter some of the more obvious criti-

cisms of utilitarianism. Does the use of ad blockers create the greatest well-being

for the greatest number? Those affected by the decision to block ads include the

following:

• Ad Blocking Users

• Ad Viewing Users

• Content Generators

• Content Publishers

• Advertisers

Should users choose to employ ad blockers, the following will arguably re-

sult:

• The ad blocking users will see fewer advertisements.

• The content generators will receive less revenue per reading user.

• The content publishers will receive less revenue per reading user.

• Advertisers will seek other venues for their advertising dollars.

• Some content generators will stop generating content.

• Some content publishers will stop publishing content.

• Some content publishers will publish content of lower quality.

• There will be less free content available to all users on the Internet, and

the content that remains freely available will, in some cases, be of re-

duced quality.
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It is important to provide some context for the suggestion that the quality

of online content will be diminished by a general acceptance of ad blocking.

Newspaper journalism was in decline well before the advent of ad blocking, or

even the advent of the Internet, primarily because of the failure of its core busi-

ness model [86]. The business model was that of a quasi-monopoly: competition

was limited, so that a local paper could charge higher prices for advertising, and

then use the revenue to maintain reporters across the world. In essence, the lo-

cal Wal-Mart paid for the Baghdad bureau through its advertising dollars. The

limit on competition was due to a fact of technology: printing presses were very

expensive to operate and maintain, so all but the largest municipalities could

only sustain one or two (print) newspapers at any given point in time [114]. In

a pre-Internet world, the papers acted as an intermediary between advertisers

and consumers, charging both for the opportunity to communicate. In a multi-

newspaper market, the equilibrium was often unstable; a notable scoop could

send more advertising dollars to the scooping paper, allowing the scooper to

grow (literally) fatter and more attractive to the buyers.

The unraveling of this relationship began with the television era and the

movement of affluent readers from the inner city to the suburbs. National and

retail advertisers moved their dollars to television, and newspapers came to de-

pend more on classified ads [37]. With the advent of the Internet in general and

Craigs List in particular (founded in 1995), classified advertising revenue also

began to leave the newspapers balance sheets. By 2010 the newspaper indus-

try was in deep decline, with many major players facing bankruptcy (e.g. the

Tribune Company in 2008), and others left to cope with dramatically reduced

staffs.
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The consequences of a general use of ad blockers may thus be characterized

as a further reduction in the quality of free online content through the departure

of some Internet content generators and publishers to other ways of making a

living. For large numbers of consumers these are apparently acceptable out-

comes given what they avoid: the problems associated with spyware and the

relentless distraction of advertising. There is also evidence that Internet readers

do not greatly value what they are reading; given the choice between paying

for the content and losing it, most prefer the latter. The aforementioned Reuters

survey found that only 10% of online users appeared to be willing to pay for

once-free news content:

After a sharp upturn in 201213 when a large number of paywalls were in-

troduced our data show very little change in the absolute number of people

paying for digital news over the past year. In most countries the number

paying for any news is hovering around 10% of online users and in some

cases less than that. [94]

If Internet readers and users of ad blockers are rational actors who are mak-

ing decisions based on their individual well-being, and as the readers outnum-

ber the writers and advertisers, one may conclude that the use of ad blockers

provides the greatest wellbeing for the greatest number. From a utilitarian per-

spective, ad blocking is ethical; the content providers should look for a better

business model. The counter-argument is ready at hand: this analysis clearly

does not take into account all stakeholders; the content generators and publish-

ers, for example, would almost certainly not be pleased with the consequences

of this utilitarian calculus. This is an example of a key criticism of utilitarianism;

namely, that in emphasizing aggregate well being, some individuals may be left
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in far worse condition than before.

A deontic analysis avoids this particular problem. As is well-known, Kant

suggested in his Groundwork of the Metaphysic of Morals that there is a single

primary moral obligation, which he referred to as the categorical imperative

(CI). Kant offered several formulations of CI, including one that sounds very

much like the golden rule: act so that you use humanity, as much in your own

person as in the person of every other, always at the same time as end and

never merely as means” [66]. Ad blocking readers arguably do not satisfy this

formulation they treat the content generators as means rather than an end in

themselves, taking their work product without respecting their efforts to make

a living. It appears that Kant is on the side of the advertisers, while Bentham

favors the general reader.

Contractualism, an ethical theory related to Kants deontological approach

[103], more clearly takes into account all interested parties, while pointing to

a potential solution. In What We Owe Each Other, T. M. Scanlon offers the

following ethical rule for action [111] (emphasis added):

An act is wrong if its performance under the circumstances would be dis-

allowed by any set of principles for the general regulation of behavior that

no one could reasonably reject as a basis for informed, unforced,

general agreement.

In establishing rules for behavior, Scanlon suggests that we must consider

the perspectives of all stakeholders, and define a basis for informed general

agreement. This would require communication between all stakeholders, some-

thing that is sorely lacking in the context of online advertising. We will return to
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this point when we consider possible solutions. The third and final approach to

be considered shifts the balance of the argument in favor of the general reader,

but on a far firmer basis than the arguments of Bentham et al. Aretaic, or virtue

ethics, emphasizes virtues of mind and character [31, 33]. Virtue ethics origi-

nated with Aristotles Nicomachean Ethics and his notion that the ultimate aim

(telos) of an individual is to live a virtuous life. A virtuous life is a life lived ac-

cording to reason, where decisions are based on a set of values held dear by the

individual. Virtue ethics thus involve the questions of what is desirable, good

or morally worthwhile in life? What values should we pursue for ourselves and

others? [49]

Virtue ethics has enjoyed a recent resurgence, both in philosophy depart-

ments and in schools of technology. With regard to the latter, value-based design

practices have been developed based on various lists of fundamental human

values. For example, in Ethical IT Innovation, Sarah Spiekermann points to both

Aristotle and Maslow while concluding that technical design must be based on

an understanding that knowledge, freedom, and autonomy are preconditions

for human growth, self-esteem, friendship and self-actualization [114]. At best,

the design of advertising technology shows little concern for knowledge, free-

dom, and autonomy of consumers. At worst, advertising technology actively

works to subvert these values. This subversion can be seen through the lens

of the attention economy, a term coined by Herbert Simon to capture the finite

nature of the individuals attention in the face of a seemingly infinite amount of

information [118]. The attention economy is reflected in advertisers insertion of

themselves into virtually all personal interactions in everyday life, ranging from

highway billboards to doctors offices to the bottoms of the trays at airport secu-

rity. Writing for the Practical Ethics blog of Oxford University, James Williams
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argues that the resulting distractions are more than an annoyance, they keep us

from living the lives we want to live:

In the short term, distractions can keep us from doing the things we want

to do. In the longer term, however, they can accumulate and keep us from

living the lives we want to live, or, even worse, undermine our capacities

for reflection and self-regulation, making it harder, in the words of Harry

Frankfurt, to want what we want to want. Thus there are deep ethical im-

plications lurking here for freedom, wellbeing, and even the integrity of the

self. [133]

From a virtue ethics standpoint, it follows that the design of Internet adver-

tising technology is itself unethical in that it works against the human project of

self-creation. Ad blockers are thus not only ethical, but are literally a matter of

self-defense. Quoting the Practical Ethics blog once again:

In reality, ad blockers are one of the few tools that we as users have if we

want to push back against the perverse design logic that has cannibalized

the soul of the Web. [133]

2.5 Solutions and Conclusions

The advertising delivery systems described in this chapter are the antithesis of

value-based design. The values that Sarah Spiekermann and others point to

as a foundation for virtue-based design knowledge, freedom, and autonomy
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are precisely the values that online advertising systems most systematically un-

dermine. Internet advertisers exchange information about users without their

knowledge or control, using that information to manipulate users into behavior

they might not otherwise have exhibited. This summary may seem harsh, and

some may argue that advertisers would happily engage in more ethical behav-

ior if better channels of communication were provided to interested consumers.

A solution beneficial to all may lie in a virtue-based redesign. Such a redesign

would embed T. M. Scanlons suggestion that there be an informed, unforced,

general agreement among all parties. The agreement would be based on a sys-

tem that provides revenue for content generators and connects advertisers to

interested consumers while reducing the deleterious impact of the current sys-

tem of advertising on the reading public. The key step lies in empowering the

reading/consuming public letting them choose whether they will download

ads, and if so, what type of ads. Should a reader choose not to download ads,

he or she should be given the opportunity to pay for ad-free content. The sup-

porting technology for such a system already exists in the current ad networks.

Recall that the current scheme of directed Internet advertising relies on the

use of cookies stored on user machines. These cookies are sent to service side

and demand side platforms to obtain directed advertising for insertion into con-

tent initially requested by a user. Suppose that the cookies are replaced by

information explicitly provided by the user that indicates buying habits and

interest in specific consumer goods. The data management platform (DMP)

would request, coordinate and update this user-supplied information as neces-

sary. Rather than inferring potential sales from browsing habits, advertising net-

works could make advertising bidding decisions based on the clearly expressed

desires of potential consumers. Such a system would increase the agency of the
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browsing user, while potentially increasing return on investment for advertis-

ers.

Such a solution will require careful design and far more communication be-

tween stakeholders than currently takes place, but it offers the potential for

clearly informing readers of their options, options upon which they can exercise

rational choice in pursuit of their own individual goals. We hope that advertis-

ers see this as an opportunity.

We have argued that ad blocking is not a violation of an existing contract

(at least in U.S. law). This does not mean that ad blocking is beyond the reach

of earnest lobbyists and subsequent legislation. One might expect, however,

that such legislation would not be very popular with the general public. We

hope that the above-suggested agreement takes form before the battle between

advertisers and ad blockers escalates any further.
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CHAPTER 3

SEMANTIC LOCATION PRIVACY

GPS information provides an intimate window into a person’s life, reveal-

ing not only his particular movements, but through them his familial, po-

litical, professional, religious, and sexual associations. The location records

hold for many Americans the privacies of life.

Chief Justice John Roberts [2]

3.1 Introduction

Location-based services (LBS) are some of the most popular innovations to come

out of mobile computing and the Internet of Things. Turn-by-turn navigation

apps like Apple Maps and Google Maps have rendered paper maps all but ob-

solete. Location-based ride-hailing services like Uber and Lyft have massively

distrupted the age-old taxi industry. And location-based gaming took the world

by storm when Pokemon Go was released in 2016 [134]. New location-based

services are introduced all the time and we have undoubtedly not yet seen the

full potential of location-based services.

Despite all their promise, location-based services also raise some of the most

serious questions about privacy. Fine-grained location information can reveal

an extraordinary amount of information about a person. To start with, it can

very quickly reveal a person’s home and work location. By combining the route

taken to work with the speed traveled, it becomes possible to figure out the

mode of transportation used. Visits to shops and clubs reveal buying habits and
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hobbies, while visits to places of worship, medical clinics, and labor union halls

can reveal sensitive personal attributes. If an individual’s location trace is com-

bined with that of others, it becomes possible to infer a social network between

the people in the dataset. It could reveal one’s friendships and acquaintances,

and even romantic relationships.

The simplest types of location inferences are what I call first-order inferences.

They are the result of reverse geocoding, the process of converting geographical

coordinates to a place name or street address. Reverse geocoding a location

trace produces a list of places a person has visited and potentially the duration

and time of day of their visit. This list alone can provide quite the detailed

picture of a person’s life in and by itself. But first-order attributes are often

correlated with ethnicity, income level, education, and other sensitive attributes,

providing an even more intrusive picture of the individual. Combined, this

information ends up revealing far more the user might have intended when

they downloaded that location-based game or restaurant recommendation app.

This is where privacy mechanisms come in. It is possible to reduce the

amount of information revealed in a variety of ways. We could add noise to

the coordinates, or reduce their precision, or provide false coordinates along

with the real ones. There is in fact, no shortage of location privacy mechanisms,

as we shall see in the coming sections. The real question is how to evaluate

and compare them. We need to quantitatively measure the amount of personal

information contained in location information and to measure the effect of pri-

vacy mechanisms on the quality of service. Crucially, we need to understand

how to strike a good trade-off between privacy and quality of service.

How one quantifies location privacy is dependent on what information is
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considered sensitive. Early schemes such as spatial cloaking [55] and mix zones

[12] assume that the sensitive information is a person’s identity. While there

certainly are cases where a person wants to hide their true identity from an LBS

provider, it is often necessary or desirable to provide that information freely.

Location-based services often have a social networking component to them,

making it desirable for people associate their presence on the network to their

real-world identity. Other services require personally identifying information

for payment purposes. In such cases where the user has already provided their

identity to the LBS, it becomes more important to limit the information revealed

aside from identity.

In later work, the dominant approach became to protect a user’s physical lo-

cation coordinates. The two main approaches, based on Bayesian decision the-

ory and differential privacy [38], respectively, differ mostly in their assumptions

about the prior knowledge of the adversary. Protecting physical location can be

important in some cases, such as military applications, but I claim that for your

average smartphone user it is an indirect measure of privacy. The real intrusion

to privacy happens after physical coordinates have been reverse geocoded to

place names. Unlike geographical coordinates, a place names carries semantics.

The semantics of the place is what reveals information about the user. I have

therefore elected to take a different approach to location privacy, one where the

focus is on protecting the semantics rather than the coordinates.

A place name, sometimes also referred to as a point of interest (POI), carries

several layers of semantics. If I reveal that I am at ”Starbucks on the Commons

in Ithaca, NY”, then I have revealed the fact that I am at a specific Starbucks cof-

fee house. But it would also be true to say that I am at a ”chain coffee house”,
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or even just ”coffee house”. While I acknowledge that there are complexities

inherent in talking about the semantics associated with a place, I will in this the-

sis make the simplifying assumption that the place name is the only semantics

associated with the place. The goal then becomes to prevent or minimize the

ability of the adversary to infer the semantic location (i.e. the place name) of the

user.

This chapter is dedicated to developing tools to analyze the location privacy

and quality of service tradeoffs of privacy mechanisms under the semantic lo-

cation privacy framework. We will show how to adapt both the Bayesian and

Differential Privacy approaches from physical location privacy to semantic loca-

tion privacy and we will develop both empirical and theoretical tools to evaluate

the privacy-utility tradeoff. We will also present a location privacy mechanism

of our own design, specifically created to protect semantic location information,

and analyze it using the tools developed in the chapter.

3.1.1 Chapter overview

We begin the chapter by laying down notation and terminology and introduc-

ing the main families of location privacy mechanisms in section 3.2. Then we

move on to a review of approaches to analyze physical location privacy in sec-

tion 3.3. In section 3.4, we introduce the approach that I focus on, semantic

location privacy. Section 3.5 provides an empirical Bayesian analysis of seman-

tic location privacy mechanisms, while we derive theoretical results grounded

in stochastic geometry in section 3.6. In section 3.7, we show how to adapt dif-

ferential privacy to semantic location privacy, and in section 3.8 we present a
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privacy mechanism designed to do well under both a Bayesian framework and

a differential privacy framework.
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3.2 Location Privacy Mechanisms

We begin by laying down the basic terminology and notation to be used in this

chapter as well as to explore the basic families of location privacy mechanisms:

adding noise, quantization, and adding dummy locations.

3.2.1 Terminology and Notation

Let us clarify a number of terms that we will use throughout this chapter. A

location report is a tuple (s, t), where s ∈ S is a location, and t ∈ T is a timestamp.

In most cases, S is a subset of R2, if location is assumed continuous, or Z2, if

location is taken to be discrete. A precise definition of T is not important for

our purposes as long as it is a totally ordered set. A location trace is a finite

sequence of location reports associated with a single user, r1, ..., rn, usually in

increasing order by timestamp.

Location privacy mechanisms are usually denoted as K and map, perhaps

probabilistically, from the set of real locations X to the set of possible reported

locations Y . In other words, K : X × Ω → Y , where Ω is the sample space. In

many cases we will have X = Y .

3.2.2 Adding noise

Adding noise is a simple and well-understood technique for increasing the un-

certainty around a value. In its simplest form, it can consist of adding a zero-

mean, Gaussian random value to the coordinates before reporting them to the

33



−1

0

1

−1 0 1

x

y

(a)

−5.0

−2.5

0.0

2.5

5.0

−5.0 −2.5 0.0 2.5 5.0

x

y

(b)

Figure 3.1: Contour plots of the naive vs. the planar construction of a 2D Laplace
distribution. The planar Laplace distribution has circular symmetry, a desirable
property that makes it easier to work with.

LBS provider. If X ∈ X ⊆ R2, then we add W ∼ N (0, σ2I) to it before reporting

it:

Y = X +W

Laplacian noise is also a popular choice. However, the Laplacian distribu-

tion doesn’t have as natural a generalization to multiple dimensions as the nor-

mal distribution does. You could construct a 2D Laplacian distribution from

two independent 1D Laplacian random variables. Instead, it is common to use

the planar Laplace distribution (see eqn. 3.1), where the angle is uniformly dis-

tributed over [0, 2π) and the distance from the origin is given by the Laplace

distribution (see figure 3.1).
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3.2.3 Quantization

One of the problems with adding noise to location coordinates is that noise can

be filtered out given enough location reports. For example, if the adversary con-

trols how often the user submits a location report, they can reduce the effective

noise arbitrarily by increasing the report frequency. A way to get around that is

to reduce precision, or quantize coordinates, instead of adding noise to them. In

the simplest case, coordinates are quantized with a quantization parameter ∆.

If the real locations X are a subset of R2, then we apply a quantization function

Q to each coordinate:

Q∆(x) = ∆

⌊
x

∆
+

1

2

⌋

3.2.4 Dummy locations

The third major family of location privacy mechanism adds extraneous informa-

tion to the location reports. One way that could happen is by reporting multiple

locations for each location report. In other words, a dummy location privacy

mechanism maps a real location x ∈ X to a set of real locations, so the range Y

is a subset of the powerset of X , denoted 2X : K : X × Ω→ 2X .
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3.3 Analysis of physical location privacy

In this section, we will review the tools and techniques developed to analyze

physical location privacy. The most important part of the engineering analysis

of location privacy mechanisms is to quantify its effect on location privacy. We

will present a number of metrics and evaluate their strengths and shortcomings

in the coming sections. Measuring privacy is only one side of the coin, however.

The final section of this chapter will be dedicated to reviewing the measures of

quality of service or utility that have been proposed in the context of physical

location privacy. For the sake of completeness, we will also review k-anonymity,

an approach to privacy that was prevalent in the field of location privacy in its

inception.

3.3.1 k-anonymity

The concept of k-anonymity originated as a technique to anonymize sensi-

tive data such as medical or financial information, prior to publishing it [123].

The naive approach to anonymizing sensitive data is to simply remove all ex-

plicit identifiers such as names or social security numbers. The problem is

that datasets often contain a number of quasi-identifiers. Quasi-identifiers are

attributes that by themselves do not uniquely identify a person, but can be com-

bined with other quasi-identifiers to uniquely identify an individual. The au-

thor of [123] found that 87% of the United States population could be uniquely

identified by a combination of their ZIP code, gender, and date of birth. A table

of data, where each column contains a specific type of information (e.g. ZIP code

or gender), and each row contains information on a specific individual, is said
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to have k-anonymity with respect to a set of quasi-identifiers, if for every com-

bination of quasi-identifiers that appear in the table appear in at least k rows. To

illustrate the concept with an example, table 3.1 shows a naively anonymized

table while 3.2 shows a k-anonymized table with k = 2. The fields {ZIP code,

Gender, Date of Birth} are quasi-identifiers, while {Condition} is a sensitive at-

tribute, a piece of information that we don’t want revealed about individuals.

The concept of k-anonymity has been extended to location privacy [55]. In

the location privacy setting, the location of the user at a given point in time is

a quasi-identifier. In effect, a user has k-anonymity if their location trace has is

indistinguishable from the location traces of at least k− 1 other users. There are

a number of problems with k-anonymity both in the context of database privacy

and location privacy, which the complementary notions of `-diversity [83] and

t-closeness [76] have tried to address. We will not dwell on them here, because

k-anonymity has a more fundamental drawback for our purposes. It assumes

that the objective of the privacy mechanism is to protect the identity of the user

instead of the sensitive attributes themselves.

When protecting a person’s identity truly is the objective, k-anonymity can

be a helpful metric, but we would argue that for modern location-based ser-

vices, it is quite likely that the LBS provider already knows the identity of the

user and we want to limit what can be inferred about them besides their identity.

Table 3.1: A naively anonymized table where only explicit identifiers such as
names and social security numbers have been removed.

ZIP Code Gender Date of birth Condition
13053 M 06/07/1972 Asthma
13068 F 02/11/1972 Diabets
14850 F 04/21/1977 HIV
14867 M 09/13/1977 Cancer
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3.3.2 Bayesian Decision Theory

One of the more enduring approaches to quantifying location privacy is based

on Bayesian decision theory. Here, we assume that the user’s actual location is

x ∈ X , where X is the space that the user moves around in. It is usually a subset

of either R2 or Z2. The user doesn’t report their true location. The user reports

a location y ∈ Y , in the space of all possible reported locations. In many cases,

Y = X but that doesn’t have to be the case. The mapping from X to Y is deter-

mined by the privacy mechanism K : X → Y . Often the privacy mechanism is

stochastic. In that case, the mapping is determined by a conditional distribution

fK(y|x) (in the continuous case) or pK(y|x) (in the discrete). While X and Y can

each be continuous or discrete, we will assume for the remainder of the section

that both are discrete. All expressions generalize in a straight-forward manner

to the continuous case.

As this is a Bayesian approach, we furthermore assume that the adversary

has some form of prior π over X . It is theoretically possible to make the prior ar-

bitrarily complex. You can condition it on the time of day/week/month/year,

the user’s previous location reports, other users’ location reports, the weather,

and the list goes on. This doesn’t change the rest of the theory, but it makes

the notation considerably more complex. We will therefore assume an uncondi-

Table 3.2: A k-anonymous table with respect to the quasi-identifiers ZIP Code,
Gender, and Date of Birth with k = 2. The granularity of the data was reduced
until the desired k-anonymity was reached.

ZIP code Gender Date of birth Condition
130** * */*/1972 Asthma
130** * */*/1972 Diabets
148** * */*/1977 HIV
148** * */*/1977 Cancer
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tional prior that is purely a function of X .

The consequence of this assumption is that the adversary’s inference will

depend only on the reported location y ∈ Y . The inference itself, X̂ = δ(Y ), will

depend on the chosen loss function, L : X × X → R. Typical loss functions are

the 0-1 loss function:

L0,1(x, x′) =


0 x = x′

1 x 6= x′

and the Euclidean distance squared or Mean Squared Error (MSE):

LMSE(x, x′) = ||x− x′||2

In an influential paper, Shokri et al. [115] argued that the posterior expected

loss should be the measure of privacy:

E[L(X, δ(Y ))|Y = y] =
∑
x∈X

p(x|y)L(x, δ(y))

This is of course a function of the reported location y, but the Bayes risk is

not. We get the Bayes risk by taking the unconditional expectation of the loss

function:

E[L(X, δ(Y ))] =
∑
x∈X

∑
y∈Y

L(x, δ(y))pX,Y (x, y)

=
∑
x∈X

∑
y∈Y

L(x, δ(y))pK(y|x)π(x)
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as described in [116]. If the loss function is the 0-1 loss, we will often use the

expected success rate (ESR) as a metric instead of the loss function. The ESR is the

probability of the correct location being inferred and is the complement of the

Bayes risk:

P (X = X̂) = 1− E[1{X 6= X̂}]

= E[1{X = X̂}]

= E[1{X = δ(Y )}]

=
∑
x∈X

∑
y∈Y

E[1{X = δ(Y )}|X = x, Y = y]pX,Y (x, y)

=
∑
x∈X

∑
y∈Y

L0,1(x, δ(y))pX,Y (x, y)

= E[L(X, δ(Y ))]

The Bayes-optimal inference, δ : Y → X , depends on the loss function. For

the 0-1 loss function, it can be shown that the maximum a posteriori (MAP)

inference is optimal:

δ0,1(y) = arg max
x∈X

pX|Y (x|y)

= arg max
x∈X

pY |X(y|x)π(x)∑
x′∈X pY |X(y|x′)π(x′)

= arg max
x∈X

pY |X(y|x)π(x)

For the MSE loss, it can be shown that the mean of the posterior expectation

gives the optimal inference:
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δMSE(y) = E[X|Y = y]

=
∑
x∈X

xpX|Y (x|y)

=
1∑

x′∈X pY |X(y|x′)π(x′)

∑
x∈X

xpY |X(y|x)π(x)

The Bayesian approach has a lot of advantages. It is a well-known theory,

is quite intuitive and easy to interpret, and it makes it easy to quantify our as-

sumptions about the adversary’s goals and prior knowledge. Furthermore, it

usually results in tractable expressions that can easily be computed with the

plethora of computational tools developed for Bayesian inference. However, it

does require us to make explicit assumptions about the adversary’s prior knowl-

edge. In the next section, we will see a different approach that obviates the need

to make such assumptions.

3.3.3 Differential privacy

Differential privacy has become the de facto gold standard for privacy. It was

introduced in 2006 by Cynthia Dwork as a way to answer statistical queries

from databases in a manner that protected the privacy of the individuals in the

database [38]. Similarly to k-anonymity, a database is a table with a number

of rows and columns. Each row contains information about a single individual

and each column contains information about a single attribute. The idea behind

differential privacy is to answer statistical queries about the database in a way

that is virtually unaffected by the addition or removal of a single row. We say a

privacy mechanismK provides ε-differential privacy if for any databasesD1, D2
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that differ by at most one row, and for any S ⊆ range(K),

P (K(D1) ∈ S) ≤ eεP (K(D2) ∈ S)

By symmetry, this implies that

e−ε ≤ P (K(D1) ∈ S)

P (K(D2) ∈ S)
≤ eε

Informally, K provides differential privacy if the probability of any partic-

ular output is very similar for any two databases differing only by one row.

The number of rows that two databases differ by is called the Hamming dis-

tance within the field of databases and is sometimes denoted as dh(·, ·). Differ-

ential privacy can thus be stated slightly more generally as follows: For any two

databases D1, D2, and any S ⊆ range(K),

P (K(D1) ∈ S) ≤ eεdh(D1,D2)P (K(D2) ∈ S)

As a concrete example, differential privacy can be used to guarantee that the

published outcome of a survey will not differ substantially based on any one

individual’s participation, so they might as well participate.

Adding Laplacian noise to data is a common method for obtaining differ-

ential privacy [39]. It goes under the name Laplace mechanism. To define the

Laplace mechanism, we first must define the concept of a query function. A

query function is a function f : D → R, where D is the set of admissible

databases. For example, given a database of names, ages, and blood pressure, a
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query function f could answer the question ”what is the average systolic pres-

sure of people over the age of 50”. The sensitivity ∆f of a query function f is

defined as the maximum absolute difference in response between two databases

D1, D2, differing by at most one row:

∆f := max
D1,D2∈D

dh(D1,D2)≤1

||f(D1)− f(D2)||

Laplacian noise is a zero-mean Laplacian random variable with scale param-

eter σ and a PDF given by

fLap(x|σ) =
1

2σ
exp

(
−|x|
σ

)

Adding Laplacian noise with scale parameter σ = ∆f/ε provides ε-

differential privacy. Let D1, D2 be arbitrary databases in D such that

dh(D1, D2) ≤ 1. And let f be a query function with sensitivity ∆f and define

x1 := f(D1) and x2 := f(D2). Furthermore, let pi be the probability density func-

tion (PDF) of K(f(Di)) = xi +Wi for i = 1, 2 where W1,W2 are independent and

identically distributed (i.i.d.) zero-mean Laplace random variables with scale

parameter σ = ∆f/ε for some ε > 0. Then for any y ∈ R, we have
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p1(y)

p2(y)
=

exp
(
− ε

∆f
|x1 − y|

)
exp

(
− ε

∆f
|x2 − y|

)
= exp

(
ε

∆f
(|x2 − y| − |x1 − y|)

)
≤ exp

(
ε

∆f
|x1 − x2|

)
≤ exp

(
ε

∆f
∆f

)
= exp (ε)

Local Differential Privacy

An implicit assumption behind differential privacy is that users give their data

to a trusted third party that aggregates and anonymizes the data prior to releas-

ing it to the adversary. If the LBS is the adversary, that is not going to work.

In our setting, users are releasing their data directly to the adversary, one data

point at a time. The original form of differential privacy as described above is

poorly suited to such a setting. Instead, a stronger notion of differential privacy

has been formulated for such a setting called local differential privacy [cite]. In

this case, the privacy mechanism K is applied to individual data points in X ,

the domain of K, to produce a point in Y , the range of K. A privacy mechanism

K is said to be ε-locally differentially private if for all x1, x2 ∈ X and all y ∈ Y ,

P (K(x1) = y) ≤ eεP (K(x2) = y)

The classical method of obtaining local differential privacy is via the ran-

domized response mechanism [128]. The randomized response mechanism works
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when x1, x2 are binary attributes, i.e. X = {0, 1}. The idea is that with proba-

bility p, the user answers truthfully and with probability 1 − p, they report the

wrong answer. In other words, P (K(x) = x) = p and P (K(x) 6= x) = 1− p. This

method was originally proposed in the context of making surveys on sensitive

or potentially illegal topics, e.g. ”Have you ever smoked marijuana?”.

To see that the randomized response mechanism provides local differential

privacy, let p ≥ 0.5. Then for any x1, x2 ∈ X = {0, 1} and any y ∈ Y = X , we

have

max
x1,x2,y∈X

P (K(x1) = y)

P (K(x2) = y)
=

p

1− p

Therefore K provides ε-local differential privacy for ε = log p
1−p . If p < 0.5,

then ε = log 1−p
p

.

Geo-indistinguishability

Differential privacy tends to prescribe mechanisms that perturb the data very

heavily, to the degree that in many cases the result is utterly useless [8]. Be-

cause of this, a number of relaxations of differential privacy have been de-

veloped [39, 17, 90]. One such relaxation, with the jaw-breaking name geo-

indistinguishability, is specifically formulated for location privacy [4]. It can be

applied when the Euclidean metric is well-defined on X . A privacy mechanism

K is geo-indistinguishable if for all x1, x2 ∈ X and all S ⊆ Y ,

P (K(x1) ∈ S) ≤ eεd(x1,x2)P (K(x2) ∈ S)
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where d(·, ·) is the Euclidean metric. In R2, this can be achieved by adding

planar Laplacian noise with scale parameter 1
ε
. The planar Laplace distribution

has the following density in polar coordinates [4]:

f(r, θ) =
r

2πσ2
exp

(
− r
σ

)
(3.1)

Andrs et al. propose that ε is determined by deciding on a radius R within

which we want ε′-differential privacy. Then set ε = ε′/R. This leads to an alter-

nate way to characterize geo-indistinguishability, one that mirrors local differ-

ential privacy just as the above formulation mirrors classical differential privacy.

If the range of K, Y , is equal to X , then for any x1 ∈ X and any x2 ∈ B(x1, R),

the ball of radius R centered on x1, and any y ∈ Y ,

fK(y|x1) ≤ eε
′
fK(y|x2)

3.3.4 Quality of Service

In this section we cover a few common methods of measuring quality of service.

(α, δ)-usefulness

When the location privacy mechanism is stochastic rather than deterministic,

it makes sense to have a probabilistic measure of quality of service. When

adding Gaussian or Laplacian noise, for example, there is theoretically no ab-

solute upper bound on the distance between the reported location and the ac-
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tual location. In those cases we can adopt the notion of (α, δ)-usefulness, intro-

duced in [15]. We say a mechanism K is (α, δ)-useful if the perturbed location

is within a distance of α of the real location with probability at least δ. More

formally, let K : X × Ω → X be a privacy mechanism. Then we say K is (α, δ)-

useful if P (d(K(x), x) ≤ α) ≥ δ. A mechanism thus preserves more utility as it

approaches (0, 1)-usefulness, while the QoS decreases as it approaches (∞, 0)-

usefulness.

Expected QoS degradation

The other approach is to measure the QoS degradation as the expected distance

between the true location and the reported location under some metric. Assum-

ing X = Y , then we define the expected QoS degradation as

Q(K, π) = E[d(X, Y )] =
∑
x,y∈X

d(x, y)pX,Y (x, y)

where d is some metric on X . Reasonable choices include the Euclidean

metric and the Euclidean metric squared.
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3.4 Semantic Location Privacy

Protecting physical location privacy is a great first step. It is a natural starting

point for location privacy and its relatively easy to reason about and analyze.

We have a plethora of tools to analyze the geometry of R2 and Z2, so most anal-

yses result in easily computable expressions. However, as we argued in the

introduction, the physical location is not necessarily what the user wants or

needs to protect. Using the expected physical distance as a metric for privacy

may be only indirectly related to the actual sensitive information the user needs

to protect. The expected distance between the reported location and the actual

location could be 1 km, but that would provide very different levels of privacy

in a densely populated urban area and a sparsely populated rural area.

This is why we take a different approach in this dissertation. We make the

semantics of a user’s location the center of our analysis and design of location

privacy mechanisms. Thus, instead of focusing on physical location (e.g. lati-

tude 42.44064, longitude -76.49661) , whether continuous or discretized, we fo-

cus on protecting the information about which actual places the user visits, e.g.

”Starbucks on Main Street, Springfield, USA” or ”Rhodes Hall, Cornell Univer-

sity, Ithaca, NY”. We call this the semantic location of a user.

In order to make semantic locations easier to work with, we associate a phys-

ical location with each semantic location. In the rest of this chapter, a set of se-

mantic locations will refer to the set of physical locations associated with the

semantic locations. One might argue that a semantic location such as a coffee

shop or a supermarket is not just associated with a single physical location, but

an infinite number covering the area of the semantic location. While it is pos-
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sible to model the physical location associated with a semantic location as a set

of coordinates, or even more generally, a probability distribution over a set of

coordinates, I believe that the added complexity introduced by such a faithful

model outweighs any benefits conferred by it. we will therefore stick to associ-

ating semantic locations with a single physical location and will refer to it as the

point-mass assumption.

The set of semantic locations in a given area can be ambiguous, however. Is

a mall a semantic location, or is each individual shop inside the mall a semantic

location? When does an area become a semantic location? It is inherently diffi-

cult to give a mathematically precise answer to these questions. We can, how-

ever, turn to crowdsourcing. Location-based social media such as Foursquare1,

Yelp2 and Facebook Places3 have harnessed crowdsourcing to create a consen-

sus about what constitutes a semantic location. Even better, they provide us

with an indication of the relative popularity of each semantic location which

can be used to construct an aggregate prior.

Given this new approach to location privacy, we want to measure, analyze,

and mitigate semantic location privacy issues. We need to adapt the location

privacy and quality of service metrics of physical location privacy to semantic

location privacy. And we want to develop mechanisms optimized for seman-

tic location privacy based on our adapted metrics. In section 3.5 we present

an adaptation of the Bayesian approach and use data collected from location-

based social networks to create X and π. In section 3.6 we present a theoretical

framework based on stochastic geometry, where we model X and π with point

processes. This approach doesn’t require crowdsourced data to construct the

1www.foursquare.com
2www.yelp.com
3www.facebook.com/places
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set of semantic locations and provides insights into designing semantic location

privacy mechanisms that the empirical approach does not. In section 3.7 we

describe how to adapt differential privacy to semantic location privacy and in

section 3.8 we describe a location privacy mechanism specifically designed for

semantic location privacy.

3.4.1 Notation

The set of semantic locations, S is a finite or countable subset of X , which in

turn is a subset of R2. The adversary’s prior π, is now over S instead of all of X .

Location privacy mechanisms are denoted by K, and map from S to the set of

possible reported locations Y , which would typically be equal to S orX . We will

assume that the prior π is an accurate measure of the probability of a location

report from an arbitrary user at an arbitrary time comes from location s ∈ S .

The adversary’s goal is now to uncover the user’s true location s ∈ S given the

reported location y ∈ Y . We assume the adversary either already knows the

identity of the user or simply does not care.

3.4.2 Measuring QoSD

We will use a slight modification of the (α, δ)-usefulness metric as our preferred

QoSD metric for semantic location privacy, which we call the area of uncertainty.

For deterministic mechanisms like quantization, the area of uncertainty will

simply be the size of the quantization bins:
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QoSD(∆) = ∆2

For probabilistic mechanisms, the area of uncertainty is the smallest area that

contains the user with 90% probability:

QoSD(σ) = πα2

where α is such that P (||W || ≤ α) ≥ 0.9.

3.4.3 Related Works

In [19], the authors try to infer semantic locations, i.e. meaningful locations,

from raw GPS data from a large set of users. The papers [61] and [79] similarly

try to extract semantic locations from physical location data (GPS) from a set of

users. The paper [24] proposes a similar semantic location framework, but its

analysis and mechanism design is focused on protecting user anonymity. The

concept of `-diversity as it is applied to location-privacy [137] is also closely

related to semantic location privacy. It is a metric that is meant to comple-

ment k-anonymity, by ensuring that a group k-anonymous records has at least

` distinct values of the sensitive attribute(s). However, its goal is to ensure bet-

ter anonymization of location data, not protecting semantic information con-

tent. In [75], the authors propose to measure semantic location privacy as the

Earth Mover’s Distance (EMD) between the adversary’s prior and posterior

and describe a privacy mechanism that implements a non-uniform quantiza-

tion scheme that ensures the EMD of the adversary will not increase more than
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a set threshold. The problem with EMD is of course that it only captures the

distance between two probability distributions, not whether the posterior gives

a ”better” picture of where the user has been. The idea of p-sensitivity is an-

other extension of k-anonymity that takes semantic locations into account, but

is also focused on protecting anonymity of users [136]. The PROBE approach,

described in [30] describes a scheme that allows a user to specify certain areas

as ”sensitive” and makes it harder for an adversary to infer when the user is

within a sensitive area.
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3.5 Empirical Bayesian Analysis

In this section, we evaluate location privacy mechanisms with a Bayesian ap-

proach using empirical data gathered from location-based social media. This

work has previously been published in the proceedings of the 49th Hawaii In-

ternational Conference on System Sciences [67].

Location-based services provide information such as directions, recommen-

dations, and weather based on the user’s current position. In the process of

providing this information, the service can accumulate a detailed location trace

of the user. Such a trace can potentially reveal a host of personal information

about the user even if the user never intended to share that information. It is

therefore of the utmost importance to take location privacy into account when

providing or using such services.

The past decade has seen a lot of important work on location privacy. Pro-

posed schemes include reducing the granularity of the location data [55], adding

noise [4], adding position dummies [69], all of which obfuscate the user’s loca-

tion. However, much less work has focused on how much obfuscation is needed

to prevent specific inference attacks. The work that has been done in that area

focuses mostly on k-anonymity [123], much like the schemes mentioned above.

While providing k-anonymity can be valuable, it is often neither sufficient [117]

nor relevant: in many cases, the users wish to register their own identity with

the location-based service, for example in location-based social networks. In

those cases, k-anonymity is of limited use. However, the users might still want

to limit the scope and scale of personal information that can be gleaned from

their location traces. In this chapter, we focus on limiting semantic location
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attacks. A semantic location is a location that holds some sort of meaning to

users, such as Starbucks on Main St. or Central Park. This is opposed to physi-

cal location, typically in the form of WGS 84 coordinates such as latitude 40.782,

longitude 73.965.

It stands to reason that most types of obfuscation will suffice to resist sim-

ple semantic location attacks such as reverse geocoding. However, the adver-

sary can use map information to diminish the effect of the location obfuscation

by excluding inaccessible areas from consideration [130] [31]. In fact, the ad-

versary can go a step further and determine all the semantic locations in the

area. The user is of course not equally likely to be at all semantic locations, so

a probability distribution over them must be determined. We construct such

a probability distribution using Foursquare venue data from five U.S. cities of

varying sizes and examine the posterior probability of Bayesian location infer-

ences for different location resolutions. Our results indicate that location must

be heavily quantized to guarantee a low posterior probability in location infer-

ences, but if one is willing to settle for a low expected posterior probability, the

resolution can be increased by an order of magnitude. Furthermore, we show

that an adversary with a prior distribution over semantic locations can expect to

do significantly better than one who simply assumes a uniform prior. The rest

of the chapter is organized as follows. In section 3.5.1, we cover related works.

Our assumptions about the adversary are made explicit in section 3.5.2. Section

3.5.3 describes the dataset used, section 3.5.4 the experiments performed, and

section 3.5.5 the main results. Section 3.5.6 concludes the chapter.
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3.5.1 Related Work

Previous studies of the effect of location granularity on inference attacks have

mostly focused on inferring the identity of the user, as opposed to the semantic

locations visited. The work closest to ours examines how much obfuscation is

necessary to prevent an adversary from inferring a user’s home address based

on car GPS traces [72]. The effect of location granularity on the k-anonymity

of home/work location pairs have also been examined using anonymized data

from the U.S. Census bureau [54], and on the k-anonymity of the user’s top n

most visited locations using call detail records [141]. In both studies, it was

found that location cannot be more precise than city or county level before com-

promising k-anonymity.

Location privacy-providing mechanisms form a distinct, yet related class of

works. In these works, the goal is usually to provide a measure of location

privacy as measured by a metric such as k-anonymity or expected distance er-

ror. There exist excellent review papers for general location privacy-providing

mechanisms [130] [73], we mention merely the ones most related to our study. A

number of mechanisms extend the concept of l-diversity [83] to location privacy

by requiring at least l distinct locations in the obfuscated area [137] [7] or l cate-

gories of semantic locations, such as schools, churches, offices, etcetera [75] [24].

Semantic location inferences have also been studied in non-adversarial settings,

i.e. assuming the user wants the location inferences to succeed. Some results in-

dicate that at least the category of semantic location can be inferred with a high

success rate by drawing on all available smartphone data, including personal

calendar and Internet browsing history [61] [142]. We do not include such side

information in our study, but it might be the topic of a future study.
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(a) Sedona, AZ (b) Ithaca, NY

(c) Syracuse, NY (d) St. Louis, MO

(e) Manhattan, NY

Figure 3.2: Streetmaps on a 1:50,000 scale. Source: [46]56



3.5.2 Threat Model

This section lays out our assumptions about the adversary. The adversarys goal

is to infer all non-residential semantic locations the user has been to. We limit

our scope to non-residential locations and leave our users homes or the homes

of their friends. The reasons are twofold. Inferring users home addresses has

been treated in previous work [72] [79]. Furthermore, using a prior location

distribution would not necessarily be helpful in inferring residential locations,

as the distribution over them could be very flat. The goal behind residential

semantic locations would undoubtedly be to infer associations between people.

It can be considered as a separate problem requiring separate tools to carry out

and prevent. Thus the adversary focuses solely on non-residential locations.

To this end, the stay locations have already been extracted from the location

trace, for example using thresholding [79] [143] or clustering [19] [142]. The

home location can readily be identified and removed from the list of stay loca-

tions [72], while other homes visited will be counted as noise in the inference.

The location coordinates reported by the user have obfuscated by quantiza-

tion as described further in section 5. The adversary uses a prior distribution

over all possible non-residential semantic locations to infer the most likely se-

mantic location using the Maximum A Posteriori (MAP) rule. The adversary

does not have any other information about the user beside the location trace.

Our goal is to limit the confidence with which the adversary can make the in-

ference, as measured by the posterior probability of the most likely semantic

location.
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Figure 3.3: The distribution of check-ins per venue. (a): All cities on a double-
logarithmic scale. (b)-(f): Empirical and fitted probability density functions on
double-logarithmic scales.
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3.5.3 The Dataset

We used Foursquare [47] venue data to build the dataset of semantic locations,

as Foursquare has one of the most complete databases of semantic locations

and includes and indicator of the locations’ relative popularity in the form of

”check-in” data.

Foursquare users check in to the semantic locations they are at, allowing

them to see who else is there, advertise their location to their friends, and earn

points and discounts. The service has over 45 million registered users [48] and

is one of the most popular location-based social networks [144]. Its dataset is

frequently used in academic studies, including research on urban planning [25]

[108] [97] [16], factors affecting venue popularity [81] [77], and to infer urban

activity [97].

The locations users can check in to are called venues in the Foursquare sys-

tem. Each venue has a number of attributes associated with it, including name,

unique ID, category, latitude and longitude, user count, and total check-ins. We

use the total number of check-ins to construct the prior probability distribution

over the venues (i.e. the semantic locations).

Admittedly, the prior is biased in at least two ways. First, the Foursquare

demographic is not necessarily the same as that of the general population. It

is reportedly biased slightly towards males; people 18-29 years of age; and the

college-educated [50]. However, the demographics of general location-based

service users is similarly biased [144]. Secondly, since all check-ins are volun-

tary, there might be a self-report bias present. It is easy to imagine that a user is

more likely to check into a popular restaurant than a therapists office. Despite
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Table 3.3: A list of cities in the study along with their population, the coordinates
of the bounding box of the 10 x 10 km area centered on the city from where the
data was gathered, and the total number of semantic locations (venues) in that
area. Population data source: U.S. Census Bureau [22]

City Pop. S. lat. N. lat. W. lon. E. lon. Venues
Sedona 10,031 34.8094 34.8994 -111.8504 -111.7404 991
Ithaca 30,014 42.3994 42.4894 -76.5537 -76.4317 2,690
Syracuse 145,170 43.0031 43.0931 -76.2074 -76.0844 5,734
St. Louis 319,294 38.5820 38.6720 -90.2950 -90.1790 10,704
Manhattan 1,585,873 40.6960 40.7860 -74.0509 -73.9309 98,662

these biases, Foursquare is still arguably the best publicly available dataset on

the relative popularity of semantic locations and can be used as long as one is

aware of its limitations.

Our dataset consists of all Foursquare venue data in 10-by-10 kilometer areas

centered on five U.S. cities of varying sizes: Sedona, AZ; Ithaca, NY; Syracuse,

NY; St. Louis, MO; and Manhattan, NY. Table 3.3 shows the geographical coor-

dinates bounding each area, as well as city population and number of venues

gathered. The streetmaps of the areas in question are shown in figure 3.2 and

figure 3.3 shows the distribution of total check-ins on a log-log scale. Previous

studies have found the distribution of check-ins to be well-modeled by power

laws or lognormal distributions [77] [129]. Which distribution is more appro-

priate is a question of on-going debate [92] [129].

3.5.4 Experiments

Using the Foursquare dataset described above, we conduct an experiment to

examine the effect of location granularity on the confidence with which an ad-

versary can carry out semantic location inferences. Each area is divided into
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n× n square cells for varying numbers of n and it is assumed that the user only

reports the cell they are located within, for example by reporting the coordinates

of the center of the cell. The grid size, i.e. the size of the cell as measured by its

side length in meters, becomes our measure for the location granularity.

For each cell, we look at the conditional probability of the most likely seman-

tic location within the cell, i.e. the maximum a posteriori probability. We then

compute the maximum, mean, median, and expected MAP over all the cells as

a function of grid size (i.e. location granularity).

Before we go on, let us explain our mathematical notation. Let X be the

area in question, which can be thought of as a solid square in R2. The semantic

locations S = {s1, ..., sm} are points within X . We have a prior user location

distribution, π, over X , with support only on S. We conduct the experiments

using both a uniform prior πu, where every point in S is equally likely, and using

the Foursquare prior, πf , where the probability of each point in s is proportional

to the number of user check-ins. Specifically, if checkins(sk) is the number of

check-ins for location sk, then

πf (sk) =
checkins(sk)∑m
i=1 checkins(si)

for the Foursquare prior and

πu(sk) =
1

|S|

for the uniform prior, and zero everywhere else in X . Here, |S| denotes the

number of elements in S (the cardinality). The quantization happens by par-

titioning X into n × n cells, C1, ..., Cn2 , for increasingly large n. The MAP rule

used by the adversary can be expressed as follows:
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ŝ = arg max
s∈C

P (s)∑
s′∈C P (s′)

where C is the cell reported by the user. The posterior probability of the

most likely semantic location inference is then simply a function of the cell as

computed by

PMAP (C) = P (ŝ|C).

We run the experiments using both πu and πf in place of P (·). For the simple

case of a uniform prior, the posterior probability is just the reciprocal of the

number of semantic locations within C. When using the Foursquare prior, the

relative popularity of the semantic location influences the estimate towards the

more popular locations.

We go on to compute PMAP for every cell containing at least one semantic

location. We then compute the minimum, median, mean, and expected PMAP

over all cells with at least one semantic location. The expected error probability

is computed by a weighted average over all cells, where the weight is given by

the probability of a user being within the cell. In other words, we compute the

Expected Success Rate (ESR) as described in 3.3.2:

P (X = X̂) = E[PMAP (C)] (3.2)

=
n2∑
i=1

PMAP (Ci)P (Ci) (3.3)

These experiments are performed for all five cities. An overview of our re-

sults can be seen in figure 3.4.
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Figure 3.4: The minimum (a), mean (b), median (c), and expected (d) posterior
probability as a function of grid size. The grid size must be on the order of 5
km to achieve a significant drop in the maximum confidence an adversary can
have in the semantic location inference. The median posterior probability drops
faster, and the expected probability (as computed in eqn. 3.3) drops faster still.
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3.5.5 Results

The evaluation of the results poses a certain challenge. We do not have a set

of actual, fine-grained location traces from a randomly sampled subset of the

population. In fact, the Foursquare venue data represents our best estimate

of the actual underlying probability distribution over the semantic locations.

Thus, assuming that the Foursquare distribution is accurate, we evaluate the

confidence with which the adversary can make semantic location inferences,

assuming the adversary knows the underlying distribution.
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Figure 3.5: The expected a posteriori probability on a semilogarithmic scale. It
has already dropped below 0.5 at a grid size of 102.5 ≈ 300 meters for all cities.

Under those assumptions, we see that, unsurprisingly, the adversary’s confi-

dence in location inferences varies with city size and location granularity. More

interestingly, we see that in order to avoid all location inferences, the location

data must be heavily quantized, i.e. the grid size must be very large. As can
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be seen in figure 3.4(a), the maximum posterior probability does not drop sig-

nificantly in most cities until the grid size reaches approximately 5000 meters.

This agrees with previous results on inferring home addresses [72], and is of a

similar order of magnitude as the necessary granularity to provide a reasonable

k-anonymity level [54] [141].

However, the expected posterior probability is arguably the more natural

measure of the adversary’s confidence in the inference. It can be interpreted

as the weighted mean posterior probability where more weight is given to lo-

cations where the user is more likely to be at. Thus, assuming the users follow

the Foursquare distribution, a low expected posterior probability will mean that

most of the time, the adversary will have low confidence in the location infer-

ences.

The results indicate that if one is willing to accept a low expected posterior

probability, as opposed to low maximum posterior probability, the cell size can

be reduced by an order of magnitude. Figures 3.4(d) and 3.5 show that infer-

ences become significantly more difficult at a resolution of around 500 meters.

This could be explained by the fact that in the Foursquare model, users are more

likely to be in areas with a high density of semantic locations. When the location

data is quantized, those semantic locations end up in the same grid, causing a

higher uncertainty about the specific semantic location.

As can be expected, the results also show that location inferences are harder

in larger cities, and easier using the Foursquare prior than a uniform prior. In

Manhattan, the expected posterior probability drops below 20% at 300 meters

using the Foursquare prior, while in most other cities it takes a resolution of

around 1200 meters to get to a similar level. Similarly, the expected posterior
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probability drops below 20% for most cities at a resolution around 300 meters

using the uniform prior and around 1500 meters using the Foursquare prior.

3.5.6 Conclusion

We set out to examine how much quantization is necessary to deter semantic

location inferences given an adversary with a prior distribution over seman-

tic locations. Assuming that the probability distribution constructed from the

Foursquare venue data accurately reflects the aggregate behavior of users of

location-based services, we were able to give some estimates of the scale at

which the adversary loses confidence in the predictions. The maximum, mean,

and median confidence - as measured by the a posteriori probability - dropped

quite slowly and required the quantization grid size to be on the order of sev-

eral kilometers before the confidence dropped below even 0.5. However, if we

consider the expected posterior probability, the confidence had dropped below

0.5 in all cities at a grid size of around 500 meters. Thus, given our assumptions,

it appears that rounding longitude and latitude to the nearest 500 meters will

make most - but not all - semantic location inferences difficult. These results

are, to the best our knowledge, the best estimate of the amount of quantization

necessary to prevent semantic location inferences.

The 500 meter cutoff stands in contrast to the quantization necessary to pro-

vide k-anonymity, which is at the city or county level. It is therefore conceiv-

able that users can report their location with much more precision and still

have some degree of privacy, even though their location trace may be unique

to them, since the semantic locations will hard to infer. This could be impor-
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tant to location-based services wanting to provide privacy without sacrificing

quality of service.

There is certainly more work to be done in the area of semantic location infer-

ences. For example, the rich Foursquare dataset could possibly be used to con-

struct privacy-protecting mechanisms that offer semantic location privacy but

still allow users to report their location with reasonable accuracy. Furthermore,

location privacy schemes other than quantization could be evaluated against an

adversary equipped with a Foursquare distribution.

3.5.7 Appendix

Since the publication of the work in this section, I have carried out additional

experiments on the collected datasets. Figure 3.6 shows trade-off curves for

quantization, additive Gaussian noise, and additive Laplacian noise using the

data collected from Ithaca, NY. The Gaussian mechanism has a uniformly bet-

ter trade-off curve than the Laplace mechanism, which has a uniformly better

trade-off curve than quantization.

Figure 3.7 compares the trade-off curves from all five cities using the Gaus-

sian mechanism. Larger cities tend to have better trade-off curves. This makes

intuitive sense. Greater density of semantic locations necessitates less perturba-

tion to confuse an adversary.
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Figure 3.6: Comparison of the privacy-utility trade-off curves for three different
mechanisms using data from Ithaca, NY.
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3.6 Stochastic Geometry Analysis

Empirical approaches to evaluating semantic location privacy, such as the one

described in the previous section, have certain advantages. As described above,

data from location-based social networks has certain biases built in, and the

end results are dependent on the city or cities we collect data from. Ideally,

we have a method of evaluating semantic location privacy mechanisms that is

independent from empirical data. This requires us to place location privacy

on a firmer theoretical foundation. Such a foundation would help us design,

evaluate, and compare obfuscation mechanisms using analytical expressions or

simulations instead of relying only on empirical models.

In this section, we present a theoretical framework to analyze semantic loca-

tion privacy based using stochastic geometry. We model S as a spatial point pro-

cess on X and use the existing theoretical machinery on Poisson point processes

to derive insights about our privacy mechanisms. The result is that both S and

the prior over it, π are stochastic. By averaging over all its possible realizations,

we can quantify the amount of privacy loss and quality of service degradation.

Further more, by assuming a simple point process model such as the Poisson

point process, we can derive analytical results for the performance of several

obfuscation mechanisms. These analytical results provide a first-order approx-

imation for how an obfuscation mechanism will do and provide the designer

with insight into the effect of varying the parameters of the mechanism.
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3.6.1 Preliminaries

Before examining the analytical results, we must define a few key components

of the stochastic geometry model. In this subsection, we define spatial point

processes and explain how we adapt our privacy and quality of service metrics

to the point process model.

Spatial Point Processes

We model these semantic locations as a finite set of points S in a bounded and

connected region X ⊂ R2. S could be a fixed point pattern, but more generally

we model it a random, as a spatial point process, usually as a Poisson Point

Process (PPP). A PPP on a set X ⊂ R2 has to satisfy the following conditions:

• For any bounded B ⊆ X , the number of points in B, denoted N(B), is a

Poisson random variable, and E[N(B)] =
∫
B
λ(x)dx, where λ : X → R+ is

called the density of the process.

• If B1, ..., Bn are disjoint, bounded sets, then N(B1), ..., N(Bn) are indepen-

dent random variables.

If the density function λ is constant over X , then we say the PPP is homogeneous.

If not, we say it is inhomogeneous.

You can also go a step further and define λ as a random process itself. In

this case, the same conditions apply except the expectation of N(B) becomes

E[N(B)] =
∫
B
E[λ(x)]dx [51]. Cox processes are used in practice to model a wide

variety of point patterns due to their flexibility and computational tractability

[35].
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Alternate Characterization

When X is bounded, there is a simpler/more concrete alternative way of defin-

ing PPPs. Then S is a finite number N of points in X , where N is a Poisson

random variable with mean
∫
X λ(x)dx. Given N , {X1, ..., XN} are i.i.d. with

density

fX(x) =
λ(x)∫
X λ(x)dx

.

In the homogeneous case, λ(x) = λ and fX(x) = λ/(λ|X |) = 1/|X |. A specific

realization of a PPP can be denoted S = (n, {x1, ..., xn}).

The privacy metric

We use Expected Success Rate (ESR) as the metric for location privacy. Infor-

mally, ESR is the probability that a strategic adversary (more on adversaries in

the next section) can correctly infer your location. Equivalently, it is the expected

proportion of semantic locations that can be correctly inferred. We would expect

this to be 1 if users do not obfuscate their locations and expect it to be very low

(but nonzero) for very heavy obfuscation, e.g. always reporting the same loca-

tion.

It can also be thought of as an indirect way of measuring the value of the

location data set to the adversary. As previously stated, semantic correctness

is the expected proportion of semantic locations correctly inferred. But, impor-

tantly, the adversary doesn’t know which ones are the correct ones. That means

that if the ESR is, say, 95%, then the incorrect inferences may be an acceptable

level of noise and the data set can be used (or abused) as intended. If, however,

the ESR is 25%, then the dataset is of much less use. The adversary might be
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inclined to discard the data (or not try to collect it in the first place). Informa-

tion brokers might not want to buy the data knowing that it is more noise than

signal. All in all, it could make the data less likely to be collected, stored, and

used.

How do we measure ESR when S and π are stochastic? It is the same as

before, P (X = X̂), but this time the probability is not just over the randomness

in the privacy mechanism K, but also in the realizations of S and π. To begin

with, we make the simplifying assumption that π is uniform over S. This allows

us to derive analytical expressions for ESR for simple location privacy mecha-

nisms such as uniform quantization and adding Gaussian or Laplacian noise.

However, a uniform prior is likely to be inaccurate. We saw in section 3.5.3

that priors estimated from social media data is better modeled by a power-law

distribution.

The Quality of Service metric

As for quality of service degradation (QoSD) metrics, both (α, δ)-usefulness and

mean-squared error extend naturally from physical location privacy to semantic

location privacy. We will, however, modify them slightly to give them a more

intuitive interpretation. We’d like the QoSD to be proportional to the area of

uncertainty, the size of the area where the user could possibly be. For many

location-based services, the amount of extra bandwidth, memory, and proces-

sor resource consumption can reasonably be assumed to be proportional to the

size of that area. For example, if the LBS is a turn-by-turn navigation app and

the user sends a location report that indicates that the user could be anywhere

inside an areaA, the only recourse is to send the map tiles, routing info, and traf-
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fic updates for the entire area. The bigger the area, the higher the bandwidth,

memory, and CPU consumption.

For deterministic mechanisms such as quantization, the QoSD would sim-

ply be the size of the quantization bin. For probabilistic mechanisms such as

adding noise, we can modify (α, δ)-usefulness slightly. We measure the size of

the smallest area A such that K(x) is within A with probability at least δ. For

concreteness, we will fix δ = 0.9 for the remainder of the chapter. Let the size

of A be denoted by β. β can be derived from α because they are related by the

formula for the area of a disc: β = πα2.

Adversarial Model

Let us make explicit the assumptions we have made about the adversary. The

adversary knows X , S, π, and K. The adversary’s goal is to correctly infer the

semantic location of the user given their reported location. The adversary is

strategic and therefore employs Bayes-optimal inference under a zero-one loss

function (i.e. MAP inference).

3.6.2 Analytical Results

We are now ready to dive into the analysis. We have closed-form expressions

that clearly show the effect of changing privacy mechanism parameters on loca-

tion privacy as well as the effect of semantic location density (i.e. λ). We derive

these results under rather strong assumptions, but as the next section will show,

the insights derived from these results still hold given more sophisticated mod-
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els (or with relaxed assumptions). Throughout this section, we will assume that

the set of semantic locations, S, is a homogeneous Poisson point process with

intensity λ and that the prior, π, over them is the uniform distribution. We will

show in the next section how to relax these assumptions at the cost of losing

analytical tractability.

Quantization

Let us first consider the case where K is a uniform quantization mechanism. It

turns out we can figure out a closed-form expression for ESR as a function of

the quantization parameter ∆ and semantic location density λ. For simplicity of

calculations, we assume that X is a square region in R2 whose side lengths are

an integer multiple of ∆.

It is possible to set up a simulation to compute ESR as a function of density λ

and quantization parameter ∆. There is to the best of my knowledge no known

derivation of this result, but it turns out that simulation agrees perfectly with

the following expression:

ESR(λ,∆) =
1− e−λ∆2

λ∆2
(3.4)

Because the derivation is not known, this result remains a conjecture at this

stage. As for QoSD, we simply use the area of each bin as the QoSD metric. In

other words,

QoSD(∆) = ∆2
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Figure 3.8: Simulation results verifying equation 3.4. The solid lines are the
predicted values, while the points with error bars are the simulated results.

Additive Gaussian Noise

We can also derive a closed-form result for the ESR and QoSD when the privacy

mechanism adds Gaussian noise with variance σ2. We assume that S on X = R2

is a homogeneous PPP and X an arbitrary point in X. The reported location

is Y = X + W , where W ∼ N (0, σ2I) is zero-mean bivariate Gaussian with

uncorrelated components. Because this point process is over all of R2, it has an

infinite number of points with probability one. It is therefore ill-defined to say

that π is uniform over S. Instead, we will have to resort to an improper prior

where π(x) = 1 for all x ∈ S . Now, given a location report y, the Bayes-optimal

decision under a uniform prior and additive, uncorrelated Gaussian noise is the

nearest neighbor:
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X̂(y) = arg max
x∈S

fX|Y (x|y)

= arg max
x∈S

fY |X(y|x)π(x)

fY (y)

= arg max
x∈S

fY |X(y|x)

= arg max
x∈S

fW (y − x)

= arg max
x∈S

1

2πσ2
exp

(
−||y − x||

2

2σ2

)
= arg min

x∈S
||y − x||

To derive the ESR, we restate the problem slightly. Note that B(Y, ||W ||),

the open ball of radius ||W || centered on Y , contains no points, since

∂B(Y, ||W ||)\{X}, the boundary of the ball minus X , almost surely contains

no points. Therefore, P (X̂ = X) = P (N(B(Y, ||W ||) = 0). The radius ||W ||

follows a Rayleigh distribution with parameter σ (by the definition of Rayleigh

RVs). For simplicity of notation, let’s define R := ||W ||. Then we are ready to

compute the ESR:

P (X̂ = X) = P (N(B(Y,R)) = 0)

=

∫ ∞
0

P (N(B(Y,R)) = 0|R = r)fR(r)dr

=

∫ ∞
0

exp(−λπr2)
r

σ2
exp

(
− r2

2σ2

)
dr

=
1

σ2

∫ ∞
0

exp

(
−
[
λπ +

1

2σ2

]
r2

)
r dr

=
1

2πλσ2 + 1

And so we have our second result:
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Figure 3.9: Simulation results verifying equation 3.5. The solid lines are the
predicted values, while the points with error bars are the simulated results.

ESR(σ, λ) =
1

2πλσ2 + 1
(3.5)

To derive the QoSD, we need to figure out for which α we have P (||W || ≤

α) = 0.9. The Rayleigh quantile function tells us that α = σ
√

2 log(10). Thus the

QoSD is

QOSD(σ) = πα2

= 2πσ2 log(10)
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Laplacian Noise

Using the same approach, we can derive a result for additive Laplacian noise.

Laplacian noise is often of particular interest in privacy applications due to its

connection to differential privacy. We use the planar Laplacian noise described

by equation 3.1. The derivation is the same as for Gaussian noise, except W

follows a planar Laplacian distribution with parameter σ and thereforeR = ||Z||

has the distribution fR(r) = r
σ2 exp(−r/σ). We derive the ESR:

P (X̂ = X) = P (N(B(Y,R)) = 0)

=

∫ ∞
0

P (N(B(Y,R)) = 0|R = r)fR(r)dr

=

∫ ∞
0

exp(−λπr2)
r

σ2
exp(− r

σ
)dr

=
1

σ2

∫ ∞
0

r exp(−λπr2 − r/σ)dr

=
1

2πλσ2
− 1

4πσ3λ3/2
exp

(
1

4πλσ2

)
erfc

(
1

2
√
πλσ

)

So the ESR is therefore

ESR(σ, λ) =
1

2πλσ2
− 1

4πσ3λ3/2
exp

(
1

4πλσ2

)
erfc

(
1

2
√
πλσ

)
(3.6)

To compute the QoSD, we once again need the quantile function for the dis-

tribution of the noise magnitude. ||W || follows the Gamma distribution with

shape parameter fixed to k = 2 and scale parameter σ. As such, the QoSD does

not have a closed-form expression, we can be evaluated numerically as follows:

QoSD(σ) = πα2
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where

α = Q(0.9; 2, σ)

= σγ−1(2, 0.9)

where Q(p; k, σ) is the quantile function of the Gamma distribution with

shape parameter k and scale parameter σ and γ−1(k, y) is the inverse of the lower

incomplete gamma function defined as follows:

γ(k, x) =

∫ x

0

tk−1e−tdt

Using numerical evaluation, we can determine that

Q(0.9; 2, σ) ≈ 3.89σ

and therefore

QoSD(σ) ≈ 15.1πσ2

3.6.3 Conclusion

Deriving closed-form expressions of ESR based on stochastic geometry models

is a difficult problem. I was able to derive results using very simple models.

Those models relied on two rather unrealistic assumptions. They assumed the
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Figure 3.10: Simulation results verifying equation 3.6. The solid lines are the
predicted values, while the points with error bars are the simulated results.

spatial distribution of semantic locations was that of a point process. Based on

the location-based social media data gathered, that assumption appears highly

unlikely. The point patterns of semantic locations exhibited a high variability

of density. Future research could examine the viability of modeling said point

patterns with more sophisticated point processes, such as the log-Gaussian Cox

process, the Thomas process, Matern Cluster process, or a Neyman-Scott pro-

cess.

The other assumption I relied on was that the prior over the semantic loca-

tions is uniform. This could be a more problematic assumption. The research

in section 3.5 clearly showed that popularity of semantic locations in location-

based social media follows a power law distribution. Deriving closed-form ex-

pressions under a power law distributed prior, e.g. Zipfian prior, could greatly

increase the impact and utility of this line of research.
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3.7 Differential Privacy Analysis

In this section, we extend differential privacy to semantic location privacy. This

allows us to make semantic location privacy guarantees that are independent

of the adversary’s prior. As explained in previous sections, differential pri-

vacy has already been adapted to physical location privacy under the name

geo-indistinguishability. Here, we will show that geo-indistinguishability is not

an appropriate metric for semantic location privacy. To remedy that, we define

a new version of geo-indistinguishability, called semantic geo-indistinguishability

(SGI).

3.7.1 Shortcomings of Geo-indistinguishability

When trying to protect physical location privacy, geo-indistinguishability is a

perfectly reasonable approach. If, however, we care about semantic location

privacy, it may not measure privacy the way we expect. If we’re in an area

where semantic locations are few and far between, ε-geo-indistinguishability

may offer a false sense of security. Let’s consider an example where we make

the optimistic assumption that all semantic locations are equally likely a prior.

Once again, let S be the set of semantic locations under consideration, and x ∈

S ⊂ X be the true location of the user. Then their report is simply the true

location with added noise, Y = K(x) = x + W , where W is the planar Laplace

distribution. The planar laplace distribution with scale parameter σ is given in

polar coordinates as (R,Θ), where R ∼ Gamma(2, σ) and Θ ∼ Unif(0, 2π). We

want to provide ε′-privacy within a radius r, so ε = ε′/r, and thus the noise

added has scale parameter 1
ε

= r
ε′

. The Bayes-optimal inference under zero-one
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loss and Laplace-distributed noise is to infer

X̂ = arg min
x∈S

||x− Y ||

i.e. x̂ is the closest point in S to y. But what if x is the closest semantic

locations to all points in B(x, r)? Then the ESR is

P (X̂ = x) ≥ P (Y ∈ B(x, r))

= P (||W || < r)

= 1−
( r
σ

+ 1
)

exp
(
− r
σ

)
= 1− (εr + 1) exp(−εr)

= 1− (ε′ + 1) exp(−ε′)

If we set ε′ to the relatively low value of log 5, then the ESR is P (X̂ =

x) ' 0.5. Thus the ESR is greater than 50%, even though we have provided

geo-indistinguishability with a relatively low ε′ and even if we assume no

prior information on behalf of the adversary. The problem here is that geo-

indistinguishability is only an indirect measure of semantic location privacy. In

the next section, we propose a modification of differential location privacy that

makes semantic locations a first-class citizen.

3.7.2 Semantic Geo-indistinguishability

We propose a definition of differential location privacy that takes semantic lo-

cations into account. Geo-indistinguishably provides differential privacy for all

82



physical locations within a set B(x, r) ∈ X . Semantic geo-indistinguishability

aims to provide differential privacy within a set R ⊆ S. The definition is as fol-

lows. A privacy mechanism K provides ε-semantic differential privacy within

R if for all x, x′ ∈ R and all S ⊆ range(K),

P (K(x) ∈ S) ≤ eεP (K(x′) ∈ S)

3.7.3 Properties of Semantic Geo-indistinguishability

Composition Theorem

It is easy to show that the celebrated composition theorem for differential pri-

vacy carries over to semantic geo-indistinguishability. Informally, the composi-

tion theorem says that releasing information from two mechanisms that provide

SGI also provides SGI whose SGI level is the sum of the individual SGI levels

of the two mechanisms. I.e. if K1 provides ε1 SGI and K2 provides ε2 SGI, then

(K1, K2) provides ε1 + ε2 SGI.

Theorem 1. Let K1 : X → Y1 provide ε1-SGI and K2 : X → Y2 provide ε2-SGI. Then

define K1,2 : X → Y1 × Y2 with the mapping K1,2(x) = (K1(x), K2(x)). Then K1,2

provides (ε1 + ε2)-SGI.

Proof. Let (y1, y2) be an arbitrary point in Y1×Y2 and let x, x′ be arbitrary points
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in X . Then

P (K1,2(x) = (y1, y2)) = P (K1(x) = y1 ∧K2(x) = y2)

= P (K1(x) = y1)P (K2(x) = y2)

= eε1P (K1(x′) = y1)eε2P (K2(x′) = y2)

= eε1+ε2P (K1(x′) = y1)P (K2(x′) = y2)

= eε1+ε2P (K1,2(x′) = (y1, y2))

Max Divergence Interpretation

SGI also retains the interpretation of DP as Max Divergence. Max Divergence is

defined as follows:

Definition 1. LetX1 andX2 be random variables with the same support X . Then Max

Divergence is given by

D∞(X1||X2) = max
S⊆X

∣∣∣∣log
P (X1 ∈ S)

P (X2 ∈ S)

∣∣∣∣
It is easy to show that a mechanism K provides ε-SGI if and only if

D∞(K(x)||K(y)), D∞(K(y)||K(x)) ≤ ε.
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3.8 Randomized response mechanism

This section introduces a randomized response mechanism that provides se-

mantic differential privacy while preserving quality of service for users and

preserving the utility of aggregate statistics of location information. This mech-

anism is inspired by the RAPPOR mechanism [42], a variation of the classical

randomized response mechanism introduced in [128].

The Mechanism

Let R1, ..., RM form an equisized partition of a set of semantic locations S. Let

|R1| = ...|RM | = N . The randomized response algorithm provides privacy by

reporting a set of locations instead of simply a single one. The set of reports

can be represented as a binary vector b = (b1, ..., bN), where bi = 1 means that

location xi ∈ Rk was included in the set. The values of b are set according

to the following randomized method. Let xj be the true location. Then bi ∼

Bernoulli(p) if i = j and bi ∼ Bernoulli(q) if i 6= j. The report sent to the LBS

will be (Rk, b).

3.8.1 Analysis

Let b be a candidate response. Without loss of generality, we can rearrange b

such that b = (b1, ..., bh, bh+1, ..., bN), where b1, ..., bh are all ones and bh+1, ..., bN

are all zeros. Then for any x ∈ R,
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P (K(x) = b) =


pqh−1(1− q)N−h x ∈ {x1, ..., xh}

qh(1− p)(1− q)N−h−1 x ∈ {xh+1, ..., xN}

The differential privacy parameter is given by the following equation:

ε = max
x,x′,b

log
P (K(x) = b)

P (K(x′) = b)

Assuming p ≥ q, the ratio is maximized when x ∈ {x1, ..., xh} and x′ ∈

{xh+1, ..., xN} and is then

P (K(x) = b)

P (K(x′) = b)
=

pqh−1(1− q)N−h

qh(1− p)(1− q)N−h−1

=
p(1− q)
q(1− p)

Thus the level of semantic differential privacy provided by this mechanism

is

ε = log
p(1− q)
q(1− p)

As a concrete example, let p = 0.75 and q = 0.375. Then ε = log 5.

Expected Success Ratio analysis

Let us consider the ESR using our scheme and compare it with geo-

indistinguishability. Let p = 0.75, q = 0.375 for a differential privacy of ε = log 5.
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Also, let N = 100, where N is the size of the partitions of the set of semantic

locations. To simplify the notation in what follows, define D as the event that X

is included in the location report. Like in the case of geo-indistinguishability, we

assume that all semantic locations are equally likely a priori. Then we compute

the ESR as follows:

P (X̂ = X) = P (X̂ = X|D)P (D) + P (X̂ = X|Dc)P (Dc)

We know that P (D) = p = 1 − P (Dc). Then only two terms remain. Let

us compute them one by one. We partition the event space on the number of

locations included in the report,
∑N

i=1 bi:

P (X̂ = X|D) =
N∑
k=1

P (X̂ = X|D,
N∑
i=1

bi = k)P (
N∑
i=1

bi = k|D)

Let us consider each term separately. Under a uniform prior, the Bayes-

optimal inference is to pick an arbitrary location out of the k reported locations

if k > 0 and pick an arbitrary location out of the N total locations if k = 0. Thus

P (X̂ = X|D,
N∑
i=1

bi = k) =
1

k

We can also see that the conditional distribution of
∑N

i=1 bi|D is basically a

binomial random variable:
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P

(
N∑
i=1

bi = k|D

)
=

(
N − 1

k − 1

)
qk−1(1− q)N−k

The other term we need to consider is P (X̂ = X|Dc), the probability of the

event that the adversary correctly infers the user’s location given that it is not

included in the location report. If the location report is not empty, then un-

der Bayes-optimal inference, the adversary will not be correct, since they will

choose of the locations in the location report. If the location report is empty, any

semantic location inR is Bayes-optimal and therefore the probability of correctly

inferring the user’s location is 1/N . Therefore,

P (X̂ = X|Dc) = P (X̂ = X|
N∑
i=1

bi = 0, Dc)P (
N∑
i=1

bi = 0, Dc)

=
1

N
(1− q)N−1

Putting all of this together, we get

P (X̂ = X) = P (X̂ = X|D)P (D) + P (X̂ = X|Dc)P (Dc)

= p

N∑
k=1

1

k

(
N − 1

k − 1

)
qk−1(1− q)N−k + (1− p) 1

N
(1− q)N−1

Evaluating that expression numerically for p = 0.75, q = 0.375, N = 100, we

get

P (X̂ = X) ≈ 0.02
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This is independent of the density of semantic locations, since the set of lo-

cations is partitioned by semantic locations and not by area. Compare this with

geo-indistinguishability also with ε′ = log 5, where the corresponding ESR was

0.5.

Recovering aggregate statistics

The advantage of reporting the randomized response (R, b) instead of just re-

porting the region R is that this allows the LBS to recover aggregate statistics on

mobility. We can recover aggregate statistics as follows. For a given location i,

let Bi :=
∑N

j=1 b
(j)
i , i.e. Bi is the total number of location reports that included

location i (out ofN reports). Taking the expectation ofBi and assuming location

reports are independent, we get

E[Bi] = E

[
N∑
j=1

b
(j)
i

]

=
N∑
j=1

E[b
(j)
i ]

= NE[b
(1)
i ]

= N{E[b
(1)
i |t

(1)
i = 1]P (t

(1)
i = 1) + E[b

(1)
i |t

(1)
i = 0]P (t

(1)=0
i )}

= N(pπi + q(1− πi))

= πiN(p− q) +Nq

Where t(j)i is 1 or 0 depending on whether the user was truly at location i

when making report j, and πi is the probability that given a random location

report, its user will be at location i. In other words, it is the true proportion of
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location reports where the user is actually at location i. Rearranging the above

equation, we get

πi =
E[Bi] +Nq

N(p− q)

Thus we can use the following estimator for πi:

π̂i =
Bi +Nq

N(p− q)

It can be shown that this estimator is unbiased, consistent, and asymptoti-

cally normal.

Bayesian Analysis

A Bayes-optimal adversary using the 0-1 loss function will employ the MAP

rule for inference. Let us derive an expression for the MAP inference. Let the

reported set be y = {x1, ..., xk}. Then

arg max
x∈X

p(x|x1, ..., xk) = arg max
x∈X

p(y1, ..., yk|x)π(x)∑
x′∈X p(y1, ..., yk|x′)π(x′)

= arg max
x∈X

p(y1, ..., yk|x)π(x)

= arg max
x∈{x1,...,xk}

π(x)

Given this inference algorithm, what is the adversary’s ESR? Let X be the

user’s true location and Y be the set of reported locations. Then
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ESR = P (X = X̂)

= P (X ∈ Y )P (X = X̂|X ∈ Y )

= p · P (X = X̂|X ∈ Y )

= p
maxx∈Y π(x)∑

x∈Y π(x)

The QoSD will be measured as the convex hull of the reported locations Y :

QoSD = Conv(Y )

3.8.2 Implementation Details

Ideally, we would find a set of equally sized partitions of C that would min-

imize both ESR and QoSD for the given partition size. This is a hard combi-

natorial problem, so we have devised a heuristic approximation. We construct

a graph by computing the Delaunay triangulation for the set of semantic loca-

tions. We subsequently compute a balanced graph partition using the multi-

level k-way partitioning scheme implemented in the METIS software package

[68]. The METIS algorithm seeks to minimize the number of cut edges between

roughly equisized partitions and will therefore tend to produce partitions that

are geographically contiguous.
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Figure 3.11: Illustration of the heuristic partioning algorithm. We construct a
Delaunay graph (b) from the original point pattern (a). Then a balanced graph
partioning algorithm is applied to the Delaunay graph, resulting in spatially
homogeneous partitions (c).

3.8.3 Experimental Evaluation

To further evaluate our semantic geo-indistinguishability scheme, we perform

a series of experiments using location-based social media data to construct sets

of semantic locations and priors over them. Dataset citation: [139, 140]. This

experiment is made using semantic locations from Boston, Massachusetts. For

both regular geo-indistinguishability and semantic geo-indistinguishability, we

use a differential privacy parameter of ε = log 3. We vary the parameters R,

the GI radius, and N , the SGI partition size, and compute the quality of ser-

vice degradation (QoSD) and ESR for that point. The result is a tradeoff curve

between QoSD and ESR. This allows us to compare disparate privacy schemes.

Even though our randomized response mechanism is not uniformly better

than the mechanism for regular geo-indistinguishability, it accesses a part of the

trade-off space that the other cannot. The curve for SGI is not as smooth as

the curve for GI for two reasons: SGI uses a heuristic algorithm to determine

partitions as optimal graph partitioning is a hard combinatorial problem, and
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Figure 3.12: Temporary figure. Need to run simulation longer to get more accu-
rate estimates and need to include error bars on simulated values. Shows rough
tradeoff curves using SI and SGI using data from Boston. SGI clearly has a much
better ”sweet spot”.

secondly, because the ESR and QoSD of SGI depends on partitioning a discrete,

finite number of points, they cannot possibly be truly continuous functions.
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3.9 Summary

In this chapter, I have explored the problem of location privacy in the Internet of

Things through the lens of semantic location privacy. I reviewed the main exist-

ing approaches to building and analyzing location privacy mechanism. I went

on to develop two separate approaches to analyzing semantic location privacy,

an empirical approach and a theoretical framework. Lastly, I introduced a pri-

vacy mechanism of my own design and showed that a combination of Bayesian

and Differential Privacy analysis provides a better picture than either one in

isolation. Lastly, we presented an approach to analyzing and comparing mech-

anisms using privacy-utility trade-off curves. These curves allow us to directly

compare two very different mechanisms and analyze them for a whole range of

parameter choices simultaneously.

While it is true that semantic location privacy presents additional challenges

compared to physical location privacy, semantic location privacy is still viable.

Using social media data and stochastic models, we can concretely evaluate the

engineering trade-offs of location privacy mechanisms. Furthermore, most of

our analysis showed that by adding just a little bit of obfuscation, we achieve

large privacy gains. This gives hope that a good trade-off between privacy and

utility is possible.

The last take-away is that differential privacy analysis is not sufficient. In

its strictest form, it is too conservative to yield anything useful. It is relaxed

form, it is not sufficiently strong to provide meaningful privacy guarantees. A

combination of differential privacy and Bayesian analysis is needed. Ideally, a

location privacy mechanism will satisfy a relaxed form of differential privacy,
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providing unconditional (but probabilistic) guarantees. The Bayesian approach

can show us that given reasonable but strong assumptions on the adversary, we

can still provide guarantees.
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CHAPTER 4

VEGVISIR: AN IOT BLOCKCHAIN ENABLING PRIVACY-AWARE

ACCESS TO MEDICAL RECORDS

They constantly try to escape

From the darkness outside and within

By dreaming of systems so perfect that no one will need to be good

T.S. Eliot

4.1 Introduction

In the previous two chapters we have considered two significant threats to pri-

vacy that have arisen in the IoT. In this chapter, we will see that the IoT doesn’t

have to be a threat to privacy, but can also be a boon to it. We present Vegvisir,

a partition-tolerant blockchain that enables fast, reliable, and secure access to

medical records for emergency first responders during disaster response.

Blockchains have emerged as an exciting new paradigm for distributed sys-

tems. From Bitcoin’s cryptocurrency [93] to Ethereum’s Turing-complete smart

contracts [135], blockchains are being explored as a means to solve problems

across a wide range of industries, including banking, energy, transportation and

accounting. Blockchains could have important uses in IoT and Edge Cloud envi-

ronments as well [26]. Such systems are often used for applications that require

tamperproof logging of events for accountability. They are deployed under var-

ied administrative domains, and so the decentralized ownership of blockchains

make them a good match. However, current blockchain designs require high

96



network connectivity and are power-intensive, both of which can detract from

their utility in such environments.

A blockchain is simply a tamperproof log of transactions. Blockchain im-

plementations use a distributed trust model, removing the need for centralized

control and single-point-of-failure designs. As long as a large enough fraction of

participants execute the protocol (usually half or one-third), its security proper-

ties will be enforced. This provides a system that is both strongly consistent and

highly available. It is not, however, tolerant of network partitions. Partitions

cause branches (AKA forks) in the blockchain and branches must be resolved,

meaning only one branch gets to stay a part of the blockchain while all others

are discarded. With network partitions, such branches may stay around for a

long time and lead to undesirable behaviors, even if branches are eventually

resolved. For example, people who have conducted business with Bitcoin may

find that the bitcoins they were paid are now back in the hands of the original

owner or have been spent otherwise. Additionally, most current blockchain de-

signs are very energy-intensive, requiring vast amounts of computation solving

cryptopuzzles. Bitcoin alone is estimated to use tens of terawatt hours per year,

enough to power a mid-sized country [98, 9].

These two characteristics, the need for high network reliability and high

power consumption, make Bitcoin and most other existing blockchain designs

unsuitable for deployment in ad hoc IoT networks or edge cloud systems. We

present Vegvisir, a blockchain specifically designed for the low-connectivity,

low-power IoT setting. It tolerates network partitions well and uses a low-

power consensus mechanism. Instead of resolving branches, it permits them,

resulting in a Directed Acyclic Graph (DAG) structure of the blockchain rather
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than a linear one. The cost of this partition tolerance is that the types of appli-

cations that can be implemented with the blockchain are limited to ones that

only require a partial ordering of logged events. To this end, Vegvisir supports

applications based on Conflict-free Replicated Data Types (CRDT) [113].

To motivate the need for Vegvisir, we present a use case for it in the area

of disaster response in Section 4.2. In section 4.3, we review some founda-

tional concepts from cryptography and distributed systems on which Vegvisir

is based. We go on to survey related literature in section 4.4 and develop the

architecture of the blockchain in section 4.5. Section 4.6 describes our initial im-

plementation of the blockchain and section 4.7 discusses the implications and

challenges of this line of research.

The work in this chapter will appear in the proceedings of the 38th IEEE

International Conference on Distributed Computing Systems under the name

Vegvisir: A Partition-Tolerant Blockchain for the Internet-of-Things.

4.2 Motivation

The 2017 Atlantic hurricane season was one of the worst on record. Three ma-

jor hurricanes devastated the Caribbean, Florida, and Texas. Hundreds of peo-

ple lost their lives and the property damage is estimated to be over $300 bil-

lion [104]. The loss of lives, limbs, and property had undoubtedly been greater

if not for the valiant efforts of thousands of emergency first responders. If first

responders could leverage more information and communication technology to

aid and coordinate their efforts, further lives could potentially be saved. In an

ideal world, first responders have a strong communication network and a ro-
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bust cloud infrastructure that enables information to flow to the right places at

the right time and eases coordination of rescue efforts. Natural disasters, how-

ever, can render communication infrastructure such as cell towers and Land

Mobile Radio System (LMRS) repeaters inoperable. First responders must in

those cases deploy their own communication infrastructure as well as take ad-

vantage of every possible means of communicating, forming heterogeneous ad

hoc mobile networks to make up for lack of connectivity. Existing communica-

tion and cloud infrastructure is not built to operate in such environments. We

need a new infrastructure design to enable first responder applications.

While cellular phones may also end up inoperable after extended periods

of time in a disaster area, it is important to maximize the use of resources as

long as they are available. To that end, device-to-device (D2D) communication

for public safety scenarios in LTE and 5G networks has received considerable

attention (see for example [43, 126, 36, 138]). Our work builds on such efforts

and provides distributed applications implemented on top of unreliable, ad hoc

networks such as the D2D networks mentioned above.

One of the problems medical personnel face both in and outside of emer-

gency situations is the need for accessing electronic health records promptly

while safeguarding their security and privacy. We propose that blockchains can

be used to implement a use-based privacy solution that gives emergency first

responders ready access to sensitive patient health records but enforces strict

accountability. Use-based privacy is an approach to privacy that focuses on uses

(and abuses) of sensitive records, rather than access [20] and has in recent years

been proposed as a framework under which to design privacy policies [21, 14].

Patients generally will not object to a physician or paramedic accessing their
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medical records in order to help save their lives (a valid use) but they would

object to the same physician accessing their records without a medical reason.

During emergencies, paramedics and physicians could have all their access re-

quests to sensitive records granted under the condition that the request has been

recorded in a tamperproof log. Once the state of emergency is over, the log is

reviewed. If frivolous access has occurred, such as a medical worker accessing

an ex-spouse’s or a celebrity’s health record, the worker could be sanctioned,

providing incentive to only access health records when necessary.

Our approach with Vegvisir presents a good avenue to implement a tamper-

proof log in such an environment. It consists of an unreliable network between

many low-power IoT devices (first responder smartphones), some of whom

cannot be fully trusted. Our solution can ensure that no health record is ac-

cessed without an explicit request for access being persistently stored on the

blockchain. It does not require proof-of-work and is therefore easy on the bat-

teries, and its opportunistic gossip-style protocol for spreading blocks is well-

suited for a mobile ad hoc network.

4.3 Preliminaries

In this section, we review the basics of the key technologies underlying Vegvisir.

Vegvisir is at its core a blockchain, a distributed cryptographic data structure

that provides extremely high fault tolerance. Blockchains, in turn, are based

on the cryptographic primitives of digital signatures and cryptographic hash

functions. Unlike other blockchains presented to date, Vegvisir is also an imple-

mentation of a type of data structure called a Conflict-free Replicated Data Type
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(CRDT). We will review CRDTs and their implications for the cornerstone the-

orem of the field of distributed systems, the CAP theorem. Finally, as Vegvisir

takes an approach to security and privacy that relies on accountability more

than access control, we will review the basic tenets of security engineering as

they relate to those concepts.

4.3.1 Cryptographic Primitives

There are two main cryptographic primitives used in the Vegvisir blockchain:

cryptographic hash functions and digital signatures. These primitives are cru-

cial to ensuring tamperproofness, data provenance, and authentication in the

blockchain. The definitions in this subsection are adapted from [87].

Cryptographic Hash Functions

Cryptographic hash functions are the workhorse of modern cryptography. A

cryptographic hash function h takes as input a binary string of arbitrary length

and output a binary string of a fixed length:

h : {0, 1}∗ → {0, 1}n

where {0, 1}∗ =
⋃∞
k=0{0, 1}k. Both cryptographic and non-cryptographic

hash functions are generally designed to be easy to compute. Cryptographic

hash functions need to additionally satisfy the properties of preimage resistance,

second preimage resistance, and collision resistance. A hash function is said to
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have preimage resistance if for any specified output y ∈ {0, 1}n, it is compu-

tationally infeasible to find an input x ∈ {0, 1}∗ such that h(x) = y. It is said

to have second preimage resistance if given an input x, it is computationally

infeasible to find a second input x′ such that h(x) = h(x′). Collision resistance

implies that it is computationally infeasible to find a pair of inputs x, x′ such

that h(x) = h(x′). In addition to those properties, practical cryptographic hash

functions are also desired to have the informal property of the avalanche effect.

The avalanche effect implies that small changes in the input, such as changing

a single bit, will result in drastic changes in the output.

We leave the terms ”computationally infeasible” and ”easy to compute” pur-

posefully undefined, as practical hash functions, such as the Secure Hash Algo-

rithm (SHA) family of hash functions [32, 40], have no theoretical proofs that

they satisfy any reasonable definition.

Digital Signatures

Digital signatures use asymmetric cryptography to ensure authenticity of mes-

sages. A user will generate a signing key KS and keep it secret, as well as a

verification key KV , which is made public. The signing function will take as in-

put a string of arbitrary length (the message) and a signing key of fixed length

and produce a tag. The verification function will take the message, the tag, and

the corresponding verification key as input and produce 0 or 1 as output. If it

produces 1 as output, then the tag was indeed the result of applying the signing

function to the message with the corresponding signing key.
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Blockchains

Blockchains are a cryptographic technology first introduced in 2008 in a white

paper describing the first cryptocurrency, Bitcoin [93]. They underlie all mod-

ern cryptocurrencies and could potentially be useful in a broad range of other

applications. Their tamperproof data structures with clear data provenance and

distributed trust model could make them useful in banking, supply chain man-

agement, auditing, and potentially many more industries.

The key aspect of blockchains is that they enable actors in a distributed sys-

tem to agree on the contents of a shared data structure, usually called a ledger

due to blockchains’ financial roots, without fully trusting one another. This al-

lows participants in a blockchain network to agree on the order and content of

a series of transactions, which form the basis for a currency.

Blockchains are a family of technologies that enable a distributed network

of actors to agree on the contents and order of a shared data structure without

relying on a central authority. The first blockchain was introduced by Satoshi

Nakamoto in 2008 [93] as a means of implementing a decentralized digital cur-

rency. The blockchain contains a series of blocks, starting with the genesis block.

Each block consists of a block header and a series of transactions. The transactions

would be along the lines of ”Transfer x bitcoin from account A to account B”

and would have to be signed by the the signing key associated with account A.

The block header contains some metainformation, the most important of which

are the previous block hash and the nonce. The previous block hash is the hash

of the previous block as computed by a specified hash function. The nonce is a

number that, once added to the blockchain header, ensures that the first k bits

of the blockchain hash are zero. The only known way to find such a nonce is by
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brute force. This is called a proof-of-work, and is the cornerstone in the Bitcoin

security model.

The proof-of-work is set to a difficulty level where the entire network gen-

erates a new block with a valid nonce every 10 minutes. Therefore, if a mali-

cious actor in the blockchain network wants to change a block already in the

blockchain, they would have to find a new nonce not only for the block they

modified, but all subsequent blocks. This is because the blocks are chained to-

gether by including the hash of the previous block in each block.

Permissioned vs public blockchains

Public blockchains such as Bitcoin and Ethereum allow anyone to participate

in the blockchain protocol provided they appear to be following the protocol.

Their security rests on the computational difficulty of a cryptographic puzzle

called proof-of-work. A typical puzzle will require the user to partially invert

a cryptographic hash function. This is a hard problem by design. It requires

a brute-force approach, i.e. trying different inputs until the desired output is

achieved. This approach is computationally intensive and therefore consumes

a lot of power.

Permissioned blockchains, on the other hand, can avoid these computation-

ally expensive operations. In a permissioned blockchain, a central authority

decides who can and cannot participate in the network. This reduces the decen-

tralization of the blockchain, but makes it much less computationally demand-

ing.
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4.3.2 CAP Theorem

The CAP theorem is one of the most important theoretical results in distributed

computed. It concerns the tradeoffs between consistency, availability, and parti-

tion tolerance in a distributed system. A distributed system consisting of multi-

ple nodes is said to be consistent if all nodes agree on the state of the system.

It is said to be available if it responds to requests/agitation? with a reasonable

time frame (this is not a good definition). And it is said to be partition-tolerant

if it continues to function even if there is not a network path between all pairs of

nodes. The celebrated CAP theorem states that a distributed system can at most

satisfy two out of those three properties [53].

4.3.3 Conflict-Free Replicated Data Types

Conflict-free Replicated Data Types are data structures for distributed systems

that can be updated independently and concurrently by multiple replicas in a

distributed system and subsequently merged without any conflicts in a princi-

pled manner. There are two equivalent formulations of CRDTs. The first one,

often called operation-based, requires the data structure to be equipped with a

commutative update function. The second one, state-based CRDTs, require a

merge operation that is commutative, associative, and idempotent.

The advantage of CRDTs in distributed systems is that they enable multiple

replicas in a system to operate independently and concurrently on the same data

structure, but still provide unambigious semantics when it comes to merging.

Recasting blockchains as a CRDT is one of the key contributions of this chapter.
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4.3.4 The Golden Rule

In the field of systems security, the Golden Rule refers to the three es-

sential components to achieving confidentiality and privacy of information:

(au)thentication, (au)thorization, and (au)dit. Authentication means that the

system verifies that the user asking for access is indeed the user they claim to

be. Authorization means that the system verifies that said user is permitted

to access the data in question. Audit means that a user’s access to said record

is recorded in a log that can later be inspected. Audits allow users to be held

accountable for their actions if any wrongdoing is suspected.

Computer security and privacy mechanisms tend to focus a lot on the au-

thentication and authorization components, but a lot less on the audit compo-

nents. Audit and accountability can be a powerful deterrent and is underused in

many systems. Vegvisir will rely heavily on accountability to enforce its privacy

properties.

4.4 Related Works

Blockchains were first introduced in 2008 as part of the then novel Bitcoin cryp-

tocurrency system [93]. Since then, the blockchain field has seen explosive

growth with many variants and use cases proposed. One of the more notable

variants is Ethereum, which replaces the basic scripting language implemented

in Bitcoin with a Turing-complete one, paving the way for so-called smart con-

tracts [135]. Both of these blockchains have a linear structure and rely on a

proof-of-work consensus mechanism which requires solving a computationally
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expensive cryptopuzzle, making them poorly suited to our use cases.

Many variants on the Bitcoin protocol have been proposed since then, some

of which use a DAG structure like Vegvisir. The GHOST protocol is a modifi-

cation to the Bitcoin blockchain that uses a DAG structure to improve security

[120]. The point of this modification is to enable a more robust method of se-

lecting which fork to keep and which to discard. By keeping track of all forks,

a node can choose a fork based on the heaviest-subtree-wins rule (the subtree

with the largest number of blocks) as opposed to the longest-chain-wins rule,

wasting less work and thus eliminating certain forms of attacks.

The Byteball blockchain platform proposes a new type of cryptocurrency

with a DAG structure [28]. Byteball eliminates the distinction between blocks

and transactions. Each ’block’ is a single transaction and can have multiple

parents. Double spending is prevented by determining a total order on the DAG

through the behavior of a set of privileged users called ’witnesses’. The total

order is used to determine which transactions to keep and which to declare

invalid when double spending occurs.

Iota is perhaps the best-known implementation of a blockchain with a DAG

structure [106]. Iota is a transaction fee-less cryptocurrency where double

spends are resolved by a consensus algorithm that determines which transac-

tion to keep based on the number of descendant transactions.

The recently proposed SPECTRE [119] and MeshCash [11] blockchains also

use a DAG structure along with a protocol to reach consensus in the case of

conflicts. Both are blockchains based on proof-of-work, which eliminates them

from consideration for our use cases. SPECTRE’s successor, PHANTOM [121]
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requires strong network connectivity between honest nodes. HashGraph [6]

does not rely on proof-of-work, but still requires strong network connectivity

between members.

The DAG structure in the aforementioned blockchains is not designed to

provide partition tolerance like our case, but rather to exploit available paral-

lelism for increased throughput of transactions by only ordering transactions

that are dependent. As such, these blockchains expect strong network connec-

tivity and are therefore unsuitable in our use cases.

Aside from blockchains, there are a number of non-blockchain distributed

systems related to ours. Bayou, a distributed storage system for low-power

mobile devices with poor network connectivity is probably one of the closest

works to ours [125]. Similarly, the COPS key-value store provides causal consis-

tency in wide-area networks [80]. Both Bayou and COPS have ad-hoc merging

protocols that require the application running on top of them to actively detect

and resolve conflicts, unlike the transparent merging and precise semantics that

Vegvisir provides.

In 2011, Mark Shapiro formalized the types of data structures that can be

replicated across multiple hosts and updated concurrently and independently,

while still providing strong eventual consistency [113]. These data structures,

known as Conflict-free Replicated Data Types (CRDT), have been shown to in-

clude versions of registers, counters, sets, graphs, and maps [112]. These basic

data types can be combined and composed to create more sophisticated data

structures such as key-value stores [110] and JSON documents [70]. Applica-

tions include collaborative editing [82] and distributed databases [5].
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Our blockchain uses a gossip-style protocol. Gossip protocols originated in

the field of distributed databases [34], but has seen a resurgence coinciding with

the proliferation of cloud computing [78, 27, 23] and more recently in blockchain

protocols such as Bitcoin [71]. While a variant of the gossip protocol has been

shown to work well in unreliable networks [125], most gossip protocols assume

full network connectivity and can therefore not be directly applied in IoT envi-

ronments with low connectivity.

4.5 Architecture

4.5.1 Design Requirements

The blockchain is essentially a log of records that are generally called transac-

tions in the blockchain literature. The blockchain is maintained by a group of

users. We would like the Vegvisir blockchain to have the following informal

properties:

• Tamperproof : Once a transaction has been stored on the blockchain, it can-

not be removed or modified, and neither can transactions that precede it

in the blockchain.

• Provenance: If a user can read a transaction on the blockchain, then the user

can read all transactions that precede it on the blockchain.

• Authenticity: Every transaction on the blockchain is identified by the user

that created the transaction and placed it on the blockchain.
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• Transitivity: If one user learns of a transaction on the blockchain, then

eventually all users do.

• Access Control: There should exist control over which users are allowed to

append which types of transactions to the blockchain.

• Partition Tolerance: The blockchain is available even when not all users can

physically communicate with one another for some unspecified length of

time.

• Storage Efficiency: IoT devices may have limited storage. They do not have

to store all of the blockchain—some of it may be stored elsewhere.

These requirements, and in particular partition-tolerance, stipulate that the

blockchain maintain a partial order of transactions. The transactions within a

block are totally ordered, but a block may have multiple “parents.” Nonethe-

less, Vegvisir will make an effort to reduce branching as much as possible. In

particular, when a user appends a new transaction, all transactions known to

the user must become ancestors of the transaction. Thus the Vegvisir blockchain

maintains the causal history of all transactions.

4.5.2 Adversary Model

We assume that among the k closest network neighbors of a user (which may be

malicious), at least one user correctly follows the Vegvisir protocol. The param-

eter k can be set according to need. Malicious peers want to change or remove

blocks from the blockchain. Adversaries cannot forge signatures from other

users, but they can remove blocks from their local version of the blockchain and

they can choose not to propagate new blocks they receive.
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4.5.3 Design Overview

Like most blockchains, Vegvisir consists of a series of interlinked blocks con-

taining a block header and one or more transactions. Unlike most blockchains,

each block can point to multiple other blocks as its predecessors. Thus blocks in

Vegvisir form a DAG rather than a linear chain (see figure 4.1). There must be a

single block, the genesis block, that is the ancestor of all other blocks.

The DAG structure of the chain, combined with CRDTs, is what makes Veg-

visir partition-tolerant. If we were to require blocks to form a linear chain, we

would have no choice but to either prevent blocks being added in all but one

partition, or discard blocks when merging forks in the chain that have arisen

due to network partitions. Preventing block from being added is unacceptable,

but discarding violates tamperproofness and is therefore unacceptable as well.

This is why we ruled out a linear chain.

The DAG encodes a partial ordering on transactions. When interpreting a

DAG of transactions, we require that transactions that are not ordered with re-

spect to one another in some sense commute. For this reason, we limit usage of

Vegvisir to CRDT-based applications. The commutativity of CRDT operations

removes the need for imposing a total order on transactions. Using CRDTs,

any total ordering consistent with the partial ordering will produce the same

interpretation on the state produced by the transactions. Below we will assume

CRDT-based applications.

Vegvisir is a so-called permissioned blockchain and has a membership (for ex-

ample, emergency first responders). It has an owner who generates and signs the

genesis block. The genesis block contains a self-signed certificate of the owner,
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Figure 4.1: Sample DAG. Branches are reined in by making every known leaf a
predecessor of your new block. As our applications are based on CRDTs, there
is no need to determine a total order between the blocks.

who will act as a certificate authority (CA) on the blockchain. Each authorized

user must have a certificate signed by the CA placed on the blockchain. Cer-

tificates specify the role of each user, and access control is determined based on

those roles.

4.5.4 Blocks and Transactions

Each block is composed of block header, zero or more transactions, and a digital

signature. The block header contains the user ID of the block creator, a times-

tamp, if possible a physical location, and a list of hashes of its parent blocks (see

figure 4.2).

Transactions specify operations on CRDTs. For example, in our emergency

first responder use case, a user might want to add an access request for a health

record on the blockchain. Vegvisir could have an add-only set (which is a CRDT)

of health record access requests. Call this CRDT H. Then the user would add a

transaction r, containing the request, toH.

112



A transaction must specify the name of the CRDT, the type of operation to

perform, and any arguments that operation requires. Transactions do not carry

a digital signature—a transaction is implicitly signed by the block that contains

the transaction. In Vegvisir, the creator of a block is the originator of all trans-

actions in the block, so the block signature also establishes the authenticity and

integrity of the transactions.

The set of valid users can also be thought of as a CRDT. Specifically, it is a

2P set, which is a set representation composed of an add set A and a remove set R.

When adding an element, it is added to A and when removing an element, it is

added to R. The elements that are said to exist in the 2P set are A\R. If the ele-

ments of A and R are public key certificates, then certificates can be added to A,

while revocations amount to adding the same certificate to R. Every Vegvisir

blockchain must have a 2P set of users, U , and so it is implicitly created when a

new blockchain is formed.

Other CRDTs, such as the add-only setHmentioned above, can be created as

needed. Each new CRDT must have a unique name. To avoid collisions, names

can be a randomly generated string of length n, where n is high enough that the

probability of a naming collision is negligible. A collection of CRDTs is a CRDT

itself. We will refer to the set of user-created CRDTs as Ω from now on.

4.5.5 Separation of Concerns

The software of each Vegvisir user has two main components. The first com-

ponent is the blockchain. It maintains the local copy of the DAG, checks the

validity of the blocks, and passes the transactions to the other component, the
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Transaction 1

Transaction 2

Transaction 3

Transaction 4

Signature

Header

Body

Signature

Figure 4.2: A layout of a block. The header contains a user ID, a timestamp, and
if possible, a location. It also contains a variable number of parent hashes. The
body consists of zero or more ’transactions’. Every block is signed by its creator,
which is also the creator of all transactions in the block.
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CRDT state machine (CSM). The only CRDT the blockchain component con-

cerns itself with is U . The following checks are performed to assess if a new

block is valid:

• The user must be member of blockchain (specified by U);

• Parent blocks must be in the blockchain already;

• The timestamp must be higher than the maximum of the timestamps in

the parent blocks but lower than the current time at the user;

• The signature must be valid and match user ID.

The CSM in turn checks the validity of the transactions themselves and

makes the appropriate updates to Ω and U once it has verified that the trans-

action satisfies the following:

• The CRDT must exist (i.e., it must be U , Ω, or an element of Ω);

• The specified operation must be valid for the CRDT;

• The argument to the operation must pass type checks (e.g. we cannot add

an integer to a set of strings);

• The user must have permission to perform the operation.

When creating a CRDT, one must specify which roles can perform which

actions. For example in the case of H, it could be specified that only users with

the role ’medic’ can perform the add operation. Users’ roles are specified in

their public key certificates.
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4.5.6 Public Key Certificates

A public key certificate contains the user ID, the public key of the user, the user’s

role, and a digital signature from the CA (the blockchain owner). When per-

forming block validation, the user ID in the block header must match a user ID

of one of the certificates in U . Elements in the remove set of U act as certificate

revocations. Similarly, when performing transaction validation, the CRDT indi-

cates whether the user’s role is permitted to perform the specified operation.

4.5.7 Opportunistic Reconciliation

Blocks are spread throughout the network via a protocol that resembles gossip.

Periodically, a node picks a physical neighbor at random (if it has any). The

initiator then asks the other node, the selected neighbor, for its frontier set. The

frontier set is the set of blocks on the DAG that have no successors (sources,

given that blocks in the DAG point to their parent blocks). If the neighbor’s

frontier set is identical to the initiator’s, then their blockchains are identical too

and the process stops. If, however, the frontier set contains blocks unknown to

the initiator, it adds the frontier set to its own replica of the DAG. That operation

will fail if the DAG does not contain all parents of all blocks in the frontier set. In

that case, the initiator requests to see the level 2 frontier set, which is the frontier

set plus the set of all parent nodes. In general, a level N frontier set is defined as

the union of the level N − 1 frontier set and the parents of all blocks in the N − 1

frontier set. The base case of this recursive definition is the level 1 frontier set,

which is the frontier set described above (see figure 4.3). The initiator continues

to ask for higher levels of the frontier set until it is able to bridge the gap between
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Frontier set

L2 Frontier set

L3 Frontier set

Figure 4.3: The (level 1) frontier set is the set of blocks without successors. The
level 2 frontier set contains the level 1 frontier set plus their parents. More gen-
erally, the level n frontier set is the union of the level n − 1 frontier set and the
parents of its blocks.

its blockchain and the neighbor’s. That must happen eventually assuming they

have the same genesis block (which is the unique sink of the DAG and identifies

the Vegvisir blockchain).

4.5.8 Persistence through Proof-of-Witness

Persistence and immutability are primary advantages of blockchains. Since ma-

licious nodes may attempt to remove newly added blocks, we cannot be confi-
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Algorithm 1 DAG Reconciliation Pseudocode
1: procedure RECONCILIATEDAGS(S) . S: local DAG
2: B ← getRandomNeighbor()
3: if B is not empty then
4: n← 1
5: SB,n ← getNthFrontierSet(B, n)
6: if parents(SB,n) ⊆ S then
7: S ← merge(SB,n, S)
8: else
9: n← n+ 1

10: goto 5
11: end if
12: end if
13: end procedure

dent that a block will persist once it is added by one user of the blockchain. In

particular, an application may not be able to take action until it has some guar-

antee that a particular transaction and the transactions that causally precede

it are persistent. To solve this problem, an application may require confirma-

tion from users in some quorum that they have a copy of the block. The choice

of quorum is up to the application. Because the Vegvisir blockchain is a DAG

rather than a linear chain, there is no requirement that quorums overlap.

For example, if a user requests access for a health record by adding a transac-

tion toH, an application may require that k additional nearby users have stored

the block containing the transaction before counting it as a persistent part of the

blockchain. One way to obtain the desired effect is as follows: A user may in-

dicate that it has stored a block by adding an ancestor block to the blockchain,

signed by that user. Once a block has ancestor blocks signed by at least k dif-

ferent nearby users, the block may be considered persistent by the application.

These blocks need not contain any transactions. Their sole purpose is to signal

that a user has a copy of the ancestor blocks. We say that a block has a proof-of-
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IoT Blockchain

Support chain

Figure 4.4: The IoT blockchain has periodic access to a support blockchain.

witness once it has reached this condition. Note that a proof-of-witness does not

only apply to the block itself, but also to each of its ancestor blocks.

4.5.9 Support Blockchain

IoT devices may be constrained by the amount of storage they have for the Veg-

visir blockchain. We allow such devices to offload parts of their DAG to a more

traditional blockchain that we call the support blockchain (see figure 4.4). This

would be applicable to environments where the low-power, battery-constrained

IoT devices that make up the partition-tolerant blockchain have occasional ac-

cess to higher-powered servers. The higher-powered servers can function as su-

perpeers, taking blocks from the partition-tolerant blockchain and placing them

on the support blockchain, which operates between the superpeers as well as in

the cloud. Once a block is placed on the support blockchain, the IoT device can

drop the block. Typically, IoT devices would only do so when running low on

storage, and would only offload their oldest blocks on the blockchain.

As superpeers get new blocks, they in turn add new blocks to the support

blockchains. The body of a block on the support blockchain is a Vegvisir block.
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Figure 4.5: The network can consist of both battery-constrained IoT devices (de-
picted as smartphones) as well as relatively high-powered deployable servers
(depicted as trucks) that may be connected to the rest of the Internet. The high-
powered nodes relay blocks to the support.

Support blocks must be added in a way that preserves the topological order of

the Vegvisir DAG.

4.6 Implementation

We have an Android implementation of Vegvisir under construction. The An-

droid prototype is designed specifically for the emergency-first responder sce-

nario. As such, it allows users to place requests for health records on the

blockchain. It uses Bluetooth and Google Nearby (which uses a combination

of Bluetooth and WiFi Direct) to communicate opportunistically with anyone in
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its neighborhood. Additionally, the implementation has to have a mechanism

to deliver the health records to the requester once the request is stored securely

on the blockchain.

The simplest way would be to have the user present a proof-of-witness that

their request has been placed on the blockchain to a centralized database server.

But a key assumption of Vegvisir is that devices operate in an environment with

unreliable access to each other and the public cloud, so the device might not

be able to connect to such a database for extended periods of time. An alter-

native could be to have each user carry an encrypted version of the database

in secondary storage. The key would be kept in a Trusted Execution Environ-

ment (TEE) and only through a certifiably correct program can a health record

be decrypted and made available to the user and only once that program has

determined that the request is on the blockchain and has obtained the proof-of-

witness.

4.7 Conclusion and Future Work

Vegvisir is a prime example of how the IoT can be leveraged to enhance pri-

vacy instead of undermine it. By forming a highly partition-tolerant distributed

system that can implement any CRDT, it enables a tamperproof log in environ-

ments with limited to no internet connectivity but with limited access to a num-

ber of IoT devices. A tamperproof log can be used as a building block for secure

and privacy aware systems, thus leveraging the IoT for security and privacy in

a novel way.

While we could implement Vegvisir without using CRDTs and design ad hoc
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merging protocols for our use cases, we believe CRDTs provide a sweet spot in

our design space: they allow us to operate in a partitionable environment while

still giving precise semantics on shared data structures. The alternative of pro-

viding linearizability would have led to lack of liveness, while the alternative of

ad hoc merging (as in [125, 80]) lacks well-defined semantics.

There is nonetheless room for improvement in Vegvisir. The opportunistic

reconciliation method, while considerably more efficient than exchanging entire

DAGs, still incurs a significant communication overhead. More efficient DAG

reconciliation algorithms could make blocks propagate faster through the net-

work while using less bandwidth.

Providing partition-tolerance is vital if blockchains are to be adapted to

IoT environments. IoT devices operate with strict constraints on power and

often limited network connectivity. Vegvisir extends partition tolerance to

blockchains, although at the cost of limiting the classes of applications that can

be implemented with CRDTs. While that prohibits applications that need a

unique total ordering on conflicting transactions, like cryptocurrencies where

double spending must be prevented, it can nonetheless be used to implement a

persistent, tamperproof distributed ledger suitable as a building block in many

useful applications. We will review two potential avenues of research within

the fields of digital agriculture and maritime forensics.

4.7.1 Digital Agriculture

The blockchain is a promising technology that could bring transparency and

accountability to the food supply chain. There are many participants in the
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food supply chain, including farmers, brokers, packers, traders, distributors,

food processors, retailers, regulators, and ultimately, consumers. Today, record

keeping is mostly on paper and various centralized databases, while many ne-

gotiations are purely verbal. This is prone to mistakes and simplifies fraud.

Farmers do not know how much profit is made on the food they supply, and

consumers cannot easily track where their food comes from. Blockchains could

potentially create a shared and tamperproof data repository in which all infor-

mation is readily shared, available, and auditable.

Blockchains could make it straightforward for a consumer to check the

source of a food product. In the case of a meat product, information of interest

might include the animal’s date of birth, place of origin, vaccinations, and use

of antibiotics. Food safety is a related application. For example, Walmart (which

sells 20% of all food in the U.S.), IBM, and Tsinghua University are looking into

using the Hyperledger blockchain [18] for food supply chain traceability and au-

thenticity. Today, if a pathogen is found in a food product, it takes several days

to weeks to trace it back to the supplier. Using a blockchain, Walmart hopes to

reduce this to seconds, potentially saving lives. From the farmer’s perspective,

blockchains could make it easier to find consumers for their products, poten-

tially reducing waste from either unused land (if too little is produced) or from

overproduction. Farmers could check to see what retailers sell their products

for, so they may negotiate a better price for their produce.

Ideally, record keeping with the blockchain would reach all the way to the

farm and to the distribution channels. Tagging of animals, pallets, shipping con-

tainers, and so on with RFIDs or related technology enable tracking. But farms

and distribution centers, let alone sensors, autonomous vehicles, and drones
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operating out in the field, have intermittent if any connection to the Internet,

and must rely on a system consisting of small fixed and mobile IoT devices for

sensing. While such systems can be used to create a sensor network, there is no

integrated blockchain that can securely store the history of sensed data. Again,

Vegvisir allows deploying a low-energy tamperproof log in this environment.

4.7.2 Marine Forensics

According to the National Oceanic and Atmospheric Administration, the U.S.

maritime transportation infrastructure was responsible for carrying $1.5 trillion

in cargo in 2017 [96]. An individual ship can hold a fortune in terms of tech-

nology, crew, and data. The loss of a single ship could be devastating to a com-

pany’s future.

The information contained within ship systems can present valuable insight

that can prevent future mishaps and save lives [59]. Ships can sink in solitude

within a matter of minutes making it dangerous and impractical to attempt data

collection under these circumstances. Moreover, retrieval of data from sunken

vessels can take months to obtain and physical information from these events

are sometimes unavailable due to contamination, water depth, or miscellaneous

damage to instrumentation.

Vegvisir’s structure can allow for data collection on trade ships during cap-

sizing events. Distress signals already sent out during ship emergencies could

trigger the construction of an ad hoc network used by select systems on the ves-

sel. IoT devices on lifeboats could autonomously join the network at the time of

their inflation.
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As new nodes emerge on the network, Vegvisir’s opportunistic gossip pro-

tocol can commence. Vegvisir creates a low-power consumption structure for

its blockchain. This ensures that even as IoT devices acquire different informa-

tion from various sources, minimal energy is spent on blockchain reconciliation.

In the event of a submersion, the lifeboat nodes would still be able to gossip

amongst themselves.

Due to the nature of proprietary information in the maritime industry, Veg-

visir security guarantees would be amenable in these environments. First, the

secure membership protocol prevents non-verified members from contributing

events. Additionally, all blocks are signed by the contributing member. There-

fore, blockchain data consists only of data from approved sources regardless

of network activity. Second, Vegvisir allows for full encryption of contents

within the blockchain. These policies in conjunction serve as safeguards for

company proprietary information sent over its ad hoc network while maintain-

ing its properties of possessing tamperproof logs and being energy-efficient.

4.8 Appendix

The central privacy property of Vegvisir is that it allows enforcement of an ac-

countability policy. No node in the blockchain network will be given access to

a sensitive record unless their request is securely entered onto the blockchain.

We say a block B has been securely entered onto the blockchain if eventually all

honest nodes learn block B. An honest node is a member of the blockchain, a

replica in the distributed state machine, that honestly and correctly follows the

protocol. The Vegvisir protocol has been designed to fulfill the following three
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informal properties:

1. No honest node will throw away a valid block

2. If an honest node learns a block, eventually all honest nodes will learn that

block

3. At most k − 1 nodes are not honest

Strictly speaking, (2) implies (1), but it is included for conceptual clarity. If

these assumptions hold, then Vegvisir must be tamperproof, i.e. if a quorum of k

nodes has learned of a block B, then eventually all honest nodes will learn of B.

To see that, note that if B is learned by k different nodes (i.e. reaches a quorum),

at least one of those nodes must be honest by assumption (3). Therefore, by

assumption (2), eventually all honest nodes will learn of B. We conclude that

once a block reaches a quorum, its contents are tamperproof.
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CHAPTER 5

CONCLUSION

5.1 Summary

In this dissertation, I examined the design and analysis of privacy mechanisms

for the Internet of Things. We began by considering internet advertising. Inter-

net advertising is a particularly interesting case because it is simultaneously the

economic driving force undermining privacy in the IoT as well a mechanism for

data collection in itself. I examined not only how internet advertising works but

also what happens to the information collected. This was followed by a review

of the first type of privacy mechanisms we encountered in the dissertation: ad

blockers.

I then moved on to some of the most sensitive information collected by the

IoT: location information. We showed that most research up to date focused on

protecting the identity or physical location of the user, while in many cases, it is

the semantics the location that needs to be protected. I developed tools to ana-

lyze semantic location privacy based on Bayesian decision theory and Differen-

tial Privacy. I showed how location-based social media data can be used to eval-

uate location privacy mechanisms and I developed a theoretical framework for

analysis based on spatial point processes. Finally, I presented a location privacy

mechanism designed specifically to provide semantic location privacy without

sacrificing too much quality of service. I analyzed said mechanism using all

the tools developed in the chapter, including a combination of the Bayesian and

Differential Privacy approaches as well as using both empirical and theoretical

approaches.
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Lastly, I showed how the Internet of Things can be used to enhance privacy

instead of undermine it. Using a blockchain of our own design, Vegvisir, I show

how to leverage the IoT to ensure the security and privacy of sensitive records

such as medical records during disaster response. I examined the design of

Vegvisir and provided an analysis of its security and privacy properties.

5.2 Future Directions

The design and analysis of privacy mechanisms for the IoT is still in its infancy.

The IoT presents previously unencountered privacy problems, requiring novel

solutions and engineering analysis. While we have developed a toolbox for the

analysis of location privacy mechanisms in the IoT, there is still more work to

do. A part of that work revolves around exploring alternative spatial point pro-

cess models to model semantic locations, such as Matern, Strauss, and Thomas

processes could form an interesting line of research. And while we showed

how some of the theoretical properties of differential privacy extend to seman-

tic geo-indistinguishability, there is still more work to be done on that front.

Furthermore, the randomized response mechanism we presented has room for

improvement. Most pressingly, the partition created using the balanced graph

partitioning algorithm is based on heuristics, as there is no know tractable op-

timal algorithm. It could potentially be improved by combining the heuristic

graph partitioning with a local search algorithm that would use the graph par-

titioning as a starting point and then incrementally improve it.

There are also plenty of avenues for further research on Vegvisir. As a

partition-tolerant blockchain, it could potentially have considerable impact be-
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yond the field of privacy. Any scenario where low-powered devices with lim-

ited network connectivity need to form a shared data repository that is resilient,

tamperproof, and uses a distributed trust model could potentially benefit from

Vegvisir. Digital agriculture and marine forensics are two prime examples of ar-

eas that could have uses for Vegvisir. Vegvisir furthermore needs more thorough

systems evaluation to determine its resource consumption, as well as the condi-

tions under which proof-of-witness can be obtained in a reasonable amount of

time.

As the Internet of Things is projected to grow exponentially in the next

decade, there will undoubtedly be countless other problems to explore in the

coming years. In this thesis, we attempted to provide a principled starting point

for some of the most pressing privacy problems in the IoT today. Hopefully,

such research will continue to gain traction as the IoT and its associated privacy

problems continue to grow.
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