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In this work, we examine the science of proving formal security of primitives in cryptography

through security reductions, with a focus on determining the achievability of various notions

of efficiency. We work towards exploring the limits of provable efficiency through both

feasibility and impossibility results, and summarize our findings in two distinct areas:

1. We first examine the notion of concrete security loss in reductions from the unforgeabil-

ity of unique digital signature schemes and related primitives to standard cryptographic

assumptions. Specifically, we show that such reductions are inherently inefficient in

the level of concrete security they demonstrate for the primitive by ruling out a particu-

lar class of security-preserving reduction: linear-preserving reductions. Our first result

proves the nonexistence of such reductions from unique digital signature schemes to any

standard assumption with a polynomially bounded number of communication rounds,

while our second result proves a similar impossibility for reductions from the adaptive

multi-key security of message authentication codes or pseudorandom functions. Both

results are proven via the meta-reduction paradigm, which has been applied to prove

bounds on concrete security loss in the past, but all known meta-reductions in this

space prior to our results have considerable technical limitations, usually only ruling

out “simple” reductions that interact with their respective adversaries non-concurrently

and reduce to a limited class of non-interactive assumptions. In contrast, our results

present a novel rewinding technique and a “randomness-switching” lemma that allow



for the first concrete security bounds via meta-reductions that are not subject to these

limitations.

2. We also prove two positive results in the area of non-interactive secure two-party compu-

tation (NISC), both of which improve on the efficiency of currently known constructions

in different ways. The first result examines avenues of reducing the communication

complexity of NISC protocols: we construct a NISC protocol which satisfies security

with superpolynomial-time simulation (SPS) and also a notion of succinctness—where

the communication complexity and receiver’s running time are close to independent

from the functionality f—and does so by leveraging a non-succinct NISC, an adaptive

delegation scheme, and fully homomorphic encryption, all of which can be based on

subexponential LWE. The second result constructs the first NISC protocol satisfying

a concurrent and composable notion of “angel-based” universally composable (UC) se-

curity, demonstrating that we can achieve the optimal possible round complexity for

such a protocol. This construction is based on a stand-alone secure NISC and non-

interactive CCA-secure commitments; while the latter notion is only known based on

complex and non-standard assumptions, we additionally demonstrate as a matching

negative result that these assumptions are also necessary for UC-secure NISC (subject

to perfect correctness), thus expanding on our final positive result to provide a nearly-

tight characterization of the necessary and sufficient assumptions for this definition of

security.
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To the last steps of one journey...

...and the first steps into a new one.
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CHAPTER 1

INTRODUCTION

Cryptography, the study of communication in the presence of untrusted or malicious

parties (adversaries), has perhaps unsurprisingly existed as a concept for centuries if not

millenia. Recently, with the advent of computing and the consequent need for both more

widespread and more secure cryptographic protocols, cryptography has undergone massive

advances as a science. Modern cryptography has not only introduced a vast array of new

intuitive notions of secure communication and techniques for achieving those notions heuristi-

cally, but also placed a far greater emphasis on the mathematical foundations of cryptography

and rigorous proofs of security. Current foundational cryptography, through a confluence

of ideas from classical cryptography, information theory, mathematics, and theoretical com-

puter science, allows us to formally describe a vast and ever-growing variety of notions of

security, devise implementations of these notions, and prove their security in the presence of

computationally described adversaries.

Central to this study, of course, is the notion of what is entailed by such a proof of security.

As we currently lack the means to definitively prove the existence of “computationally hard”

problems in the classical sense—i.e., problems that cannot be solved by a Turing machine in

time polynomial in their input size—proofs of unconditional security in modern cryptography

are virtually nonexistent; instead, cryptographic proofs of security are formulated as security

reductions, where we prove that the computational hardness of some underlying assumptions1

implies the computational hardness of breaking the security of a constructed cryptosystem.

Security reductions provide strong security guarantees for applied algorithms as long as the

assumptions on which they are based are not broken, and in addition allow us to work

1These are generally problems that are widely believed to be computationally hard, such as, to give a
basic example, factoring a product of large primes.

1



towards a theoretical characterization of the overall strength or feasibility of cryptographic

primitives or problems based on, for instance, the strength of the necessary or sufficient

assumptions.

In this work, we explore techniques for proving both the existence and the non-existence

of security reductions, and we present a series of key results that expands upon the previous

state of the art of these techniques and in so doing furthers our understanding of the inher-

ent efficiency achievable for constructions of two distinct classes of cryptographic primitives.

We begin by studying the notion of security preservation in reductions, and demonstrate

strong negative results showing that reductions from unique digital signatures and related

primitives have inherent inefficiency in terms of the level of concrete security they preserve.

We then turn to studying the round, communication, and computation complexity of proto-

cols for secure two-party computation, and present two new protocols which improve on the

efficiency of prior works in these areas. The ultimate intent of this research is to further our

understanding of the limits of provable efficiency (or inefficiency) of cryptographic primitives,

both by our results themselves and by advancing known techniques to guide and facilitate

future research.

1.1 Security Reductions

To illustrate how to formally prove that a cryptosystem is secure based on one or more

underlying assumptions, we begin by formally modeling security assumptions as “interactive

security games” [103, 110]. Specifically, we can think of an assumption as a combination

of an interactive Turing machine, or challenger, C—which will either accept or reject after

an interaction—and a “threshold” function t(n), such that a probabilistic Turing machine

adversary A is considered to be able to “break”, or invalidate, the assumption if they are

2



able to interact with C and cause it to accept with probability significantly higher than t(n).2

For instance, we could model the assumption that factoring products of large primes is

a computationally hard problem using a challenger that, given some input size n (usually

referred to as a security parameter), sends a product of two n-bit primes to A and accepts if

and only if A returns the correct factoring of the product. Then, if there is no polynomial-

time adversaryA able to cause C to accept with probability significantly better than would be

obtained via randomly guessing—specifically, “non-negligible” probability 1/p(n) for some

polynomial p—we can consider the assumption to be “unbreakable” or secure.

This notion of a game-based assumption captures all standard cryptographic assump-

tions, ranging from the computational hardness of basic problems such as the above example

to the security of complex primitives and algorithms. A security reduction, then, shows that

one assumption Π (usually a primitive or cryptosystem) being secure is implied by a second

assumption C being secure—or, by contrapositive, that if there exists an adversary A which

can break Π, then there must also exist an adversary A′ able to break C. We call this a

reduction from the security of Π to the security of C.

Black-box reductions. In any meaningful reduction, the adversary A′ constructed to

break the underlying assumption C relies on the fact that the assumed adversary A breaks

the security of the implied assumption Π. For most (but not all) security reductions in

existence, that fact is sufficient, and A′ can simply interact with A as though it were a

“black box”—we refer to such a reduction as a black-box reduction. We can model black-box

reductions as a separate interactive Turing machineR such thatRA (denotingR given black-

box access to A) breaks C. While there do exist reductions that are non-black-box in that

2When we mention “success probability” or “probability with which a reduction breaks C”, we refer to
the difference between the actual probability and the threshold, as the threshold is usually the baseline
probability with which C would accept if the adversary were to guess randomly.
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the constructed adversary A′ depends on the structure or implementation of the adversary

A, we remark that these are very rare and restrict our focus to black-box reductions in this

work.

Efficiency and security loss. Often with security reductions we are content to prove

asymptotic security—for instance, that the underlying assumption being secure against all

polynomial-time adversaries implies that the primitive for which we prove security is secure

against polynomial-time adversaries as well. This preserves security in a “polynomial” sense,

but may often be unsatisfying from a practical standpoint if the reduction is “inefficient”

compared to the adversary it uses as a black box. In particular, we can define the security

loss [92], or inherent “inefficiency”, of a reduction as the ratio between the “work” done

by the reduction to break the underlying assumption and that done by the adversary to

break the primitive, quantifying “work” as the ratio between a machine’s running time and

the probability with which it breaks an assumption. Then, the higher the security loss of a

reduction, the easier the primitive will be to break compared to the underlying assumption

in a concrete sense.

When designing algorithms for practical use, minimizing the security loss of a reduction

is important for maximizing the provable security of the corresponding construction. In

particular, as shown in works such as [102, 125], minimizing the dependence of a reduction’s

security loss on additional variables, such as dependence on the number of simultaneous

instances in use for a primitive intended to be widely used, is critical for achieving a strong

practical security guarantee. The best possible guarantees for concrete security are provided

by tight reductions [92], or those with a constant-factor security loss, guaranteeing that the

primitive inherits a level of security very close to that of the assumptions on which it is

based and avoiding additional dependencies. There is a considerable amount of research
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concerning tight and security-preserving reductions for a wide variety of primitives [20, 104,

105, 16, 18, 8, 9].

We formalize all of the definitions given in this section in Section 2.2.

1.2 Impossibility Results

Having discussed black-box reductions, we next turn to a discussion of methods for proving

the unprovability of certain reductions or classes of reductions. While perhaps unsatisfying

from a practical standpoint, impossibility results are of considerable theoretical interest as a

means of “separating” cryptographic primitives and providing lower bounds on the strength

of assumptions sufficient to prove a reduction from a primitive. These results can serve to not

only direct the course of further research into positive results, but also to help characterize

the relative strength of assumptions or primitives; in certain cases, an impossibility result

with a matching feasibility result can provide a tight characterization and demonstrate that

certain assumptions are both necessary and sufficient for a particular primitive.

The earliest results proving the impossibility of black-box reductions were proven with

a paradigm known as oracle separation [78], which has since been used to prove many

separations and impossibilities (e.g., [124, 77, 72, 73, 84, 5, 6]). At a high level, to prove

impossibility of a reduction from a primitive Π to an assumption C, one would begin by

constructing an oracle O such that Π is insecure relative to O—that is, there exists an

adversary A that can break Π using O—but also such that there exists an instantiation3 C∗

of C that can be proven unbreakable by even adversaries with access to O. If this is the case,

then given a hypothetical reduction R which uses A (and consequently the oracle O) as a

3For instance, if C were the assumption that there existed secure families of one-way permutations, C∗
might be a specific family of one-way permutations.
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black box to break C, then it should be able to break the specific instance C∗ as well, a clear

contradiction to C∗ being unbreakable by adversaries with access to the oracle.

This approach is extremely general and flexible, hence its relative popularity; however,

it has one key limitation in that it relies on Π being a black-box construction—that it must

use the underlying assumption C as a black box independently of its implementation. While

non-black-box reductions are rare, non-black-box constructions, such as those which might

be based on a specific instantiation of a primitive and thus bypass an oracle separation

relying on a different one, are far more common.

1.2.1 Meta-Reductions

The other widely-used technique for proving the impossibility of black-box reductions is

known as the meta-reduction paradigm [25], and has the advantage that it can in theory be

applied to rule out far more general classes of black-box reductions than oracle separations.

While earlier meta-reductions [106, 107, 32, 74, 53, 2] ruled out reductions to very specific

assumptions or classes of assumptions, later meta-reductions [59, 110, 13, 111] began to offer

far more generality, ruling out reductions to much broader classes of assumptions, such as

any bounded-round assumption or any falsifiable assumption. In practice, though, it requires

considerable finesse to achieve this level of generality for reasons that we will discuss shortly.

To prove impossibility via a meta-reduction, one begins by constructing a “perfect”

adversary A that breaks the primitive Π with probability 1, but generally does so inefficiently

(e.g., by brute force search). Then, if we had a hypothetical black-box reduction R from

the security of Π to an underlying assumption C, R could use A to break the security of C,

albeit also inefficiently. The crux of the proof, then, is to produce a meta-reduction B which
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is able to efficiently emulate the interaction between R and A, generally by exploiting the

structure of the interaction to efficiently “extract” information from R on behalf of A and

thus circumvent needing to use brute force. If B emulates the interaction successfully with

probability 1 (or close to probability 1), then it must break C roughly as often as R aided

by A would, thus efficiently breaking C and demonstrating that, if C is a secure assumption

in the first place, such a reduction R cannot exist.

Meta-reductions and efficiency bounds. An additional feature of meta-reductions, and

one which will be highlighted by the results we are about to present, is the ability to prove a

“partial” impossibility, or impossibility for reductions R having at least a certain probability

of success p(n). Specifically, if B emulates the interaction between A and the hypothetical

reduction R with probability 1−p(n), and R when using the “perfect” adversary A to break

C has probability of success q(n) which is significantly (non-negligibly) higher than p(n), then

it follows that B will still have probability q(n) − p(n) of breaking C, thus still ruling out

such a reduction R. This type of bound on the success probability of a reduction can be

used to prove lower bounds on security loss and rule out efficient classes of reductions. A

considerable number of examples of meta-reductions proving concrete security bounds exist

in literature [42, 106, 54, 82, 76, 122, 9, 7, 81, 126]; however, all of them deal with very

limited classes of reductions relative to full meta-reductions such as [59, 110, 13, 111].

1.2.2 Limitations of Meta-Reductions

The difficulty in constructing and proving meta-reductions to rule out broad classes of reduc-

tions lies in the aforementioned fact that the meta-reduction must emulate the interaction

between the adversary and a hypothetical reduction and usually does so by exploiting the
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structure of the reduction. Specifically, virtually all meta-reductions work by rewinding the

interaction between the adversary and the reduction (which can be done since the interaction

is emulated internally) in order to attempt to extract the answer to a later “challenge” query

(which determines whether security is broken) from the reduction via the results of queries

earlier in the interaction. (We will explain this in more detail when we present our results.)

However, reductions in general may have fairly complicated structures and interactions with

the adversaries and challengers they communicate with, including some complications which

interact very badly with rewinding, so the vast majority of full impossibility meta-reductions

(and all concrete security meta-reductions prior to the ones we present here) have restricted

their scope to consider only reductions and underlying assumptions that have simpler struc-

tures for technical reasons. We discuss two of the most common restrictions here.

Straight-line (“simple”) reductions. In general, reductions may choose to run many

instances of the adversary concurrently, and potentially may even choose to rewind or reset

instances mid-execution. This presents an issue because the structure of such reductions can

be highly dependent on the inputs they receive; hence, when a meta-reduction rewinds such a

reduction in order to try different queries, the order in which the reduction makes its queries

and invokes one or more instances of the adversary might dramatically change. A particularly

troubling possibility is the case of “nesting”, where during a rewound query made by the

meta-reduction, the reduction could decide to start and finish an entirely different instance

of the adversary, thus requiring the meta-reduction to respond to the challenge query of

the internal instance by rewinding that instance, and potentially repeating recursively to

the point where the running time of the meta-reduction could be increased exponentially

by the rewinding process, thus invalidating the impossibility result as it no longer breaks

the target assumption efficiently. Hence, it simplifies the process of constructing a meta-
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reduction greatly to consider “simple” reductions which cannot run nested invocations of or

rewind their respective adversaries; restricting to simple reductions ensures that rewinding

preserves the structure of the reduction and thus greatly simplifies the analysis of both the

success probability and running time of the reduction.

Non-interactive (two-round) assumptions. Another key issue with rewinding is that

the structure of the interaction between a reduction and the challenger C for the underlying

assumption might differ depending on rewinding and the adversary’s inputs. Even if it does

not change, rewinding a reduction that interacts with a challenger is potentially problematic

because the meta-reduction cannot rewind the challenger as it can the internally emulated

reduction. Hence, if the rewinding causes the reduction to send a message to the challenger

and require a response before proceeding, it is impossible to properly emulate that. For this

reason, many meta-reductions in literature deal with non-interactive assumptions whose re-

spective challengers only send a single message at the beginning and receive a message at the

end before accepting or rejecting; restricting to ruling out only reductions to non-interactive

assumptions effectively removes the above problem by ensuring that no communication with

the challenger can happen during the meta-reduction’s emulation.

Bypassing the limitations. For the case of full impossibilities, [59, 110] were the first

works to create meta-reductions featuring analysis that accounted for the above issues rather

than restricting to cases where they could not occur. Specifically, noting that the issue of

nested rewinding was already apparent in works concerning concurrent zero-knowledge [50],

[110] presented a recursive rewinding strategy inspired by similar strategies in concurrent

zero-knowledge research [119, 114, 44, 38] which, at a high level, rewinds recursively as

normal but aborts when a certain limit of nested queries is reached, additionally reducing
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this limit by a factor of n on every recursive level to ensure that the number of recursive

levels is bounded by a constant and the running time of the meta-reduction thus remains

polynomial. Advanced rewinding strategies such as this enabled meta-reductions that proved

full impossibilities for any reductions (with an a priori polynomially bounded number of

rounds of communication) and—since rewinding could likewise be aborted in the case of

external communication with the challenger—for reductions to interactive assumptions as

well.

However, for the case of meta-reductions as concrete security bounds, there was a key

issue preventing such strategies from working. Specifically, if the meta-reduction has some

probability for emulation to fail and not generate a correct response to a challenge query, this

failure can occur not only in top-level emulation but also in the potentially recursive layers of

rewinding. For the case of full impossibilities, where emulation succeeds with probability 1

(or extremely close to 1), the failure probability compounding over a polynomially bounded

number of rewindings is not an issue; however, for the case of concrete security bounds,

where, as we have explained, emulation fails with a significant (usually inverse polynomial)

probability, this compounding can effectively reduce the success probability of the overall

meta-reduction to zero. Hence, the problem of developing rewinding strategies that can

allow meta-reductions for partial impossibilities to apply to general classes of reductions and

assumptions has remained unsolved until recently.

1.3 Our Results: Impossibilities for Linear-Preserving Reductions

In Chapter 2, we present two results (fully published as [98] and [101]) that examine the

concrete security loss of reductions from two classes of widely used cryptographic primi-
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tives and show via meta-reduction that certain classes of efficient reductions—namely tight

or linear-preserving reductions—are impossible. The first result, presented in Section 2.3,

proves the impossibility of linear-preserving reductions from the unforgeability of unique dig-

ital signatures to any bounded-round assumption. The second result, presented in Section

2.4, proves the impossibility of linear-preserving reductions from the adaptive multi-user se-

curity of message authentication codes to any bounded-round assumption. Both results rule

out rewinding or concurrent reductions to interactive assumptions, furthering the study of

meta-reductions as used to prove concrete security bounds by circumventing the limitations

in prior such works.

1.3.1 Linear-Preserving Reductions From Unique Signatures

Digital signatures are a primitive analogous to physical signatures: a signer can use a secret

key to “sign” a message in such a way that the authenticity of the signature can be verified

publicly by anyone with a corresponding public key, but an adversary without possession of

the secret key is unable to forge a signature for a message, even after seeing valid signatures

of potentially many other messages. More formally, the challenger C for unforgeability of a

digital signature scheme generates a public key and a secret key, sends the public key to the

adversary A and subsequently lets A send it any number of messages m to sign, responding

to any such query with a signature σ generated using its secret key. Finally, in order for C

to accept, A must send it a message and signature (m∗, σ∗) such that σ∗ is a valid signature

of m∗ but the adversary has not previously asked for a signature of m∗.

The earliest constructions of digital signatures [120, 116, 123] were heuristically analyzed,

but many provably secure constructions are known and used today, starting with [68]. In

fact, many constructions are known that are provably secure via tight reductions to a variety
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of underlying assumptions [20, 23, 1, 41, 40]. However, a commonly desired feature (see, e.g.,

[71, 113]) in signature schemes which none of these tightly secure constructions possess is a

uniqueness property where there is a unique valid signature for any given message under a

certain public key. There exist several constructions of unique signatures [95, 93] (see also

[28, 80] for constructions of verifiable random functions, which imply unique signatures), but

none of them have tightly secure reductions. In fact, none of these constructions even have

reductions which are linear-preserving [92] in that they have security loss which is strictly

polynomial in the security parameter n (and notably independent of additional variables

such as, for instance, the number of signing queries made by the adversary).

Towards answering the question of whether this separation is inherent, Jean-Sebastien

Coron [42] proved by a meta-reduction that for the specific case of simple reductions to

non-interactive assumptions, dependence of the reduction’s security loss on the number of

signing queries (which we shall denote by ℓ) is inevitable and thus linear-preserving reductions

are impossible. To explain how this meta-reduction works, consider an ideal adversary A

that queries the challenger for ℓ signatures on random messages, selects another random

message m∗, and signs it by brute force to break unforgeability. Then the meta-reduction

B will internally run R and emulate A by making ℓ random queries as before; however, to

attempt to find a valid forgery, B needs to rewind to attempt to extract the answer from R.

Specifically, B will pick a random forgery target m∗ and start by rewinding the interaction to

a randomly selected and querying R on m∗. If R gives a valid signature for m∗, then B has

successfully extracted a forgery and can use that in the top-level (non-rewound) interaction

to successfully emulate A’s brute-force4; if it fails to provide a valid signature, then B will

simply abort. Note that if R fails to provide valid responses to A’s queries (or B’s queries in

the non-rewound execution), A (or B) is not required to provide a forgery and may simply

4Note that this is where uniqueness is critical: without such a guarantee, we have no way of knowing
whether the responses to queries given by R are distributed identically to the forgeries brute-forced by A.
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return the special symbol ⊥ instead.

In this way, the meta-reduction B emulates the ideal adversary A by relying on the

structure of the reduction R. Coron then shows that B succeeds in this emulation with

probability 1 − O(1)/ℓ—to give high-level intuition, this is because if R responds to fewer

than a 1− O(1)/ℓ fraction of random signature queries (e.g., the rewound query to extract

the forgery), then it is overwhelmingly likely that R will return an incorrect response to one

of the queries in the execution of B before rewinding, thus causing a ⊥ response. Given

that, we can conclude that the meta-reduction rules out any reduction R running a single

instance of A with a success probability of greater than O(1)/ℓ—hence, a security loss of

at least O(ℓ) when compared to the adversary with a success probability of 1. Even with a

reduction R that runs M (non-concurrent) instances of A, we obtain a success probability

bound of M/ℓ by the union bound over instances, again giving us O(ℓ) security loss as the

running time of R is now at least M times that of A.

Our result: A new rewinding strategy. The result we present here builds consider-

ably on both the construction and analysis of Coron’s meta-reduction to prove a similar

security loss bound for not only general reductions (admitting nesting and rewinding) but

also reductions to any interactive assumptions with an a priori bounded number of rounds

of communication5. Since, as we discussed, recursive rewinding such as that used in [110]

is out of the question, we instead use an ostensibly far simpler strategy, inspired by simi-

lar techniques used for “bounded-concurrent” zero-knowledge arguments [90]. We begin by

increasing the number of times B will attempt to extract a forgery: rather than selecting

a single random query to rewind to as with Coron’s meta-reduction, we instead start by

5We note that unforgeability assumptions, such as the security of unique signatures, do not fall into this
category—this restriction is inherent as otherwise we would rule out reducing the security of a signature
scheme to itself!
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attempting to extract a forgery from the first query; if that fails, we try extracting a forgery

by rewinding to the second query, and so on and so forth until either a forgery has been

found or all ℓ queries have failed to extract.

We will need these additional rewindings to account for the possibility of concurrent

reductions and interactive assumptions. Observing that we only ever need to rewind the

meta-reduction B when we encounter an “end message”—that is, when A (or its emulation)

must return a forgery to the reduction R, we observe that the problematic rewindings occur

during a rewound query where either (1) such an end message would occur for a separate

instance of A before R responds, or (2) communication between R and C would happen

before R responds (since we admit interactive assumptions C, which as mentioned before we

cannot rewind). Instead of attempting to rewind recursively, we simply abort the rewinding

when this would happen and continue attempting to extract a forgery with the next query.

This technique may seem at first glance like a fairly unrefined way to circumvent the issues

at hand, but given the impossibility of rewinding C and the fact that recursive rewinding

compounds the reduction’s failure probability significantly, it bears the most thought to

refine the analysis, rather than the construction, of the meta-reduction.

And indeed, the meta-reduction we present has a highly non-trivial analysis, especially

compared to the relatively simple analysis of its counterparts in concurrent zero knowledge.

In particular, we cannot rely on any sort of independence between rewindings as one might

in zero-knowledge rewinding; if we queried a random m∗ with each separate rewinding, the

distribution of forgeries found by B would be biased based on whichm∗ R correctly responded

to, which would be quite problematic as B needs to emulate the random forgery output by

A. So instead we must select a random forgery target m∗ only once and query the same m∗

every rewinding, creating a strong dependence between rewindings.
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So, rather than using a more standard probabilistic analysis, we must instead rely on a

“randomness switching” argument where we demonstrate that any “bad” sequence of queries

(i.e., the ℓ queries in the non-rewound execution of B and the forgery m∗)—where B fails

because all ℓ of the normal queries are answered correctly by R but no attempted extraction

of m∗ is successful due to either prohibited rewinding or to an incorrect response—can be

permuted into many different “good” sequences where the above does not happen and thus

B succeeds. By doing this, we can upper-bound the number of possible “bad” sequences of

randomness and thus assert that a “bad” sequence happens sufficiently rarely that B will

succeed with high probability. Ultimately, this bound on the failure probability of B lets

us bound the success probability and security loss of a reduction R, just as with Coron’s

result. Interestingly, unlike in Coron’s simplified setting, we get a weaker lower bound on

the security loss—O(
√
ℓ) instead of O(ℓ)—which raises an interesting question of whether

more efficient reductions are possible via more structurally complex reductions or whether

there is a better analysis to close the gap; either way, though, we prove that even in the

more general case a dependence on the number of signature queries is inevitable.

1.3.2 Linear-Preserving Reductions From Adaptively Secure

MACs

Our next result will prove an analogous impossibility for a related but distinct class of

primitives. Message authentication codes (MACs) are a secret-key analogue of signatures

(and as such are implied by signatures)—the main difference is that a single secret key is

used for both tagging (“signing”) and verification. However, for this result, we will consider

a stronger notion of unforgeability than the one we previously considered: specifically, we

investigate adaptive multi-key unforgeability, where a large number of instances (secret) keys
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are generated and concurrently active. As before, the adversary may make tagging queries,

this time to an instance of its choice, but it may also decide at any point to “open” the secret

key for any instance of its choice. Security, then, is broken if the adversary can produce a

valid forged tag for an instance whose key it has not yet opened and a message on which it

has not yet requested a tag from that instance.

It is fairly straightforward to see that this is a strict strengthening of the standard single-

instance notion of unforgeability, though the naive reduction does incur security loss propor-

tional to the number of active instances [17, 8]. And indeed, with their use in widespread

cryptographic protocols such as the TLS protocol [45, 46, 47] for secure key exchange, MACs’

multi-user security under various notions has gathered considerable attention in recent works

[17, 16, 15, 19, 102, 125, 8].

When investigating the security loss of reductions from multi-user or adaptive multi-user

security of MACs, we perhaps unsurprisingly reveal a similar story to that of reductions from

digital signatures: MACs with randomized, non-deterministic, or stateful tagging algorithms

exist and have been shown to have reductions to either single-user security or other standard

assumptions which are nearly tight [51, 8], whereas for the vast majority of deterministic

MACs (or the similar but slightly stronger notion of pseudorandom functions, or PRFs) we

know of no tight reductions. Even the natural reduction for transforming a randomized

MAC to a deterministic one (exhibited in [61] for signatures) requires a PRF and thus is

subject to the same security loss.

Our second major result [101] shows that, just as before, this gap is inherent, and any

reduction proving the adaptive multi-user security of a deterministic MAC based on some

bounded-round assumption will necessarily inherit a security loss of Ω(
√
ℓ), where ℓ now

represents the number of active instances of the MAC, thus ruling out such linear-preserving
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reductions. In addition, through a series of minor extensions via tight reductions between

primitives, we obtain a similar result for multi-user adaptive security of deterministic digital

signatures and pseudorandom functions.6

Our result: The importance of “key uniqueness”. This meta-reduction is somewhat

structurally similar to the previous one, and uses the same “randomness switching” argument

as its crux; however, there is significant additional subtlety involved in ruling out reductions

from adaptive multi-user security. In fact, we run into issues as soon as we attempt to

construct a meta-reduction in the first place. The natural extension of our previous result

would be to have the ideal adversary open all but one of the ℓ instances’ keys and then

rewind to try and open the target instance’s key; however, we very quickly run into the issue

that the meta-reduction B then has no way to verify whether the key given to it by R is

actually the correct key. Worse still, even if we add some tagging queries to each instance and

attempt to verify the respective tags with respect to the opened keys, we have no guarantee

that the keys opened are not simply keys which coincidentally agree with the correct key on

some, but not all, inputs!

Prior meta-reductions dealing with multi-user security, most notably [81] for reductions

from multi-user authenticated encryption, dealt with this issue by requiring a “key unique-

ness” property of the primitive—that any two keys which agree with one another on a certain

number of inputs must continue to agree on all inputs. Our first observation towards re-

moving this requirement is that this property is to a degree “naturally” upheld: if we make

a very large number q(n) of tagging queries on random messages to an instance, then if a

6Moreover, we can show that all of these results extend to the case of reductions to the single-user security
of pseudorandom functions: by leveraging the observation that the challenger for this assumption is stateless,
we can avoid having to abort in the case of needing to forward communication to the challenger by simply
querying the challenger, and thus we can tolerate the lack of a bound on the assumption’s communication
rounds in the analysis.
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pair of keys collides (produces the same tags) on smaller than a 1 − O(1)/q(n) fraction of

messages, we are overwhelmingly likely to have queried a point on which the pair does not

collide. In fact, by a union bound over all 22n pairs of keys, we demonstrate that, with over-

whelming probability, if there exists a pair of keys that produce the same tags for all q(n)

of our random tagging queries, then those two keys must collide on at least a 1 − 2n/q(n)

fraction of all messages.

Rewinding adversaries and a “hybrid meta-reduction”. At this point it might seem

that we are done: if we simply make a large polynomial number q(n) of tagging queries to

every instance, open all but one key, and then rewind, we should be able to verify that the

key we extract is correct, or will at least produce the same forgery as the correct key on a

new random message, “most” of the time. Unfortunately, this is insufficient for an extremely

subtle reason: namely, because we are not restricted to “simple” reductions, the reduction

R can rewind the adversary A. In the prequel, this was not an issue for the specific reason

that we dealt with unique signatures only: A was constructed so that all randomness would

be determined at the start, and so, since the uniqueness of the forgery guaranteed that

there would be a single possible accepting transcript, rewinding A was provably “pointless”.

Having the possibility of multiple different forgeries corresponding to a single instance of

A, even if it is relatively unlikely, opens up the possibility for R to rewind A to try and

extract a different forgery, leading to the careful analysis from the prequel breaking down

completely.

Instead of dealing with this possibility directly, we approach it from a different angle:

we develop and analyze a hybrid meta-reduction B′ that is “rewinding-proof” in the same

way as the meta-reduction in the prequel, but runs inefficiently in order to ensure that.

At a high level, the hybrid B′ operates by rewinding identically to B, but, if rewinding is
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successful, B′ will do an exhaustive search to determine whether there is a unique correct

forgery for that instance. If there is a unique forgery, then B′ will return it; on the other

hand, if there are multiple possible forgeries, then B′ will make a deterministic choice from

those (and we design the ideal adversary A to choose the same way). Given this hybrid, we

notice that B′ behaves identically to A whenever rewinding is successful (and there is some

forgery to return), whereas B′ behaves identically to B whenever there is a unique forgery.

However, as we can prove that B′ is always rewinding-proof (since the forgery it returns will

be deterministically chosen), we can now use the analysis from the prequel to compare B′

and A; comparing B′ and B is also possible due to the “effective key uniqueness” lemma

we sketched above. Thus, by a hybrid argument7, we can show that the failure probability

of B to emulate A is bounded by what amounts to (roughly) the failure probability in the

prequel plus the additional 2n/q(n) from the key uniqueness argument, once again yielding

a roughly
√
ℓ lower bound on the security loss of R.

This result, similar to the last one, presents an interesting gap between the provably

achievable and the provably unachievable; without using randomized or stateful tagging al-

gorithms, we thus far have no constructions of adaptive multi-user secure MACs, signatures,

or PRFs with reductions asymptotically outperforming O(ℓ) security loss. There are notably

some negative results [16, 39] which deal with the tangential case of reducing multi-user to

single-user security of MACs and demonstrate that generic reductions—that is, reductions

that hold for an arbitrary MAC implementation—do in fact inherit this security loss. How-

ever, we consider the case of reducing multi-user security directly to standard assumptions

without going through single-user security, as well as specific (non-generic) reductions, and

very little is known towards a tight characterization of what we can achieve in this space.

We believe that our results represent considerable progress towards being able to achieve

7Hybrid arguments, in which one compares two experiments by comparing each to one or more interme-
diate “hybrid” experiments, are very standard and widely used in cryptographic proofs.
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tight concrete security bounds with meta-reductions in areas such as this, since we introduce

novel techniques to bypass many of the limitations that were historically inherent in these

meta-reductions; however, there is still a vast amount of refinement possible in both the

construction and analysis of such meta-reductions, and it would be of great future interest

to either build more advanced meta-reductions to (if possible) tighten our bounds proven

here or prove similar bounds for even greater varieties of primitives and reductions.

1.4 Our Results: Feasibilities for Efficient Secure Computation

We next turn to studying different notions of efficiency: in Chapter 3, we prove another pair of

results exploring the communication and computation complexity achievable in protocols for

secure non-interactive two-party computation. The first result, presented in Section 3.3 (and

fully published in [100]), demonstrates the feasibility of succinct non-interactive two-party

secure computation, which features limited communication complexity and running time for

the protocol, without strengthening the assumptions required from those that can be used

to construct the non-succinct version of the primitive. The second, presented in Section 3.5

(see also [99]), demonstrates the feasibility of non-interactive two-party secure computation

satisfying a vastly strengthened definition of security which holds both in concurrent settings

with many instances active and under composition as part of a larger protocol; this result,

being fully non-interactive (i.e., achieving the theoretical minimum of two communication

rounds), improves vastly on the round complexity of prior concurrent and composable secure

computation protocols, which required an unspecified constant number of rounds. As a com-

pelling addendum to this result, we prove that the assumptions we use in this construction

are essentially minimal, obtaining a tight characterization of the necessary and sufficient

assumptions for this strengthened definition of security.
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1.4.1 Secure Computation

Secure two-party computation is a cryptographic primitive, first considered in [127, 62],

which allows two parties with private inputs x and y to jointly compute a function f(x, y)

of their inputs in such a way that neither party learns anything other than the output of the

function. Our results focus on non-interactive protocols (or NISC), those with two rounds

(the minimum possible) of communication where only one party (the receiver) receives the

output. The definition of security in terms of “knowledge” is formalized by a simulation

paradigm: roughly speaking, such a protocol is secure if an adversary corrupting one of the

two parties is unable to efficiently distinguish between a transcript of the actual execution

and a transcript of an “ideal” execution where the corrupted party communicates only with

a simulator that does not know the other party’s input but only learns the output of the

computation. If this is the case, since the simulator’s messages must be dependent only on

the output of f (and specifically not on the honest party’s input), this intuitively agrees

with the notion that the adversary in the real execution should learn nothing aside from

that output; were that not the case, then the adversary could use the learned information

(or lack thereof from the simulator) to tell the difference between the “real world” and the

“ideal world”.

Interestingly, there are readily available negative results on secure two-party computa-

tion: in the plain model (i.e., without any additional trusted setup or “trusted third party”

functionalities available) and restricting to simulators that run in polynomial time, [63] shows

that constructing a secure protocol with two rounds of computation is impossible, and in

fact [83] shows that four rounds are both necessary and sufficient with black-box simulation.

There are several ways to circumvent this impossibility. First, one can relax the definition

of security to semi-honest, or “honest but curious”, security, which requires the adversary to
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follow the protocol honestly and learn only what information they can from that honest exe-

cution, whereas a fully malicious adversary can deviate from the protocol and send whatever

messages they wish to attempt to extract additional information. As it turns out, secure

two-party computation under only semi-honest security is easily implemented through fully

homomorphic encryption [58], so we focus on security against malicious adversaries.

One can also hope to circumvent the impossibility of [63] by adding trusted setup as-

sumptions: indeed, there are several positive results that construct secure non-interactive

two-party computation in models with trusted setup [69, 79, 3, 36, 75, 97, 12]. Malicious

security in the plain model, however, requires a relaxed notion of simulatability for the def-

inition; the standard such relaxation is superpolynomial-time simulation [109, 115], where

we allow the simulator to run in “slightly” superpolynomial running time in the security

parameter—for instance, time nlogc(n) for some constant c—whereas an adversary A at-

tempting to distinguish between the real and ideal worlds must still run in polynomial time.

As it turns out, this slight relaxation allows for non-interactive two-party secure computation

protocols, as shown in a number of works [109, 121, 10]; the most recent of these, [10], shows

that non-interactive two-party secure simulation with superpolynomial-time simulation can

be based on subexponential security (i.e., security against subexponential-time adversaries)

of various standard hardness assumptions. Our results on secure computation will focus on

constructing provably secure protocols with augmented notions of security in this setting.

1.4.2 Succinct Non-Interactive Secure Computation

The first result [100] focuses on adding a property to which we refer as succinctness. To mo-

tivate this property, consider an “outsourced computation” setting where a computationally

weak client (the receiver) wishes to compute a potentially complex function f of its input x
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jointly with a powerful server (the sender), possibly with its own input y, while maintaining

privacy of its input. Ideally, for such a scenario, we would want the communication com-

plexity of the protocol we design, as well as the receiver’s running time, to be as close as

possible to independent of the running time of the functionality f ; formally, we will require

these to be at most polynomial in the input length (i.e., in the security parameter) and

polylogarithmic in the running time of f .

This setting was one of the original motivations behind fully homomorphic encryption

(FHE) [58], which, at a high level, is an encryption primitive that allows arithmetic oper-

ations to be carried out on ciphertexts. As we briefly mentioned already, FHE provides a

semi-honest solution to this problem: both parties encrypt their inputs, the receiver sends

the ciphertext of x to the sender, and the sender homomorphically computes f(x, y) and

returns the result ciphertext to the receiver for decryption. As we briefly mentioned, FHE

already provides a semi-honest approach to non-interactive secure computation, which as it

turns out has the succinctness property we desire as well. However, FHE alone is insufficient

for malicious security, since we would need a way to verify that the sender is computing the

correct functionality on the respective inputs. Meanwhile, the protocols we mentioned above

that do satisfy malicious security, even those in models with trusted setup, are not succinct

to the best of our knowledge.

Recently, a primitive relevant to solving the above “verification of computation” issue

with FHE has been studied: delegation of computation [65], a computationally bounded

variant of interactive proofs [67], wherein a prover performs a computation and convinces

a computationally weaker verifier that it indeed performed the correct computation. Most

relevant to our work is a notion of delegation where the computation can be decided adap-

tively: in adaptive delegation [29], a verifier (the receiver) sends a public key to the prover

(the sender); the prover then selects a statement s and a function g, computes the output
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z = g(s), and returns to the prover s, g, z, and a short proof π of the validity of the compu-

tation which can be verified efficiently (i.e., in time polylogarithmic in the running time of

g) using the verifier’s secret key. In fact, [30] constructs a protocol for “private delegation”

that allows inputs for both parties and achieves a weaker notion of simulation-based security

known as witness indistinguishability8, albeit only for the sender, while the receiver’s output

is considered publicly known by both parties. This protocol does satisfy our notion of suc-

cinctness and as such as a notable step towards succinct non-interactive secure computation;

however, its security falls short of what we would need for full simulation-based security.

As it turns out, the protocol we present which finally does achieve full security is con-

structed from all of the primitives we have just discussed: FHE, non-succinct NISC, and

adaptive delegation. Interestingly, all three of these required primitives can be based on

subexponential security of the Learning With Errors assumption [118], which is one of the

standard assumptions on which the non-succinct NISC of [10] can be based; thus, we are able

to add the succinctness property to a non-succinct NISC without requiring any additional

assumptions.

Our results: Combining FHE and Delegation using NISC. To illustrate our con-

struction, we begin by, as hinted above, trying to combine FHE and delegation in order to

solve the issue of verifying the computation to prevent a malicious sender from performing

arbitrary computations. Consider an initial attempt at succinct NISC where both parties

homomorphically encrypt their respective inputs, the receiver sends the ciphertext ctx for

x to the sender, and the sender performs the homomorphic evaluation of f on ctx and the

ciphertext cty for its own input, uses delegation to generate a proof π that it computed the

homomorphic evaluation correctly, and sends ctx, cty, the result ciphertext ctout, and π to

8[109] shows that witness indistinguishability is equivalent to a relaxation of superpolynomial-time security
where the simulator’s running time is unbounded rather than “slightly” superpolynomial.
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the receiver so they can verify the delegation and subsequently decrypt the output of f from

ctout if it verifies.

This is an interesting idea, but it falls flat when we realize that a malicious receiver

can also just decrypt cty (which is required for the verification) to learn the sender’s input.

So, instead of performing the computation in the clear, we hide the inputs by moving the

computation to an instance of a non-succinct NISC run in parallel with the messages from

the above approach: the receiver provides the delegation secret key, the sender inputs ctx,

cty, ctout, and π, and the NISC runs the delegation verifier, outputting ctout if verification

succeeds and⊥ if not. This intuitively should allow the receiver to learn the output ciphertext

without learning anything about cty or the sender’s input y.

This approach manages to (mostly) provide security against a malicious receiver. In the

case of a malicious sender, even though the sender cannot decrypt the receiver’s input directly

from ctx, the sender can still break security by exploiting malleability of FHE ciphertexts;

for instance, the sender can very easily use homomorphic evaluation and ctx to produce a

valid ciphertext of x+1 and use it in place of its own ciphertext cty. To prevent this, we add

checks to the internal NISC that take x, y, the ciphertexts ctx and cty, the public key pk, and

the randomness rx and ry used in the respective encryptions, and verify that ctx and cty are

correctly generated with respect to the inputs, key, and randomness. Moreover, we have the

sender provide the ciphertext ctx of the receiver’s input, as well as the public key, to ensure

that the receiver sent the correct values in its first message. As an interesting aside, this

approach means that we need to rely on an FHE scheme which satisfies perfect correctness—

that is, that the ciphertexts are able to be correctly evaluated and decrypted regardless of

the randomness used to generate them—to ensure that there is no “bad” randomness either

party can use to produce a ciphertext that passes the check in the NISC but results in an

incorrect output.
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There is still an issue from a simulation perspective: considering the simulator in the

definition of secure computation, we need a way to simulate the ciphertext ctout returned

from the NISC when the verifications succeed. However, the simulator only knows the output

of the functionality f , and we have no way to guarantee that the ciphertext that could be

produced by (for instance) directly encrypting that output would be indistinguishable from

the true ciphertext ctout produced from homomorphically evaluating f on the ciphertexts of

the two inputs (which are not available to the simulator). Fortunately, this is fairly easily

solved by adding yet more of the functionality—in this case, the final decryption of the

output ciphertext—to the internal NISC. This ensures that the NISC simply returns the

plaintext output from f , which is of course known by the simulator and can thus be trivially

simulated.

A subtlety: implicit decryption. However, this ostensibly easy solution introduces a

very subtle complication to the security proof. Notice that, in the case of a malicious sender,

the simulator S needs to generate a simulated first message, including the ciphertext ctx,

independently of x. However, even though the malicious sender is effectively unable to

decrypt the ciphertext and reveal information about x, the same is surprisingly not true of

the functionality of the internal NISC; in order to decrypt the final output from ctout, the

NISC requires knowledge of the same secret key used to encrypt x. While intuitively this

should not cause an issue since the internal NISC never does decrypt x directly, it is actually

still theoretically possible for the malicious sender to manipulate their own inputs in such

a way that the output becomes dependent on x and “implicitly” decrypts it, as shown in

related work constructing delegation from FHE and related primitives [49].

Fortunately, in our result, we are able to carefully circumvent this issue by using a hybrid

experiment with an alternate functionality for the underlying NISC that removes the implicit
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decryption. Specifically, in the case of a malicious sender, the receiver must be honest, which

means that in that specific case we can remove the checks to verify that the receiver’s inputs

are generated correctly; moreover, due to the security property (soundness) of the delegation

scheme and the perfect correctness of the FHE, we can show that the decryption of ctout

is with overwhelming probability equal to f(x, y) whenever π is an accepting proof. Since

x and y are inputs to the internal NISC, this means that we can replace the decryption

of ctout in its functionality by simply returning f(x, y). Crucially, such a functionality no

longer needs to know how to decrypt, and in particular no longer needs the FHE secret

key as an input. Thus, we prove simulation-based security against a malicious sender by a

hybrid argument: first, we demonstrate that the hybrid experiment and the real protocol

are indistinguishable since the output of the internal NISC must remain the same, and then

we prove simulatability with respect to the hybrid experiment, which is now feasible since

the hybrid experiment is not subject to the same issue of “implicit decryption” as the real

one.

Succinctness. As a final note, while it is far from immediately obvious that we retain the

succinctness of the original approach using FHE and delegation after transferring such a large

part of the computation in our protocol to the internal NISC (which is not succinct itself9),

recall that, intuitively, the bulk of the computation is present in the evaluation (or, respec-

tively, homomorphic evaluation using the ciphertexts) of the functionality f . And indeed,

this evaluation remains solely in the hands of the sender; the evaluations done by the NISC

(and thus computed jointly between the receiver and the sender) include verifying the input

ciphertexts (which depends only on the input length and not at all on f) and the efficient

verification procedure of the delegation scheme (which is polylogarithmic in the running time

9However, even for non-succinct NISC, since the parties involved must run in polynomial time, we retain
communication complexity and computation time polynomial in the input lengths and running time of the
functionality evaluated.
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of f). Hence, for complex functionalities, the sender does the overwhelming majority of the

computation, and the receiver’s computation and the communication complexity are limited

as desired.

1.4.3 Concurrently Composable Non-Interactive Secure Compu-

tation

The process of leveraging the security of a known construction of a primitive to construct

and prove a security reduction for a strengthened version of the primitive, such as we per-

form in the previous (and subsequent) result, or in general of constructing a new protocol

through composing known and previously proven primitives, is quite common in modern

cryptographic research. Thus, an extremely desirable notion of security that is conspicu-

ously absent in all of the notions of security we have discussed so far is that of composable

security, which provides security guarantees for a protocol even when it is used as a sub-

protocol or component in another protocol. This would have, for instance, been extremely

useful in the prequel where we built our succinct NISC from a non-succinct one, but, as pre-

viously known constructions of NISC do not provide composability guarantees, we instead

had to reduce to simulation-based security of the underlying assumption by hand in a rather

tedious part of the proof.

There are classical definitions of simulation-based security that in fact do consider com-

posability [96, 33]; however, the earliest definitions also only considered stand-alone security,

or security of a single instance of the protocol, when realistically, and especially for practical

protocol design, we would want security guarantees to hold even in a concurrent setting

[52, 48, 50], where many instances of a protocol are executed, possibly at the same time,
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and with an adversary which might control a large subset of the participants (possibly with

different roles in different instances), adaptively use the results of one protocol to influence

another, and reorder communication to or from corrupted parties at will.

Universally composable security. The first definition to provide both composability

and concurrency guarantees is universally composable (UC) security [34]. UC security adds

to the notion of the adversary an external “observer”, or environment Z, which runs and

observes interactions between an adversary and various instances of the protocol, and can

perform a wide variety of actions as described above (e.g., corrupting parties or controlling

communication). We say that a protocol Π UC-realizes some functionality f if the envi-

ronment is unable to distinguish between the transcripts of the real execution using Π and

the “ideal” execution using a simulator S and an “ideal” version of f with a trusted third

party (specifically, for two-party secure computation, both parties provide their inputs to a

trusted third party that returns the output to the receiver, but all messages are simulated

by S independently of the respective inputs); this is similar in spirit to the earlier notions of

simulation-based security but of course gives the external observer far more power.

UC security provides an extremely strong concurrency and composability guarantee:

specifically, if a protocol Π UC-realizes f and another protocol π exists that uses Π as a

sub-protocol, then, for the purposes of proving security, the real protocol π is interchange-

able with (UC-emulated by) the composed protocol π′ where every instance of f is replaced

with the idealized functionality. However, as a strict strengthening of standard simulation-

based security, it stands to reason that this notion is extremely hard to achieve. For NISC

realizing arbitrary polynomial-time functionalities f , the impossibilities of [63, 83] still hold

for the case of the plain model with polynomial-time simulation; even considering comput-

ing restricted classes of functionalities, there exist impossibility results [37, 91] showing that
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very few functionalities can even be computed with just concurrent security, let alone both

concurrent and composable.

Oracle-aided universal composability. Hence, to achieve meaningful positive results

in the plain model, we once again must consider a relaxed notion of simulatability such as

superpolynomial-time simulation. SPS, however, does not translate directly to the case of

composable security; intuitively, this is because SPS security only holds against polynomial-

time adversaries, but composable security requires security against adversaries “simulated”

by a superpolynomial-time simulator, which may themselves require superpolynomial time

to run. So, to provide a relaxation of simulatability suitable for UC security, we consider a

notion known as “angel-based” UC security [115], or “UC security with a superpolynomial-

time helper” [38]. Under these definitions, simulatability is restricted to polynomial-time

simulators (thus avoiding the “simulated adversary” issue above), but the environment and

simulator are both given access to some specific superpolynomial-time oracle, or an “angel”.

This is a strictly stronger notion of security than SPS (since any oracle-aided simulator can be

implemented in standard SPS), and additionally allows for concurrency and composability,

albeit only among families of protocols secure relative to the same oracle.

Importantly, we can construct protocols for two-party computation that are provably se-

cure under oracle-aided UC [115, 94, 38, 85, 86, 70]. However, in terms of round complexity,

the state of the art leaves much to be desired; the best known UC-secure protocol runs in a

large unspecified constant number of rounds, far from the two-round non-interactive proto-

cols (i.e., NISC) one would hope to achieve. Even dropping composability and considering

concurrent NISC with SPS security, 5 rounds [56], or 3 simultaneous messages [11], is the

best known, with concurrent NISC only having been constructed in models with trusted

setup in the form of a common reference string [21, 57, 22].
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CCA-secure commitments. Returning to UC security, most of the recent constructions

of UC-secure two-party computation protocols have been based on a notion of CCA-secure

commitments [38]. Commitments are a primitive that allows a committer to “commit” to a

certain value in such a way that an adversary is unable to determine the committed value

from the commitment alone (hiding), but that the committer on opening the commitment

later can open it only to the value to which they originally committed (binding). The CCA

security property is a notion analogous to the classical notion of chosen ciphertext attack

(CCA) security for encryption [117]: for commitments, it states that the hiding property

should hold even against an adversary with access to a decommitment oracle O. Namely, in

a security game where the adversary selects two distinct values to commit and an identifier

(or tag), receives a commitment to a random one of the two values under that identifier,

and then may query an oracle O which, given any commitment on a different tag than the

challenge tag, will return the corresponding value, the adversary should be unable to discern

which of the two values was committed with probability significantly better than 1/2 (i.e.,

randomly guessing).

The earlier and more conventional known constructions of CCA-secure commitments [38,

87, 88] are interactive, such that committing to a value (and later revealing the commitment)

are represented by multi-round protocols between a committer and a receiver. Interactive

commitment schemes were sufficient to construct prior protocols for UC-secure two-party

computation; however, the protocol we construct, as we seek to minimize round complexity,

will require a non-interactive or single-round CCA-secure commitment, where committing

to a value can be done through a single algorithm and requires no communication with

the receiver aside from sending the final commitment. These have proven to be far more

elusive and require far more complex and non-standard assumptions than their interactive

counterparts. The initial construction in [108] is based on adaptive one-way permutations;
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later, [24] construct a non-interactive commitment scheme, based on an earlier construction of

[88]10, that satisfies a slightly weaker notion of “concurrent non-malleability” [112, 89] and is

constructed from keyless multi-collision-resistant hash functions, injective one-way functions,

non-interactive witness-indistinguishable arguments (NIWIs), and subexponentially-secure

time-lock puzzles. We believe that the analysis of this construction can be modified to also

provide full CCA security, but this has yet to be proven.

Our result: UC security from (nearly) minimal assumptions. The next and final

result we present here is a construction of non-interactive UC-secure two party computation,

improving on the known upper bound for the achievable round complexity of UC-secure, and

even concurrently secure, two-party computation by showing that the theoretical minimum

of two rounds is indeed feasible. The protocol we construct requires two major building

blocks: a stand-alone SPS-secure NISC (such as that of [10]) and a non-interactive CCA-

secure commitment.

Given the above discussion, it might be concerning that we require non-interactive CCA-

secure commitments, as they rely on significantly more complex assumptions than the in-

teractive analogue used to build prior secure computation protocols. However, we make two

observations about this requirement. First, a slight weakening of CCA-secure commitments,

which we call weak CCA-secure commitments11, is actually sufficient for our result. The

second observation is, rather more interestingly, that weakly CCA-secure commitments are

not only sufficient, but also necessary, for constructions of UC-secure NISC. Specifically, we

prove as an addendum to our result that UC-secure NISC actually implies, via reduction,

10This earlier construction gave non-interactive CCA-secure commitments secure against uniform adver-
saries, but this is insufficient as the overwhelming majority of cryptographic adversaries are non-uniform,
meaning that, loosely speaking, they can receive an auxiliary input as “advice”.

11Whereas standard CCA-secure commitments require the decommitment oracle in the security game to
return not only the value committed but also the randomness used to commit, weak CCA-secure commit-
ments exclude the latter requirement and allow the oracle to return only the value.
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the existence of weakly CCA-secure commitments; as such, it stands to reason that any

assumptions required for weakly CCA-secure commitments are, inevitably, likewise required

to construct UC-secure NISC.

More than that, though, this implication gives us a nearly tight characterization of the

assumptions necessary and sufficient for UC-secure NISC: our construction shows that UC-

secure NISC is implied by the existence of weakly CCA-secure commitments and stand-

alone secure NISC, whereas, conversely, UC-secure NISC also implies both the existence

of weakly CCA-secure commitments and stand-alone secure NISC. The only gap is that,

while our construction of UC-secure NISC requires a stand-alone secure NISC secure against

superpolynomial-time adversaries, it only implies a stand-alone secure NISC secure against

polynomial-time adversaries. Furthermore, we prove our result for only NISC satisfying

perfect correctness (i.e., that an honestly executed protocol never fails, rather than poten-

tially failing with small but negligible probability), and it is unclear how to adapt it to

NISC protocols without that additional requirement. Nonetheless, the fact that we obtain

a nearly bidirectional implication—an almost precise picture of the necessary and sufficient

assumptions for the primitive we construct—is not only compelling in that our construction

is provably constructed from a close to minimal set of assumptions, but also is theoretically

interesting because the “equivalence” of these two sets of assumptions contributes greatly

to our understanding of what implications and reductions can and cannot be proven. For

instance, this can just as easily be interpreted as an impossibility result (that no set of

assumptions strictly weaker than stand-alone secure NISC and weakly CCA-secure commit-

ments can possibly imply UC-secure NISC) as it can be interpreted as a feasibility result for

a strong and practically motivated definition of security.

33



Constructing UC-secure NISC. To build a UC-secure NISC from a stand-alone secure

NISC, the obvious starting point is to have both parties send their inputs x and y to the

internal NISC, which will compute f and return the result to the receiver. Of course, this is

quite far from providing security on its own; we first need a way to ensure that the inputs

given by a potentially malicious sender and receiver are well-formed, or technically that the

simulator S we construct is able to extract the malicious sender’s input from its message

(for the purpose of sending it to the trusted third party to receive the correct output). We

do this by leveraging our CCA-secure commitment scheme: the receiver and sender will

commit to their respective inputs x and y with commitments cx and cy and send them with

their respective messages. In order to extract from these commitments, we leverage the

superpolynomial-time helper allowed by the security definition: specifically, we consider a

helper H which acts as the decommitment oracle O from the definition of CCA security,

but importantly will only open commitments generated using the identifiers of the party

invoking it (that is, since only the environment and simulation have access to it, it will

only open commitments from corrupted parties). So, when the simulator receives a message

containing a commitment by a corrupted party, it can invoke H to extract the value, but

notably honestly generated commitments are still secure from the adversary.

Of course, we still have no guarantee that a malicious adversary will commit to their

correct input, or even to the same value they provide to the internal NISC. We will have

to deal with this problem slightly differently depending on whether the receiver or sender is

corrupted. For the case of a corrupted receiver, we can take an approach very similar to what

we did in the prequel: specifically, we add a check to the NISC where the receiver inputs the

randomness rx used to generate cx, the sender inputs cx (to ensure that the receiver sends

the correct commitment), and the NISC checks that cx is correct with respect to x and rx,

returning f(x, y) if so and ⊥ if not. Hence, we can verify that the receiver’s first message
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is well-formed with respect to its inputs, and when it is we can always extract the correct

input x from that message for the simulation.

Unfortunately, we cannot simply verify the commitment cy the same way in the case of a

corrupted sender, since the receiver provides its inputs to the internal NISC in the first round,

before the sender even generates its commitment cy. As an initial approach towards dealing

with this, we use a second NISC to implement an SPS-secure two-round zero-knowledge

(ZK) interactive argument12, which we run in parallel with the internal NISC. Using this,

the sender will prove that the commitment cy and the sender’s message for the internal NISC

are correctly generated with respect to the input y and the respective randomness (the latter

being the private witness for the proof); the receiver can then verify this without learning

anything about the input y.

This alone is insufficient, since we cannot simulate the internal SPS-ZK in the case of a

corrupted receiver without knowing the statement to prove—that is, the commitment cy—

and that would require knowledge of y. In fact, a similar problem holds for the original

internal NISC as well. So, instead, we need to add a “fake witness” to the SPS-ZK: we add

a “trapdoor” t that is generated at random by the receiver and committed to (and verified)

in the same way as x. However, using the trapdoor t will provide simulatable functionalities

for both the SPS-ZK and the internal NISC that do not require knowledge of the input

y. Specifically, we modify the internal NISC to allow the sender to input t as well as a

“hard-coded output” z∗, such that if t is provided then the NISC’s functionality is effectively

overwritten to output z∗ if t matches the receiver’s input t and ⊥ if not. Then the SPS-ZK

12This is a protocol that allows a prover to prove to a verifier that a statement x is a member of some
language L by using a witness w, but in such a way that the verifier only learns that x is true without
learning anything about w—specifically, that proofs of a statement x can be (superpolynomially) simulated
independently of the witness w. The zero-knowledge functionality can be easily implemented by a NISC:
consider a functionality that takes (x,w) from the prover, tests for membership in L, and returns either
(x,Accept) or (x,Reject) depending on the result.

35



will prove that either (1) cy and the sender’s NISC message are correctly generated OR (2)

the sender’s NISC message was generated using the trapdoor t and no input y (with t, z∗,

and the randomness as the private witness). The honest sender can provide a witness for (1),

whereas the simulator communicating with a corrupted receiver can extract the trapdoor t

from the receiver’s first message using H and use that in conjunction with the output z∗

from the trusted third party to simulate a NISC and ZK message using the second track.

Finally, with the addition of the “fake witness”, we also need to add an “argument of

knowledge” property to the ZK to ensure that a corrupted sender cannot somehow provide

a valid witness to the second track of the SPS-ZK without actually knowing the trapdoor

t (and thus having broken the commitment scheme by determining the value of the honest

receiver’s commitment). To do this, we rely on a technique from [109] where we add a

commitment to the witness for each track of the ZK, and each track now additionally proves

that the respective commitment is well-formed. Specifically, this does two things: first, it

allows us to guarantee that a corrupted sender cannot use the second track of the protocol

to break its security, as doing so would require it to provide a valid commitment to the

witness, including the trapdoor t, in a way that is extractable and can thus be leveraged to

contradict CCA security of the commitment. Second, this actually allows us to remove the

commitment cy from the protocol altogether, since y is already part of the witness to the

“honest” first track of the ZK, and so we can already use that commitment to extract y with

H in the case of a corrupted sender. With this, our construction is complete.

Proving minimality of assumptions. Finally, as discussed earlier, we prove that weakly

CCA-secure commitments are not only sufficient but also necessary for constructing UC-

secure NISC: we do this by constructing weakly CCA-secure commitments from a UC-

secure NISC. Specifically, given a NISC that implements the equality functionality—that
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is, f(x, y) = 1 if x = y and 0 otherwise—we can commit to a value v by running the first-

round receiver protocol of the NISC with input given by v||p for some random padding p,

and later open the commitment by verifying that it is valid with respect to the padding p

and randomness r of the NISC.

Binding of the commitment scheme will hold due to the perfect correctness and security

of the NISC: at a high level, if the same first message m of the NISC is valid with respect to

two different inputs v||p and v′||p′, this implies that the output of the respective protocol if

the NISC were finished would, by perfect correctness, have to be 1 with probability 1 when

the receiver’s and sender’s input were both v||p, and 0 with probability 1 when the receiver’s

input were v||p but the sender’s input were anything else. By security, then, the simulated

interaction in the ideal world would have to output 1 with overwhelming probability when

the sender’s input is v||p but 0 with overwhelming probability for any other input. But, since

the simulator S only knows the result of the trusted third party which implements f—that

is, whether the value it extracts from the receiver’s first message is equal to the sender’s

input—the only feasible way for this to happen is for the input to be different only when

f tests for equality with v||p, or if S extracts v||p from the message m with overwhelming

probability. But a symmetric argument holds to show that S also extracts v′||p′ from m with

overwhelming probability, a clear contradiction.

For weak CCA security of the commitment scheme, we prove the reduction in two major

steps. We begin by showing that, given any adversary A against CCA security, it can be

implemented in polynomial time using the superpolynomial helper function H from the defi-

nition of UC security of the NISC instead of the decommitment oracle O (thus transforming

it into an adversary against standard hiding rather than CCA security). This intuitively

follows from the same extraction property as above: the simulator S must be able to extract

the correct input from the receiver’s first message, meaning that it must provide the same
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functionality as the decommitment oracle O, and so any polynomial-time adversary with

access to O (i.e., A) must be implementable by replacing invocations of O with invocations

of S, which is itself polynomial-time with access to H.

As the second and final step, we show that the commitment scheme must satisfy hiding

against polynomial-time adversaries even if they have access to H. This follows from UC

security: in an “ideal” version of the commitment scheme where we replace the NISC protocol

with its simulated ideal-world counterpart, hiding holds trivially because the first message is

simulated by S independently of the receiver’s input. However, due to the guarantees given

by UC security, it immediately follows that a polynomial-time adversary, even with access

to H, cannot distinguish the “ideal” version of the security game using the idealized NISC

protocol from the real security game where we replace the idealized protocol with the actual

NISC protocol, and so hiding holds in the real world as well. Thus, we have proven that, were

there an adversary A that broke CCA security, it could be rewritten into a hiding adversary

with access to H, thus contradicting the fact that hiding still holds against such adversaries

and completing the argument. This final proof, while simple, serves as an excellent conclusion

to the results we present: not only does it demonstrate the power of UC security and better

motivate the NISC protocols we construct, but it also represents a significant contribution

to our overarching motivation of examining the limits of provable security and efficiency by

providing a strong and nearly matching feasibility and impossibility result.

1.5 Overview

Chapter 2 contains both of the impossibility results for linear-preserving reductions that we

discuss here in full. We present all relevant definitions in Section 2.2, as both of the results in
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the chapter rely on very similar definitions; we then present the meta-reduction proving the

impossibility of linear-preserving reductions from unique signatures to standard bounded-

round assumptions in Section 2.3 and the meta-reduction proving the impossibility of linear-

preserving reductions from adaptively secure multi-user MACs to standard bounded-round

assumptions in Section 2.4.

Chapter 3 contains both of the feasibility results for efficient notions of non-interactive

secure computation in full. The two results use very different sets of definitions due to the

differences in both the definitions of security realized and the internal primitives needed

for the construction, so we present the definitions needed for the construction of succinct

non-interactive secure computation in Section 3.2 before the result itself in Section 3.3, and

we present the additional definitions needed for the construction of concurrently composable

non-interactive secure computation in Section 3.4 before the corresponding result in Section

3.5. Finally, Section 3.6 contains our discussion and proof concerning the minimality of the

required assumptions for the latter construction.
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CHAPTER 2

IMPOSSIBILITY RESULTS FOR LINEAR-PRESERVING REDUCTIONS

2.1 Introduction

We begin the technical section of this work by presenting our impossibility results demon-

strating the inherent inefficiency of reductions from unique digital signatures and adaptively

multi-user secure MACs to standard assumptions. First, we present formal definitions rel-

evant to the two results. In Section 2.3, we state our theorem proving the impossibility of

linear-preserving security reductions from unique digital signatures to bounded-round as-

sumptions; after the theorem statement, we present a short technical overview in greater

depth than the one presented in the introduction before proceeding to the complete proof.

Section 2.4 follows the same format for our second result, proving the impossibility of linear-

preserving security reductions from adaptive multi-user security of MACs to bounded-round

assumptions. Both of these results present new techniques for constructing meta-reductions

to prove concrete security bounds; they are the first meta-reductions in this space to bypass

the limitations of prior results and rule out unrestricted notions of black-box reductions to

extremely general classes of security assumptions.

2.2 Preliminaries and Definitions

Let N = {1, 2, 3, . . .} and [n] = {m ∈ N | m ≤ n} = {1, 2, . . . , n}. Take 1n (given as an input

to certain algorithms to represent the security parameter) to be the string of n ones. Let

1P be the indicator function of some equality or inequality statement P , defined as being 1

when P is true and 0 otherwise.
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We say a statement is true for “sufficiently large n ∈ N” if there exists N ∈ N such

that the statement holds for all n ≥ N . We shall call a function ϵ(·) negligible if, for any

polynomial p(·), ϵ(n) < 1/p(n) for sufficiently large n ∈ N ; conversely, a function is non-

negligible or polynomial if the above is not true.

Interactive Algorithms. We model interaction between algorithms by Turing machine

interaction as given in [67]. For oracle-aided algorithms R(·) with deterministic oracles, we

assume that R’s oracle will take as input the current partial transcript of the interaction

and return the result of applying the oracle’s respective “next-message” function to the

transcript. Using a stateless oracle in such a way allows us to consider the case where R can

“rewind” its oracle to a previous point in the interaction by providing an earlier transcript.

In fact, we note that even stateful oracles can be modeled in this way (by “replaying” or

reading from the transcript to simulate the state of the oracle), as can non-deterministic

oracles (by sampling a deterministic oracle randomly from a family of oracles with different

fixed randomness); we take advantage of both of these observations in the proof of our main

theorem.

Given oracle-aided algorithm R and interactive algorithms A and C, let RA(x) denote

the distribution over the output of R when interacting with oracle A on common input x,

⟨A, C⟩(x) denote the distribution over the output of C after interaction between A and C on

common input x (also provided to oracles if A or C are oracle-aided), and [A ↔ C](x) denote

the complete view (all messages sent, random coins used, and outputs) of the interaction

between A and C on common input x.

If we wish to describe an interaction with certain randomness fixed, we write ⟨A, C⟩y←a(x)

(resp. [A ↔ C]y←a(x)) to denote that variable y is fixed to value a, or ⟨A, C⟩y(x) to simply
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indicate that y is fixed when the value is clear from context.

2.2.1 Intractability Assumptions

We define a notion of “game-based security assumptions” as in [103, 110]. Informally, an

assumption can be thought of as a pair of a challenger and a threshold function, where an

adversary is able to “break” the assumption by causing the challenger to accept an interaction

with probability non-negligibly greater than the given threshold.

Definition 1. For polynomial r(·), we call a pair (C, t(·)) an r(·)-round intractability as-

sumption if t(·) ∈ [0, 1] is a function and C is a (possibly randomized) interactive algorithm

taking input 1n and outputting either Accept or Reject after at most r(n) rounds of external

communication.

Given a probabilistic interactive algorithm A which interacts with C, we say that A

breaks the assumption (C, t(·)) with some non-negligible probability p(·) if, for infinitely

many n ∈ N: Pr [⟨A, C⟩(1n) = Accept] ≥ t(n) + p(n).

Conversely, we refer to C as secure if there exists noA which breaks C with non-negligible

probability.

Lastly, we call an assumption (C, t(·)) a bounded-round intractability assumption if

there exists some polynomial r(·) such that (C, t(·)) is an r(·)-round intractability assumption.

The general notion of an intractability assumption captures any standard cryptographic

assumption, including our earlier definition of adaptive multi-key unforgeability. Specifically,

this would be the unbounded-round assumption (Cℓ(n)Π , 0) (using the challenger defined in
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Definition 9). Clearly, we cannot hope to rule out tight reductions from, say, adaptive multi-

key unforgeability to itself; as such, we focus on ruling out only reductions to bounded-round

assumptions, but we note that virtually all “standard” cryptographic assumptions fall into

this category.1

2.2.2 Black-Box Reductions

We next formalize what it means to “base the security of one assumption (C1) on another

assumption (C2)”. Intuitively, this requires a proof that, if there exists an adversary breaking

C1, then there likewise must exist an adversary breaking C2, which implies the desired result

by contrapositive.

In practice, virtually all reductions are “black-box” reductions, where the adversary

breaking C2 is given by an efficient oracle-aided machine R which interacts in a “black-

box” manner with an adversary which breaks C1 and uses the view of the interaction to

break C2. Formally:

Definition 2. Given a probabilistic polynomial-time oracle-aided algorithm R, we say that

R is a black-box reduction for basing the hardness of assumption (C1, t1(·)) on that

of (C2, t2(·)) if, given any deterministic algorithmA that breaks (C1, t1(·)) with non-negligible

probability p1(·), RA breaks (C2, t2(·)) with non-negligible probability p2(·).

Furthermore, if on common input 1n RA queries A only on input 1n, we refer to R as

fixed-parameter.

We notably allow reductions to rewind their oracles (by sending a transcript from earlier

1An example of a “non-standard” assumption that does not fit this definition would be a non-falsifiable
assumption, e.g., a “knowledge of exponent” assumption (see, e.g., [43]).
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in the interaction) and even run multiple, potentially interleaved, instances of their oracle.

The restriction to deterministic oracles A may seem strange at first, but we stress that we

can (and will) in fact simply model a randomized oracle by a family of deterministic oracles

(where each deterministic oracle represents some fixed setting of the randomness). Using

deterministic oracles enables us to reason about cases where the reduction R can rewind or

restart the oracle. We also will restrict to fixed-parameter reductions: this is a restriction

inherent to the meta-reduction paradigm, yet it is a natural one (since, as far as we know,

all reductions in practice are indeed fixed-parameter).

Of course, we can apply the definition of a reduction to adaptive unforgeability as defined

above, using the natural formulation as an intractability assumption:

Definition 3. We shall refer to a probabilistic polynomial-time oracle-aided algorithm R as

a fixed-parameter black-box reduction for basing adaptive ℓ(n)-key unforgeability

of a MAC Π on the hardness of an assumption (C, t(·)) if it is a fixed-parameter black-

box reduction for basing the hardness of assumption (Cℓ(n)Π , 0) on that of (C, t(·)), where Cℓ(n)Π

is as given in Definition 9.

We refer to a probabilistic polynomial-time oracle-aided algorithm R as a fixed-

parameter black-box reduction for basing adaptively secure unforgeability of

a MAC Π on the hardness of an assumption (C, t(·)) if there exists polynomial ℓ(·)

for which R is a fixed-parameter black-box reduction for basing adaptively secure ℓ(n)-key

unforgeability of Π on the hardness of (C, t(·)).
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2.2.3 Security Loss

We define a notion of the “inherent efficiency” of a reduction, or the security loss, intuitively

representing a worst-case ratio between the “work” (expected time) needed to break the

assumption C2 (i.e., the underlying assumption) and the “primitive” C1 (in our case, adaptive

multi-key unforgeability). If the primitive is significantly easier to break than the underlying

assumption, this indicates that the reduction is intuitively “less powerful” at guaranteeing

security for the primitive, which corresponds to a higher security loss.

Definition 4. Let R be a black-box reduction for basing the hardness of assumption

(C1, t1(·)) on that of (C2, t2(·)). Given any deterministic A, we define the following, where

τM(x) denotes the time taken by an algorithmM in experiment x, rA denotes all random

coins used by A and C1 in the experiment ⟨A, C1⟩, and rR denotes all random coins used by

A, C2, and R in the experiment ⟨RA, C2⟩:

� SuccessA(n) = PrrA [⟨A, C1⟩rA(1n) = Accept]− t1(n)

� SuccessRA(n) = PrrR [⟨RA, C2⟩rR(1n) = Accept]− t2(n)

� TimeA(n) = maxrA(τA([A ↔ C1]rA(1n)))

� TimeRA(n) = maxrR(τRA([RA ↔ C2]rR(1n))).

Then the security loss [92] of R is defined as:

λR(n) = maxA

(
SuccessA(n)

SuccessRA(n)

TimeRA(n)

TimeA(n)

)

If there exists polynomial p(·) for which λR(n) ≤ p(n) given sufficiently large n ∈ N, we

call R linear-preserving. If there exists a constant c for which λR(n) ≤ c given sufficiently

large n ∈ N, we call R tight.
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2.2.4 Unique Signatures

We here define unique signature schemes, the first of the two primitives from which we rule

out linear-preserving reductions. Recall that a signature scheme is a means by which a

message can be signed with the signer’s secret key and the signature can be verified using

a public key. A unique signature scheme, then, is simply a signature scheme for which each

message can only have one possible signature:

Definition 5. A unique signature scheme is a triple (Gen, Sign,Ver) of probabilistic

polynomial-time algorithms such that, for every n ∈ N:

� Gen, on input 1n, produces a pair (pk, sk)

� Sign, on input (sk,m) for any m ∈ {0, 1}n, produces a signature σ. (We write σ ←

Signsk(m).)

� Ver, on input (pk,m, σ), produces either Accept or Reject. (We write out ←

Verpk(m,σ).)

and, in addition, the following properties hold:

� Correctness : For every n ∈ N and m ∈ {0, 1}n:

Pr [(pk, sk)← Gen(1n) : Verpk(m, Signsk(m)) = Accept] = 1

� Uniqueness : For every m ∈ {0, 1}∗, and pk ∈ {0, 1}∗, there exists at most one σ ∈

{0, 1}∗ for which Verpk(m,σ) = Accept.

We next turn to discussing what it means for such a scheme to be secure. A natural def-

inition of security is the notion of existential unforgeability against adaptive chosen-message
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attacks [68], which requires that an adversary knowing the public key, even if allowed to

adaptively choose a bounded number of messages and observe their signatures, is unable to

forge any signature for a message they have not yet queried. We formalize this by allowing

the adversary access to an oracle for Sign, as follows:

Definition 6. We say that a signature scheme is unforgeable if, for every non-uniform

probabilistic polynomial-time oracle-aided algorithm A, there is some negligible function

ϵ(·) such that for all n ∈ N:

Pr
[
(pk, sk)← Gen(1n); (m,σ)← ASignsk(·)(1n, pk) : Verpk(m,σ) = Accept ∧ Valid

]
≤ ϵ(n)

where Valid is the event that none of A’s queries were for the signature of the output message

m.

We will define a weaker notion of a signature scheme being ℓ(·)-unforgeable identically

to the above, with the exception that Valid is the event that the following two conditions on

A are true:

� A has queried its oracle at most ℓ(n) times.

� None of A’s queries were for the signature of the output message m.

The bounded notion of ℓ(·)-unforgeability is primarily useful to prove our concrete se-

curity loss bound, whereas our main result applies to the general notion of unforgeability.

Furthermore, for the purposes of the impossibility result, we weaken the definition of un-

forgeability to a worst-case definition, as this will strengthen our main theorem (by showing

that basing even this weak notion of security on standard assumptions will incur a security

loss):

Definition 7. We say that a signature scheme is weakly unforgeable (respectively, weakly
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ℓ(·)-unforgeable) if, for every non-uniform probabilistic polynomial-time oracle-aided algo-

rithm A and every n ∈ N:

Pr
[
(pk, sk)← Gen(1n); (m,σ)← ASignsk(·)(1n, pk) : Verpk(m,σ) = Accept ∧ Valid

]
< 1

where Valid is defined as above (and respectively for ℓ(·)-unforgeability). In particular, we

say that a non-uniform probabilistic polynomial-time algorithm A breaks weak unforgeability

of a signature scheme (Gen, Sign,Ver) if the probability above is equal to 1.

2.2.5 Multi-User Secure MACs under Adaptive Corruption

Finally, towards defining the other primitive from which we rule out linear-preserving reduc-

tions, we define the notion of a message authentication code.

Definition 8. We refer to a tuple of efficient (poly(n)-time) algorithms Π = (Gen,Tag,Ver),

where:

� Gen(1n)→ k takes as input a security parameter n and outputs a secret key k ∈ {0, 1}n,

� Tagk(m)→ σ takes as input a secret key k and a message m from some message space

Mn of size super-polynomial in n, and outputs a tag σ for the message, and

� Verk(m,σ)→ {Accept,Reject} takes as input a secret key k, a message m, and a tag σ,

and outputs Accept or Reject denoting whether the tag σ is valid for the message m,

specifically in such a manner that Pr[k ← Gen(1n);Verk(m,Tagk(m)) → Accept] = 1

for any valid message m ∈Mn,

as a message authentication code (MAC). If, in addition, the following properties hold:

� Tagk(m) is a deterministic function, and
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� Verk(m,σ)→ Accept if and only if Tagk(m) = σ,

then we refer to Π as a deterministic MAC.

Note that we focus here on MACs having both an input (message) and output (tag)

space superpolynomial in the length of a key (the security parameter n), a property which

is satisfied by virtually all standard definitions and constructions.

The traditional notion of security for a MAC states that, given some instance of a MAC

(i.e., a secret key k ← Gen(1n)), an efficient adversary given an oracle for the Tag algorithm is

unable to forge a valid tag for a new message (i.e., return a pair (m,σ) where Verk(m,σ)→

Accept) without having queried a tag for that message using the oracle. Our definition

of multi-user security with adaptive corruption expands this to a polynomial number ℓ(n)

of instances of the MAC, and allows the adversary to make key-opening queries (i.e., to

“corrupt” an instance and recover its key) in addition to tag queries; the adversary wins if

they produce a valid forgery (m,σ) for some instance without having either queried the tag

for m on that instance or corrupted the instance itself. Formally:

Definition 9. A MAC Π = (Gen,Tag,Ver) is an ℓ(n)-key unforgeable MAC under

adaptive corruption (or adaptively ℓ(n)-key unforgeable) if, for any interactive oracle-

aided non-uniform probabilistic polynomial-time algorithm A, there is a negligible function

ϵ(·) such that, for all n ∈ N,

Pr
[
⟨A, Cℓ(n)Π ⟩(1n) = Accept

]
≤ ϵ(n)

where Cℓ(n)Π is the interactive challenger that does as follows on input 1n:

� Let (k1, . . . , kℓ(n))← Gen(1n). Initialize empty transcript τ .
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� Upon receiving a tag query (Query, i,m) for i ∈ [ℓ(n)], append ((Query, i,m),Tagki(m))

to τ and send τ .

� Upon receiving a key-opening query (Open, i) for i ∈ [ℓ(n)], append the tuple

((Open, i), ki) to τ and send τ .

� Upon receiving a forgery (m∗, σ∗, i∗) from A, output Reject if one of the following three

conditions is true:

– τ contains a key opening query (Open, i∗).

– τ contains an oracle query (Query, i∗,m∗).

– Verki∗ (m
∗, σ∗)→ Reject.

� Otherwise, output Accept.

We call a MAC Π an adaptively multi-key unforgeable MAC if it is adaptively

ℓ(n)-key unforgeable for every polynomial ℓ(·).

For syntactic clarity, we will assume that a machine interacting with a multi-key MAC

adversary will begin interaction with a new instance of the adversary by sending a special

message (Init, s), where s is the “identifier” for the instance, and communicate with the

adversary by sending a partial transcript and receiving a next message as described above

for oracle interaction.

2.3 Impossibility of Linear-Preserving Reductions from Unique

Signatures

The first major impossibility result we show rules out linear-preserving black-box reduc-

tions from the unforgeability of unique signature schemes to bounded-round assumptions.
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Formally:

Theorem 1. Let Π = (Gen, Sign,Ver) be a unique signature scheme, and let (C, t(·)) be some

r(·)-round intractability assumption for polynomial r(·). If there exists some fixed-parameter

black-box reduction R for basing weak unforgeability of Π on the hardness of (C, t(·)), then

either:

(1) R is not a linear-preserving reduction, or

(2) there exists a polynomial-time adversary B that breaks the assumption (C, t(·)).

We note that this result also applies to the slightly more general notion of rerandomizable

signatures through an almost identical argument; we refer the interested reader to the full

version of the work [98]. Theorem 1 follows in a straightforward manner from the following

lemma, which is a concrete security loss bound analogous to Coron’s in [42], but generalized

so that it handles arbitrary (i.e., not just simple) reductions:

Lemma 1. Let Π = (Gen, Sign,Ver) be a unique signature scheme, and let (C, t(·)) be some

r(·)-round intractability assumption for polynomial r(·). If for some polynomial ℓ(·) there

exists some fixed-parameter black-box reduction R for basing weak ℓ(·)-unforgeability of Π

on the hardness of (C, t(·)), then either R’s security loss is at least

λR(n) ≥
√
ℓ(n)− (r(n) + 1)

for all sufficiently large n ∈ N, or there exists a polynomial-time adversary B that breaks

the assumption (C, t(·)).

First, we show that Lemma 1 implies Theorem 1:
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Proof. Given Lemma 1, assume for the sake of contradiction that (C, t(·)) is secure, and

that the R described in Theorem 1 is linear-preserving. Then there exists a polynomial

p(·) such that λR(n) ≤ p(n) for all sufficiently large n. Because R by assumption is a

reduction from (unbounded) weak unforgeability, it must likewise be a reduction from the

strictly more specific definition of weak ℓ(·)-unforgeability for any polynomial ℓ(·), since

every weak ℓ(·)-unforgeability adversary will trivially break unbounded weak unforgeability.

So, let ℓ(n) ≜ (p(n) + r(n) + 2)2; hence, by Lemma 1, either there exists a polynomial-time

adversary B which breaks (C, t(·))—which is false by assumption—or the security loss of R

is no less than √
ℓ(n)− (r(n) + 1) = p(n) + 1 > p(n)

for all sufficiently large n, which is a contradiction and hence proves Theorem 1.

Hence, the remainder of the section is dedicated to proving Lemma 1.

2.3.1 Technical Overview

Our proof of Lemma 1 follows four major steps, which we shall describe here at a high level

before beginning the full argument.

Constructing an Ideal Adversary. First, we describe an “ideal” adversary A which

is guaranteed to break the security of Π while sending ℓ(n) queries, but does so by brute

force and hence does not run in polynomial time. Our objective then is to create a meta-

reduction B that almost always emulates the interaction RA between R and A. If it does so

with, say, probability 1− 1/p(n), then B will break the assumption (C, t(·)) with probability

at least SuccessRA(n) − 1/p(n). However, this means that RA itself cannot have success

52



probability non-negligibly greater than 1/p(n); otherwise, C would be broken with non-

negligible probability by B.

The “ideal” A will pick ℓ(n) messages (−→m) at random and query R for the signatures

of each of these messages in turn, and will finally brute-force a secret key from the results

and use that key to forge a signature for another random message m∗, which it will return.

Crucially, A will also verify R’s responses to its queries and return ⊥ instead if not all are

correct signatures. By construction A breaks ℓ(·)-weak unforgeability; however, due to the

brute-force step, it (and consequently RA) will not run in polynomial time.

Constructing a Meta-Reduction. Hence, to efficiently emulateRA, we create the meta-

reduction B. B will run R and forward communicate with C as normal; when R would start

a new instance of its adversary A, B will generate messages −→m and m∗ randomly (i.e.,

identically to A) and forward queries to R in the same manner as A. However, when

R requires an instance to provide a forged signature, B will also “rewind” the simulated

execution to the start of each query for that instance and try to query R with m∗ instead

of the message it would normally query. If R gives a response to the rewound query, then B

has (efficiently) found a forgery for m∗, which it can return to R when it requests a forgery

from the corresponding instance of A.

B, while rewinding, will abort (and try rewinding the next slot instead) if either R would

communicate externally with C (which B of course cannot rewind) or R would request a

forgery for some other simulated instance of A during the simulated execution of RA (i.e.,

before responding to the rewound query). In particular, this strategy ensures that recursive

rewinding as in [110] will not be required, since B will never attempt to start rewinding some

instance while rewinding a different one.
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Furthermore, B will “verify” all of R’s responses to its signature queries (in the non-

rewound part of the execution) in the same manner as A, likewise returning ⊥ from the

simulated instance of A if not all responses are valid. So, whenever eitherR gives a simulated

instance one or more incorrect responses or B successfully extracts a forgery (noting that,

by the uniqueness property, the forgeries they return must be identical, which is crucial), A

and B’s simulations of A will be identically distributed to one another.

Bounding the Failure Probability. So, to bound the probability with which B does

not successfully emulate some instance of A, we must bound the probability that all of B’s

queries to R (−→m) are correctly answered, yet the rewinding of every one of the queries fails

due to either R responding badly to m∗, R communicating externally with C, or a forgery

request for another simulated instance of A occurring before R responds.

We bound this probability by using a counting argument similar to that exhibited in the

introduction. In particular, we consider the messages −→m and m∗ for a particular instance,

fixing the randomness outside of that instance arbitrarily. Then we show that, for any

“bad” sequencing of these messages such that the non-rewound execution succeeds but every

rewinding fails, many (though not all, because of the possibility for rewindings to fail due to

an end message or external communication) of the rewindings of this sequence will correspond

to “good” sequences where B returns ⊥ due to receiving an incorrect response from R.

What we intuitively show is that, in every set of ℓ(n) + 1 sequences corresponding to a

sequence and its various rewindings, at most M(n) + r(n) + 1 can be bad (since, informally,

given a bad sequence, in expectation only M(n) + r(n) of its rewindings can fail for reasons

besides R responding incorrectly, i.e., due to nested end messages or external communica-

tion), where M(n) is the maximum number of instances of A which R executes (which we
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show by our construction of A must be no less than the number of successful end messages).

Hence we obtain a bound of

M(n) + r(n) + 1

ℓ(n) + 1

on the failure probability for each instance, which by the union bound over allM(n) instances

sums to an overall failure probability of less than

M(n)

(
M(n) + r(n) + 1

ℓ(n)

)

Bounding the Security Loss. This does not immediately imply a bound on the security

loss λR(n), since M(n) can be arbitrarily large. However, as in the technical overview, we

bound the security loss by showing that, ifM(n) is large, this requires a large enough running

time of R that we still obtain a non-trivial lower bound on the security loss. Specifically,

recalling that

λR(n) ≥
SuccessA(n)

SuccessRA(n)

QueryRA(n)

QueryA(n)

we notice first that QueryRA(n)/QueryA(n) ≥ M(n), which follows (with some subtleties

which we defer to the main proof) from the fact that R will in the worst case run M(n)

instances of A. So, since SuccessA(n) = 1 by construction, and since, as we discussed

previously, SuccessRA(n) cannot be non-negligibly larger than the failure probability of B,

we have

λR(n) ≥
ℓ(n)

M(n) + r(n) + 1

which immediately implies the bound when M(n) <
√
ℓ(n) − (r(n) + 1) (and so λR(n) >√

ℓ(n)). On the other hand, we also know that SuccessRA(n) ≤ 1 trivially, and so it is also

the case that λR(n) ≥ M(n), which implies the bound when M(n) ≥
√
ℓ(n) − (r(n) + 1),

completing the proof of Lemma 1 and hence Theorem 1.
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2.3.2 Proof: The “Ideal” Adversary

We now proceed to the formal proof of Lemma 1. First, we exhibit an inefficient adversary

A that will break weak ℓ(·)-unforgeability, so that we can later construct an efficient B to

simulate it while running R in order to break the assumption (C, t(·)).

Let Π = (Gen, Sign,Ver) be a unique signature scheme, and let (C, t(·)) be some r(·)-

round intractability assumption for polynomial r(·). Assume that there exists some black-

box reduction R for basing weak ℓ(·)-unforgeability of Π on the hardness of (C, t(·)) which,

given an oracle breaking weak unforgeability, will break (C, t(·)) with probability 1/p(·) for

some polynomial p(·).

First, for any polynomial ℓ(n), we construct an inefficient but easily emulatable adversary

A which sends at most ℓ(n) queries and is guaranteed to break weak unforgeability of Π.

Since we will require A to be deterministic during execution yet generate random messages,

we will assume that A is formally given by a deterministic interactive AO which has access

to a random oracle O (of course, O is not needed for our actual constructions, as we shall

emulate A), which, as in [110], is given by a random variable which is uniformly distributed

over functions {0, 1}∗ → {0, 1}∞. In particular, this ensures that the queries output by

AO are uniformly distributed (i.e., over the randomness of O), but are still preserved under

rewinding.

We shall henceforth denote by A the specific adversary AO which, on input 1n, behaves

as described in Figure 2.1. Informally, A makes ℓ(n) signature queries, generating the mes-

sage for each query by applying O to the current partial transcript. Finally, after receiving

responses for each query, A returns a brute-forced forgery, but only if it successfully “veri-

fies” the transcript by ensuring that each query’s response is valid and that each query in
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� Initially, receive a message pk, the public key; respond (i.e., generate m1) according to
the next step for i = 1.

� On receiving a message consisting of a partial transcript τ =
(pk,m1, σ1, · · · ,mi−1, σi−1) for some i ∈ [ℓ(n)], do the following:

– Generate mi by taking the first n bits resulting from applying the oracle O to τ .

– Return the new partial transcript τ ||mi.

� On receiving a message consisting of a complete transcript τ =
(pk,m1, σ1, · · · ,mℓ(n), σℓ(n)) (we shall refer to such a message as a “forgery re-
quest” or “end message”), do the following:

– Verify that, for each signature σi, Verpk(mi, σi) = Accept. If not true for all i,
return ⊥.

– Verify that, for each message mi, mi is equal to the first n bits resulting from
applying the oracle O to the prefix transcript τ<i = (pk,m1, σ1, · · · ,mi−1, σi−1).
If not true for all i, then return ⊥.

– Finally, generate a random messagem∗ (distinct from eachmi in τ) by applying O
to the transcript τ , use brute force to find a signature σ∗ for which Verpk(m

∗, σ∗) =
Accept, and return the forgery (m∗, σ∗).

Figure 2.1: Formal description of the “ideal” adversary AO.

the transcript was generated in the correct manner (i.e., by O applied to the prior partial

transcript).

It is straightforward to see that A, given any fixed oracle O, will break weak ℓ(·)-

unforgeability; given an honest signing oracle (which will always send the correct partial

transcript), it will always return some (m,σ) such that Verpk(m,σ) = Accept, m was not

queried (as m∗ is not equal to any of the queries mi), and only ℓ(n) queries were made.

However, when interacting with R, which is not bound by the rules of an honest oracle,

the transcript verification is necessary to prevent R from “cheating” in certain ways during

its interaction. First, we wish to ensure that R will return valid signatures to queries

as often as possible. Also, we wish to ensure that R is actually required to answer ℓ(n)
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signature queries generated randomly by A and cannot, for instance, immediately send A

an end message with an artificially generated transcript; this is done by using the oracle

O to generate A’s messages and ensuring that the transcript is consistent with the oracle.

Formally, we make the following claim, which will be useful later:

Claim 1. There exists a negligible function ν(·) such that, for all n ∈ N, the probability,

over all randomness in the experiment [RAO ↔ C](1n), that some instance of A returns a

forgery (i.e., something besides ⊥) to R without having received ℓ(n) different responses to

its signature queries from R, is less than ν(n).

Proof. Assume that A returns a forgery to R after receiving fewer than ℓ(n) responses

to its signature queries; we shall demonstrate that the only way this can happen is if R

correctly predicts the output of the random oracle O, which can happen with only negligible

probability (specifically, no greater than ν(n) ≜ ℓ(n)2−n) due to the uniformly random choice

of O.

Let i ∈ [ℓ(n) − 1] (we exclude ℓ(n) because R by assumption makes a forgery request)

be the index of the first signature query “skipped” by R—that is, the first index for which

R does not send A a partial transcript τ≤i = (pk,m1, σ1, · · · ,mi, σi). Of course, there

must exist such an i by the assumption that R sends A fewer than ℓ(n) messages. In

order to receive a forgery from A (and not ⊥), R must send a complete transcript τ =

(pk,m1, σ1, · · · ,mℓ(n), σℓ(n)), notably having the property that each message mj is equivalent

to the first n bits of the result of applying the random oracle O to the prior transcript m≤j−1.

In particular, since by assumption R did not send A any partial transcript τ≤i, it is im-

possible for R to have received from A the correct message mi+1, which can, by construction

of A, only be retrieved by sending A the (unique) partial transcript τ≤i for which all mj are

generated according to O and all σj are the (unique) accepting signature for the respective
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mj.

By our assumption, then, R will only be able to send the correct message mi+1 in its

forgery request, and hence receive a forgery fromA, with probability 2−n—that is, the chance

that the output of the (uniformly distributed) random oracle O matches the sent mi+1 in the

first n bits. And as, by our assumption, R sends fewer than ℓ(n) messages to A, it cannot

attempt to “guess” the correct mi+1 more than ℓ(n) times; thus the probability that A will

return a forgery, taken over the randomly distributed O, is by the union bound no more

than ν(n) = ℓ(n)2−n, which as desired is negligible.

Furthermore, this construction of A (using the oracle O) allows us to assume, without

loss of generality, that the reduction R will never rewind an instance of A—this is without

loss of generality because there is a single accepting transcript for each choice of the oracle

O. Namely, given an oracle O, if R always provides correct signatures, then A’s messages

(including the forgery it returns) and R’s responses are fully determined by O and the

uniqueness property of Π. Meanwhile, if R does not provide correct signatures, A will not

return a forgery.

BecauseA breaks unforgeability, and by the assumed properties ofR and the determinism

of AO for any fixed oracle O, it must be true that there exists polynomial p(·) such that

Pr
[
⟨RAO

, C⟩(1n) = Accept
]
≥ t(n) +

1

p(n)

for any oracle O. As such, by the fact that R is fixed-parameter, we can observe that, for

any n, averaging this probability over all possible oracles O, we likewise have

Pr
[
⟨RA, C⟩(1n) = Accept

]
≥ t(n) +

1

p(n)

even though A over a randomly-chosen O is not deterministic.
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Of course, A is inefficient, so, in order to break the assumption (C, t(·)), we must construct

an efficient B that is able to run R while emulating its interactions with A most of the time.

Hence, the remainder of the proof will be dedicated to constructing this meta-reduction and

analyzing the probability with which it succeeds in emulating the “ideal” A. Intuitively, if

B successfully emulates A at least 1− 1/p′(n) of the time for some function p′(·), then:

∣∣Pr [⟨RA, C⟩(1n) = Accept
]
− Pr [⟨B, C⟩(1n) = Accept]

∣∣ ≤ 1

p′(n)

Pr [⟨B, C⟩(1n) = Accept] ≥ t(n) +
1

p(n)
− 1

p′(n)

meaning that B must break C with probability at least 1/p(n)− 1/p′(n), as desired. Hence,

what we shall effectively show in the subsequent steps is that, unless the security loss of R is

large, 1/p′(n) will be non-negligibly smaller than 1/p(n), and thus B will break the security

of (C, t(·)).

Slots. As a notational aside, we shall for simplicity henceforth refer to the pair of a query

made by A (or something, such as B, which emulates A) and its corresponding response by

R as a slot (vopen, vclose). Such a slot is determined by two views: the “opening” of the slot,

or the view vopen of the execution of R immediately before A’s query to R, and the “closing”

of the slot, or the view vclose of the execution immediately after R responds to the respective

query. (We will also often refer to the view of R immediately after the opening query of a

message m, which we shall denote by the concatenation vopen||m.)

2.3.3 The Meta-Reduction

We next construct the meta-reduction B which will efficiently emulate A. Let B be as de-

scribed formally in Figure 2.2; informally, B will runR internally, forwarding communication
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to C as R would while also internally simulating instances of A interacting with R. The

primary difference between B and the “ideal” execution of A interacting with R is that B,

being restricted to polynomial time, cannot brute-force forgeries as A does; instead, while

simulating each instance of A, B will select at random a message m∗ for which to forge a

signature and attempt to rewind each slot for that instance, substituting m∗ for the original

message.2

If R ever returns a valid signature σ∗ for m∗, then B may store that signature and finally

return (m∗, σ∗) when R requests a forgery for that instance. However, if one of the following

“bad events” occurs:

� R fails to return a valid signature of m∗.

� R asks for a forgery for another instance before returning a signature.

� R requires external communication with C (which cannot be rewound) before returning

a signature.

then B will abort and try the next slot. In this way we circumvent the issue of having to

recursively rewind nested end messages as in [110].

First, we can show that B, unlike A, is efficient:

Claim 2. There exists a polynomial t(n) such that, for all n ∈ N, Real(1n) is guaranteed to

run in time at most t(n).

Proof. It suffices to show that B sends a polynomial number of simulated messages toR, asR

and C run in polynomial time by definition and all other operations performed by B are clearly

2That is, when “rewinding” a slot (vopen, vclose), B will simulate interaction with R starting from the
view vopen||m∗.
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� Set initial view v ← ⊥ and set k ← 1. Execute R, updating the current view v according to
the following rules.

� When R begins a new instance of A and sends a public key pk, label this instance as instance
k. Generate and store ℓ(n) random queries −→mk = (mk,1, . . . ,mk,ℓ(n)) and a target forgery m∗

k.
(Abort and return Fail if m∗

k is equal to a message in −→mk.) Also let pkk ← pk and initialize the
forgery fk ← {}. Lastly, respond with τ∗k = pkk||mk,1 and increment k.

� When R attempts to communicate externally with C, forward the message, return C’s response
to R, and update v accordingly.

� When R sends a transcript τ = (pk,mI,1, σI,1, · · · ,mI,j , σI,j) to some simulated instance I of
A, store the signature σI,j and do the following:

– If j = ℓ(n) (i.e., this is an end message), then do the following:

* If τ is an inconsistent transcript (i.e., mI,i or σI,i in τ is different from the stored
mI,i or σI,i (respectively) for some i ∈ [ℓ(n)], or not all σI,i have been stored) or
R’s response to some signature query j was invalid (i.e., VerpkI

(mI,i, σI,i) = Reject
for some i ∈ [ℓ(n)]), then return ⊥.

* Otherwise, if fI is still empty (i.e., not ⊥), run the procedure Rewind detailed below
for the instance I.

* If, at this point, there is a stored forgery fI = (m∗
I , σ

∗
I ), then return it and continue

executing R as above. Otherwise, abort the entire execution of B and return Fail.

– If the response is an invalid signature (i.e., VerpkI
(mI,j , σI,j) = Reject), store fI ← ⊥.

– Lastly, respond with τ ||mI,j+1 and continue the execution of R.

Rewind procedure:

� Given instance I, for j ∈ [ℓ(n)] let (vjopen, v
j
close) denote the slot corresponding to the jth

signature query for instance I.

� For each j ∈ [ℓ(n)], “rewind” the slot (vjopen, v
j
close) as follows: Let k

′ ← k, and begin executing

R from the view v′ = vjopen||m∗
I as in the main routine, with the following exceptions:

– When R begins a new instance of A, label this instance as instance k′ and increment
k′. (That is, continue creating new instances, but preserve the counter k in the outer
execution for after the rewinding.)

– When R attempts to communicate externally with C, abort the rewinding and continue
to the next j.

– When R sends an end message for an instance I ′ ̸= I of A, abort the rewinding and
continue to the next j, unless R has not sent responses to ℓ(n) signature queries for that
instance (in which case respond with ⊥).

– If v′ ever contains a message whose transcript contains a response σ∗
I to the query for

m∗
I , then, if it is the case that VerpkI

(m∗
I , σ

∗
I ) = Accept, store fi ← (m∗

I , σ
∗
I ) and end

the Rewind procedure (i.e., return to the outer execution); otherwise, if VerpkI
(m∗

I , σ
∗
I ) =

Reject, store nothing to fI and continue to the next j.

Figure 2.2: Formal description of the meta-reduction B.
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polynomial-time. To that end, we observe that each instance I contains O(ℓ(n)+r(n)) rounds

of communication (including both communication with R and R’s external communication

with C). Furthermore, there are at most a polynomial number of instances of A started

by R—call this number M(n)—and so disregarding rewinding we know that there must be

O((ℓ(n) + r(n))M(n)) total messages.

B will rewindR as described above; however, we know that there can be at most ℓ(n)M(n)

rewound slots (as each slot is rewound once and B will never rewind recursively), each of

which might contain O((ℓ(n) + r(n))M(n)) nested messages; hence, the total number of

messages is bounded by O(ℓ(n)(ℓ(n) + r(n))M(n)2), which is still polynomial. The claim

follows from defining t(n) accordingly.

(Note that, while we assume without loss of generality that R will never rewind A, such

rewinding even if it did occur could at most multiply the running time by a polynomial

factor since R is restricted to polynomial time.)

Next, to reason about the failure probability of B (and through it the success probability

of RA), let us define the following experiments:

� Let Ideal(1n) denote [RA ↔ C](1n)—that is, the experiment where R(1n), using the

“ideal” adversary A(1n) as a black box, communicates with C(1n).

– When we refer to probabilities in the context of this experiment, they are taken

over a uniform distribution over random oracles O (which results in uniformly

distributed messages −→mI and m∗I) for each instance I of A started by R.

– When we wish to fix the randomness of a particular execution of Ideal,

we will denote this with Ideal{OI}I∈[M(n)],Oext(1
n), or, for more clarity,
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Ideal{−→mI ,m
∗
I}I∈[M(n)],Oext

(1n). −→mI and m∗I are the messages and forgery generated

for instance I by each oracle OI given the (deterministic) prefix; Oext is a random

variable representing the random coins used by R and C, containing a number of

bits equal to the maximum number of coins needed (which must be polynomially

many since R and C are polynomial-time). When all −→mI and m∗I are fixed, and

Oext is fixed, note that the execution of Ideal is deterministic for each instance.

� Let Real(1n) denote [B ↔ C](1n)—that is, the “real” experiment where B(1n) commu-

nicates directly with C(1n) by attempting to simulate the interaction between A(1n)

and R(1n) while forwarding any external communications.

– When we refer to probabilities in the context of this experiment, they are taken

over uniformly distributed messages −→mI and m∗I for each simulated instance I of

A started by R in the context of B.

– When we wish to fix the randomness of a particular execution of Real, we will

again denote this with the notation Real{−→mI ,m
∗
I}I∈[M(n)],Oext

(1n), where −→mI and m∗I

are the messages and forgery for each simulated instance I of A and Oext is again

a random variable representing the random coins used by R and C. When all −→mI

and m∗I are fixed, and Oext is fixed, note that the execution of Real is deterministic

for each instance, just as with Ideal.

– Furthermore, we may opt to isolate a particular simulated instance k by fixing

all randomness except for that instance’s; we denote this by Real∗{−→mI ,m
∗
I}−k,Oext

(1n)

and note that the probability space in this altered experiment is over uniformly

distributed −→mk and m∗k. Further note that in experiment Real∗ the execution up

to the start of the isolated instance k is deterministic, as is the execution for any

choice of −→mk and m∗k.
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� In all experiments, we will denote the view, or execution, as the transcript of all mes-

sages sent between, and all randomness consumed by, real or simulated machines (i.e.,

between R, A or B’s simulation of A, and C). We will notate this using just the

notation for the experiment, e.g., Real(1n).

� In all experiments, we will denote the result, or output, as either the final output of C

(either Accept or Reject) if C finishes, or as Fail if C does not finish (i.e., when B aborts

returning Fail). This will be notated by Output, e.g., Output[Real(1n)] = Accept.

2.3.4 Analyzing the Meta-Reduction

Using this terminology, we wish to show that Real(1n) is identically distributed to Ideal(1n)

with high probability. To that end, we make the following claim:

Claim 3. For all n ∈ N:

|Pr[Output[Real(1n)] = Accept]− Pr[Output[Ideal(1n)] = Accept]|

≤ Pr[Output[Real(1n)] = Fail]

Proof. The probability of each possible assignment of the random variables {−→mI ,m
∗
I}I∈[M(n)]

and Oext occurring is clearly identical between the Real and Ideal experiments due to the

choice of uniformly random oracles O for the Ideal experiment. Thus, it suffices to show the

following lemma:

Lemma 2. For all n ∈ N and for any assignment of {−→mI ,m
∗
I}I∈[M(n)] and Oext such that

Output[Real{−→mI ,m
∗
I}I∈[M(n)],Oext

(1n)] ̸= Fail
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it holds that:

Ideal{−→mI ,m
∗
I}I∈[M(n)],Oext

(1n) = Real{−→mI ,m
∗
I}I∈[M(n)],Oext

(1n)

and thus

Output[Ideal{−→mI ,m
∗
I}I∈[M(n)],Oext

(1n)] = Output[Real{−→mI ,m
∗
I}I∈[M(n)],Oext

(1n)]

Proof. Intuitively, the lemma follows from the uniqueness property of Π; for any message

m∗, there is only a single possible signature σ∗. Thus, unless the extraction fails for some

m∗, the simulation in B will output the same forgery as in the actual execution of A.

Formally, denote experiments Real{−→mI ,m
∗
I}I∈[M(n)],Oext

(1n) and Ideal{−→mI ,m
∗
I}I∈[M(n)],Oext

(1n) by

Real and Ideal respectively. Because A’s, C’s, and R’s randomness are fixed by assumption, it

must be the case that the views of Ideal and Real are identical up to the first forgery request.

At this point, if B in Real does not return Fail (indicating that B either found a valid forgery

or will return ⊥ due to R returning an incorrect signature), the forgeries (m∗I , σ
∗
I ) returned

by A in Ideal and by B in Real must also be identical. This holds because (1) the situations

in which A or B return ⊥ are the same, and (2) if, given certain randomness, A does not

return ⊥ and B does not return Fail, both A and B must return a correct signature of an

identical message m∗I , which by uniqueness must also be identical.

From here, we can inductively apply the same logic; if we assume that the first k forgery

requests’ responses are identical (i.e. that B has not yet failed), then, for each possible

assignment of these responses (which must by assumption be equally likely between A and

B), the execution with fixed randomness proceeds identically up to the (k + 1)st forgery

request; hence, if B does not return Fail for that request as well, its responses are once again

distributed identically in Real to A’s in Ideal, meaning that the executions up to the (k+1)st

forgery requests’ responses must likewise be identical.
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So, if we fix {−→mI ,m
∗
I}I∈[M(n)] and Oext for both experiments, and if B does not return Fail,

then all messages sent by A to R in Ideal must be identical to the simulated (non-rewound)

messages from B to R in Ideal, ensuring that (since R and C are executed identically and

with the same randomness in both experiments) the executions will likewise be identical.

Thus, by this lemma, the probability that the outputs of the two experiments differ

must be at most the probability that some assignment of the random variables occurs which

causes Real(1n) to return Fail (as in all other cases the views and outputs are identical), as

desired.

Next, we use this to bound RA’s success probability by bounding the probability that

B will return Fail for some simulated instance I of A. Let M(n) be the maximum, over all

randomness of A, C, and R, of the number of instances of A that R runs to completion (i.e.,

for which it responds to all ℓ(n) queries) during the experiment Real(1n). Then we show the

following:

Proposition 1. There exists a negligible function ϵ(·) such that, for all n ∈ N:

Pr[Output[Real(1n)] = Fail] ≤M(n)

(
M(n) + r(n) + 1

ℓ(n) + 1

)
+ ϵ(n)

Proof. We first prove the following claim for any execution Real∗{−→mI ,m
∗
I}−k,Oext

(1n) (i.e., for

any fixed setting of all randomness aside from −→mk and m∗k), and notice that, since it applies

to arbitrarily fixed randomness, it must thus apply over all possible randomness of the

experiment Real(1n):

Claim 4. There exists negligible ν(·) such that, given any experiment Real∗{−→mI ,m
∗
I}−k,Oext

(1n),

the probability, over the uniformly chosen messages mk,1, . . . ,mk,ℓ(n),m
∗
k, that the simulated

67



instance k will return Fail is, for all n ∈ N, at most

M(n) + r(n) + 1

ℓ(n) + 1
+ ν(n)

Proof. Let us begin by assuming that other simulated instances (besides k) of A in the ex-

periment Real∗{−→mI ,m
∗
I}−k,Oext

(1n) will never return Fail (i.e., that they will “magically” produce

a correct forgery in the case where they otherwise would return Fail). Clearly, this can only

increase the probability that instance k will return Fail by ensuring that the experiment

never aborts early.

Now let us consider the messages
−→
m∗k ≜ (mk,1, . . . ,mk,ℓ(n),m

∗
k) in instance k; note that

by the definition of Real∗{−→mI ,m
∗
I}−k,Oext

(1n) the execution is fully determined by
−→
m∗k. Let us

also define for i ∈ [ℓ(n)− 1] the “rewound” sequence

ρ(
−→
m∗k, i) ≜ (mk,1, . . . ,mk,i−1,m

∗
k)

that is, the rewinding of −→mk where the message in slot i is replaced by m∗k to attempt to

extract a forgery.

In order for B to return Fail, one of the following “bad events” must occur for each

i ∈ [ℓ(n)]:

� E1(ρ(
−→
m∗k, i)): R fails to return a valid signature of m∗I in the rewinding of the last slot

in the sequence (slot i).

� E2(ρ(
−→
m∗k, i)): During the rewinding of the last slot in the sequence (slot i), R asks

for a forgery for another instance k′ ̸= k before returning a signature for m∗I , or R

requires external communication with C (which cannot be rewound) before returning

a signature for m∗I .
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In addition, for k to fail, the non-rewound execution of the instance must succeed, in

that the event E1(
−→mk,≤i) (where R fails to return a valid signature) cannot occur for any

prefix −→mk,≤i = (mk,1, . . . ,mk,i), where i ∈ [ℓ(n)].

Since, as we have noted, the behavior of k in the execution of Real∗{−→mI ,m
∗
I}−k,Oext

(1n) is

fully determined by
−→
m∗k, every sequence

−→
m∗k will deterministically either result in instance

k returning something (either a forgery or ⊥) or aborting and returning Fail; we shall refer to

the former type of sequence (where k succeeds) as a “good” sequence, and the latter type as

a “bad” sequence. To describe the relationship between these “good” and “bad” sequences,

we first introduce the following terminology:

For any k > 0 and any arbitrary set −→m of k distinct messages in [2n], let Πk(
−→m)

denote the set of ordered permutations of the elements of −→m. Given a sequence π =

(m1, . . . ,mk−1,m
∗) ∈ Πk(

−→m), we let the “rewinding” operator ρ for i ∈ [k− 1] be defined as

before—that is:

ρ(π, i) ≜ (m1, . . . ,mi−1,m
∗)

(Note that this is a sequence of length i.) We shall say that a sequence a = (a1, . . . , ak−1, a
∗) ∈

Πk(
−→m) blocks a sequence b = (b1, . . . , bk−1, b

∗) ∈ Πk(
−→m) with respect to some i ∈ [k − 1] if

ρ(a, i) = (b1, . . . , bi)

that is, if a has a rewinding equivalent to a prefix of b. If we wish to denote that a blocks

b with respect to a particular i, we shall say that a blocks b in slot i. Furthermore, we will

say that sequences a1, a2, . . . ac ∈ Πk(
−→m) c-block a sequence b ∈ Πk(

−→m) if there exist distinct

i1, . . . , ic ∈ [k − 1] such that, for any j ∈ [c], aj blocks b in slot ij.

We next formalize the relationship between the “blocking” property and good/bad se-

quences that will allow us to use this property to bound the number of bad sequences that

may occur. Specifically, we prove the following lemma:
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Lemma 3. Any sequence that is (M(n) + r(n) + 1)-blocked by bad sequences must be a

good sequence.

Proof. Consider a sequence
−→
m′k which is (M(n) + r(n) + 1)-blocked by bad sequences. This

means that
−→
m′k must have M(n) + r(n) + 1 distinct slots ij for which E1 or E2 occurs in its

(non-rewound) execution, as the execution is at each of those points identical to a rewinding

of one of the bad sequences by the fact that the sequence blocks
−→
m′k in slot ij. However,

because at most M(n) end messages (to completed instances of A, note that others are

answered with ⊥) and at most r(n) rounds of external communication can occur in any

given execution, we observe that E2 can happen for at most M(n) + r(n) of these slots, and

thus that E1 must happen for at least one slot. In this case, we can deduce that
−→
m′k must

be a good sequence, because it must contain some slot for which R fails to return a correct

response (meaning that B can successfully emulate A by returning ⊥)—that is, the event

E1(
−→mk,≤i) must occur for that slot, which we have previously stated cannot be the case for

bad
−→
m∗k.

Consider, then, a set S of “bad” sequences
−→
m∗k which are permutations of any set of

ℓ(n) + 1 distinct messages (i.e., an unordered set containing −→mk,i and m∗k). The following

lemma, combined with Lemma 3, allows us to bound the size of such a set S:

Lemma 4. Let −→m be an arbitrary set of ℓ+1 distinct messages in [2n], and let S ⊂ Πℓ+1(
−→m)

be a set of permutations of −→m. If it is the case that, for some B ∈ N, any member of Πℓ+1(
−→m)

which is (B + 1)-blocked by a subset of S cannot itself lie in S, then |S| ≤ (B + 1)ℓ!

Proof. We begin with the following crucial claim:

Subclaim 1. No member of Πℓ+1(
−→m) is (B + 2)-blocked by a subset of S.
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Proof. Assume for the sake of contradiction that there exists some π ∈ Πℓ+1(
−→m), B + 2

sequences π1, . . . , πB+2 ∈ S, and B + 2 distinct integers i1, . . . , iB+2 ∈ [ℓ] such that each

partial sequence ρ(πj, ij) is equivalent to the first ij elements of π.

Assume without loss of generality that the integers ij are in strictly ascending order.

Consider the last sequence πB+2 = (πB+2
1 , . . . , πB+2

∗ ); we shall show that πB+2 is (M + 1)-

blocked by sequences in S, leading to a contradiction because by definition no element of S

can be (M + 1)-blocked by other members of S.

We know that, since by assumption the first iB+2 elements of π are equivalent to

ρ(πB+2, iB+2) = (πB+2
1 , . . . , πB+2

iB+2−1, π
B+2
∗ )

then the first iB+2 − 1 elements of πB+2 and π must be identical. However, notice that, for

any j < B + 2, we have that ρ(πj, ij) is identical to π in the first ij elements, which, since

by assumption ij ≤ iB+2 − 1, also indicates that ρ(πj, ij) is identical to πB+2 in the first ij

elements.

This in turn implies that πB+2 is (B + 1)-blocked by the sequences π1, . . . , πB+1 ∈ S,

contradicting that πB+2 ∈ S by the requisite property of S.

So, we know that any member of S can be at most B-blocked by a subset of S, while

any non-member can be at most (B+1)-blocked by a subset of S. We will combine this fact

(an effective upper bound on the number of blocked sequences) with the subsequent claim

(a respective lower bound) to derive our final bound on |S|.

Subclaim 2. For each i ∈ [ℓ], there exist |S| distinct sequences blocked in slot i by sequences

in S.

Proof. Beginning with i = 1, we observe that sequences with at least |S|/ℓ! different last
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elements m∗ must occur in S (as there are only ℓ! sequences with any given last element).

Furthermore, any sequence in S with a certain last element m∗ must block in slot 1 a total

of ℓ! different sequences (i.e., anything beginning with m∗), and different m∗ will produce

disjoint sets of sequences blocked. Thus, we conclude that the sequences in S will block in

slot 1 at least (|S|/ℓ!)ℓ! = |S| distinct sequences.

For the remaining slots i > 1, we can apply the same logic to the distinct arrangements of

the elements (m1, ...,mi−1) and m∗ . Among the sequences in S there must be a minimum of

|S|/(ℓ+1− i)! such arrangements (since, given a fixed (m1, ...,mi−1,m
∗), there are (ℓ+1− i)!

sequences possible), and sequences with each arrangement will block in slot i a total of

(ℓ+ 1− i)! distinct sequences (i.e., any sequence beginning with (m1, ...,mi−1,m
∗)). Hence,

the sequences in S will block in slot i at least (|S|/(ℓ + 1 − i)!)(ℓ + 1 − i)! = |S| distinct

sequences.

In total, we notice that at least |S| distinct sequences are blocked in slot i for any i ∈ [ℓ],

and so there are at least |S|ℓ distinct pairs (π, i) such that the sequence π is blocked in slot

i by sequences in S. Furthermore, we recall that the sequences in S are each blocked in slot

i by sequences in S for at most B different i, while the remaining (ℓ + 1)! − |S| elements

are each blocked in slot i by sequences in S for at most B + 1 different i. This provides an

upper bound of B|S|+ ((ℓ+ 1)!− |S|)(B + 1) on the number of “blocking” pairs (π, i). We

lastly combine these lower and upper bounds (noting that, if the lower bound exceeded the

upper bound, there would be a contradiction) to bound |S|:

|S|ℓ ≤ B|S|+ ((ℓ+ 1)!− |S|)(B + 1) = B(ℓ+ 1)! + (ℓ+ 1)!− |S|

|S|(ℓ+ 1) ≤ (B + 1)(ℓ+ 1)!

|S| ≤ (B + 1)ℓ!
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Recall that, if S is the set of all bad sequences which are permutations of some set
−→
m∗ of

ℓ(n)+1 distinct messages, we have by Lemma 3 that any sequence which is (M(n)+r(n)+1)-

blocked by bad sequences in S must be good and thus lie outside of S. Hence, by Lemma 4,

S has size at most

(M(n) + r(n) + 1) (ℓ(n))!

Given any set of ℓ(n)+ 1 distinct messages, then, the above applies to show that at most an

(M(n) + r(n) + 1) (ℓ(n))!

(ℓ(n) + 1)!
=

M(n) + r(n) + 1

ℓ(n) + 1

fraction of the sequences defined by the permutations of this set can be bad, and the remain-

der must be good. Applying this to every possible set of ℓ(n) + 1 distinct messages, we get

that at most the same fraction of all sequences of distinct messages can be bad. While the

property that messages are distinct is not necessarily guaranteed, we note that the proba-

bility that they are not over uniformly randomly chosen messages is negligible—specifically,

we notice that the probability of any pair of elements colliding is 2−n, and so, by the union

bound, the probability that any of the ℓ(n)(ℓ(n)+1)
2

pairs of elements can collide is smaller than

ν(n) ≜ ℓ(n)22−n (which is negligible in n because ℓ(·) is polynomial).

Hence, the chance that a sequence chosen at random is bad, which by definition is equal to

the probability that a randomly chosen sequence of messages
−→
m∗k = (mk,1, . . . ,mk,ℓ(n),m

∗
k)

will result in instance k returning Fail, can be at most the fraction of sequences without

repeated elements which are bad plus the fraction of sequences with repeated elements, or:

M(n) + r(n) + 1

ℓ(n) + 1
+ ν(n)

as desired.
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Recall that, because this result holds for any execution of Real∗{−→mI ,m
∗
I}−k,Oext

(1n), it must

also hold over a random such execution—i.e., the actual execution Real(1n) of B, where the

messages for all instances are chosen uniformly at random. Furthermore, it holds for any

instance k of A.

To conclude the proof of the proposition, by Claim 1 we know that R must send a total

of at least ℓ(n) messages to each instance of A in order for the failure probability of B to

emulate that instance to be more than negligible; if not, then B will always respond with

⊥ (having not received ℓ(n) signature query responses), while the claim shows that A will

return ⊥ with all but negligible probability. Recall that M(n) is an upper bound to the

number of instances of A to which R sends ℓ(n) messages. By Claim 4 and the union bound

over all M(n) completed instances of A, the failure probability of B for those instances is at

most

M(n)

(
M(n) + r(n) + 1

ℓ(n) + 1
+ ν(n)

)
for negligible ν(·), and the failure probability for all other instances (of which there can

only be a polynomial number by the time constraint on R) is negligible by the union bound

applied to Claim 1. Hence the overall failure probability of Real (i.e., the execution of B)

must be bounded above by

Pr[Output[Real(1n)] = Fail] ≤M(n)

(
M(n) + r(n) + 1

ℓ(n) + 1
+ ν(n)

)
+ ν ′(n)

< M(n)

(
M(n) + r(n) + 1

ℓ(n) + 1

)
+ ϵ(n)

for some negligible functions ν ′(·) and ϵ(·).

Completing the Proof of Lemma 1. Finally, in order to bound the security loss, we

note that, if the probability SuccessRA(n) (which specifically is by definition a lower bound

to the probability Pr[Output[Ideal(1n)] = Accept] − t(n); recall that t(·) is the threshold for
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the underlying assumption C) is non-negligibly greater than the failure probability of Real,

there exists a polynomial p(·) such that:

Pr[Output[Ideal(1n)] = Accept]− t(n) ≥ Pr[Output[Real(1n)] = Fail] +
1

p(n)

But, by Claim 3, this would imply that

Pr[Output[Real(1n)] = Accept]− t(n) ≥ 1

p(n)

that is, that B breaks the security of (C, t(·)). So, by Proposition 1, unless B breaks the

security of (C, t(·)), the above cannot be the case—that is, there must exist negligible ϵ(·), ϵ′(·)

such that, for sufficiently large n:

SuccessRA(n) ≤ Pr[Output[Real(1n)] = Fail] + ϵ′(n)

< M(n)

(
M(n) + r(n) + 1

ℓ(n) + 1

)
+ (ϵ(n) + ϵ′(n)) < M(n)

(
M(n) + r(n) + 1

ℓ(n)

)

Of course, SuccessRA(n), being a probability, is also trivially bounded above by 1. Fur-

thermore, by the definition of M(n), we know that QueryRA(n) ≥ M(n)ℓ(n). Lastly, we

consider two cases to derive our bound on the security loss.

Case 1. If M(n) ≥
√
ℓ(n)− (r(n) + 1), then:

λR(n) ≥
SuccessA(n)

SuccessRA(n)

QueryRA(n)

QueryA(n)
≥ 1

1

M(n)ℓ(n)

ℓ(n)

= M(n) ≥
√

ℓ(n)− (r(n) + 1)

Case 2. Otherwise, if M(n) <
√

ℓ(n)− (r(n) + 1) we have M(n) + r(n) + 1 <
√
ℓ(n), and

so:

λR(n) ≥
SuccessA(n)

SuccessRA(n)

QueryRA(n)

QueryA(n)
≥ 1

M(n)
(

M(n)+r(n)+1
ℓ(n)

)M(n)ℓ(n)

ℓ(n)
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=
ℓ(n)

M(n) + r(n) + 1
>

ℓ(n)√
ℓ(n)

=
√

ℓ(n)

Either way, we observe that λR(n) ≥
√

ℓ(n)− (r(n) + 1), thus completing the proof of both

Lemma 1 and Theorem 1.

2.4 Impossibility of Linear-Preserving Reductions from Adap-

tively Secure MACs and PRFs

The second and final major impossibility result we present here rules out the possibility of a

linear-preserving reduction from the security of any deterministic MAC to a bounded-round

assumption. Formally:

Theorem 2. Let Π be a deterministic MAC. If there exists a fixed-parameter black-box re-

ductionR for basing adaptive multi-key unforgeability of Π on some r(·)-round intractability

assumption (C, t(·)) (for polynomial r(·)), then either:

(1) R is not a linear-preserving reduction, or

(2) there exists a polynomial-time adversary B breaking the assumption (C, t(·)).

Perhaps unsurprisingly given the similar structure, the crux of this theorem will be the

same as that of its predecessor—that is, the counting lemma for rewindings that can be

seen in Lemma 4. However, there are key differences and improvements to both the meta-

reduction and the analysis that make this result very distinct and worth presenting alongside

the previous one.

Theorem 2 can be generalized to apply as written to several other primitives besides

simply deterministic MACs. Specifically, we can also apply it to rule out linear-preserving
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reductions from either adaptive multi-key unforgeability of deterministic digital signature

schemes or adaptive multi-key pseudorandomness of a family of functions (i.e., adaptive

multi-key PRFs) to bounded-round assumptions. As these are fairly direct corollaries, we

again refer the interested reader to the full version of the work [101].

To prove Theorem 2, we first present the following crucial lemma:

Lemma 5. Let Π be a deterministic MAC, and let (C, t(·)) be some r(·)-round intractability

assumption for polynomial r(·). If for some polynomial ℓ(·) there exists a fixed-parameter

black-box reduction R for basing adaptive ℓ(n)-key unforgeability of Π on the hardness of

(C, t(·)), then either R’s security loss is at least

λR(n) ≥
(
1− 1

2ℓ(n)2

)
(
√
ℓ(n)− (r(n) + 2))

for all sufficiently large n ∈ N, or there exists a polynomial-time adversary B that breaks

the assumption (C, t(·)).

Because p(·) in the definition of a linear-preserving reduction is an a priori fixed polyno-

mial, and in particular cannot depend on ℓ(n), this lemma will prove Theorem 2, as follows:

Proof. Let R be a reduction from adaptive multi-key unforgeability of Π to the hardness

of (C, t(·)). Assume for the sake of contradiction that Lemma 5 is true, yet R is linear-

preserving and (C, t(·)) is secure. Because R is linear-preserving, there is some polynomial

p(·) such that λR(n) ≤ p(n) for sufficiently large n. Furthermore, R is by definition a

reduction from adaptive ℓ(n)-key unforgeability for every polynomial ℓ(n), including, say,

ℓ(n) = (2p(n) + r(n) + 3)2, so by Lemma 5 we have:

λR(n) ≥
(
1− 1

2ℓ(n)2

)
(
√

ℓ(n)− (r(n) + 2)) ≥ 1

2
(2p(n) + 1) > p(n)

which is a clear contradiction.
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2.4.1 Technical Overview

Next, we shall explain the methodology for the proof of Lemma 5 at a high level.

The ideal adversary. We begin by constructing and investigating an “ideal” adversary

A. To summarize, A will first make q(n) random tag queries (where q(n) is a polynomial to

be determined later) to each of the ℓ(n) instances of the MAC Π, continue by opening all but

one of the keys in a random order (while also verifying that the challenger or R answered its

queries consistently with the opened keys), and lastly, if it received correct responses for the

opened instances, use the information gained from the queries for the remaining instance to

attempt to brute-force a forgery for that instance. (On the other hand, if verification fails,

A will “reject”, returning ⊥ instead of a forgery.)

In virtually all meta-reductions to date, the ideal adversary is able to perfectly brute-

force the challenger’s secret information and break the primitive with probability 1. Here,

however, that is not the case; A is limited to a polynomial number of tag queries (which

is necessary for simulatability) and furthermore has no way to publicly verify whether a

certain key or forgery is correct. The most A can do, in fact, is brute-force the set of all keys

consistent with the tag queries it makes for the unopened instance, pick one of those keys,

and use it to generate a forgery in the hopes that it will match with the key the challenger

has selected.

This is where the “key uniqueness” property discussed in the introduction will first factor

in. We show that, since the key picked by the adversary agrees with the key picked by the
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challenger on all q(n) tag queries, then it must with overwhelming probability also agree

on a large fraction (1 − 2n/q(n)) of possible messages. Hence, A will have a 1 − 2n/q(n)

chance of producing a correct forgery when it evaluates the Tag function using the key it

extracts on a random message m∗ (i.e., the message it eventually will randomly select for its

forgery)—that is, SuccessA(n) ≥ 1− 2n/q(n).

Before proceeding to discuss the meta-reduction, we need to address one final technical

issue with the ideal adversary. Namely, since A works by returning the “next-message”

function given a transcript of the interaction thus far, we need to ensure that R must

actually complete the full interaction with A in order to cause A to accept and return a

forgery, rather than potentially guessing a “fake” accepting transcript for a later point in

the interaction to “skip” or avoid responding to certain queries from A. In particular, a

reduction R that skips key-opening queries would be extremely problematic in our analysis

of the meta-reduction later on, since the meta-reduction will rely on R’s responses to these

queries to properly emulate the ideal adversary A.

Unfortunately, it turns out thatA’s key-opening queries, since they convey no information

besides the instance to open, have low entropy and thus are easy to predict (and skip) by R.

To fix this, we introduce additional “dummy” queries—specifically, random tag queries to

instances whose keys have not yet been opened—made after each of the key-opening queries.

These serve the purpose of increasing the entropy present in the key-opening phase of the

transcript—which guarantees that R must answer all ℓ(n)− 1 of A’s key-opening queries to

successfully complete the interaction (unless it can correctly guess the random input for the

dummy query)—but are otherwise ignored.
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The meta-reduction. In our discussion of A, we were able to bound SuccessA(n); thus,

we turn next to investigating SuccessRA(n). To do this, we construct a meta-reduction B

which runs R while attempting to efficiently emulate the interaction between R and A. B

will simulate instances of A by, exactly as before, making q(n) random tag queries to each

instance, opening the key for all but one instance (in a random order and with the interleaved

tag queries as above), and checking R’s responses for consistency.

The key difference, of course, is that B cannot brute-force a forgery; instead, for the un-

opened instance, B will attempt to extract a correct key from R by rewinding the interaction

to the key-opening queries and substituting the unopened instance for each other instance in

turn. If R responds to any of the valid queries with a key that matches with the tag queries

for that instance, then B will apply that key to a random message m∗ to generate a forgery.

If B does not receive a valid key in this fashion, then it will abort, returning Fail.

Notably, B will also have to ignore rewindings where, before returning its response to

the key-opening query, either R attempts to communicate externally with C (which could

change the state of the challenger if forwarded), R requests a forgery from another instance

of A (as this would require additional “nested” rewinding which could grow exponentially),

or R would rewind A (which precludes R returning a key); this will factor into the analysis

of the failure probability later.

The main task in proving our lemma, then, reduces to that of bounding Pr[⟨RA, C⟩ →

Accept] − Pr[⟨B, C⟩ → Accept]. Intuitively, if we come up with such a bound (call it p(n)),

then, if SuccessRA is non-negligibly higher than p(n)—that is, ⟨RA, C⟩ accepts with such

a probability—then ⟨B, C⟩ will accept with non-negligible probability, hence breaking C.

Bounding this probability p(n) is in fact quite non-trivial, as one cannot, say, näıvely apply

earlier techniques for meta-reduction analysis to the meta-reduction B. Intuitively, this is
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because we no longer have a strong “uniqueness” property characteristic of meta-reductions

to date—that is, there is no longer a unique possible valid forgery B can extract from its

rewinding. Not only does this make it difficult to guarantee that A and B produce close

distributions of forgeries, but, in conjunction with B’s rewinding strategy, this makes ana-

lyzing the failure probability problematic for more complex reasons. For example, consider

a reduction R which might try to rewind A and change its responses to queries in order to

attempt to change the forgery generated; it is straightforward to see that proof techniques

such as that of the prequel [98] immediately fail (due to a potentially unbounded number of

nested forgery requests) if R can theoretically expect to receive many different forgeries by

repeatedly rewinding the same instance.

A “hybrid” meta-reduction. We present a way to effectively separate dealing with the

issues of uniqueness and rewinding, namely by defining a “hybrid” meta-reduction B′ which,

while inefficient, is easy to compare to either A or B.

At a high level, we construct B′ so that it behaves identically to B as long as there is

only a single possible forgery to return, and so that it behaves identically to A whenever

rewinding succeeds. More specifically, it acts identically to B until after rewinding finishes,

then, if it obtains a forgery, brute-forces one in the same manner as A.

Clearly, B′ can only diverge from B if the forgery B extracts is different from the one

B′ brute-forces. A straightforward application of our earlier “key uniqueness” lemma shows

that this happens with at most 2n/q(n) probability per forgery returned by B′.

On the other hand, B′ will always return the same forgery as A if it returns a forgery,

but we still need to determine the probability with which B′ fails to return a forgery due

to unsuccessful rewinding. Luckily, since B′ now does have the uniqueness property, we
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can proceed along the same lines as in [98] and bound the rewinding failure probability

by effectively bounding the probability that a randomly chosen ordering of key-opening

queries can result in rewinding failure (while assuming that the rest of the randomness in

the interaction is fixed arbitrarily, as, if the bound applies to arbitrarily fixed randomness,

it must likewise apply when taken over all possible assignments of the same randomness).

The intuition behind the argument is that, if we assume a bound of W (n) on the number

of times R will rewind past when B′ generates the ordering π of the key-opening queries

(and note that, due to uniqueness and careful construction, W (n) will also be a bound on

the number of distinct forgery requests R can make, as we show that any others will be

internally simulatable and thus “pointless”), every sequence π that causes B′ to fail must

do so because all of its rewindings fail, and the rewindings specifically correspond to other

sequences π that can occur. Furthermore, if a rewinding fails due to R responding to a query

incorrectly (as opposed to, e.g., external communication or a nested forgery request), then

this rewinding corresponds to a “good” sequence where A and B′ return ⊥ (and emulation

is successful). So, if some sequence π contains more than W (n) + r(n) + 1 queries at which

rewindings of other sequences fail, then, since we can have at most W (n) (unique) forgery

requests and r(n) rounds of external communication, at least one query must fail due to an

incorrect response, which shows that π is a “good” sequence. A counting argument then

allows us to achieve a bound of (W (n) + r(n) + 1)/ℓ(n) on the failure probability of B′ each

time it performs rewinding, or W (n)(W (n) + r(n) + 1)/ℓ(n) overall failure probability.

Bounding security loss. Combining all of the facts so far, we know that the above

quantity is equivalent to the probability with which A and B′ diverge, while the probability

with which B′ and B diverge is 2nW (n)/q(n) (i.e., the probability that uniqueness fails for at

least one of theW (n) forgeries). Thus, SuccessRA(n), as we have argued, is bounded above by
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the sum of these, which (taking q(n) sufficiently large) is at mostW (n)(W (n)+r(n)+2)/ℓ(n).

Furthermore, TimeRA(n)/TimeA(n) ≥ W (n) by our assumption that in the worst caseR runs

W (n) instances of A. Lastly, SuccessA(n) ≥ 1− 2n/q(n) as we noted earlier.

Hence, either (C, t(·)) is insecure (and our bound for SuccessRA(n) does not apply), or, by

the above facts and case analysis (to deal with the possibility that W (n) might be arbitrarily

large), we obtain the result:

λR(n) ≥
(
1− 1

2ℓ(n)2

)
(
√
ℓ(n)− (r(n) + 2))

2.4.2 Proof

We continue by formally proving Lemma 5. Assume a deterministic MAC Π, a reduction R,

and an assumption (C, t(·)) as defined in the statement of Lemma 5. Consider an ideal but

inefficient adversary A, which technically is given by a random selection from a family of

inefficient adversaries A ← {AO} (where O is a uniformly chosen random function) defined

as in Figures 2.3 and 2.4; also consider an efficient meta-reduction B defined as in Figures

2.5 and 2.6.

Before analyzing the properties of A and B, we verify that B runs efficiently through the

following claim:

Claim 5. B(1n) runs in time polynomial in n.

Proof. First consider the execution of B without rewinding. Because R is an efficient reduc-

tion by definition, R can begin at most a polynomial number of instances of the adversary A,

which means at most some polynomial number (henceforth we shall call this bound M(n))

of simulated instances of A are invoked during the execution of B.
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Now, for each instance of A, B sends a total of q(n)(ℓ(n) + 1) tag queries, ℓ(n) − 1 key

opening queries, and a forgery, for a total of (q(n) + 2)ℓ(n) total messages. It is clear that

each message prior to the forgery takes at most a polynomial amount of time to compute

(since no rewinding is involved until the forgery and all other computations, including the

Valid predicate, are efficient). Furthermore, there are at most r(n) rounds of communication

between B and C that must be forwarded, but each of these is guaranteed to be efficiently

computable as well because of R’s efficiency.

To factor in rewinding, consider thatR can rewindA, but only up to a polynomial number

of times; B also rewinds simulated instances of A while attempting to extract a valid forgery

key from R, but once again also only up to a polynomial number (ℓ(n)) of times. Hence,

rewinding will at most multiply the running time of B by a polynomial factor, which results

in a polynomial total running time since B without rewinding is polynomial-time.

2.4.3 Analyzing the Ideal Adversary

In order to establish a bound to the security loss λR(n), we shall determine bounds for

SuccessA(n) and SuccessRA(n); time analysis will follow naturally.

We begin by analyzing the probability SuccessA(n). This is fairly straightforward, fol-

lowing from the critical “key uniqueness” lemma which states that two keys agreeing on all

of the q(n) tag queries made by A are overwhelmingly likely to agree on “most” messages

m. Hence, the key chosen by A, even if not the same as that chosen by the challenger, is

by definition consistent with it on all of the tag queries and thus should agree on a large

fraction of the possible forgery inputs m∗. Formally:
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� On receiving an initialization message (Init, s), let m1,1 denote a uniformly random message in
Mn generated by random coins resulting from applying the oracle O to the input (s, 1, 1, 1),
and send (Query, 1,m1,1).

� On receiving a transcript of the form

τ = (q1,1, q1,2, . . . , q1,ℓ(n), q2,1, . . . , qi,j)

where either i < q(n) or i = q(n) and j < ℓ(n), such that each qu,v is of the form
((Query, v,mu,v), σu,v), do the following:

– Let j′ = (j mod ℓ(n)) + 1.

– Let i′ = i+ 1 if j′ = 1 and i′ = i otherwise.

– Let mi′,j′ be a uniformly random message in Mn generated by random coins resulting
from applying the oracle O to the input (s, i′, j′, 1).

– Return (Query, j′,mi′,j′).

� On receiving a transcript of the form τ = τ1||τ2, where

τ1 = (q1,1, q1,2, . . . , q1,ℓ(n), q2,1, . . . , qq(n),ℓ(n))

and where each qu,v is of the form ((Query, v,mu,v), σu,v), do the following:

– Let c be the number of Open queries that have so far appeared in τ2.

– Let π = (π1, . . . , πℓ(n)) be a uniformly random permutation of [ℓ(n)], generated by random
coins resulting from applying O to the input τ1.

– If τ2 is empty or ends with messages of the form ((Open, j), kj), then:

* Generate ωc+1 as a uniformly random message in Mn generated by random coins
resulting from applying the oracle O to the input τ1||(s, q(n)+1, c+1,Valid(O, τ∗, s))
and return (Query, q, ωc+1), where q is the lexicographically first instance for which
τ2 does not contain an Open query.

– Otherwise, if c < ℓ(n) − 1 and the last part of τ2 contains messages of the form
((Query, q, ωc+1), ·), then return (Open, πc+1).

– Lastly, if τ2 ends with ((Query, q, ωℓ(n)), ·) and c = ℓ(n)− 1, return a forgery as follows:

* If Valid(O, τ, s) = 0, return ⊥.
* Otherwise, use exhaustive search to find the set K∗ of all keys k∗ such that, given

j∗ = πℓ(n) as determined above, and for each i ∈ [q(n)], Verk∗(mi,j∗ , σi,j∗) = Accept.
If K∗ is empty then return ⊥.

* Lastly, using random coins generated by applying O to a new input τ1||(s, q(n) +
2, 0, 1), generate a uniformly random message m∗ (which will be distinct from all
mi,j∗ with all-but-negligible probability) and take the lexicographically first element
k∗ of K∗. Return the forgery (m∗,Tagk∗(m∗), j∗).

Figure 2.3: Formal description of the “ideal” adversary AO (1).
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Let the predicate Valid(O, τ, s) be defined as follows:

� Parse τ as τ1||τ2, where

τ1 = (q1,1, q1,2, . . . , q1,ℓ(n), q2,1, . . . , qq(n),ℓ(n))

such that each qu,v is of the form ((Query, v,mu,v), σu,v). If τ cannot be parsed as such, return
0.

� Let π = (π1, . . . , πℓ(n)) be a permutation of [ℓ(n)] generated in the same manner as in A, using
random coins generated by applying O to the input τ1.

� Parse
τ2 = (q∗1 , q

∗
2 , . . . , q

∗
c [, q

∗
c+1])

such that each q∗i is of the form ((Query, qi, ωi), ·, (Open, πi), kπi) and q∗c+1, if present, is of the
form ((Query, qi, ωc+1), ·). If τ2 cannot be parsed as such, or if c > ℓ(n)− 1, return 0.

� Verify that each qi in τ2 is equal to the lexicographically first instance q ∈ [ℓ(n)] such that q
does not appear in an Open query earlier in τ2. If not true, return 0.

� Verify that, for all i ∈ [q(n)] and all j ∈ {π1, . . . , πc}, Verkj
(mi,j , σi,j) = Accept. (Do not verify

the responses to queries ωi in τ2.) If not true, return 0.

� Verify that every mi,j parsed from the transcript is correctly generated by random coins re-
sulting from applying O to the input (s, i, j, 1) (for i ∈ [q(n)]) and that each ωj is correctly
generated by random coins resulting from applying O to the input τ1||(s, q(n) + 1, j, 1). If not
true, return 0.

� Otherwise, return 1.

Figure 2.4: Formal description of the “ideal” adversary AO (2).

Claim 6. There exists a negligible function ν(·) such that:

SuccessA(n) ≥ 1− 2n

q(n)
− ν(n)

Proof. The claim follows readily from the following lemma (and the fact that there is only

a negligible chance that A generates an invalid m∗):

Lemma 6. There exists negligible ν(·) such that, for any family of functions U = {fk :

Xn → Yn}k∈{0,1}n,n∈N, except with probability ν(n) over q(n) uniformly random queries

(x1,j∗ , . . . , xq(n),j∗) ← (Xn)
q(n), for any k1, k2 ∈ ({0, 1}n)2 such that fk1(xi,j∗) = fk2(xi,j∗) for
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all i ∈ [q(n)], it is true that:

Pr [x∗ ← Xn : fk1(x
∗) = fk2(x

∗)] ≥ 1− 2n

q(n)
(2.1)

Proof. For any key pair (k1, k2), let

Sk1,k2 ≜ {x∗ ∈ Xn : fk1(x
∗) = fk2(x

∗)}

be the set of inputs where the two keys’ outputs are identical.

So, if (2.1) is false for some pair (k1, k2), i.e., |Sk1,k2 | ≤ |Xn|
(
1− 2n

q(n)

)
; then the proba-

bility over {xi,j∗} that both keys agree in all q(n) queries to f made by A, or equivalently

the probability that q(n) uniformly random queries {xi,j∗} lie in Sk1,k2 , is bounded above by:(
1− 2n

q(n)

)q(n)

=

((
1− 2n

q(n)

)q(n)/2n
)2n

<

(
1

e

)2n

= exp(−2n)

There exist no more than (2n)2 = 22n possible key pairs (k1, k2) ∈ ({0, 1}n)2, each of which

by the above must either have the property (2.1) or be such that

Pr
[
(x1,j∗ , . . . , xq(n),j∗)← (Xn)

q(n) : fk1(xi,j∗) = fk2(xi,j∗)∀i ∈ [q(n)]
]

= Pr
[
(x1,j∗ , . . . , xq(n),j∗)← (Xn)

q(n) : xi,j∗ ∈ Sk1,k2∀i ∈ [q(n)]
]

≤ exp(−2n)

Then the probability over {xi,j∗} that some key pair exists which does not have property

(2.1) yet does have fk1(xi,j∗) = fk2(xi,j∗) for all xi,j∗ is, by a union bound, at most:

Pr
[
(x1,j∗ , . . . , xq(n),j∗)← (Xn)

q(n) : ∃(k1, k2) ∈ ({0, 1}n)2 :

xi,j∗ ∈ Sk1,k2
∀i ∈ [q(n)] and |Sk1,k2

| ≤ |Xn|
(
1− 2n

q(n)

)]
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≤
∑

(k1,k2)∈({0,1}n)2

1|Sk1,k2
|≤|Xn|(1−2n/q(n))Pr

[
(x1,j∗ , . . . , xq(n),j∗)← (Xn)

q(n) :

xi,j∗ ∈ Sk1,k2
∀i ∈ [q(n)]]

< 22ne−2n = (2/e)2n

which is clearly negligible in n.

To prove the claim, we consider the above lemma, letting fk be the deterministic function

Tagk. When interacting with an honest challenger, the responses to tag queries for each

instance will always be consistent with the respective keys, and so A will never return ⊥

due to the Valid predicate failing or K∗ being empty. Furthermore, for the instance πℓ(n) for

which A outputs a forgery, it is overwhelmingly likely (with probability 1−ν(n)), by Lemma

6, that all keys in the set K∗ recovered by A will agree with the correct (challenger’s) key k′

for that instance on a large (1− 2n/q(n)) fraction of random messages m∗. Specifically, this

means that, given any choice of key k∗ from K∗, A will produce a correct forgery (m∗, σ∗)

(i.e., such that σ∗ = Tagk′(m
∗), or equivalently Verk′(m

∗, σ∗) = Accept) given random m∗

with probability at least 1− 2n/q(n).

Thus, A succeeds in the interaction in the event that Lemma 6 does not fail (i.e., property

(2.1) holds for every key pair) and that A chooses a “good” m∗ (i.e., one which does not

repeat a previous query and produces the same tag under k∗ as under the challenger’s key k′)

given its choice of k∗ ← K∗; the claim follows from the union bound over these events.

We require one additional claim concerning the adversary, which states that the reduction

R must have actually responded to all ℓ(n)− 1 key-opening queries to have a non-negligible

chance of receiving a forgery. This will be important later, to ensure that R cannot “cheat”

by sending a fake transcript while interacting with B.
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Claim 7. There exists a negligible function ν(·) such that, for all n ∈ N, the probability,

over all randomness in the experiment [RAO ↔ C](1n), that some instance of A returns a

forgery (i.e., something besides ⊥) to R without having received responses to all ℓ(n) − 1

(Open, i) (key-opening) queries from R, is less than ν(n).

Proof. We demonstrate that, if A returns a forgery (i.e., not ⊥) to R after R responds to

strictly fewer than ℓ(n) − 1 distinct key-opening queries from A, then this requires R to

guess a uniformly random message generated using the output of A’s random oracle O on a

new input, which can happen with at most probability p(n)/|Mn| for some polynomial p(·)

due to O being uniformly random.

Assume that R responds to fewer than ℓ(n) − 1 key-opening queries. Then there ex-

ists some i ∈ [ℓ(n) − 1] for which R does not send A a partial transcript ending with

((Open, πi), kπi
) (i.e., a response to A’s ith key-opening query). By the definition of the Valid

predicate, in order for R to receive a final message from A that contains a forgery (and not

⊥), R must send to A a complete transcript

τ = τ1||(. . . , (Open, πi), kπi
, (Query, q, ωi+1), . . .)

where ωi+1 is a uniformly random message generated by random coins resulting from applying

O to τ1||(s, q(n) + 1, i+ 1, 1).

By construction of A and the assumption that R does not send A a partial transcript

ending with ((Open, πi), kπi
), however, R can never have received either ωi+1 or any message

depending on the correct input τ1||(s, q(n) + 1, i+ 1, 1) to O. Hence, since ωi+1 is uniformly

distributed and independent of any other message, we can conclude that R will send the

correct ωi+1 in its final transcript with at most probability 1/|Mn| (i.e., by guessing a random

message correctly). While R can attempt to retrieve a forgery multiple times, it is restricted
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to polynomial time, so the probability with which it can guess ωi+1 (which is necessary to

receive a forgery from A) is bounded above by ν(n) = p(n)/|Mn| for polynomial p(·), which

is negligible because we assume the message space to be super-polynomial (asymptotically

greater than any polynomial) in n.

2.4.4 Analyzing the Meta-Reduction

The remaining part of the proof is devoted to analyzing the success probability SuccessRA(n).

This, as previously discussed, involves investigating the probability with which the meta-

reduction B and the ideal adversary RA diverge while interacting with C. We formalize this

with the following claim:

Claim 8. If (C, t(·)) is a secure assumption and we can bound

Pr[⟨RA, C⟩ → Accept]− Pr[⟨B, C⟩ → Accept] ≤ p(n)

then there is a negligible ϵ(·) such that SuccessRA(n) ≤ p(n) + ϵ(n).

Proof. Since B is efficient and (C, t(·)) is secure, there is a negligible ϵ(·) such that Pr[⟨B, C⟩ →

Accept] ≤ t(n) + ϵ(n).

So, given Pr[⟨RA, C⟩ → Accept] − Pr[⟨B, C⟩ → Accept] ≤ p(n), then we conclude that

Pr[⟨RA, C⟩ → Accept] ≤ t(n) + p(n) + ϵ(n), and thus:

SuccessRA(n) = Pr[⟨RA, C⟩ → Accept]− t(n) ≤ p(n) + ϵ(n)
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� Set initial view v ← ⊥ and set J ← 1. Execute R, updating the current view v according to
the following rules.

� When R begins a new instance of A with some message (Init, s), label this instance as instance
J . Generate and store ℓ(n)q(n) uniformly random queries −→m1

J = (m1
J,1,1, . . . ,m

1
J,q(n),ℓ(n)). Also

initialize a variable kJ ← {}. Lastly, respond with τ∗J = (Query, 1,m1
J,1,1) and increment J .

� When R attempts to communicate externally with C, forward the message, return C’s response
to R, and update v accordingly.

� For any i ∈ [q(n)], when R sends to some instance I of A a transcript of the form

τ = (q1,1, q1,2, . . . , q1,ℓ(n), q2,1, . . . , qi,j)

where either i < q(n) or i = q(n) and j < ℓ(n), such that each qu,v is of the form
((Query, v,mu,v), σu,v), do the following:

– Let j′ = (j mod ℓ(n)) + 1.

– Let i′ = i+ 1 if j′ = 1 and i′ = i otherwise.

– Return the response (Query, j′,m1
I,i′,j′).

� When R sends to some instance I of A a transcript of the form τ = τ1||τ2, where

τ1 = (q1,1, q1,2, . . . , q1,ℓ(n), q2,1, . . . , qq(n),ℓ(n))

and where each qu,v is of the form ((Query, v,mu,v), σu,v), do the following:

– Let c be the number of Open messages appearing in τ2 so far.

– If there is some tuple (τ1, I, π,
−→ω ,m∗) stored, let π, −→ω , and m∗ be as stored in the tuple.

Otherwise, let π = (π1, . . . , πℓ(n)) be a uniformly random permutation of [ℓ(n)], generate
2ℓ(n) additional messages −→ω = (ω0

1 , . . . , ω
0
ℓ(n), ω

1
1 , . . . , ω

1
ℓ(n)) and a target forgery m∗, and

store the tuple (τ1, I, π,
−→ω ,m∗).

– Consider the suffix transcript τ2. If τ2 is empty or ends with messages of the form

((Open, j), kj), then return (Query, q, ω
Valid(τ,I)
c+1 ), where q is the lexicographically first

instance for which τ2 does not contain an Open query.

– Otherwise, if c < ℓ(n) − 1 and τ2 ends with messages of the form ((Query, q, ωc+1), ·),
then return (Open, πc+1).

– Otherwise, if τ2 ends with ((Query, q, ωℓ(n)), ·) and c = ℓ(n) − 1, generate a forgery as
follows:

* If Valid(τ, I) = 0, then return ⊥.
* Otherwise, run the procedure Rewind detailed below for the instance I.

* If, after running Rewind, there is a stored key kI , then return the forgery
(m∗,TagkI

(m∗), πℓ(n)) and continue executing R as above. Otherwise, abort the
entire execution of B and return Fail.

Figure 2.5: Formal description of the meta-reduction B (1).
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Let the predicate Valid(τ, I) be defined as follows:

� Parse τ as τ1||τ2, where τ1 = (q1,0, q1,1, . . . , q1,ℓ(n)−1, q2,0, . . . , qq(n),ℓ(n)) such that each qu,v is
of the form ((Query, v,mu,v), σu,v). If τ cannot be parsed as such, return 0.

� If there is a stored tuple (τ1, I, π,
−→ω ,m∗) then set π = (π1, . . . , πℓ(n)) equal to the third element

of this tuple and set −→ω = (ω0
1 , . . . , ω

0
ℓ(n), ω

1
1 , . . . , ω

1
ℓ(n)) equal to the fourth element. If there is

no such tuple then return 0.

� Parse τ2 = (q∗1 , q
∗
2 , . . . , q

∗
c [, q

∗
c+1]) such that each q∗i is of the form

((Query, qi, ωi), ·, (Open, πi), kπi) and q∗c+1, if present, is of the form ((Query, qi, ωc+1), ·).
If τ2 cannot be parsed as such, or if c > ℓ(n)− 1, return 0.

� Verify that each qi in τ2 is equal to the lexicographically first instance q ∈ [ℓ(n)] such that q
does not appear in an Open query earlier in τ2. If not true, return 0.

� Verify that, for all i ∈ [q(n)] and all j ∈ {π1, . . . , πc}, Verkj (mi,j , σi,j) = Accept. (Do not verify
the responses to queries ωi in τ2.) If not true, return 0.

� Verify that every mi,j parsed from the transcript τ1 is equal to the stored m1
I,i,j , and that every

ωj parsed from τ2 is equal to the respective ω1
j . If not, then return 0. Otherwise, return 1.

Rewind procedure:

� Given instance I, for j ∈ [ℓ(n)] let V j denote the view immediately before the query
(ωπj , (Open, πj)) for instance I (i.e., the query corresponding to the opening of the jth in-
stance after the order of instances π to open is randomized).

� For j ∈ [ℓ(n)], “rewind” the view to V j as follows: Let J ′ ← J , let π′ be identical to π except
with πℓ(n) and πj swapped (i.e., π′

j = πℓ(n) and π′
ℓ(n) = πj), and begin executing R from the

view V ′ ← V j as in the main routine, with the following exceptions:

– Replace any instances of π with π′ (including in Valid).

– When R begins a new instance of A, label this instance as instance J ′ and increment J ′.

– When R attempts to communicate externally with C or “rewind” the current instance of
A by sending a message corresponding to a point in the interaction before V j , abort the
rewinding and continue to the next repetition.

– When R sends an end message for a valid instance I ′ ̸= I of A (i.e., a transcript τ such
that A’s next message would be a forgery (m∗, σ∗) for instance I ′), abort the rewinding
and continue to the next repetition. (If instead A’s next message would be ⊥ because
Valid(τ, I) = 0, return ⊥.)

– If v′ ever contains a message whose transcript contains a response kI to any query for
(Open, πℓ(n)) (i.e., (Open, π′

k)), then, if it is the case that VerkI
(mI,i,πℓ(n)

, σI,i,πℓ(n)
) =

Accept for every i ∈ [q(n)] (letting m and σ variables be defined as in the Valid predicate),
store kI and end the Rewind procedure (i.e., return to the outer execution); otherwise, if
kI is not a correct key, store nothing to kI and continue to the next repetition.

Figure 2.6: Formal description of the meta-reduction B (2).
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So it suffices to bound Pr[⟨RA, C⟩ → Accept] − Pr[⟨B, C⟩ → Accept]. In order to do so,

we begin by defining an inefficient “hybrid” meta-reduction B′ which acts identically to B,

with the sole exception that, during the Rewind procedure, if B′ encounters a response kI to

a query for (Open, πℓ(n)) (i.e., a key for the instance for which B′ must produce a forgery),

and if the recovered kI is valid (i.e., VerkI (mI,i,πℓ(n)
, σI,i,πℓ(n)

) = Accept for every i ∈ [q(n)]),

then B′ will first determine, using brute force, whether there are any other keys k′ such that

Verk′(mI,i,πℓ(n)
, σI,i,πℓ(n)

) = Accept for every i ∈ [q(n)] but Tagk′(m
∗
I) ̸= TagkI (m

∗
I). If not

(i.e., either kI is the only such key or there is a unique correct forgery (m∗I , σ
∗
I )), then B′

stores kI , identically to B; otherwise, B′ stores the lexicographically first such key k′ and uses

that key instead of kI to produce the forgery (identically to A).

For ease of notation, let us further define some experiments and variables:

� Let Real(1n) denote the experiment [B ↔ C](1n), and Output[Real(1n)] the output

distribution ⟨B, C⟩(1n). Let Hyb(1n) and Output[Hyb(1n)] be defined analogously for

the “hybrid” experiment [B′ ↔ C](1n), and lastly Ideal(1n) and Output[Ideal(1n)] for

the “ideal” experiment [RA ↔ C](1n).

� For any such experiment, let {−→mI , πI} define the randomness used to generate, respec-

tively, all query variables (m(·) or ω(·)) and the permutation π for an instance I (real or

simulated) of A (including the case where a query or permutation might be regenerated

after, e.g., rewinding). Let Oext denote all other randomness. Furthermore, let M(n)

be an upper bound to the number of instances of A started by R.

� For instance, an experiment Real{−→mI ,πI}I∈[M(n)]\J ,Oext
(1n) (which we henceforth abbrevi-

ate as Real{−→mI ,πI}−J ,Oext
(1n)) would indicate the interaction between B and C with all

randomness fixed except for the variables m and π for a particular instance J of A

(simulated by B).

93



� Naturally, an experiment denoted by, e.g., Real{−→mI ,πI}I∈[M(n)],Oext
(1n), has all random-

ness fixed and hence is deterministic.

Let Unique({−→mI , πI}I∈[M(n)],Oext) be the “key-uniqueness” predicate on the ran-

domness of Real (or Ideal) which is true if, during execution of the experiment

Real{−→mI ,πI}I∈[M(n)],Oext
(1n), whenever B returns a forgery (m∗, σ∗), it is the case that σ∗ =

Tagk∗(m
∗), where k∗ is the lexicographically first key k such that Verk(mI,i,πI,j

, σI,i,πI,j
) =

Accept for all i ∈ [q(n)]. That is, Unique is true whenever, given the randomness of an experi-

ment, B (if rewinding succeeds) returns the same forgery as A would in the Ideal experiment.

The occurrence of Unique is hence fully determined by the randomness ({−→mI , πI}I∈[M(n)] and

Oext) that fully determines the execution of Real or Ideal.

We must also deal with the fact that R may rewind A. Let W (n) be a polynomial upper

bound to the number of times that R causes A to generate a permutation π (including by

rewinding) in the experiment Ideal(1n), and note that, trivially, W (n) ≥M(n).

Now, with setup completed, we can proceed in two major steps. Our goal is to bound

|Pr[Output[Real(1n)] = Accept]− Pr[Output[Ideal(1n)] = Accept]|

which we can do by bounding

|Pr[Output[Real(1n)] = Accept]− Pr[Output[Hyb(1n)] = Accept]|

and

|Pr[Output[Hyb(1n)] = Accept]− Pr[Output[Ideal(1n)] = Accept]|
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2.4.5 Comparing the Real and Hybrid Experiments

We begin with the first of these quantities, which is relatively straightforward to bound.

Informally, whenever Unique holds (the probability of which is dictated by Lemma 6), B and

B′ behave identically by construction.

Claim 9. There exists negligible ν(·) such that, for all n ∈ N:

|Pr[Output[Real(1n)] = Accept]− Pr[Output[Hyb(1n)] = Accept]|

<
2nW (n)

q(n)
+ ν(n)

taken over the randomness of {−→mI , πI}I∈[M(n)] and Oext.

Proof. This follows fairly easily from the construction of B′ and definition of Unique. Recall

that Unique({−→mI , πI}I∈[M(n)],Oext) is true exactly when B would return the same forgery as

A given successful rewinding; since B′ by construction succeeds at rewinding whenever B

does yet always returns the same forgery as A, we can see that Real{−→mI ,πI}I∈[M(n)],Oext
(1n) is

identically distributed to Hyb{−→mI ,πI}I∈[M(n)],Oext
(1n) whenever Unique({−→mI , πI}I∈[M(n)],Oext)

is true.

By Lemma 6, we can see that, whenever B (or B′) generates a permutation π and forgery

input m∗, Unique({−→mI , πI}I∈[M(n)],Oext) has at most a 2n/q(n)+ν ′(n) chance (for negligible

ν ′(·)) to not hold for the respective forgery if it is eventually returned, since, by the lemma

and the fact that the key retrieved by B must agree with the lexicographically first key k∗

for every one of the q(n) tag queries, it must (with probability 1− ν ′(n)) agree with k∗ for

at least a 1− 2n/q(n) fraction of inputs m∗.

Since by assumption π (and m∗) are generated at most W (n) times during

the execution of Real or Hyb, the probability (over {−→mI , πI}I∈[M(n)] and Oext) that
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Unique({−→mI , πI}I∈[M(n)],Oext) fails, and hence the probability that Real and Hyb diverge,

is, by the union bound (and letting ν(n) = W (n)ν ′(n)), at most

2nW (n)

q(n)
+ ν(n)

as desired.

2.4.6 Comparing the Hybrid and Ideal Experiments

To relate the hybrid B′ to the “ideal” interaction with RA, we next present the following

claim, which informally holds because, by construction, B′ behaves identically to A as long

as rewinding does not fail (in which case it would return Fail).

Claim 10.

|Pr[Output[Hyb(1n)] = Accept]− Pr[Output[Ideal(1n)] = Accept]|

≤ Pr[Output[Hyb(1n)] = Fail]

taken over the randomness of {−→mI , πI}I∈[M(n)] and Oext.

Proof. This follows immediately from the lemma below:

Lemma 7. For any assignment of {−→mI , πI}I∈[M(n)] and Oext, either:

� Output[Hyb{−→mI ,πI}I∈[M(n)],Oext
(1n)] = Fail, or

� Ideal{−→mI ,πI}I∈[M(n)],Oext
(1n) = Hyb{−→mI ,πI}I∈[M(n)],Oext

(1n), and thus

Output[Ideal{−→mI ,πI}I∈[M(n)],Oext
(1n)] = Output[Hyb{−→mI ,πI}I∈[M(n)],Oext

(1n)]
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Proof. First, observe that, given the same (fixed) queries m(·) and ω(·) and permutation π

for each instance, and since C is the same in each case, the only points at which the views

of Real (and hence Hyb) and Ideal can possibly diverge is when B (or B′ or A) generates a

forgery. This is by construction; given a particular setting of {−→mI , πI}I∈[M(n)] and Oext, an

instance I of A and its simulation in B′ are guaranteed to behave identically up to the point

where a forgery is produced (assuming no other instance diverges before that point), as the

queries they make to C are identical by fixing {−→mI , πI} and C’s responses are identical by

fixing Oext.

So, consider any point at which B′ generates a forgery in Hyb, and assume that rewinding

was successful (i.e., B′ does not output Fail) and that Ideal and Hyb have not diverged yet.

If there is a unique correct forgery to return at this point, B′ will by construction return

it, as will A. Conversely, if there are multiple possible forgeries, then B′ will in fact also

behave identically to A by brute-forcing the lexicographically first key consistent with all

tag queries and using that to generate a forgery guess. Either way, if B′ does not return Fail

(i.e., Output[Hyb{−→mI ,πI}I∈[M(n)],Oext
(1n)] ̸= Fail), then Ideal and Hyb will continue to behave

identically, and thus, proceeding in this fashion over all forgeries produced, as long as B′

never returns Fail we can conclude that

Ideal{−→mI ,πI}I∈[M(n)],Oext
(1n) = Hyb{−→mI ,πI}I∈[M(n)],Oext

(1n)

as desired.
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2.4.7 Bounding the Hybrid’s Failure Probability

So all that remains is to investigate the probability of Hyb outputting Fail; to do this we can

make a critical observation about rewinding in the context of our construction. Formally,

we prove the following:

Proposition 2. There exists a negligible function ϵ(·) such that, for all n ∈ N, taken over

the randomness of {−→mI , πI}I∈[M(n)] and Oext:

Pr[Output[Hyb(1n)] = Fail] ≤ W (n)

(
W (n) + r(n) + 1

ℓ(n)

)
+ ϵ(n)

Proof. First, we show that without loss of generality R can never rewind except from a

point after π is generated to a point before π is generated; intuitively, this is because all of

A’s queries to R are dependent only on (1) the permutation π and (2) the validity of R’s

responses, and as such any rewinding that does not result in π being regenerated can in fact

be internally simulated by R. Formally, we state the following claim:

Claim 11. Given any R that rewinds any instance of A either (1) from a point before π

is generated or (2) to a point after π is generated, there exists an R′ with identical success

probability that does not perform such rewinding.

Proof. Given any rewinding of type (1), we notice that A’s or B’s tag queries are completely

determined on initialization; hence, we can simply let R′ completely skip the pre-rewinding

messages to effectively “collapse” this rewinding into a single execution thread, as rewinding

in this case will not change any of the queries made by A.

Similarly, given any rewinding of type (2), we can observe that the order π of key-opening
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queries made by A (as well as the order of the instances q to which the tag queries are made,

since this solely depends on π) is completely determined at the time that π is generated.

While the inputs ω to the tag queries and the final forgery output depend on the Valid

predicate as well, one can additionally observe that, as long as the Valid predicate holds,

these inputs and the forgery are also fully determined when π is generated, even if Unique

does not hold. Specifically, this is because A and B′ generate the forgery input m∗ when

π is generated, and because the key used to produce the forgery is uniquely determined

then as well (by lexicographical ordering and by the fact that the responses to ωi are never

verified and hence cannot change the set of usable keys). Furthermore, the predicate Valid

can be computed entirely by R given a particular transcript, since all information (f, π,−→ω )

required to compute it is either public or given by A during the execution which produces

the transcript.

Hence, R′ can again collapse this latter type of rewinding by restricting to transcripts

where Valid is true (as if Valid is false then it is guaranteed to receive ⊥ instead of a forgery)

and again skipping pre-rewinding messages (as they have no effect on A’s queries and output

given that Valid is true).

Hence, we assume without loss of generality that R sends at most W (n) “end messages”

(i.e., forgery requests) requiring rewinding, as π is by assumption generated no more than

W (n) times and the responses to any further end messages are effectively simulatable by

R. We disregard end messages sent for instances for which R has not answered all ℓ(n)− 1

key opening queries, since, with all-but-negligible probability, A or B′ can directly respond

to these with ⊥ (as Valid will evaluate to 0 unless R guesses a random and unknown ωi

correctly).
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At this point, we have shown that our hybrid experiment gives us a setting with minimal

rewinding and guaranteed key uniqueness, much like the setting discussed in [98] for the case

of unique signatures. Hence, we can leverage this observation to prove the following claim,

analogous to the key “rewinding lemma” therein. Consider the following for any possible

execution Hyb{−→mI ,πI}−J ,
−→mJ ,Oext

(1n) (i.e., for any fixed setting of all randomness aside from

πJ), and notice that, since it applies to arbitrarily fixed randomness, it must thus apply over

all possible randomness of the experiment Hyb(1n):

Claim 12. Given any experiment Hyb{−→mI ,πI}−J ,
−→mJ ,Oext

(1n), the probability, over the uni-

formly chosen permutation πJ , that the simulated instance J will return Fail when rewinding

any end message, is, for all n ∈ N, at most

W (n) + r(n) + 1

ℓ(n)

Proof. First, let us assume that other simulated instances (besides J) of A in the experiment

Hyb{−→mI ,πI}−J ,
−→mJ ,Oext

(1n) will never return Fail (i.e., that they will “magically” produce a

correct forgery instead of returning Fail). This can only increase the probability that instance

J will return Fail, as it guarantees that the experiment never aborts early.

Next, consider the permutation πJ = (π1
J , . . . , π

ℓ(n)
J ) in instance J ; note that by the

definition of Hyb{−→mI ,πI}−J ,
−→mJ ,Oext

(1n) the execution is fully determined by πJ . Let us also

define for i ∈ [ℓ(n)− 1] the “rewound” sequence

ρ(πJ , i) ≜ (π1
J , . . . , π

i−1
J , π

ℓ(n)
J )

corresponding to the rewound execution where the key-opening query in the ith position is

replaced by π
ℓ(n)
J to attempt to extract a correct key for that instance.
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In order for B′ to return Fail, one of the following “bad events” must occur for each

i ∈ [ℓ(n)]:

� E1(ρ(πJ , i)): R fails to return a valid key (i.e., one consistent with all tag queries m(·))

for instance πℓ(n) in the respective rewinding, including the case where R attempts to

rewind A before responding.

� E2(ρ(πJ , i)): During the respective rewinding, R asks for a forgery for another instance

I ̸= J (for which B′ would be required to rewind) before returning a key for instance

π
ℓ(n)
J , or R requires external communication with C (which cannot be rewound) before

returning a response.

In addition, for instance J to fail, the non-rewound execution of the instance must succeed

(and finish executing), in that the event E1(πJ,≤i) (where R fails to return a valid tag or

rewinds) cannot occur for any prefix πJ,≤i = (π1
J , . . . , π

i
J), where i ∈ [ℓ(n)− 1].

Since, as we have noted, the behavior of J during the hybrid execution

Hyb{−→mI ,πI}−J ,
−→mJ ,Oext

(1n) is fully determined by πJ for any fixed −→mJ , every sequence πJ will

deterministically either result in instance J returning something (either a forgery or ⊥) or

aborting and returning Fail; we shall refer to the former type of sequence (where J succeeds)

as a “good” sequence, and the latter type as a “bad” sequence. Notationally, let ≤ applied

to two sequences denote the prefix operator—that is, s ≤ t if si = ti for all i ∈ |s|. Then:

Lemma 8. Let S be a set of permutations of [ℓ]. Let T = {s′||n : s||n ∈ S, s′ < s} be the

set of “rewound” prefixes including, for any permutation p ∈ S and integer i < ℓ, p’s first i

elements concatenated with its last element. For any s ∈ S, let Ps = {p : p ≤ s} be the set

of prefixes of elements in S. If there exists integer B such that, for all s ∈ S, |Ps ∩ T | ≤ B
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(i.e., no s ∈ S can share more than B prefixes with T ), then the size of S is bounded by

|S| ≤ (B + 1)(ℓ− 1)!

Proof. Identical to the proof of Lemma 4 in Section 2.3.

The relevance of this lemma stems intuitively from the fact that, if there exists a “bad”

permutation πJ = (π1
J , . . . , π

ℓ(n)
J ), then any sequence aside from πJ itself which begins with

an element of the set {s′||πℓ(n)
J : s′ ≤ πJ} will, by the fact that πJ is bad, fail to extract

a valid key as a response to (Open, π
ℓ(n)
J ) during the rewinding. Of course, this can occur

due to either of the events E1 or E2 described above; we would like to conclude that these

sequences are themselves good, but we can only conclude that a sequence is good if E1

specifically occurs.

This is where the lemma helps us; letting T be the set of all of the prefixes guaranteed by

some bad sequence in S to fail to extract a key in the rewinding, we know that a sequence

containing strictly more than W (n) + r(n) of these prefixes (namely, W (n) at most which

might contain end messages for other instances because of our earlier assumptions about

rewinding, and r(n) which might contain external communication) must be a good sequence,

since at that point one of the prefixes is guaranteed to fail due to E1 and not E2.

So, applying Lemma 8 with ℓ = ℓ(n), B = W (n) + r(n), and S being the set of bad

permutations, we deduce that S may have size at most

(W (n) + r(n) + 1) (ℓ(n)− 1)!

and so at most an

(W (n) + r(n) + 1) (ℓ(n)− 1)!

ℓ(n)!
=

W (n) + r(n) + 1

ℓ(n)
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fraction of all permutations of [ℓ(n)] can be bad (for any setting of the randomness outside

of the permutation πJ), and the remainder must be good.

Hence, the chance that a permutation chosen at random is bad, which by definition is

equal to the probability that a randomly chosen permutation πJ = (π1, . . . , πℓ(n)) will result

in instance J returning Fail, can be at most the fraction of permutations which are bad, or:

W (n) + r(n) + 1

ℓ(n)

As this holds for arbitrary −→mJ , it likewise holds over all
−→mJ and thus over all randomness

of the execution Hyb{−→mI ,πI}−J ,
−→mJ ,Oext

(1n).

We can conclude as desired that the probability of any forgery request causing B′ to

return Fail in the experiment Hyb is at most

W (n)

(
W (n) + r(n) + 1

ℓ(n)

)
+ ϵ(n)

by combining Claim 12 (taken over all possible assignments of the fixed randomness) with

the union bound over our bound of W (n) possible (unique) forgery requests for which R has

answered all key-opening queries. For any requests for which this is not the case, we know

by Claim 7 that the probability of such requests causing B′ to return anything besides ⊥ is

negligible, so, since R is polynomial-time, these requests add at most a negligible ϵ(n) to the

probability of Hyb returning Fail.
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2.4.8 Bounding the Security Loss

Finally, we must translate this bound on the failure probability of B′ into a bound on the

security loss of the reduction R. This argument is quite similar to that presented in [98],

albeit with the minor difference that the success probability of A is no longer 1 but instead

very close to 1 for sufficiently large q(n).

Take sufficiently large q(n)—say, q(n) ≥ 4nℓ(n)2. Recall that, by Claim 6, we know that,

for sufficiently large n:

SuccessA(n) ≥ 1− 2n

q(n)
− ν(n) ≥ 1− 1

2ℓ(n)2

By combining Claim 8, Claim 9, Claim 10, and Proposition 2, we can derive that, for

negligible ϵ(·), ν(·) and sufficiently large n:

SuccessRA(n) ≤ Pr[Output[Hyb(1n)] = Fail] +
2nW (n)

q(n)
+ ν(n)

< W (n)

(
W (n) + r(n) + 1

ℓ(n)

)
+

2nW (n)

q(n)
+ (ϵ(n) + ν(n))

< W (n)

(
W (n) + r(n) + 2

ℓ(n)

)

To deal with running time, Lemma 5 (Appendix B) of [98] shows that we can substitute

the number of times a specific computation is performed (in this case, the number of times

π is generated for some instance of A) for Time and receive a lower bound to the time-based

security loss; effectively, this follows because we can rewrite A so that the computation

dominates the running time (for both A and R). Formally, if we let QueryπA(n) denote the

number of times π is generated during A, and respectively for RA, this lemma gives:

λR(n) ≥
SuccessA′(n)

SuccessRA′ (n)

TimeRA′ (n)

TimeA′(n)
≥ SuccessA(n)

SuccessRA(n)

QueryπRA(n)

QueryπA(n)

By definition QueryπA(n) = 1 and we may take QueryπRA(n) = W (n). We can separate our

analysis into two cases to finish:
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Case 1. If W (n) ≥
√

ℓ(n)− (r(n) + 2), then:

λR(n) ≥
SuccessA(n)

SuccessRA(n)

QueryπRA(n)

QueryπA(n)
≥

1− 1
2ℓ(n)2

1

W (n)

1

=

(
1− 1

2ℓ(n)2

)
W (n) ≥

(
1− 1

2ℓ(n)2

)
(
√

ℓ(n)− (r(n) + 2))

Case 2. Otherwise, W (n) <
√
ℓ(n) − (r(n) + 2) then W (n) + r(n) + 2 <

√
ℓ(n), and we

have:

λR(n) ≥
SuccessA(n)

SuccessRA(n)

QueryπRA(n)

QueryπA(n)
≥

1− 1
2ℓ(n)2

W (n)
(

W (n)+r(n)+2
ℓ(n)

)W (n)

1

=
ℓ(n)

(
1− 1

2ℓ(n)2

)
W (n) + r(n) + 2

>
ℓ(n)

(
1− 1

2ℓ(n)2

)
√
ℓ(n)

=

(
1− 1

2ℓ(n)2

)√
ℓ(n)

Either way, we conclude that, if (C, t(·)) is secure (and so our bound on the probability

SuccessRA(n) holds), then:

λR(n) ≥
(
1− 1

2ℓ(n)2

)
(
√
ℓ(n)− (r(n) + 2))

which finishes the proof of Lemma 5.
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CHAPTER 3

FEASIBILITY RESULTS FOR SECURE COMPUTATION

3.1 Introduction

For the latter part of the technical section, we present our positive results; these results

demonstrate feasibility of efficient notions of non-interactive secure two-party computation.

As the sets of definitions for the two results are mostly independent from one another, we

present the preliminaries for each result immediately prior to the result itself, in Sections

3.2 and 3.4. Section 3.3 contains our construction of NISC with a succinctness property,

while Section 3.5 contains our construction of NISC satisfying (oracle-aided) universally

composable security (which vastly improves on the best prior known round complexity of

UC-secure two-party computation); both sections lead with a technical overview and high-

level description of the respective protocols before stating the formal protocols and their

respective theorems and proofs. Finally, in Section 3.6, we present the matching converse to

our UC-secure NISC result, showing that it is based on essentially minimal assumptions and

thus achieving a nearly tight characterization of the necessary and sufficient assumptions.

3.2 Preliminaries

Notation. Let N denote the set of natural numbers (positive integers), and let [n] denote

the set of natural numbers at most n, or {1, 2, . . . , n}. For n ∈ N, we denote by 1n the string

of n ones, which will be used to provide a security parameter as input to an algorithm (this

is by convention, so that the input length is bounded below by the security parameter). We

assume the reader is familiar with polynomial-time and probabilistic polynomial time (PPT)
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algorithms. We say a function ϵ(·) is negligible if, for any polynomial p(·), ϵ(n) < 1/p(n)

for all sufficiently large n ∈ N—that is, if ϵ(·) is asymptotically smaller than any inverse

polynomial.

3.2.1 Non-Interactive Secure Computation

Definition 10 (based on [127, 62, 10]). A non-interactive two-party computation

protocol for computing some functionality f(·, ·) (where f is computable by a polynomial-

time Turing machine) is given by three PPT algorithms (NISC1,NISC2,NISC3) defining an

interaction between a sender S and a receiver R, where only R will receive the final output.

The protocol will have common input 1n (the security parameter); the receiver R will have

input x, and the sender will have input y. The algorithms (NISC1,NISC2,NISC3) are such

that:

� (msg1, σ)← NISC1(1
n, x) generates R’s message msg1 and persistent state σ (which is

not sent to S) given the security parameter n and R’s input x.

� msg2 ← NISC2(msg1, y) generates S’s message msg2 given S’s input y and R’s message

msg1.

� out ← NISC3(σ,msg2) generates R’s output out given the state σ and S’s message

msg2.

Furthermore, we require the following property:

� Correctness. For any parameter n ∈ N and inputs x, y:

Pr [(msg1, σ)← NISC1(1
n, x) : NISC3(σ,NISC2(msg1, y)) ̸= f(x, y)] ≤ ϵ(n)

107



Defining non-interactive secure computation will require us to add a security definition,

which we formalize as follows:

Security. We adopt a standard notion of simulation-based security, with the relaxation

that we allow superpolynomial-time simulation (as pioneered by [109, 115]). We define

security by comparing two experiments conducted between the sender and receiver, either

of whom may be corrupted and act arbitrarily (while the other is honest and follows the

protocol). In the real experiment, the two parties will perform the actual protocol; in the

ideal experiment, the two parties will instead send their inputs to a “trusted third party” who

performs the computation and returns the result only to, in this case (because the protocol

is one-sided), the receiver. Informally, we say that a protocol is secure if, for any adversary

A against the real experiment, acting either as the sender or receiver, there is a simulated

adversary S in the ideal experiment which produces a near-identical (i.e., computationally

indistinguishable) result; intuitively, if this is the case, we can assert that the real adversary

cannot “learn” anything more than they could by interacting with a trusted intermediary.

Let us formalize this notion for the case of SNISC:

� Let the real experiment be defined as an interaction between a sender S with input y

and a receiver R with input x, defined as follows:

– R computes (msg1, σ)← NISC1(1
n, x), stores σ, and sends msg1 to S.

– S, on receiving msg1, computes msg2 ← NISC2(msg1, y) and sends msg2 to R.

– R, on receiving msg2 computes out← NISC3(σ,msg2) and outputs out.

In this interaction, one party I ∈ {S,R} is defined as the corrupted party; we addition-

ally define an adversary, or a polynomial-time machine A, which receives the security
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parameter 1n, an auxiliary input z, and the inputs of the corrupted party I, and sends

messages (which it may determine arbitrarily) in place of I.

Letting Π denote the protocol to be proven secure, we shall denote by

OutΠ,A,I(1
n, x, y, z) the random variable, taken over all randomness used by the honest

party and the adversary, whose output is given by the outputs of the honest receiver

(if I = S) and the adversary (which may output an arbitrary function of its view).

� Let the ideal experiment be defined as an interaction between a sender S, a receiver

R, and a trusted party Tf , defined as follows:

– R sends x to Tf , and S sends y to Tf .

– Tf , on receiving x and y, computes out = f(x, y) and returns it to R.

– R, on receiving out, outputs it.

As with the real experiment, we say that one party I ∈ {S,R} is corrupted in

that, as before, their behavior is controlled by an adversary A. We shall denote by

Out
Tf
Πf ,A,I(1

n, x, y, z) the random variable, once again taken over all randomness used

by the honest party and the adversary, whose output is again given by the outputs of

the honest receiver (if I = S) and the adversary.

Given the above, we can now formally define non-interactive secure computation:

Definition 11 (based on [127, 62, 109, 115, 10]). Given a function T (·), a non-interactive

two-party protocol Π = (NISC1,NISC2,NISC3) between a sender S and a receiver R, and

functionality f(·, ·) computable by a polynomial-time Turing machine, we say that Π se-

curely computes f with T (·)-time simulation, or that Π is a non-interactive secure

computation (NISC) protocol (with T (·)-time simulation) for computing f , if Π is a
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non-interactive two-party computation protocol for computing f and, for any polynomial-

time adversary A corrupting party I ∈ {S,R}, there exists a T (n) ·poly(n)-time simulator S

such that, for any T (n) · poly(n)-time algorithm D : {0, 1}∗ → {0, 1}, there exists negligible

ϵ(·) such that for any n ∈ N and any inputs x, y ∈ {0, 1}n, z ∈ {0, 1}∗, we have:∣∣∣Pr [D(OutΠ,A,I(1
n, x, y, z)) = 1]− Pr

[
D(Out

Tf
Πf ,S,I(1

n, x, y, z)) = 1
]∣∣∣ < ϵ(n)

where the experiments and distributions Out are as defined above.

Furthermore, if Π securely computes f with T (·)-time simulation for T (n) = nlogc(n) for

some constant c, we say that Π securely computes f with quasi-polynomial simula-

tion.

Succinctness. The defining feature of our construction will be a notion of succinctness ;

specifically, for functionality f(·, ·) with Turing machine description M and running time

bounded by Tf , we show the existence of a NISC protocol Π = (NISC1,NISC2,NISC3) for

computing f whose message length (i.e., the combined output length of NISC1 and NISC2)

and total receiver running time on input 1n are relatively short and essentially independent

of the running time of f . Formally:

Definition 12. We say that a NISC protocol Π = (NISC1,NISC2,NISC3) has communi-

cation complexity ρ(·) if, for any n ∈ N, x, y ∈ {0, 1}n, and z ∈ {0, 1}∗, the outputs of

NISC1(1
n, x) and NISC2(1

n, y, z) contain at most ρ(n) bits.

We shall define a NISC protocol which, given functionality f : {0, 1}n × {0, 1}n ←

{0, 1}ℓ(n) computable by a Turing machine M with running time Tf (n), features commu-

nication complexity and receiver running time bounded above by p(n, log(Tf (n)), |M |, ℓ(n))

for an a priori fixed polynomial p.
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There exist non-succinct non-interactive secure computation protocols in the standard

model based on a notion of “weak oblivious transfer” ([10]), which in turn can be based on

subexponential security of the Learning With Errors assumption [26]:

Theorem 3 ([10, 26, 100]). Assuming subexponential hardness of the Learning With Errors

assumption, for any functionality f(·, ·) computable by a polynomial-time Turing machine

there exists a (non-succinct) non-interactive secure computation protocol for computing f

with quasi-polynomial simulation.

We note that this theorem essentially follows from [10, 26]; however, [10] required as an

additional assumption the existence of an onto one-way function. In the full version of this

result [100], we present a variant which demonstrates how to prove Theorem 3 without this

added assumption.

3.2.2 Fully Homomorphic Encryption

Intuitively, a fully homomorphic encryption (FHE) scheme [58] is an encryption scheme

with the additional property that computations may, using the public key, be performed on

ciphertexts for respective inputs in such a way that the result will be a ciphertext for the

correct output. We formalize this as follows:

Definition 13 (based on [58]). A fully homomorphic encryption (FHE) scheme consists

of a tuple of algorithms (Gen,Enc,Eval,Dec), where Gen, Enc are PPT and Eval, Dec are

(deterministic) polynomial-time algorithms, such that:

� (pk, sk) ← Gen(1n; ρ): takes the security parameter n as input and outputs a public

key pk and secret key sk.
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� ct ← Enc(pk,m; ρ): takes as input a public key pk and a message m ∈ {0, 1}, and

outputs a ciphertext ct. (For multi-bit messages−→m ∈ {0, 1}p(n), we let−→ct ← Enc(pk,−→m)

be such that cti = Enc(pk,mi).)

� ct′ = Eval(pk, C,
−→
ct): takes as input a list of ciphertexts

−→
ct and a circuit description C

of some function to evaluate and outputs a ciphertext ct′.

� m′ ← Dec(sk, ct): takes as input a ciphertext ct and outputs a message m′.

We furthermore require that the following properties are satisfied:

1. Full homomorphism: There exist sets of boolean circuits {Cn}n∈N, negligible function

ϵ(n), and polynomial p(·) such that C =
⋃

n Cn includes the set of all arithmetic circuits

over GF(2)1, and, for any n ∈ N, we have that, for all C ∈ Cn and −→m ∈ {0, 1}p(n):

Pr[z ̸= C(−→m) : (pk, sk)← Gen(1n),
−→
ct ← Enc(pk,−→m),

z ← Dec(sk,Eval(C, pk,
−→
ct))] < ϵ(n),

Furthermore, if this probability is identically zero, we refer to the scheme as having

perfect correctness.

2. Compactness: There exists a polynomial q(·) such that the output length of Eval

given (any number of) inputs generated with security parameter n is at most q(n).

Definition 14 (based on [66]). We say that an FHE (Gen,Enc,Eval,Dec) is secure if, for

all non-uniform PPT D, there exists a negligible ϵ(·) such that for any n ∈ N:

|Pr[D(1n, pk,Enc(pk, 0)) = 1]− Pr[D(1n, pk,Enc(pk, 1)) = 1]| < ϵ(n)

over (pk, sk) ← Gen(1n). If this condition holds also with respect to subexponential-size

distinguishers D (i.e., algorithms implemented by circuits of size poly(2n
ϵ
) for some ϵ > 0),

we refer to the scheme as being subexponentially secure.

1GF(2) is the set of arithmetic circuits consisting only of + and × gates over the field F2.
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We have the following consequence for encryptions of poly(n)-bit messages −→m0,
−→m1:

Fact 1. If an FHE scheme (Gen,Enc,Eval,Dec) is secure (resp., subexponentially secure),

then, for any polynomial p(·) and for any non-uniform PPT (resp., subexponential-size)

(A, D) where A outputs messages −→m0,
−→m1 ∈ {0, 1}p(n) for polynomial p(·), there exists a

negligible ϵ(·) such that for any n ∈ N:

|Pr[D(1n, pk,Enc(pk,−→m0)) = 1]− Pr[D(1n, pk,Enc(pk,−→m1)) = 1]| < ϵ(n)

where

(pk, sk)← Gen(1n), (−→m0,
−→m1)← A(1n, pk)

We can construct an FHE scheme with all of the above properties based on the Learning

With Errors (LWE) assumption:

Theorem 4 ([27, 64, 4]). Based on computational (resp., subexponential) hardness of the

Learning With Errors assumption, there exists a secure (resp., subexponentially secure) fully

homomorphic encryption scheme satisfying perfect correctness.

3.2.3 Adaptive Delegation Schemes

A delegation scheme allows for the effective “outsourcing” of computation from one party to

another; that is, using delegation, the sender can compute both the correct result of some

(possibly expensive) computation on a receiver’s input and a (short) proof which can convince

the receiver of the correctness of the computation without requiring the receiver to perform

the computation themselves. We consider a notion of delegation with the additional property,

formalized in [29], that the functionality f(·) whose computation is to be delegated can be

decided adaptively after the keys pk, sk are computed (i.e., the key-generation algorithm Gen

is independent from f). Formally:

113



Definition 15 (based on [29]). An adaptive delegation scheme is given by a triple

of algorithms (Gen,Comp,Ver), where Comp and Ver are (deterministic) polynomial-time

algorithms and Gen is PPT, such that:

� (pk, sk) ← Gen(1n; ρ) takes as input a security parameter n and probabilistically out-

puts a public key pk and secret key sk.

� (y, π, 1T ) ← Comp(pk, f,−→x ) takes as input a Turing machine description of the func-

tionality f to be computed, as well as the inputs −→x to f , and produces a result y

which the sender claims to be the result of the computation, a poly(n)-size proof π of

its correctness, and the running time T of the computation in unary.

� {Accept,Reject} ← Ver(sk, f,−→x , y, π, T ) takes as input the functionality f to be com-

puted, inputs −→x , result y, proof π, and running time T , and returns Accept or Reject

depending on whether π is a valid proof of f(−→x ) = y.

Furthermore, we require the following properties:

1. Completeness: There exists a negligible function ϵ(·) such that, for any n ∈ N, any

f computable by a Turing machine that runs in time at most 2n, and any −→x in the

domain of f :

Pr
[
(pk, sk)← Gen(1n); (π, y, 1T ) = Comp(pk, f,−→x ) : Ver(sk, f,−→x , π, y, T ) = Reject

]
< ϵ(n)

In addition, if the above probability is identically zero, we say that the adaptive dele-

gation scheme satisfies perfect completeness.

2. Correctness: For any n ∈ N, any f computable by a Turing machine that runs in

time at most 2n, and any −→x in the domain of f :

Pr [(pk, sk)← Gen(1n) : Comp(pk, f,−→x ) = (f(−→x ), ·, ·)] = 1
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3. Soundness: For any non-uniform PPT adversary A, there exists a negligible function

ϵ(·) such that, for any n ∈ N:

Pr
[
(pk, sk)← Gen(1n), (f,−→x , y1, y2, π1, π2, 1

T1 , 1T2)← A(1n, pk) :

T < 2n ∧ Ver(sk, f,−→x , y1, π1, T1) = Accept

∧Ver(sk, f,−→x , y2, π2, T2) = Accept ∧ y1 ̸= y2] < ϵ(n)

Furthermore, if this condition holds with respect to subexponential-size adversaries,

we say that the scheme is subexponentially sound.

A construction of an adaptive delegation scheme with perfect completeness can be found

in the work of Brakerski et al. [29], and is based on a secure private information retrieval

(PIR) scheme, which in turn can be constructed based on a leveled FHE scheme (including

the one presented in Theorem 4). Hence:

Theorem 5 ([27, 64, 29, 4]). Based on computational (resp., subexponential) hardness of

the Learning With Errors assumption, there exists a sound (resp., subexponentially sound)

adaptive delegation scheme satisfying perfect completeness.

3.3 Succinct Non-Interactive Secure Computation

In this section, we present our first feasibility result, which constructs a succinct non-

interactive secure computation protocol. We lead with a technical overview before presenting

the formal theorem and proof.
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3.3.1 Technical Overview

At a high level, our approach begins with the semi-honestly secure approach of using FHE

(which we detailed in the introduction) and attempts to compile it to become secure with

respect to malicious attackers. Instead of using ZK-SNARKs (which rely on non-standard

assumptions and trusted setup), we will instead use an adaptive delegation scheme and

a non-succinct NISC. For our approach to work, we will strongly rely on perfect correct-

ness/completeness properties of both the FHE and the delegation scheme; as far as we

know, perfect correctness of these types of primitives has not previously been used to en-

able applications (where the goal itself isn’t perfect correctness).2. Despite this, though,

recent constructions (or slight variants) of both FHE and delegation protocols fortunately

do provide these guarantees.

Adaptive Delegation: A Starting Point. To explain the approach, we shall start from

a (flawed) candidate which simply combines an FHE scheme and an adaptive delegation

scheme. In an adaptive delegation scheme (as given in [29]), a verifier generates a pub-

lic/secret key-pair (pk, sk) and sends pk to the prover. The prover next picks some statement

x̃ and function g, computes the output ỹ = g(x̃), and produces a “short” proof π of the

validity of the statement that ỹ = g(x̃). The prover finally sends (x̃, g, ỹ, π) to the verifier,

who can use its secret key sk to check the validity of the proof. We will rely on an adaptive

delegation scheme satisfying perfect completeness—that is, for all public keys in the range

of the key generation algorithm, the prover can convince the verifier with probability 1.

The candidate SNISC leverages delegation to “outsource” the computation of the ho-

momorphic evaluation to the sender: specifically, the receiver first generates a public/secret

2The only work we are aware that uses perfect correctness of a FHE is a very recent work [4] which uses
perfectly correct FHE as a tool to get perfectly correct iO.
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key-pair (pkFHE, skFHE) for the FHE, encrypts its input x using the FHE (obtaining a ci-

phertext ctx), generates a public/secret key pair (pkDel, skDel) for the delegation scheme, and

finally sends (ctx, pkFHE, pkDel) to the sender. The sender in turn encrypts its input y, ob-

taining a ciphertext cty; next, it lets g be the function for homomorphically evaluating f on

two ciphertexts, computes g(ctx, cty) (i.e., homomorphically evaluates f on ctx and cty) to

obtain a ciphertext ctout, and computes a delegation proof π (with respect to pkDel) of the

validity of the computation of g. Finally, the sender sends (cty, ctout, π) to the receiver, who

verifies the proof and, if the proof is accepting, decrypts ctout and outputs it.

Intuitively, this approach hides the input x of the receiver, but clearly fails to hide the

input y of the sender, as the receiver can simply decrypt cty to obtain y. So, rather than

providing cty and π in the clear (as even just the proof π could leak things about cty),

we instead use the (non-succinct) NISC to run the verification procedure of the delegation

scheme. That is, we can add to the protocol a NISC instance where the receiver inputs skDel,

the sender inputs ctx, cty, ctout, π, and the functionality runs the verification algorithm for

the delegation scheme, outputting either ⊥ if verification fails or, otherwise, ctout (which can

be decrypted by the receiver).

Input Independence: Leveraging Perfect Correctness of FHE. The above approach

intuitively hides the inputs of both players, and also ensures that the function is computed

correctly. But there are many problems with it. For instance, while it guarantees that the

sender does not learn the receiver’s input x, it does not guarantee “input independence”, or

that the sender’s input does not depend on the receiver’s somehow: for instance, the sender

can easily maul ctx into, say, an encryption cty of x + 1 and use that as its input. On a

more technical level, simulation-based security requires the simulator to be able to extract

the inputs of malicious players, but it is not clear how this can be done here—in fact, a
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simulator cannot extract the sender’s input y due to the above malleability attack.

To overcome this issue, we again leverage the non-succinct NISC to enable extractability:

we add x and the randomness, rx, needed to generate ctx as an input from the receiver,

and we add ctx (i.e., the ciphertext obtained from the receiver), y, and the randomness

needed to generate cty as input from the sender. The functionality additionally checks that

the ciphertexts ctx, cty respectively are valid encryptions of the inputs x, y using the given

randomness. (It is actually essential that the sender includes the ciphertext ctx from the

receiver as part of its input, as opposed to having the receiver input it, as otherwise we

could not guarantee that the receiver is sending the same ciphertext to the sender as it is

inputting to the NISC). If we have perfect correctness for the underlying FHE scheme with

respect to the public-keys selected by the receiver, this approach guarantees that we can

correctly extract the inputs of the players. The reason that we need perfect correctness

is that the NISC only guarantees that the ciphertexts have been honestly generated using

some randomness, but we have no guarantees that the randomness is honestly generated.

Perfect correctness ensures that all randomness is “good” and will result in a “well-formed”

ciphertext on which homomorphic computation, and subsequently decryption, will always

lead to the correct output.

Dealing with a Malicious Receiver: Interactive Witness Encryption and Perfectly

Correct Delegation. While the above protocol suffices to deal with a malicious sender

(although, as we shall discuss later on, even this is not trivial due to the potential for “spooky

interactions” [49]), it still does not allow us to deal with a malicious receiver. The problem

is that the receiver could send invalid public keys, either for the FHE or for the delegation

scheme. For instance, if the public key for the FHE is invalid, perfect correctness may no

longer hold, and we may not be able to extract a correct input for the receiver. Likewise,
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if the public key for the delegation scheme is invalid, we will not be able to determine

whether the verification algorithm of the delegation scheme will be accepting, and thus

cannot carry out a simulation. Typically, dealing with a malicious receiver would require

adding a zero-knowledge proof of well-formedness of its messages; however, given that the

receiver is sending the first message, this seems problematic since, even with SPS-security,

one-message ZK is impossible (with respect to non-uniform attackers [109, 14]).

To explain our solution to this problem, let us first assume that we have access to a

witness encryption scheme [55]. Recall that a witness encryption scheme enables encrypting

a message m with a statement x̃ so that anyone having a witness w to x̃ can decrypt the

message; if the statement is false, however, the encryption scheme conceals the message m.

If we had access to such a witness encryption scheme, we could have the functionality in

the NISC compute a witness encryption of ctout with the statement being that the public

keys have been correctly generated. This method ensures that the receiver does not get any

meaningful output unless it actually generated the public keys correctly. Of course, it may

still use “bad” randomness—we can only verify that the public keys are in the range of the

key generating function. But, if the delegation scheme also satisfies a “perfect correctness”

property (specifically, both correctness of the computation and perfect completeness of the

generated proof), this enables us to simulate the verification of the delegation scheme (as

once again, in this case, perfect correctness guarantees that there is no “bad” randomness).

We still have an issue: perfect correctness of the FHE will ensure that the decryption of

the output is correct, but we also need to ensure that we can simulate the ciphertext output

by the NISC. While this can be handled using an FHE satisfying an appropriate reran-

domizability/simulatability property (also with respect to maliciously selected ciphertext),

doing so introduces additional complications. Furthermore, while we motivated the above

modification using witness encryption, currently known constructions of witness encryption
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rely on non-standard, and less understood, hardness assumptions; as such, we would like to

altogether avoid using it as an underlying primitive.

So, to circumvent the use of witness encryption—while at the same time ensuring that

the output of the NISC is simulatable—we realize that in our context, it in fact suffices to

use a two-round version of witness encryption, where the receiver of the encryption chooses

the statement and can first send a message corresponding to the statement. And such a

non-interactive version of witness encryption can be readily implemented using a NISC! As

we are already running an instance of a NISC, we can simply have the NISC also implement

this interactive witness encryption. More precisely, we now additionally require the receiver

to provide its witness—i.e., the randomness for the key generation algorithms—as an input

to the NISC, while the sender additionally provides the public keys pkFHE and pkDel which

it receives. The functionality will now only release the output ctout if it verifies that the

keys input by the sender are correctly generated from the respective randomness input by

the receiver. Better still, since the randomness used to generate the public/secret key-pair

is now an input to the functionality, the functionality can also recover the secret key for

the FHE, and next also decrypt ctout and simply output plain text corresponding to ctout.

This prevents the need for rerandomizing ctout, since it is now internal to the NISC instance

(and is no longer output). With all of the above modifications, we can now prove that the

protocol satisfies SPS security.

The Final Protocol. For clarity, let us summarize the final protocol.

� The Receiver generates (pkFHE, skFHE) and (pkDel, skDel) using randomness rFHE and rDel

(respectively) and generates an encryption ctx of its input x using randomness rx. It

then sends (pkFHE, pkDel, ctx) and the first message msg1 of a NISC using the input
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x′ = (x, rFHE, rDel, rx) (for a functionality to be specified shortly).

� The Sender, upon receiving pkFHE, pkDel,msg1 generates an encryption cty of its in-

put y using randomness ry, applies the homomorphic evaluation of f to ctx and

cty to obtain a ciphertext ctout = g(ctx, cty), generates a proof π using the del-

egation scheme (w.r.t. pkDel) of the correctness of the computation that ctout =

g(ctx, cty), and finally sends the second message msg2 of the NISC using the input

y′ = (y, pkFHE, pkDel, ctx, cty, ctout, π, ry).

� Finally, the receiver, upon getting msg2, computes the output z of the NISC protocol

and outputs it.

� The functionality computed by the NISC on input x′ = (x, rFHE, rDel, rx) and y′ =

(y, pkFHE, pkDel, ctx, cty, ctout, π, ry) does the following: it checks that:

1. the public keys pkFHE, pkDel were respectively generated using randomness

rFHE, rDel;

2. the ciphertexts ctx, cty are respectively encryptions of x, y using randomness rx, ry;

and,

3. π is a valid proof of ctout = g(ctx, cty) w.r.t. (pkDel, skDel) (as generated from rDel).

If the checks pass, it decrypts ctout (by first generating skFHE from rFHE), obtaining the

plaintext z, and finally outputs z. (If any of the checks fail, it instead outputs ⊥.)

A summary of the message flow can be found in Figure 3.1.

A Subtlety in the Security Proof One subtle point that arises in the proof of security

is that, to simulate a malicious sender, we need to simulate the ciphertext ctx without

knowledge of x. But the functionality of the underlying NISC takes as input the randomness
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Sender(y)

(pkFHE, skFHE)← GenFHE(rFHE)

(pkDel, skDel)← GenDel(rDel)

ctx ← EncFHE(pkFHE, x; rx)

msg1 ← NISC1(x, rFHE, rDel, rx)

z ← NISC3(msg2) ; output z

pkFHE, pkDel, ctx,msg1

Receiver(x)

msg2

cty ← EncFHE(pkFHE, y; ry)

(π, ctout)← CompDel(pkDel, g, ctx, cty)

msg2 ← NISC2(y, pkFHE, pkDel, ctx, cty,

ctout, π, ry)

Figure 3.1: The final SNISC protocol. (NISC1,NISC2,NISC3) denotes the underlying (non-
succinct) NISC protocol and and the functionality g denotes the homomorphic evaluation
g(c1, c2) = EvalFHE(pkFHE, f, c1, c2).

used for both the key generation of pkFHE and for encrypting ctx, and thus the functionality

implicitly knows how to decrypt ctx. A similar issue has arisen in the related context of

constructing delegation schemes from FHE and related primitives (see [49]), where it was

shown that so-called “spooky interactions” can arise, where a malicious sender (even though

it does not how to decrypt the ciphertext) can in fact use this dependence to make the

receiver output values that correlate in undesirable ways with the input x (in particular,

in ways that would not have been possible if using an “idealized” FHE). Fortunately, in

our context, we are able to overcome this issue by using the perfect correctness of the FHE

scheme and soundness of our underlying delegation scheme to perform a carefully designed

hybrid argument.

A bit more precisely, the key point is that when simulating a malicious sender in com-

munication with an honest receiver, the receiver’s public key and ciphertext ctx will always

be correctly generated (as such, we do not have to perform the checks involving the receiver

to simulate the underlying NISC’s output); furthermore, by soundness of delegation and the

perfect correctness of the FHE, the decryption of ctout must equal f(x, y) (with overwhelming

probability) if π is accepting, so we can use this fact to show that decrypting ctout is actually

also unnecessary. As such, we do not need to use either rFHE or rx to emulate the experiment

for a malicious sender, and we can create (and prove security in) a hybrid functionality for
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the underlying NISC which is independent of this randomness (and only depends on pkFHE).

3.3.2 Protocol and Proof

We next state and prove our formal theorem and construction:

Theorem 6. Assuming subexponential hardness of the Learning With Errors assumption,

there exists polynomial p(·, ·, ·, ·) such that, for any polynomials Tf (·) and ℓ(·) and any

Turing machine M with running time bounded by Tf (·) computing functionality f(·, ·) :

{0, 1}n × {0, 1}n ← {0, 1}ℓ(n), there exists a non-interactive secure computation protocol

for computing f with quasi-polynomial simulation which is additionally succinct in that

both its communication complexity and the running time of the honest receiver are at most

p(n, log(Tf (n)), |M |, ℓ(n)).

We propose the protocol Π given in Figure 3.2 for secure non-interactive secure compu-

tation of a function f(x, y) given a receiver input x and sender input y, where Π shall use

the following primitives:

� Let π = (NISC1,NISC2,NISC3) be a non-succinct NISC protocol with T (n)-time simu-

lation for T (n) = nlogc(n) (i.e., quasi-polynomial simulation), whose functionality h will

be determined in the first round of the protocol. (The existence of such a primitive is

guaranteed by Theorem 3 under subexponential LWE.)

� Let (GenFHE,EncFHE,DecFHE,EvalFHE) be a fully homomorphic encryption scheme sat-

isfying perfect correctness, compactness, and subexponential security (in particular,

with respect to T (n) · poly(n)-time adversaries). (The existence of such a primitive is

guaranteed by Theorem 4 under subexponential LWE.)
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Input: The receiver R and the sender S are given input x, y ∈ {0, 1}n, respectively,
and both parties have common input 1n.
Output: R receives f(x, y).

Round 1: R proceeds as follows:

1. Generate random coins rFHE ← {0, 1}∗ and compute (pkFHE, skFHE) =
GenFHE(1

n; rFHE).
2. Let Tg denote the running time of the functionality g(c1, c2) =

EvalFHE(pkFHE, f, c1, c2), and let λ = max(n, log(Tg)). Generate random coins
rDel ← {0, 1}∗ and compute (pkDel, skDel) = GenDel(1

λ; rDel).
3. Generate random coins rEnc(x) ← {0, 1}∗ and compute ctx =

EncFHE(pkFHE, x; rEnc(x)).
4. Generate message msg1 ← NISC1(x, rFHE, rDel, rEnc(x)) to compute the func-

tionality h described in Figure 3.3.
5. Send (pkFHE, pkDel, ctx,msg1) to S.

Round 2: S proceeds as follows:

1. Generate random coins rEnc(y) ← {0, 1}∗ and compute cty =
EncFHE(pkFHE, y; rEnc(y)).

2. Compute (ctout, πDel, 1
T ) = CompDel(pkDel, g, ctx, cty) for the functionality

g(c1, c2) = EvalFHE(pkFHE, f, c1, c2).
3. Generate message msg2 ← NISC2(y, pkFHE, pkDel, ctx, cty, ctout, πDel, rEnc(y), T )

to compute the functionality h described in Figure 3.3.
4. Send msg2 to R.

Output phase: R proceeds as follows:

1. Compute out = NISC3(msg2) and return the result.

Figure 3.2: Protocol Π for succinct non-interactive secure computation.

� Let (GenDel,CompDel,VerDel) be an adaptive delegation scheme with perfect com-

pleteness, correctness, and subexponential soundness (in particular, with respect to

T (n) · poly(n)-time adversaries). (The existence of such a primitive is guaranteed by

Theorem 5 under subexponential LWE.)
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Input: The receiver R has input (x, rFHE, rDel, rEnc(x)), and the sender S has input
(y, pkFHE, pkDel, ctx, cty, ctout, πDel, rEnc(y), T )
Output: Either a message out or the special symbol ⊥.

Functionality:

1. Verify that all of the following checks hold. If any fail, return ⊥.
(a) (pkFHE, ·) = GenFHE(1

n; rFHE)
(b) (pkDel, ·) = GenDel(1

λ; rDel)
(c) ctx = EncFHE(pkFHE, x; rEnc(x))
(d) cty = EncFHE(pkFHE, y; rEnc(y))

2. Compute (·, skFHE) = GenFHE(1
n; rFHE) and (·, skDel) = GenDel(1

λ; rDel).
3. If VerDel(skDel, g, ctx, cty, ctout, πDel, T ) = Reject for the functionality g(c1, c2) =

EvalFHE(pkFHE, f, c1, c2), then return ⊥.
4. Compute out = DecFHE(skFHE, ctout) and return the result.

Figure 3.3: Functionality h used for the underlying 2PC protocol π.

Overview. After first proving the succinctness and correctness of the protocol, we turn to

proving its security. We do this in two steps. In the first step, we consider a “hybrid” model

in which the underlying NISC protocol is replaced by an “ideal” third party Th. If the under-

lying protocol were universally composable [34], this step would be trivial; unfortunately, it

is not, so we need to take care to formally reduce this transformation to the simulation-based

security of the underlying protocol. Crucially, this will rely on the fact that we restrict our

attention to two-round protocols.

Next, in the second step, we can create and prove the respective simulators for a corrupted

sender and corrupted receiver in the Th-hybrid model. The corrupted receiver case follows

in a fairly straightforward way, relying on the perfect correctness and completeness of the

delegation and FHE schemes. The corrupted sender case, however, has some interesting

subtleties in the reduction, and in fact will require another hybrid with a slightly different

third party Th′ to complete; we discuss these subtleties in more detail when they arise during
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the proof.

We begin the formal proof by proving that the protocol Π is succinct :

Lemma 9. There exists polynomial p(·, ·, ·, ·) such that, for any polynomials Tf (·) and ℓ(·)

and any Turing machine M with running time bounded by Tf (·) computing functionality

f(·, ·) : {0, 1}n × {0, 1}n ← {0, 1}ℓ(n), the respective non-interactive secure computation

protocol Π has communication complexity and honest receiver running time bounded above

by p(n, log(Tf (n)), |M |, ℓ(n)).

Proof. To lead, we point out that, while Tf (n) and ℓ(n) are given to be poly(n), we deliber-

ately quantify them after p(n) in order to treat them separately in the analysis below, as we

specifically wish to show that the communication complexity of Π is at most polylogarithmic

in the running time Tf (n) for any possible polynomial-time Turing machine computable func-

tionality f(·, ·). Furthermore, we assume without loss of generality that the input lengths

provided to sub-algorithms are correct, as in the event that an adversary provides incorrectly

sized inputs the algorithms may simply abort.

We begin by analyzing the communication complexity, as succinctness of the receiver’s

running time will follow immediately from this analysis. Aside from messages msg1 and msg2

for the underlying NISC π, the only communication consists of the public keys pkFHE and

pkDel and the ciphertext ctx. pkFHE has length poly(n) since GenFHE is a polynomial-time

algorithm running on input 1n, and the ciphertext ctx (which consists of a ciphertext for

each bit in x ∈ {0, 1}n) also has length poly(n) since EncFHE is polynomial-time and is run on

inputs of length poly(n). pkDel will have length poly(n, log(Tf )); specifically, its length is given

to be poly(λ) = poly(n, log(Tg)), where Tg is the running time of the functionality g(c1, c2) =

EvalFHE(pkFHE, f, c1, c2) with inputs generated from common input 1n. However, since pkFHE

has poly(n) length, the input ciphertexts both have poly(n) length by the efficiency of EncFHE,
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and f in this case is given as a circuit description, which will have size poly(Tf (n)), we have

by the efficiency of EvalFHE that Tg = poly(n, Tf (n)), implying poly(λ) = poly(n, log(Tf (n))).

So it suffices now to bound the length of the NISC messages msg1 and msg2. Specifically,

even for a non-succinct NISC protocol π, the honest sender and receiver must be efficient,

and so the message length is still at most polynomial in the input length and running time

of the functionality h. We argue that these are poly(n, log(Tf (n)), |M |, ℓ(n)) to complete the

proof of the claim:

� The input length to π is given as the size of the inputs (x, rFHE, rDel, rEnc(x)) from

the receiver and (y, pkFHE, pkDel, ctx, cty, ctout, πDel, rEnc(y), T ) from the sender. x and

y have length n by assumption. pkFHE, ctx, and cty have length poly(n) as argued

above, and ctout (which consists of a ciphertext output from EvalFHE for each bit

of f(x, y) ∈ {0, 1}ℓ(n)) has length poly(n, ℓ(n)) by the compactness of the underly-

ing FHE scheme. pkDel has length poly(n, log(Tf (n))) as argued above, and πDel also

has length poly(λ) = poly(n, log(Tf (n))); T will have size λ = poly(n, log(Tf (n))) as

T ≤ 2λ is required by the properties of the delegation scheme. Lastly, the randomness

rFHE, rDel, rEnc(x), rEnc(y) cannot have length greater than the running times of the re-

spective algorithms GenFHE,GenDel,EncFHE, all of which we have already noted are at

most poly(n, log(Tf (n))).

� To bound the running time of the functionality h, notice that it consists of the following:

– GenFHE (run twice), EncFHE (run 2n times, once for each bit of x and y), EvalFHE

(run ℓ(n) times, once for each bit of out), all of which are efficient algorithms run

on inputs of at most length poly(n) (and hence have running time poly(n));

– DecFHE (run ℓ(n) times), which has inputs skFHE with size poly(n) and ctout with

size poly(n, ℓ(n)), and hence has running time poly(n, ℓ(n));
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– GenDel (run twice), which runs in time poly(λ) = poly(n, log(Tf (n)));

– VerDel (run once), which, given inputs skDel, πDel of size poly(λ) =

poly(n, log(Tf (n))), ctx, cty of size poly(n), ctout of size poly(n, ℓ(n)), g (the descrip-

tion of g(c1, c2) = EvalFHE(pkFHE, f, c1, c2), where we here interpret f as the Turing

machine M) of size poly(|M |), and T ≤ 2λ of size at most λ = poly(n, log(Tf (n))),

has running time which is at most poly(n, log(Tf (n)), |M |, ℓ(n));

and a poly(n) number of comparisons between input values and function outputs which

have already been established to have at most poly(n, log(Tf (n))) length.

The above shows that the communication complexity of Π is succinct. Furthermore, as

the honest receiver runs only GenFHE, GenDel, EncFHE, and the (efficient) receiver protocol

for the underlying NISC on the aforementioned inputs, and as we have already established

that all of these algorithms have running time poly(n, log(Tf (n)), |M |, ℓ(n)), the receiver will

inherit the same running time bound.

Towards proving security for Π, let OutΠ,A,I(1
n, x, y, z) denote the random variable, taken

over all randomness used by the honest party and the adversary, of the outputs of the honest

receiver (if I = S) and the adversary in the execution of protocol Π given adversary A

controlling corrupted party I ∈ {S,R}, receiver input x, sender input y, and adversary

auxiliary input z. Let ExecΠ,A,I(1
n, x, y, z) denote the respective experiment.

Let us also define the “ideal” execution by letting Tf denote the ideal functionality

corresponding to the computation target f(x, y) and letting Πf be the “ideal” version of the

protocol where R sends x to Tf , S sends y to Tf , and then R finally outputs the result out

output by Tf . We want to show the following theorem:
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Theorem 7. Assume, given functionality f(·, ·), the respective protocol Π described in

Figure 3.2 and the assumptions required in Theorem 6, and let T (·) be such that the un-

derlying NISC π is secure with T (·)-time simulation. For any efficient adversary A cor-

rupting party I ∈ {S,R}, there exists a T (n) · poly(n)-time simulator S such that, for any

non-uniform polynomial-time distinguisher D, there exists a negligible function ϵ(·) such

that, for all n ∈ N, x, y ∈ {0, 1}n, and auxiliary input z, D distinguishes the distributions

OutΠ,A,I(1
n, x, y, z) and Out

Tf
Πf ,S,I(1

n, x, y, z) with at most probability ϵ(n).

Notice that correctness of Π holds trivially from the perfect correctness of the underlying

FHE, the correctness and perfect completeness of the underlying adaptive delegation scheme,

and the correctness of the underlying NISC protocol π; hence, Theorem 7, which proves

security, and Lemma 9, which proves succinctness, will in conjunction directly imply Theorem

6 (where quasi-polynomial simulation results from our use of an underlying NISC protocol

with quasi-polynomial simulation, as given in Theorem 3). The remainder of the section,

then, is devoted to proving Theorem 7.

3.3.3 Comparing Real and Hybrid Executions

We begin by defining a “trusted third party” Th which executes the ideal functionality for

h—that is, given the corresponding sender and receiver inputs, Th outputs the correct value

of h computed on those inputs. Our first task is to show, then, that the “real” experiment’s

outputs OutΠ,A,I(1
n, x, y, z) cannot be distinguished from those of a “hybrid” experiment,

which we shall denote by OutThΠh,A′,I(1
n, x, y, z).

Formally, we let Πh denote a protocol which is identical to Π with the exception that, in

rounds 1 and 2, rather than generating msg1 and msg2, R and S instead send the respective
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inputs to Th, and, in the output phase, R receives and returns the output from Th rather

than unpacking msg2. We then prove the following lemma:

Lemma 10. For any efficient adversary A corrupting party I ∈ {S,R}, there exists a

T (n)·poly(n)-time adversaryA′ such that, for any non-uniform polynomial-time distinguisher

D, there exists a negligible function ϵ(·) such that, for all n ∈ N, x, y ∈ {0, 1}n, and auxiliary

input z, D distinguishes the distributions OutΠ,A,I(1
n, x, y, z) and OutThΠh,A′,I(1

n, x, y, z) with

at most probability ϵ(n).

Proof. We separate into two cases, based on whether I = R (the receiver is corrupted) or

I = S (the sender is corrupted).

Corrupted Receiver. In this case we begin by, given some adversary A against the

real experiment ExecΠ,A,R(1
n, x, y, z), defining an adversary Ah against the underlying 2PC

protocol π. Without loss of generality, let A be a deterministic algorithm which uses the

auxiliary input z as its source of randomness for rFHE, rDel, and rEnc(x). Ah(1
n, z) will behave

identically to A(1n, z) (acting as the corrupted receiver), with the exception that Ah will

only send msg1 in round 1. On receiving msg2 from the honest sender, Ah will run the output

phase of A once again, using msg2 as the input from the second round, to determine A’s

final output outA and return the result.

Now, consider the following adversary A′Real(1n, z) in the real experiment, which runs Ah:

1. RunAh(1
n, z), which will start by producing a message msg1 for π. Also runA(1n, z) to

produce a message (pkFHE, pkDel, ctx, ·), and send (pkFHE, pkDel, ctx,msg1) to the sender

S.

2. S will return a message msg2 for π. Run the output phase of Ah on this message.
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3. Ah will output outAh
; return it.

Also define a T (n)·poly(n)-time adversary A′ in the hybrid experiment ExecThΠh,A′,R(1
n, x, y, z)

which runs the (T (n) · poly(n)-time) simulator Sh corresponding to the adversary Ah (as

guaranteed by the definition of simulation-based security for π). A′(1n, z) will do as follows:

1. Run Sh(1n, z), which will start by producing a message m1 to send to the ideal

functionality Th; forward this message. Also run A(1n, z) to produce a message

(pkFHE, pkDel, ctx,msg1), and send (pkFHE, pkDel, ctx) to the sender S.

2. S will provide its input to Th, and subsequently Th will return a result out. Forward

out to Sh.

3. Sh will return a simulated message outS ; return it.

We can use these adversaries to show that OutΠ,A,R(1
n, x, y, z) and OutThΠh,A′,R(1

n, x, y, z)

cannot be distinguished with non-negligible probability, based on the following two claims:

Claim 13. OutΠ,A,R(1
n, x, y, z) and OutΠ,A′

Real,R
(1n, x, y, z) are identically distributed.

Proof. Importantly, recall that the adversaries A and Ah are deterministic and use z as

their source of randomness. We begin by reproducing the experiment ExecΠ,A,R(1
n, x, y, z)

for clarity:

1. Run A(1n, z) to produce a message (pkFHE, pkDel, ctx,msg1), and send it to the sender

S.

2. S will return a message msg2 for π. Run the output phase of A on this message.

3. A will output outA; return it.
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There are two semantic differences between the two experiments. Namely, A′Real uses

Ah(1
n, z) rather than A(1n, z) to produce msg1, as well as to produce the final output. How-

ever, by the definition of Ah, for any auxiliary input z it is clearly the case that Ah(1
n, z) and

A(1n, z) compute msg1 and their final output in an identical way; hence, the full experiments

are completely identical.

So it is equivalent to compare OutΠ,A′
Real,R

(1n, x, y, z) and OutThΠh,A′,R(1
n, x, y, z). The fol-

lowing claim, then, yields the desired conclusion:

Claim 14. For any polynomial-time non-uniform distinguisher D, there exists negligible

ϵ(·) such that, for any n ∈ N and inputs x, y, z, the distributions OutΠ,A′
Real,R

(1n, x, y, z) and

OutThΠh,A′,R(1
n, x, y, z) cannot be distinguished by D with probability greater than ϵ(n).

Proof. This will intuitively follow from the simulation-based security of the underlying pro-

tocol π.

Formally, assume for contradiction that there exists a non-uniform polynomial-time dis-

tinguisher D and polynomial p(·) such that, for infinitely many n ∈ N, there are inputs

x, y, z such that D is able to distinguish the two distributions OutΠ,A′
Real,R

(1n, x, y, z) and

OutThΠh,A′,R(1
n, x, y, z) with probability 1/p(n). In this case, for each such n, there must

exist some assignment r∗ of the (honest) sender’s randomness rEnc(y) such that D distin-

guishes OutΠ,A′
Real,R

(1n, x, y, z)|r∗ and OutThΠh,A′,R(1
n, x, y, z)|r∗ (which denote the respective

experiments with rEnc(y) fixed to r∗) with probability at least 1/p(n).

Given fixed x, y, z and fixed rEnc(y) = r∗, recall the inputs x′ = (x, rFHE, rDel, rEnc(x))

and y′ = (y, pkFHE, pkDel, ctx, cty, ctout, πDel, rEnc(y), T ) provided by the receiver and sender

(respectively) to the protocol π; all randomness used to generate these inputs is now fixed

132



(since rFHE, rDel, rEnc(x) are given by z), which means that each assignment of inputs x, y, z, r∗

for Π corresponds uniquely to fixed inputs x′, y′, z for the underlying protocol π.

This implies that we can use the distinguisher D directly to break the simulation-based

security of the underlying protocol π. Specifically, given the previously fixed x, y, z, r∗,

consider the distributions Outπ,Ah,R(1
n, x′, y′, z) and Outπh,Sh,R(1

n, x′, y′, z), where πh is the

idealized version of π (as executed in Πh) where both parties send their respective inputs

x′, y′ to the functionality Th, which computes h(x′, y′).

Since, by definition, the outputs of A′Real and A′ (fixing inputs x, y, z, r∗) are given by the

outputs of Ah and Sh (fixing the corresponding inputs x′, y′, z) in the respective experiments

π and πh, we have that

OutΠ,A′
Real,R

(1n, x, y, z)|r∗ = Outπ,Ah,R(1
n, x′, y′, z)

and

OutThΠh,A′,R(1
n, x, y, z)|r∗ = Outπh,Sh,R(1

n, x′, y′, z)

But, since D distinguishes OutΠ,A′
Real,R

(1n, x, y, z)|r∗ and OutThΠh,A′,R(1
n, x, y, z)|r∗ with proba-

bility 1/p(n), it must also distinguish Outπ,Ah,R(1
n, x′, y′, z) and Outπh,Sh,R(1

n, x′, y′, z) with

the same probability. And, as this holds for infinitely many n ∈ N, it follows that D

contradicts the simulation-based security of the underlying protocol π (w.r.t. non-uniform

polynomial-time distinguishers), which is a contradiction.

Corrupted Sender. Given adversary A against the real experiment ExecΠ,A,S(1
n, x, y, z),

let Ah as before be the respective adversary against simulation-based security of the 2PC

protocol π. Now Ah receives message msg1 from the honest receiver and must generate msg2

using A; however, A also requires the public parameters (pkFHE, pkDel, ctx) from the receiver’s

first-round message as input. As such, we concatenate these parameters with the auxiliary
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input z provided to Ah. Formally, we let Ah(1
n, (pkFHE, pkDel, ctx, z)) given message msg1 run

A(1n, z) given message (pkFHE, pkDel, ctx,msg1). Then let A′Real(1n, z) in the real experiment

proceed as follows:

1. Receive a message (pkFHE, pkDel, ctx,msg1) from the receiver R.

2. Run Ah(1
n, z′ = (pkFHE, pkDel, ctx, z)) with msg1 as the input from the receiver; forward

the message msg2 from Ah to the sender.

3. Output whatever Ah outputs.

By simulation-based security, then, there is also a simulator Sh in the idealized experiment

for π which sends the relevant inputs to the ideal functionality Th but returns no output

to the receiver. Let A′(1n, z) be a T (n) · poly(n)-time adversary in the hybrid experiment

ExecThΠh,A′,S(1
n, x, y, z) which does the following:

1. Receive a message (pkFHE, pkDel, ctx) from the receiver R.

2. Run Sh(1n, z′ = (pkFHE, pkDel, ctx, z)). Sh will produce a message m2 to send to the

ideal functionality Th; forward it to Th.

3. Output whatever Sh outputs.

We must show that, given this A′, both (1) the outputs of the adversary and (2) the

outputs of the honest receiver R between ExecΠ,A,S(1
n, x, y, z) and ExecThΠh,A′,S(1

n, x, y, z)

cannot be distinguished. The following claims imply the desired conclusion:

Claim 15. OutΠ,A,S(1
n, x, y, z) and OutΠ,A′

Real,S
(1n, x, y, z) are identically distributed.

Proof. This follows directly from the fact that the adversaries A and Ah are deterministic

and use z as their source of randomness, and the fact that Ah(1
n, (pkFHE, pkDel, ctx, z)) given

134



message msg1 behaves identically to A(1n, z) given message (pkFHE, pkDel, ctx,msg1), implying

thatmsg2 and the output ofA (resp. Ah) are identically distributed between the experiments.

So it suffices to compare OutΠ,A′
Real,S

(1n, x, y, z) and OutThΠh,A′,S(1
n, x, y, z), which we do as

follows:

Claim 16. For any polynomial-time non-uniform distinguisher D, there exists negligible

ϵ(·) such that, for any n ∈ N and inputs x, y, z, the distributions OutΠ,A′
Real,S

(1n, x, y, z) and

OutThΠh,A′,S(1
n, x, y, z) cannot be distinguished by D with probability greater than ϵ(n).

Proof. Once again this will intuitively follow from the simulation-based security of the un-

derlying protocol π.

Formally, assume for contradiction that there exists a non-uniform polynomial-time

distinguisher D and polynomial p(·) such that, for infinitely many n ∈ N, there are in-

puts x, y, z such that D is able to distinguish the two distributions OutΠ,A′
Real,S

(1n, x, y, z)

and OutThΠh,A′,S(1
n, x, y, z) with probability 1/p(n). As with the corrupted receiver case,

for each such n, there must exist some assignment r∗ of the (honest) receiver’s ran-

domness rR = (rFHE, rDel, rEnc(x)) such that D distinguishes OutΠ,A′
Real,S

(1n, x, y, z)|r∗ and

OutThΠh,A′,S(1
n, x, y, z)|r∗ (which once again denote the respective experiments with rS fixed

to r∗) with probability at least 1/p(n).

Given x, y, z, and rR = r∗ fixed, we must argue as before that this corresponds uniquely

to fixed inputs x′, y′, z′ for the underlying protocol π. In this case, this will follow from

the fact that A′Real and A′ run Ah and Sh (respectively) on the input (1n, z′), where z′ =

(pkFHE, pkDel, ctx, z) is fully determined by z, x, and the randomness rR consumed by the

receiver in the first round (notice that this holds because (pkFHE, pkDel, ctx) is part of the
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honest receiver’s first message in the protocol Π). Furthermore, x′ is uniquely determined

by x and rR, and y′, the sender’s input, is uniquely determined by z′, y, and the sender’s

randomness (which, since the sender is malicious, is given by z).

As before, consider the distributions Outπ,Ah,R(1
n, x′, y′, z′) and Outπh,Sh,R(1

n, x′, y′, z′),

where πh is the idealized version of π (as executed in Πh) where both parties send their

respective inputs x′, y′ to the functionality Th. As before, the outputs of A′Real and A′

(fixing inputs x, y, z, r∗) are given by the outputs of Ah and Sh (fixing the corresponding

inputs x′, y′, z′) in the respective experiments π and πh; furthermore, by the definition of the

protocols Π and Pih, the (honest) receiver’s outputs are given by the outputs of π and πh

(respectively). So we once again determine that

OutΠ,A′
Real,S

(1n, x, y, z)|r∗ = Outπ,Ah,S(1
n, x′, y′, z′)

and

OutThΠh,A′,S(1
n, x, y, z)|r∗ = Outπh,Sh,S(1

n, x′, y′, z′)

which, since D distinguishes OutΠ,A′
Real,S

(1n, x, y, z)|r∗ and OutThΠh,A′,S(1
n, x, y, z)|r∗ with

probability 1/p(n), implies that it must also distinguish Outπ,Ah,S(1
n, x′, y′, z′) and

Outπh,Sh,S(1
n, x′, y′, z′) with the same probability. Thus, since the above implies that there

exist x′, y′, z′ for infinitely many n ∈ N such that D distinguishes the respective distribu-

tions, it follows that D contradicts the simulation-based security of π (w.r.t. non-uniform

polynomial-time distinguishers), a contradiction.
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3.3.4 Comparing Hybrid and Ideal Executions

Next, we need to compare the hybrid execution ExecThΠh,A′,I(1
n, x, y, z) to the “ideal” execution

Exec
Tf
Πf ,S,I(1

n, x, y, z) to finish the proof of Theorem 7.

Lemma 11. For any T (n) · poly(n)-time adversary A′ corrupting party I ∈ {S,R}, there

exists a T (n) · poly(n)-time simulator S such that, for any non-uniform polynomial-time

distinguisher D, there exists a negligible function ϵ(·) such that, for all n ∈ N, x, y ∈

{0, 1}n, and auxiliary input z, D distinguishes the distributions OutThΠh,A′,I(1
n, x, y, z) and

Out
Tf
Πf ,S,I(1

n, x, y, z) with at most probability ϵ(n).

Proof. We again separate into two cases, based on whether I = R (the receiver is corrupted)

or I = S (the sender is corrupted).

Corrupted Receiver. In this case, define a T (n) · poly(n)-time simulator SR which does

as follows:

1. Run the corrupted receiver A′. A′, in the first round, will output a message

(x, rFHE, rDel, rEnc) to be sent to Th. Send x to the ideal functionality Tf .

2. Receive an output message out from the ideal functionality Tf . If out is ⊥, return ⊥

to A′ (as the output of Th).

3. Verify the following. If any checks fail, return ⊥ to A′.

(a) (pkFHE, ·) = GenFHE(1
n; rFHE)

(b) (pkDel, ·) = GenDel(1
λ; rDel)

(c) ctx = EncFHE(pkFHE, x; rEnc(x))
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4. If all checks in the previous step pass, return out to A′. Finally, output whatever A′

outputs.

It suffices here to argue that the output which SR returns to A′ in the ideal experiment is

identically distributed to the output which Th would return toA′ in the hybrid experiment, as

this, combined with the observation that the only input A′ receives (aside from the auxiliary

input z) is the output from Th, allows us to conclude that A′’s views in ExecThΠh,A′,R(1
n, x, y, z)

and Exec
Tf
Πf ,SR,R(1

n, x, y, z) (and hence A′’s outputs) are likewise identically distributed. We

can argue this using the following claims:

Claim 17. If S is honest, then, given messages (x, rFHE, rDel, rEnc) and (pkFHE, pkDel, ctx) from

A′, step (4) of SR succeeds (i.e., does not return ⊥) in Πf if and only if all checks in step

(1) of the functionality h described in Figure 3.3 succeed in the respective instance of Πh.

Proof. The “if” direction is trivial since the checks in step (4) of SR are a strict subset of

the checks in step (1) of h.

The “only if” direction follows from the assumption that S is honest, and will hence

compute cty = EncFHE(pkFHE, y; rEnc(y)) correctly using the correct inputs.

Claim 18. If S is honest and all checks in step (1) of the functionality h described in Figure

3.3 succeed in Πh, then, with probability 1, step (3) of the functionality h will not return ⊥.

Proof. Since step (1) is successful, we know that (pkDel, skDel) = GenDel(1
λ, rDel); more-

over, since S is honest, we know that it must have computed (ctout, πDel, 1
T ) =

CompDel(pkDel, g, ctx, cty) correctly (and using the correct pkDel and ctx, since the checks
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in step (1) passed). It follows by perfect completeness of the delegation scheme

(GenDel,CompDel,VerDel) that

VerDel(skDel, g, ctx, cty, ctout, πDel, T ) = Accept

as desired.

Claim 19. If S is honest and, in Πh, all checks in step (1) of the functionality h described

in Figure 3.3 succeed, and step (3) of the functionality h does not return ⊥, then the value

of out returned by step (4) of h will be equal to f(x, y) with probability 1.

Proof. Since S is honest and step (1) is successful, we know, as in the previous claim, that

(pkDel, skDel) = GenDel(1
λ, rDel) and (ctout, πDel, 1

T ) = CompDel(pkDel, g, ctx, cty). It follows by

correctness of the delegation scheme (GenDel,CompDel,VerDel) that

ctout = g(ctx, cty) = EvalFHE(pkFHE, f, ctx, cty)

It suffices to show that this will decrypt to the correct output out = f(x, y). This holds

due to perfect correctness of the FHE scheme (GenFHE,EncFHE,DecFHE,EvalFHE); specifically,

since ctx and cty are encryptions of x and y, respectively:

DecFHE(skFHE, ctout) = DecFHE(skFHE,EvalFHE(pkFHE, f, ctx, cty)) = f(x, y)

Chaining together Claims 17, 18, and 19 leads us to the conclusion that (by Claim 17),

SR returns ⊥ in Exec
Tf
Πf ,SR,R(1

n, x, y, z) if and only if Th would return ⊥ (from step (1)) in the

respective execution of ExecThΠh,A′,R(1
n, x, y, z), and furthermore, if this event does not occur,

then (by Claims 18 and 19 as well as the definition of SR) both SR (in Exec
Tf
Πf ,SR,R(1

n, x, y, z))

and Th (in the respective execution of ExecThΠh,A′,R(1
n, x, y, z)) will return an output out that
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is precisely equal to f(x, y), where x is the value sent by the adversary to Th and y is the

(honest) sender’s input. This completes the argument for the case I = R.

Corrupted Sender. In the case I = S, define a T (n) · poly(n)-time simulator SS which

does as follows:

1. Generate rFHE, rDel, rEnc(x) ← {0, 1}∗ and (pkFHE, ·) = GenFHE(1
n; rFHE), (pkDel, ·) =

GenDel(1
λ; rDel), ctx = EncFHE(pkFHE, 0; rEnc(x))

2. Run the corrupted sender A′ using input (pkFHE, pkDel, ctx). A′ will generate a mes-

sage (y′, pk′FHE, pk
′
Del, ct

′
x, ct

′
y, ct

′
out, π

′
Del, r

′
Enc(y), T

′) to send to Th. Perform the following

checks to verify this message, and return ⊥ to Tf (causing it to output ⊥) if any of

them fail.

(a) pkFHE = pk′FHE, pkDel = pk′Del, ctx = ct′x.

(b) ct′y = EncFHE(pkFHE, y
′; r′Enc(y))

(c) VerDel(skDel, g, ctx, cty, ct
′
out, π

′
Del, T

′) = Accept for the functionality g(c1, c2) =

EvalFHE(pkFHE, f, c1, c2).

3. Otherwise (if the above checks pass), send y′ to Tf . Finally, output whatever A′

outputs.

As this case has interesting subtleties, we lead the formal proof with a brief overview.

Recall that, for this case, we need not only to verify that the adversary A′’s views in the

experiments ExecThΠh,A′,S(1
n, x, y, z) and Exec

Tf
Πf ,SS ,S(1

n, x, y, z) (and hence A′’s outputs) can-

not be distinguished, but also that the honest receiver R’s outputs cannot be distinguished

between the two experiments.
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The natural way to do this would be to begin by creating a hybrid protocol Π′h where

the receiver, instead of sending a ciphertext of their input x in the first round, sends the

corresponding ciphertext of 0 (as the simulator does when running A′ in Πf ). Ostensibly,

this would allow us to show that the output distributions between Πh and Π′h are close by

using the CPA-security of the underlying FHE protocol to assert that the ciphertexts, and

hence the views of A′, are indistinguishable between the two experiments. And while this

does indeed directly imply that the adversary’s outputs are close, we run into an issue the

moment we consider the receiver’s output; specifically, the receiver’s output is the output

from the ideal functionality Th, which among other things depends on the secret key skFHE

and the randomness rFHE used to generate it. In fact, this makes a reduction from Π′h to

the security of the FHE scheme impossible (using current techniques), since a hypothetical

adversary simulating this functionality would only know pkFHE.

Instead we will have to consider an alternate functionality h′ which only depends on the

public key pkFHE and does not use the randomness or secret key. Specifically, rather than

decrypting the final result ctout, h
′ will instead simply return f(x, y′). We then show that the

output distribution of Πh′ is statistically close to that of Πh. Specifically, they are identical

except when the adversary A′ can force the ideal functionality h′ to verify a proof πDel of

an incorrect ciphertext ctOut—this implies that their statistical distance must be at most

the (negligible) soundness error of delegation.3 Now, given Πh′ , we can finally consider a

protocol Π′h′ where the receiver uses a ciphertext of 0; now that h′ no longer depends on skFHE,

the reduction to the CPA-security will go through (for both the adversary’s and receiver’s

outputs), and we can lastly compare ExecThΠ′
h′ ,A

′,S(1
n, x, y, z) and Exec

Tf
Πf ,SS ,S(1

n, x, y, z) to

3An attentive reader might wonder at this point why, in doing this, we are not simply backing ourselves
into the same corner, since indeed Th and even Th′ are very much dependent on the randomness rDel and
secret key skDel. The intuitive answer is that, unlike with the reduction to FHE, we are able to “outsource”
the dependence on skDel in Th′ to the security game for the soundness of delegation, allowing us to effectively
emulate h′ without said secret key in the adversary we construct.
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show that, actually, the output distributions are identically distributed.

We continue to the formal proof. Let h′ be the functionality defined as h, but with four

key differences:

� h′, instead of taking input rFHE from the receiver, takes input pkFHE.

� In step (1), instead of verifying that (pkFHE, ·) = GenFHE(1
n, rFHE), h

′ verifies that the

sender’s and receiver’s inputs pkFHE match.

� In step (2), h′ no longer computes (·, skFHE) = GenFHE(1
n; rFHE).

� In step (4), h′ returns f(x, y) rather than DecFHE(skFHE, ctout).

Let Πh′ be defined identically to Πh except that both parties use the ideal functionality

Th′ in place of Th and the receiver inputs pkFHE to Th′ instead of rFHE as specified above. We

state the following claim:

Claim 20. There exists negligible ϵ(·) such that, for all n ∈ N and inputs x, y, z, the output

distributions OutThΠh,A′,S(1
n, x, y, z) and Out

Th′
Πh′ ,A′,S(1

n, x, y, z) are ϵ(n)-statistically close.

Proof. Intuitively, this will follow from the soundness of the delegation scheme

(GenDel,CompDel,VerDel). First, observe that the adversary’s views in ExecThΠh,A′,S(1
n, x, y, z)

and Exec
Th′
Πh′ ,A′,S(1

n, x, y, z), and thus the adversary’s outputs, are identically distributed;

hence, it suffices to argue about the honest receiver’s output, i.e., the output of Th or Th′ .

Second, since the receiver R is honest, the fact that h′ verifies that the sender’s and

receiver’s inputs pkFHE match is equivalent to the verification in h of the sender’s pkFHE

(that (pkFHE, ·) = GenFHE(1
n, rFHE)), since the receiver’s input pkFHE will always be equal to

GenFHE(1
n, rFHE). So the only change that can possibly affect the output of Th′ compared to Th

in the corrupted sender case is the fact that h′ returns f(x, y) rather than DecFHE(skFHE, ctout).
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Now, assume for the sake of contradiction that there is some polynomial p(·) such that, for

infinitely many n ∈ N, there exist x, y, z so that the ideal functionality’s output is different

between ExecThΠh,A′,S(1
n, x, y, z) and Exec

Th′
Πh′ ,A′,S(1

n, x, y, z) with probability 1/p(n). We shall

use this to construct a T (n) · poly(n)-time adversary ADel to break the soundness of the

delegation scheme with probability 1/p(n).

Specifically, let ADel do as follows on input (1n, pkDel):

1. Generate rFHE, rEnc(x) ← {0, 1}∗ and (pkFHE, ·) = GenFHE(1
n; rFHE), ctx =

EncFHE(pkFHE, x; rEnc(x)).

2. Run the corrupted sender A′ with sender input y, auxiliary input z,

and first-round message (pkFHE, pkDel, ctx). A′ will generate a message

(y′, pk′FHE, pk
′
Del, ct

′
x, ct

′
y, ct

′
out, π

′
Del, r

′
Enc(y), T

′) to send to the ideal functionality (Th or

Th′).

3. Run (ctout, πDel, 1
T ) ← CompDel(pkDel, g, ctx, ct

′
y) for the functionality g(c1, c2) =

EvalFHE(pkFHE, f, c1, c2)

4. Verify the following and abort if any are false.

(a) pkFHE = pk′FHE, pkDel = pk′Del, ctx = ct′x

(b) ct′y = EncFHE(pkFHE, y
′; r′Enc(y))

5. Otherwise, return (g, ctx, ct
′
y, ctout, ct

′
out, πDel, π

′
Del, 1

T , 1T
′
).

We claim that ADel returns a tuple (g, ctx, ct
′
y, ctout, ct

′
out, πDel, π

′
Del, 1

T , 1T
′
) such that

ctout ̸= ct′out but VerDel(skDel, g, ctx, ct
′
y, ctout, πDel, T ) = VerDel(skDel, g, ctx, ct

′
y, ct

′
out, π

′
Del, T

′) =

Accept—that is, ADel breaks soundness of the delegation scheme—precisely when h decrypts
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a ciphertext that is not equal to ctout as returned by CompDel(pkDel, g, ctx, cty) for the corre-

sponding functionality and inputs; furthermore, we claim that this is the only case where h

and h′ may not be identically distributed.

To verify this, we start by observing that the input to A′ in step (2) of ADel

is identically distributed to the inputs in the experiments ExecThΠh,A′,S(1
n, x, y, z) and

Exec
Th′
Πh′ ,A′,S(1

n, x, y, z), since pkDel is honestly generated and the receiver is honest. Fur-

thermore, given the message from A′ to the ideal functionality, as well as the fact that R

is honest, we can assert that the checks in step (4) of ADel are equivalent to the checks in

step (1) of h or h′, since the receiver’s inputs pkFHE, pkDel, ctx are guaranteed to be honestly

generated. So, comparing Th and Th′ for a particular interaction, there are four possible

outcomes, which we shall analyze:

1. Step (1) of h or h′ fails, in which case both return ⊥ (and ADel will abort).

2. Step (1) succeeds, but the verification in step (3) fails, in which case both will return ⊥

(and ADel will produce output (g, ctx, ct
′
y, ctout, ct

′
out, πDel, π

′
Del, 1

T , 1T
′
) which is rejected

because (ct′out, π
′
Del) fails to verify).

3. Steps (1) and (3) succeed, and ct′out given by the adversary is the same as the correct

(ctout, ·, ·) = CompDel(pkDel, g, ctx, ct
′
y), in which case the outputs of h and h′ are iden-

tical and not ⊥ by perfect correctness of Enc and Eval, as well as correctness of the

delegation scheme.

Specifically, considering the inputs to h, we know by correctness of delega-

tion that, since (ct′out, ·, ·) = CompDel(pkDel, g, ctx, ct
′
y), ct′out = g(ctx, ct

′
y) =

EvalFHE(pkFHE, f, ctx, ct
′
y). Furthermore, by perfect correctness of the FHE scheme and

the fact that ctx and ct′y are encryptions of x and y, respectively:

DecFHE(skFHE, ctout) = DecFHE(skFHE,EvalFHE(pkFHE, f, ctx, ct
′
y)) = f(x, y′)
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that is, the output of h will be identical to the output f(x, y′) of h′. In this case, ADel

will produce output (g, ctx, ct
′
y, ctout, ct

′
out, πDel, π

′
Del, 1

T , 1T
′
) which is rejected because

ct′out = ctout.

4. Steps (1) and (3) succeed, and ct′out given by the adversary is not the same as the

correct (ctout, ·, ·) = CompDel(pkDel, g, ctx, ct
′
y), in which case the outputs of h and h′

may be different (and ADel will produce output (g, ctx, ct
′
y, ctout, ct

′
out, πDel, π

′
Del, 1

T , 1T
′
)

which is accepted because ct′out ̸= ctout and (ct′out, π
′
Del, 1

T ′
) verifies successfully).

The above implies that the probability over possible interactions that the outputs of h and

h′ are different—which, as we have argued above, is equal to the statistical distance between

the distributions OutThΠh,A′,S(1
n, x, y, z) and Out

Th′
Πh′ ,A′,S(1

n, x, y, z)—is no greater4 than the

probability with which ADel’s output is accepted. In particular, by our assumption that, for

infinitely many n ∈ N, there were x, y, z such that this statistical distance was greater than

1/p(n), this implies that the probability that ADel’s output is accepted (for the corresponding

inputs) must be greater than 1/p(n) for infinitely many n ∈ N. But this contradicts the

soundness of delegation, so the claim is proven.

Now let Π′h′ be identical to Πh′ , with the sole exception that the receiver’s first-round

message to the sender replaces the correctly generated ctx = EncFHE(pkFHE, x; rEnc(x)) with

the corresponding encryption ctx = EncFHE(pkFHE, 0; rEnc(x)) of 0. We present the following

claim comparing Exec
Th′
Πh′ ,A′,S(1

n, x, y, z) and Exec
Th′
Π′

h′ ,A
′,S(1

n, x, y, z):

Claim 21. For any polynomial-time non-uniform distinguisher D, there exists negligible

ϵ(·) such that, for any n ∈ N and inputs x, y, z, the distributions Out
Th′
Πh′ ,A′,S(1

n, x, y, z) and

Out
Th′
Π′

h′ ,A
′,S(1

n, x, y, z) cannot be distinguished by D with probability greater than ϵ(n).

4Note that equality is not guaranteed, as h could possibly accept a ciphertext ct′out ̸= ctout that still
decrypts to f(x, y).
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Proof. Intuitively, this follows from the CPA-security of the FHE scheme with respect to

T (n) · poly(n)-time adversaries and the fact that both h′ and the view of A′ are independent

of rFHE and skFHE.

Formally, assume for contradiction that there exists a non-uniform polynomial-time dis-

tinguisher D and polynomial p(·) such that, for infinitely many n ∈ N, there are inputs

x, y, z such that D is able to distinguish Out
Th′
Πh′ ,A′,S(1

n, x, y, z) and Out
Th′
Π′

h′ ,A
′,S(1

n, x, y, z)

with probability 1/p(n). We define a tuple of T (n) · poly(n)-time algorithms (AFHE, D
′)

that can break the CPA-security of the FHE scheme (GenFHE,EncFHE,EvalFHE,DecFHE) with

probability 1/p(n) as follows:

� AFHE, on input 1n, outputs (0, x).

� D′, on input (1n, pkFHE, ctx), where c is either ct0x = EncFHE(pkFHE, 0) or ct1x =

EncFHE(pkFHE, x), does the following:

1. Generate rDel ← {0, 1}∗ and (pkDel, skDel) = GenDel(1
λ; rDel).

2. Run the corrupted sender A′ with sender input y, auxiliary input z,

and first-round message (pkFHE, pkDel, ctx). A′ will generate a message

(y′, pk′FHE, pk
′
Del, ct

′
x, ct

′
y, ct

′
out, π

′
Del, r

′
Enc(y), T

′) to send to Th′ and output outA′ .

Store outA′ .

3. Verify the following and set outR = ⊥ if any are false. Otherwise, set outR =

f(x, y′).

(a) pkFHE = pk′FHE, pkDel = pk′Del, ctx = ct′x

(b) ct′y = EncFHE(pkFHE, y
′; r′Enc(y))

(c) VerDel(skDel, g, ctx, ct
′
y, ct

′
out, π

′
Del, T

′) = Accept for the functionality g(c1, c2) =

EvalFHE(pkFHE, f, c1, c2)

146



4. Return D(1n, (outA′ , outR)).

First, notice that (given that the inputs pkFHE and ctx = EncFHE(pkFHE,m) for eitherm = 0 or

m = x are generated correctly) the inputs to A′ in step (2) of D′ are identically distributed to

either the inputs in Exec
Th′
Πh′ ,A′,S(1

n, x, y, z) (if m = x) or the inputs in Exec
Th′
Π′

h′ ,A
′,S(1

n, x, y, z)

(if m = 0). Hence, the view of A′ in D′ is identically distributed to the corresponding view

in the respective experiment, which implies that the output outA′ must be as well, as must

the message sent to Th′ .

It remains to argue about the receiver’s output outR; recall that the honest receiver’s

output in either experiment is given by the output of the ideal functionality Th′ . However,

outR as defined in step (3) of D′ can easily be seen to be identically distributed to the output

of h′ in the respective experiment Exec
Th′
Πh′ ,A′,S(1

n, x, y, z) (if m = x) or Exec
Th′
Π′

h′ ,A
′,S(1

n, x, y, z)

(if m = 0). This holds because, since R is honest, R’s inputs (pkFHE, pkDel, ctx) are honestly

generated and so the verifications in steps (3a) and (3b) are identical to the respective checks

in step (1) of h. Furthermore, the verification in step (3c) of D′ is identical to the verification

in step (3) of h, so it follows that outR = ⊥ exactly when h′ in the respective experiment

would return ⊥, and that, otherwise, outR = f(x, y′), which by the definition of h′ is identical

to what h′ would return if not outputting ⊥.

So we have argued that the distribution (outA′ , outR) is identical to Out
Th′
Πh′ ,A′,S(1

n, x, y, z)

when m = x and to Out
Th′
Π′

h′ ,A
′,S(1

n, x, y, z) when m = 0. But we have assumed that for

infinitely many n ∈ N there exist x, y, z so that D can distinguish Out
Th′
Πh′ ,A′,S(1

n, x, y, z) and

Out
Th′
Π′

h′ ,A
′,S(1

n, x, y, z) with probability 1/p(n), i.e., that there is at least a 1/p(n) difference

between the probability that D(1n, (outA′ , outR)) returns 1 in the m = x case and the

respective probability in the m = 0 case. But, since D′ returns precisely D(1n, (outA′ , outR)),
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this gives us

|Pr[D(1n, pkFHE,EncFHE(pkFHE, 0)) = 1]− Pr[D(1n, pkFHE,EncFHE(pkFHE, x)) = 1]| ≥ 1/p(n)

which, since AFHE always returns (0, x), means that (AFHE, D
′) is able to break the CPA-

security of the underlying FHE scheme (w.r.t. T (n) · poly(n)-time adversaries) with proba-

bility 1/p(n) for infinitely many n ∈ N, a contradiction.

It remains to compare Out
Th′
Π′

h′ ,A
′,S(1

n, x, y, z) and Out
Tf
Πf ,SS ,S(1

n, x, y, z); however, we claim

that in fact these distributions are already identical. First, observe that the input provided

to A′ in SS is identically distributed to the input provided to A′ in Exec
Th′
Π′

h′ ,A
′,S(1

n, x, y, z); in

both cases this consists of an honestly generated pkFHE, pkDel, ctx such that ctx is the respec-

tive encryption of 0. So it follows that the adversary’s output, as well as the message sent by

the adversary to the ideal functionality, must be identically distributed between the two ex-

periments. Demonstrating that the receiver’s outputs are identical—that is, that the output

of h′ in Exec
Th′
Π′

h′ ,A
′,S(1

n, x, y, z) is always equal to the output f(x, y) in Exec
Tf
Πf ,SS ,S(1

n, x, y, z)—

will follow from the following claim, to which we have already alluded in the previous two

reductions:

Claim 22. If R is honest, then, given messages (x, pkFHE, rDel, rEnc) sent to Th′ ,

(pkFHE, pkDel, ctx) sent to A′, and (y′, pk′FHE, pk
′
Del, ct

′
x, ct

′
y, ct

′
out, π

′
Del, r

′
Enc(y), T

′) sent by A′ to

Th′ , the checks in step (2) of SS succeed if and only if all checks in steps (1) and (3) of the

functionality h′ succeed.

Proof. If R is honest, it must be the case that (pkDel, ·) = GenDel(1
λ; rDel) and ctx =

EncFHE(pkFHE, x; rEnc(x)); hence step (2a) of SS is equivalent to verifying pk′FHE = pkFHE,

(pk′Del, ·) = GenDel(1
λ; rDel), and ct′x = EncFHE(pk

′
FHE, x; rEnc(x)), i.e., the first three checks of
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step (1) of h′. Step (2b) is trivially equivalent to the last check in step (1) of h′ and step

(2c) is trivially equivalent to the check in step (3) of h′, completing the argument.

This implies that the receiver in Exec
Th′
Π′

h′ ,A
′,S(1

n, x, y, z) will return ⊥ as the output from

h′ precisely when SS will return ⊥ to the ideal functionality (based on the checks in step

(2)) and cause the receiver in Exec
Tf
Πf ,SS ,S(1

n, x, y, z) to return ⊥. However, when Tf does

not output ⊥, it will always output f(x, y′) on the respective inputs x from the honest

receiver and y′ from SS; similarly, when Th′ does not return ⊥, it will, by definition, also

always output f(x, y′) on the respective input x from the honest receiver and y′ from A′.

The above, then, is sufficient to conclude that the distributions Out
Th′
Π′

h′ ,A
′,S(1

n, x, y, z) and

Out
Tf
Πf ,SS ,S(1

n, x, y, z) are identical.

We conclude the proof of the lemma with a standard hybrid argument; specifically, if there

exists some non-uniform polynomial-time distinguisher D and polynomial p(·) such that, for

infinitely many n ∈ N, there are inputs x, y, z so that D can distinguish OutThΠh,A′,S(1
n, x, y, z)

and Out
Tf
Πf ,S,S(1

n, x, y, z) with probability 1/p(n), then D must likewise be able to distinguish

one of the following pairs with probability 1/p′(n) for some polynomial p′(·):

� OutThΠh,A′,S(1
n, x, y, z) and Out

Th′
Πh′ ,A′,S(1

n, x, y, z)

� Out
Th′
Πh′ ,A′,S(1

n, x, y, z) and Out
Th′
Π′

h′ ,A
′,S(1

n, x, y, z)

� Out
Th′
Π′

h′ ,A
′,S(1

n, x, y, z) and Out
Tf
Πf ,S,S(1

n, x, y, z)

The first case would contradict Claim 20, the second case would contradict Claim 21, and

the third case is impossible because we showed the distributions to be identical. Therefore,

such a distinguisher D cannot exist.

By the same logic, a standard hybrid argument shows that Lemmas 10 and 11 imply
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Theorem 7: if there were some non-uniform polynomial-time distinguisher D and polynomial

p(·) such that, for infinitely many n ∈ N, there were inputs x, y, z so that D could distinguish

OutΠ,A,I(1
n, x, y, z) and Out

Tf
Πf ,S,I(1

n, x, y, z) with probability 1/p(n), then D would be able

to distinguish either:

� OutΠ,A,I(1
n, x, y, z) and OutThΠh,A′,I(1

n, x, y, z), or

� OutThΠh,A′,I(1
n, x, y, z) and Out

Tf
Πf ,S,I(1

n, x, y, z)

with probability 1/p′(n) for some polynomial p′(·). The first case would contradict Lemma

10 and the second Lemma 11; hence, Theorem 7 is proven.

3.4 Additional Definitions

3.4.1 Non-Interactive Secure Computation, Continued

We start by defining a stronger notion of non-interactive secure computation, which is the

definition achieved in the second feasibility result we present. Recall the definition of non-

interactive two-party computation given in Definition 10 of Section 3.2; we begin with this

definition and the additional restriction of perfect correctness (i.e., that correctness should

hold with no error rather than a negligible ϵ(n) error).

Externalized Universally Composable Security. To define the notion of security

proven in our main theorem, we use the framework of universally composable security [33, 34],

extended to include access to superpolynomial “helper functionalities” [35, 38]. Specifically,
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we prove UC security in the presence of an external helper which allows the adversary to

break the commitments of corrupted parties.

Model of execution. We recall the discussion of UC security with external helper func-

tionalities provided in [38]. Consider parties represented by polynomial-time interactive

Turing machines [67]; the model contains a number of parties running instances of the pro-

tocol Π, as well as an adversary A and an environment Z. The environment begins by

invoking the adversary on an arbitrary input, and afterwards can proceed by invoking par-

ties which participate in single instances of the protocol Π by providing them with their

respective inputs, as well as a session identifier (which is unique for each instance of the

protocol Π) and a party identifier (which is unique among the participants in each session).

The environment can furthermore read the output of any party involved in some execution

of Π, as well as any output provided by the adversary.

For the purposes of UC security, we will restrict our attention to environments which may

only invoke a single session of the protocol Π—that is, any instances invoked must have the

same session identifier. Concurrent and composable security (i.e., against more generalized

environments) will follow from this via a universal composition theorem, which we will state

later in this section.

The adversary, on the other hand, is able to control all communication between the

various parties involved in executions of Π, and to furthermore modify the outputs of certain

corrupted parties (which we here assume are decided non-adaptively, i.e., every party is

either invoked as permanently corrupted or permanently uncorrupted). Uncorrupted parties

will always act according to the protocol Π, and we assume that the adversary only delivers

messages from uncorrupted parties that were actually intended to be sent (i.e., authenticated
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communication); the adversary can, on the other hand, deliver any message on behalf of

a corrupted party. The adversary can also send messages to and receive them from the

environment at any point.

We will furthermore assume a notion of security using an “imaginary angel” [115], which

can be formalized in the externalized UC (EUC) setting [35]; both the corrupted parties

and environment will have access to an external helper functionality H, also defined as an

interactive Turing machine—unlike the participants, adversary, or environment, however, H

is not restricted to polynomial running time. H is persistent throughout the execution and

is invoked by the environment immediately after the adversary is; furthermore, H must be

immediately informed of the identity of all corrupted parties when parties are determined

by the environment to be corrupted.

Finally, while honest players can only be invoked on a single session identifier, we allow

the adversary to invoke H on behalf of corrupt parties using potentially arbitrary session

identifiers; this is needed to prove the composition theorem.

The execution ends when the environment halts, and we assume the output to be the out-

put of the environment. We let ExecΠ,A,Z(1
n, z) denote the distribution of the environment’s

output, taken over the random tape given to A, Z, and all participants, in the execution

above (with a single session of Π), where the environment originally gets as input security

parameter 1n and auxiliary input z. We say that Π securely emulates some other protocol Π′

if, for any adversary A, there exists a simulator S such that the environment Z is unable to

tell the difference between the execution of Π with A and the execution of Π′ with S—that

is, intuitively, the environment gains the same information in each of the two executions.

Formally:

Definition 16 (based on [38]). For some (superpolynomial-time) interactive Turing machine
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H, we say a protocol Π H-EUC-emulates some protocol Π′ if, for any polynomial-time

adversary A, there exists some simulated polynomial-time adversary S such that, for any

non-uniform polynomial-time environment Z and polynomial-time distinguisher D, there

exists negligible ν(·) such that, for any n ∈ N and z ∈ {0, 1}∗:

|Pr [D(ExecΠ,A,Z(1
n, z)) = 1]− Pr [D(ExecΠ′,S,Z(1

n, z)) = 1] | ≤ ν(n)

To prove that a protocol Π securely realizes an ideal functionality T , we wish to show

that it securely emulates an “ideal” protocol Π(T ) in which all parties send their respective

inputs to an instance of T with the same session identifier and receive the respective output;

note that the adversary does not receive the messages to or from each instance of T .

Definition 17 (based on [38]). For some (superpolynomial-time) interactive Turing machine

H, we say a protocol Π H-EUC-realizes some functionality T if it H-EUC-emulates the

protocol Π(T ) given above.

In the case of two-party computation for functionality f , T will simply receive inputs x

from the receiver and y from the sender and return f(x, y) to the receiver:

Definition 18. For some (superpolynomial-time) interactive Turing machine H, we refer

to a non-interactive two-party computation protocol Π for some functionality f(·, ·) as H-

EUC-secure if it H-EUC-realizes the functionality Tf , which, on input x from a receiver R

and input y from a sender S, returns f(x, y) to R.

Remarks. Notice that, since Z’s output is a (randomized) function of its view, it suffices

to show that Z’s view cannot be distinguished by any polynomial-time distinguisher D

between the respective experiments. We can also without loss of generality assume that the

environment Z in the real execution effectively runs the adversary A internally and forwards
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all of A’s messages to and from other parties by using a “dummy adversary” D which simply

forwards communication from Z to the respective party. This allows us to effectively view

the environment Z and adversary A as a single entity.

Furthermore, observe that we use a polynomial-time simulator S in our definition of

security. [63] shows that two-round secure computation protocols cannot be proven secure

with standard polynomial-time simulation; hence, many protocols are proven secure using

superpolynomial-time simulators (a technique originally proposed by [109, 115]). Indeed, we

note that, if H runs in time T (·), then a protocol that H-EUC-realizes some functionality

T with polynomial-time simulation will also UC-realize T with poly(T (·))-time simulation;

hence, in a way, the simulator S we propose in our security definition can still be considered

to do a superpolynomial-time amount of “work”.

Universal composition. The chief advantage of the UC security paradigm is the notion

of universal composition; intuitively, if a protocol ρ UC-realizes (or, respectively, H-EUC-

realizes) an ideal functionality T , then it is “composable” in the sense that any protocol

that uses the functionality T as a primitive derives the same security guarantees from the

protocol ρ as they would the ideal functionality.

More formally, given an ideal functionality T , let us define a T -hybrid protocol as one

where the participating parties have access to an unbounded number of copies of the func-

tionality T and may communicate directly with these copies as in an “ideal” execution (i.e.,

without communication being intercepted by the adversary). Each copy of T will have a

unique session identifier, and their inputs and outputs are required to contain the respective

identifier.

Then, if Π is a T -hybrid protocol, and ρ is a protocol which realizes T , then we can
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define a composed protocol Πρ by modifying Π so that the first message sent to T is instead

an invocation of a new instance of ρ with the same session identifier and the respective

message as input, and so that further messages are likewise relayed to the same instance of

ρ instead, again with their contents as the respective input. Any output from an instance of

ρ is substituted for the respective output of the corresponding instance of T . The following

powerful theorem, then, states the notion of composability intuitively described above.

Theorem 8 (Relativized Universal Composition [33, 38]). For some ideal functionality T

and helper functionality H, if Π is a T -hybrid protocol, and ρ is a protocol that H-EUC-

realizes T , then Πρ H-EUC-emulates Π.

Stand-alone Security. As one of the key building blocks of our UC-secure protocol, we

use a non-interactive secure computation protocol which satisfies the strictly weaker notion of

stand-alone security with superpolynomial-time simulation as given in Definition 11 of Section

3.2, and recall Theorem 3 which demonstrates that stand-alone secure NISC protocols with

quasi-polynomial simulation exist assuming the existence of a notion of “weak OT”, which

in turn can be based on subexponential versions of standard assumptions [10, 26].

3.4.2 SPS-ZK Arguments

We proceed to recalling the definition of interactive arguments.

Definition 19 ([31, 67, 60]). We refer to an interactive protocol (P, V ) between a probabilis-

tic prover P and a verifier V as an interactive argument for some language L ⊆ {0, 1}∗

if the following conditions hold:
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1. Completeness. There exists a negligible function ν(·) such that, for any x ∈ L:

Pr [⟨P, V ⟩(x) = Accept] ≥ 1− ν(|x|)

2. T (·)-time soundness. For any non-uniform probabilistic T (·)-time prover P ∗ (not

necessarily honest), there exists a negligible function ν(·) such that, for any x ̸∈ L:

Pr [⟨P ∗, V ⟩(x) = Accept] ≤ ν(|x|)

Furthermore, if the above holds even if the statement x ̸∈ L can be adaptively chosen

by the cheating prover anytime prior to sending its last message, we call such a protocol

(T (·)-time) adaptively sound.

We also require a notion of zero-knowledge [67] with superpolynomial simulation (SPS-

ZK) [109], which states that the prover’s witness w should be “hidden” from the verifier in

the sense that proofs of a particular statement x ∈ L should be simulatable in a manner

independent of w:

Definition 20 ([109]). We refer to an interactive argument for some NP language L (with

witness relation RL) as T
′(·)-time simulatable zero-knowledge with T (·)-time security

(or (T (·), T ′(·))-simulatable zero-knowledge) if, for any T (·)-time cheating verifier V ∗ (which

can output an arbitrary function of its view), there exists a T ′(·)-time simulator Sim and

negligible function ν(·) such that, for any T (·)-time non-uniform distinguisher D, given any

statement x ∈ L, any witness w ∈ RL(x), and any auxiliary input z ∈ {0, 1}∗, it holds that:

|Pr [D(x, ⟨P (w), V ∗(z)⟩(x)) = 1]− Pr [D(x, Sim(x, z)) = 1] | ≤ ν(|x|)

Our construction will use a two-round adaptively sound zero-knowledge argument consist-

ing of three polynomial-time algorithms, (ZK1,ZK2,ZK3), defining the following interaction

⟨P, V ⟩:
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� V runs (zk1, σ)← ZK1(1
n), which takes as input the security parameter n and generates

a first message zk1 and persistent state σ.

� P runs zk2 ← ZK2(wi1, x, w), which takes as input the first message wi1, a statement

x, and a witness w, and returns a second message zk2.

� V runs {Accept,Reject} ← ZK3(zk2, x, σ), which takes as input a second message zk2, a

statement x, and the persistent state σ, and returns Accept if zk2 contains an accepting

proof that x ∈ L and Reject otherwise.

We observe that, in fact, this primitive is implied by the existence of a stand-alone secure

NISC (see Definition 11).

Theorem 9. For any constants c < c′, letting subexponential functions T (n) = nlogc(n) and

T ′(n) = nlogc
′
(n), then, if there exists a subexponentially stand-alone secure non-interactive

two-party computation protocol for any polynomial-time Turing-computable functionality

f(·, ·) with T (·)-time security and T ′(·)-time simulation, then there exists a two-round in-

teractive argument with T (·)-time adaptive soundness and (T (·), T ′(·))-simulatable zero-

knowledge.

The construction and its proof of security is straightforward, but the interested reader

may find it in the full version of this work [99].

3.4.3 Non-Interactive CCA-secure Commitments

Our construction will rely on non-interactive (single-message) tag-based commitment

schemes satisfying the notion of CCA security [108, 38, 88].
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Definition 21 (based on [88]). A non-interactive tag-based commitment scheme

(with t(·)-bit tags) consists of a pair of polynomial-time algorithms (Com,Open) such that:

� c ← Com(1n, id, v; r) (alternately denoted Comid(1
n, v; r)) takes as input an identifier

(tag) id ∈ {0, 1}t(n), a value v, randomness r, and a security parameter n, and outputs

a commitment c. We assume without loss of generality that the commitment c includes

the respective tag id.

� {Accept,Reject} ← Open(c, v, r) takes as input a commitment c, a value v, and random-

ness r, and returns either Accept (if c is a valid commitment for v under randomness

r) or Reject (if not).

We consider commitment schemes having the following properties:

1. Correctness: For any security parameter n ∈ N, any v, r ∈ {0, 1}∗, and any id ∈

{0, 1}t(n):

Pr[c← Com(1n, id, v; r) : Open(c, v, r) = Accept] = 1

2. Perfect binding: For any commitment string c, values v, v′, and randomness r, r′, if

it is true that Open(c, v, r) = 1 and Open(c, v′, r′) = 1, then v = v′.

3. T (·)-time hiding: For any T (·)-time non-uniform distinguisher D and fixed poly-

nomial p(·), there exists a negligible function ν(·) such that, for any n ∈ N, any

id ∈ {0, 1}t(n) and any values v, v′ ∈ {0, 1}p(n):

|Pr[D(Com(1n, id, v)) = 1]− Pr[D(Com(1n, id, v′)) = 1]| ≤ ν(n)

For our construction, we require a strictly stronger property than just hiding: hiding

should hold even against an adversary with access to a “decommitment oracle”. This prop-

erty is known as CCA security due to its similarity to the analogous notion for encryption
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schemes [117]. We introduce a weakening of CCA security, to which we shall refer as “weak

CCA security”, which is nonetheless sufficient for our proof of security, and, as we shall prove

in Section 3.6, is necessary for our proof of security as well. We define this as follows:

Definition 22. Let O∗ be an oracle which, given a commitment c, returns a valid committed

value v—that is, such that there exists some randomness r for which Open(c, v, r) = Accept.

A tag-based commitment scheme (Com,Open) is T (·)-time weakly CCA-secure with

respect to O∗ if, for any polynomial-time adversary A, letting Expb(O∗,A, n, z) (for b ∈

{0, 1}) denote A’s output in the following interactive experiment:

� A, on input (1n, z), is given oracle access to O∗, and adaptively chooses values v0, v1

and tag id.

� A receives Com(1n, id, vb) and returns an arbitrary output; however, A’s output is

replaced with ⊥ if O∗ was ever queried on any commitment c with tag id.

then, for any T (·)-time distinguisher D, there exists negligible ν(·) such that, for any n ∈ N

and any z ∈ {0, 1}∗, it holds that:

|Pr[D(Exp0(O∗,A, n, z)) = 1]− Pr[D(Exp1(O∗,A, n, z)) = 1]| ≤ ν(n)

We remark that the only difference from the “standard” notion of CCA security is that

the CCA oracle, given a commitment c, rather than returning both the value v committed

to and the randomness r used in the commitment, instead returns just the value v. This is

similar to the definition of CCA security commonly used for encryption schemes [117].
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3.5 Concurrently Composable Non-Interactive Secure Computa-

tion

In this section, we state our final result, which constructively proves the feasibility of ex-

ternalized UC-secure non-interactive two-party computation, and describe and prove the

respective protocol. As before, we lead with a technical overview before the formal theorem

statement and protocol description.

3.5.1 Technical Overview

We will demonstrate a strong and composable notion of concurrent security using the ex-

ternalized UC model [33, 35], where we assume the adversary, the environment, and the

simulator are strictly polynomial-time but have access to an “imaginary angel”, or a global

“helper” entity H that implements some superpolynomial-time functionality. (This notion

was first considered in [115] for the case of non-interactive, stateless, angels) In our case (as

in [38]) H will implement the CCA decommitment oracle O for a CCA secure commitment;

while interacting with a party P , H will send a valid decommitment in response to any

commitments made using that party’s identity as the tag. (Since the adversary controls

corrupted parties, this effectively means that H will decommit any commitments with a

corrupted party’s identifier, but none with an honest party’s identifier). CCA security guar-

antees, then, that an adversary will never be able to break an honest party’s commitment;

on the other hand, the presence of the helper H makes it relatively easy for the simulator S

we construct for the definition of UC security to extract information necessary for simulation

from corrupted parties’ commitments.
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Aside from the commitment scheme, our protocol consists of two major sub-components.

First, in order to evaluate the functionality f(x, y), we begin with a NISC protocol that

satisfies stand-alone security with superpolynomial-time simulation. In order to build this

into a protocol satisfying full UC security, however, we will need to leverage the CCA-secure

commitment scheme in order to allow the simulator to extract the malicious party’s input

from their message; since the simulator is restricted to polynomial time (with access to

the CCA helper H), this cannot be done by simply leveraging the superpolynomial-time

simulator of the underlying NISC. Instead, if both parties commit to their respective inputs

and send the commitments alongside the messages of the underlying NISC, the simulator

can easily use the CCA helper to extract the inputs from the commitments. This, however,

presents another issue: namely, there must be a way to verify that a potentially malicious

party commits to the correct input (i.e., the same one they provided to the NISC). For the

case of a corrupted sender, this will require the other major component of our protocol:

a 2-round zero-knowledge (ZK) interactive argument with SPS security; unsurprisingly, we

remark that an appropriate such SPS-ZK protocol can be obtained from an SPS-NISC.

Towards intuitively describing our protocol, we now briefly describe how we deal with

extracting from a malicious receiver and sender before presenting the complete protocol.

Dealing with a malicious receiver: using “interactive witness encryption”. As

suggested above, the first step towards extracting a malicious receiver’s input x is to have the

receiver commit to their input x and send the commitment cx with their first-round message.

This way, when the receiver is corrupted, the simulator can extract x using the decommitment

helper H. Of course, we require a way to verify that the commitment sent by the receiver

is indeed a commitment to the correct value of x (i.e., the same as the receiver’s input to

the NISC which computes f(x, y)). We deal with this using a technique reminiscent of the

161



recent non-concurrent NISC protocol of [100], by using the underlying NISC to implement an

“interactive witness encryption scheme”.5 The receiver will, in addition to their input x for

f , input the randomness rx used to generate the commitment cx, as well as the corresponding

decommitment dx, to the NISC; the sender will input cx in addition to y, and the NISC will

return f(x, y) if and only if (cx, dx) is a valid commitment of x using randomness rx. Hence,

if the receiver sends an invalid commitment to x to the sender, they receive ⊥ from the NISC

instead of the correct output; otherwise, if it is valid, the simulator can always extract the

correct value of x from the commitment using H.

Dealing with a malicious sender: using a “two-track” functionality For the case

where the sender is corrupted, we begin by having the sender produce a commitment cy

to their input y and send it along with their second message. Unlike with cx, however, we

cannot verify cy within the underlying NISC protocol, since the receiver does not receive

the commitment cy until after they have given their inputs to the NISC (and hence cannot

provide it as an input to verify that the commitment they received from the sender is correct).

Instead, we rely on the SPS-ZK argument, which the sender uses to prove that cy is a valid

commitment to the same input y used to produce their NISC message. However, this in turn

creates issues for simulatability in the corrupted-receiver case, since the simulator does not

know y and cannot simulate the underlying NISC or the ZK argument in only polynomial

time.

To deal with this, we switch to what is effectively a two-track functionality for the under-

lying NISC and ZK argument. We add a trapdoor t, chosen at random and committed to by

the receiver simultaneously with x. Furthermore, to ensure that the corrupted-receiver sim-

5Recall that witness encryption [55] is a primitive where a message m can be encrypted with a statement
x so that anyone with a witness w to x can decrypt m, but m cannot be recovered if x is false. Here, we
would like cx to be the “statement” that the commitment is correctly generated, and the randomness rx and
decommitment dx the “witness”.
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ulator can properly simulate the output of the NISC, we “fix” the output when the trapdoor

is used; that is, we augment the NISC’s functionality yet again to take inputs t′ and z∗ from

the sender and output z∗ if the sender provides t′ which matches the receiver’s trapdoor t.

More explicitly, the sender can program the output of the computation in case it can recover

the trapdoor t selected by the receiver.

The ZK argument will then prove that either (1) there exists a witness w1 demonstrating

that cy and the sender’s NISC message are correctly generated (i.e., using the same y)

given the receiver’s first message, OR (2) there exists a witness w2 which demonstrates that

the sender’s NISC message was generated using the trapdoor t and no input y (which, in

particular, means that the NISC will output ⊥ if the trapdoor is incorrect). The honest

sender can provide a witness for statement (1), while the simulator in the malicious receiver

case can decommit t usingH to obtain the trapdoor and generate a witness for statement (2).

In fact, this is not quite sufficient to simulate for a corrupted sender; we furthermore need

an extractability, or “argument of knowledge”, property such that the sender not only proves

that there exists such a witness but also demonstrates that it knows such a witness—in other

words, such a witness should be extractable from the prover’s message in superpolynomial

time. This will be necessary to show that a corrupted sender cannot provide a valid witness

w2 to the trapdoor without having recovered the correct trapdoor t and thus broken the

security of the commitment scheme.

In our case, since the only extractor available to us is the decommitment oracle H, we

implement extractability by using a technique from [109] which adds a commitment to the

witness to the statement of the proof. The sender provides a witness (w1, w2) and two

commitments c1 and c2, and the proof accepts either if c1 is a valid commitment to w1 and

w1 is a valid witness to statement (1) above, or if the respective statement holds for c2, w2,

and statement (2). This way, a corrupted sender must with overwhelming probability use a
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Input: A commitment c, which without loss of generality contains identity id and
was sent by party P in session S.
Output: A value v or the special symbol ⊥.

Functionality:

1. Verify that id = (S, P ) and return ⊥ if not.
2. Otherwise, run the oracleO (from the definition of weak CCA security) to find

a valid decommitment v (i.e., such that, for some randomness r Open(c, v, r) =
Accept), and return it, or return ⊥ if there is no valid decommitment (i.e., O
returns ⊥).

Figure 3.4: Decommitment helper H for a weakly CCA-secure commitment scheme
(Com,Open).

witness for statement (1) in its proof (implying that its NISC messages and commitment to

y are correctly generated), as, otherwise, a commitment of a correct witness for statement

(2) would reveal the trapdoor t when decommitted and thus clearly break CCA security of

the commitment scheme.

Finally, we note at this point that the commitment cy is actually redundant, since the

sender already commits to y as part of their commitment to the witness w1, and, as we

observed, the corrupted sender must (unless they can correctly guess the trapdoor t) use the

witness w1 to produce an accepting SPS-ZK proof. Hence, we can remove cy entirely and

have the simulator extract the corrupted sender’s input from c1 using the helper H instead.

3.5.2 Protocol and Proof

We next state and prove the formal theorem:

Theorem 10. If there exist superpolynomial-time functions TCom(·) = nlogc0 (n), TZK(·) =

nlogc1 (n), TSim(·) = nlogc2 (n), and Tπ(·) = nlogc3 (n) for constants 0 < c0 < c1 < c2 < c3
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so that there exist (1) a non-interactive weakly CCA-secure commitment scheme with re-

spect to a TCom(n)-time oracle O, (2) a non-interactive computation protocol for general

polynomial-time Turing-computable functionalities satisfying TZK(·)-time stand-alone secu-

rity and TSim(·)-time simulation, and (3) a non-interactive computation protocol for general

polynomial-time Turing-computable functionalities satisfying Tπ(·)-time stand-alone security

(and T ′(·)-time simulation for some T ′(·) ≫ Tπ(·)), then, for any polynomial-time Turing-

computable functionality f(·, ·), the protocol Π given in Figure 3.5 for computing f is an

H-EUC-secure non-interactive secure computation protocol with respect to the helper H in

Figure 3.4.

Let TCom(·), TZK(·), TSim(·), Tπ(·) be as given in the theorem. Π will use the following

primitives:

� (Com,Open), a secure commitment scheme satisfying weak CCA security with respect

to some oracle O having running time TCom(n). This is primitive (1) given in the

theorem.

� (ZK1,ZK2,ZK3), a two-message interactive argument which satisfies TZK(n)-time

adaptive soundness and (TZK(·), TSim(·))-simulatable zero-knowledge (with respective

TSim(·)-time simulator SimZK). By Theorem 9, this can be constructed from the prim-

itive (2) given in the theorem.

� π = (NISC1,NISC2,NISC3), a stand-alone secure non-interactive two-party computation

protocol for the functionality h given in Figure 3.6 satisfying Tπ(·)-time security and

T ′(·)-time simulation for some T ′(n)≫ Tπ(n). This is implied by primitive (3) in the

theorem.

We provide the complete proof, which constructs the polynomial-time simulator S (aided
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by H) required for the definition of H-EUC-security.

Correctness of Π follows trivially from the correctness of π and (Com,Open). To prove

security, we state the following lemma, which amounts to showing that Π H-EUC-realizes

the ideal functionality Tf for secure two-party computation of f(·, ·):

Lemma 12. Let Π(Tf ) be the protocol where the sender and the receiver send their inputs

x and y to the ideal functionality Tf , which, given those inputs, computes f(x, y) and sends

the result to the receiver.

Then, for any polynomial-time adversary A, there exists a polynomial-time simulator S

such that, for any non-uniform polynomial-time environment Z and polynomial-time distin-

guisher D, there exists a negligible function ν(·) such that, for any n ∈ N and aux ∈ {0, 1}∗:

∣∣Pr [D(ExecΠ,A,Z(1
n, aux)) = 1]− Pr

[
D(ExecΠ(Tf ),S,Z(1

n, aux)) = 1
]∣∣ ≤ ν(n)

Proof. Recall that the environment and adversary will have access to the helperH in both the

real and ideal experiments, as will the simulator S which we now construct. S will forward

communication directly between the environment Z and the helper H, while simulating the

session of Π started by Z by running one of the simulators SR (see Figure 3.7), SS (see Figure

3.8), or SN (see Figure 3.9), depending on whether (respectively) the receiver, the sender, or

neither is corrupted. We can then demonstrate that the environment’s interaction with the

simulator S in the ideal world is indistinguishable from the environment’s interaction with

the adversary A (which, without loss of generality, we can assume to be controlled by the

environment) in the real world.
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Input: The receiver R (with identity PR) and the sender S (with identity PS) are
given input x, y ∈ {0, 1}n, respectively, and both parties have common input 1n

and session ID id.
Output: R outputs f(x, y).

Round 1: R proceeds as follows:

1. Generate trapdoor t← {0, 1}n and randomness rx ← {0, 1}∗.
2. Compute cx = Com(1n, (id, PR), x||t; rx).
3. Compute (msg1, σNISC) ← NISC1(1

n, (x, rx, t)), where the protocol π =
(NISC1,NISC2,NISC3) computes the functionality h given in Figure 3.6.

4. Compute (zk1, σZK)← ZK1(1
n).

5. Send (msg1, zk1, cx) to S.

Round 2: S proceeds as follows:

1. Generate randomness r1, r2, rNISC ← {0, 1}∗.
2. Compute msg2 = NISC2(msg1, (cx, y,⊥,⊥); rNISC).
3. Let v = (msg1,msg2, cx), w1 = (rNISC, y), and w2 = (⊥,⊥,⊥). Compute

c1 = Com(1n, (id, PS), w1; r1) and c2 = Com(1n, (id, PS), 0; r2).
4. Compute zk2 ← ZK2(1

n, zk1, (v, c1, c2), (w1, r1, w2,⊥)) for the language L con-
sisting of tuples (v, c1, c2), where v = (msg1,msg2, cx), such that there exists
a witness (w1, r1, w2, r2) so that either:

(a) c1 = Com(1n, (id, PS), w1; r1), and w1 = (rNISC, y) satisfies msg2 =
NISC2(msg1, (cx, y,⊥,⊥); rNISC).
OR:

(b) c2 = Com(1n, (id, PS), w2; r2), and w2 = (rNISC, t, z
∗) satisfies msg2 =

NISC2(msg1, (cx,⊥, t, z∗); rNISC).

5. Send (msg2, zk2, c1, c2) to R.

Output phase: R proceeds as follows:

1. Let v = (msg1,msg2, cx). If ZK3(zk2, (v, c1, c2), σZK) ̸= Accept, terminate with
output ⊥.

2. Compute z = NISC3(msg2, σNISC). If z = ⊥, terminate with output ⊥; other-
wise return z.

Figure 3.5: Protocol Π for non-interactive secure computation.
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Input: The receiver R has input (x, rx, t), and the sender S has input (cx, y, t
′, z∗)

Output: Either f(x, y), z∗, or the special symbol ⊥.

Functionality:

1. If cx ̸= Com(1n, (id, PR), x||t; rx), return ⊥.
2. If t = t′, then return z∗.
3. Otherwise, return f(x, y) (or ⊥ if either x or y is ⊥).

Figure 3.6: Functionality h used for the underlying 2PC protocol π.

So, assume for the sake of contradiction that there exist some environment Z and distin-

guisher D such that, for infinitely many n ∈ N, there is auxiliary input aux ∈ {0, 1}n such

that D distinguishes the distributions ExecΠ,A,Z(1
n, aux) and ExecΠ(Tf ),S,Z(1

n, aux) with some

non-negligible probability 1/p(n) (for polynomial p(·)). We henceforth denote the experi-

ments which produce these distributions by ExpReal and ExpSim, respectively; it then suffices

to show that their respective views ViewReal and ViewSim cannot be distinguished by any dis-

tinguisher running in polynomial time with access to the helper H. We handle this in three

separate cases, depending on whether the receiver, sender, or neither party is corrupted in

the session of Π.

3.5.3 Corrupted Receiver

In this case, the simulator S will run SR as given in Figure 3.7 in the experiment ExpSim; we

prove that there exists no distinguisher between the views ViewReal and ViewSim by a sequence

of hybrids:

� Let H0 be identical to ExpReal, with the exception that the honest sender sends y to an

instance of the ideal functionality Tf , uses the decommitment helper H to retrieve the
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Simulator SR
1. Receive the adversary’s first-round message (msg1, zk1, cx).
2. Generate randomness rNISC ← {0, 1}∗.
3. Use the helper H to compute x∗||t← H(cx).
4. Send x∗ to the ideal functionality Tf and receive the output z.
5. Compute msg2 ← NISC2(msg1, (cx,⊥, t, z); rNISC).
6. Let v = (msg1,msg2, cx), w1 = (⊥,⊥), and w2 = (rNISC, t, z). Compute c1 =

Com(1n, (id, PS), 0; r1) and c2 = Com(1n, (id, PS), w2; r2).
7. Compute zk2 ← ZK2(1

n, zk1, (v, c1, c2), (w1,⊥, w2, r2)).
8. Send (msg2, zk2, c1, c2) to the adversary.

Figure 3.7: Simulator for a corrupted receiver.

values x∗||t← H(cx), sends x∗ to Tf on behalf of the receiver, and retrieves the output

z from Tf .

Views are identically distributed.

� LetH1 be identical toH0, with the exception that the sender computes the commitment

c2 as c2 = Com(1n, (id, PS), w2; r2) (where w2 = (rNISC, t, z)), rather than as c2 =

Com(1n, (id, PS), 0; r2).

Follows from weak CCA security of (Com,Open).

� Let H2 be identical to H1, with the exception that the sender computes the sec-

ond ZK message as zk2 ← SimZK(zk1, (v, c1, c2)) rather than computing it as zk2 ←

ZK2(zk1, (v, c1, c2), (w1, r1, w2,⊥)).

Follows from simulation-based security of the ZK proof, specifically indistinguishability

against TZK(·)-time distinguishers and TZK(·)≫ TCom(·).

� Let H3 be identical to H2, with the exception that the sender computes the second

NISC message using the corrupted-receiver simulator S ′R for the underlying NISC π,

as follows:

– Forward the corrupted receiver’s first-round message msg1 for π to S ′R, which will

produce a message (x, rx, t) to send to the ideal functionality Th.
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– Verify that the corrupted receiver’s commitments cx and ct satisfy cx =

Com(1n, (id, PR), x||t; rx); if not, forward ⊥ to S ′R as the result from Th.

– Forward f(x∗, y) to S ′R as the result from Th.

– S ′R will produce a message msg′2 to send to the corrupted receiver for π; send

(msg′2, zk2, c1, c2) to the corrupted receiver for Π.

rather than computing it as msg2 ← NISC2(msg1, (cx, y,⊥,⊥)).

Follows from simulation-based security of the NISC protocol π, specifically indistin-

guishability against Tπ(·)-time distinguishers and Tπ(·)≫ TSim(·) + TCom(·).

� LetH4 be identical toH3, with the exception that the sender computes the second NISC

message as msg2 ← NISC2(msg1, (cx,⊥, t, z))—that is, using the trapdoor—rather than

computing it using the simulator S ′R as in H3.

Follows again from simulation-based security of the NISC protocol π, and additionally

the fact that the simulator S ′R depends only on the adversary and not the inputs to

the NISC (hence, the same simulator can be used for the definition of security in this

hybrid as in the last).

� Let H5 be identical to H4, with the exception that the sender computes the second

ZK message as zk2 ← ZK2(zk1, (v, c1, c2), (w1,⊥, w2, r2)), where w1 = (⊥,⊥) and w2 =

(rNISC, t, z), rather than computing it as zk2 ← SimZK(zk1, (v, c1, c2)).

Follows once again from simulation-based security of the ZK proof.

� LetH6 be identical toH5, with the exception that the sender computes the commitment

c1 as c1 = Com(1n, (id, PS), 0; r1), rather than as c1 = Com(1n, (id, PS), w1; r1) (where

w1 = (rNISC, y)). Note that H6 is now identical to the experiment ExpSim where the

adversary interacts with the simulator SR.

Follows from weak CCA security of (Com,Open).
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We set out to prove:

Claim 23. For the case where the receiver is corrupted in the session of Π, there exists no

polynomial-time distinguisher D∗ with oracle access to H such that, for some polynomial

p∗(·):

|Pr [D∗(ViewReal) = 1]− Pr [D∗(ViewSim) = 1]| ≥ 1/p∗(n)

Proof. Observe that, if the views ViewReal and ViewSim are distinguishable (i.e., the claim

is not true), there must be some sequence of randomness r for the experiments prior to

the session of Π (recall that the experiments prior to Π are identical) such that the views

ViewReal|r and ViewSim|r, henceforth denoting the respective views with randomness fixed to

r when applicable, are similarly distinguishable—that is:

|Pr [D∗(ViewReal|r) = 1]− Pr [D∗(ViewSim|r) = 1]| ≥ 1/p∗(n)

We thus proceed by proving the respective hybrids are indistinguishable for any such

fixed randomness r.

To start, the views of H0 and ExpReal are trivially identically distributed as the sender

computes all of its messages in the same way. We continue with the following claims to

complete the proof:

Subclaim 3. There exists no polynomial-time distinguisher D with access to the decom-

mitment helper H such that, for some polynomial p′(·) and some fixed randomness r prior

to the session of Π:
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|Pr [D(View[H0]|r) = 1]− Pr [D(View[H1]|r) = 1]| ≥ 1/p′(n)

Proof. This will follow from the CCA security of (Com,Open). Assuming for the sake

of contradiction that there exists a polynomial-time distinguisher D which distinguishes

View[H0]|r and View[H1]|r with non-negligible probability 1/p′(n), we can use this to con-

struct a polynomial-time adversary ACom which breaks the CCA security of the commitment

scheme. ACom does as follows:

� Run the experiment given by H0 with the following differences:

– Use the fixed randomness r prior to the session of Π.

– Use CCA oracle queries in place of queries to the decommitment helper H for

commitments using corrupted parties’ identifiers.

– Respond with ⊥ to commitment queries using honest parties’ identifiers.

– When the honest sender generates the witness w2 = (rNISC, t, z), send the values

w2 and 0 and the tag (id, PS) to the challenger to receive a commitment c∗ of a

randomly chosen one of the two values.

– Substitute c∗ for c2 whenever it occurs in the session of Π.

� Once the experiment finishes, run the distinguisher D on the final view and output the

result.

Since S is honest, ACom never makes a CCA oracle query using the challenge commit-

ment’s tag (id, PS). Furthermore, we note that the ZK proof zk2 is independent of the value
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of w2 (as it is computed using w2 = (⊥,⊥,⊥)). Hence, if c∗ is a commitment to 0, the

view of the experiment is identically distributed to View[H0]|r; if it is instead a commitment

to w2, the view is identically distributed to View[H1]|r. Hence, if D distinguishes between

View[H0]|r and View[H1]|r with probability 1/p′(n), ACom can distinguish between the ex-

periments Exp0 and Exp1 in the CCA security game with probability 1/p′(n) and without

making queries to commitments with the challenge tag, contradicting the CCA security of

(Com,Open).

Subclaim 4. There exists no TCom(n) · poly(n)-time distinguisher D such that, for some

polynomial p′(·) and some fixed randomness r prior to the session of Π:

|Pr [D(View[H1]|r) = 1]− Pr [D(View[H2]|r) = 1]| ≥ 1/p′(n)

Proof. This will follow from the simulation-based security of the ZK proof (ZK1,ZK2,ZK3).

Assume for the sake of contradiction that there exists some TCom(n) · poly(n)-time distin-

guisher D which distinguishes the respective views with some non-negligible probability

1/p′(n); in that case, we can construct a TCom(n) · poly(n)-time distinguisher D′ which can

distinguish the real ZK proof zk2 from the output of the simulator SimZK given a certain

statement v ∈ L.

There must exist some assignment of the randomness r′ for both the corrupted receiver

and honest sender prior to the point where the ZK proof zk2 is generated such that D distin-

guishes the distributions View[H1]|r||r′ and View[H2]|r||r′ with probability 1/p′(n). Moreover,

the randomness r′ defines a unique statement v = (msg1,msg2, cx) and commitments c1, c2,

where we know (v, c1, c2) ∈ L because it was generated honestly by the sender, as well as
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specific witnesses w1 = (rNISC, y) and w2 = (⊥,⊥,⊥) and a specific first message zk1. We can

then construct the TCom(n)·poly(n)-time distinguisherD′ which distinguishes between the dis-

tributions ZK2(1
n, zk1, (v, c1, c2), (w1, r1, w2,⊥)) and SimZK(zk1, (v, c1, c2)). Specifically, given

a sample zk∗2 from one of the two distributions, D′ does as follows:

� Run the experiment given by H1 until the session of Π, using the fixed randomness

r. Internally run the TCom(n)-time oracle O in place of the decommitment helper H

throughout the experiment. (This will require time TCom(n) · poly(n).)

� For the session of Π, let both parties use the fixed randomness given by r′, and replace

the ZK proof zk2 by the given zk∗2.

� Once Π finishes, run D on the resulting view and output the result.

If zk∗2 is an honestly generated proof zk∗2 ← ZK2(1
n, zk1, (v, c1, c2), (w1, r1, w2, r2)), then the

view given toD is identically distributed to View[H1]|r||r′ ; meanwhile, if it is a simulated proof

zk∗2 ← SimZK(zk1, (v, c1, c2)), then the view will be identically distributed to View[H2]|r||r′ .

Hence D′ distinguishes the real and simulated proofs with the same probability 1/p′(n) as

with which D distinguishes the respective views of the hybrids, contradicting the definition of

simulation-based security of the ZK proof since it runs in time TCom(n)·poly(n)≪ TZK(n).

Notably, the above claim (in addition to future claims which prove non-existence of a

TCom(n) ·poly(n)-time distinguisher) applies identically to any polynomial-time distinguisher

with oracle access to H, since any such distinguisher can trivially be made into a TCom(n) ·

poly(n)-time distinguisher by running O internally in place of H.

Subclaim 5. There exists no TCom(n) · poly(n)-time distinguisher D such that, for some

polynomial p′(·) and some fixed randomness r prior to the session of Π:
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|Pr [D(View[H2]|r) = 1]− Pr [D(View[H3]|r) = 1]| ≥ 1/p′(n)

Proof. To prove this, we leverage the stand-alone security of the internal NISC protocol π.

First, assume the opposite for the sake of contradiction—that is, that there exists such a

TCom(n) ·poly(n)-time distinguisher D able to distinguish the views with probability 1/p′(n).

The definition of stand-alone security guarantees that, for every adversaryA′ against π, there

exists a simulator S ′R whose interaction with a corrupted receiver in an idealized experiment

with the ideal functionality Th is indistinguishable from the real interaction where parties

use π. Notably, the simulator S ′R depends only on the adversary and not on the inputs to

the NISC, so the same simulator applies to the adversary (i.e., the corrupted receiver) in H2

as to the adversary in H3, and, critically, later to the adversary in H4.

Now, assuming without loss of generality that the adversaries are deterministic and take

their randomness as part of the auxiliary input aux, there must exist auxiliary input aux

such that D distinguishes View[H2]|r||aux from View[H3]|r||aux with probability 1/p′(n). In

particular, we note that aux, in conjunction with the inputs x and y, fixes the corrupted

receiver’s first NISC message msg1, as well as both inputs (x, rx, t) and (cx, y,⊥,⊥) to π.

We construct a D′ that runs in time TSim(n) · poly(n) and distinguishes the real and

simulated executions of π (with inputs x and y and auxiliary input aux) on the respective

inputs (x, rx, t) and (cx, y,⊥,⊥). D′, given some view (m1,m2, out) of the messages and

receiver’s output from either the real interaction (between the corrupted receiver and honest

sender) or the ideal interaction (between the corrupted receiver and simulator S ′R), does as

follows:
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� Run the experiment given by H2 until the session of Π, using the fixed randomness

r. Internally run the TCom(n)-time oracle O in place of the decommitment helper H

throughout the experiment. (Since the experiment runs the ZK simulator SimZK, this

will require time TSim(n) + TCom(n) · poly(n).)

� For the execution of Π, let the adversary use the fixed randomness given by aux (note

that this will fix their first NISC message msg1 to be identical to m1), and replace the

honest sender’s second NISC message msg2 by m2.

� Once Π finishes, run D on the resulting view and output the result.

If the given view is the real execution of the NISC protocol π, the view given to D will

be identically distributed to View[H2]|r||aux; if the view is the simulated execution using S ′R,

then the view given to D will be identically distributed to View[H3]|r||aux. Hence, D′ must

distinguish the views of the real and simulated interactions with probability 1/p′(n).

We remark that it is critical that the output of h run on the respective inputs be the

same between H2 and H3 so that the output of the (real or simulated) NISC in the views

distinguished by D matches the respective output in the views distinguished by D′. Indeed,

it can easily be verified that the output of h in both experiments is always f(x, y) when the

commitments cx and ct are validly generated and always ⊥ if not.

Hence, the existence of a distinguisher D which distinguishes View[H0]|r and View[H1]|r

with non-negligible probability implies a D′ that contradicts the stand-alone security of π

(since D′ runs in time TSim(n) · poly(n)≪ Tπ(n)), completing the argument.

Subclaim 6. There exists no TCom(n) · poly(n)-time distinguisher D such that, for some

polynomial p′(·) and some fixed randomness r prior to the session of Π:
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|Pr [D(View[H3]|r) = 1]− Pr [D(View[H4]|r) = 1]| ≥ 1/p′(n)

Proof. Identical to Subclaim 5, except that D′ now differentiates between the real and sim-

ulated executions of π on inputs (x, rx, t) and (cx,⊥, t, z). We note that, as with the above

experiment, the output of h is always identical between H3 and H4; furthermore, since the

adversary A′ remains the same throughout all of our hybrids, the same simulator S ′R sat-

isfies the definition of security for the proof here as it does for the proof in the previous

subclaim.

Subclaim 7. There exists no TCom(n) · poly(n)-time distinguisher D such that, for some

polynomial p′(·) and some fixed randomness r prior to the session of Π:

|Pr [D(View[H4]|r) = 1]− Pr [D(View[H5]|r) = 1]| ≥ 1/p′(n)

Proof. Identical to Subclaim 4, but using different witnesses w1 = (⊥,⊥) and w2 =

(rNISC, t, z), though, importantly, the statement (v, c1, c2) is the same.

Subclaim 8. There exists no polynomial-time distinguisher D with access to the decom-

mitment helper H such that, for some polynomial p′(·) and some fixed randomness r prior

to the session of Π:

|Pr [D(View[H5]|r) = 1]− Pr [D(View[H6]|r) = 1]| ≥ 1/p′(n)
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Simulator SS
1. Generate trapdoor t← {0, 1}n and randomness rx ← {0, 1}∗.
2. Compute cx = Com(1n, (id, PR), 0||t; rx).
3. Compute (msg1, σNISC)← NISC1(1

n, (0, rx, t)).
4. Compute (zk1, σZK)← ZK1(1

n).
5. Send (msg1, zk1, cx) to the adversary.

6. Receive output (msg2, zk2, c1, c2) from the adversary.
7. Let v = (msg1,msg2, cx). If ZK3(zk2, (v, c1, c2), σZK) ̸= Accept, terminate with output
⊥.

8. Use the helper to decommit w1 ← H(c1). Parse w1 = (rNISC, y
∗).

9. Verify that msg2 = NISC2(msg1, (cx, y
∗,⊥,⊥); rNISC); if not, terminate with output ⊥.

10. Send y∗ to the ideal functionality Tf .

Figure 3.8: Simulator for a corrupted sender.

Proof. Identical to Subclaim 3, but using the values w1 and 0 for the commitment c1. Note

that the ZK proof zk2 is independent of the value of w1 (as it is computed using w1 =

(⊥,⊥)).

Since the view of H6 is by inspection identically distributed to the simulated experiment

ExpSim, this suffices to complete the proof of the overall claim by a standard hybrid argument

(i.e., if there were a D∗ contradicting the claim, it would necessarily also contradict one of the

above subclaims 3-8 by distinguishing the respective distributions with probability 1/6p∗(n)).

3.5.4 Corrupted Sender

In this case, the simulator S will run SS as given in Figure 3.8 in the experiment ExpSim; we

again use a sequence of hybrids:

� Let H0 be identical to ExpReal, with the exception that the honest receiver sends x to

an instance of the ideal functionality Tf , uses the decommitment helper H to retrieve
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the value w1 ← H(c1), parses w1 = (rNISC, y
∗) and sends y∗ to Tf on behalf of the

sender (or ⊥ if w1 fails to parse).

Views are identically distributed.

� Let H1 be identical to H0, with the exception that the receiver, rather than using

NISC1 and NISC3 to honestly generate the NISC messages and output, instead uses the

corrupted sender simulator S ′S for the underlying NISC π and the corrupted sender A.

Specifically, in H1, the receiver:

– Sends the simulated message msg′1 from S ′S to the corrupted sender instead of

msg1.

– Upon receiving the corrupted sender’s message, verifies that:

* w1 ← H(c1) parses as w1 = (rNISC, y
∗),

* ZK3(zk2, (v, c1, c2), σZK) = Accept, and

* msg2 = NISC2(msg1, (cx, y
∗,⊥,⊥); rNISC).

Terminates with output ⊥ if not true.

– Otherwise, returns the output z from Tf .

The real and simulated first messages are indistinguishable by the simulation-based

security of π with respect to Tπ(·)-time distinguishers. Furthermore, by soundness of

the ZK proof (with respect to TZK(·)-time adversaries) and weak CCA security of the

commitment scheme, the corrupted sender, if it provides an accepting proof, must with

overwhelming probability provide a valid witness to part (a) of the ZK language; in that

case, we can show that the outputs are identical.

� Let H2 be identical to H1, with the exception that the receiver computes the commit-

ment to x as cx = Com(1n, (id, PR), 0||t; rx) rather than cx = Com(1n, (id, PR), x||t; rx).
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Follows from weak CCA security of the commitment scheme (Com,Open); however, the

CCA security adversary cannot run the full simulator S ′S, so instead the simulated first

message of the NISC is hard-coded as non-uniform advice. Note that, since the first

message of the NISC is simulated, the receiver’s first message is no longer dependent

on x.

� Let H3 be identical to H2, with the exception that the receiver no longer uses the

simulator S ′S and instead computes (msg1, σNISC) ← NISC1(1
n, (0, rx, t)). Note that

H3 is now identical to the experiment ExpSim where the adversary interacts with the

simulator SS and the honest receiver outputs the result z from the ideal functionality

Tf .

Follows from the simulation-based security of π.

We claim the following:

Claim 24. For the case where the sender is corrupted in the session of Π, there exists no

polynomial-time distinguisher D∗ with oracle access to H such that, for some polynomial

p∗(·):

|Pr [D∗(ViewReal) = 1]− Pr [D∗(ViewSim) = 1]| ≥ 1/p∗(n)

Proof. As before, this will follow from a series of subclaims proven by fixing the randomness

r of the experiment prior to the session of Π. First, observe that View[H0] is trivially

identically distributed to ViewReal, since the way the receiver generates its messages and

output is unchanged. Next:
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Subclaim 9. There exists no TCom(n) · poly(n)-time distinguisher D such that, for some

polynomial p′(·) and some fixed randomness r prior to the session of Π:

|Pr [D(View[H0]|r) = 1]− Pr [D(View[H1]|r) = 1]| ≥ 1/p′(n)

Proof. We begin by analyzing the views through the first message sent by the (honest)

receiver. Letting View∗i [H0]|r denote View[H0]|r with all messages after the receiver’s first

message in Π removed (and respectively for H1), we show:

Subclaim 10. There exists no TCom(n) · poly(n)-time distinguisher D such that, for some

polynomial p′(·) and some fixed randomness r prior to the session of Π:

|Pr [D(View∗i [H0]|r) = 1]− Pr [D(View∗i [H1]|r) = 1]| ≥ 1/p′(n)

Proof. This will follow from the simulation-based security of the NISC protocol π. Assuming

for the sake of contradiction that there exists some TCom(n) · poly(n)-time distinguisher D

which distinguishes the respective truncated views with non-negligible probability 1/p′(n),

we can construct a distinguisher D′ which distinguishes between the real and simulated

executions of π on the same inputs x, y, aux as those given to the session of Π.

D′, given some view (m1,m2, out) of the messages and receiver’s output from either the

real interaction (between the corrupted sender and honest receiver) or the ideal interaction

(between the corrupted sender and simulator S ′S), does as follows:
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� Run the experiment given by H0 until the session of Π, using the fixed randomness

r. Internally run the TCom(n)-time oracle O in place of the decommitment helper H

throughout the experiment. (This will require time TCom(n) · poly(n).)

� During Π, replace the honest receiver’s first NISC message msg1 by m1.

� After the receiver sends their first message, run D on the resulting view and output

the result.

If the given view is the real execution of the NISC protocol π, the view given to D will

be identically distributed to View∗i [H0]|r||aux; if the view is the simulated execution using

S ′R, then the view given to D will be identically distributed to View∗i [H1]|r||aux. Hence, D′

must distinguish the views of the real and simulated interactions with probability 1/p′(n),

contradicting the definition of simulation-based security of π.

It suffices, then, to compare the honest receiver’s output between the two hybrids. In

particular, notice that the verification performed in H1 is precisely the verification of the ZK

proof with the addition that ⊥ will be returned if the malicious sender provides an invalid

witness w1 (i.e., it either provides a witness w2 or both invalid witnesses).

So, if the ZK proof zk2 fails to verify given the malicious sender’s inputs, the receiver will

return ⊥ in both cases; if the ZK proof accepts and the sender used a statement (v, c1, c2)

and witness w1 = (rNISC, y) satisfying part (a) of the language L (which, in particular, proves

that c1 is a valid commitment to w1 and that the NISC was correctly generated with respect

to the same y∗ as in w1), then both experiments will return ⊥ if cx is not correctly input by

the sender and otherwise return f(x, y∗), where y∗ is the value committed to in c1 (which,

by perfect binding of (Com,Open), must be unique). Hence, there are two cases where it is

possible for the outputs of the receiver to differ:
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1. The malicious sender provides a proof zk2 for a statement (v, c1, c2) ̸∈ L which accepts.

(In this case, the commitments c1 and c2 to the witnesses w1 and w2 may be invalid.)

2. The malicious sender provides a witness w2 = (rNISC, t, z) proving that (v, c1, c2) satis-

fies part (b) of the language L with respect to the trapdoor t chosen by the receiver,

in such a way that the NISC in H0 outputs something besides ⊥. (Note that H1 will

always result in output ⊥ if the sender provides a witness w2.)

The following two subclaims, then, complete the proof by demonstrating that the re-

ceiver’s outputs are in fact statistically closely distributed between the two hybrids:

Subclaim 11. Case (1) above can occur with probability at most negligible in n during the

session of Π comprising View[H0]|r.

Proof. This follows from adaptive soundness of the ZK protocol (ZK1,ZK2,ZK3); specifically,

assuming that case (1) does occur with some non-negligible probability 1/p′′(n), we can use

this to construct a cheating prover P ∗ which runs in time TCom(n)·poly(n) and breaks adaptive

soundness by simply running the experiment H0 with randomness r fixed (and internally

running the TCom(n)-time oracle O in place of the CCA helper H) and, in the session of Π,

selecting the statement (v, c1, c2) returned by the malicious sender and the proof zk2. Since we

assumed that, with probability 1/p′′(n), (v, c1, c2) ̸∈ L and ZK3(zk2, (v, c1, c2), σZK) = Accept,

this directly implies that the cheating prover P ∗ will provide an accepting proof of a statement

(v, c1, c2) ̸∈ L with non-negligible probability. This contradicts the TZK(·)-time adaptive

soundness of (ZK1,ZK2,ZK3), since the cheating prover runs in time TCom(n) · poly(n) ≪

TZK(n).

Subclaim 12. Case (2) above can occur with probability at most negligible in n during the

session of Π comprising View[H0]|r.
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Proof. This follows from CCA security of the commitment scheme (Com,Open). Assume

towards a contradiction that, in the experiment H0, the malicious sender, with some prob-

ability 1/p′′(n), provides a statement (v, c1, c2) and a witness w2 = (rNISC, t, z) which proves

that the NISC message msg2 was correctly generated with respect to the trapdoor t, and in

addition that this trapdoor t is the same trapdoor chosen by the receiver, so that the NISC

in H0 outputs something besides ⊥. (Notice that, if t is the incorrect trapdoor, the NISC

in H0 will output ⊥, since it must receive y = ⊥ as an input for w2 to be valid.) Given

this, we can construct a polynomial-time adversary ACom that breaks CCA security of the

underlying commitment scheme, as follows:

� Run the experiment given by H0 with the following differences:

– Use the fixed randomness r prior to the session of Π.

– Use CCA oracle queries in place of queries to the decommitment helper H for

commitments using corrupted parties’ identifiers.

– Respond with ⊥ to commitment queries using honest parties’ identifiers.

– When the trapdoor t is generated, send values t and t′ (for an arbitrary t′ ̸= t)

and tag (id, PR) to obtain a commitment c∗ of a randomly chosen one of the two

values under the respective tag. ACom continues the experiment as before, but

substitutes c∗ for ct.

– Substitute c∗ for c2 whenever it occurs in the session of Π.

� On receiving a second message (msg2, zk2, c1, c2) from the corrupted sender, verify zk2,

and return 0 if it fails.

� Otherwise, extract a witness w2 by running the CCA oracle on c2. If w2 is a tuple

(rNISC, t
∗, z) such that t∗ = t, then return 1; otherwise return 0.
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Notice that c2 (in order to verify) must be generated with the tag (id, PS) and the receiver

is honest, so the condition that the CCA oracle is never called on the tag (id, PR) is satisfied.

If c∗ is a commitment of t, then the experiment is identically distributed to H0; hence, by the

assumption that case (2) occurs with probability 1/p′′(n), ACom returns 1 with probability

at least 1/p′′(n). Otherwise, if c∗ is a commitment of a random t′ ̸= t, the verification will

only succeed either if w1 and c1 are valid or if w2 is a decommitment of c∗, which, by perfect

binding, can only be true for some witness (rNISC, t
′, z). Since t′ ̸= t, ACom will always return

0 in this case, unless the sender returns both a valid witness w1 and a witness w2 that does

not verify but commits to t; this latter case can happen with at most probability negligible

in n since the input to the sender is completely independent of t. Hence, ACom distinguishes

between commitments of t and t′ with probability 1/p′′(n)− ν(n) (for some negligible ν(·)),

thus breaking CCA security of the commitment scheme.

Subclaim 13. There exists no polynomial-time distinguisher D with oracle access to the

decommitment helper H such that, for some polynomial p′(·) and some fixed randomness r

prior to the session of Π:

|Pr [D(View[H1]|r) = 1]− Pr [D(View[H2]|r) = 1]| ≥ 1/p′(n)

Proof. We can prove this by using the CCA security of (Com,Open). Assume for the sake

of contradiction that there exists a distinguisher D, running in polynomial time but with

oracle access to H, that distinguishes between View[H1]|r and View[H2]|r with probability
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1/p′(n). In particular, this means that there exists some sequence r′ of the receiver’s first-

round randomness (including the randomness used to generate the simulated NISC message

msg1) such that D distinguishes between View[H1]|r||r′ and View[H2]|r||r′ with probability

1/p′(n). We can use this to construct a polynomial-time adversary ACom which breaks the

CCA security of (Com,Open). A will receive as non-uniform advice the first-round message

msg1 generated from the randomness r′ (since it cannot run the Tπ(n)-time NISC simulator),

and proceeds as follows:

� Send the values x||t and 0||t and the tag (id, PR) to the challenger to receive a com-

mitment c∗ of a randomly chosen one of the two values.

� Run the experiment given by H1 with the following differences:

– Use the fixed randomness r prior to the session of Π.

– Use the randomness r′ during Π, and, rather than running the simulator S ′S, send

msg1 as the first NISC message.

– Use CCA oracle queries in place of queries to the decommitment helper H for

commitments using corrupted parties’ identifiers.

– Respond with ⊥ to commitment queries using honest parties’ identifiers.

– Substitute c∗ for cx whenever it occurs in the session of Π.

� Once the experiment finishes, run the distinguisher D on the final view and output the

result.

Since R is honest, ACom never makes a CCA oracle query using the challenge commit-

ment’s tag (id, PR). When c∗ commits to x||t, the view given to D is identically distributed

to View[H1]|r; meanwhile, when c∗ commits to 0||t, the view is identically distributed to

186



View[H2]|r. Hence, if D distinguishes between View[H1]|r and View[H2]|r with probability

1/p′(n), ACom can distinguish between the experiments Exp0 and Exp1 in the CCA security

game with probability 1/p′(n) and without making queries to commitments with the chal-

lenge tag, contradicting the CCA security of (Com,Open). (Furthermore, since ACom is given

the hard-coded simulated NISC message msg1 instead of running the NISC simulator, it runs

in polynomial time with access to the CCA oracle.)

Subclaim 14. There exists no TCom(n) · poly(n)-time distinguisher D such that, for some

polynomial p′(·) and some fixed randomness r prior to the session of Π:

|Pr [D(View[H2]|r) = 1]− Pr [D(View[H3]|r) = 1]| ≥ 1/p′(n)

Proof. Identical to Subclaim 10, since only the first message changes between the two hybrids.

Since the view of H3 is by inspection identically distributed to the simulated experiment

ExpSim, this suffices to complete the proof of the overall claim by a standard hybrid argument

(i.e., if there were a D∗ contradicting the claim, it would necessarily also contradict one of

the above subclaims 9-14 by distinguishing the respective distributions with probability

1/3p∗(n)).
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Simulator SN
1. Generate trapdoor t← {0, 1}n and randomness rx ← {0, 1}∗.
2. Compute cx = Com(1n, (id, PR), 0||t; rx).
3. Compute (msg1, σNISC)← NISC1(1

n, (0, rx, t)).
4. Compute (zk1, σZK)← ZK1(1

n).
5. Send (msg1, zk1, cx) to the adversary.

6. Receive the output z from the ideal functionality Tf (after the honest receiver and sender
have sent their respective inputs).

7. Generate randomness rNISC ← {0, 1}∗.
8. Compute msg2 ← NISC2(msg1, (cx,⊥, t, z); rNISC).
9. Let v = (msg1,msg2, cx), w1 = (⊥,⊥), and w2 = (rNISC, t, z). Compute c1 =

Com(1n, (id, PS), 0; r1) and c2 = Com(1n, (id, PS), w2; r2).
10. Compute zk2 ← ZK2(1

n, zk1, (v, c1, c2), (w1,⊥, w2, r2)).
11. Send (msg2, zk2, c1, c2) on behalf of the sender. Send z as the receiver’s final output.

Figure 3.9: Simulator for the case where neither party is corrupted.

3.5.5 Honest Receiver and Sender

Lastly, if both parties are honest in the session of Π, the simulator S will run SN as given in

Figure 3.9 in the experiment ExpSim. We omit the proofs for the following hybrids, as they all

mirror their counterparts in the corrupted sender or receiver case (with the exception that

the constructed adversaries will run the honest protocol instead of the corrupted sender or

receiver).

� LetH0 be identical to ExpReal, with the exception that both parties send their respective

inputs x and y to an instance of the ideal functionality Tf and the receiver outputs the

result from Tf .

Views are statistically close by correctness of Π.

� LetH1 be identical toH0, with the exception that the sender computes the commitment

c2 as c2 = Com(1n, (id, PS), w2; r2) (where w2 = (rNISC, t, z)), rather than as c2 =

Com(1n, (id, PS), 0; r2).

See Subclaim 3.
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� Let H2 be identical to H1, with the exception that the sender computes the sec-

ond ZK message as zk2 ← SimZK(zk1, (v, c1, c2)) rather than computing it as zk2 ←

ZK2(zk1, (v, c1, c2), (w1, r1, w2,⊥)).

See Subclaim 4.

� LetH3 be identical toH2, with the exception that both parties compute their respective

NISC messages using the honest sender/receiver simulator S ′N for the underlying NISC

π.

See Subclaim 5; note that the simulator S ′N generates both the sender’s and receiver’s

messages in this case.

� Let H4 be identical to H3, with the exception that the receiver computes the commit-

ment to x as cx = Com(1n, (id, PR), 0||t; rx) rather than cx = Com(1n, (id, PR), x||t; rx).

See Subclaim 13.

� LetH5 be identical toH4, with the exception that the sender computes the second NISC

message as msg2 ← NISC2(msg1, (cx,⊥, t, z))—that is, using the trapdoor—rather than

computing it using the simulator S ′R as in H3.

See Subclaim 6.

� Let H6 be identical to H5, with the exception that the sender computes the second

ZK message as zk2 ← ZK2(zk1, (v, c1, c2), (w1,⊥, w2, r2)), where w1 = (⊥,⊥) and w2 =

(rNISC, t, z), rather than computing it as zk2 ← SimZK(zk1, (v, c1, c2)).

See Subclaim 7.

� Let H7 be identical to H6, with the exception that the sender computes the commit-

ment c1 as c1 = Com(1n, (id, PS), 0; r1), rather than as c1 = Com(1n, (id, PS), w1; r1).

Note that H7 is now identical to the experiment ExpSim where the adversary observes

messages from the simulator SN .
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See Subclaim 8.

The above sequence of hybrids is sufficient to prove the following claim, which completes

the proof of Lemma 12 and in turn Theorem 10:

Claim 25. For the case where neither party is corrupted in the session of Π, there exists

no polynomial-time distinguisher D∗ with oracle access to H such that, for some polynomial

p∗(·):

|Pr [D∗(ViewReal) = 1]− Pr [D∗(ViewSim) = 1]| ≥ 1/p∗(n)

3.6 Minimality of Assumptions

In this section, we prove an interesting negative result as a counterpart to Theorem 10;

specifically, that the assumptions on which we base the respective protocol are minimal.

We show this by proving the converse of Theorem 10—that a NISC protocol satisfying

externalized UC security implies both a (polynomial-time) stand-alone secure NISC protocol

with superpolynomial-time simulation and weakly CCA-secure commitments. Thus, these

primitives are not only sufficient but also necessary for the existence of an externalized UC-

secure NISC. The only gap between the sufficient and necessary conditions is that Theorem 10

requires a stand-alone NISC having simulation-based security with respect to subexponential-

time distinguishers, whereas one can only construct a polynomial-time secure stand-alone

NISC from our definition of UC security.
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Theorem 11. Assume the existence of a protocol Π = (π1, π2, π3) for non-interactive com-

putation of any polynomial-time Turing-computable functionality f(·, ·); further assume that

Π satisfies the notion of UC security with respect to some superpolynomial-time helper H.

Then there exist both a stand-alone secure non-interactive two-party computation protocol

(for any polynomial-time Turing-computable functionality h(·, ·)) with superpolynomial-time

simulation and a non-interactive weakly CCA-secure commitment scheme.

Proof. The first implication is immediate; since stand-alone SPS security is strictly weaker

than externalized UC security, any NISC protocol satisfying externalized UC security is

already stand-alone secure with SPS.

So, it suffices to prove that externalized UC-secure NISC implies weakly CCA-secure

commitments; formally, we prove the following:

Lemma 13. Assume a protocol Π = (π1, π2, π3) for non-interactive computation of the

functionality which, on inputs x and y, returns f(x, y) = 1 if x = y and f(x, y) = 0

otherwise; further assume that Π satisfies the notion of UC security with a superpolynomial-

time helper. Then there exists a commitment scheme (Com,Open) which satisfies correctness,

perfect binding, and weak CCA security.

Proof. We define the weakly CCA secure commitment scheme (Com,Open) as follows:

� Com(1n, id, x) generates random padding p ← {0, 1}n and outputs c ←

π1(1
n, (id, 1), x||p) as well as the session identifier id.

That is, c is the first (receiver’s) message of a new instance of Π with receiver input

x, padded by the random p, and session identifier id.
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Note: We shall assume throughout that the player identifiers in any instance of Π are

equal to 1 for the sender and 2 for the receiver.

� Open(c, x, (p, r)) outputs Reject if c ̸= π1(1
n, (id, 1), x||p; r), and otherwise recovers the

receiver’s state σ after π1 and outputs b← π3(π2(c, x), σ).

That is, Open first verifies that the commitment c is validly generated with respect to the

value x and the receiver’s randomness; if not, it returns Reject. Otherwise, it returns

the result (Accept if 1, Reject if 0) of running the sender of Π given the initial message

c and sender’s input x to produce a message m, and finally running the receiver of Π

given m as the sender’s message.

Correctness of (Com,Open) will follow directly from the correctness of Π. For the other

two properties, we prove the following claims:

Claim 26. (Com,Open) satisfies perfect binding.

Proof. Perfect binding will follow from the correctness and security of Π. Fix the simulator

S (and superpolynomial-time helper H) given by the definition of H-EUC security for Π as

a secure implementation of the equality functionality. Then assume for the sake of contra-

diction that there exists a commitment c and two pairs (x, (p, r)) and (x′, (p′, r′)) such that

x ̸= x′ but Open(c, x, (p, r)) = Accept and Open(c, x′, (p′, r′)) = Accept both with non-zero

probability.

First, note that this implies that c is both a correctly generated commitment to x under

(p, r) and a correctly generated commitment to x′ under (p′, r′), as otherwise the respective

opening will return Reject with probability 1. And, given that the commitments are cor-

rectly generated (and thus honestly generated first-round messages of Π), correctness6 of Π

6Note that our definition specifies perfect correctness, as is indeed satisfied by our construction in Theorem
10.
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implies that, in fact, Open(c, x, (p, r)) = Accept and Open(c, x′, (p′, r′)) = Accept both with

probability 1; this follows since both of these are the result of running the honest protocol Π

with the valid first message c, and thus must return the correct result from Π (either Accept

or Reject) with probability 1, which must be Accept due to our earlier assumption that Open

returns Accept with non-zero probability on both of these commitments.

Towards our contradiction, we examine the security of Π by constructing an environment

Z for any sufficiently large security parameter n ∈ N (i.e., any n such that x||p and x′||p′

are valid inputs). Letting id be the identity corresponding to c, Z, on input x∗, will do as

follows:

� Start an instance of Π with a corrupted receiver, session identifier id (and player iden-

tifiers 1 for the receiver and 2 for the sender), and input x||p for the receiver and x∗

for the sender.

� Substitute c for the receiver’s first message to the honest sender, and receive the sender’s

response m.

� Run the standard final round π3 of the receiver’s protocol using m as the sender’s

message and r as the randomness to produce an output π3(m)|r.

Considering the real execution of the above, on input x∗ = x||p for the sender, we notice

that by perfect correctness the output must be 1 with probability 1, whereas if instead we

provide input x∗ ̸= x||p the output must be 0 with probability 1. So, by the security of Π,

it must be the case that the final output of the ideal execution is 1 except with negligible

probability when the sender’s input is x||p and 0 except with negligible probability when the

input is anything else. However, in the ideal version of the execution, notice that the only
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input to the simulator S that is dependent on the sender’s input is the output from the ideal

functionality Tf .

We can in fact use this to deduce that the input extracted by the simulator S from c and

sent to the ideal functionality on behalf of the corrupted sender is x||p with overwhelming

probability. If not, then there exists a proper subset X of all x∗ not containing x||p such

that S extracts a member of X with some non-negligible probability 1/p(n). But this means

that, comparing the case where the sender’s input is x||p to a case where the sender’s input

is x∗ ̸= x||p but also is a non-member of X, the inputs to the simulator are identically

distributed with non-negligible probability (i.e., when Tf returns 0 because a member of X

was selected), and thus it is impossible for the output of the ideal interaction in the former

case to be 1 except with negligible probability and the output of the ideal interaction in the

latter case to be 0 except with negligible probability as is required for security, as for that to

be true the distributions would have to share only a negligible fraction of probability mass.

This in itself is not a contradiction; however, if we consider a similar experiment to

the above but using x′||p′ as the receiver’s input rather than x||p (and r′ as the respective

randomness), we can use the same logic to arrive at the conclusion that the input extracted

by the simulator S from c and sent to the ideal functionality on behalf of the corrupted

sender is x′||p′ with overwhelming probability. Clearly, this cannot be true simultaneously

with the above fact; thus, by contradiction, (Com,Open) must satisfy perfect binding.

Claim 27. (Com,Open) satisfies weak CCA security.

Proof. Fix the simulator S and superpolynomial-time helper H implied by the definition of

H-EUC security of the protocol Π. Assume for the sake of contradiction that there exists

an adversary A which can contradict the definition of weak CCA security (Definition 22).

We first show that A, which is by definition polynomial-time with oracle access to a weak
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CCA decommitment oracle O∗, can also be effectively implemented in polynomial time with

oracle access to the helper functionality H.

Subclaim 15. Any polynomial-time adversary A against weak CCA security with oracle

access to the oracle O∗ defined in Definition 22 can also be implemented in polynomial

time using oracle access to the helper functionality H instead, with error at most negligible

in the security parameter n of Π7, and with the additional property that H will never be

queried using a session identifier sid that is the same as the identifier used in A’s challenge

commitment.

Proof. Consider replacing each of A’s queries to O∗ by the following process, which runs in

polynomial time given oracle access to H:

� Receive a commitment c to decommit, with tag id.

� Start a new instance of Π with a corrupted receiver and session identifier id (and player

identifiers 1 for the receiver and 2 for the sender).

� Run the simulator S (which uses the helper H) on the respective instance of Π, sub-

stituting c for the corrupted receiver’s message. S will generate an input x∗||p to send

to the ideal functionality; return x∗ to A.

We claim that, if the above process does not generate correct responses to all oracle

queries with overwhelming probability (i.e., 1 − ν(n) for some negligible ν(·)), then there

exists an environment Z able to distinguish between the real and simulated executions with

non-negligible probability.

7We comment that, while the implementation of O∗ does not decommit successfully with probability
1, decommitting with overwhelming probability is sufficient as it creates at most a negligible error in the
adversary’s output in the CCA security game.
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First, we consider a number of “hybrid” oracles O0,O1, . . ., where in Oi the first i queries

are answered by the true oracle O∗ and all other queries are answered by the procedure

above. Assume then for the sake of contradiction that there exists some fixed randomness r

for the CCA security adversary such that, in the respective instance of the security game, the

poly-time implementation of O∗ gives at least one incorrect decommitment with some non-

negligible probability 1/p(n). Then there necessarily exists some i ∈ N such that the oracle’s

outputs in Oi and Oi−1 differ with non-negligible probability 1/q(n) (since the adversary in

the CCA security game is restricted to at most a polynomial number of oracle queries).

We use this fact to construct our distinguishing environment Z. Specifically, Z receives

as non-uniform advice the ith query c and (padded) decommitment x||p (which can be ⊥

if c is an invalid commitment), which are deterministic given fixed randomness r and the

responses from the true CCA oracle to the first i− 1 queries, and does as follows:

� Start a single instance of Π with a corrupted receiver, session identifier given by the

tag of c (and player identifiers 1 for the receiver and 2 for the sender), and receiver

and sender input both equal to x||p.

� Replace the receiver’s first message with c, and return the output of the protocol.

By perfect correctness of Π, and the assumption that c is a valid first-round message on

input x||p, Z outputs 1 in the real interaction with probability 1; however, by our assumption

that the responses to oracle queries in Oi and Oi−1 differ with non-negligible probability

1/q(n), we know that in the ideal interaction S must send some x′||p′ with x′ ̸= x to the ideal

functionality on behalf of the corrupted receiver with at least probability 1/q(n). Therefore,

since the honest sender’s input to the ideal functionality is always x||p, we observe that Z

outputs 0 in the ideal interaction with probability 1/q(n), thus contradicting security of Π

by distinguishing the real and ideal interactions and completing our argument.
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Lastly, we note that, during the H-aided reimplementation of the adversary A, H will

never be queried using a session identifier sid that is the same as the identifier used in the

challenge commitment. This follows from the restriction that the simulator S may never

query H using an honest party’s identifiers (sid, pid): the only corrupted parties are those

with sid equal to the tags of the queried commitments, which by the definition of weak CCA

security may never be identical to the tag of the challenge.

We also show the following, which together with the previous claim will provide a con-

tradiction:

Subclaim 16. (Com,Open) satisfies hiding against any polynomial-time adversary A, even

if the adversary is given oracle access to the helper functionality H, as long as A never

queries H using a session identifier sid that is the same as the identifier used in the challenge

commitment.

Proof. First, let us consider an “ideal” commitment scheme (Com′,Open′), defined identi-

cally to (Com,Open) except that, rather than using the protocol Π, (Com′,Open′) runs the

idealized version of the protocol, which we shall call Π′, where the sender’s and receiver’s

inputs in π1 and π2 are sent to an ideal functionality Tf that computes and outputs the result

of the function f (i.e., the equality function) and messages are generated independently of

the respective inputs by using the simulator S.

We claim that (Com′,Open′) trivially satisfies hiding, even against unbounded-time ad-

versaries; this follows since, given a randomly generated commitment c to some value x,

the respective receiver input to the idealized protocol Π′ is x||p for some random padding

p ← {0, 1}n. Furthermore, since the commitment c is given by the simulated first-round

message of the idealized protocol, it is generated completely independently of x or p. So,
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given an adversary A which picks two values x0 and x1 and receives a commitment to a

random one of the two, the only way A can receive any information about the committed

value is by attempting to open the commitment—i.e., by interacting with the ideal function-

ality. However, since the receiver input contains not only the value x committed but also

the random padding p, the ideal functionality will return 0 unless the adversary manages to

guess both x and p correctly. And since the ideal functionality computes f only once, and

the commitment c by construction is independent of x||p, A can guess p with probability at

most 2−n. The remainder of the time, it receives inputs which are entirely independent of

the committed value, meaning that it clearly cannot distinguish the two commitments with

non-negligible probability even if given unbounded time.

This is precisely what we need to prove the claim, since the remainder follows by the rela-

tivized universal composition theorem and the H-EUC security of Π. Consider the following

protocol G defining the hiding security game between the adversary and the challenger:

� The adversary, given input 1n and some auxiliary input z, selects values x0 and x1 and

sends them to the challenger.

� The challenger, given input 1n, session identifier id, and b ∈ {0, 1}, receives the input

from the adversary and generates a commitment c← Com(1n, id, xb), which it sends to

the adversary.

� The adversary receives c and produces an arbitrary output.

Let G′ be defined identically to G except that G′ will use the idealized Com′ in place

of Com. G′ is clearly a Tf -hybrid protocol (recall that Tf is the ideal equality functionality

implemented by Π), and Π H-EUC-realizes Tf by assumption; therefore, G, which is simply

the composed protocol where Π replaces Tf , H-EUC-emulates G′. This means that, given
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any polynomial-time adversary A in the hiding security game—even if A has access to the

superpolynomial-time helperH—and any inputs 1n, id, z, b, no polynomial-time distinguisher

D can distinguish the distribution of the adversary’s output in the ideal execution of G′ from

the distribution of the adversary’s output in the real execution of G. That is, if for b ∈ {0, 1}

we let Expb(A, n, z) be the adversary’s output distribution in G with inputs 1n, z, b, as in

Definition 22, and Exp′b(A, n, z) defined respectively for G′, we are guaranteed that there

exists negligible ν(·) such that, for any polynomial-time distinguisher D:

|Pr[D(Expb(A, n, z)) = 1]− Pr[D(Exp′b(A, n, z)) = 1]| ≤ ν(n)

But hiding in the ideal world provides that:

|Pr[D(Exp′0(A, n, z)) = 1]− Pr[D(Exp′1(A, n, z)) = 1]| ≤ 2−n

and so we have:

|Pr[D(Exp0(A, n, z)) = 1]− Pr[D(Exp1(A, n, z)) = 1]| ≤ 2ν(n) + 2−n

which is sufficient to prove hiding as desired. Notice, however, that H-EUC security requires

the environment Z to query the helper H only on behalf of corrupted parties. Since the

challenge commitment c, given its tag id, requires an instance of Π to be started with honest

parties and session identifier id, the above holds only if the adversary A does not query H

with the same session identifier.

So, given an adversary A that contradicts weak CCA security using polynomial time

and oracle access to the CCA oracle O∗, Subclaim 15 implies that there is a reimplemented

adversary A′ that likewise contradicts weak CCA security and uses polynomial time and

oracle access to the superpolynomial-time helper functionalityH without invoking the helper

using a session identifier equal to the tag of the challenge commitment. But this directly
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contradicts Subclaim 16, since weak CCA security without access to the CCA oracle is

equivalent to hiding, and the subclaim shows that A′ cannot break the hiding property of

(Com,Open) without invoking H using the challenge commitment’s tag. Therefore, by this

contradiction, (Com,Open) satisfies weak CCA security, as desired.
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