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In this work we study the effects of cheap-talk in games with rational agents.

We begin by showing that all asynchronous interactions between n players and

a mediator can be t-bisimulated without the mediator if n > 4t. Intuitively, t-

bisimulation means that for any deviation performed by an adversary controlling

at most t players in the scenario with the mediator or in the scenario without the

mediator there exists an equivalent deviation in the other scenario (i.e., a deviation

that produces the same outcome). We then use this result to show that any (k, t)-

robust strategy in a game with n players and a mediator in an asynchronous system

can be implemented with cheap talk if n > 4k+ 4t. A (k, t)-robust strategy is one

in which no coalition of t malicious players can decrease the payoff of anyone else

and no coalition of k players can increase their payoff even in coalition with the t

malicious players. We also prove that the result above can be satisfied if n > 3k+4t

whenever honest players can punish players that are caught deviating. A similar

result can be shown for synchronous systems, but in this case we only require that

n > 2k + 3t.

We also show that for every protocol ~π for n players and all k < n there exists

a belief system that is consistent with ~π in which all coalitions K of at most k

players believe that, if there is any deviation during the execution of the protocol,

then it was someone sending an incorrect message to a player in K. We call these

beliefs k-paranoid. Intuitively, k-paranoid beliefs are such that all coalitions of

size at most K believe that the remaining players are being honest between them.



We use these beliefs to extend the results regarding (k, t)-robustness by showing

that all k-resilient sequential equilibria with a mediator can be implemented with

cheap-talk if n > 4k in asynchronous systems or n > 3k in synchronous systems.

We finish this work by proving a matching lower bound for most of our results.
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CHAPTER 1

INTRODUCTION

Having a trusted mediator often makes solving a problem much easier. For

example, a problem such as reaching consensus becomes trivial with a mediator:

agents can just send their initial input to the mediator, and the mediator sends

the majority value back to all the agents, which they then output. Not surpris-

ingly, the question of whether a problem in a multiagent system that can be solved

with a trusted mediator can be solved by just the agents in the system, without

the mediator, has attracted a great deal of attention in both computer science

(particularly in the cryptography community) and game theory. In cryptography,

the focus has been on secure multiparty computation [22, 29]. Here it is assumed

that each agent i has some private information xi. Fix functions f1, . . . , fn. The

goal is to have agent i learn fi(x1, . . . , xn) without learning anything about xj

for j 6= i beyond what is revealed by the value of fi(x1, . . . , xn). With a trusted

mediator, this is trivial: each agent i just gives the mediator its private value xi;

the mediator then sends each agent i the value fi(x1, . . . , xn). Work on multiparty

computation provides conditions under which this can be done in a synchronous

system [10, 22, 28, 29] and in an asynchronous system [9, 12]. In game theory, the

focus has been on whether an equilibrium in a game with a mediator can be im-

plemented using what is called cheap talk—that is, just by players communicating

among themselves.

In the computer science literature, the interest has been in performing mul-

tiparty computation in the presence of possibly malicious adversaries, who do

everything they can to subvert the computation. In contrast, in the game theory

literature, the assumption is that players have preferences and seek to maximize
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their utility; thus, they will subvert the computation iff it is in their best interests

to do so. Abraham, Dolev, Gonen and Halpern [1] (ADGH from now on) argued

that it is important to consider deviations by both rational players, who have pref-

erences and try to maximize them, and players that we can view as malicious,

although it is perhaps better to think of them as rational players whose utilities

are not known by the mechanism designer (or other players). ADGH considered

equilibria that are (k, t)-robust ; roughly speaking, this means that the equilib-

rium tolerates deviations by up to k rational players, whose utilities are presumed

known, and up to t players with unknown utilities. Tight bounds were proved on

the ability to implement a (k, t)-robust equilibrium in the game with a mediator

using cheap talk in synchronous systems. These bounds depend on, among other

things, (a) the relationship between k, t and n, the total number of players in the

system; (b) whether players know the exact utilities of the rational players; and

(c) whether the game has a punishment strategy, where an m-punishment strategy

is a strategy profile that, if used by all but at most m players, guarantees that

every player gets a worse outcome than they do with the equilibrium strategy.

The following is a high-level overview of results proved in the synchronous setting

that will be of most relevance here. For these results, we assume that the commu-

nication with the mediator is bounded, it lasts for at most N rounds, and that the

mediator can be represented by an arithmetic circuit of depth c.

R1. If n > 3k + 3t, then a mediator can be implemented using cheap talk; no

punishment strategy is required, no knowledge of other agents’ utilities is

required, and the cheap-talk protocol has bounded running time O(nNc),

independent of the utilities.

R2. If n > 2k+ 3t, then a mediator can be implemented using cheap talk if there

is a (k + t)-punishment strategy and the utilities of the rational players are
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known; the cheap-talk protocol has expected running time O(nNc). (In R2,

unlike R1, the cheap-talk protocol may be unbounded, although it has finite

expected running time.)

Abraham, Dolev and Halpern [3] (ADH from now on) also presented lower

bounds that match the upper bounds above. Thus, for example, it is shown that

n > 3k+3t is necessary in R1; if n ≤ 3k+3t, then we cannot implement a mediator

in general if we do not have a punishment strategy or if the utilities are unknown.

The proofs of R1 and R2 make heavy use of the fact that the setting is synchronous.

Here we consider the impact of asynchrony on these results. Once we introduce

asynchrony, we must revisit the question of what it even means to implement an

equilibrium using cheap talk. Notions like (Bayesian) Nash equilibrium implicitly

assume that all uncertainty is described probabilistically. Having a probability is

necessary to talk about an agent’s expected utility, given that a certain strategy

profile is played. If we were willing to put a distribution on how long messages take

to arrive and on when agents are scheduled to move, then we could apply notions

like Nash equilibrium without difficulty. However, it is notoriously difficult to

quantify this uncertainty. The typical approach used to analyze algorithms in the

presence of uncertainty that is not quantified probabilistically is to assume that all

the non-probabilistic uncertainty is resolved by the environment according to some

strategy. Thus, the environment uses some strategy to decide when each agent will

be allowed to play and how long each message takes to be delivered. The algorithm

is then proved correct no matter what strategy the environment is following in some

class of strategies. For example, we might restrict the environment’s strategy to

being fair, so that every agent eventually gets a chance to move. (See [23] for a

discussion of this approach and further references.)
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We follow this approach in the context of games. Note that once we fix the

environment’s strategy, we have an ordinary game, where uncertainty is quantified

by probability. In this setting, we consider ex post equilibrium. A strategy is an ex

post equilibrium if it is an equilibrium no matter what strategy the environment

uses. Ex post equilibrium is a strong notion, but, as we show by example, it can

often be attained with the help of a mediator. It is arguably the closest analogue

to Nash equilibrium in an asynchronous setting.

Another issue that plays a major role in an asynchronous setting is what hap-

pens if the strategies of players result in some players being livelocked, talking

indefinitely without making a move in the underlying game, or in some players

being deadlocked, waiting indefinitely without moving in the underlying game. We

consider two approaches for dealing with this problem. One is called the default-

move approach. In this approach, as part of the description of the game, there is

a default move for each player which is imposed if that player fails to explicitly

make a move in the cheap-talk phase. Aumann and Hart [8] considered a different

approach, which we henceforth call the AH approach, where a player’s strategy in

the underlying game is a function of the (possibly infinite) history of the player in

the cheap-talk phase. We can think of this almost as if the player writes a will,

describing what he would like to have done (as a function of the history) if the

game ends before he has had a chance to move.

Our results show that, in the worst case, the cost of asynchrony is an extra

k + t in the bounds on n, but we can sometimes save k or even k + t if there is

a punishment strategy or if we are willing to tolerate an ε “error”. For example,

with both the AH approach and the default-move approach, if the utilities are not

known, we can implement a mediator using asynchronous cheap talk if n > 4k+4t.
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Thus, compared to R1, we need an extra k+t. However, if we are willing to accept a

small probability of error, we can only implement an ε-(k,t)-robustness equilibrium

(which, roughly speaking, means that players get within ε of the best they could

get), then we can do this if n > 3k+3t, again, using both the AH approach and the

default-move approach. We also prove that, in the general case, the n > 4k + 4t

upper bound is tight: if n ≤ 4k + 4t there exist (k, t)-robust protocols with a

mediator such that there is no (k, t)-robust implementation.

Just as in the synchronous case, we can do better if we assume that there is a

punishment strategy and utilities are known (as in R2). Specifically, with the AH

approach, we can implement a mediator if n > 3k + 4t (compared to n > 2k + 3t

in the synchronous case), and can ε-implement a mediator if n > 2k + 3t. We use

the punishment to deal with deadlock. If a good player is waiting for a message

that never arrives, then the waiting player instructs his executor to carry out a

punishment in his will. Having a punishment does not seem to help in the default-

move approach unless the default move is a punishment; if it is, then we can get

the same results as with the AH approach.

If there is a punishment strategy, these results significantly improve those of

Even, Goldreich, and Lempel [18]. They provide a protocol with similar properties,

but the expected number of messages sent is O(1/ε); with a punishment strategy,

we show that a bounded number of messages can be sent, with the bound being

independent of ε.

These results focus on Nash equilibrium ((k, t)-robustness is a generalization of

Nash equilibrium). As is well known, Nash equilibrium considers only deviations

on the equilibrium path (situations that arise with positive probability if the NE

is played). It is well-known that in extensive-form games such as interacting with
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a mediator, Nash equilibrium does not always describe what intuitively would be

reasonable play. For example if A tells B to give her $1 or she will destroy the

world, B giving $1 to A and A not destroying the world is a NE. However, this

equilibrium is based on a non-credible threat. Would A really destroy the world

if she doesn’t get $1? For this reason, game theorists have considered solution

concepts such as sequential equilibrium [24], where players cannot increase their

utility by deviating even off the equilibrium path (see Section 5.1 for a formal

definition).

Not surprisingly, the question of whether a sequential equilibrium with a medi-

ator can be implemented has been considered before in the game theory literature.

Ben-Porath [13] claimed that a sequential equilibrium could be implemented with

cheap talk if n > 3 provided that there is a punishment strategy (a way for players

to punish players who are caught cheating—see Section 4.3 for a formal definition);1

Gerardi [20] showed that sequential equilibrium can be implemented if n ≥ 5 (even

without a punishment strategy).

Here we improve Gerardi’s result by showing that we can implement a k-resilient

sequential equilibrium (i.e., a strategy in which it is always rational for coalitions

of size at most k to follow the protocol) in a game with a mediator if n > 3k in

synchronous systems and if n > 4k in asynchronous systems (Gerardi implicitly

assumed a synchronous system). In particular, if k = 1 we show that a sequential

equilibrium with a mediator can always be implemented if n ≥ 4. These results

are the best possible; it is easy to show that the lower bounds of n > 3k in the

synchronous case [3] and n > 4k in the asynchronous case on implementing NE

apply without change to implementing a sequential equilibrium.

1Unfortunately, there is a serious error in Ben-Porath’s proof; see [3].

6



Following Gerardi [20] and Gerardi and Myerson [21], we also relate our results

to two other solution concepts in normal-form games: correlated equilibrium [7] and

communication equilibrium [19, 26]. Both of these concepts can be understood in

terms of games with mediators. A correlated equilibrium is an equilibrium in a

game with a mediator where the players do not talk to the mediator; the mediator

simply tells the agent which strategy to play. A communication equilibrium in a

Bayesian game is an equilibrium in a game with a mediator where the players can

tell the mediator their types, and the mediator then tells the players what strategy

to play. (See Section 5.1 for formal definitions.)

Our proof for extending (k, 0)-robustness to k-resilient sequential equilibria in-

troduces an interesting new technique. Sequential equilibrium involves describing

not only what the players do at each point in an extensive-form game, but de-

scribing what their beliefs are, even off the equilibrium path. It must be shown

that players are always best responding to their beliefs. The key difficulty in our

proof involves finding appropriate beliefs. To this end, we define the notion of a

k-paranoid belief system, where all coalitions K of at most k players always believe

that, if other players deviated, they did so by sending inappropriate messages only

to players in K. That is, all coalitions of size at most k believe that the remaining

players are being truthful between themselves. We show that, given a (k, 0)-robust

protocol ~σ, we can extend it to a k-resilient sequential equilibrium by constructing

a k-paranoid belief system. The idea is that, given these k-paranoid beliefs, players

in a coalition K will not believe that there is anything that they can do to prevent

the remaining players from playing their part of the equilibrium.

Our approach for implementing (k, t)-robust strategies with a mediator gen-

eralizes Ben-Or, Canetti and Goldreich’s (BCG from now on) notion of secure
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computation for asynchronous systems. BCG show that, in asynchronous systems,

if n > 4t, a group of n agents can securely compute any function f while a coali-

tion of at most t malicious agents cannot prevent the honest agents from correctly

computing the output of f given their inputs, nor can the malicious agents learn

anything about the inputs of the honest agents. Ben-Or, Kelmer and Rabin [12]

(BKR from now on) then showed if we are willing to tolerate a small probability

ε > 0 that the agents do not correctly compute f or that the malicious agents learn

something, then we can achieve this if n > 3t. BCG and BKR also prove matching

lower bounds for their results, showing that we really need to have n > 4t (resp.,

n > 3t).

We can view secure function computation as a one-round interaction with a

trusted mediator: each agent sends its input to the mediator, the mediator waits

until it receives enough inputs, applies f to these inputs (again, replacing missing

inputs with a default value), and sends the output back to the agents, who then

output it. We generalize BCG and BKR’s results for function computation to a

more general setting. Specifically, we want to simulate arbitrary interactions with

a mediator, not just function computation. Also, unlike previous approaches, we

want the simulation to be “bidirectional”: the set of possible output distributions

that arise with the mediator must be the same as those that arise without the

mediator, even in the presence of malicious agents. More precisely, we show that,

given a protocol profile ~π for n agents and a protocol πd for a mediator, we can

construct a protocol profile ~π′ such that for all sets T of fewer than n/4 malicious

agents, the following properties hold:

(a) For all protocols ~τ ′T for the malicious agents and all schedulers σ′e in the

setting without the mediator, there exists a protocol ~τT for the agents in T
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and a scheduler σe in the setting with the mediator such that, for all input

profiles ~x, the output distribution in the computation with ~π′, ~τ ′, and σ′e

with input ~x is the same as the output distribution with ~π + πd, ~τ , and σe

with input ~x.

(b) For all protocols ~τT for the malicious agents and all schedulers σe in the

setting with the mediator, there exists a protocol ~τ ′T for the agents in T

and a scheduler σ′e in the setting without a mediator such that, for all input

profiles ~x, the output distribution in the computation with ~π′, ~τ ′, and σ′e

with input ~x is the same as the output distribution with ~π + πd, ~τ , and σe

with input ~x.

We use the notation ~π + πd to indicate that the agents use protocol ~π and the

mediator uses protocol πd (we use the subscript d to denote the mediator); we

view the mediator as just another agent here. This result implies that arbitrary

distributed protocols that work in the presence of a trusted mediator can be com-

piled to protocols that work without a mediator, as long as there are less than n/4

malicious agents. And, just as BKR, if we allow a probability ε of error, we can get

this result while tolerating up to n/3 malicious agents. BCG proved the analogue

of (a) for secure function computation, which is enough for security purposes: if

there is any bad behavior in the protocol without the mediator, this bad behavior

must already exist in the protocol with the mediator. However, (b) also seems like

a natural requirement; if a protocol satisfies this property, then all behaviors in

the protocol with the mediator also occur in the protocol without the mediator.

Property (b) is typically not required in security papers. It plays a critical

role in proving our results regarding (k, t)-robustness, but we believe it may be of

independent interest. Requiring only (a) may result in protocols where outcomes
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that may be likely in the mediator setting do not arise at all. This is especially

relevant in asynchronous systems, since by requiring only (a) we are implicitly as-

suming that the adversary has total control over the scheduler. However, it may

be the case that the scheduler acts randomly or that is even influenced by hon-

est agents. For instance, suppose that a group of n agents wants to check who

has the fastest internet connection. To do this, each agent pings the server and

waits for the server’s response. The server (who we are viewing as the mediator)

waits until the first ping arrives, then sends a message to each agent saying which

agent’s ping was received first. In this example, the scheduler determines the lag

in the system. If we wanted to simulate this interaction without the mediator but

requiring only property (a), even with no malicious agents, a protocol profile in

which every honest agent does nothing and outputs 1 would suffice. But, intu-

itively, this implementation does not capture the behavior of the server. Similar

examples exist even in the case of function evaluation. Suppose a group of n con-

gressmen vote remotely (by sending a vote to a trusted third party) to either pass

or not a bill that requires support from at least 90% of them. We can view this as

a multiparty computation of a function f in which each agent has input 0 (vote

against) or 1 (vote for), and the output is either 0 (reject the bill) or 1 (pass the

bill) depending on how many agents had input 1 (agents that do not submit input

count as 0). In this case, a protocol in which every agent does nothing and outputs

0 securely computes f while tolerating up to n/4 malicious agents. To see this,

note that regardless of the adversary, the scheduler can delay n/4 of the players

until everyone else has finished the computation. This is indistinguishable from

n/4 agents deviating from the protocol and submitting no input. However, again,

this protocol does not capture the intended behavior of the voting process. By

way of contrast, a protocol that bisimulates f would come closer to capturing the
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intended behavior of the voting process.

Clearly, the results of BCG and BKR are special cases of our result. However,

in general, our results do not follow from those of BCG/BKR, as is shown in

Section 3.1. Specifically, the results of BCG/BKR do not give us property (b),

since the outcome can depend on the behavior of the scheduler. For example,

consider protocols for two agents and a mediator m in which each agent sends its

input to the mediator, the mediator m sends to each agent the first message it

receives, and each agent outputs whatever they receive from the mediator. Let σie

be the scheduler that delivers the message from agent i first, for i = 1, 2. It is

easy to check that if the agents have inputs 0 and 1, respectively, and play with

mediator σ1
e , then they both output 0, while if they play with σ2

e , then they both

output 1. This means that, unlike secure function computation, even if all the

agents are honest, the distribution over the agents’ outputs can depend on the

scheduler’s protocol, not just the agents’ inputs.

Even though our results do not follow from those of BCG/BKR, our proofs

very much follow the lines of those of BCG/BKR. However, there are some new

subtleties that arise in our setting. In particular, as the example above shows, when

we try to implement the setting with the mediator, the agents must somehow keep

track of the scheduler’s possible behaviors. Doing this adds nontrivial complexity

to our argument.

Besides the main result, we also show that our protocol without the media-

tor has two additional security properties, which may be of independent interest.

Specifically, we show that the following two properties hold for coalitions of mali-

cious agents of size at most t < n/3.
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(P1) The only way malicious agents can disrupt the computation is by prevent-

ing honest agents from terminating; if an honest agent terminates, then its

output is correct.

(P2) If 2t+ 1 or more honest agents terminate, then all honest agents terminate.

That is, either all the honest agents terminate or a nontrivial number of

honest agents (more than n− 2t) do not terminate.

If we allow an ε probability of error, we get analogous results if we have n > 2t

rather than n > 3t. We remark that these two properties are in fact also satisfied

by BCG’s and BKR’s implementations, but they do not prove this (or even state

the properties explicitly).

From the game-theoretic viewpoint, the second property guarantees that either

all the honest agents terminate, or sufficiently many of them do not terminate

so as to guarantee that rational agents will not try to prevent honest agents from

terminating (due to the threat of punishment). The first property above guarantees

that if all the honest agents terminate, their output will be correct. The lower

bound for bisimulating arbitrary protocols follows immediately from that of BCG,

which we also provide a proof of.

1.1 The Synchronous and Asynchronous Models

The asynchronous model used throughout this document is that of an asynchronous

network in which every pair of agents can communicate through a private, authen-

ticated and reliable communication channel. For most of our results, we assume

that all messages sent through any of these channels are eventually received, but

12



they can be delayed arbitrarily. The order in which these messages are received

is determined by the environment (also called the scheduler). The scheduler also

chooses the order in which the agents are scheduled. For some of the results of

this paper, we drop the condition that all messages must be eventually delivered.

We call these more general schedulers relaxed schedulers.

Whenever an agent is scheduled, it reads all the messages that it has received

since the last time it was scheduled, sends a (possibly empty) sequence of messages,

and then performs some internal actions. We assume that the scheduler does

not deliver any message or schedule other agents during an agent’s turn. Thus,

although agent i does not send all its messages simultaneously when it is scheduled,

they are sent atomically, in the sense that no other agent is scheduled while i is

scheduled, nor are any messages delivered while i is scheduled. Note that the

atomicity assumption is really a constraint on the scheduler’s protocol.

More precisely, consider the following types of events :

• sch(i): Agent i gets scheduled.

• snd(µ, j, i): Agent i sends a message µ to agent j.

• rec(µ, j, i): Message µ sent by j is received by i. The message µ must be one

sent at an earlier time to i that was not already received.

• comp(v, i): Agent i locally computes value v.

• out(s, i): Agent i outputs string s.

• done(i): i is done sending messages and performing computations (for now).

For simplicity, we assume that agents can output only strings in {0, 1}∗. Note that

all countable sets can be encoded by such strings, and thus we can freely talk about
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agents being able to output any element of any countable set (for instance, elements

of a finite field Fq) by assuming that they are actually outputting an encoding of

these elements. We also assume that at most one event occurs at each time step.

Let h(m) denote a global history up to time m: a sequence that starts with an

input profile ~x, followed by the ordered sequence of events that have occurred up to

and including time m. We assume that the only events between events of the form

sch(i) and done(i) are ones of the form snd(µ, j, i) and comp(v, i). This captures

our atomicity assumption. We do not include explicit events that correspond to

reading messages. (Nothing would change if we included them; they would simply

clutter the notation.) Message delivery (which is assumed to be under the control

of the scheduler) occurs at times between when agents are scheduled. We can

also consider the subsequence involving agent i, namely, i’s initial state, followed

by events of the form sch(i), snd(·, ·, i), comp(·, i), rec(·, ·, i), and done(i). This

subsequence is called i’s local history. We drop the argument m if it can be deduced

from context or if it is not relevant (for instance, when we consider the local history

of an agent after a particular event).

Agent i moves only after a sch(i) event. What it does (in particular, the order

in which i sends messages) is determined by i’s protocol, which is a function of i’s

local history. The scheduler moves after an action of the form done(i) or rec(·, ·, i).

It is convenient to assume that the scheduler is also running a protocol, which is

also a function of its local history. Since the scheduler does not see the contents of

messages, we can take its history to be identical to h(m), except that comp events

and the contents of the messages in snd and rec events are removed, although we

do track the index of the messages delivered; that is, we replace events of the form

snd(µ, i, j) and rec(µ, i, j) by snd(i, j) and rec(i, j, `), where ` is the index of the

message sent by i to j in h(m). For instance, rec(i, j, 2) means that the second
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message sent by i to j was delivered to j. Note that the scheduler does see events

of the form done(i); indeed, these are signals to the scheduler that it can move,

since i’s turn is over. Since we view the agents (and the mediator) as sending

messages atomically, in the sequel, we talk about an agent’s (or the mediator’s)

turn. An agent’s kth turn takes place the kth time it is scheduled. During its turn,

the agent sends a block of messages and performs some local computation.

It is more standard in the literature to assume that agents perform at most

one action when they are scheduled. We can view this as a constraint on agents’

protocols. A single-action protocol for agent i is one where agent i sends at most

one message before performing the done(i) action. As we show in Section 3.4, we

could have restricted to single-action protocols with no loss of generality as far as

our results go; allowing agents to perform a sequence of actions atomically just

makes the exposition easier.

The synchronous model is analogous to the asynchronous one, except that

computation proceeds in rounds of communication and all messages that are sent

in a given round are guaranteed to be received by the recipient at the beginning

of the next round.

1.2 Canonical and responsive protocols

We deal only with bounded protocols, where there is a bound N on the number

of messages that an honest agent sends. Of course, there is nothing to prevent

malicious agents from spamming the mediator and sending an arbitrary number

of messages. We assume that the mediator reads at most N messages from each

agent i, ignoring any further messages sent by i.
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For our results involving termination, specifically, (P2), it is critical that agents

know when the mediator stops sending messages. For these results, we restrict the

honest agents and the mediator to using protocols that have the following canonical

form: Using a canonical protocol, each honest agent tags its `th message with label

` and all honest agents are guaranteed to send at most N messages regardless of

their inputs or the random bits they use. Whenever the mediator receives a message

from an agent i, it checks its tag `; if ` > N or if the mediator has already received

a message from i with tag `, it ignores the message. The mediator is guaranteed to

eventually terminate. Whenever this happens, it sends a special “STOP” message

to all agents and halts. Whenever an honest agent receives a “STOP” message, it

terminates.

Even though canonical protocols have a bound N on the number of messages

that honest agents and the mediator can send, the mediator’s local history in a

canonical protocol in asynchronous systems can be arbitrarily long, since it can

be scheduled an arbitrary number of times. We conjecture that, in general, since

the message space is finite, the expected number of messages required to simulate

the mediator in asynchronous systems is unbounded. However, we can do better if

the mediator’s protocol satisfies two additional properties. Roughly speaking, the

first property says that the mediator can send messages only either at its first turn

or in response to an agent’s message; the second property says that the mediator

ignores empty turns, that is, turns where it does not receive or send messages.

More precisely, the first property says that whenever the mediator πd is scheduled

with history hd, then if hd 6= ( ) (i.e., if hd is not the initial history) or if the

mediator has not received any messages in hd since the last time it was scheduled,

then πd(hd) = done(d). The second property says that πd(hd) = πd(h
′
d), where h′d

is the result of removing consecutive (done(d), sch(d)) pairs in hd (e.g., if hd =
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(sch(d), snd(µ, j, d), done(d), sch(d), done(d), rec(µ′, i, d), sch(d), done(d), sch(d)), then

h′d = (sch(d), snd(µ, j, d), done(d), rec(µ′, i, d), sch(d))). An asynchronous protocol

for the mediator that satisfies these two properties is called responsive. In Sec-

tion 3.3.4, we show that if the mediator uses a responsive protocol πd that can be

represented using a circuit with c gates, then we can simulate all protocol profiles

~π + πd in such a way that the expected number of messages sent by honest agents

during the simulation is polynomial in n and N and linear in c.

1.3 Adversaries in Asynchronous Systems

We define an adversary as a tuple (T, ~τT , σe) consisting of a subset of malicious

agents T , a strategy ~τT for agents in T , and a strategy σe for the environment

(in synchronous systems we omit σe). It may seem a priori that malicious agents

and the environment act independently, but in fact, we can assume without loss

of generality that they are all under the control of a single adversary. Clearly

malicious agents can coordinate by sending messages to each other. They can also

coordinate with the environment so that, for example, the malicious agents can

act knowing who will be scheduled when, and the environment can also schedule

malicious agents based on their inputs.

To see that an agent i can communicate with the environment, recall that we

have assumed that the message space is finite, say {m0, . . . ,mM}. Immediately

after sending mj, i sends j empty messages to itself. So, even though the environ-

ment cannot read the messages, it will know that i sent message mj.
2 (Clearly the

2We can encode mj using using fewer messages by having i send message to other agents
as well as itself. Our goal here is not to minimize the number of messages, but to show that
communication with the environment is possible.
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environment will also know who sent the message, since the environment delivered

the message.) Thus, we can assume without loss of generality that the malicious

agents know the environment’s protocol (and thus know when a message that is

sent will be delivered), hence it suffices for the environment to be able to tell the

malicious agents when the kth message is sent, who sent it, and who the intended

recipient is. It does that as follows: malicious agents i initially send themselves

(n+1)2 empty messages. If the first message was sent by agent j1 to agent j2 (treat-

ing the mediator as agent 0 in the mediator game), then the environment delivers

(n+ 1)j1 + j2 of these empty messages. Then agent i sends another (n+ 1)2 empty

messages to itself, allowing the environment to encode the sender and receiver of

the next message, if there is one.

As shown by the example above, from now on we will assume without loss of

generality that the adversary is controlled by a single entity that knows the state

of the scheduler and of all malicious agents in real time.
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CHAPTER 2

SECURE COMPUTATION

2.1 Basic Definitions

The first attempt at simulating a mediator comes from Ben-Or, Goldwasser and

Widgerson’s secure computation [11]. Although their definition does not involve

a mediator at all, we show in Section 3.1 how it relates to a particular type of

mediator game.

For the main definitions in this section, we need the following notation, largely

taken from BCG [9] and BGW. Given a finite domain D, let ~x be a vector in Dn.

Given a set C ⊆ [n], denote by ~xC the vector obtained by projecting ~x onto the

indices of C. Also, given a |C|-vector ~z ∈ D|C|, let ~x(B,~z) be the vector obtained

by replacing the entries of ~x indexed by B by ~z. To simplify notation, given a

function f : Dn → D, we write fC(~x) rather than f(~x(C,~0|C|)
) to denote the output

of evaluating f on ~x with the entries in ~x not indexed by an element of C replaced

by 0.

Secure computation is concerned with jointly computing a function f on n

variables, where the ith input is known only to agent i. For instance, if we want to

compute the average salary of the people from the state of New York, then n would

be New York’s population, the input xi is i’s salary, and f(x1, . . . , xn) =
∑n
i=1 xi∑
xi 6=0 1

.

(For the denominator we count only people who are actually working.) Ideally, a

secure computation protocol that computes f would be a protocol in which each

agent i outputs f(x1, . . . , xn) and gains no information about the inputs xj for

j 6= i. In our example, this amounts to not learning other people’s salaries.
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Typically, we are interested in performing secure computation in a setting where

some of the agents might be malicious and not follow the protocol. In particular,

they might not give any information about their input or might just pretend that

they have a different input (for instance, they can lie about their salary). What

output do we want the secure computation of f to produce in this case? Roughly

speaking, the idea is to accept as correct any output of f that can be obtained from

an input profile that differs from the actual input profile in at most t coordinates,

which are set to some default value, generally 0. (Intuitively, these coordinates are

ones corresponding to inputs of malicious agents who did not submit a value or

lied about their actual input.) More precisely, a protocol ~π t-securely computes

f in synchronous systems if for every coalition T of at most t malicious agents,

there exist functions h : D|T | → D|T | and O : D|T | × D × T → {0, 1}∗ such that,

for each input ~x, (a) each agent i 6∈ T outputs f(~x/(T,h(~xT )), and (b) each agent

i ∈ T outputs O(~xT , f(~x/(T,h(~xT )), i). Note that h and O encode how malicious

agents might lie about their inputs (if a malicious agents does not participate

in the computation, its input is assumed to be a fixed value x0 ∈ D) and what

they output, respectively. We thus consider an output to be correct if only the

inputs of agents in T used in the computation of f differ from their actual inputs,

and if the output of malicious agents output is just a function of the output of

f and their own inputs. Note that this last requirement captures the fact that

malicious agents do not learn anything besides the (honest agents’ ) output of the

secure computation protocol, since otherwise they could use this extra information

to generate outputs that cannot be written as such a function O. Since malicious

agents can randomize, we assume that both h and O have an extra input r sampled

from a distribution R, and require that agent i’s output is distributed identically

to f(~x/(T,h(~xT )) or O(~xT , f(~x/(T,h(~xT )), i), depending on whether i is honest. (See
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Definition 1 for the more standard formalization of this property.) BGW proved

the following result:

Theorem 1. [11] If D is a finite domain, n > 3t, and f : Dn → D, then there

exists a protocol ~π that t-securely computes f in synchronous systems.

Subtleties introduced by asynchrony make the definition of secure computation

slightly more involved in asynchronous systems. In asynchronous systems, as is

standard, we assume that there is a scheduler that decides the order in which

agents act, and how long it takes for a message to be delivered. The existence of

adversaries such as those described in Section 1.3 implies that there are deviations

that are possible in asynchronous systems that are not possible in synchronous

systems; specifically, the scheduler can delay a subset of agents until the other

agents terminate the protocol. If the number of agents delayed is less than the

number of malicious agents that the protocol tolerates, delayed honest agents are

indistinguishable from malicious agents that never engage in the communication,

and thus the remaining agents must be able to terminate regardless of the delay.

Since the inputs of delayed honest agents are not taken into consideration, the

adversary can choose a set C ⊆ [n] of size at least n− t and force the computation

to ignore the inputs of agents not in C (they are replaced by a fixed input).

To define asynchronous secure computation, BCG introduced another type of

adversary that they called a trusted-party adversary. A t-trusted-party adversary

is defined as a quadruple A = (T, h, c, O) where

• T is the set of malicious agents;

• h : D|T | ×R → D|T | is the input substitution function (again, R is a distri-

bution of possible random inputs);
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• c : D|T | ×R → {C ⊆ [n] | |C| ≥ n− t} is a subset of agents (intuitively, the

ones whose inputs are taken into consideration);

• O : D|T | × R × D × T → {0, 1}∗ is the output function for the malicious

agents.

In the sequel, we use “trusted-party adversary” or “ideal adversary” to refer to

such a tuple (T, h, c, O), and reserve the term adversary for a tuple of the form

(A, ~TT , σe), as defined in Section 1.3.

Given a function f : Dn → D, a trusted-party adversary A = (T, h, c, O), and

an input vector ~x, let C = c(~xT , r) and ~y = ~x/(T,h(~xT ,r)). Intuitively, C is the

set of agents whose inputs are considered and ~y is the input profile obtained by

replacing the actual inputs of agents in T with the output of h. The output of

f with trusted-party adversary A and input ~x is an n-vector of random variables

~ρ(A, ~x; f) such that

ρi(A, ~x; f) =

 (C, fC(~y)) if i 6∈ T

O(~xB, r, fC(~y), i) if i ∈ T.

Note that the outputs of trusted-party adversaries are analogous to the outputs

of secure computation in the synchronous case, except that here we must take into

account the subset C of agents that provide their inputs. In asynchronous systems,

secure computation is defined as follows:

Definition 1 (Secure computation). Let f : Dn → D be a function of n variables

over some finite domain D. The protocol ~σ t-securely computes f in an asyn-

chronous setting if the following hold for all (standard) adversaries A = (T, ~τT , σe)

with |T | ≤ t:

SC1. on all inputs, agents not in T terminate the protocol with probability 1;
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SC2. there exists a t-trusted-party adversary Atr = (T, h, c, O) such that, for all

inputs ~x ∈ Dn. we have ~σ(~x,A) ∼ ~ρ(Atr, ~x; f) (i.e., ~σ(~x,A) and ~ρ(Atr, ~x)

are identically distributed).

In other words, a protocol ~σ t-securely computes some function f if it terminates

with probability 1 and there exists a trusted-party adversary such that that, for

all inputs, gives the same distribution over outputs. BCG proved the following

result. Note that BCG just require that some ideal t-adversary A gives the same

distribution over the the outputs of π. This captures the idea that all deviations

that malicious agents can effectively make are the ones already modeled by the

adversaries. Also note that SC1 follows from SC2 if we consider non-termination

as a special kind of output. BCG proved the following:

Theorem 2. [9] If D is a finite domain, n > 4t, and f : Dn → D, then there

exists a protocol ~π that t-securely computes f in asynchronous systems.

2.2 Implementation

In this section, we give an overview of BGW and BCG’s secure computation im-

plementation for Theorems 1 and 2. We begin by briefly reviewing the properties

of a number of well-known primitives used in their constructions, which we also

use for our main results.
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2.2.1 Tools

Broadcast

A broadcast protocol involves a sender who sends a message µ to all agents in

such a way that all honest agents receive the same message. (Although we talk

about “a broadcast protocol”, this is really a joint protocol, that is, a protocol for

each agent. Given a joint protocol ~P , we use Pi to denote i’s part of the protocol.

The sender’s protocol is different from those of the other agents. The sender has

input µ, the message to be shared; the other agents have no input.) Moreover,

if the sender is honest, the message received by an agent i must be the message

µ that the sender sent. More precisely, a broadcast protocol invoked by a sender

with input µ must satisfy the following properties in all histories:

• If an honest agent terminates broadcast with output µ′, then all honest agents

eventually terminate broadcast with output µ′.

• If the sender is honest, then all honest agents eventually terminate broadcast

and output µ.

Bracha [14] provides a broadcast protocol that tolerates up to t malicious agents

in asynchronous systems if n > 3t.

Consensus

In a consensus protocol, each agent i starts with an initial preference yi ∈ {0, 1}

and must output a value x ∈ {0, 1} such that the following properties are satisfied

in all histories:
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• All honest agents terminate with probability 1.

• If one honest agent terminates and outputs x, then all honest agents termi-

nate and output x.

• If all honest agents have the same initial value y, then if an honest agent i

terminates the protocol, i outputs y.

Abraham, Dolev and Halpern [2] provide a consensus protocol that is t-resilient

in asynchronous systems if n > 3t.

Verifiable secret sharing

In a verifiable secret sharing protocol, a sender starts out with some secret s that

it wants to share. VSS consists of a pair of protocols (
−−→
VSSsh,

−−→
VSSrec), commonly

referred to as the sharing protocol and the reconstruction protocol, and a designated

agent, the sender, such that the following properties hold:

• If the sender is honest, then every honest agent i will eventually complete

VSSshi .

• If an honest agent i completes VSSshi , then all honest agents j eventually

complete VSSshj and VSSrecj .

• The output of VSSshi is called i’s share of the secret. There is a unique value

s′ such that if each honest agent i runs VSSreci with input i’s share of the

secret, then all the honest agents j will complete VSSrecj , and will output the

same value s′, no matter what the malicious agents do.

• If the sender is honest, then s′ = s (the sender’s secret).
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• If the sender is honest and no honest agent i has begun executing VSSreci ,

then the malicious agents cannot guess s with probability > 1/M (where M

is the cardinality of the space of possible secrets).

With VSS, just as with the broadcast protocol, the sender’s protocol is different

from that of the other agents; only the sender has the secret s. Whenever a recipient

i receives a message µ from the sender, it invokes VSSshi with input µ and outputs

its share of the secret, which becomes the input to VSSreci . Even though we require

each agent i to output the same value s′ after runing VSSreci , a simple modification

of
−−→
VSSrec allows a single agent to learn the secret, without any other agent getting

any additional information: If we want only i to learn the secret, all the agents

send their shares to i, and i simulates the computation of
−−→
VSSrec locally. (This

depends on the assumption that the only input to VSSrecj is j’s share of the secret,

and that it suffices for i to learn the shares of the honest agents in order to recover

the secret.) However, no other agents learn anything about the secret (since all

they have is their share of the secret).

BCG provide a VSS protocol in an asynchronous setting that is t resilient as

long as n > 4t. BKR showed that if n > 3t, then for all ε > 0, there exists

a t-resilient protocol that achieves the VSS properties in asynchronous systems

with probability at least 1 − ε. More precisely, their protocol has the property

that if some honest agent terminates, then all honest agents terminate and all the

properties above hold, and some honest agent terminates with probability at least

1− ε.
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Accumulative sets

Suppose that we have a global clock, initialized to 0. We do not assume that

agents have access to the global clock. An accumulative set is a function U(h,m)

from histories and global time to sets such that U(h,m) ⊇ U(h,m′) if m ≥ m′.

(Intuitively, U(h,m) consists of the elements of U at time m in history h.)

Definition 2. Given M1,M2 ∈ N with M1 ≤M2, a tuple (U1, . . . , Un) of accumu-

lative subsets of N (one for each agent) is (M1,M2)-uniform in history h if, for

every agent i that is honest in h,

• Ui(h,m) ⊆ {1, . . . ,M2} for all times m ≥ 0;

• there exists a time mh
i such that |Ui(h,mh

i )| ≥M1;

• for all agents j that are honest in h, there exists a time mh
i,j such that

Ui(h,m) = Uj(h,m) for all m ≥ mh
i,j.

To see how (M1,M2)-uniform accumulative sets are used, suppose that each

agent i in a system of n agents has a secret si. The n agents each invoke t-resilient

VSS concurrently in a system with t malicious agents and n > 3t, with agent i

acting as the sender with secret si in its invocation of VSS. Let Ui(h,m) consist of

those agents j for which i has terminated the sharing phase of the VSS initiated

by j by time m in history h. Clearly Ui is an accumulative set. We claim that

(U1, . . . , Un) is (n− t, n)-uniform. Clearly, Ui(h,m) ⊆ {1, . . . , n} for all times m by

construction. Since there at most t malicious agents in each history and the VSS

scheme is t-resilient, the properties of VSS guarantee that each honest agent i will

eventually complete the VSS initiated by each honest agent j, which means j is

included in Ui(h,m) for some m, and thus there must exist a time mh
i such that
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|Ui(h,mh
i )| ≥ n − t. Since Ui(h,m) is finite, there must come a time (mh

i )
∗ such

that Ui(h,m
′) = Ui(h, (m

h
i )
∗) for all m′ ≥ (mh

i )
∗. Let mh

i,j = max((mh
i )
∗, (mh

j )
∗).

The properties of VSS guarantee that j′ ∈ Ui(h,mh
i,j) iff j′ ∈ Uj(h,mh

i,j).

Agreement on a core set

An agreement on a core set (ACS) protocol is given as input natural numbers M1

and M2. Each agent i is also assumed to have access to an accumulative set Ui.

If the tuple (U1, . . . , Un) is (M1,M2)-uniform with respect to the histories of the

ACS protocol, then the following properties must hold:

• All honest agents must eventually complete the ACS protocol.

• If an honest agent i completes the protocol at time m, then it output a set

Ci ⊆ Ui(m) such that |Ci| ≥M1.

• If i and j are honest, then Ci = Cj.

Thus, all honest agents running an ACS protocol must output the same set; this

set is called the core set. We denote by ACSi(Ui,M1,M2) agent i’s invocation of

the ACS protocol with inputs M1 and M2 relative to accumulative set Ui. Note

that although the notation suggests that Ui is the input to ACSi, the protocol

may actually check Ui several times while it is running, and Ui may be different

each time it is checked, since Ui may updated in parallel with ACSi.

BCG provide an ACS protocol that is t-resilient in asynchronous systems if

n > 3t.
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Circuit computation

Another key primitive that we use is circuit computation. Let (
−−→
VSSsh,

−−→
VSSrec) be a

VSS scheme, and let f : FN
p → Fp be a circuit with N inputs consisting only of ad-

dition and multiplication gates. Suppose that each agent i has shares xi1, x
i
2, . . . , x

i
N

of secrets x1, . . . , xN ∈ Fp respectively (where the secrets are computed using

(
−−→
VSSsh,

−−→
VSSrec)). A circuit computation of f (relative to (

−−→
VSSsh,

−−→
VSSrec)), de-

noted CC(f) (we suppress the dependence on (
−−→
VSSsh,

−−→
VSSrec) from now on) has

the following properties. We assume that there is an input x1, . . . , xN such that

each agent i has shares xi1, . . . , x
i
N of x1, . . . , xN . Agent i’s component of the pro-

tocol, denoted CCi(f), is given the inputs xi1, x
i
2, . . . , x

N
i and computes a single

output yi, such that the following properties hold:

• yi is i’s share of f(x1, . . . , xN) (relative to (
−−→
VSSsh,

−−→
VSSrec)).

• After running CCj(f) with inputs xj1, . . . , x
j
N (but before running the recon-

struction protocol
−−→
VSSrec), no malicious agent j has any information about

the shares xil of an honest agent i, the values x1, . . . , xN , or f(X1, . . . , xN)

beyond what it had before running CCj(f), even if all the malicious agents

pool their information.

• Even after honest agents run
−−→
VSSrec, no malicious agent j can guess the

values of the shares xil of an honest agents i or the the secrets x1, . . . , xN any

better than it could before running CCj(f) if it were given f(x1, . . . , xN).

Simply put, a circuit computation protocol CC allows agents to compute their

share of the output of an arithmetic circuit given their shares of the circuit’s

inputs, without revealing any information.
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Since it is well known that every function f : DN → D can be represented

by a circuit f ′ : FN
p → Fp for a prime p ≥ |D| (viewing the elements of D as

the first |D| elements of Fp), if we can define a protocol CC(f) for all arithmetic

circuits, then we can define a protocol CC(f) for all functions f : DN → D. This

is especially important in the next section, where we use CC to compute functions

whose inputs and outputs are local histories.

BCG provide an implementation of CC(f) for all arithmetic circuits f relative

to the VSS protocol that they provide that is t-resilient in asynchronous systems

as long as n > 4t; given ε > 0, BKR provide an implementation of CC(f) for all

arithmetic circuits relative to the VSS protocol that they provide that is t-resilient

in asynchronous systems and has at most an ε probability of error (i.e., there is a

probability ε that agents remain in deadlock or the output of the computation will

not be the appropriate share of the circuit’s output) as long as n > 3t.

We can assume without loss of generality that CC can handle randomized func-

tions. That is, if there is a protocol CC(f) to securely compute every deterministic

function f : DN → D, then there is a protocol CC(f) to securely compute every

randomized function f : DN → D. A randomized function f : DN → D can be

viewed as a deterministic function once it is given sufficiently many random bits,

that is, it can be identified with a deterministic function f : DN × {0, 1}N ′ → D

for N ′ sufficiently large. Using ACS, VSS, and (deterministic) CC, the agents can

easily compute shares for N ′ random bits as follows.

1. Each agent i chooses a random bit bi and shares it using VSS.

2. Using ACS, the agents agree on a common set C consisting of at least t+ 1

agents who correctly shared a bit bi at step 1. Set b := ⊕i∈Cbi (where ⊕

denotes sum mod 2).
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3. Each agent i computes its share of b using CC.

If n > 2t, then there are at least t+ 1 honest agents, so each honest agent will get

shares from at least t+ 1 agents. Since the set of t+ 1 agents agreed on using ACS

contains at least one honest agent, the bit b must be truly random.

We can also assume without loss of generality that whenever an honest agent

terminates a CC computation of some function f(x1, . . . , xN), even in the presence

of at most t malicious agents, at least n− 2t other honest agents i have computed

their share yi of f(x1, . . . , xN). This can be ensured by having an honest agent

i send a Ready message to all agents when it finishes the computation of yi, and

terminating the CC procedure when it receives n− t Ready messages. If there are

at most t malicious agents, if an agent receives n−t Ready messages, at least n−2t

are from honest agents who genuinely computed their own share. This property

will be critical later, since it guarantees that sufficiently many honest agents are

running the protocol at roughly the same pace.

2.2.2 BGW’s construction of ~πf

Using the primitives sketched above, BGW gave a construction of ~πf . At the high

level, the construction proceeds as follows:

1. Each agent i shares its input using VSS.

2. Let C be the set of agents that shared a value in step 1. Each agent i

computes its share of fC(~x) using CC, where i’s input for the jth input gate

is i’s share of xj if j shared an input on step 1; otherwise it is 0.
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3. Each agent i sends its share of fC(~x) to each other agent j, then uses the

shares received from other agents to reconstruct fC(~x) using VSS.

4. Each agent i outputs fC(~x).

2.2.3 BCG’s construction of ~πf

BCG’s construction is similar to BGW’s, except that the subset C of agents that

didn’t share an input on step 1 is not well defined since in asynchronous systems

an agent cannot tell the difference between an agent not sending a message or the

message being delayed. In this case, players reach a consensus on C using an ACS

protocol. More precisely, the construction goes as follows:

1. Each agent i shares its input using VSS.

2. Agents agree on a core set C ⊆ [n] with |C| ≥ n− t using an ACS procedure

with parameters M1 = n− t and M2 = n, where the accumulative set Ui of

agent i is the set of agents j such that i has terminated the VSS invoked by

j at step 1.

3. Each agent i computes its share of fC(~x) using CC, where i’s input for the

jth input gate is i’s share of xj if j ∈ C; otherwise it is 0.

4. Each agent i sends its share of fC(~x) to each other agent j, then uses the

shares received from other agents to reconstruct fC(~x) using VSS.

5. Each agent i outputs (C, fC(~x)).
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CHAPTER 3

SIMULATING MEDIATORS

Over the following sections we will assume that the system we are working on is

asynchronous unless explicitly stated otherwise. In most of the cases the equivalent

results and properties for the synchronous case are obtained analogously.

3.1 Secure computation and mediators

Secure computation is closely related to mediators. Even though it is not explicitly

proven by BCG, their construction of ~πf satisfies an extra property that we call

SC3, which is essentially a converse of SC2.

SC3. For all ideal t-adversaries A = (T, c, L, ~O), there exists a strategy ~τT

for agents in T and a scheduler σe such that, for all inputs ~x, ~ρ(~x,A; f) and

~π(~x, T, ~τT , σe) are identically distributed.

Lemma 1. Given a function f : Dn → D, protocol ~πf satisfies SC3.

Proof. Suppose A is deterministic (i.e., it does not depend on r). Given ~xT , let

C := c(~xT ) and ~y = L(~xT ) (note that we are dropping the r input in both functions

since both are independent of r). Consider the strategy ~τT such that, if the agents

in T have input ~xT , τi consists of i playing πi with input yi, where ~yT = L(~xT ),

except that if i was supposed to output (S, z) (note that all outputs of honest

agents are of this form, since the ideal output has this form, and πf securely

computes f) it outputs Oi(~xT , z) instead. Finally, consider a scheduler σe that

delays all messages to and from the agents in C until an honest agent terminates.

By the properties of Section 2.2.1, it is easy to see that ~ρ(~x,A) and ~π(~x, T, ~τT , σe)
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are identically distributed. If A is randomized, τT works the same way except that

it chooses C, ~yT , and ~OT by sampling from the same distribution that r is sampled

from.

We next show how secure computation relates to simulating a mediator. Con-

sider the following mediator protocol ~πfd : Agents send their inputs to the mediator

the first time they are scheduled. The mediator waits until it has received a valid

input xi from all i in a subset C of agents with |C| ≥ n − t. The mediator then

computes y = fC(~x) and sends each agent the pair (C, y). When the agents receive

a message from the mediator, they output that message and terminate.

Clearly πfd satisfies SC1. It is easy to see that it also satisfies SC2: Given a

set T of malicious agents, a deterministic strategy ~τT for the malicious agents, and

a deterministic scheduler σe, define L(~x, r) to be whatever the malicious agents

send to the mediator with input ~x let c(~x) be the set of agents from whom the

mediator has received a message the first time it is scheduled after having received

a message from a least n − t agents (given σe, ~τT , and input ~x), and let O(~x) be

the output function that malicious agents use in ~π (note that they receive a single

message with the output of the computation, so their output depends only on ~x, ~τ ,

and σe). Arbitrary functions ~τT and σe, can be viewed as resulting from sampling

random bits r according to some distribution and then running deterministically;

the protocols c, h, and O can sample r from the same distribution and then proceed

as above with respect to the deterministic ~τ(r) and σe(r).

The mediator protocol πfd satisfies SC3 as well. Given A = (T, c, L,O), the

definition of ~τT and σe is straightforward: the agents in T choose a random input

r ∈ R and then each agent i ∈ T sends L(xi, r) to the mediator. The scheduler

σe delivers all messages from the agents in c(~xT , r) first, and then schedules the
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mediator. It then delivers all the other messages.

Since both ~πfd and ~π satisfy SC2 and SC3, for each adversary A in ~πf there

exists an adversary A′ in ~πfd whose outputs are identically distributed.

Unfortunately, given a protocol ~πd for the mediator, there might not exist a

function f such that SC2 and SC3 hold, as the following example shows: Suppose

that agents have no input, and just send a fixed arbitrary message to the mediator

the first time they are scheduled. If the first message received by the mediator

comes from i, the mediator sends the message i to all agents. When an agent

receives a message i from the mediator, it outputs the message and terminates.

Note that the output of the agents is not a function of their input profile, and thus

SC2 and SC3 won’t hold for any function f . Nevertheless, we will still be interested

in implementing a cheap talk game whose output is distributed identically to that

of this mediator game.

We are thus interested in getting analogues to SC2 and SC3 for arbitrary in-

teractive protocols. In particular, we want these definitions not to involve secure

computation adversaries. This motivates the following definition:

Definition 3. Let O(~π−T + πd, τT , σe, ~x) be the output of protocol ~π + πd (where

~π is the agents’ protocol and πd is the mediator’s protocol), given scheduler σe and

input ~x, where the agents in T deviate from ~π by using strategy ~τT . Protocol ~π′ in

a cheap-talk game t-bisimulates ~π + πd if the following hold for every subset T of

malicious agents with |T | ≤ t and every input ~x:

(a) For every strategy ~τT for the agents in T and every scheduler σe in the me-

diator game, there exists a strategy ~τ ′T and a scheduler σ′e in the cheap-talk

game such that O(~π−T + πd, ~τT , σe, ~x) and O(~π′−T , ~τ
′
T , σ

′
e, ~x) are identically
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distributed.

(b) For every strategy ~τ ′T for the agents in T and every scheduler σ′e in the cheap-

talk game, there exists a strategy ~τT and a scheduler σe in the mediator

game such that O(~π−T + πd, ~τT , σe, ~x) and O(~π′−T , ~τ
′
T , σ

′
e, ~x) are identically

distributed.

We can define bisimulation in the synchronous case analogously (without taking

into account the scheduler).

In the rest of the paper, we omit the “+πd” term whenever it is clear from its

context. Note that the first clause is analogous to SC2, while the second clause is

analogous to SC3. Also, note that there is no clause analogous to SC1 since we

are interested in agents always terminating, if we consider non-termination as a

special type of output, SC2 already guarantees that non-termination happens with

the same probability in ~π′ and ~π + πd. (In the setting of BGW, since all functions

terminate, SC2 implies SC1, a point already made by Canetti [16]).

Our earlier discussion proves the following proposition:

Proposition 1. ~πf t-bisimulates ~πfd if t < n/4.

3.2 Simulating arbitrary protocols

Although BCG make claims for their protocol only if n > 4t, variants of some of

the properties that they are interested in continue to hold even if n < 4t. The

first of these properties is that if n > 3t, then the only way that the adversary can

affect ~πf is by preventing some honest agents from terminating. We can capture

this notion as follows.
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Definition 4. A scheduler is relaxed if it can decide not to deliver some of the

messages. A protocol ~π′ (t, t′)-bisimulates ~π if it t-bisimulates ~π but the schedulers

σ′e and σe of the first and second clause of Definition 3 respectively may be relaxed

for t ≥ |T | > t′.

Proposition 2. ~πf (t, t′)-bisimulates ~τ f + τd if 3t+ t′ < n and t ≥ t′.

This means that if 3t+t′ < n, then adversaries of size between t′ and t have the

same power to affect the outcome with ~πf as with ~τ f + τd as long as schedulers are

allowed to discard messages, so that they never reach their recipient. In particular,

this means that the adversary cannot influence the outcome in any other way than

by preventing some honest players from terminating. However, we can show that

the BCG protocol has the property that if at least 2t+ 1 honest agents terminate,

then all the remaining honest agents terminate. This observation motivates the

following definition:

Definition 5. A protocol ~π (t, k)-coterminates if, for all adversaries A =

(T, ~τT , σe) with |T | ≤ t and all input profiles ~x, in all histories of ~π with ad-

versary A and input ~x, either all the agents not in T terminate or strictly fewer

than k agents not in T do.

Proposition 3. ~πf (t, 2t+ 1)-coterminates.

We do not prove Proposition 2 or 3 here, since we prove a generalization of

them below (see Theorem 3).

The goal of this paper is to show that we can securely implement any interaction

with a mediator, and do so in a way that ensure the two properties discussed in

Section 3.1. This is summarized in the following theorem:
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Theorem 3. For every protocol ~π + πd for n agents and a mediator, there exists

a protocol ~π′ for n agents such that ~π′

(a) (t, t′)-bisimulates ~π if n > 3t+ t′ and t ≥ t′,

(b) (t, 2t+ 1)-coterminates if n > 3t and ~π + πd is in canonical form.

Moreover, if πd is responsive, the expected number of messages sent in a history of

~π′ is polynomial in n and N , and linear in c, where N is the expected number of

messages sent when running ~π + πd and c is the number of gates in an arithmetic

circuit that implements the mediator’s protocol.

The construction of ~π′ is given in Section 3.3.2 and, not surprisingly, uses many

of the techniques used by BCG. And, like BKR, if we allow an ε probability of

error we get stronger results. We define ε-t-bisimulation just like t-bisimulation

(Definition 3), except that, in both clauses, the distance between (~π + πd)(~x,A)

and ~π′(~x,A′) is less than ε, where the distance d between probability measures ν

and ν ′ on some finite space S is defined as d(ν, ν ′) =
∑

s∈S |ν(s) − ν ′(s)|. The

definition of ε-t-bisimulation and ε-(t, t′)-bisimulation are analogous. A protocol

ε-(t, k)-coterminates if it (t, k)-coterminates with probability 1− ε.

Theorem 4. For every protocol ~π+ πd for n agents and a mediator and all ε > 0,

there exists a protocol ~π′ for n agents such that ~π′

(a) ε-(t, t′)-bisimulates ~π + πd if n > 2t+ t′ and t ≥ t′,

(b) ε-(t, t+ 1)-coterminates if n > 2t and ~π + πd is in canonical form.

Moreover, if πd is responsive, ~π′ can be implemented in such a way that the expected

number of messages when running ~π′+πd is polynomial in n and N , and linear in

c, where N is the expected number of messages sent when running ~π + πd.
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In the synchronous case we get the following result:

Theorem 5. For every protocol ~π + πd for n agents and a mediator, there exists

a protocol ~π′ for n agents such that ~π′ t-bisimulates ~π if n > 3t. Moreover, the

expected number of messages sent in a history of ~π′ is polynomial in n and N ,

and linear in c, where N is the expected number of messages sent when running

~π + πd and c is the number of gates in an arithmetic circuit that implements the

mediator’s protocol.

3.3 Proofs of Theorems 3 and 4

3.3.1 t-uniform VSS and CC and determinate VSS

BCG’s implementation of VSS satisfies some additional properties that they do

not make use of, but that we will need in our construction, so we outline them

here.

Given a sequence I = {i1, . . . , in} of distinct honest agents, a sequence S =

{s1, . . . , sn} of values, and a secret s, we say that (I, S) is s-realizable by a VSS

(resp., CC) implementation if, for that implementation, there exists an agent i

such that the event that each agent ik computes sk as the output of i’s invocation

of VSS with secret s has nonzero probability. In other words, (I, S) is s-realizable

if S could be the output of the agents in I running VSS with secret s. (I, S) is

realizable if it is s-realizable for some s.

We say that (I ′, S ′) is an s-extension of (I, S) if I is a prefix of I ′, S is a prefix

of S ′ and (I ′, S ′) is s-realizable. (I ′, S ′) is a full s-extension if I ′ is the set of all
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agents. Again, we say that (I ′, S ′) is an extension of (I, S) if it is an s-extension

of (I, S) for some s; it is a full extension if, in addition, I ′ is the set of all agents.

We omit the I term in each of these definitions if it is clear from context which

agent computed each of the shares in S.

BCG’s implementation of VSS and CC guarantees that if si is the share of an

honest agent i after running an invocation of VSS or CC, then there exists a poly-

nomial p of degree t (where t is a bound on the number of malicious agents) such

that p(i) = si and p(0) is the secret shared through VSS or computed through CC.

Moreover, this polynomial p is uniformly sampled from the set of all polynomials

p′ of degree t with p′(0) = s. With BCG’s implementation of VSS and CC, a pair

(I, S) is realizable iff there exists a polynomial p of degree t such that p(ik) = sk

for all k.

With this notation, we can state the properties that we need for our VSS

and CC implementation. A circuit that computes values in Fp can be securely

computed by n agents if the inputs are shared using VSS, and the addition and

multiplication gates are computed using CC. At the end of the computation, each

agent has a share of the output. The first property that we require, to simplify

our proof, is that for all sets T of size at most t, the output of such a circuit is

uniformly distributed over F
|T |
p :

Definition 6. An implementation of VSS and CC is t-uniform if, for all circuits

C with a single output gate, and all sets I of honest agents with |I| ≤ t, the output

of I after securely computing C is uniformly distributed over F
|T |
p .

We actually seem to need a somewhat stronger property than t-uniformity:

conditional t-uniformity (i.e., t-uniformity conditional on the outcome of earlier

CC instances). In general, a t-uniform implementation may not satisfy conditional
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t-uniformity. For example, two empty circuits that take the shares of a single VSS

instance as inputs produce identical outputs, which are the the shares of the VSS.

Fortunately, it is easy to convert a circuit C to a circuit C ′ that computes the

same secret, and also satisfies conditional t-uniformity conditional on all other CC

instances. Suppose for simplicity that C has a single output gate. We construct C ′

by having each agent i invoke a t-uniform VSS with 0 as the secret. Agent i then

computes (using CC) the product of the secrets whose shares it receives, and adds

it share of the product to the output of C. Clearly the agents will get the same

value with C and C ′ after they share their shares, no matter what the malicious

agents do. Also, since C ′ takes as inputs instances of VSS that are not used in any

other circuit, the output of a subset I with |I| ≤ t conditional on the output of all

other CC instances is uniformly distributed over F|T |p . Thus, if the implementation

of VSS and CC is t-uniform, we can assume without loss of generality that we are

working with conditionally t-uniform circuits.

We also require that the shares of a set of at least t+ 1 honest agents uniquely

determine the secret.

Definition 7. An implementation P of VSS and CC is t-determinate if

(a) P is t-resilient;

(b) P is t-uniform if there are at most t malicious agents; and

(c) for all pairs (I, S) with |I| ≥ t + 1, if (I, S) is realizable, then there exists a

unique full extension (I ′, S ′) of (I, S).

BCG’s implementation of VSS is t-determinate: it is easy to check that it

satisfies clauses (b) and (c) of the definition; BCG prove that it is t-resilient.
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For all of our constructions, we assume that the secret-sharing scheme used is

t-determinate.

3.3.2 Constructing π′

Our construction of ~π′ is similar in spirit to BCG’s constrution of ~πf . As we said

earlier, what makes our setting more complicated is that the agents send multiple

messages to the mediator, and the mediator sends multiple messages back. We

will need to keep track of which messages are being sent in response to which

other messages. Moreover, to get t-bisimulation, we need to be able to simulate

all possible behaviors of the scheduler, both with ~π + πd and with ~π′.

For ease of exposition, we begin by giving a naive construction of ~π′, which, as

we later show, does not quite satisfy all the desired properties. However, it gives

the intuition for the actual construction (which requires only a small modification

of the naive construction). We now sketch the naive construction, then give a

detailed description, and then explain the minor modifications needed to correct

the problems in the naive construction. This construction may not satisfy the

bound we claimed on the expected number of messages when the mediator is

responsive. We show in Section 3.3.4 how to modify the construction so as to

satisfy that bound.

When running π′i, each agent i simulates its counterpart running πi except that,

rather than sending and receiving messages from the mediator, i shares messages

it shares and reconstructs messages using VSS. In addition, all agents use CC

to compute the mediator’s local history given the messages shared by the agents

and to compute the messages the mediator sends to the agents according to πd,
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given its local history. Note that, after running CC, each agent has a share of the

mediator’s message. If this is a message sent by the mediator to agent i, then each

agent sends its share to i, so that i can reconstruct the message.

To do the simulation, each agent i computes two sequences, {hi,k}k∈N and

{hid,k}k∈N. Each element hi,k in the first sequence represents i’s local history the

kth time that i is scheduled in the simulated interaction with the mediator, while

each term hid,k of the second sequence represents i’s share of the mediator’s local

history the kth time that the mediator is scheduled in the simulated interaction.

Of course, these histories depend (in part) on how i does the simulation. In

our naive protocol, we assume that all agents get scheduled in the simulation at

times corresponding to when they get scheduled in the computation of ~π′, after

getting corresponding messages. That is, whenever i is scheduled in ~π′, it checks

all the messages received from the simulated mediator since the last time it was

scheduled in ~π′, then simulates itself being scheduled in ~π + πd after receiving

exactly the same messages in the same order as it did in ~π′. This means that hi,k

is constructed by appending to hi,k−1 all messages received by i and the results of

all local computations of i between the (k − 1)st and kth time that i is scheduled

in ~π′. Therefore, in the naive construction, hi,k, which is i’s view the kth time that

i is scheduled in the simulation of the computation of ~π + πd, is also part of i’s

view of the simulation the kth time that i is scheduled in ~π′. That is, if i has been

scheduled k times in ~π′, then it is also scheduled exactly k times in the simulation.

As we show later by example, this property prevents us from being able to simulate

all schedulers in the interaction with the mediator, and is precisely why the naive

construction does not quite work. That said, for now we continue to explain the

naive construction.
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Note that, in ~π′, i does not receive the mediator’s actual messages in its simu-

lation; rather, it receives shares of those messages. Agent i appends a message to

hi,k−1 only at the point that the message can be reconstructed from the shares of

the message that i receives from the other agents. After computing hi,k, i computes

which messages it sends according to πi (given the history it has simulated) and,

for each such message µ, i shares µ using VSS.

Computing {hid,k}k∈N is more subtle. We must ensure that all agents agree on

what messages should be appended to hd,k to get hd,k+1; otherwise, agents will

not have a consistent view of the mediator’s history. Since, at any point in the

execution of ~π′, different agents may have terminated different invocations of VSS,

this requires a little care. Let hid,0, h
i
d,1, h

i
d,2, . . . , h

i
d,k be the sequence of shares

of the mediator’s local history in the simulation computed thus far by agent i.

We will ensure that, for all k, (h1
d,k, h

2
d,k, . . . , h

n
d,k) are shares of some local history

hd,k of the mediator in the computation of π being simulated, where hd,0 is the

empty sequence 〈 〉 and hd,k is a prefix of hd,k+1 (so that the mediator’s history

get increasingly longer). After computing their shares of hd,k, agents can perform

a circuit computation to compute the messages the mediator sends to the agents

given local history hd,k.

We now describe the naive construction of ~π′ in more detail. As we said,

because our naive construction assumes that i is scheduled the same number of

times in the simulation of πi as in the actual computation of π′i, the kth time i is

scheduled when running π′i, i’s history includes simulated histories hi,0, . . . , hi,k−1

and shares of simulated histories hid,0, . . . , h
i
d,k′ (note that k′ might not be equal to

k). These simulated histories are the output of local computations, and thus are

recorded in the i’s history. In addition, i’s history keeps track of the status of all
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the invocations of protocols like VSS and CC in which i participates (including

results of random coin tosses, which we also view as the outcome of computation).

Note that there might be several invocations of the same protocol that an agent is

involved in at the same time; for example, an agent might invoke VSS several times

before any of them complete. To remove ambiguity, we assume that all invocations

of a protocol are labeled; for example, the first invocation of VSS invoked by agent

i could be labeled (VSS, i, 1), the second one could be labeled (VSS, i, 2)), and

so on. Each agent communicates these labels to the scheduler using the scheme

presented in Section 1.3. Thus, we can assume without loss of generality that the

scheduler knows the labels.

If agent i is scheduled when it is in such a state, it first processes all messages

received since the last time it was scheduled. (We assume that all messages received

since the last time that i was scheduled are held in some buffer.) “Processing a

message” µ consists of i playing its part in the protocol to which µ belongs (which

we assume is indicated in the label of µ); if µ is a share of a simulated mediator

message, i checks if it can reconstruct a new mediator message and, if so, updates

hi,k accordingly. After processing all of its new messages, i will have constructed

hi,k+1. Agent i checks what action(s) πi takes given input hi,k+1. If πi outputs a

value v, then so does π′i; if these actions include sending one or more messages to

the mediator, then i shares those messages using VSS instead. Finally, if possible,

i computes its share of the simulated mediator’s local history hid,k′+1 and computes

(along with the other agents) which messages the mediator sends to the agents.

We now explain how this is done.

Agent i computes hid,k inductively. Clearly, hd,0, the mediator’s initially local

history, is empty (and all agents know this). To compute hid,0, i simulates a compu-
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tation of VSS initiated by agent 1 (there is nothing special about agent 1 here; any

other agent would do) with input the empty sequence under the assumption that

all agents are honest, and takes hid,0 to be i’s share of the output of the computa-

tion. Since VSS is a randomized protocol, to assure consistency, all agents must

use the same random bits in this computation of VSS; we can assume that these

random bits are hardcoded into ~π′. Note that this is equivalent to just hardcoding

the values of hid,0 in ~π′, but viewing hid,0 as the output of an invocation of VSS will

be useful in the future.

Assuming that hid,k has been computed, we show how to compute hid,k+1. The

idea is that the agents perform a circuit computation with inputs hid,k and all the

new messages to be appended to hd,k (note that each agent has a share of each of

these inputs). It is critical when running a CC invocation that the inputs of each

honest agent are consistent with the inputs of all other honest agents participating

in the same invocation. More precisely, for all pairs of agents i and j, if i’s `th

input is i’s share of the message being shared in some VSS invocation (VSS, i′, j′),

then j’s `th input must be j’s share of the same message. It is not straightforward

to ensure this, since i and j might have completed different invocations of VSS at

the time that they update hid,k and hjd,k respectively.

Since this issue arises in a number of contexts, we formalize this notion of

consistency. Suppose that ~ρ is a joint protocol and ~h is a history of ~ρ. Let v be an

invocation of CC in ~h in which some honest agent i has participated. Invocation

v is well-defined if the following holds:

(a) All honest agents eventually participate in v.

(b) Suppose that α has m inputs. For each ` with 1 ≤ ` ≤ m, there exists an

invocation vl of VSS or CC that occurred earlier in the computation such
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that each honest agent i’s share of the `th input of v is i’s share of the output

of v`.

All the invocations of CC to compute hid,k+1 are well-defined in this sense, since

agents must use the shares of the same secret at each gate of the CC. To ensure

this, agents first agree on which subset of messages should be appended to hd,k,

then they agree on the order in which these messages should be appended, and

finally they append these messages to hd,k and compute the messages sent by

the scheduler to the agents, which are also appended to hd,k. The protocol for

extending hid,k to hid,k+1 proceeds in four phases, denoted k1, . . . , k4.

Phase k1: Let N the maximum number of messages that an honest agent sends when

running ~π+πd. Each agent i participates in nN consensus protocols in phase

k1, denoted p1,1,k, . . . , pn,N,k, where pi,j,k is intended to achieve consensus on

whether i has shared its jth message successfully. More precisely, i’s input to

consensus protocol pj,`,k is 1 iff i has terminated j’s `th invocation of VSS by

the time i starts phase k1 and pj,`,k′ has output 0 for all k′ < k. Agent i waits

until it has terminated all the pj,`,k consensus protocols it is involved with in

phase k1 before starting phase k2. If the output of some consensus protocol

pj,`,k is 1, then i waits until it has also completed j’s `th VSS invocation in

round k before starting phase k2.

Phase k2: Let pj1,`1,k, pj2,`2,k, . . . , pjmk ,withoutput`mk ,k be the consensus protocols that were

used in phase k1 and had output 1, ordered in lexicographic order (i.e., pj,`,k

precedes pj′,`′,k′ iff j < j′ or [j = j′ and ` < `′]). In this phase, i coordinates

with the other agents on the order that they should append the messages

shared in (VSS, j1, `1), . . . , (VSS, jmk , `mk) to hd,k. We want the agents to

agree on the same permutation of (j1, `1), . . . , (jmk , `mk). To do this, they
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use BCG’s secure computation protocol. Each agent i inputs a permutation

to the protocol; the output is the permutation that they coordinate on.

Agent i’s input to the protocol is the unique permutation σi : [mk] −→ [mk]

satisfying σi(a) < σi(b) iff i terminated (VSS, ja, `a) before (VSS, jb, `b).

Note that since i completes all the VSS invocations that are in progress in

phase k1 before it starts phase k2, i can compute this permutation. The

BCG computation returns the (unique) permutation θ satisfying θ(a) < θ(b)

iff
∑

i≤n σi(a) <
∑

i≤n σi(b) or
∑

i≤n σi(a) =
∑

i≤n σi(b) and a < b. Thus,

roughly speaking, θ(a) < θ(b) if, on average, agents terminated (V SS, ja, `a)

before (V SS, jb, `b). Note that because of the asynchrony of the system, we

can guarantee only that at most n−t inputs will be available when computing

θ. For the remaining inputs σi we take σi to be the identity permutation.

Phase k3: Agent i uses CC to append new messages to hid,k. More precisely, it updates

hid,k with (VSS, jθ(1), `θ(1)), ..., (VSS, jθ(mk), `θ(mk)) in the order determined

by the permutation θ computed in phase k2. Note that the properties of

VSS and the fact that i completes all outstanding VSS invocations in phase

k1 guarantee that all honest agents have a share of all these messages when

they start phase k3. This procedure gives agent i a share that we denote

h̃id,k+1 of the mediator’s updated local history h̃d,k+1 after appending these

new messages to hd,k in the appropriate order.

Phase k4: Agent i computes hid,k+1 by using CC to append to h̃d,k+1 the message the

mediator sends to the according to πd, given input h̃d,k+1. (This can be done

because all agents know the mediator’s protocol πd.) Agent i’s input for

this invocation of CC is its share h̃id,k+1. Note that each agent invokes CC

only once, using it to compute all the mediator’s messages are computed and

appended them to h̃d,k+1. Agent i’s output of this invocation of CC is its
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share of hid,k+1.

In phase k4 agents never actually compute (their shares, if any, of) the messages

sent by the mediator during its (k + 1)st turn; they compute only the result of

appending these message to hd,k. Later we will see how agents compute their shares

of each of thesee messages individually, using the fact that it is encoded in hd,k+1.

This protocol satisfies two important properties if n > 4t:

Lemma 2. All honest agents eventually terminate phase k1. Moreover, for all

adversaries of size at most t and all histories, the CC protocol invoked in phase k3

is well-defined.

Proof. If the output of some consensus protocol pj,`,k is 1, then the properties

of VSS guarantee that at least one honest agent had input 1. Thus, at least one

honest agent terminated (VSS, j, `). The properties of VSS guarantee that all other

honest agents eventually terminate this VSS invocation as well. The properties of

consensus and secure computation guarantee that all agents use the outputs of the

same VSS invocations in the same order, which means that the CC procedure of

phase k3 is well-defined for all runs.

Lemma 3. If an honest agent shares a message µ using VSS, then µ will be in

hd,k for some k, and hence each honest agent i will have a share of µ in hid,k.

Proof. If (VSS, j, `) is invoked by an honest agent j, then all honest agents are

guaranteed to eventually terminate this invocation of VSS. Thus, the output of

consensus protocol pj,`,k (at Phase k1) is 1 for exactly one value of k. (Note that

if the output of pk,`,k is 1, then all honest agents take 0 to be the input for all

consensus protocols pj,`,k′ with k′ > k. This guarantees that the output of all these
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protocols is 0.) This ensures that (VSS, j, `) is appended to h̃d,k+1 in Phase k3,

and thus it is included in hd,k+1.

Since, by the time each agent i finishes computing hid,k, all the messages that

the mediator sends to each agent are already encoded in hd,k, it may seem that to

compute the shares of these messages individually, i would have to use an instance

of CC for each one.

However, this procedure is not so straightforward since i does not know before-

hand how many messages the mediator sends or the order in which the mediator

sends messages the kth time it is scheduled (although this is also encoded in hd,k).

To deal with this issue, before computing its share of each of the mediator’s mes-

sages, i first checks if there is a message that still needs to be sent and, if so, who

the recipient is.

More precisely, let fk,` be the function that takes as input a mediator’s local

history and returns the recipient of the `th message sent by the mediator the kth

time it is scheduled; similarly, let gk,` be the function that computes the `th message

sent by the mediator the kth time it is scheduled, given the mediator’s history. If

the mediator sends fewer than ` messages the kth time it is scheduled, or if the

input is not a well-defined local history, both fk,` and gk,` return 0. After computing

hd,k, agent i proceeds as follows for ` = 1, 2, . . .: it performs a circuit computation

of fk,` with input hid,k. Then i broadcasts the output of this computation, and uses

the values it receives from other agents to reconstruct fk,`(hd,k). If fk,`(hd,k) 6= 0,

i performs a circuit computation of gk,` with input hid,k and computes fk,`+1(hd,k).

If fk,`(hd,k) = 0, then for each `′ < `, i sends the output of its circuit computation

of gk,`′ to agent fk,`′(hd,k).
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This completes the description of the naive version of ~π′. As we have been

hinting, this protocol does not quite work. The following example makes the

reasons more precise.

Consider a protocol ~π + πd in which the mediator sends a STOP message to

each agent the first time it (the mediator) is scheduled. If i was scheduled before

receiving the STOP message, it outputs 0; otherwise, it outputs 1. Note that any

combination of outputs is possible with ~π + πd, depending on when the scheduler

schedules the mediator and the agents. However, this is not true for ~π′ as we have

defined it. Suppose, for example, that all agents are honest, and i is the first agent

scheduled in a history of ~π′. At this point, i is supposed to compute hi,1. Since

it has not received any messages, it will take hi,1 to be empty, and thus output 0.

It follows that no history of ~π′ can end with all agents outputting 1, which means

that ~π′ does not t-bisimulate ~π + πd.

In our construction of the naive version of ~π′, each agent i calculates hk,i the

kth time that i is scheduled in ~π′. However, since computing each of hd,1, hd,2, . . .

takes several turns of i, the mediator’s history hd,k′ being computed by i during its

kth turn satisfies that k′ ≤ k. This means that i is simulating that the mediator,

at all times, has taken less turns than i, which may not be true in the protocol

with the mediator. As our example shows, some scenarios cannot be simulated

with our naive construction because of this. We deal with this problem by using

the scheduler in the simulation to determine whether an update to hi,k or hid,k′

should occur when i is scheduled.

We proceed as follows. When an agent i is first scheduled, i sends two special

messages, proceed i and proceedd,0, to itself and computes hi,0 (which is just an

empty history) and hid,0. What i does when it is scheduled for the `th time for ` > 1
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depends on whether it has received messages of the form proceed i and proceedd,r

and messages from itself since the last time it was scheduled. Suppose that i has

computed the sequences hi,0, . . . , hi,k and hid,0, . . . , h
i
d,k′ when it is scheduled for

the `th time. If i has not received a proceed i message since the last time it was

scheduled, i does not compute hi,k+1. If i has received a proceed i message since

the last time it was scheduled, then it sends itself another proceed i message and

computes hi,k+1 as described above, using all the messages it received since it was

last scheduled and received a proceed i message. Thus, i computes the next history

in the sequence {hi,k}k∈N if and only if i receives a proceed i message. Similarly,

if i has not received a message of the form proceedd,r since the last time it was

scheduled, then it does not do any of the steps needed to compute hid,k′+1. If it

has received a message of the form proceedd,r message since the last time it was

scheduled, it sends itself a message of the form proceedd,r+1. (Thus, the second

component of the subscript serves a counter for the number of such messages that

have been sent.) If k′ ≤ r, then i plays its part in computing hid,k′+1. Otherwise, i

does not take part in any procedure involved in the computation of hid,k′+1; that is,

i waits until it receives proceedd,r before attempting to compute hid,r. Thus, when

it is scheduled, i may take part in computing both hi,k+1 and hid,k′+1, only one of

them, or neither of them. Since the scheduler must eventually deliver all messages,

all agents receive all the proceed messages that they send themselves, so eventually

do update hi,k and hid,k.

This completes the construction of ~π′. In the next few subsections, we prove

that ~π′ has the desired properties.
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3.3.3 The proof of Theorem 3(a)

We now prove Theorem 3(a). For ease of exposition, we begin by proving this

result for the special case that t′ = t, showing that ~π′ t-bisimulates ~π if n > 4t.

Proof that ~π′ t-bisimulates ~π if n > 4t: We actually prove a result slightly

stronger than Theorem 3(a): while the definition of bisimulation allows σ′e to

depend on both σe ~τ
′
T and ~τ ′T to depend on both ~τT on σe, in our construction

below, σ′e depends only on σe (and not on ~τ ′T ), while ~τ ′T depends only on ~τT (and

not on σe).

We begin by showing that ~π′ satisfies part (a) of the definition of bisimulation

assuming that all agents are honest. Later, we show how this proof can also be

applied to the case in which a subset T of agents deviate. Given a scheduler σe

in the mediator setting, we construct a scheduler σ′e in the setting without the

mediator as follows. Initially, σ′e schedules each agent i exactly once. Recall that

if i is honest, the first time it is scheduled it sends only proceed i and proceedd,0

messages to itself. The point of scheduling all the agents initially is simply to get

these proceed messages into the system. From then, just as the agents do with ~π′,

σ′e simulates which history he the scheduler would have in the interaction with the

mediator if the mediator and the agents used ~π + πd and the scheduler used σe.

At the beginning of the game, the scheduler sets he to the empty history. How

the scheduler updates he and what actions the scheduler performs according to σ′e

then depend on the form of a = σe(he) (i.e., the actions that σe would perform

given history he), and on the actions that the agents perform afterwards:

• If a has the form sch(i), then it delivers i’s most recent proceed i message if

there is one to deliver, and then schedules i. Suppose that i initiates ` VSS
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instances during its turn. Then immediately after i’s turn, σ′e appends sch(i)

and ` snd(d, i) events to he, followed by a done(i) event.

• If a has the form sch(d) and it is the kth time that the mediator is scheduled

according to σe, then the scheduler delivers to each agent i if there is one

to deliver and then schedules agents cyclically (1, 2, . . . , n, 1, 2, . . .) until all

agents i finish computing hid,k and their share of each of the messages sent by

the mediator during its kth turn. The scheduler also delivers to each agent i

all the messages required by i for the computation of hid,k and the shares of

the mediator’s messages immediately after they are Suppose that the agents

determine that the mediator sends messages to j1, j2, . . . , j`, in that order.

Then σ′e appends sch(d), snd(j1, d), . . . , snd(j`, d), done(d) to he. Note that

the scheduler knows j1, . . . , j`, and also knows when each agent i terminates

the computation of hid,k (given our assumption that the scheduler knows

the label of each message), since agent i has terminated the computation of

hid,k if all messages related to this computation have been delivered and no

agent sent further messages when it was scheduled. Thus, all agents i are

guaranteed to have terminated the computation of hid,k after the scheduler

has gone through a full cycle of scheduling the agents without any agent

sending any message required for the computation of hid,k, for i = 1, . . . , n.

(Recall that we are assuming for now that all agents are honest.)

• If a has the form rec(i, d, `), the scheduler delivers to i all the messages that

i needs to compute the mediator’s `th message to i. That is, the scheduler

delivers the messages from other agents containing the shares of the `th

message from the mediator to i. (By our inductive hypothesis, these messages

have been sent but not yet delivered.) Then σ′e appends rec(i, d, `) to σe.

• If a has the form rec(d, i, `), the scheduler schedules the agents cyclically un-
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til all the agents finish computing (V SS, i, `). More precisely, the scheduler

delivers only the messages involved in protocol (V SS, i, `), and does so im-

mediately after they are sent, all of this while scheduling the agents cyclically

until all the agents stop sending messages. Then σ′e appends rec(d, i, `) to

σe.

Note that σ′e does not depend on the protocol ~τT used by malicious agents.

Suppose that ~π + πd and σe are deterministic. For each input ~x, let Jki (~x) denote

agent i’s local history at the end of its kth turn in the unique history of (~π +

πd, σe, ~x). When the agents use ~π′, they simulate the computation of ~π + πd. Let

Kk
i (~x) denote i’s history at the end of i’s kth turn in the simulation. Although ~π′

randomizes, since ~π + πd and σe are deterministic, as we now show, the value of

Kk
i (~x) is independent of this randomization.

Lemma 4. For all input profiles ~x, Kk
i (~x) = Jki (~x).

We prove this lemma by proving a more general result that establishes a cor-

respondence between histories of ~π and histories of ~π′. In ~π′, agents attempt to

simulate all the events of ~π + πd, which include being scheduled and sending and

receiving messages. By the construction of σ′e, all shares of a message sent by

the mediator are received by its recipient virtually “at the same time” (more pre-

cisely, they are received one immediately after the other, with no other action in

between). This allows us to define a correspondence between events in a history h

of ~π + πd when used with scheduler σe and events in a history h′ of ~π′ when used

with scheduler σ′e. We start by defining the correspondence between events that

are in an agent i’s history in h and h′.

• The event that agent i is scheduled for the kth time in h corresponds to the
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event that i is scheduled after receving its kth proceed i message in h′. (Of

course, i may not have received k proceed i messages in h′; in this case, no

event in h′ corresponds to the event of i being scheduled for the kth time in

h. Similar comments hold for all the other correspondences defined below.)

• The event that i sends its `th message in h corresponds to the event that i

initiates its `th invocation of VSS in h′.

• The event that i receives the `th message sent by the mediator during its

kth turn in h corresponds to the event that i receives a share of gk,`(hd,k) in

h′. Note that gk,` encodes the `th message sent by the simulated mediator

during its kth turn given its local history hd,k.

Since the mediator is being simulated by all agents, events in the mediator’s

history in h do not correspond to single events in h′. Rather, they correspond to

exactly n events, one for each agent. Scheduler σ′e guarantees that these n events

occur consecutively in h′.

• The event that the mediator is scheduled for the kth time in h corresponds

to the set of events in h′ consisting of agent i being scheduled after receiving

a proceedd,k message, for each agent i.

• The event that the mediator sends the `th message to agent j during its kth

turn in h corresponds to the set of events in h′ consisting of each agent i

computing its share of gk,`(hd,k) (which encodes the `th message sent by the

simulated mediator during its kth turn) and sending it to agent j.

• The event that the mediator receives j’s `th message in h corresponds to

the set of events in h′ consisting of each agent i terminating the `th VSS

invocation initiated by j.
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Note that we have not included the done(i) events in the correspondence. Even

though such events are needed to define then end of agenti’s turn, they are redun-

dant, since they come immediately before a sch(i) in i’s local history.

An event in a history h′ of ~π′ is a simulation event if it could correspond to

some event in another history h of ~π. More precisely, an event e in history h′

is a simulation event if there exists a history h of ~π and an event e in h such

that e′ corresponds to e. Two histories h and h′ of ~π and ~π′ correspond if all

non-done events in i’s history in h correspond to some event in h′, all non-done

events in the mediator’s history in h correspond to n events in h, one for each

agent, each simulation event in h′ corresponds to some event in h, and the order

of corresponding events in each agent i’s history is preserved; more precisely, if

e1 and e2 are two non-done events in i’s (resp., the mediator’s) history in h, and

e′1 and e′2 are the events that correspond to e1 and e2 in i’s history in h′, then e1

precedes e2 in h iff e′1 precedes e′2 in h′.

Lemma 4 follows from the following lemma, which is almost immediate from

the construction of σ′e and π′. Although there are a number of histories in ~π′ with

scheduler σ′e and input ~x due to the randomization used in protocols such as VSS

and CC, all of them correspond to the unique history in ~π when the scheduler

plays σe and agents have input profile ~x.

Lemma 5. For all input profiles ~x, the unique history h of where the agents use

~π with scheduler σe and input profile ~x corresponds to all the histories h′ of where

the agents use ~π′ with scheduler σ′e and input profile ~x.

Note that Lemma 5 implies Lemma 4, since it states that agents simulate

receiving and sending messages in exactly the same order with ~π′ as they do with

~π + πd. Moreover, if the protocol is deterministic, the contents of those messages
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are uniquely determined.

If ~π+πd or σe involve randomization, we can assume that the agents and medi-

ator toss all the coins they need at the beginning (before they are first scheduled)

and then use the outcomes of these coin tosses for their decisions. Fixing the

outcome of such coin tosses makes the protocols deterministic, and an analogous

argument to that used for Lemma 4 for each of the possible sequences of coin tosses

guarantees that the agents’ outputs are identically distributed in ~π+ πd and in ~π′.

Since (~π−T , ~τT ) is just another protocol, it immediately follows from Lemma 4 that

for all input profiles ~π(~x, (T, ~τT , σe)) and ~π′(~x, (T, ~τ ′T , σ
′
e)) are identically distributed

for all possible protocols ~τT for the malicious agents. This completes the proof that

part (a) of the definition of “bisimulates” holds.

We now prove that part (b) of the definition of “bisimulates” holds. For this

proof, we assume without loss of generality that malicious agents output their local

history when running ~τ ′T , since any output must be a function of their local history.

For ease of exposition, we begin by giving the highlights of the construction of ~τ

and σe, given ~π′, ~τ ′T , and σ′e; we later present the construction in more detail. The

idea for constructing ~τT and σe is that the adversary simulates what would occur

if honest agents use ~π′−T , malicious agents use ~τ ′T , and the scheduler uses σ′e. If the

adversary in the protocol with the mediator knew the input ~x−T of honest agents,

the adversary could perform the simulation before the protocol starts, and have

malicious agents output the local history they have in the simulation, regardless

of their history in ~π. However, the adversary does not know the honest agents’

inputs. Thus, the adversary does the simulation assuming honest agents have some

fixed input, which we take to be ~0−T . The following lemma makes precise the sense

in which using ~0−T rather than ~x−T is “safe”.
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Lemma 6. Let J(~π,A, ~x) be a random a random variable whose values are the

values of the malicious agents, when the honest agents use ~π, given input profile

~x, and adversary A = (T, τT , σe). Let ~σV SS and ~σCC be the implementation of

VSS and CC, respectively, in a t-resilient secret-sharing scheme. Then for all

adversaries A = (T, ~τT , σe) and input profiles ~x and ~x′, we have

• Je((~σV SS), A, ~x, ) and Je((~σV SS), A, (~x−T , ~x
′
−T )) are identically distributed;

• Je((~σCC), A, ~x, ) and Je((~σCC), A, (~x−T , ~x
′
−T )) are identically distributed;

Lemma 6 implies that the adversary’s history in an invocation of VSS and CC is

independent of the actual inputs of the honest agents. This follows easily from the

definition of t-resilience, since otherwise the adversary could deduce information

about the honest agents’ inputs given its local history. This means that much of

the simulation can be performed by the adversary without having to know which

inputs honest agents are using. Indeed, there are only three types of actions or

decisions of an honest agent i that both depend on the honest agents’ inputs and

can affect the adversary’s local history:

(a) how many time i invokes VSS after receiving a proceed i message;

(b) what values i broadcasts after computing its share of fk,`(hd,k);

(c) what values i sends to an agent j ∈ T after computing gk,`(hd,k) (if fk,`(hd,k) =

j).

Clearly, the number of times that an honest agent invokes VSS affects the

adversary’s simulated history. For (b) and (c), if the adversary assumes that the

honest agents have arbitrary inputs, the values received by agents in T will also be

arbitrary, as opposed to being correlated to the agents’ inputs (e.g., the messages

59



sent by the mediator can depend in the messages received by honest agents, which

ultimately depend on their inputs).

We show next that (a), (b) and (c) are the only decisions and actions taken

by honest agents that the adversary cannot simulate. Suppose that the adversary

had an oracle that could tell the adversary the number of times each honest agent

i invokes VSS each time i is scheduled, and the values of each instance of fk,`(hd,k)

and gk,`(hd,k) (if fk,`(hd,k) ∈ T ). Then the adversary could perform its simulation

even without the honest agents’ inputs: it could run its simulation with arbitrary

inputs for honest agents. Whenever an honest agent i is scheduled after receiving a

proceed i message, it could ask the oracle how many times i invokes VSS, and could

simulate i performing that many invocations of VSS with arbitrary inputs, even

without knowing the actual local history of i. Similarly, whenever honest agents

have to broadcast or send an agent in T their share of fk,`(hd,k) or gk,`(hd,k),

the adversary could ask the oracle what value fk,`(hd,k) (resp., gk,`(hd,k)) takes in

the actual history of ~π′. In its simulation, the adversary takes the set of shares

that the honest agents broadcast or sent to agents in T to be fk,`(hd,k)-realizable or

gk,`(hd,k)-realizable, respectively, regardless of the local history of the honest agents

in the simulation (we will show when we present the more detailed construction how

this can be done in such a way that the adversary’s local history in its simulation

is still consistent, despite the fact that in the simulation, honest agents may send

different shares than the ones they computed). It follows from Lemma 6 that the

adversary’s local histories in the simulation with this oracle and its histories in a

real interaction where honest agents play ~π′ with input ~x are identically distributed.

Unfortunately, the adversary does not have access to such an oracle. However,

by the construction of ~π′, the values given by the oracle can be deduced from the
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history of the protocol with the mediator that the adversary is simulating, even

without the benefit of an oracle. Specifically, if, for all honest agent i, each of the

simulated histories hi,k in ~π′ is equal to i’s local history at the end of i’s kth turn

in ~π, and if each of the histories hd,k is equal to the local history of the mediator

at the end of its kth turn; the number of times that an honest agent i invokes VSS

after receiving its kth proceed i message but before receiving its (k + 1)st proceed i

message in ~π′ is the number of messages sent by i during its kth turn in ~π; fk,`(hd,k)

is the recipient of the `th message sent by the mediator during its kth turn; and

gk,`(hd,k) is the content of this message (which is known by the adversary if its

recipient is in T ).

Thus, if the adversary could schedule agents and deliver messages in ~π in such

a way that, for each agent i and all k, the local histories hi,k in the adversary’s

simulation are the same as the local history of i in ~π at the end of i’s kth turn,

then we could dispense with the oracle. However, because the adversary does not

know in the honest agents’ input profiles, it cannot in general do this.

Fortunately, we do not need quite this much. Recall that the aim of the sim-

ulation is for the adversary to compute what history it would have in ~π′. Since

|T | < n/4, Lemma 6 implies that the local histories of the agents in T and of the

scheduler have the same distribution, independent of which values are being shared

by honest agents. Therefore, to deduce the values given by the oracle, it suffices

that the adversary schedules agents and delivers messages in ~π in such a way that,

for each agent i 6∈ T , the local histories hi,k in the adversary’s simulation are the

same as the local history of i in ~π at the end of i’s kth turn, except possibly for

i’s input and the content of the messages sent and received by i. This means that

the local histories hi,k and i’s local histories in ~π at the end of its kth turn should
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consist of exactly the same sch, snd , rec, comp, and done events, and may differ

only in the content of their rec and snd events. A more detailed construction of

the adversary (T, ~τT , σe) is given next.

For simplicity, we assume the adversary is a single entity that controls both

the scheduler and the subset T of malicious agents. Given ~π, ~τ ′T , σ
′
e, and ~xT ,

the adversary (T, ~τT , σe). starts by performing a simulation of a history of

(~π′−T , ~τ
′
T , σ

′
e,~0/(T,~xT )) using additional variables αi,k,` and βi,k,` with i, k, ` ∈ N ,

all initially set to a special value ⊥. Whenever one of the following events occur

in the simulation, the adversary proceeds as described below.

(1) An agent i 6∈ T is scheduled after receiving a proceed i message: In this case,

σe schedules i in ~π. If i sends ` messages when it is scheduled in ~π, then in its

simulation, i is scheduled and invokes VSS ` times with input 0, regardless

of i’s local history i in the simulation.

(2) An honest agent i 6∈ T terminates the share phase of (V SS, j, `), with j ∈ T :

Since n > 4t, the properties of VSS guaranteee that at least 2t + 1 honest

agents in the simulation will also compute their share of (V SS, j, `), and

that these shares reconstruct a unique value mesj,`. The scheduler σe then

schedules agent j in ~π, and j sends message mesj,` to the mediator, tagged

with label `.

(3) An agent i 6∈ T is the first honest agent to compute the permutation θk

computed in phase k2. Let mk be the cardinality of the domain of of θk,

and let (V SS, j1, `1), . . . , (V SS, jmk , `mk) be the invocations of VSS that are

included in hd,k in Phase k1. The scheduler σe delivers agent jθk(1)’s `θk(1)th

message, ..., and jτ(n)’s `θk(n)th message to the mediator in ~π, and then

schedules the mediator.
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(4) An agent i 6∈ T terminates the invocation of CC instance for fk,`(hd,k). If the

additional variable αi,k,` 6= ⊥, then the adversary continues its simulation

under the assumption that i’s output of the CC invocation is αi,k,` rather

than the actual output. Otherwise, since n > 4t, the assumption made at

the end of Section 2.2.1 guarantee that there is a set I of at least 2t + 1

honest agents in the simulation that have already computed their shares of

fk,`(hd,k). Let {si,k,`}i∈[n] be the unique full extension of the shares of the

agents in I, and let jk,` be either the receiver of the mediator’s `th message

during its kth turn or 0 if the mediator didn’t send ` messages during its

kth turn. The adversary samples uniformly at random a full jk,`-extension

{s′i,k,`}i∈[n] of {si,k,`}i∈T and sets αi,k,` to s′i,k,` for all i ∈ [n]. The adversary

continues its simulation by assuming that i’s output of the CC invocation is

αi,k,` rather than si,k,`.

(5) An agent i 6∈ T terminates the CC invocation for gk,`(hd,k), and k and ` are

such that the mediator sent at least ` messages the kth time it was scheduled

in ~π, and the recipient jk,` of the `th message sent by the mediator the kth

time it is scheduled in ~π is in T . If βi,k,` 6= ⊥, then the adversary continues its

simulation by assuming that i’s output of the CC invocation is βi,k,` rather

than the actual output. Otherwise, let mesk,` be the content of the `th

message that the mediator sends the kth time it is scheduled (note that this

value is known by jk,`, and hence by the adversary). Since n > 4t, by the

properties of CC, there is a set I with at least 2t + 1 honest agents that

have computed their shares of gk,`(hd,k) in the simulation. Let {s′′i,k,`}i∈[n]

be the unique full extension of the shares of agents in I. The adversary

samples uniformly at random a full mesk,`-extension of {s′′i,k,`}i∈T and sets

βi,k,` to s′′i,k,` for each i ∈ [n]. Then the adversary continues its simulation by
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assuming that i’s output of the CC invocation is βi,k,` rather than s′′i,k,`.

(6) An agent i 6∈ T reconstructs gk,`(hd,k) using VSS for some k and `. In this

case, the scheduler σe delivers the `th message sent by the mediator to i the

kth time the mediator was scheduled.

Note this construction for the adversary is well defined. The first and second

clause guarantee that if an agent terminated (V SS, i, `) in the adversary’s simula-

tion, then agent i sent a message tagged with label ` in the corresponding history

of ~π. Also, whenever an honest agent finishes the computation of fk,`(hd,k) or

gk,`(hd,k), it must have terminated the computation of θk, and (3) guarantees that

the mediator has been scheduled at least k times (as needed for (4) and (5)).

The first step in proving that this construction of ~τT and σe satisfies clause (b) of

the definition of t-bisimulation is to show that the adversary can simulate how many

times each honest agent invokes VSS in ~π′. Recall that honest agents may initiate

a new invocation of only after receiving a proceed message. Given a history h in

~π′, let ai,k(h) denote the number of times that agent i invokes VSS after receiving

its kth proceed i message but before receiving the (k + 1)st proceed i message. Let

((ai,k(h))i 6∈T )k∈N be the sequence of all such values, arranged lexicographically first

by their k index and then by their i index. The following lemma, which follows

immediately from the construction of ~τT and σe, shows that the distribution of

these random variables is the same in ~π′ and in the adversary’s simulation.

Lemma 7. Fix T ⊆ [n] with |T | < n/4 and an input profile ~x. Let H be the

distribution over histories when agents use (~π′−T , ~τ
′
T ) with scheduler σ′e and input

~x, and let H ′ be the distribution over histories in the adversary’s simulation when

agents use (~π−T , ~τT ) with scheduler σe and input ~x. Then S(H)T and S(H ′)T are

identically distributed.
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As we pointed out before, one of the only decisions made by honest agents that

the adversary cannot simulate without additional information is the number of

invocations of VSS that they perform when they are scheduled. Thus, this lemma

shows that honest agents behave exactly the same in ~π′ and in the adversary’s

simulation except for the values that they share using VSS and the values of

fk,`(hd,k) and gk,`(hd,k) sent to other agents. However, by Lemma 6, exactly which

values are shared using VSS does not affect the adversary’s local history in its

simulation. Therefore, the only events that might differ between the adversary’s

local history in ~π′ and its local history in its simulation in ~π are those in which

agents in T receive shares of fk,`(hd,k) and gk,`(hd,k) from honest agents. In ~π′,

fk,`(hd,k) and gk,`(hd,k) are the recipient and the content of the mediator’s `th

message during its kth turn, which are computed using CC with the simulated

mediator’s local history hd,k as input. Since the adversary assumes in its simulation

that the values that honest agents share using VSS are all 0, the local histories

hd,k that honest agents compute in the adversary’s simulation would not follow the

same distribution as their local histories if they used ~π′ with their actual input.

Thus, the shares of fk,`(hd,k) and gk,`(hd,k) would also have a different distribution.

However, much as when dealing with VSS invocations, the adversary can use

the mediator’s actions in ~π as feedback for its simulation, and simulates that the

shares of fk,`(hd,k) and gk,`(hd,k) that honest agents send to agents in T define

secrets jk,` and µk,` respectively, regardless of their local history, where jk,` and

µk,` are the recipient and the content of the mediator’s `th message during its

kth turn in ~π (note that the adversary does this for gk,`(hd,k) whenever jk,` ∈ T ,

since otherwise it does not know the content of this message). By construction,

this simulation proceeds in such a way that the shares that honest agents send

are “consistent” with the shares of fk,`(hd,k) and gk,`(hd,k) that agents in T could
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compute from their local history, in the sense that the shares of fk,`(hd,k) and

gk,`(hd,k) sent by honest agents together with the shares of those functions that

agents in T could compute are jk,`-realizable and µk,`-realizable respectively. Note

that if this weren’t the case, the simulated local history of agents in T could not

occur if honest agents played ~π′. The following lemma shows the correctness of

this construction.

Given a history h of ~π′, let RT
k,`(h) denote the subsequence of rec events in

hT of messages from agents not in T involving the computation of fk,`(hd,k) and

gk,sharesof`(hd,k), using CC, the broadcast procedures for the shares of fk,`(hd,k),

and the messages in which they send their shares of gk,`(hd,k).

Lemma 8. Fix T ⊆ [n] with n > 4|T | and an input profile ~x. Let ~πh(~x,A) be the

distribution over histories when agents use ~π with adversary A and input ~x, and

let A := (T, ~τT , σe)) and A′ := (T, ~τ ′T , σ
′
e). Then RT

k,`(~π
′
h(~x,A

′) and RT
k,`(~πh(~x,A))

are identically distributed for all k, `, where RT
k,`(~πh(~x,A)) is the distribution on

sequences of rec events defined naturally by composing ~πh(~x,A) and RT
k,`.

Proof. The proof of this lemma is analogous to that given by Canetti in his proof

of Lemma 4.31 [16, p. 91].

As we noted in Section 3.3.1, we implement CC in such a way that there is no

correlation between the shares of different circuit computations. Thus, Lemma 8

can be easily generalized to show that (Rk,`(H))k,`∈N and (Rk,`(H
′))k,`∈N are identi-

cally distributed. This, together with Lemma 6 and Lemma 7 implies Theorem 3(a)

in the case that t = t′.

We now prove that ~π′ (t, t′)-bisimulates ~π in the general setting, where 3t+t′ < n

and t ≥ t′. Let t′′ = t− t′. Given a protocol ~π for n agents, consider the protocol
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(~π, η) for n + t′′ agents, where the first n agents use ~π, while the last t′′ agents

use the null protocol, that is, they never send any messages. Given an adversary

A′ = (T, ~τ ′T , σ
′
e) in the setting with n agents (and no mediator), consider ~α′ an

adversary A′′ = (T, ~τ ′T , σ
′′
e ) in the setting with n + t′′ agents in which σ′′e is a

relaxed scheduler that acts just like σ′e, except that it might schedule agents in

{n + 1, . . . , n + t′′}, although it never delivers their messages (note that since σ′′e

does not deliver the messages sent by the last t′′ agents, τ ′ is well defined even in

the setting with n+ t′′ agents). Since 4t < n+ t′′, following the same construction

as in the case that t = t′, there exists an adversary A = (T, ~τT , σe) such that

(~π + η)(~x,A′′) = (~π + η)(~x,A)

for all input profiles ~x. Note that the scheduler σe resulting from this construction

is in fact a relaxed scheduler: since some of the VSS-share and CC instances in

(~π+ η)′ are not guaranteed to terminate if σ′′e is relaxed, some messages might not

be delivered by σe.

Consider a scheduler σ′′′e in ~π that acts like σe except that it does not schedule

agents n+ 1, . . . , n+ t. By construction,

~π(~x, (T, ~τT , σ
′′′
e )) = (~π + η)(~x,A)

and

~π′(~x,A′) = (~π + η)(~x,A′′)

so

~π(~x, (T, ~τT , σ
′′′
e )) = ~π′(~x,A′)

as desired.

Finally, it remains to show that if |T | ≤ t′, σ′′′e is not relaxed. Given the

adversaries A′ and A′′ defined above, consider an adversary A∗ := (~τ ∗T ′ , σ
∗
e) for
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(~π + η)′, such that T ′ = T ∪ {n + 1, . . . , n + t′′}, agents i ∈ T use ~τ ′i , agents in

{n+ 1, . . . , n+ t′′} send no messages, and σ∗e acts just like σ′′e . By construction,

(~π + η)′(~x,A∗) = (~π + η)(~x,A′′)

In this case, σ∗e is not a relaxed scheduler, since agents in {n + 1, . . . , n + t′′}

never send any messages. Moreover, since |T ′| = |T | + t′′ < t, it follows that

4|T ′| < n, and reasoning analogous to the previous case shows that there exists an

adversary A = (T, ~τ , σ′′′e ) such that

~π(~x,A) = ~π′(~x,A′).

However, in this case, σ′′′e is not relaxed, since σ′′e was not.

3.3.4 Bounding the number of messages

As mentioned in Section 2.2.2, our construction of ~π′ does not bound the number

of messages sent. To see this, note that agents compute hd,k each time that the

mediator is scheduled in the simulation. Since the number of times that the me-

diator can be scheduled is unbounded, the number of messages sent in ~π′ can be

unbounded as well.

If the mediator πd is responsive, we show how we can modify the construction

of Section 2.2.2 so as to bound the number of messages. The idea is that, since

πd is responsive, agents don’t need to simulate all the mediator’s histories; it

suffices to simulate only the histories in which the mediator receives at least one

message at every turn except possibly the first one. Note that this bounds the

number of mediator turns that the agents simulate by N , and thus guarantees

that the expected number of messages in ~π′ is polynomial in n and N since all
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primitives satisfy this property. To do this, agents run the protocol ~π′ described

in Section 3.3.3 with a simple modification in the computation of hd,k for k > 1.

Instead of running a consensus protocol pj,`,k for each VSS invocation (VSS, j,

`), agents use an ACS computation Ck with parameter m = 1, in which the

accumulative set Ui of agent i consists of the pairs (j, `) such that i has terminated

(VSS, j, `) but (j, `) was not in any core set Ck′ with k′ < k. Agents then continue

Phases k2 to k4 as usual, but take pj,`,k = 1 iff (j, `) ∈ Ck. Since the agents take

the parameter m to be 1, |Ck| ≥ 1; thus, it is guaranteed that, in the simulation,

the mediator has received at least one message at its kth turn (note that, in this

construction, phases k1, k2, k3 and k4 are run O(N) times).

The proof of correctness of this modified construction is identical to that given

in Section 3.3.3 for the original construction.

3.3.5 The proof of Theorem 3(b)

If ~π + πd is in canonical form, the construction of ~π′ is as in Section 2.2.2, except

that if an honest agent reconstructs a message containing “STOP”, it terminates.

Suppose that a set I of at least 2t+1 honest agents terminate. This means that

all agents in I have computed their share of each of the mediator’s messages. Thus,

for each message µ sent by the mediator, each honest agent i will eventually receive

a subset SIµ of shares such that (I, SIµ) is µ-realizable. Recall that we assumed (at

the end of Section 2.2.1) that the secret-sharing scheme used in π′ is t-determinate.

Thus, this subset of shares suffices for each honest agent to uniquely reconstruct

µ, even with an adversary of size t: if a pair (I, S) with |I| ≤ 2t+ 1 is µ-realizable,

at least t + 1 agents from I are honest, and their shares uniquely define µ (and
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each of the other agents’ shares). Thus, receiving a realizable set of at least 2t+ 1

shares uniquely determines the secret being shared.

3.3.6 The proof of Theorems 4 and 5

The protocol ~π′ for Theorem 4 is analogous to that for Theorem 3, except that we

use the VSS and CC implementations of BKR instead of those of BCG. The proof

of Theorem 4(a) is then identical to that of Theorem 3(a). Since it can be easily

shown that the VSS and CC implementations constructed by BKR ε-(t, t + 1)-

coterminate, Theorem 4(b) follows.

The construction ~π′ for Theorem 5 is also analogous to that for Theorem 3,

except that we use the VSS and CC implementations of BGW and players don’t

have to send Ready messages to themselves.

3.4 Other Asynchronous Models

In this section, we show that the choices made in our formal model in Section 1.1

are essentially being made without loss of generality. We start by considering our

assumption that agents perform a sequence of actions atomically when they are

scheduled. We next show that we would get theorems essentially equivalent to

Theorems 3 and 4 if we had instead assumed that agents perform just a single

action when they are scheduled. To prove this, we first need the following notion:

Definition 8. A protocol ~π is N -message bounded if for all inputs and all histo-

ries, no agent ever sends more than N messages in a single turn. A protocol is

message bounded if it is N-message bounded for some N .
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Proposition 4. There exist a function H from message-bounded protocols to

single-action protocols such that for all protocols ~π, the following holds:

(a) For all schedulers (resp., relaxed schedulers) σe there exists a sched-

uler (resp., relaxed scheduler) σ′e such that, for all input profiles ~x,

~π(~x, σe) and H(~π)(~x, σ′e) are identically distributed, where we take H(~π) =

(H(π1), . . . , H(πn)) and we view σe and σ′e, respectively, as the adversaries

(i.e., we take T = ∅).

(b) For all schedulers (resp., relaxed schedulers) σ′e there exists a scheduler

(resp., relaxed scheduler) σe such that, for all input profiles ~x, ~π(~x, σe) and

H(~π)(~x, σ′e) are identically distributed.

The converse of Proposition 4 is trivial, since single-action protocols are pro-

tocols. It follows from Proposition 4 that Theorem 3 holds even if we restrict

agents to using single-action protocols (note that canonical protocols are message

bounded).

Proof. Intuitively, H(πi) is identical to πi, except that rather than sending a se-

quence of messages when it is scheduled, i sends the messages one at a time. The

scheduler σ′e is then chosen to ensure that i is scheduled so that it sends all of

its messages as if they were sent atomically. In addition to keeping track of the

messages it has sent and received, i uses the variable Ui whose value is a sequence

of messages (intuitively, the ones that i would have sent at this point in the sim-

ulation of πi that it has not yet sent), initially set to the empty sequence, and a

binary variable next , originally set to 1. When i is scheduled by σ′e, H(πi) proceeds

as follows: If next = 1, then i sets Ui to the sequence of messages that it would

send with πi given its current history. (If πi randomizes, then H(πi) does the same
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randomization. If Ui is the empty sequence (so πi would not send any messages at

that point), i performs the action done(i), and outputs whatever it does with π;

otherwise, i sets next to 0, sends the first message in Ui to its intended recipient,

and removes this message from Ui. If next = 0, then if Ui is empty, i sets next to

1, sends done(i), and outputs whatever it does with π; otherwise, i sends the first

message in Ui to its intended recipient and removes it from Ui.

Since ~π is message bounded, there exists an N such that ~π is N -message

bounded. For part (a), given σe, we construct σ′e so that it simulates σe, except

that if σe schedules i, σ′e schedules i repeatedly until either it observes done(i) or

until i sends messages in N + 1 consecutive turns. Since ~π is N -message bounded,

it is clear that ~π(~x, σe) and H(~π)(~x, σ′e) are identically distributed. Note that it

is necessary for ~π to be N -message bounded, since if the scheduler schedules each

agent i repeatedly until it stops sending a message during its turn, an agent that

keeps sending messages would be scheduled indefinitely, and so would prevent other

agents from being scheduled.

For part (b), given σ′e, we construct σe so that it simulates σe. There is one issue

that we have to deal with. Whereas with σe, an agent i can send k messages each

time it is scheduled, with σ′e, it can send only one message when it is scheduled.

The scheduler σ′e constructed from σe in part (a) scheduled i repeatedly until it

sent all the messages it did with σe. But we cannot assume that the scheduler σ′e

that we are given for part (b) does this. Thus, σe must keep track of how many of

the messages that each agent i was supposed to send the last time it was scheduled

by σe have been sent so far. To do this, σe uses variables mesi, one for each agent

i, initially set to 0, such that mesi keeps track of how many of the messages that

agent i sent with σe still need to be sent by σ′e. As we observed above, given a local
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history h of the scheduler where the agents use ~π and the scheduler uses σe, there

is a corresponding local history h′ of the scheduler where the agents use ~π′ and the

scheduler uses σ′e. If, given h′, σ′e schedules agent i with probability αi, then with

the same probability αi, σe proceeds as follows: if mesi = 0 (which means that

all the messages that i sent the last time it was scheduled have been delivered in

h′), then σe schedules i, sees how many messages i delivers according πi, and sets

mesi to this number; if mesi 6= 0, then mesi is decremented by 1 but no agent

is scheduled. Again, it is clear that that ~π(~x, σe) and H(~π)(~x, σ′e) are identically

distributed.

BCG put further constraints on the scheduler. Specifically, they assume that,

except possibly for the first time that agent i is scheduled, i is scheduled immedi-

ately after receiving a message and only then. That is, in our terminology, BCG

assume that a rec(·, ·, i) event must be followed by a sch(i) event, and all sch(i)

events except possibly the first one occur after a rec(·, ·, i) event. We call the

schedulers that satisfy this constraint BCG schedulers.

We now prove a result analogous to Proposition 4, from which it follows that

we could have obtained our results using a BCG scheduler.

Proposition 5. There exist a function H from protocols to protocols such that for

all protocols ~π the following holds:

(a) For all schedulers (resp., relaxed schedulers) σe there exists a BCG scheduler

(resp., relaxed BCG scheduler) σ′e such that, for all input profiles ~x, ~π(~x, σe)

and H(~π)(~x, σ′e) are identically distributed.

(b) For all BCG schedulers (resp., relaxed schedulers) σ′e there exists a scheduler

(resp., relaxed scheduler) σe such that, for all input profiles ~x, ~π(~x, σe) and
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H(~π)(~x, σ′e) are identically distributed.

Proof. As in Proposition 4, the idea is that σ′e simulates σe, but since σe can

schedule an agent only when it delivers a message, we have each agent i send

itself special messages, denoted proceed i, to ensure that there are always enough

messages in the system. In more detail, H(πi) works as follows. When it is first

scheduled, agent i sends itself a proceed i message. Since we are considering BCG

schedulers, agent i is scheduled subsequently only when it receives a message. If

it receives a message other than proceed i, it does nothing (although the message

is added to its history). If it receives a proceed i message, then it does whatever

it would do with πi given its current history with the proceed i messages and the

sch(i) events not preceded by a proceed i message removed, and sends itself another

proceed i message.

For part (a), given σe, σ
′
e first schedules each agent once (in some arbitrary

order), to ensure that that each of them has sent a proceed i message that is available

to be delivered. Given a history h′, σ′e considers what σe would do in the history h

that results from h′ by removing the initial sch(i) event for each agent i, the last

message that each agent i sends when it is scheduled if it sends a message at all,

and the receipt of these messages. If h′ is a history that results where the agents are

running H(~π), then the send and receive events removed are precisely those that

involve proceed i. If σe delivers a message with some probability, then σ′e delivers

the corresponding message with the same probability; if σe schedules an agent i

with some probability, σ′e delivers the last proceed i that i sent and schedules agent

i with the same probability. If there is no proceed i message to deliver, then σ′e

does nothing, but our construction of H(πi) guarantees that if h′ is a history that

results from running H(~π), then there will be such a message that can be delivered.

74



Again, it is clear that ~π(~x, σe) and H(~π)(~x, σ′e) are identically distributed.

For part (b), given σ′e, the construction of σe is similar to that of Proposition 4.

Again, given a local history h of σe where the agents use ~π, there is a corresponding

history h′ of σ′e where the agents use H(~π). If, given input h′, σ′e delivers a message

with some probability p and the messages is not a proceed i message, then σe delivers

the corresponding message with probability p. If the message is a proceed i message,

then σe also schedules agent i. If σ′e schedules an agent i with probability p, and

in h′ this is the first time that i is scheduled, then σe schedules i with probability

p and otherwise does nothing with probability p. Yet again, it is straightforward

to show that ~π(~x, σe) and H(~π)(~x, σ′e) are identically distributed.
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CHAPTER 4

IMPLEMENTING MEDIATORS WITH CHEAP TALK

4.1 Mediator and Cheap Talk Games

Up to this point, we assumed that the adversary could act arbitrarily, which is

what standard in the computer science literature. In contrast, in the game theory

literature, the assumption is that players have preferences and seek to maximize

their utility; thus, they will subvert the computation if and only if it is in their best

interest to do so. As we have seen in chapter 3, we can simulate any interaction

with a trusted mediator if the number of deviating players is less than a fourth of

the total. In this chapter we are interested on what are the necessary conditions

such that if an equilibrium can be reached with a mediator, the same equilibrium

could also be reached without the mediator by having the players communicate

between them. The following definitions - most of them taken from ADGH [1] -

are necessary to illustrate these concepts.

We consider three games: an underlying game Γ, an extension Γd of Γ with a

mediator, and an extension ΓCT of Γ with (asynchronous) cheap talk. We assume

that Γ is a normal-form Bayesian game: each player has a type t taken from

some type space Ti, such that there is a commonly known distribution on T ⊆

T1 × · · · × Tn, the set of types; each player i chooses an action a ∈ Ai, the set

of actions of agent i; player i’s utility ui is determined by the type profile of the

players and the actions they take. A strategy for player i in the Bayesian game

is just a function Ti to Ai, which tells player i what to do, given his type. If

76



A = A1 × · · · × An, then a strategy profile ~σ = (σ1, . . . , σn) can be viewed as a

function ~σ : T → ∆(A) (where, as usual, ∆(X) denotes the set of probability

distributions on X).

A game Γ′ extends Γ if the players have initial types from the same type space

as Γ, with the same distribution over types; moreover, in each path of the game

tree for Γ′, the players send and receive messages, and perform at most one action

from Γ. In a history where each player makes a move from Γ, each player gets the

same utility as in Γ (where the utility is a function of the moves made and the

types). That leaves open the question of what happens in a complete history of Γ′

where some players do not make a move in Γ. As we suggested in the introduction,

we consider two approaches to dealing with this. In the first approach, we assume

that the description of Γ′ includes a function Mi for each player i that maps player

i’s type to a move in Γ. In an infinite history h where i has type t and does not

make a move in Γ, i is viewed as having made move Mi(t). We can then define each

player’s utility in h as above. This is the default-move approach. In the Aumann

and Hart approach [8], we extend the notion of strategy so that i’s strategy in Γ′

also describes what move i makes in the underlying game Γ in any infinite history

h where i has not made a move in Γ. In the AH approach, i’s move in h is under

i’s control; in the default-move approach, it is not. We believe that both the AH

approach and the default-move approach are both reasonable in different contexts.

The AH approach makes sense if the agent can leave a “will”; i.e., instructions as

to what to do in the event of an infinite history, that will be carried out somehow.

But if we consider a game-theoretic variant of Byzantine agreement, it seems more

reasonable to say that if a “malicious” agent can prevent an agent from making a

move in finite time, the agent should not get a chance to make a move after the

cheap-talk phase has ended.
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Given an underlying Bayesian game Γ (which we assume is synchronous—the

players move simultaneously), we will be interested in two types of extensions. A

mediator game extending Γ is an asynchronous game where players can send mes-

sages to and receive messages from a mediator (who can be viewed as a trusted

third party) as well as making a move in Γ; “good” or “honest” players do not

send messages to each other, but “bad” players (i.e., one of the k rational deviat-

ing players or one of the t “malicious” players with unknown utilities) may send

messages to each other as well as to the mediator. We assume that the space of

possible messages that can be sent in a mediator game is fixed and finite.

In a cheap-talk game extending Γ, there is no mediator. Players send mes-

sages to each other as well as making a move in Γ. We assume that each pair

of agents communicates over an authenticated private channel, so the adversary

cannot eavesdrop on conversations between the players, and players can identify

the sender of each message.

4.2 Solution concepts

In this section, we review the solution concepts introduced in ADGH and extend

them to asynchronous settings. The definitions in the synchronous case are equiv-

alent, except that there is no environment.

Note that in an asynchronous game Γ, the utility of a player i can depend not

only on the strategies of the agents, but on what the environment does. Since we

consider an underlying game, a mediator game, and a cheap-talk game, it is useful

to include explicitly in the utility function which game is being considered. Thus,

we write ui(Γ, ~σ, σd, σe, ~x) to denote the expected utility of player i in game Γ
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when players play strategy profile ~σ, the mediator plays σd, the environment plays

σe, and the type profile is ~x. We typically say “input profile” rather than “type

profile”, since in our setting, the type of player i is just i’s initial input. Note that

if Γ is the underlying game, the σe component is unnecessary, since the underlying

game is assumed to be synchronous. We occasionally omit the mediator strategy

σd when it is clear from context.

Given a type space T , a set K of players, and ~x ∈ T , let T (~xK) = {~x ′ : ~x ′K =

~xK}. If Γ is a Bayesian game over type space T , ~σ is a strategy profile in Γ, and

Pr is the probability on the type space T , let

ui(Γ, ~σ, σe, ~xK) =
∑

~x ′∈T (~xK)

Pr(~x ′ | T (~xK)) ui(Γ, ~σ, σe, ~x
′).

Thus, ui(Γ, ~σ, σe, ~xK) is i’s expected payoff if everyone uses strategy ~σ and type

profiles are in T (~xK).

k-resilient equilibrium: In a standard game, a strategy profile is a Nash

equilibrium if no player can gain any advantage by using a different strategy, given

that all the other players do not change their strategies. The notion of k-resilient

equilibrium extends Nash equilibrium to allow for coalitions.

Definition 9. ~σ is a k-resilient equilibrium (resp., strongly k-resilient equilibrium)

in an asynchronous game Γ if, for all subsets K of players with 1 ≤ |K| ≤ k, all

strategy profiles ~τK for the players in K, all type profiles ~x ∈ T , and all strategies

σe of the environment, ui(Γ, (~σ−K , ~τK), σe, forall~xK) ≤ ui(Γ, ~σ, σe, ~xK) for some

(resp., all) i ∈ K. 1

Thus, ~σ is k-resilient if, no matter what the environment does, no subset K

of at most k players can all do better by deviating, even if they share their type

1As usual, in the strategy profile (~σ−K , ~τK), each player i ∈ K plays τi and each player i /∈ K
plays σi.
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information (so that if the true type is ~x, the players in K know ~xK). It is strongly

k-resilient if not even one of the players in K can do better if all the players in K

deviate.

For some of our results we will be interested in equilibria that are “almost”

k-resilient, in the sense that no player in a coalition can do more than ε better if

the coalition deviates from the protocol, for some small ε.

Definition 10. For ε > 0, ~σ is an ε-k-resilient equilibrium (resp., strongly ε-k-

resilient equilibrium) if, for all subsets K of players, all strategy profiles ~τK for the

players in K, all type profiles ~x ∈ T , and all strategies σe of the environment, we

have ui(Γ, (~σ−K , ~τK), σe, ~xK) < ui(Γ, ~σ, σe, ~xK) + ε for some (resp., for all) i ∈ K.

Note that we have “< ui(Γ, ~σ, σe, ~xK) + ε” here, not “≤”; this means that a

0-k-resilient equilibrium is not a k-resilient equilibrium. However, an equilibrium is

k-resilient iff it is ε-k-resilient for all ε > 0. We have used this slightly nonstandard

definition to make the statements of our theorems cleaner.

Robustness: A standard assumption in game theory is that utilities are (com-

monly) known; when we are given a game we are also given each player’s utility.

When players make decision, they can take other players’ utilities into account.

However, in large systems, it seems almost invariably the case that there will be

some fraction of users who do not respond to incentives the way we expect. For

example, in a peer-to-peer network like Kazaa or Gnutella, it would seem that

no rational agent should share files. Whether or not you can get a file depends

only on whether other people share files; on the other hand, it seems that there

are disincentives for sharing (the possibility of lawsuits, use of bandwidth, etc.).

Nevertheless, people do share files. However, studies of the Gnutella network have

shown almost 70 percent of users share no files and nearly 50 percent of responses
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are from the top 1 percent of sharing hosts [6].

It seems important to design protocols that tolerate such unanticipated behav-

iors, so that the payoffs of the users who follow the recommended strategy are not

affected by players who deviate, provided that not too many deviate.

Definition 11. A strategy profile ~σ is t-immune in a game Γ if, for all subsets T of

players with |T | ≤ t, all strategy profiles ~τ , all i /∈ T , all type profiles ~x ∈ T , and all

strategies σe of the environment, we have ui(Γ, (~σ−T , ~τT ), σe, ~xT ) ≥ ui(Γ, ~σ, σe, ~xT ).

Intuitively, ~σ is t-immune if there is nothing that players in a set T of size at most

t can do to give the players not in T a worse payoff, even if the players in T share

their type information.

The notion of t-immunity and k-resilience address different concerns. For t-

immunity, we consider the payoffs of the players not in K; for k-resilience, we

consider the payoffs of players in K. It is natural to combine both notions. Given

a strategy profile ~τ , let ΓT~τ be the game which is identical to Γ except that the

players in T are fixed to playing strategy ~τT .

Definition 12. ~σ is a (strongly) (k, t)-robust equilibrium in a game Γ if ~σ is t-

immune and, for all subsets T of players with |T | ≤ t and all strategy profiles ~τ ,

(~σ−T , ~τT ) is a (strongly) k-resilient equilibrium of ΓT~τ .

Note that a (strongly) k-resilient equilibrium is a (strongly) (k, 0)-robust equi-

librium. The notion of (0, t) resilience is somewhat in the spirit of Eliaz’s [17] notion

of t fault-tolerant implementation, although Eliaz does not require t-immunity.

We can define “approximate” notions of t-immunity and (k, t)-robustness anal-

ogous to Definition 10:
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Definition 13. For ε > 0, a strategy profile ~σ is ε-t-immune in Γ if, for all

subsets T of players with |T | ≤ t, all strategy profiles ~τ , all i /∈ T , all type profiles

~x ∈ T , and all strategies σe of the environment, we have ui(Γ, (~σ−T , ~τT ), σe, ~xT ) >

ui(Γ, ~σ, σe, ~xT )− ε.

For ε-(k, t)-robustness, we replace t-immunity and (strong) k-resilience for ε-t-

immunity and (strong) ε-k-resilience, respectively:

Definition 14. For ε ≥ 0, ~σ is a (strongly) ε-(k, t)-robust equilibrium in Γ if ~σ is

ε-t-immune and, for all subsets T of players with |T | ≤ t and strategy profiles ~τT ,

(~σ−T , ~τT ) is a (strongly) ε-k-resilient equilibrium of ΓT~τ .

4.3 Main Results

In this section, we state our results formally. We begin with the upper bounds for

implementing mediator games in asynchronous setting, which are analogues of the

upper bounds given by ADGH [1] in the synchronous setting. We later also state

and give an alternative proof to some of their results, since some of the techniques

used in the asynchronous case can be generalized deal with the synchronous case

as well.

We say that a game Γ′ is a utility variant of a game Γ if Γ′ and Γ have the same

game tree, but the utilities of the players may be different in Γ and Γ′. We use

the notation Γ(~u) if we want to emphasize that ~u is the utility function in game

Γ. We then take Γ(~u′) to be the utility variant of Γ with utility function ~u′. We

also say that that a strategy ~σ implements another strategy ~σ′ if ~σ 0-bisimulates

~σ′, which means that, for all inputs, the possible distribution of outcomes in ~σ
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and ~σ′ are identical if no player deviates (note that the distributions depend on

the scheduler). If ~σ only satisfies part (b) of Definition 3 we say that ~σ weakly

implements ~σ′.

One more technical comment before stating the theorems: in the mediator game

we can also view the mediator as a player (albeit one without a utility function)

that is following a strategy. Thus, when we talk about a strategy profile that

is a (k, t)-robust equilibrium in the mediator game, we must give the mediator’s

strategy as well as the players’ strategies. We sometimes write ~σ + σd if we want

to distinguish the players’ strategy profile ~σ from the mediator’s strategy σd. We

occasionally abuse notation and drop the σd if it is clear from context, and just

talk about ~σ being a (k, t)-robust equilibrium.

Theorem 6. If Γ is a normal-form Bayesian game with n players, ~σ + σd is a

strategy profile for the players and the mediator in an asynchronous mediator game

Γd that extends Γ, and n > 4k + 4t, then with both the default-move approach and

the AH approach, there exists a strategy profile ~σCT that implements ~σ+ σd in the

asynchronous cheap-talk game ΓCT such that for all utility variants Γd(~u
′) of Γd,

if ~σ+σd is a (strongly) (k, t)-robust equilibrium in Γd(~u
′), then ~σCT is a (strongly)

(k, t)-robust equilibrium in ΓCT (~u′). If σd is responsive, the number of messages

sent in a history of ~σCT is polynomial in n and N , linear in c, and independent of

~u′.

Theorem 7. If Γ is a normal-form Bayesian game with n players, ~σ + σd is a

strategy profile for the players and mediator in an asynchronous mediator game

Γd that extends Γ, M > 0, and n > 3k + 3t, then with both the default-move

approach and the AH approach, for all ε > 0, there exists a strategy profile ~σCT in

the asynchronous cheap-talk game ΓCT that ε-implements ~σ such that for all utility

variants Γd(~u
′) of Γd bounded by M/2 (i.e., where the range of u′i is contained in
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[−M/2,M/2]), if ~σ + σd is a (strongly) (k, t)-robust equilibrium in Γd(~u
′), then

~σCT is a (strongly) ε-(k, t)-robust equilibrium in ΓCT (~u′). If σd is responsive, the

number of messages sent in a history of ~σCT is polynomial in n and N , linear in

c, and independent of ~u′.

If we have a punishment strategy and utilities are known, we can do better with

the AH approach. To make this precise, we need the definition of an m-punishment

strategy [1] (which generalizes the notion of punishment strategy defined by Ben

Porath [13]). Before defining this carefully, note that in an asynchronous setting

(i.e., in the mediator game and the cheap-talk game, but not in the underlying

game), the utility of players depends on the environment’s strategy as well as the

players’ strategy profile and the players’ type profile.

Definition 15. If Γ′ is an extension of an underlying game Γ, a strategy profile ~ρ

in Γ is a k-punishment strategy with respect to a strategy profile ~σ′ in Γ′ if for all

subsets K of players with 1 ≤ |K| ≤ k, all strategy profiles ~σ in Γ, all strategies σe

for the environment, all type profiles ~x ∈ T , and all players i ∈ K, we have

ui(Γ
′, ~σ′, σe, ~xK) > ui(Γ, (~σK , ~ρ−K), ~xK).

Thus, if ~ρ is a k-punishment strategy with respect to ~σ′ and all but k players

play their part of ~ρ in the underlying tame, then all of the remaining players will

be worse off than they would be in Γ′ if everyone had played ~σ′, no matter what

they do in the underlying game. For the following results we need an additional

definition, we say that a protocol has bounded randomization if there exists a

uniform bound N on the number of random bits that each of the players can use

during the execution of the protocol.

Theorem 8. If Γ is a normal-form Bayesian game with n players, ~σ + σd is a

strategy profile with bounded randomization and in canonical form for the players
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and mediator in an asynchronous mediator game Γd that extends Γ, there is a

(k + t)-punishment strategy with respect to ~σ + σd, and n > 3k + 4t, then with

the AH approach, there exists a strategy profile ~σCT that implements ~σ + σd in

the asynchronous cheap-talk game ΓCT , and if ~σ + σd is a (strongly) (k, t)-robust

equilibrium in Γd, then ~σCT is a (strongly) (k, t)-robust equilibrium in ΓCT . If we

require only that ~σCT is a weak implementation, then the number of messages in a

history of ~σCT is polynomial in n and linear in c.

Note that in Theorem 8, the running time of the algorithm is significantly af-

fected by whether we want ~σCT to implement ~σ or whether a weak implementation

suffices.

If we assume both that there is a (2k+2t)-punishment strategy and that utilities

are known, we can get an analogue to R2, but with an ε error.

Theorem 9. If Γ is a normal-form Bayesian game with n players, ~σ + σd is a

strategy profile with bounded randomization and in canonical form for the players

and mediator in an asynchronous mediator game Γd that extends Γ, there is a

(2k + 2t)-punishment strategy with respect to ~σ + σd, and n > 2k + 3t, then with

the AH approach, for all ε > 0 there is a strategy ~σCT that ε-implements ~σ in the

asynchronous cheap-talk game ΓCT such that if ~σ + σd is a (strongly) (k, t)-robust

equilibrium in Γd, then ~σCT is a (strongly) ε-(k, t)-robust equilibrium in ΓCT . If

we require only that ~σCT is a weak implementation, then the number of messages

in a history of ~σCT is polynomial in n and linear in c.

In the synchronous case we get analogous results to Theorems 6 and 8, except

that the number of required players necessary to implement (k, t)-robust strategies

with a mediator decreases by a factor of (k + t).
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Theorem 10. If Γ is a normal-form Bayesian game with n players, ~σ + σd is a

strategy profile for the players and the mediator in a synchronous mediator game

Γd that extends Γ, and n > 3k + 3t, then there exists a strategy profile ~σCT that

implements ~σ+σd in the synchronous cheap-talk game ΓCT such that for all utility

variants Γd(~u
′) of Γd, if ~σ + σd is a (strongly) (k, t)-robust equilibrium in Γd(~u

′),

then ~σCT is a (strongly) (k, t)-robust equilibrium in ΓCT (~u′).

Theorem 11. If Γ is a normal-form Bayesian game with n players, ~σ + σd is a

strategy profile in canonical form for the players and mediator in a synchronous

mediator game Γd that extends Γ, there is a (k+t)-punishment strategy with respect

to ~σ+σd, and n > 2k+3t, then with the AH approach, there exists a strategy profile

~σCT that implements ~σ+σd in the synchronous cheap-talk game ΓCT , and if ~σ+σd

is a (strongly) (k, t)-robust equilibrium in Γd, then ~σCT is a (strongly) (k, t)-robust

equilibrium in ΓCT .

4.4 Proofs (Asynchronous Case)

4.4.1 Coordination between the environment and mali-

cious players

Before proving the main results, it is useful to understand some of the implica-

tion of (k, t)-robustness, particularly when it comes to the interactions between

the environment and the malicious and rational players. The definition of (k, t)-

robustness requires that rational players have no profitable deviation, no matter

what the malicious players and the environment do. It may seem a priori that the

malicious players, the rational players, and the environment all act independently,
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but in fact, as shown in Section 1.3, we can assume without loss of generality that

they are all under the control of a single adversary. The fact that the environment

and the malicious players can communicate allows us to prove a tighter correspon-

dence between deviations in the cheap-talk game and deviations in the mediator

game than the one given by t-bisimulation.

Proposition 6. Given two protocols ~π and ~π′ and a scheduler σe, if ~π′ t-bisimulates

~π, there exists a function Hσe from strategies to strategies such that Hσe(~πi) = ~π′i

for all i, and for all adversaries A = (~τT , σe) with |T | ≤ t, there exists a sched-

uler σ′e such that for all inputs ~x, ~π(~x,A) and ~π′(~x, (Hσe(~τT ), σ′e)) are identically

distributed (where we extend Hσe to strategy profiles by taking Hσe(τ1, . . . , τm) =

(Hσe(τ1), . . . , Hσe(τm))).

Proof. Since ~π′ t-bisimulates ~π + πd, for each adversary A = (~τT , σe), there exists

an adversary A′ = (~τ ′T , σ
′
e) such that ~π(~x,A) and ~π′(~x,A′) are identically dis-

tributed for all inputs ~x. This means that, fixing σe, there exists a well-defined

function Hadv
σe from strategy profiles to adversaries such that for all subsets T with

|T | ≤ t and all strategies ~τT for players in T , there exists a scheduler σ′e such

that (~π + πd)(~x, (~τT , σe)) and ~π′(~x,Hadv
σe (~τT )) for all inputs ~x. Given an adversary

A = (~τT , σe), consider the following adversary A′ = (~τ ′T , σ
′
e):

1. The scheduler begins the game by scheduling all players in T once.

2. Each player i ∈ T sends the description of the strategy ~τi to the scheduler

σ′e the first time it is scheduled.

3. After receiving the strategies of the players in T , the scheduler computes

Hadv
σe (~τT ) and sends each player i ∈ T the (description of) strategy Hadv

σe (~τT )i,

and then switches to using Hadv
σe (~τT )e.
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4. Each player i ∈ T switches to the strategy sent by the scheduler after receiv-

ing it.

Consider the function Hσe that maps τi to τ ′i if τi 6= πi and maps πi to π′i (note

that Hσe is well defined, since τ ′i does not depend on the strategy of other players

in T ) and a scheduler σ′′e that acts like σ′e except that at step 1, it schedules only

the players i in T such that τi 6= πi. We have by construction that ~π(~x,A) =

~π′(~x,Hadv
σe (~τT )) and therefore that ~π(~x,A) = ~π′(~x, (Hσe(~τT ), σ′′e )), as desired.

Proposition 6 implies that we can assume without loss of generality that indi-

vidual deviations in the mediator game correspond to individual deviations in the

cheap-talk game and vice-versa. An analogous result holds for ε-t-bisimulation:

Proposition 7. Given two protocols ~π and ~π′ and a scheduler σe, if ~π′ ε-t-

bisimulates ~π, there exists a function Hσe from strategies to strategies such that

Hσe(~πi) = ~π′i for all i, and for all adversaries A = (~τT , σe) with |T | ≤ t, there

exists a scheduler σ′e such that for all inputs A, ~x, the distance between the distri-

butions ~π(~x,A) and ~π′(~x, (Hσe(~τT ), σ′e)) is at most ε (where the notion of distance

is that used in the definition of ε-t-bisimulation in Section 3.1).

As we show next, since the scheduler can collude with malicious players, t-

immune strategy profiles satisfy an even stronger condition: deviations by players

in a set T with |T | ≤ t do not make things worse for the non-deviating players

even if the environment colludes with the players in T .

Proposition 8. If ~σ is t-immune, then for all sets T of players with |T | ≤ t,

strategies σe and σ′e for the environment, strategy profiles ~τT for the players in T ,

input profiles ~x and ~x′, and players i /∈ T , we have

ui(Γd, (~σ−T , ~τT ), σ′e, ~x
′
T ) ≥ ui(Γd, ~σ, σe, ~xT ). (4.1)
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Proof. Clearly, if (4.1) holds for all σe, σ
′
e, ~x, and ~x′, then ~σ is t-immune. For

the converse, suppose by way of contradiction that ~σ is t-immunte but for some

T , ~τ , σe, σ
′
e, and i /∈ T , (4.1) does not hold. Consider a scheduler σ′′e that acts

just like σe, except that if some player i sends a message to itself it acts like σ′e.

Then players in T can effectively decrease i’s payoff with scheduler σ′′e by sending

a message to themselves and playing as if they had input ~x′T ; that is, there is a

strategy ~τ ′T such that

ui(Γd, (~σ−T , ~τ
′
T ), σ′′e , ~xT )

= ui(Γd, (~σ−T , ~τT ), σ′e, ~x
′
T )

< ui(Γd, ~σ, σe, ~xT )

= ui(Γd, ~σ, σ
′′
e , ~xT ),

contradicting the assumption that ~σ is t-immune.

A similar argument shows that (k, t)-robust strategy profiles satisfy a corre-

spondingly stronger condition, made precise in the following proposition:

Proposition 9. A strategy profile ~σ is (k, t)-robust (resp., strongly (k, t)-robust) if

and only if it is t-immune and for all disjoint sets K and T with 1 ≤ |K| ≤ k and

|T | ≤ t, all strategy profiles ~τK, ~τT , and ~τ ′T for the players in K and T , respectively,

all environment strategies σe and σ′e, and all input profiles ~x and ~x′, we have that

ui(Γd, (~σ−(K∪T ), ~τK , ~τ
′
T ), σ′e, ~x

′
(K∪T ))

≤ ui(Γd, (~σ−(K∪T ), ~τK , ~τ
′
T ), σ′e, ~x

′
(K∪T ))

(4.2)

for some i ∈ K (resp., for all i ∈ K).

Proof. Again, it is clear that if (4.2) holds for all K and T with 1 ≤ |K| ≤ k and

|T | ≤ t, all ~τK , ~τT , ~τ ′T , ~x, and ~x′, and some (resp., all) i ∈ K, then ~σ is (k, t)-robust

(resp., strongly (k, t)-robust).
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For the converse, assume by way of contradiction that ~σ is (k, t)-robust, but

for some disjoint sets K and T with 1 ≤ |K| ≤ k and |T | ≤ t, ~τK , ~τT , ~τ ′T , ~x, and

~x′, and all i ∈ K, (4.2) does not hold. Again, we use the fact that the rational

players can effectively communicate with malicious players and with the scheduler.

Consider a scheduler σ′′e that acts like σe unless some player sends a message to

itself, in which case it acts like σ′e, and a strategy profile ~τ ′′T in which each player

i ∈ T acts as if it was using strategy (τT )i, except that it switches to (τ ′T )i and acts

as if it has input x′i if it receives a message from a rational player (i.e., a player in

K) asking it to do so. Then, given input profile ~x, strategy profile ~τ ′′T for T , and

scheduler σ′′e , player i can gain by sending a message to itself and sending a message

to players in T asking them to follow ~τ ′T and to act is if they have input ~x′T , and

by having players in K play ~τK as if they had input ~x′K , rather than playing ~σ.

This contradicts the assumption that ~σ is (k, t)-robust. The argument for strong

(k, t)-robustness is analogous.

Another property interesting in its own right that follows from this argument

is that (k, t)-robust strategies must be scheduler-proof : the expected payoff for all

players is the same regardless of the scheduler:

Corollary 1. If ~σ is (k, t)-robust for some k ≥ 1, then for all sets T with |T | ≤ t,

strategy profiles ~τT for the players in T , environment strategies σe and σ′e, input pro-

files ~x, and players i /∈ T , we have ui(Γ, (~σ−T , ~τT ), σe, ~xT ) = ui(Γ, (~σ−T , ~τT ), σ′e, ~xT ).

We have analogous strengthenings of ε-t-immunity and ε-(k, t)-robustness,

which are stated next. The proofs are essentially identical to that of Proposition 8

and 9 respectively, so we omit them here.

Proposition 10. If ε > 0 and ~σ is ε-t-immune in game Γ, then for all sets T

of players with |T | ≤ t, strategy profiles τT for the players in T , environment
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strategies σe and σ′e, input profiles ~x and ~x′, and players i /∈ T , we have that

ui(Γ, (~σ−T , ~τT ), σ′e, ~x
′
T ) > ui(Γ, ~σ, σe, ~xT )− ε.

Proposition 11. A strategy profile ~σ is ε-(k, t)-robust (resp., strongly ε-(k, t)-

robust) in game Γ if and only if it is ε-t-immune and, for all disjoint sets K and

T of players with 1 ≤ |K| ≤ k and |T | ≤ t, all strategy profiles ~τK, ~τ ′T , and ~τT

for players in K and T , respectively, all environment strategies σe and σ′e, and all

input profiles ~x and ~x′, we have that

ui(Γ, (~σ−(K∪T ), ~τK , ~τ
′
T ), σ′e, ~x

′
(K∪T )) < ui(Γ, (~σ−T , ~τT ), σe, ~xT ) + ε

for some i ∈ K (resp., for all i ∈ K).

It will be useful for our later results that we can actually improve on the bound

of ε in Propositions 10 and 11.

Proposition 12. If ~σ is an ε-t-immune strategy in a finite game Γ, then there

exists ε0 with 0 < ε0 < ε such that for all sets of players T with |T | ≤ t, strategy

profiles ~τT for the players in T , environment strategies σe and σ′e, input profiles ~x

and ~x′, and players i /∈ T , we have that

ui(Γ, (~σ−T , ~τT ), σ′e, ~x
′
T ) > ui(Γ, ~σ, σe, ~xT )− ε0.

Proof. Since, by Proposition 10, for each choice of ~τT , σe, and σ′e, we have

ui(Γ, ~σ, σe, ~xT )− ui(Γ, (~σ−T , ~τT ), σ′e, ~x
′
T ) < ε,

and the space of player strategy profiles, environment strategies, and input value

profiles is compact, if we take the sup of the left-hand side over all choices of

strategy profiles ~τT , environment strategies σe and σ′e, and input profiles ~x and ~x′,

it takes on some maximum value ε1 < ε0. We can then take ε0 = (ε+ ε1)/2.
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Using Proposition 11, we get a similar result for ε-(k, t)-robustness. The proof

is analogous to that of Proposition 12.

Proposition 13. If Γ is a finite game and ~σ is a ε-(k, t)-robust strategy (resp.,

strongly ε- (k, t)-robust strategy) in Γd, then there exists ε0 with 0 < ε0 < ε such

that for all disjoint sets K and T of players with 1 ≤ |K| ≤ k and |T | ≤ t, all

strategy profiles ~τK, ~τT and ~τ ′T for players in K and T , respectively, all environment

strategies σe and σ′e, and all input profiles ~x and ~x′, we have that

ui(Γ, (~σ−(K∪T ), ~τK , ~τT ), σe, ~x
′
(K∪T )) < ui(Γ, (~σ−T , ~τ

′
T ), σ′e, ~xT ) + ε0

for some i ∈ K (resp., all i ∈ K).

4.4.2 Constructing a protocol that t-coterminates

If t < n/3 we can get an an analogue of Theorems 3 and 4 by replacing

(t, 2t + 1)-cotermination by t-cotermination and ε-(t, t + 1)-cotermination by ε-

t-cotermination respectively. We sketch the construction for t-cotermination; an

analogous construction achieves ε-t-cotermination.

Consider a protocol ~σ′CT in which players play just as in ~σCT except that,

whenever an honest player i terminates in ~σCT , it instead broadcasts an ‘OK’

message to all players and waits until it receives 3t + 1 ‘OK’ messages before it

terminates in ~σ′CT . Note that if an honest player terminates in ~σ′CT , then at least

3t + 1 players must have broadcast an ‘OK’ message in this history of ~σ′CT , of

which at least 2t + 1 are honest. Thus, at least 2t + 1 players terminate in the

corresponding history of ~σCT . Since ~σCT (t, 2t + 1)-coterminates, it follows that

all players not in T must terminate with ~σCT , and hence all players not in T send

an ‘OK’ message (and terminate) with ~σ′CT .
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It remains to show that ~σ′CT still (t, t′)-bisimulates ~σ+σd if 3t+ t′ < n. Clearly,

it still relaxed t-bisimulates ~σ + σd, so we just have to show that all players are

guaranteed to terminate in the presence of at most t′ malicious players. However,

in this case, by assumption, all honest players are guaranteed to terminate in ~σCT ,

and thus all honest players are guaranteed to eventually send an ‘OK’ broadcast

in ~σ′CT . Since n− t′ > 3t+1, this guarantees that there will be at least 3t+1 ‘OK’

broadcasts and all honest players will eventually terminate, as desired.

Note that this construction requires players a reliable broadcast protocol, and

thus can be done only if n > 3(t + k). To prove Theorem 9 we require different

techniques.

4.4.3 Proof of Theorem 6

By Theorem 3, if n > 4k + 4t, there exists a strategy profile ~σCT that (k + t)-

bisimulates ~σ+σd. It is immediate from the definition of (k+ t)-bisimulation that

~σCT implements ~σ+σd. Since the probability of deadlock is 0, what the players do

in case of deadlock is irrelevant, so this approach works both in the case of the AH

approach and the default-move approach. It remains to show that, for each utility

variant Γd(~u
′) of Γd, if ~σ + σd is a (strongly) (k, t)-robust equilibrium in Γd(~u

′),

then ~σCT is a (strongly) (k, t)-robust equilibrium in ΓCT (~u′). We start by showing

that ~σCT is t-resilient in ΓCT (~u′).

Given T with |T | ≤ t, ~τT , and σe, by Theorem 3 and Proposition 6, there exists

a function Hσe from strategies to strategies and a scheduler σ′e such that for all
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input profiles ~x,

u′i(ΓCT (~u′), ((~σCT )−T , τT ), σe, ~x)

= u′i(Γd(~u
′), (~σ−T , Hσe(~τT )), σ′e, ~x)

for all players i. There also exists a scheduler σ′′e such that

u′i(ΓCT (~u′), ~σCT , σ
′
e, ~x) = u′i(Γd(~u

′), ~σ, σ′′e , ~x).

Since ~σ is t-immune, for all i /∈ T we have that

u′i(ΓCT (~u′), ((~σCT )−T , ~τT ), σe, ~xT )

= u′i(Γd(~u
′), (~σ−T , Hσe(~τT )), σ′e, ~xT )

≥ u′i(Γd(~u
′), ~σ, σ′′e , ~xT ) [by Lemma 8]

= u′i(ΓCT (~u′), ~σCT , σ
′
e, ~xT ).

Therefore, ~σCT is t-immune.

To show (strong) (k, t)-robustness, taking ~τT , σe, and σ′e as above, suppose that

K is a set of players disjoint from T such that |K| ≤ k, and the players in K play

~τK . By Theorem 3 and Proposition 6, there exists σ∗e and Hσe such that

u′i(ΓCT (~u′), ((~σCT )−(K∪T ), ~τK , ~τT ), σe, ~x)

= u′i(Γd(~u
′), (~σ−(K∪T ), Hσe(~τK), Hσe(~τT )), σ∗e , ~x(K∪T ))

for all players i.

By Corollary 9, if ~σ + σd is (strongly) (k, t)-robust in Γd(~u
′), then

u′i(Γd(~u
′), (~σ−(K∪T ), Hσe(~τK), Hσe(~τT )), σ∗e , ~x(K∪T ))

≤ u′i(Γd(~u
′), (~σ−T , Hσe(~τT )), σ′e, ~xT )

for some (resp., all) i ∈ K. For those i ∈ K for which this inequality holds, we
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have

u′i(ΓCT (~u′), ((~σCT )−(K∪T ), τK , τT ), σe, ~x(K∪T ))

= u′i(Γd(~u
′), (~σ−(K∪T ), Hσe(~τK), Hσe(~τT )), σ∗e , ~x(K∪T ))

≤ u′i(Γd(~u
′), (~σ−T , Hσe(~τT )), σ′e, ~xT )

= u′i(ΓCT (~u′), ((~σCT )−T , σe, ~xT ).

It follows that ~σCT is (strongly) (k, t)-robust in ΓCT (~u′).

4.4.4 Proof of Theorem 7

The proof of Theorem 7 is essentially the same as that of Theorem 6, except that

we now use Theorem 4 instead of Theorem 3. By Theorem 4, for all ε′ ∈ (0, 1],

there exists a protocol ~σCT that ε-(t+ k)-bisimulates ~σ and the expected number

of messages sent is polynomial in n and N , and linear in c. It follows that ~σCT ε′-

implements ~σ and has at most if probability ε′ of deadlock. We next show that the

can make ε′ sufficiently small so that the question of whether we use AH approach

or the default-move approach becomes irrelevant.

We now prove ε-(k, t)-robustness. Suppose that ~σ + σd is a (strongly) ε-(k, t)-

robust equilibrium in the utility variant Γd(~u
′) of Γd. We show that ~σCT is ε-t-

immune in ΓCT (~u′).

Since ~σCT ε-(t+ k)-bisimulates ~σ, for all inputs ~x we can associate histories in

the mediator game and histories in the cheap-talk game in such a way that the set

of histories where the outcomes differ has probability at most ε′. Since all utilities

are in the range [−M/2,M/2], by assumption, the maximum difference in utility

between two outcomes in the underlying game is M . Thus, by Proposition 7, there

exists an environment strategy σ′e and a function Hσe from strategies to strategies
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such that for all input profiles ~x, we have

u′i(ΓCT (~u′), ((~σCT )−T , ~τT ), σ′e, ~x)

> u′i(Γd(~u
′), (~σ−T , Hσe(~τT )), σe, ~xT )− ε′M

for all i 6∈ T . Theorem 4 also guarantees that there exists an environment strategy

σ′′e such that

u′i(ΓCT (~u′), ~σCT , σ
′
e, ~xT ) < u′i(Γd(~u

′), ~σ, σ′′e , ~xT ) + ε′M.

Since ~σ is ε-t immune in Γd(~u
′), by Proposition 12, there exists a value ε0 with

0 < ε0 < ε such that

~τ ′T ), u′i(ΓCT (~u′), ((~σCT )−T , ~τ
′
T ), σ′e, ~xT )

> u′i(Γd(~u
′), (~σ−T , Hσe(~τT )), σe, ~xT )− ε′M

> u′i(Γd(~u
′), ~σ, σ′′e , ~xT )− ε0 − ε′M

> u′i(ΓCT (~u′), ~σCT , σ
′
e, ~xT )− ε0 − 2ε′M.

If we take ε′ = (ε − ε0)/2M , this shows that ~σCT is (ε, t)-immune with both the

AH approach and the default-move approach.

To show (strong) ε-(k, t)-robustness, keeping T , ~τT , Hσe , σe, and σ′e as above,

for all sets K of players disjoint from T with 1 ≤ |K| < k and strategy profiles ~τK ,

there exists an environment strategy σ∗e and a value ε0 with 0 < ε0 < ε such that

for all input profiles ~x, if ~σ + σd is (k, t)-robust (resp. strongly (k, t)-robust), then

u′i(ΓCT (~u′), ((~σCT )−(K∪T )), ~τK , ~τT ), σ′e, ~x(K∪T ))

< u′i(Γd(~u
′), (~σ−(K∪T ), Hσe(~τK), Hσe(~τT )), σe, ~x(K∪T )) + ε′M

< u′i(Γd(~u
′), (~σ−T , Hσe(~τT )), σ′′e , ~xT ) + ε0 + ε′M [by Proposition 13]

< u′i(ΓCT (~u′), (~σCT )−T , ~τ), σe, ~xT ) + ε0 + 2ε′M [by Theorem 4].

for some (resp., for all) i ∈ K. This shows that if we take ε′ := (ε− ε0)/2M , then

~σCT is ε-(k, t)-robust (resp., strongly (k, t)-robust). Note that this argument works

for both the AH approach and the default-move approach since it does not depend

on the actions played in deadlock.
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4.4.5 Proof of Theorem 8

The proof of Theorem 8 is similar in spirit to that of Theorem 6. The main problem

we have to deal with is that of ensuring that rational players participate. To force

participation, we have the honest players put the punishment strategy in their

“wills”, so that if ~σCT ends in deadlock, the rational players will be punished. By

the arguments given in Section 4.4.2, we can assume without loss of generality in

this proof that the implementation given by Theorems 4 (t+ k)-coterminates, and

thus either all honest players terminate or they all play the punishment strategy.

Unfortunately, a naive implementation of this approach does not work, as the

following example shows.

Consider an underlying game Γ for n > 3k players where the set of actions is

A := {0, 1,⊥}. If at least k+1 players play ⊥, all players get a payoff of 1.1; if k or

fewer players play ⊥ and all players play either 0 or ⊥, then all players get a payoff

of 1; if k or fewer players play ⊥ and all players play either ⊥ or 1, then all players

get a payoff of 2; otherwise, all players get 0. Let Γd be an extension of Γ with a

mediator. Suppose that the mediator d uses the following strategy: The mediator

d chooses a, b ∈ {0, 1} uniformly at random. Then d sends the message a + bi

(mod 2) to player i (the same a and b are used in all these messages). Finally, d

sends the message “output b; STOP” to all players (so the strategy is in canonical

form).

Let σi be the strategy where player i ignores the message a + bi and plays b

after receiving the message “output b”. It is easy to check that ~σ is a k-resilient

equilibrium in the mediator game, and gives players an expected payoff of 1.5.

Moreover, playing ⊥ is a k-punishment strategy with respect to ~σ, since if all but

k players play ⊥, then everyone gets a payoff of 1.1 (since at least k + 1 players
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play ⊥), which is less than 1.5.

The naive approach to implementing the mediator does not work for this game,

at least with the punishment strategy ⊥. For example, suppose that after receiving

the messages a + bi (mod 2), the rational players communicate with each other.

Moreover, suppose that the set K of rational players includes i and j such that i−j

is odd. Then the rational players can compute b. If b = 0, they actually prefer their

payoff with the punishment strategy to their payoff with ~σCT . Thus, they will stop

sending messages. The simulation will not terminate, so the punishment strategy

in the players’ wills will be applied, making the rational players better off. Thus, we

cannot simulate the mediator with this approach. Of course, there are punishment

strategies in this game that would lead to cooperation (e.g., randomizing between

0 and 1). Nevertheless, this example shows that using an arbitrary punishment

strategy may not suffice to force the rational players to cooperate.

The problem here is that the mediator tells each player i what a+ bi is. We do

not want the mediator to send such unnecessary information. But what counts as

unnecessary? We make “unnecessary” precise by showing that, for each strategy

profile ~σ+σd of a mediator game, we can construct a strategy ~σm+σmd that imple-

ments ~σ + σd and leaks no information. More precisely, there exists a function f

from strategy profiles to strategy profiles such that, for all strategy profiles ~σ+σd,

f(~σ+σd) implements ~σ+σd and essentially all the mediator sends each player when

playing f(~σ+ σd) is the action to play in the underlying game. (If we require only

weak implementation, then this is exactly the case; for implementation, the mes-

sages can also include a round number.) Moreover, if ~σ+ σd is (k, t)-robust (resp.,

strongly (k, t)-robust, ε-(k,t)-robust, strongly ε-(k,t)-robust), then so is f(~σ+ σd).

The intuition behind the construction of ~σm+σmd := f(~σ+σd) is that all players
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send their input to the mediator, the mediator waits until it receives messages

from at least n− k − t players, then simulates the game using the inputs sent by

the players, and sends back to each player what they would have played in the

simulation. However, to get an implementation of ~σ + σd, the scheduler that the

mediator uses in its simulation must depend somehow on the actual scheduler and

must be chosen in such a way that, for a given input profile ~x, all distributions in

(~σ + σd)(~x, σe) are possible.

More precisely, the construction proceeds as follows: player i uses strategy

σmi , according to which i sends input xi to the mediator, waits for the mediator’s

message msgi (which we take to be an action for player i), and then plays action

msgi. The mediator’s strategy σmd consists of waiting until the first turn ` at which

there exists a subset S of at least n − k − t players such that the mediator has

received exactly one message si from each player i ∈ S, and si is a possible input

of player i. What the mediator does next depends on whether |S| = n or |S| < n.

If |S| < n, the mediator simulates ~σ + σd assuming that each player i in S

has input si, and that the scheduler schedules players in S and the mediator

in round-robin fashion and delivers all messages immediately after they are sent

(note that such a scheduler exists even with the constraint that all players must be

eventually scheduled, since the scheduler can schedule players not in S after the

mediator terminates). The mediator then sends to each player i they action that i

plays in its simulation. For future reference, we denote the scheduler used in this

simulation by σSe .

If |S| = n, the mediator proceeds as follows: Let Ω be the set of deterministic

schedulers, and let D~x :=
⋃
σe∈Ω{(~σ + σd)(~x, σe)} Since each player uses a finite

amount of randomization in ~σ + σd, for all inputs ~x, deterministic schedulers σe,
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and action profiles ~a, the probability that players play action profile ~a in the

underlying game when playing ~σ + σd with input ~x and scheduler σe is a rational

number. Since there are finitely many possible action profiles in the underlying

game, D~x is countable. Thus, there exists a set {σ(~x,1)
e , σ

(~x,2)
e , . . .} of schedulers

such that D~x = {(~σ+σd)(~x, σ
(~x,1)
e ), (~σ+σd)(~x, σ

(~x,2)
e ), . . .}. The mediator simulates

~σ + σd assuming that each player i has input si and that the scheduler is σ
(~s,`)
e

(recall that ` is the turn at which the mediator receives the required number of

messages). If D~x is finite, it performs the simulation with scheduler σ
(~s,`( mod |D~x)|)
e

instead. σ
(~s,(` mod |D~x|))
e instead.

Lemma 9. ~σm + σmd implements ~σ + σd and is (k, t)-robust.

Proof. First note that it suffices to prove this result for deterministic schedulers.

This follows from the fact that all randomized schedulers can be written as a

(possibly infinite) linear combination of deterministic schedulers. By construction,

for all inputs ~x and all deterministic schedulers ~x (under the assumption that no

agents deviate). To prove the converse, given a deterministic scheduler σe for

~σ + σd, we have that (~σ + σd)(~x, σe) ∈ D~x, and thus there exists k ∈ N such

that (~σ + σd)(~x, σe) = (~σ + σd)(~x, σ
(~x,k)
e ) Consider a scheduler σ′e in ~σm + σmd that

schedules all honest players consecutively, then schedules the mediator k−1 times,

then delivers all messages sent by the players to the mediator, and then schedules

the mediator again. By construction, in this scenario, the mediator simulates

~σ + σd with input profile ~x and scheduler σ
(~x,k)
e . Therefore (~σ + σd)(~x, σe) and

(~σm + σmd )(~x, σ′e) are identically distributed.

To see that ~σm + σmd is t-immune, suppose, by way of contradiction, that it

is not. Thus, there must exist an adversary A = (T, ~τT , σe) with |T | ≤ t and an

input profile ~x such that ui(~σ
m + σmd , A, ~x) < ui(~σm + σmd , ~x, σe) for some i 6∈ T .
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We can assume without loss of generality that A is deterministic. When playing

~σm + σmd with adversary A and input profile ~xT , the first round m by which the

mediator receives messages of the right form from a subset S of at least n− k − t

players, the set S and the values si used in the mediator’s simulation are uniquely

determined. Consider an adversary A′ = (T, ~τ ′T , σ
′
e) in ~σ + σd where each player

i ∈ T acts as if it was an honest player with input si. while the scheduler acts

like σSe if |S| < n, and like σme otherwise. However, if ai is the action that i would

have played if it was honest and had input si, instead of playing ai, i plays what it

would have played in ~σm +σmd if it had received message ai from the mediator. By

construction, for all inputs ~x, (~σ + σd)(~x,A) and (~σm + σmd )(~x,A′) are identically

distributed. This implies that

ui(~σ + σd, A
′, ~x) < ui(~σ + σd, ~x, σ

′′
e )

for some scheduler σ′′e , which contradicts the assumption that ~σ + σd is t-immune.

The argument that ~σm + σmd is (k, t)-resilient is analogous, and left to the

reader.

Thus, without loss of generality, we can assume that the players and mediator

use such a strategy profile. We call f(~σ + σd) the minimally-informative strategy

corresponding to ~σ + σd. More generally, we say that ~σm + σmd is a minimally-

informative strategy if ~σm + σmd = f(~σ + σd) for some strategy profile ~σ + σd.

Since we consider only mediator games in canonical form, this guarantees ter-

mination for all honest players regardless of what the rational and malicious players

do, provided that the scheduler is standard (i.e., not relaxed). However, once we

allow relaxed schedulers, there is a possibility of deadlock. We assume for the pur-

poses of the proof that we use the AH approach in the mediator game, and have the
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players play the punishment punishment strategy in their wills. Since ~σCT guaran-

tees t-cotermination for t < n/3, it follows that in the cheap-talk game, either all

honest players terminate or all honest players play the punishment strategy. This

guarantees that the players get the same payoff in corresponding histories in the

mediator game and the cheap-talk game.

The next step in proving Theorem 8 is to show that rational players playing

with a relaxed scheduler cannot get an expected payoff that is higher than their

expected payoff when they play such a minimally-informative (k, t)-robust equi-

librium strategy with a standard scheduler. Although this property does not hold

in general, it does hold when a certain degree of cotermination (which is provided

by Theorems 3 and 4) is guaranteed and there exists a punishment strategy. Un-

der these conditions, the rational players do not want too many honest players to

fail to terminate, because the honest players that do not terminate will play the

punishment strategy.

To state this more precisely, we need to introduce a little more notation. Bisim-

ulation guarantees that for each strategy τA that the adversary can play in the

cheap-talk game, there exists a corresponding strategy τ ′A in the mediator game

that leads to the same outcome for all players, regardless of the input. Since the

strategy ~σCT provided by Theorems 3 and 4 coterminates (with the parameters of

cotermination depending on the theorem), this imposes a constraint on τ ′A that is

captured in the following definition:

Definition 16. Given a strategy profile ~σ, a scheduler σe, and a subset T of

players, (~σ, σe) T -t-coterminates if, for all input profiles ~x, in every history of

(~σ, σe, ~x), either all players not in T terminate or less than t do. We say that

(~σ, σe) ε-T -t-coterminates if this property holds with probability 1− ε.
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Proposition 14. If ε > 0, ~σ+σd is a minimally-informative ε-(k, t)-robust (resp.,

strongly ε-(k, t)-robust) equilibrium in a mediator game Γd for which a (2k + 2t)-

punishment strategy exists, σE is a relaxed scheduler, K and T are disjoint sets

of players with 1 ≤ |K| ≤ k and |T | ≤ t, and ~τ(K∪T ) is a strategy profile for the

players in K∪T such that (~σ−(K∪T ), ~τ(K∪T ), σE) ε-(K∪T )-(t+k+1)-coterminates,

then there exists a value ε0 < ε such that for all standard schedulers σe and all input

profiles ~x, we have that

u′i(Γd, (~σ−(K∪T ), ~τ(K∪T )), σE, ~x(K∪T ))

< u′i(Γd, (~σ−T , ~τT ), σe, ~xT ) + ε0 + εM

for some (resp., for all) i /∈ T .

To prove Proposition 14, we first show that all strategy profiles can be approxi-

mated by a profile by where there is a uniform bound on the amount of randomness

used by an adversary.

Definition 17. Given a strategy profile ~σ, an adversary A = (~τT , σe) is N -bounded

with respect to ~σ if, for all inputs and all histories, the number of random coin

tosses performed by a player in T or the scheduler σe when players in T play ~τT ,

the remaining players play ~σ, and the scheduler plays σe is bounded by N .

Lemma 10. For all strategy profiles ~σ, adversaries A = (~τT , σE), and ε > 0, there

exists an adversary A′ = (~τ ′T , σ
′
E) and an N > 0 such that A′ is N-bounded with

respect to ~σ and, for all input profiles ~x, the distance between the distributions

O(~σ,A, ~x) and O(~σ,A′, ~x) is at most ε.

Proof. Fix ε > 0. Let AN = (~τNT , σ
N
E ) be the adversary that plays (~τT , σE), except

that all players i ∈ T and the scheduler act as if all the coin tosses after the Nth
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coin toss are tails. By construction, for all input profiles ~x, we have

lim
N→∞

d(O(~σ,A, ~x), O(~σ,AN , ~x)) = 0,

where d(·, ·) denotes the distance between distributions. Thus, there exists an

integer N~x such that d(O(~σ,A, ~x), O(~σ,AN~x , ~x)) < ε. Since there are only finitely

many input profiles, we can take N = max~x(N
~x) to get the desired result.

Proof of Proposition 14. First assume that

A := (~τ(K∪T ), σE) is N -bounded with respect to ~σ for some N > 0. Let τ ′i be the

strategy where i ∈ K∪T begins by tossing N random coins, it then communicates

the outcome of the coin tosses and its input to the adversary (using the communi-

cation scheme described in Section 1.3). Player i then plays τi using the outcome

of the coin tosses whenever it needs to randomize. The scheduler σ′E acts like σE

except that it does not deliver any message that a player j ∈ (K ∪ T ) sends with

τ ′j that is not also sent with τj. (Note that for j to commuicate its initial state

and randomness to the scheduler does not actually require j to send messages to

the scheduler. It just sends messages to itself, which do not have to be delivered.)

By construction, we have that

u′i(Γd, (~σ−(K∪T ), ~τ(K∪T )), σE, ~x(K∪T ))

= u′i(Γd, (~σ−(K∪T ), ~τ
′
(K∪T )), σ

′
E, ~x(K∪T )).

We can view the adversary’s strategy (~τ ′(K∪T ), σ
′
E) as a convex combination of

(possibly infinitely many) deterministic strategies (~τ ∗(K∪T ), σ
∗
E). The construction

of minimally-informative strategies guarantees that the number of honest players

that terminate when running (Γd, (~σ−(K∪T ), ~τ
∗
(K∪T )), σ

∗
E, ~x(K∪T )) depends only on

the scheduler and the inputs and randomization performed by players in K ∪

T . Thus, given the input profile ~x(K∪T ) of players in K ∪ T , we can classify
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each of the deterministic strategies (~τ ∗(K∪T ), σ
∗
E) into the following three categories

depending on how many honest players terminate (which, by our constraints on

relaxed schedulers, must be the same in every history of (~σ−(K∪T ), ~τ
∗
K∪T , σ

∗
E)):

A. all honest players terminate;

B. n− 2t− 2k or more honest players do not terminate;

C. at least one but fewer than n− 2t− 2k honest players do not terminate.

Consider a scheduler σ′′e that acts just like σ′E as long as the history is consistent

with a history of (~σ−(K∪T ), ~τ
∗
K∪T , σ

′
E), until there comes a point when it is clear

that some honest players will not terminate. If such a point comes, or if the history

is inconsistent with a history of (~σ−(K∪T ), ~τ
∗
K∪T , then σ′′e delivers all undelivered

messages and from then on delivers all messages immediately. in more detail, σ′′e

just like σ′E until one of the following conditions holds:

• A player in K ∪T does not communicate its initial state and the outcome of

N coin tosses to the scheduler.

• The scheduler σ′e can tell that what has happened thus far is inconsistent

with the information sent by the players in K ∪ T , assuming that they are

using ~τ ′K∪T and the remaining players are using ~σ−(K∪T ).

• It follows from the information sent by the players in K ∪ T that, with

(σ−(K∪T ), τK∪T , σ
∗
E), some honest player will not terminate.

• All honest players terminate.

Note that, by construction, one of these one of these conditions must hold in

every history. For if the mediator and honest players play a minimally-informative
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strategy, then the honest players do not randomize, and the mediator randomizes

only with regard to the message it sends along with a STOP message. Moreover,

an honest player terminates iff it gets a STOP message. Whether it gets one is

determined by the scheduler’s strategy, and the input of and randomization used

by the players in K ∪ T . If the players in K ∪ T use ~τK∪T , then the scheduler can

determine as soon as it has received the input and the coin tosses of the players in

K ∪T which honest players will terminate. Similarly, the scheduler can determine

exactly when each honest player that terminates does so. In any case, once one

of these conditions holds, the scheduler σ′e delivers all of the messages not yet

delivered, and from then on delivers messages immediately after they are sent.

Thus, σ′e is guaranteed to be standard.

Suppose that (~τ ∗(K∪T ), σ
∗
E) is a deterministic strategy in the support of

(~τ ′(K∪T ), σ
′
E) that is in category A. Then, σ′E and σ′e are indistinguishable when

the players in K ∪ T play ~τ ∗(K∪T ). Thus, if ~σ + σd is a minimally-informative ε-

(k, t)-robust (resp., strong ε-(k, t)-robust) equilibrium, then there exists a value

ε′ < ε such that

u′i(Γd, (~σ−(K∪T ), ~τ
∗
(K∪T )), σ

∗
E, ~x(K∪T ))

= u′i(Γd, (~σ−(K∪T ), ~τ
∗
(K∪T )), σ

′
e, ~x(K∪T ))

< u′i(Γd, (~σ−T , ~τT ), σe, ~xT ) + ε′ [by Proposition 13]

for some (resp., for all) i ∈ K.

If (~τ ∗(K∪T ), σ
∗
E) is in category B, then again we have that if ~σ+σd is a minimally-

informative ε-(k, t)-robust (resp., strong ε-(k, t)-robust) equilibrium, there exists a

value ε′ < ε such that

u′i(Γd, (~σ−(K∪T ), ~τ
∗
(K∪T )), σ

∗
E, ~x(K∪T ))

< u′i(Γd, ~σ, σ
′
e, ~x(K∪T )) [by definition of (2t+ 2k)-punishment strategy]

< u′i(Γd, (~σ−T , ~τT ), σe, ~xT ) + ε′ [by Proposition 12]
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for some (resp., for all) i ∈ K.

Since (~σ−(K∪T ), ~τ(K∪T ), σE) ε-(K ∪ T )-(t+ k + 1)-coterminates, the probability

that the strategy played by players in K ∪ T is in category C is at most ε. In this

case, the payoff for each player is bounded by M . Using a compactness argument

analogous to that of Proposition 12, there exists a value ε0 < ε such that ε′ ≤ ε0

for all deterministic relaxed adversaries (~τ ∗(K∪T ), σ
∗
E) in the support of (~τ ′(K∪T ), σ

′
E)

in categories A and B, and all inputs ~x(K∪T ). So

u′i(Γd, (~σ−(K∪T ), ~τ
∗
(K∪T )), σ

∗
E, ~x(K∪T ))

< u′i(Γd, (~σ−T , ~τT ), σe, ~xT ) + ε0 + εM,

and therefore, if ~σ + σd is a minimally-informative ε-(k, t)-robust (resp., strong

ε-(k, t)-robust) equilibrium, then

u′i(Γd, (~σ−(K∪T ), ~τ(K∪T )), σE, ~x(K∪T ))

< u′i(Γd, (~σ−T , ~τT ), σe, ~xT ) + ε0 + εM

for all inputs ~x(K∪T ), all standard schedulers σe, all strategies ~τ(K∪T ), and for some

(resp., for all) i /∈ T .

It remains to prove the result in the case that A is not N -bounded with respect

to ~σ for some N . Fix ε′ > 0 and let A′′ be an N -bounded ε′-approximation of A

with respect to ~σ given by Lemma 10. Then, by the previous argument

u′i(Γd, (~σ−(K∪T ), ~τ
′′
(K∪T )), σ

′′
E, ~x(K∪T ))

< u′i(Γd, (~σ−T , ~τT ), σe, ~xT ) + ε0 + εM,

and by Lemma 10 it follows that

u′i(Γd, (~σ−(K∪T ), ~τ(K∪T )), σE, ~x(K∪T ))

< u′i(Γd, (~σ−T , ~τT ), σe, ~xT ) + ε0 + εM + ε′M

for all input profiles ~x(K∪T ), standard schedulers σe, and strategy profiles ~τ(K∪T ),

and some (resp., all) i /∈ T . Since this inequality holds for all ε′ > 0, the result

follows.
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An analogous argument can be used if we have an (k, t)-robust equilibrium (not

just an ε-(k, t)-robust equilibrium):

Proposition 15. If ~σ+σd is a minimally-informative (k, t)-robust equilibrium in a

mediator game Γd(u
′
i) for which a (k+t)-punishment strategy exists, σE is a relaxed

scheduler, T and K are disjoint sets of players with |T | ≤ t and 1 ≤ |K| ≤ k, and

~τ(K∪T ) is a strategy profile for the players in K ∪ T such that (~σ−(K∪T ), ~τ(K∪T ), σE)

(K ∪ T )-coterminates, then there exists a (standard) scheduler σe such that for all

input profiles ~x and all i /∈ T ,

u′i(Γd, (~σ−(K∪T ), ~τ(K∪T )), σd, σE, ~x(K∪T ))

≤ u′i(Γd, (~σ−T , ~τT ), σd, σe, ~xT ).

Returning to the proof of Theorem 8, we can now prove (strong) (k, t)-

robustness. Let Γd(~u
′) be a utility variant of Γd such that ~σ + ~σd is a (k, t)-robust

equilibrium of Γd(~u
′), let σe be a scheduler in ΓCT (~u), and let K and T be disjoint

subsets of players with 1 ≤ |K| ≤ k and |T | ≤ t, respectively, such that 3k+4t < n.

Let ~τK and ~τT be strategy profiles for players in K and T , respectively. By Theo-

rem 3 and Proposition 6, there exist a function Hσe and a relaxed scheduler σE in

the mediator game such that

u′i(ΓCT (~u′), (~σCT )−(K∪T ), ~τK , ~τT ), σe, ~x(K∪T ))

= u′i(Γd(~u
′), (~σ−(K∪T ), Hσe(~τK), Hσe(~τT )), σd, σE, ~x(K∪T ))

for all i /∈ T and all input profiles ~x. We can assume without loss of generality that

(~σ, σd) is minimally informative. Thus, by Proposition 15, there exists a standard

scheduler σ′e such that

u′i(Γd(~u
′), (~σ−(K∪T ), Hσe(~τT ), Hσe(~τK)), σd, σE, ~x(K∪T ))

≤ u′i(Γd(~u
′), (~σ−T , Hσe(~τT )), σd, σ

′
e, ~x(K∪T )).
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Finally, by Theorem 3, if ~σ is (k, t)-robust (resp., strongly (k, t)-robust), then there

exists a standard scheduler σ′′e such that

u′i(ΓCT (~u′), ((~σCT )−T , ~τT ), σe, ~xT )

= u′i(Γd(~u
′), (~σ−T , Hσe(~τT )), σd, σ

′′
e , ~xT ) [by Theorem 3]

= u′i(Γd(~u
′), (~σ−T , Hσe(~τT )), σd, σ

′
e, ~xT ) [by Corollary 1]

for some i ∈ K (resp., for all i ∈ K). Therefore,

u′i(ΓCT (~u′), ((~σCT )−(K∪T ), ~τK , ~τT ), σe, ~x(K∪T ))

≤ u′i(ΓCT (~u′), ((~σCT )−T , ~τT ), σe, ~xT ),

as desired. ut

We remark that, with a little more effort, we can show that the minimally-

informative strategy profile f(~σ+σd) that implements ~σ+σd is actually a (t+ k)-

bisimulation of ~σ + σd. Moreover, the strategy profile that implements f(~σ + σd)

in the cheap-talk game preserves all the properties of the cheap-talk equilibrium

in Theorem 8. Thus, under the conditions of Theorem 8, we can get a strategy

profile in the cheap-talk game that (t + k, t)-bisimulates a strategy profile in the

mediator game.

4.4.6 Proof of Theorem 9

To prove Theorem 9, we use an analogous strategy to that used to prove Theorem 8,

using Theorem 4 instead of Theorem 3. The same argument as that used in the

proof of Theorem 7 shows that for all ε′ ∈ (0, 1] there exists a protocol ~σCT that

ε′-implements ~σ + σd and that ~σCT is (ε, t)-immune.

To prove (strong) ε-(k, t)-robustness, fix an adversary A = (~τK , ~τT , σe) for sub-

sets K,T such that 1 ≤ |K| ≤ k, |T | ≤ t and K ∩ T = ∅. By Theorem 4 and
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Proposition 7, there exists a function Hσe from strategies to strategies and a relaxed

scheduler σE such that, for all input profiles ~x,

ui(ΓCT , ((~σCT )−(K∪T ), ~τK , ~τT ), σe, ~x(K∪T ))

< ui(Γd, (~σ−(K∪T ), Hσe(~τK), Hσe(~τT )), σd, σE, ~x(K∪T )) + ε′M

for all i ∈ K.

By Theorem 4, there exists a standard scheduler σ′e such that

ui(ΓCT , ((~σCT )−T , ~τT ), σe, ~xT )

> ui(Γd, (~σ−T , Hσe(~τT )), σd, σ
′
e, ~xT )− ε′M.

Thus, there exists some ε0 < ε such that if ~σd is (k, t)-robust (resp., strongly

(k, t)-robust), then

ui(ΓCT , ((~σCT )−(K∪T ), ~τK , ~τT ), σe, ~x(K∪T ))

< ui(Γd, (~σ−(K∪T ), Hσe(~τK), Hσe(~τT )), σd, σE, ~x(K∪T )) + ε′M

< ui(Γd, (~σ−T , Hσe(~τT )), σd, σ
′
e, ~xT ) + ε0 + 2ε′M [by Proposition 14]

< ui(ΓCT , ((~σCT )−T , ~τT ), σe, ~xT ) + ε0 + 3ε′M

for some i ∈ K (resp., for all i ∈ K). Therefore, taking ε′ = (ε− ε0)/3M , we have

that ~σCT is a ε-(k, t)-robust equilibrium (resp., strongly (k, t)-robust equilibrium)

for ΓCT .

Again, as was the case for Theorem 8, with a little more effort we can show that

under the conditions of Theorem 9, we can get a strategy profile in the cheap-talk

game that ε-(t+ k, t)-bisimulates a strategy profile in the mediator game.

4.5 Proofs (Synchronous Case)

The proof of Theorem 10 is analogous to that of Theorem 6, except that we use

the protocol of Theorem 5 except of that of Theorem 3. Unfortunately, the proof
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of Theorem 11 cannot be generalized from that of Theorem 8. The reason for this

is that the broadcast properties described in Section 2.2.1 are guaranteed only if

n > 3(t + k). This means that players may not necessarily be able to agree on

punishing if some of them do not terminate. The proof of Theorem 8 is presented

next.

4.5.1 Reducing the game

During the following section, we denote by D the message space (which is assumed

to be a finite field), by I the input (or type) space of the players, and by Ei the

set of actions of player i. We also denote E := E1 × . . .× En.

Define a one-round protocol ~σ + σd as a protocol in which all players send a

message to the mediator at round 1, the mediator computes some value v with the

messages received in round 1, and sends v to all players in round 2.

Proposition 16. Given a mediator game Γd and a (k, t)-robust strategy ~σ+σd for

Γd, there exists a one-round (k, t)-robust protocol ~σ′+ σ′d that implements2 ~σ+ σd.

Proof. Let f~σ+σd : (I × F )n → F n be the (randomized) function that takes as

input a tuple of pairs ((x1, p1), . . . , (xn, pn)) with xi ∈ I and pi ∈ F , and outputs

(a1 ⊕ p1, . . . , an ⊕ pn), where ai is the action that player i would play with ~σ + σd

given input ~x. Consider the protocol ~σ′ + σ′d in which each player i, in round

1, computes a one-time pad pi ∈ F uniformly at random, and sends (xi, pi) to

the mediator, where xi is i’s input. Then the mediator computes (z1, . . . , zn) :=

f~σ+σd((x1, p1), . . . , (xn, pn)), taking both xi and pi to be 0 if i sent a message with

2Since there is no scheduler, this means they have the same output distribution if all players
are honest.
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an inappropriate format or no message at all at round 1. The mediator sends ~z to

all players in round 2. After receiving this message, each player i plays zi ⊕ pi.

It is straightforward to check that ~σ′ + σ′d is (k, t)-robust and implements ~σ +

σd.

Note that one-round protocols can be reduced to secure computation, since the

value v that the mediator sends is just a function of the inputs received. Thus, con-

structing ~σACT reduces to implementing secure computation. Implementing secure

computation can be reduced to implementing broadcast channels, implementing

VSS, and implementing CC. We consider these three protocols in turn.

4.5.2 Implementing Consensus and Broadcast

Given a history ~h of a protocol for n players and a subset S ⊆ [n], let ~h−S be the

history obtained by removing all messages sent and received by players in S (so

~h−S is just like ~h, except that players in S do not send messages). If S has the

form S = [n + 1,m], where m > n, let ~h+S be the extension of ~h, viewed as a

history for m players, in which the last m− n players are not scheduled.

Definition 18. Fix m < n.

• A protocol ~π′ for m players is an m-compression of a protocol ~π for n players

if ~π′ is identical to πi for 1 ≤ i ≤ m, except that if i sends a message to a

player in {m+ 1, . . . , n} with πi, it does not do so with π′i.

• A protocol ~π′ for n players is an n-extension of a protocol ~π for m players if,

given a history hi of ~π′, player i using π′i acts as it does with πi given history
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h
−[m+1,n]
i , which is identical to hi except that all messages to and from players

in {m+ 1, . . . , n} are omitted.

Intuitively, these two definitions capture the idea of expanding or shrinking the

number of players in a protocol while the original players continue to do essentially

the same thing.

Definition 19. Let ~π be any protocol for n players and A be any adversary. We

say that a finite history ~h is possible in (~π,A, ~x) if there exists a history ~h′ that

extends ~h in which players play ~π with adversary A and input profile ~x.

Basically, a finite history is possible in (~π,A) if it could be the history of

(~π,A, ~x) at some point in time with some choice of randomization.

Lemma 11. If ~π is a protocol for n players in an asynchronous system, ~π′ is an

m-compression of ~π, ~x is an input profile for n players, σ′e is a scheduler for ~π′,

T ⊆ [m], ~τ ′T is a strategy for the players in T , ~τT is an n-extension of ~τ ′T , and ~h

is a possible history in (~π′, (T, τ ′T , σ
′
e), ~x[m]), then there exists a scheduler σe such

that ~h+[m+1,n] is possible in (~π, (T, τT , σe), ~x).

Proof. Let N be the number of scheduler actions taken in ~h. Consider a scheduler

σe in the system with n players that acts like σ′e but does not schedule any player

in {m + 1, . . . , n} until it has taken N actions. After that, it acts arbitrarily (for

instance, it may schedule players in round-robin and deliver all messages imme-

diately after they are sent). It is easy to check that, by construction, ~h+[m+1,n] is

possible in (~π, (T, τT , σe)).

This lemma allows us to prove the following:
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Theorem 12. If n > 2k + 3t and the input space of the players is {0, 1}, then

there exists a protocol ~π with the following properties:

(a) For all histories with adversaries of size at most t+ k, if two honest players

i and j terminate with output oi and oj respectively, then oi, oj ∈ {0, 1}

and oi = oj. Moreover, if all honest players have a common input v, then

oi = oj = v.

(b) For all histories with adversaries of size at most t, all honest players termi-

nate.

Proof. Let ~πn+k be Bracha’s implementation of consensus for n + k players that

tolerates up to t + k malicious players (note that there is such a protocol since

n + k > 3(t + k)), and let ~π be the n-compression of ~πn+k. If ~π does not satisfy

(a), then there exists an adversary A = (T, ~τ ′T , σ
′
e) of size at most t + k, an input

profile ~x, and a finite history ~h possible in (~π,A, ~x) such that (a) is not satisfied

in ~h. Let ~x′ be an extension of ~x in which xn+1, . . . , xn+k are set to the majority

of the remaining inputs (and set to 1 if the number of players with eachinput is

the same), and let ~τT be an (n+ k)-extension of ~τ ′T . By Lemma 11, there exists a

scheduler σe such that ~h+[n+1,n+k] is possible in (~πn+k, (T, ~τT , σe), ~x
′), which would

contradict the assumption that ~πn+k satisfies (a).

If ~π does not satisfy (b), then there exists an adversary A = (T, ~τ ′T , σ
′
e) and

an input profile ~x such that (~π,A, ~x) has a non-zero probability of deadlock. Let

K = {n + 1, . . . , n + k} and consider an adversary A′ = (K ∪ T, ~τT + ~τ ′′K , σe), in

which ~τT is an (n + k)-extension of ~τ ′T , τ ′′i consists of sending no messages at all,

and σe acts like σ′e except that between each pair of consecutive actions it schedules

a player in K using round-robin. This is made so that σe satisfies the constraint
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that all players must be scheduled eventually. By construction, for any input

profile ~x′ such that ~x′[n] = ~x, the probability of deadlock of each player in [n] − T

when playing (~π,A, σ′e) is identical to its probability of deadlock when playing

(~πn+k, A′, σe). This would mean that there is an honest player in (~πn+k, A′, σe)

with a non-zero probability of deadlock. This contradicts the assumption that

~πn+k tolerates t+ k malicious players.

What this theorem shows is that we can construct a protocol such that all

honest players that terminate agree on the same value, and if in addition all honest

players have the same input, then those that terminate do so with that value. We

next show that we can guarantee that if at least n−2k−2t honest players terminate,

then all of them do.

Consider a protocol ~π′, which consists of running the protocol ~π given by The-

orem 12, but just before a player outputs a value v, it sends a message of the form

(decide, v) to all the other players. Also, if a player receives at least t + k + 1

messages of the form (decide, v) from different senders, it outputs v and sends a

(decide, v) message to each other player as well (if it hasn’t done this before).

Theorem 13. Protocol ~π′ satisfies properties (a) and (b) in Theorem 12 and

(c) for all histories with adversaries of size at most t + k, if an honest player

does not terminate, at least n− 2k − 2t honest players do not terminate.

Proof. It is easy to check that ~π′ still satisfies (a) and (b). To see that it satisfies

(c), if the number of honest players that do not terminate is less than n− 2k− 2t,

then the number of honest players that terminate is at least t+k+ 1. By (a), each

of these honest players sends a message of the form (decide, v) at some point, all
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with the same value v. Thus, all other honest players must terminate and output

v as well.

Note that although ~π′ was designed for asynchronous systems, since syn-

chronous systems are just a special case of asynchronous systems, it still has prop-

erties (a), (b), and (c) in synchronous systems.

We say that a player broadcasts a message m if it runs a protocol that satisfies

the three properties in Theorem 13 with input m. For some of our applications, it

is necessary that property (a) is satisfied, and thus we require players to broadcast

their messages. However, in situations where n ≤ 2k + 3t, we cannot guarantee

a broadcast. In these situations, we just require that the sender sends message

m to all players. But note that in this case malicious players may send different

messages to different players.

4.5.3 VSS

Proposition 17. If n > 2k+ 3t, then there exists a protocol ~πr with the following

properties:

(a) For all histories where the adversary controls at most t + k players, if the

honest players a1, . . . , am terminate with outputs o1, . . . , om, respectively, then

there exists a polynomial p of degree t+ k such that p(ai) = oi. Moreover, if

the sender r is honest, then p(0) = xr, where xr is r’s input.

(b) In all histories where the adversary has size t, all the honest players termi-

nate.
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(c) Let ~Hx
r (A) be the distribution of local histories when running ~πr with an

adversary A, and in which r’s input is x. If the sender r is honest, then for

all adversaries A of size at most t and all inputs x, y ∈ I, ~Hx
r (A) and ~Hy

r (A)

are identically distributed.

Proof. Ben-Or, Goldwasser and Widgerson’s VSS implementation has these prop-

erties if we use the broadcast implementation presented in the previous section.

4.5.4 CC

Proposition 18. If n > 2k+ 3t and there exist two polynomials p and q of degree

t + k such that, for all players i, the input of player i is a pair (xi, yi) where

p(i) = xi and q(i) = yi, then there exists a protocol ~π with the following properties:

(a) For all histories where the adversary controls at most t + k players, if the

honest players a1, . . . , am terminate with outputs o1, . . . , om, respectively, then

there exists a polynomial P of degree t+ k such that P (ai) = oi for all i and

P (0) = p(0)q(0).

(b) For all histories with adversaries of size at most t, all honest players termi-

nate.

(c) Given two polynomials p, q of degree n, let ~Hp,q(A) be the distribution of local

histories when running ~π with an adversary A, and in which each player i

has input (p(i), q(i)) respectively. Then for all adversaries A = (T, ~τT ) of size

at most t+k and all polynomials p, q, r, s with p(i) = r(i) and q(i) = s(i) for

all i ∈ T , ~Hp,q(A) and ~Hr,s(A) are identically distributed.
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(d) Let ~π∗ be the protocol in which each player runs ~π and then sends the output

to each other player, and let Hp,q
∗ (A) be defined as in (c) except that players

play ~π∗ instead of ~π. Then for all adversaries A = (T, ~τ) of size at most t+k

and all polynomials p, q, r, s with p(i) = r(i) and q(i) = s(i) and such that

p(0)q(0) = r(0)s(0), ~Hp,q(A) and ~Hr,s(A) are identically distributed.

Proof. Ben-Or, Goldwasser and Widgerson’s VSS implementation satisfies these

properties.

4.5.5 Constructing ~σACT

First we show that we can implement secure computation when n > 2k+3t in such

a way that conditions (b) and (c) are satisfied, without making any assumptions

about the punishment strategy.

Given a function f , consider the following protocol ~πf :

Step 1: Each player shares its input using the VSS implementation described in Sec-

tion 4.5.3.

Step 2: Players perform CC to compute f(~x), using the implementation described in

Section 4.5.4.

Step 3: Players broadcast an ‘OK’ message when they complete Step 2. Each player

waits until it receives at least n− t broadcast messages before continuing to

Step 4.

Step 4: Each player i sends its output oi of the CC protocol of Step 2 to all other

players.
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Step 5: Let si,j be the message received by i from player j the turn after performing

Step 4 (if it received a message; if not, i takes si,j = 0). If there exists a set

S ⊆ [n] with |S| ≥ n − t and a polynomial pi of degree t + k + 1 such that

p(j) = si,j for all j ∈ S, then i sends a message of the form (final, pi(0)) to

all players, outputs pi(0), and terminates.

Step 6: If a player i was not able to complete Step 5 but eventually receives at least

t+ k+ 1 messages of the form (final, v), it outputs v and sends the message

(final, v) to all other players.

Theorem 14. If n > 2k + 3t and f is a function with n inputs, then ~πf satisfies

the following properties:

(a) For all histories with adversaries A = (T, ~τT ) of size at most t + k in which

all players not in T terminate, there exists a vector ~yT of size |T | such that

all honest players output f
(
~x/(T,~yT )

)
.

(b) For all histories with adversaries of size at most t, all honest players termi-

nate.

(c) For all histories with adversaries of size at most t + k, if an honest player

does not terminate, at least n− 2k − 2t honest players do not terminate.

(d) For all adversaries A = (T, ~τT ) with |T | ≤ t + k, if some player not in T

completes Step 4, then the output of players in T is a (randomized) function

of ~xT and the output f
(
~x/(T,~yT )

)
of honest players; otherwise, it is just a

function of ~xT .

Proof. Since all the primitives used satisfy property (b), ~πf satisfies (b) as well.

To see that it satisfies (c) assume that less than n− 2t− 2k honest players do not

terminate. Since the adversary is at most of size t + k, at least t + k + 1 honest
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players i terminate the protocol and thus were able to compute the polynomial pi

at Step 5. Note that since pi is of degree t + k and at least t + k + 1 values si,j

used in the construction of pi were received from honest players, it is guaranteed

that all honest players who terminate output the same value v. This means that

each other honest player receives at least t+ k+ 1 messages of the form (final, v)

and terminate as well.

Property (a) follows from property (a) of the VSS and CC implementations

presented in Sections 4.5.3 and 4.5.4: To see this, suppose that i is an honest

player. Then property (a) of the VSS implementation guarantees that the shares

si,j computed by each other honest player after completing i’s VSS instance in step

1 encode i’s input xi. If i is not honest, then this is not necessarily true; however,

the shares computed by honest players are guaranteed to encode some secret yi in

the input space. Thus, the tuple of secrets used in the CC phase at step 2 is of the

form ~x/(T,~yT ) for some vector ~y. Finally, by property (a) of the CC implementation,

the shares at the end of the circuit computation of f encode f
(
~x/(T,~yT )

)
.

By property (c) of the VSS and CC implementations, the distribution of his-

tories before Step 4 of any subset T of at most t + k players is independent of

the inputs of playes not in T . This means that if no player not in T completes

Step 4, the output of an adversary (T, ~τT ) with |T | ≤ t + k is a function only of

its input ~xT . Similarly, by property (d) of the CC implementation, even if some

honest player completes Step 4, the output of the adversary is a function only of

its input and the output of f . This proves property (d).
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4.5.6 Proof of Theorem 11

We present next a naive construction of ~σACT that does not quite satisfy all prop-

erties of Theorem 3; however, it is quite simple and gives the intuition for the final

construction. Given ~σ + σd, let ~σ′ + σ′d the one-round (k, t)-robust strategy that

implements ~σ + σd given by Proposition 16. Let ~σnaiveACT be the strategy where the

players first run the protocol ~π(f~σ+σd ) of Theorem 14 and then each player i plays

the action of i encoded in the output of f~σ+σd . If a player does not terminate,

it plays its part of the punishment strategy. It might seem that the properties of

Theorem 14 guarantee that ~σnaiveACT has all the required properties. However, con-

sider the game Γ with 20 players, in which the set of actions is {1, 2, . . . , 20}∪{⊥}

and the payoffs are defined as follows:

• If at least 6 players play ⊥, then all players get a payoff of min(0, x − 10)

where x is the number of players playing ⊥.

• If no more than 5 people play ⊥ and at least 13 players play the same non-⊥

action i, then player i receives a payoff of 20 while the rest of the players

receive a payoff of −1, while if no more than 5 players play ⊥ and fewer than

13 players play the same action, then all players receive a payoff of 0.

Consider the following strategy ~σ + σd for Γd: In round 1, the mediator chooses

a number in {1, . . . , 20} uniformly at random and sends that number to all play-

ers. In round 2, the players play whatever action they receive from the mediator.

Clearly, this strategy is (2, 5)-robust and has an expected payoff of 1/20, which

means that playing ⊥ is a 14-punishment strategy. However, ~σnaiveACT is not (2, 5)-

robust: Consider an adversary (K ∪ T, ~τK∪T ), in which K ∪ T = {1, . . . , 7} and

~τK∪T consists of all players i ∈ K ∪ T acting as if they were honest, except that
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in Step 3 of the secure computation of f~σ+σd , i sends its output of the CC only

to player 8 instead of sending it to all players. In the next round, each player

i ∈ K ∪ T computes its action ai as described above and, if ai ∈ T ∪K, i sends a

message of the form (final, ai) to all players and terminates; otherwise it plays ⊥

and terminates.

Note that, in this scenario, all players i ∈ {1, . . . , 8} compute the same value

ai. Thus, if ai ∈ K ∪ T , in Step 5 all honest players are guaranteed to receive

exactly 8 messages of the form (final, ai), implying that all honest players play ai

and terminate. However, if ai 6∈ K ∪ T , no player j ∈ {9, . . . , 20} will be able to

complete Step 5, since j won’t receive enough shares of the CC (note that j must

receive 15 shares to complete the step). Moreover, in Step 6, j will receive only

a single message of the form (final, ai), which means that j will play ⊥. Thus,

all players receive a payoff of 0. It is easy to check that, with adversary A, the

expected payoff for players in K ∪T is 7/10, which is greater than the equilibrium

payoff.

The problem with ~σnaiveACT is that the adversary can decide whether honest players

will terminate after learning some useful information about outcomes. Therefore,

it can make honest players play the punishment strategy if it is in its interest to do

so. (Note that the punishment strategy is worse than the equilibrium payoff only

in expectation.) To fix this problem, in ~σACT , instead of computing f~σ+σd , players

compute a function f~σ+σd
p that outputs whatever f~σ+σd would output with a fixed

probability p ∈ (0, 1], and otherwise it outputs a fixed value ⊥ ∈ F \ f~σ+σd(In)

(which is a value that could not be the output of f~σ+σd). If the output of f~σ+σd
p is

⊥, players compute f~σ+σd
p again; they continue to do so until the output of f~σ+σd

p

is not ⊥. However, before starting a new computation, players tell other players
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if they encountered any problems during the previous computation. If enough

players say that they had problems, all players play the punishment strategy. The

intuition behind this is that the adversary does not know before performing Step

3 of the computation of f~σ+σd
p if the output is going to be relevant or not. If

the adversary deviates in such a way that not enough honest players are able to

perform Step 4 and the output is ⊥, the adversary will be punished. We will

choose the probability of ⊥ to be sufficiently high that it is not worthwhile for the

adversary to deviate.

More precisely, (~σpACT )i proceeds as follows: each player i repeatedly computes

f~σ+σd
p securely, using the implementation presented in Theorem 14. After the `th

computation of f~σ+σd
p (if there is one), each honest player does the following: if the

output v` is not⊥, i plays its part of the action profile encoded in v` and terminates;

otherwise, i sends continue` to all players if it didn’t detect anything wrong during

the `th computation of f~σ+σd
p . Honest players begin the (`+1)st computation only

if they receive enough continue` messages; if they never do, they play their part

of the punishment strategy. The intuition behind this is that if honest players are

able to detect deviations by rational players, it won’t be worthwhile for rational

players to deviate because there’s a high chance that the output of f~σ+σd
p will not

give them useful information. In that case, the deviation will be detected, and the

honest players will play the punishment strategy.

In more detail, i sends a continue` message if, during the computation of f~σ+σd
p ,

i completed Step 2 before completing Step 3 and if it completed Step 5 the round

after completing Step 3. If i receives at least n− t continue` messages, it sends a

continue`∗ message to all players. If i receives at least t+k+1 continue`∗ messages,

it starts the (` + 1)st computation of f~σ+σd
p and sends a continue`∗ message to all
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players (if it hasn’t done so already), even if i hasn’t completed the `th computation

of f~σ+σd
p . If a player does not terminate the protocol (for instance, because it waits

for continue messages from rational players) it ends plays the punishment strategy.

The purpose of this addition to ~σnaiveACT is to guarantee two important properties:

Proposition 19. For all input profiles ~x and all adversaries A = (T, ~τT ) with

|T | ≤ t+ k, if n > 2k + 3t, for all histories ~h of ~σpACT with input ~x and adversary

A and all ` ∈ N, either all honest players begin the `th computation of f~σ+σd
p or at

least n− 2k − 2t honest players do not.

Proposition 20. For all input profiles ~x and all adversaries A = (T, ~τT ) with

|T | ≤ t+ k, if n > 2k + 3t, for all histories ~h of ~σpACT with input ~x and adversary

A and all ` ∈ N, if there exists a player i 6∈ T that begins the (`+ 1) of f~σ+σd
p , then

at least n− t− |T | honest players complete Step 5 of the `th computation of f~σ+σd
p

immediately after completing Step 3 and complete Step 2 before Step 3.

Proposition 19 says that after terminating a computation of f~σ+σd
p with output

⊥, either all honest players begin the next computation or the number of those

who do not is enough to guarantee that no honest player is able to terminate it,

which means that all honest players play their part of the punishment strategy.

Proposition 20 says that if even a single honest player begins the next computation

of f~σ+σd
p , it is guaranteed that a sufficiently large number of honest players received

their shares of the output without delay. Note that this means that rational players

cannot deviate as in the previous example, since they have to decide whether to

send their shares before knowing if the output is ⊥. If they choose not to send

them (or at least not to send them to a sufficiently large number of honest players)

and the output is ⊥, honest players will stop playing and play the punishment

strategy instead.
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Proof of Proposition 19. If fewer than n − 2t − 2k players do not begin the `th

computation of f~σ+σd
p , then at least 2k + 2t + 1 players do. At least t + k + 1 of

those players are honest, and thus all honest players are guaranteed to receive at

least t+ k + 1 messages of the form continue`∗.

Proof of Proposition 20. An honest player must receive at least t+k+1 continue∗

messages in order to continue with the next computation of f~σ+σd
p . Since the

adversary has size at most t+ k, at least one such messages comes from an honest

player, who must have received at least n−t continue messages. At least n−t−|T |

of those n− t continue messages must come from honest players, and those honest

players must have completed Step 2 before Step 3, and Step 5 immediately after

completing Step 3.

We now show that this protocol has the required properties. There are many

ways that rational and malicious players can deviate in ~σACT . Our first step is to

provide a simple characterization of all possible deviations. Let R be the domain

of random inputs. Given a subset T ⊆ [n] and six functions

g1 : N× I |T | ×R → I |T |,

g2 : N× I |T | ×R → 2[n],

g3 : N× I |T | × E|T | ×R → 2[n],

g4 : N× I |T | × E|T | ×R → E|T |,

g5 : N× I |T | ×R → {0, 1},

g6 : N× I |T | ×R → E|T |,

let A(T,g1,g2,g3,g4,g5,g6) be the adversary that performs the following in ~σACT :

1. During the `th computation of f~σ+σd
p (if there is one), each player i ∈ T

computes ~y`T = g1(`, ~xT , r) and performs Steps 1, 2, and 3 acting as an
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honest player with input y`i .

2. In Step 4, each player i ∈ T computes S`1 := g2(`, ~xT , r), and instead of

sending its output at Step 2 to all players, i sends it only to players in S`1.

3. In Step 5, each player i ∈ T reconstructs the output v` of f~σ+σd
p .

• If v` 6= ⊥, i decodes the actions ~a`T of the players in T , computes

S`2 := g3(`, ~xT ,~aT ), sends a message of the form (final, v`) to players in

S`2, computes
−→
act`T := g4(`, ~xT ,~aT , r), and then plays act`i .

• If v` = ⊥, i computes b` := g5(`, ~xT , r). If b` = 1, i sends a continue`

message and a continue`∗ message to all players. Otherwise, i computes

~aT = g6(`, ~xT , r), plays ai, and terminates.

If the adversary is not able to finish computing f~σ+σd
p (e.g., because not enough

honest players finished the previous computation), it computes ~aT = g6(`, ~xT , r),

plays ai, and terminates.

The intuition behind the construction of A(T,g1,g2,g3,g4,g5,g6) is that each of the

functions gi represents a simple deviation that an adversary may perform in ~σpACT :

g1 encodes how the adversary lies about its input in every computation of f~σ+σd
p ; g2

encodes how many honest players terminate each of the subsequent computations

of f~σ+σd
p (note that this is determined by the adversary’s strategy, given that the

honest players play ~σ); g3 encodes how many honest players terminate if f~σ+σd
p is

successfully computed and the output is not ⊥; g4 encodes which action profile the

adversary plays in this situation; g5 encodes whether the adversary sends continue

and continue∗ messages to all honest players or to none, and g6 encodes which

action profile the adversary plays if it never learns the output of f~σ+σd
p .

We next show that all adversaries A of size at most t+ k are equivalent to an
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adversary of the form A(T,g1,g2,g3,g4,g5,g6) for some T ⊆ [n] and functions g1–g6. To

do this, we introduce the following notation. Given a protocol ~π, an adversary A,

and an input profile ~x, let (~π,A, ~x) be the output distribution that results when

running ~π with adversary A and input ~x.

Proposition 21. For all adversaries A = (T, ~τT ) with |T | ≤ t + k, there exist

functions g1 : N×I |T |×R → I |T |, g2 : N×I |T |×R → [n], g3 : N×I |T |×E|T |×R →

[n], g4 : N×I |T |×E|T |×R → E|T |, g5 : N×I |T |×R → {0, 1} and g6 : N×I |T |×R →

E|T | such that, for all inputs ~x, (~σpACT , A, ~x) and (~σpACT , A
(T,g1,g2,g3,g4,g5,g6), ~x) are

identically distributed.

Proof. Given an adversary A = (T, ~τT ) and the history ~h` at the beginning of the

`th computation of f~σ+σd
p , let gA2 be the (randomized) function that determines

which subset of the players complete Step 5 of the `th computation of f~σ+σd
p .

Because the adversary’s deviations are a function of its local history (i.e., the

local histories of the agents in T ), and the distribution over the adversary’s local

histories is independent of the inputs of honest players as long as no honest player

has terminated Step 4 of the `th computation (property (d) of Theorem 14), gA2 is

ultimately a function of the input profile ~xT of players in T and `. Similarly, the

function gA1 that gives the inputs used by the adversary during the `th computation

of f~σ+σd
p is also a function of ~xT and `. Note that by Proposition 19, if not all honest

players start the (`+ 1)st computation of f~σ+σd
p , then at least n− 2t− 2k honest

players never start it. Thus, no honest player completes Step 5 of the (` + 1)st

computation (since this would require messages from at least 2t+ 2k + 1 players)

and no honest player begins any further computation. By Theorem 14(d), if no

honest player terminates the (` + 1)st computation of f~σ+σd
p , the actions that the

players in T play are given by a function gA6 of just ` and their input ~xT . Since

none of the honest players terminates, they all play their part of the punishment
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strategy. This means that the output depends only on whether all honest players

begin the (`+1)st computation of f~σ+σd
p . If all of them do, we can assume without

loss of generality that all malicious players sent continue and continue∗ messages

to all honest players, since the outcome would not change if they did. Similarly,

if some honest player did not begin the (` + 1)st computation, we can assume

without loss of generality that none of the malicious players sent any continue or

continue∗ messages, since again, the outcome would not change if this were the

case. This can be encoded by a randomized Boolean function g5 that, analogously

to g1 and g2, depends just on ~xT and `. Finally, by property (c) of Theorem 14, the

functions gA3 and gA4 that compute which players complete the `th computation of

f~σ+σd
p and what actions the adversary plays if the output of f~σ+σd

p is not ⊥ depend

at most on `, ~xT , and the output v` of f~σ+σd
p . By the construction of f~σ+σd

p , they

both depend only on the actions of players in T encoded in v`, since this is the

only information that the adversary learns from the output.

Clearly, gA1 –gA6 completely determine the output distribution of playing ~σpACT

with adversary A, and, by construction, gA
(T,gA1 ,...,g

A
6 )

j = gAj for all j ∈ {1, . . . , 6}, as

desired.

Let Mi be the maximum possible payoff of player i in Γ (where the maximum

is taken over all input profiles ~x), let Q~x
i be the expected payoff of player i when

players play ~σ+σd and the input profile is ~x, and let Pi be the maximum payoff that

player i can get when at least n− k − t players play their part of the punishment

strategy. By the definition of punishment strategy, Pi < Q~x
i for all ~x ∈ In. Let

Qi := min~x∈In{Q~x
i }, let pi := Qi−Pi

2(Mi−Pi) , and let p∗ := mini∈[n]{pi}. Note that

p∗ ∈ (0, 1) since Pi < Qi ≤ Mi. We next show that the protocol ~σp
∗

ACT has the
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desired properties. We start by showing that

ui(~σ
p∗

ACT , A
(T,g1,g2,g3,g4,g5,g6), ~x) ≤ ui(~σ

p∗

ACT , ~x)

for all T ⊆ [n] with |T | ≤ t + k, all functions g1, . . . , g6, all i ∈ [n], and all

~x ∈ In. To do this, first note that we can assume that if there exist functions

g1, . . . , g6 that maximize ui(~σ
p
ACT , A

(g1,g2,g3,g4,g5,g6), ~x), without loss of generality,

none of these functions depends on ` (the first component of their input). We also

assume without loss of generality that the adversary has size strictly greater than

t, since all primitives are guaranteed to terminate for adversaries of size at most

t (which means that the actual value of f~σ+σd
p is computed regardless of what the

adversary does).

By Proposition 20, if |T | > t and the output of the `th computation of f~σ+σd
p is

⊥, all honest players begin the (`+ 1)st computation if and only if the intersection

of g2(`, ~xT , r) and [n]\T has at least n− t−|T | members. Moreover, since |T | > t,

it is necessary that the adversary sends continue and continue∗ messages as well,

and thus that g5(`, ~xT , r) = 1.

This motivates the following notation: let α~xTi be the probability that the

intersection of the output of gA2 and [n] \ T has at least n − t − |T | members

given input ~xT , and let β~xTi be the probability that the output of g5 is 1 given

~xT conditional on the intersection of the output of gA2 and [n] \ T having size at

least n − t − |T |. Note that by our previous observation, we can assume that

neither of these probabilities depends on `. To simplify the notation, we define

U~x
i := ui(~σ

p
ACT , A

(g1,g2,g3,g4,g5,g6), ~x). With this notation we can bound the expected

payoff of player i as follows:

U~x
i ≤ (1− p)(α~xTi β~xTi U~x

i + (1− α~xTi βi)
~xTPi) + p(α~xTi Q~x

i + (1− α~xTi )Mi).
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To see this, note that the output of f~σ+σd
p is ⊥ with probability 1−p; moreover,

if the output of f~σ+σd
p is ⊥, then all players continue to the next computation of

f~σ+σd
p if and only if the intersection of the output of g2 with [n] \ T has size at

least n− t− |T | and the output of g5 is 1, which occurs with probability α~xTi β~xTi .

If this is the case, then player i gets a payoff of U~x
i , since all players begin a fresh

computation of f~σ+σd
p . Otherwise, at least n−t−|T | honest players don’t terminate

and don’t begin the next computation of f~σ+σd
p , guaranteeing that no honest player

will be able to complete the next computation of f . In this case, all honest players

play their part of the punishment strategy and i’s payoff is bounded by Pi. If the

output of f~σ+σd
p is not ⊥, which occurs with probability p if the intersection of the

output of g2 and [n]\T has size at least n− t−|T | at least t+k+ 1 honest players

are able to complete Step 5 of the computation of f~σ+σd
p , which guarantees that

all honest players complete Step 6. This means that all honest players play the

action for them encoded in the output of f~σ+σd
p . In this scenario, note that the

payoff of i is bounded by Q~x
i even though rational and malicious players might play

actions other than the ones given by f~σ+σd
p . Otherwise, the same deviation (playing

an action other than the one given by the mediator) could increase i’s payoff in

~σ + σd, which would contradict the assumption that ~σ + σd is (k, t)-resilient. An

analogous argument can be used to show that i’s payoff is still bounded by Q~x
i even

though rational and malicious players may play as if they had inputs other than

~xT . Finally, in the remaining case, i’s payoff is bounded by its maximum possible

payoff Mi. If we isolate U~x
i from the previous equation, we get that

U~x
i ≤

(1− p)(1− α~xTi β~xTi )Pi + pα~xTi Q~x
i + p(1− α~xTi )Mi

1− (1− p)α~xTi β~xTi
.

The following lemma implies that U~x
i ≤ Q~x

i , which shows that ~σpACT is (k, t)-

resilient; t-immunity follows easily from property (b) of Theorem 14.
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Lemma 12. If A < B ≤ C and 0 < p < B−A
C−A , then

sup
x,y∈[0,1]

(1− p)(1− xy)A+ pxB + p(1− x)C

1− (1− p)xy
≤ B. (4.3)

Proof. Let ε1 = B − A and let ε2 = C − B. By assumption, ε1 > 0 and ε2 ≥ 0.

Replacing A with B− ε1 and C with B+ ε2 in the numerator of the left-hand side

of (4.3), and then rearranging terms, we get that

(1− p)(1− xy)A+ pxB + p(1− x)C

1− (1− p)xy
= B − (1− p)(1− xy)ε1 − p(1− x)ε2

1− (1− p)xy

and p < ε1
ε2+ε1

.

Let g(x, y) = (1 − p)(1 − xy)ε1 − p(1 − x)ε2. This lemma reduces to the fact

that g(x, y) ≥ 0 if x, y ∈ [0, 1]. We can rewrite g(x, y) as

g(x, y) = (1− xy)ε1 − p((1− xy)ε1 + (1− x)ε2).

Since p < ε1
ε2+ε1

, it follows that

g(x, y) ≥ (1− xy)ε1 −
ε1((1− xy)ε1 + (1− x)ε2)

ε1 + ε2
,

or equivalently,

g(x, y) ≥ ε1ε2x(1− y)

ε1 + ε2
,

which is clearly positive for (x, y) ∈ [0, 1]2.
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CHAPTER 5

IMPLEMENTING SEQUENTIAL EQUILIBRIA

In this chapter we extend the results in Chapter 4 by showing that any k-

resilient sequential equilibrium with a mediator can also be implemented without

the mediator if n > 3k in synchronous systems, or if n > 4k in asynchronous

systems. We begin with an introduction of the necessary game-theoretic concepts

that are needed to understand the statements and results.

5.1 Game-Theoretic Definitions

A normal-form game Γ is a tuple (P,A, U), where P = {1, . . . , n} is the set of

players, A = A1×· · ·An, where Ai is the set of possible actions for player i ∈ P , and

U = (u, . . . , un) is an n-tuple of utility functions ui : A → R, again, one for each

player i ∈ P . A pure strategy profile ~a is an n-tuple of actions (a1, . . . , an), with

ai ∈ Ai. A mixed strategy for player i is an element of ∆(Ai), the set of probability

distributions on Ai. We extend ui to mixed strategy profiles σ = (σ1, . . . , σn) by

defining ui(σ) =
∑

(a1,...,an)∈A σ1(a1) . . . σn(an)ui(a1, . . . , an): that is, the sum over

all pure strategy profiles ~a of the probability of playing ~a according to σ times the

utility of ~a to i.

Definition 20. In a normal-form game Γ, a (mixed) strategy profile ~σ =

(σ1, . . . , σn) is a Nash equilibrium if, for all i ∈ P and strategies σ′i ∈ ∆(Ai)

ui(σi, ~σ−i) ≥ ui(σ
′
i, ~σ−i).

Definition 21. In a normal-form game Γ = (P,A, U), a distribution p ∈ ∆(A)

is a correlated equilibrium (CE) if, for all i ∈ P and all a′i, a
′′
i ∈ Ai such that
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p(a′i) > 0,

∑
~a∈∆(A):ai=a′i

ui(a
′
i,~a−i)p(~a | ai = a′i) ≥

∑
~a∈∆(A):ai=a′i

ui(a
′′
i ,~a−i)p(~a | ai = a′i).

Intuitively, for a distribution p over action profiles to be a correlated equilib-

rium, it cannot be worthwhile for player i to deviate from ai to a′i if i knows only

that ~a is sampled from distribution p (and ai). Note that all Nash equilibria are

correlated equilibria as well. As in Chapter 4, we can extend these definitions to

a setting in which coalitions of k players may deviate in a coordinated way:

Definition 22. In a normal-form game Γ, a (mixed) strategy profile ~σ =

(σ1, . . . , σn) is a k-resilient Nash equilibrium if, for all coalitions K of size at

most k, all i ∈ K, and all strategies ~σ′K ∈ ∆(AK)

ui(~σK , ~σ−K) ≥ ui(~σ
′
K , ~σ−K).

Definition 23. Given a normal-form game Γ = (n,A, U), a distribution p ∈ ∆(A)

is a k-resilient correlated equilibrium if, for all subsets K ⊆ P such that |K| ≤ k,

all i ∈ K, and all action profiles ~a′K ,~a
′′
K for players in K such that p(~a′K) > 0,

∑
~a∈∆(A):~aK=~a′K

ui(~a
′
K ,~a−K)p(~a | ~aK = ~a′K) ≥

∑
~a∈∆(A):~aK=~a′K

ui(a
′′
K , a−K)p(~a | ~aK = ~a′K).

Simply put, a distribution p ∈ ∆(A) is a k-resilient correlated equilibrium if no

subset of at most k players would be better off by deviating if they knew that the

action profile used was sampled according to p (and they knew their components

of the profile), even if they could coordinate their deviations.

An extensive-form game Γ is a tuple (P,G,M,U,R), where

• P = {1, . . . , n} is the set of players.
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• G is a game tree in which each node represents a possible state of the game

and each of the edges going out of a node an action that a player can perform

in the state corresponding to that node. (In the sequel, we refer to the edges

as actions.)

• M is a function that associates with each non-leaf node of G (we let G◦

denote the non-leaf nodes) a player in P that describes which player moves

at each of these nodes; if M(v) = i, then all the edges going out of node v

must correspond to actions that player i can play.

• U = (u1, . . . , un) is an n-tuple of utility functions from the leaves of G to R.

• R = (∼1, . . . ,∼n) is an n-tuple of equivalence relations on the nodes of

G◦, one for each player. Intuitively, if v ∼i v′, then nodes v and v′ are

indistinguishable to player i. Clearly, if v ∼i v′ for some i ∈ [n], then the set

of possible actions that can be performed at v and v′ must be identical and

M(v) = M(v′) (for otherwise, i would have a basis for distinguishing v and

v′).

The equivalence relation ∼i induces a partition of G◦ into equivalence classes called

information sets (of player i). It is more standard in game theory to define ∼i

as an equivalence relation only on the nodes where i moves. We define it on all

non-leaf nodes because if K is a subset of players, we are then able to define ∼K

as the the intersection of ∼i for i ∈ K. Intuitively, v ∼K v′ if the agents in K

cannot distinguish v from v′, even if they pool all their information together. We

will need the equivalence relation ∼K for some of our definitions below.

A (pure) strategy si for player i in an extensive-form game Γ is a function that

maps each node v where i moves to an action in v, with the constraint that if

two nodes are indistinguishable to i, then si must choose the same action on both.
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More precisely, if v ∼i v′ then si(v) = si(v
′). Each pure strategy profile ~s induces

a unique path from the root of the tree to some leaf ` ∈ G \ G◦ where, given

node v on the path, the next node in the path is defined by sM(v)(v). The payoff

of player i given strategy ~σ is given by ui(`), although we also write ui(~σ) for

simplicity. A behavioral strategy for player i allows randomization. More precisely,

a behavioral strategy is a function si that maps each node v such that M(v) = i

to a distribution over i’s possible actions at v (again, with the requirement that

si(v) = si(v
′) if v ∼i v′). We denote by ui(~σ) the expected payoff of player i if

players play (behavioral) strategy profile ~σ.

Nash equilibrium is defined for extensive-form games just as it is in strategic-

form games. Given a NE ~σ, the equilibrium path consists of the nodes of G that can

be reached with positive probability using ~σ. It is well known that in extensive-

form games, Nash equilibrium does not always describe what intuitively would be

a reasonable play. For instance, consider the following game for two players in

which (p1, p2) describes the payoff of players 1 and 2 respectively:

a

b c

(−5,−5) (0, 0) (1, 1)(5, 5)
d e f g

A B

L R L R

1

2 2

In this case, the strategy profile in which player 1 plays B in a and player 2 plays

L in b and R in c is a Nash Equilibrium. However, the reason that it is better

for player 1 to play B is that if it plays A then player 2 would play L and they

would both get a utility of −5. This means that player 1 is being influenced by

an irrational threat, since if 1 plays A it is in player 2’s best interest to play R

instead of L. In order to avoid these situations, we can extend the notion of Nash
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Equilibrium to Subgame-Perfect Nash Equilibrium, in which the strategy must be

a Nash Equilibrium in all of its subgames as well. In the example above, the

only subgame-perfect equilibrium is the one given by σ1(a) = A, σ2(b) = R and

σ2(c) = R.

Unfortunately, subgame-perfect equilibrium may not be well-defined if players

have nontrivial information sets. Consider the following game, where b and b′ are

in the same information set for player 2, as are c and c′.

1

2

a

b c

(−5,−5) (0, 0) (1, 1)(5, 5)

b′ c′

(1, 1) (0, 0)(1, 1)(0, 0)
d e f gd′ e′ f ′ g′

22 2

A B C D

L L LLR R R R

In b′, player 2 would play L; in b, it would play R. For player 2 to decide its move, it

must have a belief about the probability of being at each node of the information

set, and this belief must be consistent with the strategy ~σ being played. For

example, if σ1(a) = B if player 2 is in information set {b, b′}, then 2 would be sure

that the true node is b′. We capture the players’ beliefs by using a belief system

b, which is a function from information sets I to a probability distribution over

nodes in I. Intuitively, if I is an information set for player i, then b represents

how likely it is for i to be in each of the nodes of I. Note that if ~σ is completely

mixed, which means that all actions are taken with positive probability, then b is

uniquely determined by Bayes’ rule. More generally, we say that a belief system b

is consistent with a strategy ~σ if there exists a sequence ~σ1, ~σ2, . . . of completely

mixed strategies that converges to ~σ such that the beliefs induced by Bayes’ rule

converge to b. Given an extensive-form game Γ = (P,G,M,U,R), a strategy profile

~σ, a belief system b, and an information set I for player i, let ui(~σ, I, b) denote i’s
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expected utility conditional on being in information set I and having belief system

b, if ~σ is played.

Definition 24 ([24]). A pair (~σ, b) consisting of a strategy profile ~σ and a be-

lief system b consistent with ~σ is a sequential equilibrim if, for all players i, all

information sets I of player i, and all strategies τi for player i,

ui(~σ, I, b) ≥ ui((τi, ~σ−i), I, b).

Even though it is standard to define a sequential equilibrium as a pair (~σ, b)

consisting of strategy profile and a belief assessment, for convenience we also say

that a strategy profile ~σ is a sequential equilibrium if there exists a belief assessment

b such that (~σ, b) is a sequential equilibrium.

Abraham, Dolev, and Halpern [4] (ADH) generalized sequential equilibrium to

allow for deviations by up to k players. To make this precise, we first need to

define a generalization of a belief system.

Definition 25. Let Γ = (P,G,M,U,R) be an extensive form game and K ⊆ P be

a subset of players. We define the equivalence relation ∼K by v ∼K v′ iff v ∼i v′

for all i ∈ K. The equivalence classes of ∼K are called K-information sets.

Definition 26. A k-belief system b in a game Γ is a function that maps each K-

information set I such that K ⊆ P and |K| ≤ k to a distribution over the nodes

in I.

We can define what it means for a k-belief system to be consistent with ~σ just

as we did in the case of belief systems. With these definitions in hand, we can find

the desired generalization of sequential equilibrium.
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Definition 27. A pair (~σ, b) consisting of a strategy profile ~σ and a k-belief system

b consistent with ~σ is a k-resilient sequential equilibria if, for all K ⊆ P with

|K| ≤ k, all K-information sets I, and all strategies τK for players in K,

ui(~σ, I, b) ≥ ui((τK , ~σ−K), I, b)

for all i ∈ K.

Note that the notions of 1-resilient correlated equilibrium and 1-resilient se-

quential equilibrium are equivalent to the standard notions of correlated equilib-

rium and sequential equilibrium, respectively.

Bayesian Games

In all of the previous definitions, the utility of each player is assumed to be common

knowledge (perfect information). However, this is not always the case. Bayesian

games capture this idea by assuming that each player i has a type ti ∈ Ti sampled

from a distribution q ∈ ∆(T ), where T = (T1, . . . , Tn), and that the utility ui

of i is not only a function of the action profile being played, but also of its type

ti. Formally, a Bayesian games is a tuple (P, T, q, A, U), where, as in normal-form

games, P , A, and U are the set of players, their actions, and their utility functions,

respectively; T is the set of possible type profiles, and q is a distribution in ∆(T ).

A strategy in a Bayesian game for player i is a map µi : Ti → ∆(Ai). Intuitively,

a strategy in a Bayesian game tells player i how to choose its action given its type.

A correlated strategy profile is a map µ : T → ∆(A). Note that all distributions

over strategy profiles can be viewed as correlated strategy profiles, but the converse

is not true. For instance, in a game for two players in which Ai = Ti = {0, 1}

for all i, a correlated strategy profile may consist of both players playing action
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t1 + t2 mod 2; this cannot be represented by a strategy profile, since players must

independently choose their action given their type.

Since the distribution q is common knowledge, given a (possibly correlated)

strategy profile ~µ in Γ, the expected utility of a member i of a coalition K is

ui(~µ) =
∑

~tK∈TK

q(~tK)
∑
~t

q(~t | ~tK)ui(~µ(~t)),

where ui(~µ(~t)) denotes the expected utility of player i when an action profile is

chosen according to (µ(~t)). Intuitively, we are assuming that players in K can share

their types, which is why we condition on ~tK . This allows us to define k-resilient

Nash equilibrium in Bayesian games:

Definition 28. In a Bayesian Game Γ = (P, T, q, A, U), a strategy profile ~µ :=

(µ1, . . . , µn) is a k-resilient Nash equilibrium if, for all type profiles ~t ∈ T , all

coalitions K with |K| ≤ k, all maps µ′K : TK → ∆(AK), and all i ∈ K,

ui(~µ) ≥ ui(~µ−K , µ
′
K)

We can generalize correlated equilibrium to Bayesian games as follows. We can

view a correlated equilibrium as a distribution p ∈ ∆(A) such that if a trusted

mediator samples an action profile ~a ∈ p and sends action ai to each player i, it is

always better for i to play ai rather than something else. In a Bayesian game, the

mediator instead samples the action profile from a distribution that depends on

the type profile. More precisely, suppose that players send their types to a trusted

mediator, the mediator samples an action profile ~a from a distribution µ(~t) that

depends on the type profile ~t received, and then sends action ai to each player i.

We say that µ is a communication equilibrium if it is optimal for the players to (a)

tell their true type to the mediator, and (b) play the action sent by the mediator.

The following definitions make this precise.
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Definition 29 ([19, 26]). A correlated strategy profile µ : T → ∆(A) is a com-

munication equilibrium of Bayesian Game Γ = (P, T, q, A, U) if, for all i ∈ P , all

ψ : Ti → Ti and all ϕ : Ai → Ai, we have that

∑
~t−i∈T−i

∑
~a∈A

q(t−i, ti)µ(~a | ~t−i, ti)ui(~t−i, ti,~a) ≥

∑
~t−i∈T−i

∑
~a∈A

q(t−i, ti)µ(~a | ~t−i, ψ(ti))ui(~t−i, ti,~a−i, ϕ(ai)).

Definition 30. A correlated strategy profile µ : T → ∆(A) is a k-resilient com-

munication equilibrium of Bayesian Game Γ = (P, T, q, A, U) if, for all K ⊆ P ,

all i ∈ K, all ψ : TK → TK, and all ϕ : AK → AK, we have that

∑
~t−K∈T−K

∑
~a∈A

q(t−K ,~tK)µ(~a | ~t−K ,~tK)ui(~t−K ,~tK ,~a) ≥

∑
~t−K∈T−K

∑
~a∈A

q(t−K ,~tK)µ(~a | ~t−K , ψ(~tK))ui(~t−K ,~tK ,~a−K , ϕ(~aK)).

In Definition 30, the functions ψ and ϕ represent possible deviations for players

in K; ψ describes how they might lie to the mediator about their type (by sending

type profile φ(~tK) instead of their actual type profile ~tK), while ϕ represents how

the might deviate in what they do (playing strategy profile ϕ(~aK) instead of the

strategy profile ~aK suggested by the mediator). Definition 30 says that µ is a

k-resilient communication equilibrium if none of these deviations is profitable for

the players in K.

We can combine the notions of extensive-form game and Bayesian game in the

obvious way to get extensive-form Bayesian games : we start with an extensive

form game, add a type space T and a commonly known distribution q on T , and

then have the utility function depend on the type profile as well the leaf reached.

We leave formal details to the reader.
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5.1.1 Communication games

As in Section 4.1, given a normal-form game Γ = (n,A, U) or a Bayesian game

Γ = (P, T, q, A, U), consider an extension ΓCT in which players can communicate

among themselves before playing an action in Γ. We call this extension a cheap-

talk game. More precisely, in a cheap-talk game ΓCT , players are able to exchange

messages and play an action in Γ (although they may play an action in Γ at most

once). The payoff of each player is defined by U , given the action profile played in

Γ.

We can view cheap-talk games as possibly infinite extensive-form games in

which the nodes are the global histories ~h = (h1, . . . , hn) of the players, and the

edges are either performing an internal operation, sending messages or playing an

action in the underlying game. A global history ~h is just a tuple of local histories,

where the local history hi of player i contains all internal computations (which

may include randomization), all messages sent by i and received by i, along with

their time stamps (in the synchronous case) or the number of times that i was

scheduled since the beginning of the game (in the asynchronous case). Two global

histories ~h = (h1, . . . , hn) and ~h′ = (h′1, . . . , h
′
n) are indistinguishable by player i if

hi = h′i. Analogously, ~h and ~h′ are indistinguishable by a coalition K of players if

~hK = ~h′K .

We say that a strategy ~σ in a communication game ΓCT implements a strategy

τ in Γ if the outcome induced by ~σ in Γ is identical to that induced by τ . If Γ

is a normal-form game, the outcome induced by ~σ is the distribution over action

profiles in Γ that results when ~σ is played in ΓCT . If Γ is a Bayesian game, the

outcome is a map from type profiles to distributions over action profiles (i.e. a

correlated strategy profile).
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5.2 Main results

Given a normal-form or Bayesian game Γ, let ΓCT ,syn be the synchronous cheap-

talk extension of Γ and let ΓCT ,asyn be its asynchronous extension. Let ΓdCT ,syn

and ΓdCT ,asyn be the synchronous and asynchronous cheap-talk extensions of Γ in

which players can also communicate with a trusted mediator d. If Γ is a normal-

form game, let CEk(Γ) denote the set of possible distributions over action profiles

induced by a k-resilient correlated equilibria in Γ; if Γ is a Bayesian game, let

Comk(Γ) denote the set of possible maps from type profiles to distributions over

action profiles induced by k-resilient communication equilibria in Γ; if ΓCT is a

communication game, let SEk(ΓCT ) denote the set of possible strategies in Γ in-

duced by k-resilient sequential equilibria in ΓCT (note that if Γ is a normal-form

game, SEk(ΓCT ) is a set of distributions over action profiles, while if Γ is a Bayesian

game, SEk(ΓCT ) is a set of maps from type profiles to distributions over action

profiles).

In the rest of this chapter, we consider only equilibria in which each action pro-

file is sampled with rational probability. The reason for this restriction is that it is

a standard assumption in distributed systems that messages have finite length and

that players cannot perform arbitrarily large operations. This means that agents

cannot encode real numbers into messages and they cannot perform operations on

real numbers, in general. If we relax these constraints and allow players to send

messages and operate with real numbers, our results can be extended to all equi-

libria inside the convex hull of rational equilibria, using techniques due to Gerardi

[20]. These techniques are described in Section 5.5.

Theorem 15. If Γ = (P, T, q, A, U) is a Bayesian game for n players, then

SEk(ΓCT ,syn) = SEk(Γ
d
CT ,syn) for all k such that n > 3k.
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Theorem 16. If Γ = (P, T, q, A, U) is a Bayesian game for n players, then

SEk(ΓCT ,asyn) = SEk(Γ
d
CT ,asyn) for all k such that n > 4k, with both the default

move and AH approaches.

If Γ is a normal-form game, the sets SEk(Γ
d
CT ,syn) and SEk(Γ

d
CT ,syn) can be

easily described (Gerardi [20] shows this result for the synchronous case with k =

1).

Proposition 22. If Γ = (P,A, U) is a normal-form game for n players, then

SEk(Γ
d
CT ,syn) = SEk(Γ

d
CT ,asyn) = CEk(Γ) for all k ≤ n.

Proof. Clearly, the distribution over actions induced by k-resilient sequential equi-

librium strategy ~σ in ΓdCT ,syn (or ΓdCT ,asyn) is also a k-resilient correlated equilibrium

of Γ, for otherwise there exists a coalition K of at most k players that can increase

their utility by deviating from ~σ by playing a different action in the underlying

game. For the opposite inclusion, observe that all k-resilient correlated equilibria

p of Γ can be easily implemented with a mediator in both synchronous and asyn-

chronous settings: the mediator samples an action profile ~a following distribution

p and gives ai to each player i. Then each player i plays whatever is sent by the

mediator, and if it never receives an action during the communication phase, it

plays the best response assuming that all other players play their part of ~a and ~a

is sampled from p.

Theorems 15 and 16 together with Proposition 22 imply the following corollar-

ies:

Corollary 2. If Γ = (P,A, U) is a normal-form game for n players, then

SEk(ΓCT ,syn) = CEk(Γ) for all k such that n > 3k.
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Corollary 3. If Γ = (P,A, U) is a normal-form game for n players, then

SEk(ΓCT ,asyn) = CEk(Γ) for all k such that n > 4k, with both the DM and AH

approaches.

For Bayesian games, we have the following result.

Proposition 23. If Γ = (P, T, q, A, U) is a Bayesian game for n players, then

SEk(Γ
d
CT ,syn) = Comk(Γ) for all k ≤ n.

The proof is analogous to that of Proposition 22, although we outline a more

detailed construction in Section 5.3. With this proposition we can easily describe

SEk(ΓCT ,syn) as well:

Corollary 4. Let Γ = (P, T, q, A, U) be a Bayesian game for n players, then

SEk(ΓCT ,syn) = Comk(Γ) for all k such that n > 3k.

Unfortunately, we do not believe that there is a simple description of

SEk(Γ
d
CT ,asyn). Asynchrony seems to make things much more complicated. Rea-

soning analogous to that of the proof of Proposition 22 shows that SEk(Γ
d
CT ,asyn) ⊆

Comk(Γ), but it is still an open problem if all k-resilient communication equilibria

of Γ can be implemented with a mediator in asynchronous systems. In synchronous

systems, the mediator can assign a default ⊥ type to players that didn’t send a

message. However, in asynchronous systems, the mediator cannot distinguish be-

tween players that didn’t send their type and players that send it but are being

delayed by the scheduler. Nevertheless, if players can somehow punish those that

never send a type, the same construction used in the synchronous case would suf-

fice for the asynchronous case as well. More precisely, with the AH approach, all

µ ∈ Comk(Γ) can be implemented in ΓdCT ,asyn if Γ has a k-punishment equilibrium

with respect to µ.
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Definition 31 ([13, 1]). If Γ = (P, T, q, S, U) is a Bayesian game for n players

and µ ∈ Comk(Γ), then a k-punishment equilibrium with respect to µ is a strategy

profile ~τ such that

(a) ~τ is a k-resilient Nash equilibrium of Γ.

(b) If at least n− k players play their part of ~τ , all players are guaranteed to get

a lower expected payoff than the expected utility of µ.

Intuitively, a punishment equilibrium with respect to µ is a strategy that is a k-

resilient Nash equilibrium which, if played by enough players, results in all players

being worse off than they would be with µ. If a punishment equilibrium exists,

then players can implement communication equilibria in asynchronous systems:

Proposition 24. If Γ = (P, T, q, S, U) is a Bayesian game, µ ∈ Comk(Γ), and Γ

has a k-punishment equilibrium ~τ with respect to µ, then µ ∈ SEk(ΓdCT ,asyn) with

the AH approach or with the default move approach if the default move is ~τ .

Proof. Given µ, consider the strategy ~σCT in ΓdCT ,asym where each player sends its

type to the mediator, the mediator waits until it receives the type of all players

(note that it may never receive the types of all players), then computes ~a := µ(~t)

and sends ai to each player i. If a player receives an action from the mediator,

it plays that action. If player i never receives an action from a mediator, it plays

τi. It is easy to check that ~σCT is a k-resilient sequential equilibrium: since µ′ is

a k-punishment equilibrium with respect to µ, it is never in the interest of any

player not to send its input. Since µ ∈ Comk(Γ), it is also not in the interest of i

to lie about its input or to play an action different from what the mediator sends.

Moreover, if a player i does not receive an action to play, it will believe that no one

else did, and since ~τ is a k-resilient Nash equilibrium, playing τi is optimal.
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5.2.1 Outline of the proofs

The proof of Theorems 15 and 16 is divided in two parts. We first present a

relatively simple strategy ~σ in ΓCT that implements the desired communication

equilibrium µ and tolerates deviations of up to k players. Moreover, with ~σ, no

subset of at most k players can sabotage the joint computation or learn anything

other than what they were originally supposed to learn. These security properties

of ~σ guarantee that it is a k-resilient Nash equilibrium.

The next step in the proof is extending ~σ to a k-resilient sequential equilibrium

~σseq. The key idea for doing this is showing that there exists a belief system b such

that all coalitions K of at most k players believe that all players that deviated from

the protocol did so by sending inappropriate messages only to players in K; that

is, each coalition K of size at most k believes that if i, j 6∈ K, then i and j always

send the messages that they are supposed to send according to ~σ to each other. If

players have belief system b, then all coalitions K with |K| ≤ k believe, regardless

of their local history, that the remaining players will always compute their part of

the communication equilibrium correctly, since ~σ tolerates deviations by up to k

players and all the players not in K get the same messages that they would in K

(and thus are not experiencing deviations by more than k players). Moreover, in

the construction of ~σ, if less than k players deviate, all players eventually receive

enough information to compute their own action, even if they don’t take part in

the computation. These two properties are enough to guarantee that it is never

to the benefit of players in K to deviate during the communication phase, since

(they believe that) nothing they can do will affect what the remaining players play

in the underlying game, and they can’t learn any additional information.

Constructing a strategy profile that implements a given communication equi-
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librium with a mediator is in general nontrivial, since players must not only jointly

compute the action that the mediator sends to each player, but it should also be

the case that each player i does not learn anything form the communication phase

other than its own action ai since if i was able to get such information, i might be

tempted to deviate (since it might have more information about what the utility of

deviating would be). However, players can achieve the desired security properties

using the VSS and CC protocols described in Section 2.2.1.

5.3 Proof of Theorem 3

5.3.1 Constructing a k-resilient Nash Equilibrium

By definition, SEk(ΓCT ,syn) ⊆ SEk(Γd,syn). It thus remains to show that a k-

resilient sequential equilibrium with a mediator can be implemented by a k-resilient

sequential equilibrium in the communication game. As we noted in Section 5.2,

SEk(Γd,syn) = Comk(Γ), and thus SEk(ΓCT ,syn) ⊇ SEk(Γd,syn) reduces to show

that all k-resilient communication equilibria µ of Γ can be implemented with cheap

talk without a mediator. We begin by constructing a strategy profile ~σ in ΓCT ,syn

that is a k-resilient Nash Equilibrium and induces the same correlated strategy

profile as µ.

Given µ, consider the canonical protocol ~σcan for n players and a mediator in

which each player i sends its type ti to the mediator, the mediator then computes

the type profile ~t of the players using the messages received, and replacing the

types of players that didn’t send theirs by a default type ⊥. The mediator then

samples ~a ∈ ∆(A) according to the distribution µ(~t) and sends ai to each player
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i. If i sent its true type at the beginning of the game and receives an action ai

from the mediator, it plays ai. Otherwise, it plays the best response assuming that

the remaining players are playing their part of µ(~t) (note that the best response

is well-defined since both µ and the distribution q of type profiles are common-

knowledge). It is straightforward to check that ~σcan induces the same correlated

strategy profile as µ, and that ~σcan is a k-resilient sequential equilibrium. The

details are left to the reader.

The idea for constructing ~σ is that instead of having a mediator that receives

the types of the players and then computes µ, the players perform these tasks by

themselves using VSS and CC to help them simulate the mediator: each player

i, instead of sending its type ti to the mediator, it shares it between all players

using a k-resilient VSS implementation. After the necessary amount of rounds

to perform VSS, players compute (a1, . . . , an) := µ(t1, . . . , tn) with CC, using as

input the shares of each of the types ti. Each player i then sends to each player

j its share of aj. That way, each player i can compute its own action ai without

learning anything about the other players’ actions.

Note that, since ~a is sampled from µ(~t), players are required to randomize in a

coordinated way. The problem of jointly sampling an element from a distribution

with rational probabilities over a finite set can be reduced to the problem of sam-

pling an integer from [N ] := {1, . . . , N} for some N , as the following proposition

shows.

Proposition 25. Given a correlated strategy profile µ with rational parameters,

there exists an integer N and a function µ∗ : T × [N ] → ∆(S) such that, if X~t is

the distribution over action profiles induced by µ∗(~t, r) when r is uniformly sampled

from [N ], then X~t and µ(~t) are the same for all ~t ∈ T .
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Proof. Fix an integer N such that, for all ~t, all probabilities in µ(~t) are integer

multiples of 1/N . For each ~t, partition N into subsets C1, C2, . . . , Cm such that

|Ci| is proportional to the ith probability in µ(~t). Let µ∗(~t, r) output the ith action

profile in µ(~t) if r ∈ Ci for some i, It is straightforward to check that µ∗ satisfies

the desired properties.

Players can thus compute the desired action profile using a deterministic func-

tion µ∗ given that they are able to jointly sample an integer r ∈ N uniformly at

random. We present next a formal construction of the protocol ~σ described above:

Phase 1: Each player i generates a random number ri between 1 and N uniformly at

random. Then i shares ri and its type ti using a k-resilient VSS procedure.

If a player i does not share ti or ri this way, ti and ri are assumed to be a

default type ⊥ ∈ Ti and 0 respectively.

Phase 2: For each player j, let rij be i’s share of rj and tij be i’s share of tj. Each

player i initiates a k-resilient CC of the functions µ∗1, . . . , µ
∗
n, where µ∗j(~t, ~r)

is the jth component of µ∗(~t, r) and r := r1 + . . . + rn mod N . Player i’s

inputs for each of these CC instances are precisely the shares ri1, . . . , r
i
n and

ti1, . . . , t
i
n computed in Phase 1.

Phase 3: For each player i, let oij be i’s output of the CC instance of µ∗j (which is i’s

share of µ∗j(~t, ~r)). Each player i sends each share oij to each player j.

Phase 4: If i shared its true type in Phase 1 and i receives at least n−k shares oji from

different players such that every subset of size k + 1 of those shares defines

the same secret ai, i plays ai and terminates.

Phase 5: If i did not terminate in Phase 4, it plays a best response given its local
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history, assuming that all the remaining players play their part of the com-

munication equilibrium.

Note that the behavior of the players in ~σ is not always explicitly defined. For

instance, if a player i doesn’t successfully terminate Phase 2 (for instance, because

other players deviated), the protocol does not say now to proceed. If the protocol

does not explicitly say what to do, then player i simply does nothing.

Proposition 26. If n > 3k, ~σ is a k-resilient Nash equilibrium and induces the

same correlated strategy profile as µ.

Proof. Clearly ~σ induces the same correlated strategy profile as µ by construction.

The fact that ~σ is a k-resilient NE follows directly from the properties of k-resilient

VSS and k-resilient CC: no matter what a coalition of at most k players does, the

remaining n−k players are guaranteed to terminate all their VSS and CC instances

correctly. Since honest players choose ri uniformly at random, the number r :=

r1 + . . . + rn is also randomly distributed in [N ] regardless of what a coalition of

at most k players decides to share. This guarantees that the actions a1, . . . , an

encoded by the shares (o1
1, . . . , o

n
1 ), . . . , (o1

n, . . . , o
n
n) of honest players follow the

same distribution as µ(~t). The correctness of the output of each player follows

from the fact that if a player i waits until receiving at least 2k + 1 shares that

define the same secret ai, at least k+ 1 of those shares were sent by honest players

and thus define the correct value ai (note that if n > 3k, all players are guaranteed

to be able to reconstruct their action ai in Phase 4 even if a coalition of k players

deviates, since at least 2k+1 players are honest). To complete the proof, note that

the secrecy properties of the k-resilient VSS and CC guarantee that no coalition

of at most k players can learn anything besides their own actions, and thus that

playing the action ai computed in Phase 4 is optimal.
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5.3.2 Constructing a k-resilient Sequential Equilibrium

Proposition 26 shows that, for all µ ∈ Comk(Γ), there exists a strategy ~σ in ΓCT

such that ~σ is a k-resilient Nash Equilibrium that implements µ. Our aim is to

extend ~σ to a k-resilient sequential equilibrium. The difficulty of constructing such

an extension is due to the fact that the k-resilience of VSS and CC guarantees that

no coalition of at most k players can prevent the remaining players from carrying

out the VSS and CC computations if no other player deviates (which is all that

is needed to show that the construction gives a k-resilient Nash Equilibrium).

However, it is not clear what the coalition can accomplish starting at a point off

the equilibrium path where they detect that other players are deviating as well.

For instance, consider a normal-form game Γ for n players such that the set of

actions for each player is [n]. Given an action profile ~a, if at least n − k players

played a different action, all players get a payoff of 0, and otherwise all players

get a payoff of 1. Consider the k-resilient correlated equilibrium p consisting of

all possible permutations of [n], which means that the payoff of each player if an

action profile in the support of p is 0. Consider the following situation, where

players play the protocol ~σ described in Section 5.3.1: if a coalition K of at most

k players is being honest but they detect an inconsistency between their local

histories, it must be the case that one of the remaining n − k players deviated.

Since k-resilient implementations of VSS and CC can guarantee the correctness of

the outputs only when at most k players deviate, it is certainly possible that there

exists a strategy for players in K such that, from this point on, they get a payoff

of 1. If this is the case, then we do not have a sequential equilibrium.

Our approach to implementing µ with a k-resilient sequential equilibrium is to

show that there exists a k-belief system such that all coalitions K of size at most
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k believe, regardless of their local history, that

(a) The remaining players will successfully complete their part of ~σ, with or

without the help of players in K.

(b) Players in K cannot deduce more information about the input profile ~x and

action profile ~a being played other than their own actions ~aK and their inputs

~xK . (and the fact that ~a is sampled from µ(~x)).

(c) If a player i ∈ K receives at least 2k + 1 shares as required in Phase 4, then

these shares are all correct.

It is important to stress that property (b) does in fact depend on the beliefs of

players in K: If some player i in K receives a message ⊥ from a player j that

was not supposed to be sent in the equilibrium path and i believes that j sends

that message only when j has type tj (whether or not this is actually the case),

then i will believe that it has acquired important information when it receives ⊥,

and adjust its play accordingly. However, if i believes that j chose that message

uniformly at random, then i will not adjust its play. The following proposition

formalizes properties (a), (b), and (c), and shows that is these properties are

satisfied, then ~σ is k-sequentially rational (i.e., it is never in the interest of coalitions

of size at most k to deviate from ~σ).

Proposition 27. Suppose b is a belief system compatible with ~σ such that the

following properties hold:

(a) For all histories ~hK of players in K and all histories that occur with positive

probability in b(~hK), we have that all players not in K share their true input

in Phase 1 and terminate Phases 1,2,3 and 4; the shares computed by these
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players at the end of each of these phases define a unique secret; and none of

these players gets to Phase 5, regardless of what players in K do. Moreover,

the probability that in some history ~h sampled from b(~hK) players not in K

play action profile ~a−K conditioned on the input profile ~x shared in Phase 1

is the same as in µ.

(b) if b′(~hK) is the function that returns the distribution over action profiles

~aK encoded by the shares of the players not in K in b(~hK) (which define a

unique secret, by part (a)), and the players in K have type profile ~tK, then

there exists a function fK such that fK(~tK , b
′(~hK)) and b(~hK) are identically

distributed.

(c) For all histories ~hK of players in K, and all histories h that occur with

positive probability in b(~hK), if a player i ∈ K terminates Phase 4 in h, then

the shares received were the actual shares computed by the players at the end

of Phase 2.

Then, (~σ, b) is a k-resilient sequential equilibrium.

As we said, properties (a), (b), and (c) of Proposition 27 formalize the prop-

erties (a), (b), and (c) discussed above. Property (a) says that players outside of

K have no trouble terminating phases 1, 2, 3, and 4, regardless of the strategy

used by players in K. Moreover, it states that their outputs are correct (i.e., that

their shares are consistent and that the actions that they reconstruct follow the

same distribution as µ). Property (b) says that everything encoded in the local

history of players in K can be deduced from the types and beliefs of the players

in K about the action profile ~aK , which means that they essentially do not learn

anything else. Property (c) says that if players in K terminate the protocol at

Phase 4 (i.e., they manage to reconstruct the action profile ~aK), then they believe
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that none of the players whose share was used to reconstruct ~aK lied about their

share.

Proposition 27. If b satisfies property (a), then at all nodes in the game tree (in-

cluding nodes off the equilibrium path), not matter what the players in K do, the

remaining players will eventually terminate their part of ~σ and thus sample an

action profile ~a ∈ µ(~t) and play their part ~a−K . Property (a) also guarantees that

by the end of Phase 4 (and the end of the communication phase), players not in K

will send the shares of ~aK to players in K, which means that before the last round,

players in K believe that they will always learn ~aK . Property (b) guarantees that

players in K won’t learn anything besides their own actions. Properties (a) and (b)

together imply that players in K believe that they cannot prevent the remaining

players from playing their part of an action profile ~a sampled with a probability

defined by µ, and that players in K will eventually learn ~aK and nothing else.

Then, since µ is a k-resilient sequential equilibrium, it is always a best response of

the players in K to share their own type in Phase 1. This shows that it is never in

the interest of players in K to deviate during the communication phase. It remains

to show that the action played in Phase 4 is optimal. By construction, this reduces

to showing that if a coalition K of players with |K| ≤ k shared their true type in

Phase 1 and were able to compute their actions ai in Phase 4, it is optimal for them

to play ai (note that otherwise i is already best responding given that b satisfies

properties (a) and (b)). This follows from the fact that, by properties (a) and (b),

players in K believe that all remaining players computed ~a and thus played ~a−K

as described in ~σ. Moreover, by property (c), players in K believe that the action

profile ~aK computed in Phase 4 is correct (in the sense that it is correlated with

~a−K in the same way as in ~µ). Since µ is a k-resilient communication equilibrium,

it is then always in the interest of players in K to play ~aK .
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Proposition 27 shows that Theorem 3 reduces to finding a belief system b com-

patible with ~σ that satisfies properties (a), (b), and (c). We start by showing

how we can construct a belief system that satisfies (a) and (b) for a fixed subset

K with |K| ≤ k. Consider the sequence ~σ1, ~σ2, . . . of strategy profiles in which

player i proceeds as follows with ~σmi : Given local history hi, i does exactly what

it would have done with ~σ, except that if it is supposed to send a message msg

to another player j, if j ∈ K, with probability 1/m it replaces msg by a random

message msg′ sampled according to some fixed distribution that gives all messages

positive probability, and sends msg′ instead. If j 6∈ K, i replaces msg with msg′

with probability m−m. That is, players play as in ~σ, except that they may lie

to players in K with small probability, and to players outside of K with a much

smaller probability. By construction, each ~σm is completely mixed and the belief

b induced by the limits of the beliefs in ~σ1, ~σ2, . . . satisfies the properties (a) and

(b) described above for the set K. To see this, note that property (a) is satisfied

because players in K believe that the remaining n − k players are being truthful

between themselves (note that the probability of anyone lying to a player not in K

is negligible) and thus, since the VSS and CC implementations are k-resilient, that

they can carry out all the necessary computations without the help of players in K.

Moreover, since players in K believe that if they get a message incompatible with

~σ (i.e., a message that could not have been sent in ~σ, given their joint histories),

then they are getting a message drawn from some fixed definition, they learn no

useful information about the action profile being played by getting this message.

So, we have property (b).

This example shows that if a subset K of players of size at most k believe that

they are the only ones being lied to, then properties (a) and (b) hold for that

subset K. This motivates the following definitions:
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Definition 32. Player i lies relative to ~σ in global history ~h if, in ~h, it sends a

message to a player j 6= i that is incompatible with ~σ. A subset K of players is

truthful relative to ~σ in ~h if, in ~h, no player in K ever lies to another player in

K.

Note that, given a global history ~h, we can determine whether a message sent

by i to j is compatible with ~σ even if σi(hi) gives a distribution over messages.

This is because hi includes all of i’s randomization up to the point where it is

supposed to send a message, so we can tell which message actually should be sent.

Definition 33. Given a k-belief assessment b and the local histories ~hK of a subset

K of players, a global history ~h is b-consistent with ~hK if the probability according

to b that players have global history h conditional on players in K having history

~hK is non-zero. A k-belief assessment b is k-paranoid if, for all subsets K ⊆ [n]

with |K| ≤ k and all histories ~hK of players in K, in all histories ~h that are

b-consistent with ~hK, the set K̄ is truthful (where K̄ is the complement of K).

Intuitively, a k-belief assessment is k-paranoid if all subsets of at most K players

believe, regardless of their local history, that they are the only ones being lied to.

Our earlier discussion provides a proof of the following proposition.

Proposition 28. Let ~σ be the protocol presented in Section 5.3.1. If b is a k-

paranoid belief system consistent with ~σ, then b satisfies properties (a) and (b).

Additionally, we have the following:

Proposition 29. Let ~σ be the protocol presented in Section 5.3.1. If b is a k-

paranoid belief system consistent with ~σ, then b satisfies property (c).
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Proof. If b is k-paranoid, then, for all sets K with |K| ≤ k, since all primitives

are k-resilient it means that, regardless of their local history, in their beliefs the

remaining players always manage to compute the correct share of all computations

and should theoretically send those shares to players in K by the end of Phase

3. Thus, players in K will always believe that the secret that is defined by the

largest amount of shares is the correct one (the one that involves less deviations).

Since at most one secret can be defined by (at least) n − k shares in a k-resilient

VSS/CC implementation, if they terminate Phase 4, they believe that the actions

reconstructed are correct as in property (c).

Thus, by Proposition 27, Theorem 3 reduces to find a k-paranoid belief assess-

ment b that is consistent with ~σ. The first candidate for generating such a belief is

the sequence of strategy profiles ~σ1, ~σ2, . . . that we mentioned earlier in which, in

the strategy profile ~σm, each player lies to each other with probability 1/m, except

that here each player lies to all players with probability 1/m (as opposed to our

previous example, in which they lied with probability 1/m only to players in a fixed

subset K). We might hope that if players detect that they received inappropriate

messages, they would assume that they are the only ones being lied to, since lies

are highly unlikely. For instance, if a player i receives four inconsistent messages,

we would hope that i would believe that these are the only lies. Unfortunately,

this is not necessarily the case. If an earlier lie by some other player could result

in players following ~σ sending these messages, then i would instead believe that

there was only one lie. To prevent this, we want players to believe that earlier lies

are much less likely than later lies. It turns out that if we do this, then we can get

the result that we want.

Proposition 30. For all strategies ~σ in ΓCT ,syn, there exists a k-paranoid belief

assessment b that is consistent with ~σ.
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Proof. Consider the sequence ~σ1, ~σ2, ~σ3, . . . of strategy profiles where in ~σn players

act exactly as they do in ~σ, except that whenever i would send a message msg

to another player j, with probability m−((2n)−r) (where r is the current round of

communication), i replaces this message by a message msg′ chosen according to

some fixed distribution and sends msg′ instead. Intuitively, these are protocols in

which each player may lie to each other with a probability that (greatly) increases

with the round number and that decreases with m. It is straightforward to check

that the belief assessments induced by this sequence of strategy profiles converges

to ~σ. Let b be the belief assessment induced by the sequence. We want to show

that b is k-paranoid. We need some preliminary lemmas.

Given a global history ~h of ~σ, let L(~h) be the sequence (`1, `2, . . . , `R), where

R is the total number of communication rounds in ~h and `r is the number of lies

sent at round r in ~h.

Lemma 13. If Pm is the probability on global histories induced by ~σm, and ~h and

~h′ are global history profiles such that L(~h) < L(~h′) in lexicographical order (the

smaller sequence is the one that has the smaller value in the first position in which

they differ), then limm→∞
Pm(~h′)

Pm(~h)
= 0.

Proof. If L(~h) = (`1, `2, . . . , `R), then

log(Pm(~h)) = − log(m)

(
n∑
r=1

`r(2n)−r

)
+ Θ(1).

Thus, if L(~h) = (`1, `2, . . . , `R) and L(~h′) = (`′1, . . . , `
′
R′), we must show that if

L(~h) < L(~h′), then
∑R′

r=1 `r(2n)−r <
∑R′

r=1 `
′
r(2n)−r, which is equivalent to showing

that
∑max(R,R′)

r=1 (`′r − `r)(2n)−r > 0 (assuming that the elements beyond the end of

the sequences are 0).
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Since each player sends exactly one message to each other player, we have that

0 ≤ `i ≤ n. Therefore, if r∗ is the first round such that `′r 6= `r, we have that

max(R,R′)∑
r=1

(`′r − `r)(2n)−r ≥ (2n)−r
∗ − n

max(R,R′)∑
r=r∗+1

(2n)−r > 0,

where the last inequality comes from the fact that

n
∑
r>0

(2n)−r < n
∑
r>0

2−rn−1 = 1.

With this lemma, we are able to prove our main result, which is implied by the

following:

Lemma 14. If |K| ≤ k and ~h∗K is a local history of the players in K, then for

every global history profile ~h such that K̄ is not truthful in ~h,

lim
m→∞

Pm(~h | ~h∗K) = 0

Proof. Suppose that for some global history ~h, Pm(~h | ~h∗K) > 0 and K̄ is not

truthful in ~h. Since

Pm(~h | ~h∗K) =
Pm(~h)∑

~h′:~h′K=~h∗K
Pm(~h′)

,

by Lemma 13, this result reduces to finding a global history ~h′ such that ~h′K = ~hK

and L(~h′) < L(~h). This history can be constructed as follows: suppose that r is the

first round in ~h such that a player i ∈ K̄ lies to another player j ∈ K̄. Consider a

history ~h′ in which players in K perform the same internal computations and send

exactly the same messages as in ~h, but players in K̄ only do so until round r − 1.

In round r, players in K̄ perform exactly the same internal computations as in ~h

and send the same messages to players in K, but they send the correct messages

to other players in K. From round r + 1 on, they perform arbitrary internal
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computations and send to players in K exactly the same messages as in ~h. Clearly,

by construction, ~h′K = ~hK . Let L(~h) = (`1, `2, . . . , `R) and L(~h′) = (`′1, `
′
2, . . . , `

′
R).

Then, `i = `′i for all i < r since players have the same local histories in ~h and ~h′

during the first r − 1 rounds of communication, and they also send exactly the

same messages. An analogous argument shows that, for all r′ ≥ r, the lies told by

players in K in round r′ is identical in h and ~h′. Finally, note that the lies told

by players in K̄ in round r strictly decreases from h to ~h′ since they have exactly

the same local history in both, send exactly the same messages to players in K in

both, but in ~h′ they tell no lies between them (by assumption, there is at least one

of such lies in h). Thus, `′r < `r, and L(~h′) < L(~h) as desired.

This shows that b is a k-paranoid belief system consistent with ~σ.

5.4 Proof of Theorem 16

The proof of Theorem 16 is analogous to the one of Theorem 3. We start with a

k-resilient Nash equilibrium ~σ that implements the desired sequential equilibrium

(for example, we can use the protocols given in Chapter 4), and then we extend

~σ to a k-resilient sequential equilibrium by showing that there exists a k-paranoid

belief system:

Proposition 31. For all strategies ~σ in ΓCT ,asyn, there exists a k-paranoid belief

assessment b that is consistent with ~σ

The proof of Proposition 31 is identical to that of Proposition 30 except that

players believe that the scheduler strategy σe is sampled from a known distribution
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Xe, and that players lie with increasing probability every time they send a new

message. The rest of the proof of Theorem 16 is analogous to that of Theorem 15.

5.5 Extending the set of equilibria

Up to now we have considered only distributions over action profiles that involve

rational probabilities. We can extend our result to some extent to distributions

described by real numbers. Specifically if we assume that players can send mes-

sages and operate with real numbers, and an equilibrium e =
∑

i λiei is a convex

combination of rational equilibria ei. If players could jointly sampling a real num-

ber r ∈ [0, 1) uniformly at random, they could easily implement e: after sampling

r ∈ [0, 1] uniformly at random, they play their part of the rational equilibrium

em such that
∑m−1

i=1 λi ≤ r <
∑m

i=1 λi. (Our earlier results show that em can be

imlemented.) Note that this procedure guarantees that players implement em with

probability λm, as desired.

The following is a k-resilient strategy ~τ that allows players to jointly sample r

in the synchronous setting if n > 3k:

1. Each player privately generates a random number ri ∈ [0, 1) and broadcasts

it using Bracha’s k-resilient broadcast protocol [15]. If i doesn’t broadcast a

number, ri is assumed to be 0.

2. Players take r := frac(r1 + . . .+ rn), where frac(x) is the fractional part of

x.

In the asynchronous setting, this process is harder because players cannot distin-

guish players that didn’t broadcast a value from players that are being delayed
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by the scheduler. Moreover, players cannot agree on using only a subset C of the

values shared since players might want to influence the computation of C in such

a way that the number r chosen is beneficial for them. However, if n > 4k, each

player can generate ri as in the synchronous setting, and then compute r using a

k-resilient secure computation [9].
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CHAPTER 6

LOWER BOUNDS

Our goal in this chapter is to prove lower bounds that match the upper bounds

of Theorem 2 and of Theorem 6. The matching lower bound for Theorems 7, 10 and

11 are proven in ADH [3] and the lower bound for Theorem 9 follows automatically

from the definition of (k, t)-robustness and punishment strategy: if a strategy ~σ+σd

is (k, t)-robust and n ≤ 2k + 3t, then there is no (2k + 2t)-punishment strategy in

the underlying game.

To do so, we would like to reduce implementing (k + t)-secure computation

to implementing (k, t)-robust mediators. If such a reduction were possible, the

n > 4(k + t) lower bound for implementing (k, t)-robust mediators would follow

immediately from the same lower bound for secure computation [5, 12, 16]. Un-

fortunately, there does not seem to be such a reduction. However, we show that

there exists a nontrivial reduction from a slightly weaker notion of (k + t)-secure

computation, which we call (k + t)-strict secure computation, to implementing

(k, t)-robust mediators. We thus start by providing a careful proof of the lower

bound for (k+t)-strict secure computation in the asynchronous setting. In the pro-

cess, we also give a simple alternative proof for the lower bound on asynchronous

secure computation. 1

Intuitively, a protocol t-strictly securely computes a function f if it satisfies

the properties of secure computation but only for adversaries consisting of exactly

t malicious agents. It might seem that t-secure computation should be equivalent

to t-strict secure computation. After all, if a function can be securely computed

1As Ran Canetti [private communication] agreed, there is a nontrivial problem with the proof
given in his thesis [16]; a different technique is needed. We thank him for his comments.
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with adversaries of maximal size, surely it can be securely computed with smaller

adversaries! As we show by example in Section 6.1, this is not the case. Intuitively,

the problem is that an adversary consisting of fewer than t agents may not be per-

mitted to learn as much as an adversary consisting of t agents. While investigating

these issues, we noted an ambiguity in the definition of t-secure computation in

BCG, which led us to consider yet another notion that we call t-weak secure com-

putation. As the name suggests, it is weaker than t-secure computation; we show

that it is actually equivalent to t-strict secure computation. By considering these

variants of secure computation, we gain a deeper understanding of its subtleties.

6.1 Weaker Notions of Secure Computation

Note that the T in the second condition of Definition 1, that is, the T in the trusted-

party adversary (T, h, c, O), is the same as the T in the adversary. This is also true

in the BGW definition of t-secure computation. While we believe that this was also

the intention of BCG, their definition simply says that that there exists a t-trusted-

party adversary, without specifying T (the set of malicious agents) that satisfies

the second bullet of Definition 1. Taking this definition seriously leads to a slightly

weaker notion of secure computation that we call t-weak secure computation, which

is defined just as t-secure computation except that the t-trusted-party adversary

Atr may involve any subset T ′ of malicious agents such that |T ′| = t and T ′ ⊇ T ,

as opposed to consisting of the same set T of malicious agents as A.

We show next that t-weak secure computation is strictly weaker than the stan-

dard notion of secure computation. To do so, first we introduce an intermediate

notion of secure computation called t-strict secure computation; it is defined just

as t-secure computation, except that we require only that the properties are sat-
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isfied for adversaries of size exactly t (i.e., for |T | = t). As we mentioned in the

introduction, somewhat surprisingly, t-strict secure computation is strictly weaker

than t-secure computation, but, as we show next, it is actually equivalent to t-weak

secure computation.

Theorem 17.

(a) If a protocol ~π t-securely computes a function f , it also t-strictly securely

computes f .

(b) A protocol ~π t-strictly securely computes a function f iff it t-weakly securely

computes f .

(c) If t > 1 and n > 4t, there exists a function f on n variables and a protocol

~π such that ~π t-strictly securely computes f but does not t-securely computes

f .

Proof. Part (a) follows immediately from the definition of secure computation and

strict secure computation. For part (b), first suppose that a protocol ~π t-stricly

securely computes f : Dn → Dn. Given an adversary A = (T, ~τT , σe) with |T | ≤ t,

consider an adversary of the form A′ = (T ∪ T ′, ~τT + ~πT ′ , σe) (Since the agents

in T ′ play ~π, they in fact do not deviate.) Because ~π such that T ∩ T ′ = ∅ and

|T ∪ T ′| = t. Since ~π t-strictly securely computes f , there exists a trusted-party

adversary Atr = (T ∪T ′, h, c, O) such that ~π(~x,A′) = ~ρ(Atr, ~x; f). By construction,

~π(~x,A′) ∼ ~π(~x,A), since the additional malicious agents in A′ do not deviate from

the protocol. Therefore, ~π(~x,A) ∼ ~ρ(Atr, ~x; f), so ~π t-weakly securely computes f .

The converse is almost immediate from the definitions. Suppose that protocol

~π t-weakly securely computes f : Dn → Dn for some t. Given an adversary
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A = (T, ~τT , σe) with |T | = t, then, by assumption, there is a t-trusted-party

adversary A′ = (T, h, c, O) such that ~π(~x,A′) = ~π(~x,A).

For part (c), consider the following setup. Let F2 be the field with domain

{0, 1}. Given n and t such that t > 1 and n > 4t, consider a function f : (F2)n
3 →

(F2)n
2

that does the following. Given the input (xi, ci, yi, zi) ∈ (F2)n
2

of each

agent i, where xi ∈ F2, ci ∈ (F2)n, yi ∈ (F2)t−1, and zi consists of the remaining

n2−n− t coordinates (which do not affect the function f ; they are needed because

in Definition 1, the input space of each agent must be the same as the output

space of the function), let pi ∈ F2[X] be the unique polynomial of degree t−1 such

that pi(0) = xi and pi(j) = yij for all j = 1, 2, . . . , t − 1. The output of f is then

{pi(j) + cji}i,j∈[n]. In other words, f encodes the first coordinate of each agent’s

input using Shamir’s agent secret sharing scheme [27]. The polynomial pi that

each agent i uses to do the encoding and the one-time pads cji added by i to each

of the shares are part of i’s input, and not known by the other agents. However,

a coalition T of t malicious agents can reconstruct the values pi(j) for all i ∈ [n]

and j ∈ T , and thus is able to reconstruct each xi as well, since the agents in T

know t points on each polynomial pi, although no coalition of size strictly smaller

than t knows those values.

Consider a protocol ~π that consists of the following: each agent i performs

its part of BCG’s t-secure computation protocol to compute f and then, if i is

included in the core set of the output, i broadcasts the first bit of its input. By

the earlier argument, if the adversary is of size exactly t, it can reconstruct the

first coordinate of the inputs of the agents in the core-set from the output of

f and its own inputs, which means that the values broadcast after BCG’s secure

computation protocol do not give any extra information about the inputs of honest
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agents to the adversary. However, this is not true for smaller adversaries. Thus, ~π

t-strictly securely computes f , but does not t-securely compute f .

6.2 Main Results

In this paper we show that the bound in Theorem 6 is tight:

Theorem 18. If k+ t+1 < n ≤ 4k+4t there exists a (k, t)-robust (resp., strongly

(k, t)-robust) strategy profile ~σ+σd for n players and a mediator such that there is

no (k, t)-robust (resp., strongly (k, t)-robust) strategy profile ~σACT that implements

~σ + σd.

The proof of Theorem 18 is divided in two parts.

6.2.1 Case 1: 3k + 3t ≤ n ≤ 4k + 4t

Here, we show that that (k + t)-strictly securely computing a function f reduces

to implementing a (k, t)-robust strategy ~σ+ σd for some game Γf,k,t. To make this

precise, we need the following definition:

Definition 34. If g : A → B, and σ is a strategy that plays actions in A, then

g(σ) is the strategy that is identical to σ except that each action a ∈ A is replaced

by g(a) ∈ B. If ~σ is a strategy profile where each player i plays actions in A, then

g(~σ) = (g(σ1), . . . , g(σn)).

Theorem 19. If f : Dn → D, D is a finite domain, and 2(k + t) < n, then there

exists a game Γf,k,td in which all players have the same set A of possible actions,
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a function g : A → D, and a (k, t)-robust strategy (resp., strongly (k, t)-robust

strategy) ~σ+ σd for n players and the mediator in Γf,k,td such that if ~σACT is (k, t)-

robust implementation (resp., strongly (k, t)-robust implementation) of ~σ+σd, then

g(~σACT ) (k + t)-strictly securely computes f .

Theorem 19 shows that being able to implement all (k, t)-robust mediators with

n players implies that all functions on n variables can be (k + t)-strictly securely

computed. The proof of Theorem 18 for 3(k+t) ≤ n ≤ 4(k+t) follows from the fact

that if 3(k + t) ≤ n ≤ 4(k + t) there exist functions that cannot be (k + t)-weakly

securely computed:

Theorem 20.

(a) If n > 4t or n ≤ 2t, every function f : Dn → D can be t-weakly securely

computed in asynchronous systems.

(b) If 3t ≤ n ≤ 4t, there exists a domain D and a function f : Dn → D that

cannot be t-weakly securely computed in asynchronous systems.

The proof of Theorem 20 is given in Section 6.3. A slight variation of the proof

provides a simple proof for the well-known lower bound for secure computation on

asynchronous systems:

Theorem 21.

(a) If n > 4t or n ≤ t, for all domains D, every function f : Dn → D can be

t-securely computed in asynchronous systems.

(b) If t < n ≤ 4t there exists a domain D and a function f : Dn → D that

cannot be t-securely computed in asynchronous systems.
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6.2.2 Case 2: k + t+ 1 < n ≤ 3k + 3t

If k + t + 1 < n ≤ 3k + 3t we show that implementing (k + t)-resilient weak

consensus with n players can be reduced to implementing (k, t)-robust mediators:

Theorem 22. If n > k+t+1, then there exists a game Γk,td in which all players have

the same set A of possible actions, a function g : A → {0, 1}, and a (k, t)-robust

(resp., strongly (k, t)-robust) strategy ~σ+ σd for n players and the mediator in Γk,td

such that if ~σACT is a (k, t)-robust (resp., strongly (k, t)-robust) implementation of

~σ + σd, then g(~σACT ) is a (k + t)-resilient implementation of weak consensus.

The proof of Theorem 18 for k + t + 1 ≤ n ≤ 3(k + t) follows from Lamport’s

lower bound for weak consensus [25].

6.3 Proof of Theorems 21 and 20

For Theorem 21(a), note that if n > 4t, Theorem 2 shows that every function

f : Dn → D can be t-securely computed, and thus t-weak securely computed as

well. If n ≤ t, let ⊥ be the input assigned to the agents that did not submit an

input. It can be easily shown that the protocol where each agent sends no messages

and outputs (∅, f(⊥n)) t-securely computes f . Similarly, for Theorem 20(a), it can

be easily checked that if n ≤ 2t, the protocol where each agent sends nothing and

outputs ([n− t], f(⊥n)) t-weak securely computes f .

For the lower bounds (Theorems 21(b) and 20(b)), our proof is similar to that

of Canetti [16] at a high level: We construct a function f with four inputs, the

scheduler schedules the agents so that the fourth agent never gets to participate in
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the computation, and one of the three remaining agents is malicious and manages to

trick the other two participating agents into outputting something inappropriate.

Canetti then claims that conversations between agents (where a conversation is

just the collection of messages sent by two given agents) must be independent of

the inputs of the agents, agent 3 can send messages to agents 1 and 2 in such a way

that agents 1 and 2 believe they should output different values. However, there

are two significant problems with this approach:

(a) First, the conversations between the agents might not be totally independent

of their inputs, since they can depend on the output of the computation,

and this ultimately does depend on the inputs. For example, agents can run

Bracha’s [14] consensus protocol (which tolerates t malicious agents if n > 3t)

after terminating the secure computation protocol to decide the output. This

would guarantee that all honest agents output the same value at the end of

the computation, so their conversations are certainly not independent.

(b) Second, there is a more subtle issue when trying to simultaneously trick

agents 1 and 2 into outputting some given values a and b, respectively. Even

though Canetti proves that for the function f that he uses and a particular

input ~x, for each conversation h1,2 between 1 and 2, there is a protocol for

player 3 that results in a conversation h1,3 between 1 and 3 such that 1

outputs a, and that for each conversation h1,2 between 1 and 2 there exists a

protocol for player 3 that results in a conversation h2,3 between 2 and 3 such

that 2 outputs b, there might not exist a protocol for agent 3 that results in

1 and 2 having conversation h1,3 and agents 2 and 3 having conversation h2,3

simultaneously. In fact, if a and b are different and agents run a consensus

protocol as in (a), there is not.
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Roughly speaking, we deal with these issues as follows. We prove that for our

function f , a malicious agent can make all honest agents output the same incorrect

value, and we show that in our case there does exist a conversation h1,2 between

1 and 2 such that agent 3 can trick both of them simultaneously, as desired (see

Lemma 15). Some of these techniques can also be applied to prove lower bounds

for weak secure computation.

Consider the function fn : {0, 1,⊥}n → {0, 1,⊥} that essentially takes majority

between 0 and 1: it outputs 1 if the number of agents with input 1 is greater or

equal to the number of agents with input 0, otherwise it outputs 0. Players who

do not submit an input are assumed to have input ⊥. We start by showing that

f 4 cannot be 1-weakly securely computed by four agents.

Suppose that f 4 can be 1-weakly securely computed using a protocol ~σ. Let

σNe be the scheduler that schedules agents 1, 2, and 3 cyclically, and right before

scheduling an agent, it delivers the messages that were sent by the other agents

the last time they were scheduled. After scheduling each of the first three agents

N times, it schedules agent 4 as well, adding it to the cyclic order.

Given a history H, let ~xH denote the input profile of agents in H, let Hi denote

agent i’s local history in H, let He denote the scheduler’s local history in H, and let

H(i,j) denote the conversation between agents i and j (i.e., the messages sent and

received between i and j, in addition to the relative times at which i and j were

scheduled). We can now prove essentially what BCG claimed to prove (although,

as we said, this claim does not hold for the BCG construction).

Lemma 15. There exist N and two (finite) histories H and H ′ of ~σ where the

scheduler uses σNe , ~xH = (1, 0, 1, 1), ~xH′ = (0, 1, 1, 1), agents 1, 2, and 3 all output

1 in H, agent 4 is never scheduled in either H or H ′, H1,2 = H ′1,2, and He = H ′e.
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To prove Lemma 15, we first need to prove what seems to be obvious: if all

agents are honest, at most t agents have input 0, and n ≥ 3t, then the output of a

weakly secure computation of fn will be 1. While this seems obvious (and is true),

it is not quite so trivial. For example, it is not true if n = 3t−1. In this case, if we

consider a trusted-party adversary A = (T, c, h, O), in which |T | = t, h replaces all

inputs of malicious players with 0, and c chooses all t malicious players and t− 1

additional honest players, it is easy to check that the output of honest players is

0.

Lemma 16. Let n ≥ 3t and let ~σ be a protocol that t-weakly securely computes fn.

Then for all schedulers, in all histories of ~σ in which all agents are honest and at

most t agents have input 0, all agents output 1.

Proof. Let S be the subset of agents that have input 0. Given a scheduler σe,

consider an adversary A = (T, ~τT , σe) such that T ⊇ S, |T | = t, and ~τT = ~σT

(so all the malicious agents follow protocol ~σ). By definition of t-weak secure

computation, the output of honest agents with adversary A should be one that

is possible with a trusted-party adversary of the form A′ = (T, c, h,O). However,

no matter what the output C of c is, since |C| ≥ n − t, there will be at least

n− 2t honest agents in C, all of them with input 1. Since n ≥ 3t, this suffices to

guarantee that all players not in T output 1. Since malicious agents play ~σ, they

are indistinguishable from honest agents. Thus, if all agents are honest, all agents

not in T output 1. To see that agents in T also output 1 if all players are honest,

consider an adversary A′′ = (T ′, ~τT ′ , σe) such that T ′ ∩ T = ∅, |T ′| = t (such a set

T ′ always exists since n ≥ 3t), and ~τT ′ = ~σT ′ . Since honest agents not in T ∪ T ′

(note that [n] \ (T ∪ T ′) 6= ∅) have the same histories with A and A′′, they must

output the same value with both adversaries, and so must output 1 with adversary

A′′. By definition of t-weak secure computation, since |T ′| = t, all agents not in T ′
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must output the same value. Thus, since T ∩ T ′ = ∅, all agents in T also output

1 with adversary A′′. Again, since agents in T ′ are indistinguishable from honest

agents, this implies that agents in T also output 1 if all agents are honest.

Proof of Lemma 15. By Lemma 16, there exists an integer N such that if agents 1,

2, and 3 are honest, with nonzero probability, they will output 1 with scheduler σNe

at or before the Nth time they are scheduled. Let H be a history where the agents

use ~σ, the scheduler uses σNe , the input is (1, 0, 1, 1), agents 1, 2, and 3 are honest

and have been scheduled at most N times and all three have outputted 1. By

the properties of secure computation, in particular, the secrecy of the inputs, there

must exist a history H ′′ such that ~xH′′ = (1, 1, 0, 1), H ′′1 = H1, and H ′′e = He. (Note

that this means that we can assume, without loss of generality, that the scheduler

uses strategy σNe .) If this were not the case and agent 1 were malicious in H ′′, then

it would know that the input profile can’t be (1, 1, 0, 1) given histories H1 and He.

(Recall that we can assume without loss of generality that the malicious agents

can communicate with the scheduler.) Similarly, there exists a history H ′ with

~xH′ = (0, 1, 1, 1) such that H ′2 = H ′′2 and H ′e = H ′′e . The fact that the scheduler

has the same local history in H,H ′, and H ′′ and that H1 = H ′′1 and H ′′2 = H ′2

implies that H1,2 = H ′1,2(= H ′′1,2), as desired. In more detail, since H ′2 = H ′′2 , agent

2 sends the same messages to and receives the same messages from agent 1 in

H ′ and H ′′, so 1 receives the same messages from and sends the same messages

to 2 in both H ′ and H ′′. Thus, H ′1,2 = H ′′1,2. A similar argument shows that

H1,2 = H ′′1,2.

Now suppose that agents have input profile ~x = (0, 0, 0, 0). We show that

there exists a strategy τ3 for agent 3 such that if all other agents play ~σ and the

scheduler plays ~σNe , then with non-zero probability, agents 1 and 2 output 1. This
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suffices to show that f 4 cannot be 1-weakly securely computed, since honest agents

should output 0 when playing with any trusted-party adversary with at most one

malicious agent.

Lemma 17. If the agents have input profile (0, 0, 0, 0), then there exists a strategy

τ3 for agent 3 such that if all other agents play ~σ and the scheduler plays ~σNe , then

with non-zero probability, agents 1 and 2 output 1.

Proof. Let H and H ′ be the two histories guaranteed to exist by Lemma 15. The

strategy τ3 for agent 3 consists of sending agent 1 the messages that agent 3 sends

to agent 1 in H ′ while sending agent 2 the messages that agent 3 sends to agent

2 in H. Suppose that agent 1 has the same random bits as in H ′, while agent

2 has the same random bits as in H. An easy induction now shows that, in the

resulting history, agent 1 will have history H ′1 and agent 2 will have history H2

after each having been scheduled at most N times, using the fact that, as shown in

Lemma 15, H12 = H ′12. Thus, by Lemma 15, agents 1 and 2 output 1 in this case.

This contradicts the fact that ~σ 1-weakly securely computes f 4, since Lemma 16

shows that, with input profile (0, 0, 0, 0), all honest players output 0.

It is straightforward to extend this argument to all n and t such that 3t ≤ n ≤

4t. Given n and t such that 3t ≤ n ≤ 4t, we divide the agents into four disjoint

sets S1, S2, S3, and S4 such that 0 < |Si| ≤ t for all i ∈ {1, 2, 3} and 0 ≤ |S4| ≤ t.

Consider a scheduler σNe that schedules agents in S1, S2 and S3 cyclically and, right

before scheduling an agent, it delivers the messages that were sent by the other

agents the last time they were scheduled. After scheduling each of the agents in

S1 ∪ S2 ∪ S3 N times, it schedules the agents in S4 as well. Suppose that ~σ is a

strategy for n agents that t-securely computes fn.
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Lemma 18. There exist N and two (finite) histories H and H ′ of ~σ where the

scheduler uses σNe , ~xH = (1S1 , 0S2 , 1S3 , 1S4), ~xH′ = (~0S1 ,~1S2 ,~1S3 ,~1S4), agents in

S1 ∪ S2 ∪ S3 output 1 in H, agents in S4 are never scheduled in either H or H ′,

HS1,S2 = H ′S1,S2
(which is the conversation between the agents in S1 and the agents

in S2) and He = H ′e.

Proof. The proof is analogous to the proof of Lemma 15; the subsets S1, S2, S3,

and S4 play the roles of agents 1, 2, 3, and 4, respectively.

We now have the tools we need to prove Theorem 20(b). Given H and H ′

from Lemma 18, consider a strategy ~τS3 for agents in S3 that consists of sending

agents in S1 and S2 exactly the same messages they would send in H ′ and H

respectively. Again, if agents have input ~0, with non-zero probability, agents in

S2 will eventually have history HS2 , and thus will output 1, contradicting the

assumption that ~σ t-weakly securely computes fn. This completes the proof of

Theorem 20(b).

The proof of Theorem 21(b) follows similar lines. We start with an analogue

of Lemma 16 which holds for a larger range of values of n:

Lemma 19. Let n ≥ t+ 2 and ~σ be a protocol that t-securely computes fn. Then,

in all histories of ~σ in which all agents are honest and at most (n − t)/2 agents

have input 0, all agents output 1.

Proof. Given any scheduler σe, if all agents are honest, their output should be one

that is possible with a trusted-party adversary of the form A = (∅, c, h, O). No

matter what the output C of c is, at most (n − t)/2 agents in C have input 0.
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Since |C| ≥ n− t, at least half of the agents in C have input 1 and thus all honest

agents output 1.

We also need the following technical result:

Lemma 20. If t+ 2 ≤ n ≤ 4t then

(a) n ≥ 3dn−t
3
e;

(b) dn−t
3
e ≤ n−t

2
.

Proof. If t + 2 ≤ 4t then t > 0. To prove part (a), note that if t = 1, then

n can be only 3 or 4. In both cases, the inequality is satisfied. If t ≥ 2 then

dn−t
3
e ≤ dn−2

3
e ≤ n

3
, from which the desired result immediately follows. To prove

part (b), let a and b be the two positive integers such that n − t = 3a + b with

1 ≤ b ≤ 3. Then dn−t
3
e = a + 1 and n−t

2
= 3a+b

2
= a + a+b

2
. Since n − t ≥ 2, then

either a > 0 or b > 1. Since b ≥ 1, in both cases, a+ 1 ≤ a+ a+b
2

.

Given n and t such that t+ 2 ≤ n ≤ 4t, we divide the agents into four disjoint

sets S1, S2, S3, S4 such that |Si| = dn−t
3
e for i ≤ 3 and |S4| ≤ t (which is always

possible, by Lemma 19(a)). If n ≥ t+ 2, then by Lemma 20(b), dn−t
3
e ≤ n−t

2
, and

thus by Lemma 19, in all histories in which all agents are honest and have inputs

(0S1 , 1S2 , 1S3 , 1S4), (1S1 , 0S2 , 1S3 , 1S4) or (1S1 , 1S2 , 0S3 , 1S4), all the agents output 1.

Reasoning analogous to that used in the proof of Theorem 20(b) then shows that

fn cannot be t-securely computed for t+ 2 ≤ n ≤ 4t.

It remains to deal with the case where n = t + 1. To show that there exist

functions that cannot be t-securely computed if n = t + 1, we reduce t-resilient

weak consensus to t-secure computation.
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Definition 35. A protocol ~σ for n agents is a t-resilient implementation of weak

consensus if the following holds for all adversaries A = (T, ~τT , σe) with |T | ≤ t and

all histories:

(a) All agents not in T output the same value.

(b) If all agents are honest and have the same input x, all agents output x.

Lamport [25] showed that if n ≤ 3t there is no t-resilient implementation of

weak consensus. Thus, if there exists a reduction from t-resilient weak consensus

to t-secure computation for n > t, then there are functions f : Dn → D with

n = t+ 1 that cannot be t-securely computed.

The reduction proceeds as follows: Consider a function gn : {0, 1,⊥} →

{0, 1,⊥} such that gn(⊥, . . . ,⊥) = ⊥, and gn(x1, . . . , xn) = xi if xi 6= ⊥ and

xj = ⊥ for all j < i; that is, gn outputs the first non-⊥ value if there is one,

and otherwise outputs ⊥. Suppose, by way of contradiction, that ~σ t-securely

computes gn. Let ~τ be identical to ~σ, except hat, whenever agent i would have

output (C, v) with σi, it outputs v instead if v 6= ⊥, and otherwise it outputs

0. By the properties of t-secure computation, all honest agents output the same

value when using ~τ . Moreover, if all honest agents have input 0 or all of them have

input 1, if n > t, then the output of the secure computation has the form (C, 0)

or (C, 1), respectively. Thus, if there exists a protocol that t-securely computes gn

for n = t+ 1, then there exists also a t-resilient implementation of weak consensus

for t+ 1 agents, contradicting Lamport’s result. This proves Theorem 21.
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6.4 Proof of Theorem 19

We prove Theorem 19 only for the case of (k, t)-robustness; the proof in the case

of (k, t)-strong robustness is identical.

A naive construction of Γd and ~σ+σd proceeds as follows. The set of actions of

each player consists of all possible outputs of a secure computation of f in addition

to their type (more precisely, actions are of the form (C, z,Q) with C ⊆ [n] and

z ∈ D and Q ∈ {H,R,M}, where H stands for honest, R stands for rational, and

M stands for malicious). If there is no subset S of at least n−k− t honest players

such that players in S securely compute f , that is, every subset S of n − k − t

players either do not all output the same value or they all output a value that is not

a possible output of a secure computation of f , then rational players get a higher

payoff and/or the honest players get a lower payoff. In ~σ + σd, each player sends

its input to the mediator when it is scheduled for the first time. The mediator

waits until it receives the input xi from a set C of players with |C| ≥ n − k − t,

then computes z := fC(~x) and sends (C, z,H) to all players. Players play (C, z,H)

when they receive the message.

It would seem that any (k, t)-robust implementation of ~σ + σd also (k + t)-

strictly securely computes f . In fact, any (k + t)-secure computation of f is also

a (k, t)-robust implementation of ~σ+ σd, but not all (k, t)-robust implementations

(k+ t)-securely compute f . As we suggested in the main text, consider a protocol

~σACT in which players perform BCG’s (k + t)-secure computation protocol and

broadcast their inputs immediately afterwards. It is easy to check that ~σACT is a

(k, t)-robust implementation of ~σ + σd whenever n > 4(k + t), but that ~σACT does

not (k+ t)-securely compute f , since it leaks the honest players’ inputs to all other

players.
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This shows that it is necessary to somehow encode all information that mali-

cious players can learn into the set of actions of Γd in such a way that they can

increase their payoff if they manage to learn anything about the other players’

inputs besides what can be learned from the output of the computation. The idea

for doing this is that, besides the output, the action of each player should include

a guess as to what the input profile ~x is (they can also guess ⊥ if they have no

guess). If a player i guesses correctly it receives an additional positive payoff qi,

while if it guesses wrong, its payoff decreses by 1. The value of qi should be chosen

in such a way that (a) it is never worthwhile deviating if i is not able to learn

anything besides the output, and (b) it is always worthwhile deviating if i is able

to learn something (otherwise, ~σACT may not (k + t)-strictly securely compute f

even if it is (k, t)-robust, as in the example above). Given the set C of players

whose inputs are included in the computation, the output z of f , and the input

profile ~x, let pi be the probability that a player i guesses ~x conditional on its own

input xi, C, and z. Conditions (a) and (b) imply that piqi + (1− pi)(−1) ≤ 0 and

piqi + (1− pi)(−1) ≥ 0 respectively, which means that piqi + pi − 1 = 0 and thus

that qi = p−1
i − 1.

This approach cannot be generalized easily to a situation where a coalition of

players may deviate. In this case, a player in the coalition will know the values of all

players in the coalition, not just its own input. Moreover, if a player in the coalition

plays just like an honest player, except that it tells the other coalition members

its input, then this is completely indistinguishable (by the honeset players) from

the scenario in which that player is honest and the other members of the coalition

were just lucky guessing its input. In addition, a player can lie about its input

if it is easier to guess the input profile with a different input than its own. Since

the payoffs of a Bayesian game depend only on their actions and their real input
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profile, it is always worthwhile for a player to lie about its input if this is the case.

For instance, suppose that D = F2 and that f(~x) =
∏n

i=1(1 − xi). If i has input

1 and plays honestly, then it learns absolutely nothing about the other players’

inputs, since the output will be 0 no matter what. However, if i pretends to have

input 0, i will learn more information: if the output is 1, then all players have

input 0; otherwise, at least one player has input 1. In this case, it would always

be worthwhile for player i to act as if it has input 0, regardless of its actual input.

This shows that to compute the probability that the adversary guesses the inputs

correctly, it is critical to know who is malicious and what inputs the malicious

players are pretending to use in the computation.

To deal with the fact that we may not be able to tell which players are deviating,

we require that exactly k + t players must try to guess a non-⊥ value in order to

get an additional (positive or negative) payoff. Moreover, their guesses must be

identical. If honest players always guess ⊥, this suffices to identify the coalition

of k + t deviating players given their action profile. Note that this is why we

require strict secure computation in Theorem 19. If we required only (standard)

secure computation, smaller adversaries wouldn’t be able to get a better payoff,

even if they managed to guess the inputs of everyone else (thus it wouldn’t satisfy

condition (b)). To deal with players lying about their inputs, we require that

the action profile of the players encode the inputs used by the players for the

computation (even though these inputs may differ from their actual inputs). The

probability of guessing the input profile is based on the inputs used, not players’

actual inputs. Note that these values must be encoded into the action profile

without any coalition of k + t players learning anything about them. This can be

done as follows: each player i, in addition to the set C, the output z and their

guess bi, also outputs n values si1, . . . , sin such that the values si,j for a fixed j
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encode the value used by j for the computation (using Shamir’s scheme).

There is one final issue. The definition of (0, t)-robustness is equivalent to that

of t-immunity, which means that no coalition of t players can decrease the payoff

of other players by deviating. In this case, the effect of a coalition of t players

being able to learn something about the inputs should be to decrease the payoffs

of the remaining players, rather than increasing their own payoff. To deal with

this, we require players to declare wither they are G (good), R (rational), or M

(malicious). If a coalition of (k + t) players tries to guess the inputs of everyone

else, if they all declare R, then they get an additional payoff as described above.

Otherwise, everyone gets the negative of that value.

We now formalize these ideas. Given f and integers k and t such that n >

2k + 2t, consider the game Γf,k,t, defined as follows. The input profile of the

players is chosen uniformly at random from Dn. The set of actions of each player

in Γf,k,t is {G,R,M} × 2[n] ×D×Dn × (Dn ∪⊥), so an action of player i has the

form ai = (Qi, Ci, zi, ~si, bi), where Qi ∈ {G,R,M}, Ci ⊆ [n], zi ∈ D, xi ∈ D, and

bi ∈ Dn∪⊥. Intuitively, Qi denotes if i is good (G), rational (R), or malicious (M),

(Ci, zi) is i’s output in the secure computation of f ; sij is i’s share of j’s input (this

will be made clearer below), and bi is i’s guess of the (supposedly secret) input,

where bi = ⊥ if i has no guess.

We next define the utility function. We take ui = u1
i + u2

i , where, intuitively,

u1
i is the utility that i gets if honest players either output different values or some

honest player outputs a value that is not a possible output of a secure computation

of f and u2
i is the utility that i gets from guessing the correct input of the other

players. To define u1
i , we first define what it means for an action profile ~a to be

secure for an input profile ~x. This is the case if there exist subsets C, T ⊆ [n] with
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|C| ≥ n− t− k and |T | = k + t, a vector ~v ∈ Dk+t, and n polynomials p1, . . . , pn

of degree k + t (where, intuitively, pj encodes j’s input, so pj(i) is i’s share of

j’s input) such that, for each player j /∈ T , the action aj = (Qj, Cj, zj, ~sj, bj)

of player j satisfies (1) Qj = G, (2) Cj = C, (3) bj = ⊥, (4) zj = f(~y), where

~y = (~x/(T,~v))/(C,~0) (5) pj′(j) = sjj′ for all j′ ∈ [n], and (6) pj(0) = yj. We say that ~a

is (T, ~x)-secure if these properties hold for the set T . Intuitively, ~a is (T, ~x)-secure

if it could be the output of a (k + t)-secure computation of f with input ~x, and

the inputs used for the computation—which may differ from the the actual input

profile due to deviating players lying about their inputs—were shared correctly

between the players. If ~a is secure for ~x, then u1
i (~a, ~x) = 0 for all i ∈ [n]; if ~a is not

secure for ~x and at least one player i played R (i.e., played an action with Qi = R),

then u1
j(~a, ~x) = 1 for all players j; otherwise, u1

j(~a, ~x) = −1 for all players j.

If ~a is not secure for ~x, then u2
i (~a, ~x) = 0. If ~a is secure for ~x, let K be the subset

of players that did not play G. Note that if ~a is secure for ~x, then |K| ≤ k + t. If

|K| < k + t or not all players in K guess the same value b (i.e. not all players in

K have the same value b as the last component of their actions), then u2
i (~a, ~x) = 0

for all i. Otherwise, let b be the common guess of players in K and let p be the

probability that a vector ~w sampled uniformly from Dn is equal to ~x, conditional

on ~wK = ~yK and fC(~w) = z. Note that if ~a is (T, ~x)-secure for some T , then C is

uniquely determined by ~a, and if, in addition, n > 2(t+ k), then ~y is also uniquely

determined by the shares ~si of players i 6∈ T . If b = ~⊥, then u2
i (~a, ~x) = 0 for all i.

If at least one player i ∈ K played R in its action, then, if b = ~x, u2
i (~a, ~x) = p−1−1

for all i ∈ K; otherwise, u2
i (~a, ~x) = −1 for all i ∈ K. On the other hand, if no

player i ∈ K played R in its action, then, if b = ~x, u2
i (~a, ~x) = 1− p−1 for all i 6∈ K;

otherwise, u2
i (~a, ~x) = 1 for all i 6∈ K. Note that since p(p−1 − 1) − (1 − p) = 0,

the payoffs u2
i are designed in such a way that the adversary can, in expectation,
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either increase its payoff (if there are any rational players) or decrease the payoff

of everyone else (if there are no rational players) if it can guess the inputs of

honest players with higher probability than p (which is the probability of guessing

the honest players’ inputs if the adversary knew nothing but the output of the

function and its own strategy and inputs).

Consider the following strategy ~σ + σd for Γf,k,td . According to σi, player i

sends its input to the mediator at the beginning of the game. If i receives a mes-

sage msg from the mediator, it plays msg in the underlying game. According

to σd, the mediator waits until there exists a set C ⊆ [n] with |C| ≥ n − t − k

such that it has received exactly one message from each player i ∈ C and each of

these messages consists of a value yi ∈ D. The mediator computes n polynomi-

als p1, . . . , pn ∈ D[X] of degree k + t whose non-constant coefficients are chosen

uniformly at random and such that pi(0) = yi if i ∈ C and pi(0) = 0 otherwise;

it then computes z := f(p1(0), . . . , pn(0)) and sends (G,C, z, p1(i), . . . , pn(i),⊥) to

each player i.

Proposition 32. ~σ + σd is (k, t)-robust and the equilibrium payoff is 0.

Proof. Let ui(~σ,A) be the expected payoff of player i when playing ~σ with ad-

versary A. It follows by construction that u1
i (~σ + σd, A) = 0 for all adversaries

A = (T, ~τT ) of size at most k + t since, no matter what T is, the output profile ~a

is (T, ~x)-secure for all input profiles ~x.

Thus, ~σ + σd is not (k, t)-robust if and only if there exists an adversary A =

(T, ~τT ) with |T | ≤ k + t and an input profile ~xT such that, in expectation, (a)

u2
i (~σ + σd, A, ~xT ) > 0 for some i ∈ T , or (b) u2

i (~σ + σd, A, ~xT ) < 0 for all i 6∈ K.

The definition of u2
i guarantees that, in both cases, the adversary must consist of

exactly k+t players and these players must all play a non-G action. Moreover, these
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players must guess the input of honest players with a probability higher than they

could guess it by just knowing the output of the function, their strategy, and their

inputs. However, the construction of ~σ + σd guarantees that don’t have any extra

information (note that C depends only on the adversary, and that the adversary

does not get any information about the input of the honest players besides the

value of z, since the polynomials pi are all of degree k + t).

We next show that if there exists a (k, t)-robust strategy that implements ~σ+σd,

then that strategy also (k + t)-securely computes f . We first need the following

lemma.

Lemma 21. If ~σACT is a (k, t)-robust strategy that implements ~σ + σd, then for

all adversaries A = (T, ~τT , σe) with |T | = k + t, all inputs ~x, and all histories

H of ~σACT with adversary A and input ~x, the action profile ~a played in H is

(T, ~x)-secure.

Proof. Suppose that k > 0. If there exists an input ~x and an adversary A =

(T, ~τT , σe) with |T | = k + t such that, for some history H, the action profile ~a

played in H is not (T, ~x)-secure, consider the adversary A′ = (T, ~τ ′T , σe) where ~τ ′T

is identical to ~τT , except that if a player i ∈ T plays an action a with τi, then i

instead plays (R, ∅, 0, 0,⊥) with τ ′i . Thus, if an action profile ~a′ played in some

history H ′ when ~σACT is run with adversary A′ is (T ′, ~x)-secure, then T ⊆ T ′ (note

that for an action profile ~a to be (T ′, ~x)-secure, we require that all players not in

T ′ play G in the first component, and none of the players in T plays G) and, since

|T | = k + t, T = T ′. Since the histories generated by playing with adversaries

A and A′ are indistinguishable by honest players, if there exists a history H with

adversary A and input ~x such that the action ~a played in H is not (T, ~x)-secure,

then the resulting action profile ~a′ of playing ~σACT with adversary A′ and input ~x
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in which all players use the same randomization as in H is not (T, ~x)-secure, and

all players in T would get a payoff of 1 rather than 0. It follows that ~σACT is not

(k, t)-robust. If k = 0, the argument is analogous, except that players in T play

(M, ∅, 0, 0,⊥) rather than (R, ∅, 0, 0,⊥)

To complete the proof of Theorem 19, we must show that if ~σACT is a (k, t)-

robust implementation of ~σ + σd, the output of an adversary A = (T, ~τT , σe) with

|T | = k+ t is just a (randomized) function of its input ~xT and the output v of the

function. To do this, we need the following lemma:

Lemma 22. Consider two random variables X and Y that take values on countable

spaces S1 and S2 respectively. Then, Pr[X = x | Y = y] = Pr[X = x | Y = y′] for

all x ∈ S1 and y, y′ ∈ S2 if and only if X and Y are independent.

Proof. If Pr[X = x | Y = y] does not depend on y, there exists a constant λx

such that Pr[X = x | Y = y] = λx for all y ∈ S. Then, since Pr[X = x | Y =

y] = Pr[X=x,Y=y]
Pr[Y=y]

, it follows that Pr[X = x, Y = y] = λx Pr[Y = y]. Therefore,∑
y∈S2

Pr[X = x, Y = y] =
∑

y∈S2
Pr[Y = y], which gives that λx = Pr[X = x], as

desired. The converse is straightforward.

We can now complete the proof of Theorem 19. Suppose that k > 0. Recall

that if all players i ∈ T set bi to some input ~x, they get a payoff of p−1
~x − 1, where

px ∈ [0, 1] if the input profile is indeed ~x, and otherwise they get −1. Given a

history HT in which the adversary has input ~xT and honest players output v, let

pHTv (~x) be the probability that the input profile is ~x conditional on v and HT . If

pHTv (~x) > p~x, then pHTv (~x)(p−1
~x − 1) + (−1)(1 − pHTv (~x)) > 0, which means that

taking bi = ~x is strictly better than taking bi = ⊥ for each of the players in T ,

contradicting the assumption that ~σACT is (k, t)-robust. Thus, pHTv (~x) ≤ p~x for all
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~x. Since both
∑

~x p
HT
v (~x) and

∑
~x p~x are 1, it must be the case that pHTv (~x) = p~x

for all ~x. This shows that for every history ~hT of the adversary, the distribution of

possible inputs of honest players conditional on ~hT depends only on their inputs and

what honest players output. By Lemma 22, this implies that the input of honest

players and the history of the adversary are independent (given the input ~xT of the

adversary and the output v of honest players), and thus, again by Lemma 22, it

follows that the distribution of possible histories of the adversary depends only on

~xT and v. This shows that every possible output function of the adversary can be

simplified to a function that has as inputs only ~xT and v, as desired. The argument

for k = 0 is analogous, except that in this case, if the distribution of possible

histories of the adversary is not independent of the inputs of the honest players,

the adversary decreases the payoffs of the honest players, rather than increasing

the payoffs of the deviating players. This completes the proof of Theorem 19.

Note that a (k, t)-robust implementation of ~σ+σACT may not necessarily (non-

strictly) (k + t)-securely compute f , since if the adversary consists of fewer than

k+ t malicious players, the malicious players might be able to deduce information

about the honest players’ inputs without being able to take advantage of it (recall

that a subset K consisting of k + t players must all guess the same value for

u2
i (~a, ~x) to be non-zero). However, a small variation in the construction of u2

i

in Γf,k,td allows us to construct a game Γf,kd such that any strongly (k, 0)-robust

implementation of the strategy used in Proposition 32 also k-securely computes

f , so secure computation can be reduced to implementing strategies for certain

mediator games. The idea is that instead of requiring the subset K of players who

do not play G to have size exactly k, we only require it to have size at most k.

This modification of u2
i leads to some of the problems discussed at the beginning

of this section, namely, that if some rational players act like honest players, except
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that they share their inputs with other rational players, the latter players might

be able to guess the input profile and get a strictly positive expected payoff. This

scenario is indistinguishable from one in which the players who shared their input

are actually honest and rational players are just lucky. To deal with this issue,

we further modify the payoffs in Γf,k so that if the players in K guess the inputs

correctly, then everyone else gets a huge negative payoff (rather than 0, as in the

original construction). We can show that if this payoff is sufficiently small (e.g.,

−n times the winnings), then if there exists a strategy in which rational players

get a positive payoff from u2, then there exists a strategy in which rational players

get a positive payoff from u2 and they all guess the same value in every possible

history (if the negative payoffs are small enough, rational players not guessing any

value gives a negative total payoff for rational players, regardless if some of them

guess the correct value).

Note that this modification works only for strong (k, t)-robustness, since if we

require only (k, t)-robustness, a rational player may decrease its own payoff if that

helps other rational players, even if the total gain from doing so is negative. This

is enough to show that the strategy used in Proposition 32 is strongly (k, 0)-robust

with these payoffs.

6.5 Proof of Theorem 22

Consider the game Γk,t in which the set of actions of each player is {G,R}×{0, 1}.

Given an action profile ~a, in which each player i plays ai = (Qi, yi) with Qi ∈

{G,R} and yi ∈ {0, 1}, let T be the subset of players i such that Qi = R. If

|T | > k+ t, if k = 0 all players get a payoff of -1, otherwise all players get a payoff

187



of 1. If |T | = t+ k and there exist two players i, j 6∈ T such that yi 6= yj, if k = 0

all players get a payoff of -1, otherwise all players get a payoff of 1. In all remaining

cases, all players get a payoff of 0. Let g be the function such that g(Q, y) = y.

Consider the following protocol ~σ + σd for n players and a mediator. With σi,

each player i sends the mediator its input xi the first time it is scheduled. The

mediator waits until receiving a message containing either 0 or 1, and sends that

value y to all players. The players play (G, y) whenever they receive y from the

mediator. Clearly, this strategy is (k, t)-robust (resp., strongly (k, t)-robust), since

the only way that players get a payoff other than 0 with an adversary of size at

most k + t is if two honest players output different values, but they all receive the

same value from the mediator. Suppose a strategy ~σACT is a (k, t)-robust (resp.,

strongly (k, t)-robust) implementation of ~σ + σd. We show next that (a) for all

adversaries A = (T, ~τT , σe) with |T | ≤ k+ t, all honest players play the same value

yi, and (b) if all players are honest and have the same input x, then they output

x.

Property (b) follows trivially from the fact that ~σACT implements ~σ+ σd: if all

players are honest and have the same input x, the value received by the mediator

in ~σ+ σd is guaranteed to be x, and thus, in ~σ+ σd, all honest players play (G, x).

To prove (a), suppose that there exists an adversary A = (T, ~τ , σe) with |T | ≤

k+ t such that, in some history H of ~σACT with A, there exist two players i, j 6∈ T

that play (Qi, yi) and (Qj, yj), respectively, with yi 6= yj, Qi = R, or Qj = R.

Consider an adversary A′ = (T ′, ~τT ′ , σe) such that |T ′| = k + t, T ⊆ T ′, and

i, j 6∈ T ′ (we know that such a subset T ′ exists, since n > t+ k+ 1), and such that

players in T act as in ~τT and players in T ′− T act like honest players, except that

all of them play (R, 0). Since histories generated by playing with A and A′ are
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indistinguished by honest players, there exists a history H ′ in ~σACT with adversary

A′ in which all honest players send and receive the same messages, and perform

the same actions. If Qi = R in H, then there are k + t + 1 players that play R

in H ′: the k + t players in T ′ and i. Thus, all players get a payoff of 1 if k > 0,

contradicting the assumption that ~σACT is (k, t)-resilient, or all players get a payoff

of −1 if k = 0, contradicting the assumption that ~σACT is t-immune. The same

argument shows that Qi = G in H and H ′ and, indeed, that all honest players

must play G in H and H ′. Now if qi 6= qj in H, then qi 6= qj in H ′, so (since all

honest players play G, so exactly k + t players in H ′ play R), again, all players in

H ′ get a payoff of 1 if k > 0 and a payoff of −1 if k = 0, so we again get the same

contradiction as before.
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CHAPTER 7

CONCLUSION

In chapter 3 we proved that we can t-bisimulate any interaction of n players

with a trusted mediator if n > 4t. This means that no adversary that controls

at most t players can subvert the computation as long as the remaining players

are honest. We also showed that some security properties are still preserved if

3t < n ≤ 4t. In particular, even if the adversary can halt the computation, it

cannot induce honest players to output a wrong result.

In chapter 4 we used the results of chapter 3 to show that any (k, t)-robust

strategy ~σ + σd with a mediator can be implemented without the mediator if

n > 4k + 4t. This means that no coalition of t malicious players can decrease the

payoff of any of the remaining players, and no coalition of k players can increase

their payoff by deviating, even when taking advantage of the malicious behavior

of the t other players. If there exists a punishment strategy, we show that we can

obtain a (k, t)-robust implementation of ~σ + σd if n > 3k + 4 since honest players

can threaten rational players by playing their part of the punishment strategy if

they are caught deviating. If we allow an arbitrarily small probability of error,

we get better results. In this case the upper bounds reduce to n > 3k + 3t and

n > 2k + 3t depending if there is or not a punishment strategy for honest players.

We also show that we can get the n > 2k + 3t bound if the system is synchronous

and there is a punishment strategy.

In chapter 5 we extend the results in Chapter 4 and show that any k-resilient

sequential with a mediator can be implemented without the mediator if n > 3k

in synchronous systems or n > 4k in asynchronous systems. To perform such

extension, we proved the existence of k-paranoid beliefs for any protocol ~π for n
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players and all k < n. Intuitively, if the protocol tolerates deviations of coalitions

up to size k and players have a k-paranoid belief system, all such coalitions always

believe that the remaining players are carrying out all computations by themselves,

and thus that the outcome of the protocol is independent of their actions.

Finally, in Chapter 6 we prove lower bounds that match the upper bounds of

the previous chapters with the exception of the n > 3k+4t upper-bound for (k, t)-

bisimulation when there exists a punishment strategy in an asynchronous system.

This is still an open problem. Besides this lower bound, there are other open

questions. For instance, none of our results assume the existence of cryptographic

primitives. We believe that if we assume the existence of one-way functions, most

of our results can be improved at the expense of leaving a small probability of

error. We also assume that the set of players is fixed and all pairs of players are

always connected by an authenticated private channel. It would be interesting to

see what results do we get if we consider networks with different topologies (e.g.,

permissionless networks, unauthenticated channels, etc.). We hope to give answer

to some of these questions in subsequent work.
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